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Pedepar

Bakanaspckas paGora comepint 148 mmcros, 45 PHCYHKOB 4 Talmuupl,

7 MCTOYHUKOB, 3 MPHITOIKEHHS,
KOPITOPATUBHAS TIJI ATOOPMA, POIIEBASA MOJIE/IB, tI)AI'I.]'IOBBH’I
MEHEJDKEP, XXYPHAJI AVIIUTA, JAVA, SPRING BOOT, TOTP
Iens paboter — paspaborats KOpIopaTHBHYIO (aiinosyio miarhopmy ¢ ponesoi
MOZEeNB0 noctyma, 06ecneqHBaf0my}0 xpanenue baigor u pasrpaHuyeHue npas
IOJIb30BATENEH.
st noctwsxenns nocrasnenHol ueny OblIa CIPOEKTUPOBAHA U PEATM3OBAHA
KopriopatusHas aiinopas miarhopma, obecreunsaomas [EHTPAJIM30BaHHOE XPaHEHNE
AAHHBIX U YIPABIIEHNE OCTYIIOM MOJIb30BATENEH K (aitnoBeM pecypcam. B npouecce
pa3paboTku peammzosan HaOOp Qynkumi, HeobxomuMBIX s pPabOTHI CHCTEMBI B
KOPIIOPaTUBHOH Cpene: perucTpauys ojs30BaTelIell H MEXaHu3M ayTeHTHOUKAIIN C
By x(akTopHOit ayTeHTH(HKALMeN, OpraHu3aus pPOJIEBOM MOZEJIH, BBIIOJHEHHE
Ga30BEIX onepauwmii ¢ paitnoroii CHCTEMOH, npefocrasnenus obmero pocryna k daiinam
M TNankaM, KOHTPOJNA MEHCTBHH C IIOMOLIBIO JKypHAala ayaura, Onoxuposka
NONB30BATENICH, H3MEHEeHHE pOJeH, ympasieHue PaspelIeHnsIMM Ha 3arpysky u
cKkauuBaHue (Haiios.
B mnpouecce paspaGorku HCIIONB3OBANMCH S3BIK nporpaMmMupoBaHust Java,
TexHonoruu Spring Boot, Spring Security u Spring Data JPA, cucrema ynpasnenus
Oasamu naHHbIX PostgreSQL, mwabnonusatop Thymeleaf, CPeICTBa IIOCTPOEHHS
uaTepdeiica Bootstrap. [[ns peamizanny Mmexanusma ABYX(aKTOPHOM ayTeHTH(OHUKALIH
npumensiace dubmiorexa TOTP. Paspa6orannas cucrema Gbua NPOTECTHPOBAHA HA
KOPPEKTHOCTh pabOThl OCHOBHBIX (byHKIMI, B XONe NPOBEPKH TMOATBEPIKIEHA

paboToCroCco6HOCT MEXAaHH3MOB  YNpaBIeHus aocrynoM, obpaborku (aiinor u

ayTeH TH(HKALNH TOIb30BaTENEeH
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Ilepeyenb cokpaieHnii 1 0003HAYEHUI

B HacTostei paboTe MpUMEHSIOT ClIeAYIoNIe 0003HAUYEHUS ¥ COKPAIICHHUS
bJ1 — 6a3a maHHBIX
KO®II — xopnioparuBHast QaitnioBas miatgopma
OC — onepaunoHHas cucrema
IIK — nepcoHaIbHBIA KOMITBIOTED
CYB/] — cucrema ynpasienus 0a3aMu JaHHBIX
2FA (Two—Factor Authentication) — aByxdakropHas ayTeHTH(pHKAIUSA
APl (Application Programming Interface) — wnaGop mpaBmi u uHTEP(DEHCOB,
TIO3BOJISIONIUI Pa3IUIHBIM TPOTPAMMHBIM KOMITOHCHTaM OOMEHHBAThCSl JTaHHBIMH U
B3aMMO/ICHICTBOBATH JIPYT C JAPYTOM
CSS (Cascading Style Sheets) — s3pIk OmucaHus BHEIIHErO BHJa BeO—CTpaHMUII,
OTBEYAIOIINI 32 0(OPMIICHHE U PACIIONIOKCHIE AIIEMEHTOB
HTML (HyperText Markup Language) — s3bIK pa3MeTKH, HPUMEHSICMBIH IS
CTPYKTYPUPOBAHUS COACPKIUMOTO BEO—CTpaHMII
IDE (Integrated development environment) — uaTerprpoBaHHas cpeia pa3paboTKH
JS (JavaScript) — s3Ik pOrpaMMHPOBaHUS, UCHOIB3YEMbIH MPEUMYIICCTBEHHO IS
CO3JIaHUsI MHTCPAKTUBHBIX JIEMEHTOB BEO—CTpaHUI]
JVM (Java Virtual Machine) — nmporpammuasi cpena BBITOJIHEHUS, 00€CIICYMBAIOIIAs
3aIlyCK TPHUJIOKCHHI, HAIMCAHHBIX Ha S3bIKE Java, HE3aBHCHMO OT OIEpPAI[MOHHOM
CUCTEMBI
QR (Quick Response) — aByMepHBIi IITPUXKO/
SMS (Short Message Service) — ciy:x0a KOPOTKHX TEKCTOBBIX COOOIICHU I
SQL (Structured Query Language) — s13bIK CTPYKTYPHPOBAHHBIX 3aIIPOCOB
QR (Quick Response) — nBymMepHBIii IITPUXKOJ
UML (Unified Modeling Language) — yHubHUIMpOBaHHBIN S3bIK MOACTHMPOBAHMUS
ZIP — dopmar cxaTusi TaHHBIX, TO3BOJISIONIUN OOBEIUHATH OJWH WM HECKOJIBKO

(aiijIoB B apXUB C YMEHBIIICHHBIM Pa3MepoM
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BBenenue

Kaxxnpiii n1eHp B J1I000M OpraHu3aliyd CO3AAr0TCS, U3MEHSIOTCS U MepelaroTcs
MHOXXECTBO (DailyIoB: OTYETHI, CKaH-KOTIHH, padodne TaOIuIlbl, Mpe3eHTanu. Ecimm ux
XPaHUTh HA CBOMX KOMIIBIOTEPAX, TO CO BPEMEHEM TEPSAETCS CTPYKTypa, OJHU U TE KE
JIOKYMEHTBI TyOIHPYIOTCS M0 HECKOJIBKO Pa3, a HYKHbIN (aii TpeOyeT J0ATUX MOUCKOB.
Ecnu otnpaBisTe 1o moure, JIETKO 3allyTaThCs B BEPCUAX WIIU IO OMIMOKE OTHPABUTH
YTO-TO CEKpETHOe He ToMy uenoBeKy. Ilostomy KopropatuBHbie (DailyioBbIC
1aTGOpMBbI — 3TO YK€ HE TIPOCTO MPUATHOE JOIOJIHEHHE, a MO-HACTOSIIEMY HY>KHBIN
MHCTPYMEHT JIs1 JTII000# KOMIaHuu, T1e paboTaeT X0Ts Obl HECKOJIBKO YETIOBEK.

OObluHBIE OOIIME TMAalKd B CETH C JIOCTYIOM JIaBHO YXE€ HE OTBEYAIOT
CETOJHAIIHUM TpeOOBaHMUSIM K O€30MacCHOCTH, IMOTOMY 4YTO Yy aJMHUHHUCTPATOpa,
MEHeDKepa U CTaXKepa He MOTYT ObITh OJIMHAKOBBIE MpaBa Ha MPOCMOTP U U3MEHEHUE
daiiioB. 3HaYUT, CUCTEMA JOJKHA YMETh TMOKO HACTpaMBaTh JIOCTYII, pa3pelias Wid
3amperasl 4To-To Aenarh C¢ (ailiamMu B 3aBUCUMOCTH OT TOTrO, Kakyl JOJKHOCTH
3aHUMAaeT 4yesioBeK. BoT moueMy paspabarbiBaemas ruiardopma OyneT MmocTpoeHa Ha
pOJIEBOM MoOAENM, KOTOpasi MpelycMaTpuBaeT TPU YPOBHSA JOCTyIa: OOBIUHBIN
M0JIb30BaTENb, MEHEIKEP U aIMUHUCTPATOP.

[ToMuMO KOHTpOJISL JOCTyIa, OYEHb BaKHO OOECIEYUTh HAACKHBIA BXOJ B
cuctemy. OJIUH TOJILKO MapOJib, MYCTh XK€ CaMbId CIIOXKHBIM, MOTYT YKpacTh WJIU
nonobpats. IloaTomMmy B cucremy jo00aBiieH e€Ileé OJWH YPOBEHb 3alllUTHl —
nByx(aKkTOpHasi ayTeHTHU(PUKALUIO, KOTopass TpeOyeT He TONbKO Mapoyib, HO W
OJTHOPA30BbIN KOJI U3 CIEIUATIBHOTO MPUIIOKECHHUS.

[leapt0o  gaHHOW  BBIMYCKHOW  KBAIM(PUKAIMOHHOW  paboOThl  SIBISIETCA
POCKTUPOBAHUE M pean3alluds KOpIopaTuBHON (ailioBol miaTtdopMbl C pOJIEBOM
MOJIEJIbIO JOCTYINa U MOAACPKKONU JBYyX(aKTOpHOW ayTeHTH(UKAIUU. UTOOBI 3TOTr0
N0OUTBHCS, OBLIO CIENaHO CIEMYIoNIee: CIIPOSKTUPOBaHa 0a3a TaHHBIX, YTOOBI XPAHUTh
uH(opMaLKIo O TOJIK30BATENAX, UX TIpaBax M BCeX JAEHCTBUSAX B CHUCTEME; pa3padoTaH

cepBep, KOTOphIH 00pabdaThIBaET BCE 3aMpOCHI: 3arpy3Ky, CKauMBaHUE, MEPEMEIICHNUE,
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neperuMeHOBaHue, yaaieHue QailioB; MOCTPOECH KIMEHTCKUN UHTepdeiic ¢ moaaepKKoit

nepeTackuBaHusl (PailyioB 1 KOHTEKCTHOTO MEHIO.

Wsm.
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1 KopnopaTuBHast aiisioBassi miargopmMa ¢ poJieBoil MOAeJIbIO

A0CTYNA
1.1 Anaau3 npeaMeTHOM 00J1aCcTH

1.1.1 AxtyanpHOCTb pa3pabOTKu

B nestenpHOCTH M1000M opraHu3amuu padorta ¢ ¢daijiaMd WrpacT KITFOUEBYIO
POJIb, TOCKOJIbKY MMEHHO B HUX XPaHUTCS 3HAYUTENbHAS YacTh pabouet nHdopmarmm:
JIOTOBOPBI, CUETA, OTUETHI, TEXHUUECKAst JOKyMeHTauus. HecMoTpst Ha 3T0, BO MHOTHX
KOMIIAHUSIX /10 CHX MOpP MCHOJB3YETCs ACHEHTPATM30BAHHBIN MOAXOJ, MPU KOTOPOM
COTPYIHUKU COXPAHSAIOT JIOKYMEHTBI Ha JIOKaJIbHBIX YCTPOMCTBAaX. JTO MOXKET HE
BbI3BIBaTh NPOOJIEM B TMOBCEAHEBHOM pabOTe, HO B CHUTyallUsX, CBSI3aHHBIX C
OTCYTCTBUEM COTPYIOHHUKA, HAllpUMEp, MPU €r0 OTHYCKE WA YBOJbHEHUHU JIOCTYI K
HEO0OXOIMMBIM JaHHBIM MOKET OBITh 3aTPYAHEH WM MOJHOCTHIO YTPAUuEH.

CrpeMsiCh yIpOCTUTh COBMECTHYIO pabOTy, OpraHu3allid 4YacTO MCIOJIb3YIOT
oO1ue ceTeBble Manku. JJaHHoe peleHrne mo3BoysieT cooparh Gaisbl B OTHOM MECTE,
HO HE pelaeT BONpOC YyIpaBieHus aoctynoMm. [loutn Bcerma, Moiab30BaTeNsIM
MPEAOCTABIISIOTCS OJMHAKOBBIC TMpaBa, YTO YBEJIWYMBAET BEPOSTHOCTH CIYy4YaHOIO
U3MEHEHUs CTPYKTYpbl NaHHbIX. Ha mpakThke 3TO MOXKET BbIPAXKaTbCAd B yHAJICHUU
GbaiisioB, WX NMEPEMMEHOBAHUU WM Tiepe3anucu. [Ipu 3TOM yCTaHOBUTH CYyOBEKT U
O00OBEKT HM3MEHEHUW TPYyAHO, TaK KaK CHUCTEMa HE COXPaHSIET COOTBETCTBYIOIIYIO
UH(OPMAIIHIO.

Eme omaHuM orpaHudyeHueM SBISETCS OTCYTCTBHE MEXaHU3Ma PETHCTpaIluu
JNEUCTBUM TOJIb30Baresiell. B peann3anuu ceTeBOro XpaHWIMIAa HE BEACTCS KypHal
omeparuii, 4YTO MCKIIOYaeT BO3MOXXHOCTh KOHTpOJII 3a pabotoil ¢ (aitnamu.
HeBo3MOXXHO ONpenennTb, KTO BBIMOIHSI KOMUPOBAHUE WIIM OTKPBITHE JIOKYMEHTOB,
BKJIFOUAs T€, KOTOPBIE COEPKAT KOH(DUICHITNATILHBIC CBEICHMUS.

JIonoJIHUTENIbHBIE TPYTHOCTH BO3HUKAIOT MIPU COBMECTHON pabO0Te€ HECKOIbKHUX
COTPYAHUKOB. OTCYTCTBHE IEHTPAIM30BAHHOTO KOHTPOJISI BEPCU IPUBOJIUT K TOMY, UTO

OAVH U TOT K€ JOKYMCHT MOKCT CYIICCTBOBATL B HCCKOJILKHMX BapHaHTaX. 910 IMPpHUBOJUT
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K KOH(JIUKTY JAHHBIX M YBEJIMYMUBAET BEPOATHOCTb HCIIOJIIb30BAHUS YCTapeBIIeH
uH(pOpMaIuu B HajbHElIIen padore.

OTtnenbHOrO paccMoTpeHus TpeOyeT BOIPOC pa3rpaHUYEHUs MpaB aoctyna. B
peaNbHBIX YCJOBUAX PA3JIUYHbIE KATETOPUM TIOJIb30BATENICH BBIMOIHSAIOT pa3HbIC
(GYHKITMY, 9TO MpEANoIaraeT HeoOX0AUMOCTh JETaIbHOW HACTPOUWKH mpaB. Hampumep,
4acTh COTPYAHUKOB JIOJKHA UMETh BO3MOKHOCTB TOJIBKO IPOCMOTPA TOKYMEHTOB, TOT/Ia
KaK JIpyruM TpeOyeTcsl pedaKTUPOBAHHME WIM yIpaBieHue aoctynoM. CTaHAapTHBIE
CETEBbIC MAaIlKU HE MPEJOCTABISAIOT JI0CTAaTOYHOW TMOKOCTH HJisi pealid3allii TaKuX
CLICHAPHEB.

Crnenyet yuuThIBaTh MOAXO] K MH(MOPMAIIMOHHOM Oe30macHOCTU. B O0IbIIMHCTBE
cIy4aeB JOCTYNl K (alyioBbIM pecypcaM 3allMII€H TOJBKO TapojieM, YTO He
obecrneunBaeT JOCTATOUHOTO YPOBHS 3allUThl. [Ipy yTeuke y4eTHbIX JaHHBIX AOCTYII K
CHUCTEME MOXKET MOJIyYUTh MOCTOPOHHEE JIULO. [Ipu 3TOM OTCYTCTBUE KypHaja ayauTa
3aTPYAHSIET BBISIBJICHHUE MOJAO0HBIX CITy4acs.

Hcxons u3 nepedyncieHHbIX 0COOEHHOCTEN BO3ZHUKAET HEOOXOIMMOCTD Mepexoia
K IEHTPAIU30BAHHBIM PEIICHUSIM JUIsl XpaHeHus (aitioB. Takue cHUCTEMbI TOJKHBI
obecrieurBaTh pasrpaHUYCHHE TIpaB JOCTylla Ha YPOBHE poJed MOJIb30BaTeleH,
(buUKCUpOBaTh BCE JICUCTBUSA C JAHHBIMHU, a TaKXKe MOIACPKUBATH JIOMOJHUTEIBHBIC
crocoObl TIOATBEPKACHUS JIMYHOCTU TIpU Bxoje. Peanusarusi qaHHBIX TpeOOBaHMIA
MO3BOJIIET TMOBBICUTh HAJEKHOCTh XpaHEeHHs MHGOPMAIMU U YIPOCTUTH MPOIECCHI

B3aNMOJICHICTBUS C HEW.

1.1.2 O630p AHanoron

Jlyig aHann3a TEeKyIUX peleHuil B 001acTH KOPIOPATUBHOTO XPAHEHHUS TaHHBIX
OBLITM pacCMOTPEHBI TPU IUIAT(HOPMBI, MPEICTABISAIONINE pa3Hble MOJETU: OOJIayHBIH
cepBuc Anpexc./luck, miargopma co ckBO3HBIM MmHdppoBanuem Mega u cucrema c
OTKPBITBIM ~HCXOAHBIM KomoM Nextcloud, mnpenHa3HaueHHass Ui JIOKAJIBHOTO
pa3MelleHusl.

CepBuc Snpekc.J[UCK paccuMTaH Ha YAaCTHBIX IOJIb30BaTElEH, a TaKkKe

HEOOJIBIIINE KOMaHJbI, KOTOPBIM HC Tp€6yeTC$I CJIOXKHasA CHUCTEMa pPasrpaHuyuCHUsA
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nocryna. OnH oOecrneunBaer 0a30Bble  BO3MOKHOCTH: XpaHEHUE  JaHHBIX,
CUHXPOHU3ALMIO MEXKIY YCTPOMCTBAMHU U MPENOCTABIEHUE AOCTyIa Mo ccbuike. [lpu
3TOM  (YHKIMOHAJbHOCTh  YIIpaBIEHUS IpaBaMH  II0Jb30BaTelel  ocraercs
orpaHu4yeHHord. B pamkax oOmero nocTyma Y4YacTHUKH OONalarT OJUHAKOBBIMH
BO3MOXKHOCTSMH PaloTHI ¢ ¢aitnmamu. CpeacTBa KOHTPOJISE aKTUBHOCTH TOJIb30BaTeNeH
peanu30BaHbl YAaCTUYHO, a JBYX(axkTopHas ayTeHTU(UKAIUMs OCHOBaHAa Ha
UCIONB30BaHUM SMS-KOIOB, 4TO yCTymaeT Mo HaA&KHOCTU CIEHUATH3UPOBAHHBIM
OPUTIOKEHUSIM. JOMOMHUTENbHBIM (AKTOPOM SBISETCS pa3MEIICHUE JaHHBIX Ha
CTOPOHE BHEIIHEro IMpoBailiepa, YTO MOXKET HE COOTBETCTBOBATb TpPEeOOBaHUAM
opraHu3zaluii, padoTaronmx ¢ KoHpuaeHunansuoi napopmanuei. Murepdeiic ceppuca

MOKa3aH Ha PUCYHKeE 1.

Ouck Q

oy Zarpysare

SarpyauTs darne

8]
0

EEE
b 2 Yeranonure fngowc AucK a Tenedon
% Baww $OT0, mngeo 1 moxymenTo SynyT BCeraa nog pywod

Pucynok 1 — Annexc [quck

[Tnarpopma Mega penmaer akieHT Ha 3alIUTE JAaHHBIX 32 CUET MPUMEHEHUS
CKBO3HOTO MHU(pPOBaHUsI. ITO 00€CIIeUMBAET BHICOKUM YPOBEHb MMPUBATHOCTH: TIOCTYII K
CONEpP)KUMOMY (pailioB OTCYTCTBYeT Jdake y TocTaBiiuka cepBuca. OnHako, B
KOPIIOPAaTUBHOM CpEE OTO CO3MAET OIPENEIEHHBIE OrpaHUYEHHs. B 4YacTHOCTH,
AIMUHUCTPATOP JIMIIEH BO3MOKHOCTH BOCCTAHOBUTH JIOCTYII B CIIy4ae YTPAThl MApOs
nonp3oBareneM. Elle OOHOW JeTanplo, CUCTEMAa HE MOPENOCTaBISIET Pa3BUTHIX

VHCTPYMEHTOB OTCJIC)KMBAHUS JEUCTBUM, a HACTPOWKA IpaB JIOCTyla OCTaETcA
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yOpoUIEHHOW. VYMpaBieHUWE B3aWMOJCUCTBUEM MEXKIY COTPYIHMKAMHU peEaIU3yeTcs

MPEUMYIIECTBEHHO Yepe3 OOMEH CChUIKAMH, YTO CTAHOBHUTCS HEYIOOHBIM MPHU

YBCIMYCHUN YHCJIA MOJIb30BAaTEIICH. CJ'ICI[YCT YUUTBIBATL OTPAHUYCHUA OecmIaTHOrO

Tapncpa U CPpaBHUTCIbHO BBICOKYIHO CTOMMOCTB MCIIOJIB30BaHUA CCpBHUCA AJISI KOMaHI.

CaiiT npoekTa NoKa3aH Ha PUCYHKE 2.

B BalweM NHYHOM XPAHHNMLLE NOKA HAYEro HeT

Pucynox 2 — Mega

B oTnuuume oT paccMOTpeHHBIX 00auHbIX periennii, Nextcloud opuenTrpoBan Ha

pa3BEpThIBAaHUE BHYTPU HHGPACTPYKTypbl opranuzanuu. CucrtemMa MNpeaoCTaBisieT

pacIIMpPEeHHbIE BO3MOXHOCTH: HACTPOMKY pOJIEM MOJb30BaTENECH, BEACHHUE KypHaja

nencTBui, noanepxkky 2FA, a Takxke MeTaabHyr0 HACTPOWKY MpaB JOCTyIa Ha YPOBHE

OTJIETIbHBIX KaTajioroB U (ainoB. OgHAKO UCIOJIB30BAHUE TAHHOTO PEIICHUS CBI3aHO C

PAOM OpraHU3alMOHHBIX CIOXKHOCTEH. [l ero paboThl TpeOyeTcsi BbIACIICHHBIN

CCPBCP U YUaCTHUC CIICOHUAINUCTA, CITOCOOHOTO BBLITTOJTHUTH YCTAHOBKY U COIIPOBOXIACHHC.

WNurtepdeiic cucteMbl BKIOYAET OOJIBIIOE KOJIUMYECTBO JOMOJHUTENBHBIX MOIYJEH

(HampuMep, KaJeHIaph WJIM WHCTPYMEHTHI JIJII COBMECTHOM pPabOThI), YTO MOXKET

YCIOXHSTH BOCIPUSITHE U OTBJIEKAaTh OT OCHOBHOM 3aj1auu — yrnpasieHus daitnamu. J{ms

HEOOJIBIIINX OPTaHM3alMN ITO MOXKET MPUBECTH K M3OBITOUHBIM 3aTparaM PECypCOB.

[Tpumep unHTEpdeiica mokazan Ha pUCyHKE 3.

Wsm.
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Pucynok 3 — Nextcloud

ITIOCTAaBJICHUA

(bYHKITMOHAIBHBIX

MIPOAHAIM3UPOBAHHBIX PEIICHUI OTpakeHbl B Tadbmuue 1.

Ta6nuna 1 — CpaBHEHHE aHAJIOTOB

BO3MOYKHOCTEN

Coznarenb CunpHbIE CTOPOHBI CnaOble CTOpPOHBI
NHTYNTUBHO NOHATHBIN
OrpaHu4eHHbIE BO3MOXKHOCTH
uHTepdeiic; BbICOKAs
HACTPOUKU POJIEH;
JIOCTYITHOCTb CEPBUCA;
Sunexc J{uck 3aBUCHUMOCTb OT CTOPOHHETO
CUHXPOHHM3ALMsl JaHHBIX;
) cepBuCca; 4acTh (PyHKIIMOHATA
(https://disk.yandex.ru) MOJI/IEP’KKA COBMECTHOM
JIOCTYITHA TOJIBKO T10 TUIaTHOM
paboThI B pealibHOM
MOJITIUCKE
BPEMEHHU
BrIcoknii ypOBEHb OrpaHu4eHHbIE
0€30IacHOCTH 3a CUéT BO3MOKHOCTH  YIPaBJICHUS
CKBO3HOTO IU(POBAHUS; | POISIMH 10JIb30BaTENEN;
Mega yaOOHBIN BeO—MHTEpdEiC; | OTCYyTCTBUE pa3BUTOU
BO3MOXKHOCTh OOMEHa pOJIEBOM  MOJENH JIOCTYIa;
(https://mega.nz)
¢aitnamu yepes CCbUIKH; | OTpaHUYeHUsT B OeCIUIaTHOMN
HaJINY1e MOOMIIBHBIX BEPCUU MO0 00bEMY XpaHEHUs
MIPUIIOKEHUI u Tpaduky
Jlucr
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Coznarens CunbHbIE CTOPOHBI Cnalbie CTOPOHBI

CJ10HOCTh BHEJIPEHUS U

OTKpBITHIM UCXOAHBINA KOJI; | HACTPOMKHU; HEOOXOAMMOCTh

IIOJIHBIN KOHTPOJIb HAJl HaJIUYHs COOCTBEHHOTO
JAaHHBIMU; BO3MOKHOCTb cepBepa; BBICOKHE
Nextcloud
KaCTOMHU3ALMH; ITOAJEPIKKA TpeGoBaHUs K
pacCIIMPEHHON HACTPOMKHU aJIMUHUCTPUPOBAHUIO;
IIpaB JOCTYyIIa JIOTIOJIHUTEJIbHBIE 3aTPaThl HA

HOJICPKKY HHOPACTPYKTYPHI

CpaBHUTENBHBI aHAIN3 [IOKA3bIBAET, YTO PACCMOTPEHHBIE pPEILICHUS HE
o0ecreurBalOT OJHOBPEMEHHO MPOCTOTY pa3BEpPThIBaHMS, THOKOE YMpaBICHUE
JOCTYIIOM, IOJHOLECHHBIN KOHTPOJIb JAEHCTBUM IOJIb30BATENECH, TOAACPKKY HAICKHOU
2FA ¥ He3aBUCHUMOCTH OT BHEIIHEW 001auyHOi HHGpacTpyKTyphl. B cBsizu ¢ 3TUM
pa3paboTka cOOCTBEHHOM KOpropatuBHOM (aiiioBoil minaTdopmbl, HE HMEIOIIEH

YKa3aHHBbIX HCAOCTATKOB, ABJIACTCA aKTyaHBHOﬁ.

1.1.3 Ananu3 TpeGoBaHMI K pa3pabOTKe

Ha ocHoBe mpoBen€HHOTO aHaln3a MPEeIMETHON 00JIacTH, a TaKKe BBISIBICHHBIX
OTPaHWYCHUM CYIICCTBYIOIIMX MPOTPAMMHBEIX pelieHuH OblIM  ChOPMHUPOBAHBI
TpeboBanus Kk pazpadarsiBaemoit KOII. [Iyist ynoOcTBa onricanusi OHU CTPyHITUPOBAHEI B
TpH KaTeropuu: PyHKIIMOHAIbHBIE, HE(YHKITMOHAIbHBIEC U TEXHUYECKHE.

K pyHKkurOHanbHbIM TPeOOBAaHUSAM OTHOCSTCS CIEIYIOIINE TOJ0KEHUS:

— peructpamusi W ayTreHTu(dUKanus moip3oBarenedd. Cucrtema JIOJDKHA
oOecrieunBaTh CO37aHUE YYETHOM 3alUCH C MCIOJIH30BAHMEM JIOTHHA W TMapoOJIsl.
XpaHeHue maposed ocyiiecTBiseTcss B 3amudpoBanHoMm Buje. [Ipouenypa Bxoaa
BKJIFOYA€T BBOJ YYETHBIX JaHHBIX. Eciam s mosib3oBaTeNs aKTUBUPOBAHA
nByX(aKkTopHas 3amuTa, MOCiIe MPOBEPKHU MApOJI TPeOyeTCs AOMOTHUTEIIBHO BBECTH
OZIHOPA30BbIN KOJ;

— pasrpaHuyeHHe TmpaB jocTymna. llpunokeHne TOHKHO peaTn30BBIBATH

pPOJIEBYIO MOJCNIb JOCTyNa, YYUTHIBAIOIIYID HAJIWYMUE PA3JIUYHBIX KaTeropui
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nonb3oBarene (USER, MANAGER, ADMIN). Kaxnas ponbs IomkHA ONpenesTh
HAO0Op JOCTYNHBIX OIepanuii, BKIOYas TMPOCMOTpP, YIpaBieHue QailnamMmu u
aIMUHUCTPUPOBAHNE CUCTEMBI;

— paborta ¢ ¢aitnoBoii cTpykTypoii. [loap30BaTens J0KEH UMETh BO3MOKHOCTh
CO3/1aBaTh U YAANATH KaTaJOTH, MPOCMATPUBATh MX COACPKUMOE, MEePEeMEIIaThCs 1o
UEpapXuu JUPEKTOPUH U OPraHU30BBIBATH CTPYKTYPY XpaHEHHUs [aHHBIX B
COOTBETCTBUH CO CBOUMHU MOTPEOHOCTSIMU;

— 3arpy3ka (aiinoB. Cuctema nopKHAa oOecredyMBaTh 3arpy3Ky OJHOTO WU
HECKOJIbKUX (DailioB B BbIOpaHHBIN KaTanor. [lpu 3ToM HEOOXOIUMO MPEAYyCMOTPETh
00paboTKy KOH(IUKTOB MUMEH (hailyioB (TEepe3anuch WIM TeHEpalus YHUKAJIbLHOTO
MMEHU B 3aBUCUMOCTH OT HaCTPOEK CUCTEMBI);

— yJaJeHWe U yhpaBlieHWe JaHHbIMU. [lonb3oBaTenb MOMKEH HMMETh
BO3MOXHOCTh YJAIATh (alijibl U KaTaJlOTH, & TAaKXKE BBITIOJHATH 0a30BbIC ONEpAIUH
yIpaBleHUs, BKIIOYast IEpEMEIICHNE U IEPEUMEHOBaHNE O0BEKTOB;

— M3O0JISILMS MOJIh30BATEIbCKUX JTaHHBIX. KaKIbIil Monb30BaTEh UMEET JOCTYIT
UCKITIOUMTEILHO K COOCTBEHHBIM (pailiaM WM K TeM pecypcam, Ha KOTOpbIE €My
BbIIaHbl mpaBa. J[OCTym K 4yXMM JaHHBIM 0€3 COOTBETCTBYIOIIETO pa3peIICHUs
UCKJIIOYAeTCs Ha YPOBHE CEPBEPHOM JIOTUKH;

— AJIMHHUCTPATUBHOE  ympasiieHue. [[nsg  mosb3oBaTened € POJIbIO
aJIMMHHACTPATOPA JOJDKHBI OBITh JOCTYMHBI (YHKIIUU yIPABICHHS CUCTEMOH, BKIIFOUYas
IPOCMOTP CIKCKA TMOJIb30BATENeH U KypHaJIa ayIuTa, HA3HAUYCHUE POJICH U yIaJCHHE
YUYETHBIX 3aIIMCEN;

— opranuzanus oomero gocryna. [lnardopma momkHA MO3BOJIATE COBMECTHOE
ucrnoyiib3oBanue (aiioB u manok. [lonp3oBarenu AOMKHBI MMETh BO3MOXHOCTH
NPEIOCTaBIATh JOCTYN JPYTUM TIOJB30BaTeIsIM M HACTpauBaTh pPa3pelieHUs s
KaXX0ro dJeMeHTa. JloiKkHa OBITH peaian3oBaHa BO3MOXKHOCTh pa3rpaHUYCHHS TPaB,

TaKue KaK MPOCMOTpP, PEAAKTUPOBAHUE, Y/IAJICHUE U YIIPABICHUE TOCTYIIOM;
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— BeAeHWe ucrtopuu aedctBuil. Cucrema J0/KHA (PUKCUPOBATH OCHOBHBIE
JeMCTBHS OJIb30BATENEH, a MIMEHHO 3arpy3ka (aiioB, CO3JaHUE KaTaJIoroB U y/lajIeHue
JTAHHBIX, C BO3MOXKHOCTBIO MOCIEAYIONIETO MPOCMOTPA.

K HepyHKIIMOHAIBHBIM TPEOOBAHUAM OTHOCSATCS CIEAYIOLINE MOJIOKECHHUS:

— OezomacHocth.  HeoOxomuMo ~— obecneduTh — 3alATy  JAHHBIX — OT
HECaHKIIMOHUPOBAHHOTO JIOCTYIIA, BKIIOYAs UCIIOJIH30BAHNE MEXAHU3MOB MU (PPOBAHUS
u 2FA;

— MpOU3BOAUTENBHOCTh. CHcTeMa JTOJKHA oOecreynBaTh CTaOWIBHYIO paboTy
pU OJHOBPEMEHHOW paboTe HECKOJIBKHUX IOJIb30BaTeneil U 00paboTke OO0JBIIOrOo
KoJn4decTBa (aiios;

— ynoOcTBO wucmnosib3oBaHus. MHTepdeiic mnpunoxkeHuss JOHKEH  OBbITh
MHTYUTUBHO TMOHSTHBIM M aJIallTUPOBAHHBIM JJIsI Pa3JIMYHBIX YCTPOUCTB, B TOM YHUCIIE
MOOMJIbHEIE;

— MacITabupyeMocTb. ApPXUTEKTypa CHCTEMbl JIOJDKHA IMPOEKTHPOBATHCA C
BO3MOKHOCTBIO  paclIMpeHuss  (QYHKIMOHAJBHOCTH W  YBEJIMYEHHS  oObema
00pabaThIBa€MbIX JTaHHBIX;

— HajaexHocTh. CucremMa JAO0KHA oOOecnevyrBaTh COXPAHHOCTh JaHHBIX U
KOPPEKTHYI0 00pabOTKY MOJIb30BATEIHCKUX ONIEpaIUid.

[Tpoexktupyemas K®II sBrusercs BeO-MpUIIOKEHHEM, ITOATOMY TEXHUYECKHE
TpeOOBaHUS IETATCSA HA JBE KATETOPHUH: CEPBEPHBIE U KIUEHTCKUE.

CepBepHasi cTOpoHa:

— OC: Windows Server 2012, Linux(Ubuntu 20.04+) u Goyiee cOBpeMEHHbIE
BEPCUU MEPEUNCITIEHHBIX CUCTEM;

— MPOLECCOp OT JIBYX S/ep;

— omneparuBHas namsath He MeHee 4 I'b (;kenarenbho § I'B);

— nuckoBoe npoctpancTBo oT 100 I'b.

Knuenrtckas 4yacTs:

— YCTpPOMCTBO: JItoO0€ ¢ ycTaHoBIIeHHBIM Opay3epoM (1K, cmapTdon);

— OC: He UMeeT 3HaUCHUS;

JIuct
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— moanepxuBaembie Opays3epnl: Google Chrome, Yandex bpaysep, Safari u
ApyTrue COBpEMEHHbIE Opay3ephl.
Ha pucynke 4 npencrtaBmena UML-gumarpamma mpeneneHTOB TOJIh30BaTENs,

oTpaxaromias BBaHMOHeﬁCTBﬂe I10JIb30BATEICH C CUCTEMOM.

Buifipars
T\ nons3osarenn
“include” .-

Mposepka /l-ll:_l;e;;;;\ “include” /H;;T;;Ka\\

ZLayxiaKTopHoil INEMEHTOM BO3MOKHOCTENA
AYTEHTHDMEALMK .
3arpyska paina
E"extend"
: “include” MpocmoTp
y Co3fiaHue nanku Pafiora ¢ IUTTRTITEEEERN MHEOPMALIMKM
ANEMEHTOM

-.... include”

! MepemelyeHie
“-."include”

“include” . L Ynaneuue
: . “include’
~ “include" /_v_\
HeaeTopu30saHHEIA N
nons308aTens HacTpoiika

NBYXhaKTOPHON
BYTEHTUDMKALMK

X

AETOPHIDBEHHLIA
nonb30eaTent

Hacrpoiika
TBYXhakTOPHON
AYTEHTUCDHKALMK

Buixoa W3 cHCTeMs!

Pucynok 4 — UML—auarpamma npereieHToB mojib30BaTeNs

Ha pucynke 5 npencraBiena UML-auarpamma npeneneHToB aiMUHUCTpATOpa,

oTpaxaromasa B3auMOACUCTBHUC aAMHUHUCTpATOPa ¢ CUCTCMOM.
CrpaHU4eHne npae
! Nors30BaTens
"include” OTKMKIUEHWE
o nonk30EaTens
S include” .
YnpaeneHue
NoNb30BaTENAMM
MpoCMoTp ®ypHana ™, _'_'z_a?q_t_e_r!g'_'_ B
../ Ouncrka kypHana
HacTpoiika ayouTa

NBYyXhaKToOpHOM
BYTEHTHDKUEALMK

Mpoeepka
nByxhaKTopHOM
ayTeHTHMEaLMK

E"extend“

Bxog B cCHUCTEMY

A

AOMUHUCTPETOP

Pucynok 5 — UML-nuarpamma npeneieHToB aiAMUHUCTpATOpa
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1.2 BbIOOp HHCTPYMEHTOB pPa3padoTKu

Jlst pazpabotku KOIT O6b11 BeIOpaH HAOOp TEXHOIOTHH, MO3BOJISIONINNA CO3/1aTh
COBPEMCHHOC, HAICI)KHOC, yI[O6HO€ u MacmTa6preMoe PCUICHUC

B kadecTBe OCHOBHBIX TEXHOJIOTHI OB BBIOPAHBI:

— Java 17;

— Spring Boot;

— Thymeleaf;

— PostgreSQL,;

— pgAdmin 4;

— Bootstrap 5 + Bootstrap Icons;

— HTML, CSS, JavaScript;

— Maven;

— IntelliJ IDEA.

1.2.1 Bei0op s3bIka MPOTPpaMMUPOBAHUS U CEPBEPHOTO (hpeiMBOpKa

Bb160p OCHOBHOTO Si3bIKa MPOTPAMMHUPOBAHUS BIUSET HE TOJHKO Ha CKOPOCTH
KOJUPOBAaHUS, HO Ha Ba)KHbIE XapaKTEPUCTHUKU OYIyIIETro MPUIIOKEHHUS, TaKHE Kak
CTaOWIBHOCTh PAOOTHI MO/ HArpy3Kod, YCTOWYMBOCTH K B3JIOMaM U MPOCTOTA
moaudukanuu. [lepBoHauanbHO paccMaTpuBanuchk Tpu Bapuanta: C#, Python u Java.

C# — 310 cTpOro TUMHU3UPOBAHHBIN 361K 0T MICrosoft ¢ pa3BuToii craHaapTHOI
DKOCUCTEMOW W TIPAKTHYHBIMA WHCTPYMEHTAMHU I aCHHXPOHHBIX oreparuid. OH
J0Ka3an cBOIO APPEKTUBHOCTH B HACTOJIbHBIX IPUIIOKEHHSIX, UTPOBBIX IBIKKAX U BEO-
cepucax Ha 1arpopme .NET. Opnako xkpoccrmiarOpMEHHBIE BO3MOXHOCTH
OTPaHUYCHBI, ¥ KOJIMYECTBO TOTOBBIX PEIICHHH ISl KPYITHBIX KOPITOPATUBHBIX CHCTEM
ycTynaet Java.

Python otiauuaercs MPOCTOTON CHUHTAKCHCA, KOTOPBIA MO3BOJSET OBICTPO
co3/1aBaTh MPOTOTUNBL. BobIIoe KOTMYeCTBO OMOMMOTEK JIeJaeT ero MOMYJISIPHBIM IS
aHaJM3a JaHHBIX U HanmMcaHus CKpuntoB. OTHAKO MO MEPe YBEIMUYCHUS HATPY3KH €T

IMPOU3BOAUTCIBHOCTb MOXKET CHHXKATBCA, a AWMHAMHUUYCCKas THIIM3aOuA MOXKCT
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YBEIIMYUTh PHUCK TOSIBIICHUSI OIMIMOOK, KOTOpPHIE TPOSIBISIIOTCS YK€ BO BpeMs
BBITIOJTHCHUSI IPOTPAMMBEI.

OxoHuaTenbHbINA BEIOOP a1 Ha Java 17. D1o pemenue O0b110 00yCIOBICHO PSIIOM
HECKOJIBKUX (haKTOPOB:

— CTporas TpOBEpPKa THUMOB JAHHBIX HaA JTale KOMIWIAINN CHIKAET
BEPOSATHOCTH OIIHOOK;

— JVM oGecnieunBaeT ynoOHOE YINpaBICHUE MAMSTHIO U BBICOKYIO CTEICHBb
M30JIMPOBAHMUS OIIHUOOK;

— Java-npuioxkeHue coxpanser pabdoTocrnocoOHocTh Ha pasHbix OC 6e3
HEO0OXOIUMOCTH aJanTalliu;

— MHOTOJICTHSISI WMCTOPHS Pa3BUTHSA s3bIKa TIPHUBENIA K CO3JaHHUIO 3PEIIOi
HHDPACTPYKTYPHI PPEHMBOPKOB, YTHIIUT U JOKYMEHTAITUH;

— HaJuyue  OOJBIIOTO  COOOIIecTBAa  YNpOIIaeT  MOUCK  pEIICHUM
pacrpoCcTpaHEHHBIX MPOOIIEM.

JJis peanu3anyu cepBEpHOM JIOTHKHU ObLT BEIOpaH Spring Boot. Dtot dperiMBopk
3aMETHO YCKOpSIET pa3palboTKy Oyiarojaps aBTOMAaTUYECKON HACTpOKe OOJIBIIMHCTBA
KOMIIOHCHTOB, THOKOMY MEXaHW3MY BHEIPEHHUS 3aBUCUMOCTEH W  MPOCTOMY
MOAKIIIOYCHHI0 K 0Oa3e maHHBIX. bmaromapst Spring Boot pa3spa®oTuukud MOTyT
COCPEIOTOUUTHCS Ha (PYHKITUSX, yIIpaBlieHue ¢aitiamu, pa3rpaHiueHre 10CTyna u T. 1.,
HE TpaTs BpeMs Ha HU3KOyPOBHEBBIC HACTPOUKH.

B pesynsrate coueranume Java 17 um Spring Boot cramo cOanaHcHpOBaHHBIM

BBIOOPOM 17151 IOCTPOEHHUSI CEPBEPHOM YaCTH.

1.2.2 BoiGop cucTeMsl yripaBieHus: 6a3 JaHHBIX

s xpaneHus: MetauHGOpMaIlMy O TOJIb30BaTeNsIX, (paiijax U mamkax, a Takxke
JUTSL BEICHMsI JKypHayia aynuta HeoOxoamma pensiimoHHass CYB/l, mogaepskuBaroriast
CJIIO)KHBIE 3alpOChl M OO0ECIeUnBaroias IeJIOCTHOCTh JAHHBIX TPH IapalIeabHON
pabote. bt BeiOpan PostgreSQL.

KiroueBbie apryMeHTHI:

JIuct
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— OecmnaTHO W HajexHo. PostgreSQL — 3T0 mporpammHoe oOecredeHue ¢
OTKPBITBIM HUCXOJHBIM KOJOM, IOATOMY JUIsl €r0 WCIIOJNBh30BaHUS HE Tpedyercs
muuensus. [Ipu stom CYB/] crabunbHo paboTaet rogamu 6€3 c60eB, UTO KpaitHe BasKHO
JUTSL XpaHEHUs! KOPIIOPATUBHBIX IOKYMEHTOB;

— a(ddexktnBHO o0O0pabarpiBaeT Oonbime oO0BeMbl 3ammceir. KOII Benmér
nopoOHBIN JKypHAJI ayJIuTa, IJe KaxJa0e JEUCTBUE MOJb30BaTessl (BXOJ B CHUCTEMY,
3arpyska, yjiajieHue, IepeMMeHOBaHue) coxpansercs B 0aze qanHbiX. Co BpeMeHeM ATH
3alMCy MOT'YT HaKarJIMBaThCs 0 JECATKOB Thicsiy, u PostgreSQL oOpabateiBaeT ux 6e3
OTEpU CKOPOCTH;

— noanaepxupaer nepeuncienus (ENUM). Kox wucnonb3dyer nepeducieHus
tunoB neictBuii (UPLOAD, DELETE, RENAME u 1. 1.) u poJsieil nosib3oBarenei
(USER, MANAGER, ADMIN). PostgreSQL 1mo3BoJiIeT XpaHUTh UX B BUJI€ TEKCTOBBIX
CTPOK, YTO YIPOIIAET PyYHOE UTEHUE O0a3bl IaHHbIX.

AnprepnatuBable CYB/I:

— MySQL — sBnsiercs pacripoctpanennoit CYBJl, HO ee mpou3BOAUTEIBHOCTh
yCTyIaeT NMpu CIoXHbIX 3arpocax. Kpome toro, PostgreSQL nyumie obpabaTsiBaeT
JaThl M BpEMsl, YTO BAXKHO JJIS JKypHasia ayJIuTa;

— SQLite — »5T0 nerkoBecHass BCTpOEHHass ©Oa3a JaHHBIX, HO OHa HE
npeAHa3HavYeHa sl OJTHOBPEMEHHOI'O UCIOJIb30BAHMS HECKOJIBKUMHU MOJIb30BATEIISIMU.
Ona MoxkeT naBaTh cOOM TpPU OJHOBPEMEHHBIX 3alpocax, 4YTO HE MOIXOAMUT JUIs
KOPHOPAaTUBHOW CUCTEMBI.

C ydetom mepeuncieHHBIX (pakTopoB PostgreSQL mMokHO paccmarpuBaTh Kak
cOaaHCUPOBAHHOE pEILICHUE, MOAXOAAIIee A XpaHEHHs M OOpabOTKU JaHHBIX B

paMKax pa3pabarbIBaeMOU CHCTEMBI.

1.2.3 UHCTpyMEHT afMUHUCTPUPOBAHUS 0a3 TaHHBIX

Jlst komdopTHOM padoTsl ¢ PostgreSQL Bo Bpemsi pa3paOOTKH HCIIOIB30BAICS
pPgAdmin 4. Dtot rpaduvecKuii HHCTPYMEHT ¢ BeO-UHTEPPEHCOM MTO3BOJISET:

— BU3yaJIbHOE CO37aHMe Ta0JIHUII (TTOTH30BATEIH, )KYPHAJ Ay/IUTA) U CBS3H MEKITY

HHUMU;
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— BBINOJHATH SQL—3anpockl HEMOCPEICTBEHHO U3 MPUIOKEHUS;

— MPOCMATPUBATh COACPKUMOE TAOIUI] U pEAAKTUPOBATH 3aIUCH;

— Ha0II0aTh MPOU3BOIUTEIBHOCTH 3aPOCOB.

braromaps pgAdmin 4 MoXXHO OBICTPO TPOBEPATH NMPABUIBHOCTH COXPaHCHHS
KYpHAJIOB ayauTa, OJOKUPOBKY IOJIb30BAaTENEH TOCIE HEyAauyHBbIX MOMBITOK BXOZAA B
CUCTEMY U MPU HEOOXOAMMOCTH BPYUHYIO UCIIPABIISATH JaHHBIE.

Taxum obOpazom, coueranue PostgreSQL u pgAdmin 4 obecrieunBaeT HaEKHOE
XpaHeHue Bcex JaHHbIX B KOII u ynponiaeT agMuHUCTpUpOBaHKE BO BpeMs pa3pabOTKH

Y TIOCJIETYIOLIEN KCIUTyaTaluy.

1.2.4 BeiGop cpenbl pa3paboTKu

s paspabotku K®IT ObpuT mpoBeeH aHANW3 JOCTYITHBIX HHTETPUPOBAHHBIX
cpen paspaborku (IDE). B xauecTBe 0CHOBHBIX BapuaHTOB paccmarpuBanuch Intellil
IDEA u Apache NetBeans. O6a uHCTpyMEHTa MUMEIOT CBOM NMPEHMYIIECTBA, OIHAKO
npeanouyrenue O0b110 otaado IntelliJ IDEA.

IntelliJ IDEA — 310 xpoccrardpopmennas IDE ot JetBrains, momnepxuBaroras
Java, Kotlin, Groovy, Scala u npyrue s3pikn. OHa mpejiaracT IIMPOKUH CIEKTp
WHCTPYMEHTOB TIOBBIIIICHUS ITPOU3BOANTEIHLHOCTH.

KimroueBrbie ocooennoctu IntelliJ IDEA:

— HHTEJUICKTYaJIbHBIN PelakTOp KO/a: aBTO3aBEPIICHUE, TTOJICBETKA CHHTAKCHCA,
KOHTCKCTHBIC TTOJICKa3K/ U OBICTpasi HAaBUTALUS 10 KJIaccaM M METOAaM. DTO YCKOpSET
HaITMCaHKEe KOJa M OTJIAKY,

— ray0oxkas unTerpamus co Spring Boot. IDE pacno3znaer anHotanuu u ¢aitibt
KoH(pUrypanuu, obOecrieurBasi yAOOHYI0 HaBHTallUI0 MEXAY KOHTPOJUIEpaMH,
CCPBHCAMH U PEIIO3UTOPHUSIMHU;

— coBMectuMocTh ¢ Maven u Git. BerpoeHHas moJiiepKka CUCTEMBI COOPKH
Maven u cucteMbl KOHTpOJisi Bepcuii Git ympomaer yrnpaBJIeHHE 3aBHCHMOCTSIMHU H
COBMECTHYIO pa3paboTKy;

— WHTETPUPOBAHHBIC WHCTPYMEHTBHI I paboThl ¢ 0a3aMu  JIaHHBIX:

[Tonkmouenne k  PostgreSQL, BbeimonHenue SQL—3ampocoB ©U  MpPOCMOTP
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MOJIb30BATENILCKUX TAOJIUIl U KYpHAJIOB ayJauTa 06e€3 HeoOXOAUMOCTH HCIOJIb30BAHUS
CTOPOHHMX IPUJIOKEHUM;

— pedakTOpUHI M aHajlu3 Koja. be3omacHoe nepeMMEHOBaHHME KOJa, TMOUCK
HEHCIIOJIb3YeMOro KOJIa ¥ BBISBJIICHUE OTCHIIUATBHBIX MPOOIEM.

AnprepHaruBoii paccmarpuBaics Apache NetBeans — cpema paspabotku ¢
OTKPBITBIM HCXOJHBIM KOIOM, MojaaepskuBaromias Java, Python, PHP, JavaScript u
TPYTHE SI3BIKH.

[MpenmymectBa Apache NetBeans:

— WHTYUTUBHO TIOHSATHBIM PpENAaKTOp KOJia C TIIOJICBETKOM CHHTaKCHUCa |
aBTO3aBEPIICHUEM;

— BCTPOEHHBIN TpadHyecKuii KOHCTPYKTOp HHTep(eiica ympolaer co3gaHue

opwm;

ABTOMATHUYECKOE yIPaBJICHUE 3aBUCUMOCTSIMH (COBMECTUMOCTh ¢ Maven);

— OeCIUTIaTHBIN U ¢ OTKPBITHIM UCXOTHBIM KOJIOM;

— coBMectuMOcTh ¢ Windows, macOS u Linux.

Apache NetBeans npuBiekareneH TeM, YTO OH O€CILIATHBIA, C OTKPBITHIM
UCXOJTHBIM KOJIOM M UMEET BU3yallbHbIN KOHCTpYKTOp. OHako mis pa3padorku KOII ¢
ucnonb3oBanuem Spring Boot, IntelliJ IDEA npemiaraer 6osee riy0OKyr0 HHTETPAIHIO
c 0a30BBIM TEXHOJOTUYECKUM CTeKoM. Crenuanu3upoBaHHbIE HHCTPYMEHTBI IS
pabotsl ¢ Spring Framework, uaTerpupoBaHHbIe HHCTPYMEHTHI IS Pa0OThI ¢ OazamMu
JAHHBIX W MOIIHBIE BO3MOXKHOCTH pedakTopwHTra JIelaloT pa3paboTKy Ooree
3¢hHEKTUBHOI.

[Toatomy IntelliJ IDEA Obuta BeIOpaHa B KauecTBE OCHOBHOM Cpeflbl pa3pabOTKH.
D10 peieHne 00€CTeYnBAET BBICOKYIO MPOWU3BOIUTEIBHOCTH, MPOCTOTY OTIAIKH H
BCECTOPOHHIOIO TOMAJEPKKY BCEX KOMIIOHEHTOB MPOEKTAa, OT CEPBEPHON JIOTUKH 0

B3aUMOJIEHCTBUA ¢ 0a30i JaHHBIX.

1.2.5 Be160op TeXHOJIOTHH AJIs MOJIB30BaTEILCKOTO HHTEpdetica
Thymeleaf — »3To coBpemMeHHBII CepBepHBIH MmabIOHU3aTOp JUIs Java-

NPUIOKEHUH, TIOJMHOCTBIO HHTErpUPOBaHHBIA co Spring Boot. On mo3BossieT
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dopmupoBarb HTML-cTpanunpl ¢ AMHAMUYECKUMH JaHHBIMH TPSIMO Ha CTOPOHE
cepBepa, COXpaHsisi IPU ITOM YUTAEMOCTh IIA0JI0HA aKe MTPHU OTKPBITHH B Opay3epe Kak
o6brynabie HTML-daitnbr.

Thymeleaf obecrieunBaer 6e30macHyI0 3aMEeHY UMEHH ITOJIH30BATEIS, €T0 POJIH U
TEKYILETO MyTH K MamKe, a TAak)Ke CO3/aHUE CCHUIOK IS omepaluii ¢ gaitnamu.

Jns crunuzanuu uHTEpderica ucnonb3yercs CSS-dpelimBopk Bootstrap 5. 3tor
WHCTPYMEHT MPENOCTaBISIET TOTOBBIE AIIEMEHTHl HMHTepdeiica (KapTOuKH, TaONHUIIBI,
(GbopMbI, BCIUIBIBAIONIME OKHA, MMAHENM HaBUTalluM) W aJanTHUBHYIO CETKY, Onaromaps
yeMmy HHTep(denc KOPPEKTHO OTOOpaxaeTcsi Ha IKpaHax BCEX Pa3MepPOB, OT HACTOIbHBIX
MOHUTOPOB /IO TJIAHIIETOB U TENE(POHOB.

J11s OBBIIIEHUS HATVISIIHOCTH MCTIOJB3YIOTCSI MKOHKH U3 Habopa Bootstrap Icons.
OHU OMOTarOT OBICTPO OTIMYATH TUITBI OOBEKTOB ((paiiyibl U AKHK), & TAKKE BU3YaJIbHO
0003HavYaloT JOCTYIIHbIE IEHCTBUS, TAKUE KaK 3arpy3Ka, CKaulBaHUE WU yAaJIeHue. JTo
YIy4dIlIaeT YUTaeMOCTh UHTep(elica U YCKOPSET BHIIIOJIHEHUE ONEepali.

Jlormka Ha CTOpOHE KJIHMEHTa peanu3oBaHa Ha JavaScript. Takod momxon
MUHUMH3UPYET 3aBUCHMOCTh OT CTOPOHHMX OMOMMOTEK M OO0JIerdyaeT BBISIBICHUE
HEHUCTIPABHOCTEM.

B mpoekre ¢ ucnonp3zoBanreM JS peaan3oBaHbl CleAyomue GyHKIN:

— aCHHXpPOHHOE B3aMMOJCICTBHE C CEpPBEPOM. 3alPOChl OTHPABISAIOTCS 0€3
MOJIHOM Mepe3arpy3kd CTpaHUIlpl, Ojarogapss 4YeMy OOHOBIJIEHHE COJEPKUMOTO
MIPOUCXOUT OBICTPEE U BHITISAIUT OOJIee MIIABHO;

— mneperackuBanue (aiino. [lomp30BaTenn MOTYT iepemMeniaTh Gpailyibl U Manku,
nepeTackuBas X B HyxHble mecTa. [Ipu 3ToM nHTEpdeiic pearupyer Ha nEUCTBUS —
HaIpuMmep, MOACBEYMBAET NANKY, B KOTOPYIO MOXHO BBIIIOJIHUTH MEPEHOC;

— KOHTeKcTHOe MeHto. [llemuok mpaBoi KHOMKOW MBIIK 10 (haly WM TarKe
0TOOpa)kaeT CHHUCOK JOCTYMHBIX orepainuil (meperuMeHoBaTh, IEPEMECTUTh, YAATUTh,
CKauaTh, cBoiicTBa). COCTaB MEHIO MEHSETCS B 3aBUCHUMOCTHU OT THIA O0BEKTa U MpaB
MOJIH30BATEJISI, YTO TIOMOTAET U30€KaTh JTUIITHUX JEHCTBUN;

— ympaBjieHue KoH(IMKTamMu 3arpy3kd. Eciau mpu nmonbITKe 3arpy3uTh (aidi ¢

TaKHUM K€ MMCHEM YKC CYHICCTBYCT, CUCTEMA IIpEajiaract BBI6paTB BAapHUaHT: 3aMCHUTDH
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CYHIECTBYIOINKA (alim WM 3arpy3uTh HOBBIM C YHUKadbHBIM, aBTOMATHUECKU
CT€HEpHUPOBAHHBIM HMECHEM;

— JIpeBOBHJIHAS CTPYKTYpa MarokK i nepefaun ¢aitnos. [Tpu BeiOope onepammu
«IEPEMECTHTH B» 3arpy’KaeTcsl HepapXUIecKoe JEPEBO MaIoK, MO3BOJISAIONICEe YKa3aTh
MankKy Ha3HAYCHMUS.

B pesynbsrare coueranue Thymeleaf, Bootstrap u JS mo3Bomnser peanu3oBarhb
uHTepdenc, KOTOPhIM 0CcTaéTcsl yIOOHBIM B UCIOJIB30BAaHUHM U TIPH 3TOM HE TpeOyer

CJI0’)KHOM KJIINEHTCKOW apXUTEKTYPHI.

1.2.6 JlormonHUTEIbHBIC OMOINOTEKH M KOMIIOHCHTHI

[ToMrUMO OCHOBHBIX TEXHOJIOTUM, B TPOEKTE 3a/IEHCTBOBAH PsJl BCIOMOTaTeIbHBIX
OMOIMOTEK W HMHCTPYMEHTOB, KOTOpbIE YIPOINAIOT pPa3pabOTKy, MOBBIMIAIOT
0€30TacHOCTh M PACIIUPSIIOT (YHKITHOHATBHOCTh CHCTEMBI.

Onnoit u3 Takux OubOaMoTek sBisercss Lombok. Ona mo3BonseT cokpamiarh
MOBTOPSIOIIMKCA KOJ 3a CYeT HCIOJb30BaHUS aHHOTaruii @Getter, @Setter,
@RequiredArgsConstructor u @Data. D1o nmenmaeT Kiacchl CYIIHOCTEH W MOICIH
nepenayn JaHHBIX Oosiee JTAaKOHUYHBIMU M YUTAEMbIMU, CHHKasi BEPOSITHOCTh OIITMOOK
MIPU PyYHOM HAITMCAHWUW TTOBTOPSIOMIETOCS KOJIA.

bubnuoreka TOTP ucnons3yerca s peanusanuu 2FA. Ona npemoctaBiser
CIIETYIOIITNE BO3MOKHOCTH:

— TeHepaIus CEeKpEeTHOTO KITI0Ua;

— cozaanne QR-kojma /st HaCTPOWKH B MpuiiokeHun ayteHtudukaruu (Google
Authenticator, Microsoft Authenticator u ap);

— INpOBEpKa OJHOPA30BOI0 KOJA MOATBEPIKACHHS, BBEICHHOTO MOJIb30BATEIIEM.
1.3 IlpoexkTUpoOBaHMe MIAT(HOPMBI

1.3.1 ITarrepa MVC

[Ipn mpoeKTUpOBaHWU KOPHOPATHUBHOM (halyoBoil TUIaTHOPMBI B KadeCTBE

ocHOBBI ObL1 BeIOpaH miabdnon Model-View-Controller (MVC). Ero ocHoBHas 3a1aua —
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HE JIONYCTUTh CMEIIMBAaHUS JIOTUKK OOpabOTKM JaHHBIX, I0JIb30BATEIBCKOTO
uHTepdeiica 1 MEXaHU3MOB YITPABJICHUS 3aMPOCAMH.

DTOT NaTTEePH JACTUTCS Ha Tpu KomrioHeHTa. [TepBorit — Moaens (Model) orBewaer
3a XpaHEHHWE JaHHBIX, WX CTPYKTYpy U TmpaBmwia o0pabotku. HmeHHO 3nech
OIUCHIBAIOTCSl OTPAaHUYCHUS, MPOBEPKH W AJITOPUTMBI, CBSI3aHHBIC C MPEAMETHOM
o0yiacThio. MoJieNib He 3aBUCHUT OT TOTO, KAKUM 00pa3oM JIaHHbBIE OyIyT 0TOOpasKaThCs
WK KaKUM CIIOCOOOM IMOJIh30BaTel b C HUMH B3aUMOJICHCTBYET.

Hanee npencrasienue (View). OHo GhopMHUpYyeT BHEITHUI BT CUCTEMBI, TO €CTh
ompezensiet, kKak uHdopMaius OyleT mokasaHa mosib3oBareto. [IpeacraBieHe MOXeT
OPUHUAMATh JAaHHBIC OT MOJEIH M IPeoOpa3oBhIBATh UX B YAOOHYIO IS BOCIPHITHS
GopMy, HO He JODKHO CONEepXKaTh CIOXKHOW Joruku oOpaboTku. Ero 3amaua —
0TOOPa3UTh yXKe MOATOTOBICHHBIN Pe3yJIbTar.

[Mocnenuss vacth — koHTposuiep (Controller). OH BBIMOMHACT POJIb TOCPETHUKA
MEXIy MOJb30BaTelieM W cucTeMoi. KOHTpoiiep NpHHUMAeT BXOIAIIME 3aIlpoChl,
UHTEPIPETUPYET JCHCTBUS MMOJIB30BATE sl U TepeaaeT ux Ha 00padboTky mozenu. [Tocie
ATOTO OH BBIOMPAET COOTBETCTBYIOIIICE MPECTABICHUE [Tl OTOOPaKSHHUS pe3ybTara.

Hcnonp3oBanue apxuTekrypbl MVC 103BOJIIET BBICTPOUTH YETKYIO HEPApXUIO
KOMITOHEHTOB, B KOTOPOU Ka)K/1asi 4acTh BBIMOJIHACT CTPOTO ONPEACIEHHYO QYHKIIHIO, a
B3aMMOJICHCTBHE MEKIY HUMH OCTA€TCS KOHTPOJIUPYEMbIM U 3aKOHOMEPHBIM.

Ha pucyHnke 6 noka3aHa cxema pabOThI MaTTEPHA.

MODEL

ObHoBNEeHWE MameneHne

CONTROLLER

MpocmoTtp

Cnonb3oBaHWe

Pucynok 6 — Cxema narrepaa MVC
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1.3.2 Apxurektypa

CTtpykTypa cHUCTEMBbI MOCTpOEHA IO KIHWEHT-cepBepHoil cxeme. Ilomp3oBarens
paboraer uepe3 Opaysep, a 00padOTKa BCEX 3alpoCOB IMPOUCXOJUT Ha CEpBepe,
pealM30BaHHOM C UCTIONIb30BaHueM SPring Boot. BHyTpu cepBepHOii yacTu Ko pa3out
Ha YPOBHH.

[lepBriit ypoBeHb — koHTposUiepbl. Ouu npuHumatoT HT TP-3ampocs! u nepenator
ux naneiie. Hampumep, mpu 3arpyske daiina Opaysep ormpasisier POST-3ampoc, a
KOHTpPOJIJIEp TEpPEHANpaBlII€T €ro B COOTBETCTBYIOIIMI CEpBHC, HE MbBITAACH
oOpabarbIBaTh (aiii caMOCTOSATEIBHO.

OcHoBHast paboTa MPOMCXOAUT HA YPOBHE CEPBUCOB. 3/1E€Ch peajM30BaHBI BCE
olepaliu: co3aHue Marok, nepemelieHue Gpanios, yrpaBleHUe JOCTYIIOM.

Crnenyrommi ypoBeHb — peno3uTtopuu. OHU CIy>)KaT MOPOCIOMKONM MEXKIY
cepucamu u B/I. B npoekre ucnonb3yercs PostgreSQL, rae xpaHarcs noiab30BaTeiy,
npaBa JOCTyINa W KypHan AeicTBUA. Pemo3utopuu Jai0T BO3MOXHOCTH BBITIOJIHSTH
3arpockl 6e3 pyunoro Hanucanuss SQL. daiiibl mob3oBarTeseit He aekar B 0a3ze — OHU
COXpaHSIOTCA Ha JUCKe cepBepa. s KakJIoro monb3oBaTeNs CO3JAeTCsl OTAENIbHAs
TMarKa, CBsi3aHHasl ¢ €ro UICHTU(UKATOPOM.

besomacHOCTh B cHUCTEME peajn30BaHa Ha HECKOJIBKHUX YpPOBHSIX C
ucroyib3oBaHueM Spring  Security. ChHawana HpOBEpSIOTCS YYCTHBIC JaHHBIC
nosib3oBarens. Eciam BrmroueHa 2FA, JOMOTHUTENBHO TpeOyeTCsl OMHOPA30BBIN KOJI.
TonbpKko mocie 3TOro OTKpbIBaeTCs IOCTYI K cucteMe. Jlanee uaér mpoBepka npas Ha
KOHKpETHbIE JielicTBUs. JlomycTHM, MNpu TMONBITKE CcKadaTh (Haill KOHTPOIIIEP
oOpamaercsi K CEepBUCY JOCTyNa W MPOBEpsSET YPOBEHb paspemieHuil. Ecnu mpas
HEI0CTAaTOYHO, ONEPaLlKsl HE BBIOIHIETCS.

B3anmopeiicTBie KOMITOHEHTOB MOXKHO paccMaTpvBaTh KakK MOCIEI0BATEIHHYIO
LENOoYyKy. 3ampoc IOJIb30BaTeNil MOCTYNaeT B KOHTPOJUIEP, 3aTeM IepeaacTcs B
CEPBHUCHBIN CIJIOM, TaM BBINOJHSAETCA HeoOxoaumas obOpaboTtka. Eciau Oymer HyXHO
cepBuc oOpamaercss kK 0a3e naHHbIX WM (daitnoBoi cucteme. [locie 3aBepiieHus
orepaly pe3ysbTaT BO3BpAlllaeTCsi OOpaTHO uepe3 KOHTPOJUIiep M OoToOpaxkaercs B

uHTEpPeEiice.
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Ha pucynke 7 npeacrapieHa AuarpaMmma pa3BepThIBaHUSI PUIIOKEHUSI.

Knuent

bpayaep

—

Beb-Cepeep

dainnoeoe
XpaHunuLle

Basa faHHbIX

PostgreSQL

Pucynok 7 — Jluarpamma pa3BepTbIBaHUS IIPUIIOKEHUS

Ha pucynke 8 nzobpaxeHna auarpamma Kiaccos.

KoHTponnepe! )
FileController
. n TwoFactorController AuthController
+listFiles() AdminController
+ upload()
+delete) | . U + enable() +login()
+ move() manageUsers() + verify() + register()
+rename() :
+ share()
Ceparchl J :
L ‘ ‘
Storage Service v v v v v
+ upload(...) v v UserService TwoFactorService
+list(._.) ShareService AuditService
+rename...) +findByUsername(...} + enable(...)
--------- +move(..) +share{...) +log(...) +search(...) * verify(..)
+ delete(..) + revoke(...)
+ createFolder(...)
+ getProperties(...)

PenozuTopiit J

¥

¥

h 4

Y h 4 Y h 4
UserRepository SharedResourceRepository AuditReposito
+ findByUsermame(String): Optional=User= + findByResourcePathAndUser(...) + save(AuditLog)
- + save(SharedResource) T

CylWHoCTH

User

+id: Long

+ usemame: String

+ password: String

+ role: UserRole

+ enabled: boolean

+ canUpload: boolean

+ canDownload: boolean

+ twoFactorEnabled: boolean
+ twoFactorSecret: String

+ createdAl: Timestamp

¥

SharedResource

AuditLog

+id: Long
+resourcePath: String
+isFolder: boolean

+ permission: Permission
+ createdAl: Timestamp

+id: Long

+ action: String

+target: String

+ ipAddress: String
+timestamp: Timestamp

Pucynok 8 — JluarpamMmma KiiaccoB
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PI/ICYHOK 9 moka3bIBaeT AuarpaMmy 1nocCj€aoBaTCiIbHOCTH.

Mone3osaTens

i

BrinonHeHue JeHCTEMA i
(zarpyska, ckaunBaHue, !
nepeMelleHme M T.4.) '

A J

HTTP-zanpoc i
i

(POST /upload, GET /download) MpoBepka npas

Jocryna

3anpoc unu
3aNHCh JaHHLIX

CYBL

Peaynsrar

HTTP-oTeer (ycnex/owndka _]
OTofipakeHne pezynsTara

i

:

:

|

|

|

!

! ] 3aNKck B ¥ypHaN
i ayauTa
|

E‘

[

Pucynok 9 — Jluarpamma nocnenoBaTenbHOCTH

1.3.3 IlpoextupoBanue bJ|

Jnsa monnepkanus ydera JaHHBIX KOII HeoOXoauMo CHpOeKTHPOBATh 0asy

JAaHHbIX, BKIIIOYAOIIYIO CIICAYIOIIHUC Ta6J'II/H_II>II

— USEers — ydeTHbIE 3alucH nosb3oBatesneil. ConepKuT: JIOruH, 3alu(ppOBaHHBINA

napojb, pPOJib TOJIb30BATENs, JAaHHBIE O NBYX(aKTOPHOU ayTeHTHU(UKAIMH, METKa

JI0CTyTa K aKKayHTY, JOCTyIa K 3arpy3Ke U JOCTYIa K CKauMBaHuUto (Tadnuia 2);

— audit_log — »xypHan ayaura nedcTBUN. XpaHUT: THI ACHCTBUS MOJb30BATEIS,

BpeMsi ACHCTBUSA, OOBEKT U CYOBEKT AeicTBus (Tabmuua 3);

— shared _resource — 3amucu 0 BbImaud OOIIETr0O AOCTyMa K (paijiaM M Iamkam.

Nmeer: uHAeKC Biajenblla W MPUITIANIEHHOTO TMOJIb30BaTeNsl, MYTh K pecypcy,

MOJTHOMOYHH, JlaTa co3ianus (Tabnuia 4).
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Tabnuna 2 — ATpuOyThl TaOIUIIBI USETS

Ponn
HNmsa Cronbua Tun maHHbIX Onucanue aTpHbyTa [Tpumep
user_id BIGSERIAL Munexe PK 5
I10JIB30BaTCIIA
username VARCHAR Jlornn admin
I10JIB30BaTCJIA
$2a$12$EIEXASW(
apois wVwbN/sfHg5WPe
password VARCHAR HoﬂbggBaTeM INM4fHXNoAnWd
X48pcXUcd.2YV6
zVuS
role VARCHAR Pour ADMIN
ITOJIB30BaTCIIsA
enabled BOOLEAN Craryc yaeTHoi true
3aIllucCu
Pa3pemenne
can_upload BOOLEAN 3arpy3Ku true
¢aitnos
Paspemenne
can_download BOOLEAN CKaYMBaHUE true
(haiinon
t""o—faf;gr—e”ab BOOLEAN Craryc 2FA true
two_factor_secre CekpeTHbIi 6FKBIGWNGA3X
- - VARCHAR p Z32MUNKG6KCCS
t KJIIOU
3X7
2026-04-15
created_at TIMESTAMP | Bpewms coznanus 14:34°56
JIuct
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Tabnuna 3 — AtpuOyTtsl Tabauips! audit log

Nwms Cronbna Tun nanHbIx Ornucanue Ponb arpubyra [Tpumep
audit_id BIGSERIAL Mrpeice PK 11
- JCUCTBUA
. Nunexc
user_id BIGINT FK 2
- M0JTb30BATEIIS
action VARCHAR Tun nericTBus UPLOAD
target VARCHAR Lenp neiicTBus test.jpg
. 2026-04-20
created at TIMESTAMP | Bpewms neiictBus 12:03:00
Tabnuna 4 — AtpubyTsl Tabmuist shared resource
Ponb
Nwms Cronbma Tun naHHbIX Onucanune arpubyTa [Tpumep
resource_id BIGSERIAL Wunekc pecypca PK 27
2026-04-20
created at TIMESTAMP Bpemst co3nanus 15:25:91
is_folder BOOLEAN Tun pecypca true
permission VARCHAR YpoBeHb mpas READ
resource_path VARCHAR [TyTs K pecypcy test folder
owner_id BIGINT HNHpekc Baagenbna FK 5
shared_with._id BIGINT aperc FK 2
- - MPUTIIAIIIEHHOTO

Jlormyeckas Mozenb 6a3bl TaHHBIX MPUBEeHA Ha pucyHke 10.

Wsm.

Jluct |  Ne mokym.

Ilonmcs | Jlata
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MonbzoBaTenK

PK

WHaekc_nonk3oBarens

NoriH_nNons30EaTens
Maponk_nonk308aTens
Pone_nonw30BaTens

CTaTyc_y4eTHOU_3anncu

Pa3spelueHne_sarpyskq_channos

Pa3spelueHne_ckauwBaxue_hainos

CraTyc_neyxdakTopHOA_ayTeHTHDMEEl

CEEPETHHIA_KMM

EpemA_co3gaHua

AypHan ayouTa

PK

Huaekc_nedcTEMA

FK

WHgexc_nonk3osarens

Tun_nefdcTeuA

Uenk_aeRACTEWR

BpemA_nedcTena

OGwme pecypchl

PK

WHpekc_pecypca

FK

FK

EpemAa_co3gaHus
Tun_pecypca
YpoBEHe_NpaB
[yTb ¥_pecypcy
Muoekc enafgensua

WHZeKC_npurmalLeHHoro

Pucynoxk 10 — Jlornueckas mogens bB/]

Ha pucynke 11 uzo6paxkena ¢puzudeckas cxema 0asbl JaHHBIX.

Wswm. | JInct

No nokym.

Iloammcs | Jlata
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CREATE DATABASE cloudbaze;

audit_log

PK | audit_id; BIGSERIAL

FK | user_id; BIGINT

action; VARCHAR
target, VARCHAR

created_at; TIMESTAMP

Users

PK

user_id; BIGSERIAL

username; VARCHAR
password; VARCHAR
role; VARCHAR
enabled; BOOLEAM
can_upload; BOOLEAN

can_download; BOOLEAN

two_factor_enabled, BOOLEAN

two_factor_secret; VARCHAR

created_at; TIMESTAMP

shared_resource

PK | resource_id; BIGSERIAL

created_at; TIMESTAMP
iz_folder, BOOLEAN
permission; VARCHAR
resource_path; VARCHAR

FK | owner_id; BIGINT

FK | shared_with_id; BIGINT

Pucynok 11 — ®usnueckas cxema b/

1.4 Pa3paboTka miaargopmbl

1.4.1 Peanuzamus bJ1

UtoOHbI 3ammycTuTh 6a3y, HY>KHO MIEPBBIM JICJIOM CO3/1aTh e cxemy uepe3 SQL:

[Tocne coznanust b/, pa3BopaunBaemM OCHOBHBIE TAOJMIIbI:

HepBoﬁ nacr Ta6J'II/II_Ia users — HCIIOJIB3YCTCA IJIA pa6OTBI C OCHOBHBIMH JaHHBIMH

MOJIL30BaTEJIEH:

CREATE TABLE IF NOT EXISTS users (
id BIGSERIAL PRIMARY KEY,

username VARCHAR (255)
password VARCHAR (255)

role VARCHAR (20)
enabled BOOLEAN NOT NULL DEFAULT TRUE,

NOT NULL UNIQUE,
NOT NULL,

NOT NULL,

Wsm.

JIuct

No noxym. | Tloanuce

Jlara
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two factor enabled BOOLEAN NOT NULL DEFAULT FALSE,
two factor secret VARCHAR (2595),

can upload BOOLEAN NOT NULL DEFAULT TRUE,
can_download BOOLEAN NOT NULL DEFAULT TRUE

Jlis  coxpaHeHWs WCTOpWU JeWcTBHU, co3maHa Tabmuma audit log.

3aIIuChIBaAcT HeﬁCTBHH BCEX I10JIb30BATECIICH:

CREATE TABLE IF NOT EXISTS audit log (

id BIGSERIAL PRIMARY KEY,

timestamp TIMESTAMP NOT NULL DEFAULT CURRENT TIMESTAMP,

action VARCHAR (50)

target VARCHAR(512),
user_id BIGINT NOT NULL REFERENCES users(id) ON DELETE CASCADE

) ;

NOT NULL,

B shared_resource peain3oBaHo MpeI0CTaBICHHUE JOCTYIA K pecypcaM:

CREATE TABLE IF NOT EXISTS shared resource (

id BIGSERIAL PRIMARY KEY,

created at TIMESTAMP NOT NULL DEFAULT CURRENT TIMESTAMP,

iS_folder BOOLEAN NOT NULL,
permission VARCHAR(10)

NOT NULL,

resource path VARCHAR(512) NOT NULL,

owner id BIGINT NOT NULL REFERENCES users(id)

shared with id BIGINT NOT NULL REFERENCES users (id) ON DELETE

CASCADE
) ;

1.4.2 TlocTpoeHue cepBEPHOM JIOTHUKU

CepBepHas Jordka paszzeiieHa Ha HECKOIbKO ()YHKIIMOHAJIBHBIX CJIOCB:

— KOHTPOJIJICPBI — MIPUHUMACT KOMAaH/bI OT ITOJIL30BATCIIA;

— CCPBHUCHI — BBIITOJIHAIOT OCHOBHEIC I[GP'ICTBHSI;

— 0€e30IMacHOCTh — CUCTEMA 3aIlUTHI.

1.4.2.1 KoHTposiepbl

ON DELETE CASCADE,

Omna

Touxkoit Bxoma B muiardopmy sBisiercst koHTpoiutep AuthConttroller.java. Dror

kiaacc orBedaeT 3a Bxon (/login) m peructparmio (/register), ympapiaseT JOTHKOM

IIEpCX0J0B Ha CTPpAaHHUIIEBI.

['maBHBIM KOMMOHeHTOM cepBepHoit yactu — FileController.java. Kontpomep

OTBEYAET 3a BCE orepaiuu ¢ ¢aiaMu U marnKaMu: MpoCMOTpP COAEPKUMOTO0, 3arpy3Ky,

CKauMBaHWC, YIAaJICHUC, ICPCUMCHOBAHUC, ICPEMCIICHUEC, CO3JaHNC ITAIIOK, YITPABJICHUC

OOIIIUM JTOCTYIIOM, MOJYyUYE€HHUE CBOMCTB IeMeHTOB. KaXKIblil MeTO/] CHavasia mpoBepsieT

Wsm.

JIuct

No nokym.

Tlonmuce

Jlara
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npaBa monb3oBarens ¢ nomornbio  (GyHkiuii  checkEnabled, checkUpload wu
checkDownload. Iocne omeparwu BbI3BIBAETCS CEPBUC ayluTa, KOTOPBIH (DUKCUpyeT
JICHCTBUS.

Jis  agmuaECcTpupoBaHus ucmonb3yercs  AdminController.java, kotopbrit
MO3BOJISACT YIIPABJIATh YUCTHBIMH 3aIUCSIMH, U3ydaTh )KypHAJI COOBITHH.

dyukumnonan TwoFactorController.java, orBeuaeT 3a akTHBAIMIO ¥ HACTPOUKY
nByxdakropaoit ayreHTudukanuu. On reaepupyet QR-kom, moaTBEpK1aeT BBEICHHBII
MIOJTb30BATEIIEM KOJI ¥ BKJTIOYACT 3alIHTY.

1.4.2.2 CepBucsl

Krnacc StorageService.java — 3To cepBUC, KOTOPBIM BBIMOTHIECT OMEpAIMH C
daiitaMn w mankamm Ha cepBepe. Kaxkmplii METOA CTPOUT MyTh K JTUPEKTOPHH
OJIL30BATENIS ¥ MIPOBEPSICT UTOTOBBIH ITyTh, YTOOBI OH HE BBIXOIHII 33 €r0 MPECIIbI

CepBuc UserService.java peamusyeT (YHKIMM perucTpaiuu, padboTy ¢
paspelieHusMH (TpaBo Ha 3arpy3Ky U CKauuBaHUE).

ShareService.java paboraer ¢ jorukoii oomero goctymna. OH co3aaeT u 0OHOBIISIET
3anucu B TaOmuie Shared_resource, oT3bIBacT JOCTYI, ONpPEACIACT YPOBEHb IPaB
MI0JTIH30BAaTEIIsI HA KOHKPETHBIN pecypc.

AuditService.java orBeuaer 3a coxpanenue coosiTuid. Ero meton 109 BeI3bIBaeTCs
IIOCJIE YCIIEIITHOTO BBINOJHEHUS Ollepalui U coxpansaeT B b/l uctoputo nerctuil.

1.4.2.3 be3omacHOCTb

3a 0e30macHOCTh HeceT OTBeTCTBeHHOCTH (aiin SecurityConfig.java. Kiacc
perlaMEHTUpPYET TMpaBuja JOCTyla K caiTy, oOpabaThiBaeT ayTeHTU(UKALINH,

ONpeaeNsieT TOCTYMHOCTb JIJIsl POJIEH.

1.4.3 ®opmMupoBaHuE MOIB30BATENBCKOTO HHTEpdENca

Crpanmma Bxoma login.html mpencraBnser coGoit  ¢dopmy s BBoja
UASHTUUIMPYIOMKUX AaHHBIX. B ciiygae ommOku ayTeHTH(UKANUKM HA CTPAHMIIC
0TOOpaXkaeTcsi COOTBETCTBYIOIIEE COOOIIICHUE.

Crpanuria peructparuu  register.html mnpenHasHadena mins BBoJAa HMEHH

[I0JIb30BATENS U MAPOJIs C NOATBEPkKACHUEM. biarogapsa JS MOXKHO IpoBeCTH IPOBEPKY

JIuct
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coBmaZieHUs1 maposie mnepen otnpaBkod API-3ampoca, 4TO CHHMXKAET KOJUYECTBO
JUTITHUX OOpaIeHui K cepBepy.

Crpanunsl 2FA BKIiTIouaeT B ce0st paiiibl:

— 2fa-verify.html — crTpanuma npoBepku Kona, BBI3BIBAETCS BO BpeMs BXOJa
IIOJIB30BATENs], Y KOTOPOTO akTUBHpOBaHa 2FA;

— 2fa-enable.ntml — crpanmma aktuBanmu, rae ortoOpakaercss QR-xox s
MOJKJIIOYEHUS IBYX(aKTOPHOU 3aIUTHL;

— 2fa-settings.html — crpanwmia nactpoek 2FA. JlocTymHa 3aperucTprupoOBaHHBIM
nois3oBaTesisiM.  OToOpakaeT cTaTyc 3alluThl, MO3BOJSET AaKTUBUPOBATH WIIU
JI€aKTUBUPOBATH €€.

Crpanura agmuaucTpaTopa admin.html cogepxut aBe BKIAIKK:

— JKypHan AyauTa — BKJIaJKa ¢ QUIbTpaMH J1aT, TUIIOB JEHCTBUS OTOOpaXKaeT
JIOTU B TaOIHIIE.

— yHOpaBlieHUE TOJIH30BATEIIIMU — BKJIaAKa C TaOIHIIeH, B KOTOPOU I KasKJ0TO
MOJIb30BATEs] MOXKHO HM3MEHUTH POJb, BKIIOYHTh M OTKIIOYUTH YUYETHYIO 3aIliCh,
pa3pelnTh WIK 3alPETUTh 3arpy3Ky WM CKauMBAHUE FIIEMEHTOB.

Llentpanbroit crpanuneit KITJ susercs files.html. Dto mmaBHoe pabouee
IPOCTPAHCTBAa BEO-TPUIIOKEHUS. 3/1€Ch IOJIb30BaTelIb MOXKET 3arpykaTh, CKauyuBaTh,
NEePEeMEHOBBIBATD, TIEPEMEINATh U yAaIsaTh (aiibl. Eie Ha 9TOM cTpaHulle N0CTYITHO
yIpaBlieHHE OOUIUM JOCTYIOM K ¢aiinam u nankam. [lonp30Barens caM pelaert, ¢ KeM
HOJIEJIUTHCS PECYPCOM U KaKUE IEHCTBUS PAa3peLINTh KOJIJIETE.

[Monuerit kox crpanun files.ntml, admin.html, login.html, register.html, 2fa-

verify.html, 2fa-enable.html u 2fa-settings.html, npusenen B npminoxxenuu b.
1.5 PykoBoacTBa nmojib30BaTeisi

Jlns Hauana paboTel ¢ 1aTGopMoii HEOOXOAUMOY IMMPONTH MPOIIECC PETUCTPAIIHH.
[lepexon k cTpaHulEe co3laHus yd4eTHOW 3amucu (pucyHok 12, 13) mpoucxonuts 1o
CCBIIKE Ha CTpaHUIlE aBTOpU3alny, kKHomKa «Co3/1aTh akkayHT». B ¢hopMe ykaspiBaeTcs

JIOTHUH M I1apOJib C IIOATBCPKICHUCM.

JIuct
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Bxopg,

IMA nons3oeartens

MNaponb

Boidti

Co3aath AKKdYHT

Pucynok 12 — Ctpanuiia Bxoaa

Co3paHune aKKayHTa

VMa nonb3oBatens

Maponb

MoaTeepXaeHue Napons

3aperncTpupoBartbcs

Yxe ecTb akKayHT?

Pucynok 13 — ®opma perucrpamuu

Ecnu maponu He coBmaayT, MPUJIOKEHNUE BBIJIACT OTUOKY (PUCYHOK 14).

JIuct
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Co3,a,a|-| ne aKKkayHTa

User

I"Iapoﬂw He COBNaaaroT

3aperucrpmpoBaTbCca

YXe eCTb akKayHT?

Pucynok 14 — Ommbka He coBNaAaroT Mapoian

HpI/I BBOAC JIOTHHA, KOTOpBIﬁ YAKC CYHCCTBYCT ITIOABILACTCA YBCIOMIICHHC C

omKOKoM (puUCyHOK 15).

CDE,ﬂ,aH Ne aKKayHTa

admin

3aperucTrpMpoBaThCA

MMA NONb20BaTENA YKE UCNONLYETCA X

Y¥e ecTb aKKayHT?

Pucynok 15 — Omubka JoTvH y>Ke CyIIeCTBYeT

Iy 1.090301.02.001 113
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Cpasy mnocne peructpaiuu OTKpbIBaeTcsl cTpaHuiia HacTporiku 2FA. Ha stoit

ctpanwuiie oroopaxkaercss QR-KOI ¥ TEKCTOBBIN CEKPETHBIN KITFOY JJISI PYYHOTO BBOJIA.

BkatoueHne agByx¢paKTopHOU
ayTeHTUpUKauuu

OtckaHupyiite 310T QR-KO4 € NnoMoLwL Google
Authenticator:

WMnu BBeAUTE 3TOT CEKPET BPYUHYHD:
BHARKSKFWPBJ 3CIS3Q4M3WPAEYVNBSAG

Beeawte 6-3HAYHLIN KOA

lNoaree PAXUTE M BKMHOUYUTE

Pucynok 16 — Crpanuna BkitoueHus 2FA ¢ QR-kogom

JIiist aKTUBAIMM 3aIIUTHI HY’)KHO OTCKAaHHPOBATh MJIM BBECTH KO B CICIHAIBHOE
npuiaoxkenue, Hampumep Microsoft Authenticator. IlTocne noGaBieHHS CEKPETHOTO
KJIIOYa, MPUIOKEHHE HaYHET TIE€HEPUPOBATh BPEMECHHBIC IIIECTU3HAYHBIEC MApOIIH,

KOTOPBIEC HY)KH O BBECTH Ha CauTe.

JIuct
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Cloud Disk

User

BknoyeHbl OoAHOPa30Bble Napoiau

/:_/\ Bbl MOXeTe cnonb3oBaTh Co3jaBaeMbie 3TUM

~® npunoxexuem ogHopasoeble Naponu ANs NPOBEPKM
BXOAa B CUCTEMY.

OpaHopas3oBbiv Naponb

Pucynok 17 — INpunoxenune «Microsoft Authenticator»

[locne ycnemiHoW perucrpanuu Wid ayTeHTU(UKALMK OTKpbIBaeTCs (pailioBoe

XpaHuiuiie (pucyHok 18).

@ Cloud Disk

@User |@am
() TnasHan T2 Hosas nanka

B Mou daiinbi

92 O6uwwme co mHo#

Pucynox 18 — I'maBHas okHO (haiioBoit maaThopmbl

1Y 1.090301.02.001 I13
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Jliis 3arpy3ku (aiisia moap30BaTeNio MpeiaracTcs aBa crnocooa:

— Ha)XXaTHWe Ha KHOIKY «+» B MpaBOM HIKHEM yriy. [Ipu ncnonp3oBaHue 3T0T0
croco6a, OTKPBIBACTCS CHCTEMHOE JIMAJIOTOBOE OKHO BhIOOpa (haiisioB (pucyHoK 19);

— mneperackuBanue (aitnnoB u3 nposogHuka OC B pabouyro obsacte Opaysepa.

[Tpu HaBereHUM 06JACTh MOJICBEYMBACTCS CUHEH pamKoii (pucyHok 20, 21).

& Cloud Disk @User (@ara] | Boim |

() [NaBHan 2 Hosas narika

| B3  Mowm daiine

82  0O6wye co MHoit

Vv aina: [ download jpg

Pucynox 19 — Beibop ¢aitnoB q1s 3arpy3ku

@& Cloud Disk @user |

B3 Mowm paiine

$2 Obuwe co mHo#

Pucynox 20 — 3arpy3ka neperackuBanuem (Qaition

JIuct
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@ Cloud Disk

) sirdjpg

Pucynoxk 21 — 3arpyxeHHblil (aiin

I[JIH y,[[06H01“0 XPaHCHUA (baﬁHOB Yy IOJB30BATCJIA €CTh BO3MOKHOCTL CO3A4Th

IIaIIKu. I[J'IH CO3aHMA HOBOT'O KaraJiora MOXHO HCIIOJIb30BaTh KHOIIKY «HoBas mankay

Ha BCpXHeI\/'I IMaHCIW HJIIK C IIOMOIONBIKO KOHTCKCTHOI'O MCHIO, KOTOPOC BBI3bIBACTCA

IPaBbIM KJIMKOM KHOIIKH MBIIIH (pUCYyHOK 22). B mo00oM ciyuae nmosBiseTcss MOJIajbHOE

OKHO, TJI¢ TT0JIb30BaTeIb BBOJAUT Ha3BaHUE ManKu (pUCYHOK 23, 24).

D Bird.jpg

L+ Hosaa nanka

rpy3nTh CroAa

PucyHnok 22 — KOHTEKCTHOE MEHIO
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r A

C3 Cosgatb nanky X

JPG_FILES

h s -

Pucynok 23 — OkHO co3/1aHue Tanku

& Cloud Disk @ User [\v,‘ PFA‘ [ ﬂwm}

) TnaeHan €2 HoBas nanka
B3 Mou daiinbi

98, O6uwue co MHoil

D Bird jpg oL

JPG_FILES [

Pucynoxk 24 — Co3nanHas nnanka

Jlnst ckaumBanua (aiiya Wi Tankyd MOJb30BaTEI0 HY)KHO KIMKHYTh Ha KHOIKY

CO CTpEJIKOM BHM3 B CTpOKe pecypca (pucyHok 25). [lanka ckaunBaeTcsi MOJTHOCTHIO B

Buje ZIP-apxusa (pucyHok 26).

Pucynox 25 — Knonku 1j1s1 ckaunBanus (aiiyia v manku

Iy 1.090301.02.001 I13
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Wman Jlata nsmerennA Tun Pazmep

£ Bird.jpg 26.04.2026 14:43 Oaiin "IPG"

ﬂ JPG_FILESzip 26.04.2026 14:42 Cxatan ZIP-nanka

Pucynok 26 — Cxauansble ¢aitibl

[lepemernienuii Qaitna uim Manku MPOUCXOIUT Yepe3 KOHTEKCTHOE MEHIO, KHOTIKa
«IlepemecTuth B» (pucyHOK 27). OTKpBIBAE€TCSI OKHO C JIEPEBOM IMaIoOK (PUCYHOK 28),
BBIOMpaETCs Manka v NoATBepkKAaeTcs aeiicTBue. Eile oquH cnocod 3To Kiaccuueckoe

neperackuBanue (pucynok 29, 30).

D Bird.jpg
g [lepenmeHOBaTb
JPG_FILES
» [lepemecTuTs B...
o, Ckauatb

<, [loaenntbcA...

(i) CsoWcTBa

)
o

-]

Pucynok 27 — KOHTEKCTHOE MEHIO

JIuct
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g N
) NepemectuTts B... X

v JPG_FILES
other
grass
bird

v Animal
dog

cat

D

. 4

PucyHok 28 — MonallbHOE OKHO MepeMEIICHUS

@& Cloud Disk Ouser [@2ra] | = Buim |

() TnaeHan 2 Hosas nanka
B3  Mowm gaiinbi

92 O6wwe co mHol

[ JPG_FILES M Birdiog H] j

Pucynok 29 — [lepemenienne neperacKuBaHUEM

JIuct
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¢ Hazap (@ Mnasuas / JPG_FILES / bird T2 Hosas nanka

() sirdjpg

[¢

Pucynok 30 — Pe3ynbrat nepemenieHus

C momouIpl0 KOHTEKCTHOTO MEHIO HacTpauBaeTcs obmmi jnoctyrn. Kinuk no
kHonke «llogenuthes», OTKppIBaeT OkHO (pucyHok 31, 32), rae moibp30Bareib

YKa3bIBaA€T KOJIJICTY, C KOTOPBIM XO4YCT IOACIUTLCA U €0 BO3MOKHOCTH.

< Mopenntbcs X

JPG FILES
Nonb30BaTens

admin

[paea

YnpaeneHue v

TONBKO YTeHue

3anuce

YnpaBneHue

JlobaButk / OOHOBUTL

A |

Pucynoxk 31 — OxkHO HACTPOWKH OOIIETO AOCTyMa

JIuct
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& Cloud Disk @ admin | & o |

< Hazaa (2 User / JPG_FILES
B5 Mon ¢aiinb

$2 O6wwe dainbl U Nanku
89 06ume co MHOI

JPGFILES & U e

Pucynok 32 — Pazaen «O0miue co MHOM» y moJib3oBatess admin

g ynaneHus oOIIero A0CTynma HEOOXOJUMO BEPHYTHCS B OKHO HACTPONKHU

o0I111ero T0CTyMa U 'y BEIOPAHHOTO KOJIETH 3a0paTh mpasa (pucyHok 33, 34).

r A |
< MoaennTbcs X

JPG_FILES

[Nonb30Batens

Beeaute nmAa nons3oBaTena

lNpaea

TONLKD YTeHKWe W

NMwoawm c goctynom

& admin (MANAGE)
Jobaeuts / OOHOBUTL

e —

Pucynok 33 — Y nanenue u3 oOuiero noctymna
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& Cloud Disk

Mou daiinb 52 O6wue dalinbl M Nanku

82 O6wve co MHoIA

@ admin @ 2FA

MNoka HeT obumx pecypcos

Pucynoxk 34 — Paznen «OO1ue co MHOW» y mosb3oBaress admin

JIist mpocMOTpa CBOMCTB (paiiyia MM MarKu UCIOB3YEeTCSl MyHKT KOHTEKCTHOTO

MeHio «CBoiicTBa». B okHe OTOGpEDKEIGTCH THII, BJIAACIICH, pasMCp, AaTa CO34aHUA U

M3MEHEHHUS DJIEMEHTa (PUCYHOK 35).

(i) CeoiicTBa

Hmna:
Twun:
Pazmep:
Coaep>XnT:
Co3zaaH:
NameHEH:

Bnanenew:

JPG_FILES
Manka
4.18 Kb
4 3nemMeHTOB
26.04.2026, 12:47:09
26.04.2026, 15:07:42

User

Pucynok 35 — OkHO cBOICTBA Manku

W3m. | JIuct | Ne nokym. JIlognucs | Hara
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(pucyHnok 36, 37).

yI[aJ'ICHI/IC QJICMCHTA IIPOU3BOAUTCA HAXKATUEM Ha KHOIIKY KOP3HWHBI B €0 CTPOKE

JPG_FILES

@& Cloud Disk

B5 Mon daitnb

29 06wme co MHoii

Pucynoxk 36 — KHonka yajieHue 3JeMeHTa

() Tnaenas

T2 HoBas nanka

@ User "DQFA ‘ ‘:—Buﬁ' ‘

Manka nycta

Pucynok 37 — Pe3ynbrar yaaneHus

[TonwszoBarenu ¢ ponsimu «MANAGER» u «ADMINy BugHa B BepxHeil maHenu

KHOTIKa «AnMub» (pucyHok 38). Ha crpanuiie amMUHHCTpUPOBAHUS JOCTYITHBI JIBE

BKJIaIKH.

Ha Bximanke

«Kypunan Aynuta»

0oTOOpaXkaeTcs KypHajd JEeUCTBHM

noJib30BaTesieil ¢ GpuibTpanueit Mo UMeHH, TUMY JAeHcTBUN U nartaMm (pucyHok 39). Ha

BKJIAJKC «anaBneHHe ITOJIL30BATCIIEM» MOKHO YIPABIIATH YUYCTHBIMHU 3allUCAMU

noJib3oBareseit (pucyHok 40).
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& Cloud Disk

(2 [naeHas C2 Hosas nanka

B35  Mou daiinbi

29 O6wwe co MHOi

@admin [ @27 | | @ Agwan | | & Boiime |

Pucynok 38 — I'maBHO€ OkHO moJib3oBatest ¢ posib «ADMINY

¥ AAMUHNCTPUpOBaHMe

KypHan ayauta YnpaeneHue Noab0BaTEAAMMU

MonszoBatens leiictene C
User
UPLOAD
DOWNLOAD
1D Mosbsosatens DELETE
RENAME
144 User
MOVE
139 User CREATE_FOLDER
138 User LOGIN
LOGOUT
137 User cal
136 User [ creaTe FoLDER | other
3 User orass
134 User [ creatE FoLDER | bird
133 User [ creATE FoOLDER ] Animal
152 User [ oowmonn) Birdjpg
131 User [ ownioap ] Bird,jpg
130 User [ DownLoAD ] JPG_FILES.zip
129 User [ oownonn) Birdjpg

ALMM.ITTT -=1—-

to JPG_FILES/bird

< Hazaa k dalinam

Mo

>

[ AAMM.ITTT -=i-

Bpemsa

26.04.2026, 15:57:56
26.04.2026, 15:14:37
26.04.2026, 15:07:54
26.04.2026, 15:07:51
26.04.2026, 15:07:42
26.04.2026, 15:07:36
26.04.2026, 15:07:33
26.04.2026, 15:07:29
26.04.2026, 14:45:42
26.04.2026, 14:43:13
26.04.2026, 14:42:53

26.04.2026, 14:42:45

Pucynox 39 — XKypnan ayaura ¢ puibrpamu

£3 AAMUHMCTPrpOBaHue

XKypHan ayauta YnpaeneHue noab3oBaTenamn

ID Wma nonesosatens Pone AKTUBEH
7 User Monbsosatens v OTKNHOUMTE
6 admin AMUHUCTPaTOp v OTRAMOUUTS

¢ Hazag k daiinam

3arpyska CKauMBaHWe JLleicTBUA
3anpeTvTs 3arpysky 3anpeTuTb ckauMBaHue
3anpeTuTs 3arpysky 3anpeTiTh cKauMBaHUE

Pucynok 40 — Bknaaka ynpaBiaeHHUs MOJIb30BaTEISMHU

[Ipu OGnoxkupoOBKHM ydeTHOM 3amucu (pUcyHOK 41), mpu BXOjAe MOJIb30BATEh

YBUJUT COOTBETCTBYIOIIEE COOOIICHUE (PUCYHOK 42).

Wswm. | JInct

No noxym. | Ilogmucs | Jata
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{2 AaMUHUCTpUpOBaHUe

XKypHan ayauta YnpaeneHne no/b30BaTeNniMn

ID  Wms nonssosarens Ponb AKTMBEH 3arpyska CrauvBaHmne

6 admin AamuHncTpaTop v OTKNHOUNTE 3anpeTuTb 3arpyzky 3anpeTuTb CKauMBaHWe

7 User MNonw3oBatens v BKAKOUMTE 3anpeTWTh 3arpysKky 3anpeTuTh CKaUMBaHWe

Pucynok 41 — bnokupoBKa NoJib30BaTeNs

Bxop,

Monk2oBaTens 2abnoKm POEaH.

(IR TR R LY @

BoitK

Co3/aTb dKEayHT

< Hazap k paitnam

AedcTBua

G

Ypanuts

Pucynox 42 — Ommbka BXxoja 1jis 3a0JJOKHPOBAaHHONW YYETHON 3aIHCH

Ecau nonws3oBaresnto 3alpCHICHO CKa4YMBATb WJIM 3arpykKarb 3JICMCHTBLI, TO

BCILIBIBET TaKoe coOoOIeHne (pUcyHoK 43, 44).

{3 AAMUHUCTPUpOBaHVe

KypHan ayanta YnpaeneHne No/b3oBaTeNiaM1

ID  Wmsa nonssosatens Pons AKTHBEH 3arpyska CrauvBaHne

6 admin AamuHWcTpatop v OTKNIOUUTE 3anpeTrTh 3arpysKky 3anpeTuTsb CKaUMBaHKE

7 User MonbzoBatens v OTKNUNTE 3anpeTHTE 3arpysky Paspewmtsb ckauMeaHWe

Pucynok 43 — YcraHoBKa 3amnpeTa Ha CKauuBaHue (paitios

< Hasap k daitnam

AeicTBNA

Zm
Zm
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@& Cloud Disk

B3 Mown ¢aiinbi

S8  O6uwme co MHOi

() Thaenas

3anpetieHo ckaunBaHve painos

2 Hoeas nanka

D Bird.jpg

@user @2 | [ eeim

Pucynok 44 — Ommbka ckayuBaHUs

[To 3aBeprieHUIO pabOTHI OJIB30BATEh MOXKET BBIMTH U3 CUCTEMbI HAXKAaTHEM Ha

KHOTIKY «BwriiTi» (pucynok 45). [Tociie HaxxaTusi ceccusi 3aBepIiiaeTcs.

@ admin

Pucynok 45 — BeIxoa U3 y4eTHOM 3aIiCH
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2 OxpaHa Tpyjaa

PaGora ¢ kopmoparuBHOW  ainoBoli  mIaThOpMON  BBITIONHIETCS  C
UCTIOJIH30BAHMEM TEPCOHAIBLHOTO KOMIBbIOTEpa. JlOCTylm K CHCTEME OCYIIECTBISETCS
yepe3 BeO—Opaysep. Ilpm  BkiIrOueHHOW  ABYX(AaKTOPHOM  ayTeHTH(HUKAIUH
JOTIOJIHUTENBHO HMCTIONIb3YETCs] MOOMIIBHOE YCTPOIMCTBO AJIsl OJTYYEHHS! OTHOPA30BOTO
koma. B mporecce skcruryaranun HeoOXoaquMo coOmonaTh TpeOoBaHus 0€30MacHOCTH

IIpU padoTe C BBIYUCIUTEIbHON TEXHUKOM.
2.1 TpeOoBaHus k paGouemMy MecCTy

Pabouee MecTo HOIKHO COOTBETCTBOBATH HOPMaM 3KCILTyaTalluH MEPCOHATBHBIX
KOMITBIOTEPOB. PaccTrosHHe OT Iva3 Mosib30Baressd 10 SKpaHa MOHUTOpPA JIOJDKHO
coctaBiATh 50-70 cm. BepxHsa rpaHuna dKpaHa pacroliaracTcss HEMHOTO HUKE YPOBHS
ras.

KiaBuarypa pa3Memaercs Ha MOBEPXHOCTH CTOJIA B YCTOWYHMBOM ITOJIOKEHUU.
VYron cruba pyk B JOKTSIX JTOJKEH COCTABIATh IpuMepHO 90°.

Pabouee kpecio NOMKHO HUMETh PETYAUPOBKY IO BbicoTe. CHMHKA JOJDKHA
MOJIIEP>KUBATH MOSICHUYHBINA OTJIET.

OcBellleHHe TOMEIIEHUS JODKHO OBITh JOCTaTOYHBIM Il pabOThl €
JOKyMeHTaMHu M 3kpaHoM. [losiBieHue OMMKOB Ha MOHUTOpE He nomyckaercd. Ecnu

HCO6XOI[I/IMO IMMPUMCHSATIOTCS KaJIFO3U WJIW IITOPLI.
2.2 Pexxum padoThI

HenpepriBHast paboTa 3a KOMIIBIOTEPOM BbI3bIBAET 3pUTENIbHOE HanpshkeHue. [lpu
BOCBMHUYACOBOM  paboyeM  JHE  HEOOXOAMMBI  MepephiBbl.  PekomeHayemas
IPOJOJDKATENIBHOCTh TiepephiBa cocTaBigeT 10-15 MuHyT yepe3 kaxzable aBa 4vaca
paboTHI.

Bo Bpems mepepbiBa pEKOMEHIYETCS CMEHHUTh IOJIOKECHUE TeJa, BBINOIHUTH

JIBUKEHUS KUCTAMU U 1ieer. JlomyckaeTcss TMMHAcTUKa JJ1A 1J1a3.

JIuct
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3azemiienueM. Mcronp3oBanue kabeneii ¢ HOBpC)KIleHHOI\/'I I/ISOJIHHI/Ieﬁ 3alpCuiacTcCs.

paboThl yCTPOMCTBA OKCIUTyaTalusl JODKHA OBITh TMpeKpalleHa.

2.3 Dy1eKTP00e30MaACHOCTH U MPOTHBONOKAPHbIE MePbI

[TonkroueHre 000pyA0BaHMS JOJKHO BEITIOMHATHCS Yepe3 UCIIPABHBIE PO3ETKH C

[Ipn oOHapykeHUn meperpeBa 0OOPYIOBaHUs, 3amaxa rapyu Wi HECTaOMIIbHON

OTKJIFOYACTCA OT CCTHU.

O6opynoBaHue

[Tomernienre 10KHO OBITh OCHALIEHO CPEACTBAMU MOKapoTylIeHus. [Ipoxonb! k

BbBIXOJaM AOJIZKHBI OCTaBaTbCA CBO6OI[HI)IMI/I.

CucreMHbI€ OJIOKH U BCHTUJIIOUOHHBIC OTBCPCTUSA JOJIKHBI OYHUINATHCA OT IIbLJIH.
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3akioueHue

B pamMkax BBITIOJHEHHO! BBIMYCKHOM KBaIU(UKAIIMOHHON padoThl pazpaboTaHa
KopriopatuBHas (aiiyoBas miargopma, odecrednBaronas pasrpaHUYCHUE T0CTyNa Ha
OCHOBE pOJIEW IMOJB30BATENIE M NOMAEPKUBAIONIAS JOMOJHUTEIBHYIO 3aIUATY IIPU
BXOJI€ C UCIIOJIb30BAHUEM OJTHOPA30BBIX KOJAOB U3 MOOUIILHOTO MPUIIOKEHUS.

B pa3paboraHHON cucTeMe MPEenyCMOTPEHO TPH KaTeropuy IOJIb30BATEIEH:
COTPYIHHUK, MEHEIDKEP U aIMUHUCTPATOp. ba3oBbie BO3MOXKHOCTH JJIsI BCEX OJIMHAKOBBI
— paboTa co cBouMHU (haillaMu U KarajoraMu, 3arpy3ka, CKauuBaHHe, IEPEMMEHOBaHUE,
NepeMeIleHre, yaajaeHue, co3lannue HOBbIX mamnok. IIpu 3ToM mpaBa pacmupsioTcs B
3aBUCHUMOCTH OT poJH. MeHemKep, MOMUMO CTaHJAPTHBIX OINEpalnil, MOMKET
MPEAOCTABIATh JOCTYH APYTUM TOJIb30BATENISIM K CBOUM JIaHHBIM. AJIMUHUCTPATOp, B
CBOIO OYEPE/Ib, YIPABISET YUETHBIMU 3AMKUCIMU U UMEET JOCTYII K )KypHAIy I€HUCTBUM.

MexaHu3m COBMECTHOM paboOThl peann3oBaH 4Yepe3 MPEeOCTaBICHUE IpaB
JOCTyNa C pa3HbIM YPOBHEM: TOJBKO MPOCMOTP, BO3MOXKHOCTH JIOOABICHUS U
U3MEHEHMs COOCTBEHHBIX (DaiiyIOB WU MOJIHBIN KOHTPOJIb. Bee neiicTBrst mosib30BaTeneit
(UKCUPYIOTCS B )KypHAJIe, TJI€ MOKHO OTCJIEIUTh, KTO UMEHHO BBIMOIHS ONEPAIINH U B
Kakoe Bpemsi. s ynoOcTBa npeaycMoTpeHa (GUiIbTpaius o pa3inyHbIM apaMeTpam.

KittoueBbie mpenmyiiecTBa pazpaboTaHHOM MIaTQOpPMBbI CBS3aHBI C YIOOCTBOM U
6e3omnacHocThIO. [loab30BaTENb MOKET CAMOCTOSATENIBHO YIIPABIISATh IOCTYIIOM K CBOUM
JaHHBIM Oe3 oOpalleHus: K aAMUHUCTparopy. JlonmomHuTenbHAs MpOBEpKa MPU BXOC
CHIKAeT PUCK HECAHKIIMOHMPOBAHHOrO noctyna. Mdailnbl XpaHATCA pa3AeibHO, YTO
HCKJTIOYAET CIydyaifHOEe BMEIIATENLCTBO B UyXKHe JaHHble. IHTepdelic opueHTUpOBaH Ha
IPUBBIYHBIE JTEUCTBUS: TOJICPKUBACTCS MepeTackuBaHue (HailjioB U MCIOJIb30BaHUE
KOHTEKCTHOTO MEHIO.

OTAenbHBIM TITFOCOM SIBJISIETCSI BOBMOXKHOCTh Pa3BEPTHIBAHMSI CUCTEMbI BHYTPHU
opraHuzanuu 0e3 3aBUCUMOCTH OT BHEITHUX 00JauHbIX cepBUCOB. [lmardpopma moxer
OBITh YCTAHOBJICHA KaK Ha BBIJACICHHBIN CEpPBEP, TaK U B JIOKAJIIbHOU CETH.

HecmoTpsi Ha peanm3oBaHHBIN (YHKIIMOHAT, TUIATGOPMY MOXKHO pa3BUBATh

nanblue. [lonesnsim OyaeT nobaBieHre MeXaHHW3Ma XpaHeHUsl Bepcuil (aioB, 4TOObI
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MOJIb30BaTeNb MOT BEPHYTHCA K TMPENBIIYLIEMY COCTOSHHUIO JTOKyMeHTa. Emie omHO
HaNpaBJIeHUE — CO3JaHUE BPEMEHHBIX CCBUIOK ISl mepefadd (aijoB BHEIIHUM
MI0JIb30BATENSIM C OTPaHUYEHUEM 10 BpeMeHU. Kpome Toro, npu paboTe ¢ Karajioramu,
cofiepXalluMU  OOJbIIOE KONWYECTBO (hailiioB, moTpeOyercs JOIMOJHUTENIbHAS

ONITUMU3ALINS, YTOOBI COXPAaHUTH KOM(POPTHYIO CKOPOCTh OTKJIMKA HHTEpdeiica.
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[Tpunoxenne A.1 — UML-nuarpamma npeneIeHToB 0Jb30BaTENs
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[Tpunoxenne A.2 — UML-nuarpamma npeneeHToB aIMHHUCTPATOpa
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[Tpunoxenune A.3 — UML-auarpamma kinaccos
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[Tpunoxenne A.4 — UML-nuarpamMma nocienoBarebHOCTH
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[Tpunoxenne A.5 — UML-nnarpamma pa3BepTblBaHUs
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daiin «Main.javar

package com.example.diplom v2;
import org.springframework.boot.SpringApplication;
import org.springframework.boot.autoconfigure.SpringBootApplication;
@SpringBootApplication
public class DiplomV2Application {

public static void main(String[] args) {

SpringApplication.run (DiplomV2Application.class, args);
}

daiin «StorageService.javay

package com.example.diplom v2.storage;
import com.example.diplom v2.file.FileDto;
import com.example.diplom v2.file.FilePropertiesDto;
import com.example.diplom v2.user.User;
import org.springframework.beans.factory.annotation.Value;
import org.springframework.stereotype.Service;
import org.springframework.web.multipart.MultipartFile;
import java.io.OutputStream;
import java.nio.file.attribute.BasicFileAttributes;
import java.util.*;
import java.util.stream.Collectors;
import java.io.IOException;
import java.nio.file.*;
import java.util.stream.Stream;
import java.util.zip.ZipEntry;
import java.util.zip.ZipOutputStream;
import java.nio.file.StandardCopyOption;
@Service
public class StorageService {
public void zipFolder (Path folder, OutputStream out) throws
IOException {
try (ZipOutputStream zos = new ZipOutputStream(out)) {
Files.walk (folder)
.filter (path -> !Files.isDirectory(path))
.forEach (path -> {
ZipEntry zipEntry = new
ZipEntry (folder.relativize (path) .toString());
try |
zos.putNextEntry (zipEntry) ;
Files.copy (path, =zos);
zos.closeEntry () ;
} catch (IOException e) {
throw new RuntimeException (e);
}
})
}
}
public void rename (User user, String path, String oldName,
String newName) throws IOException {
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Path userRoot =

getUserRoot (user) .normalize () .toAbsolutePath () ;
Path source;
Path target;

if (path == null || path.isBlank()) {
source = userRoot.resolve (oldName) .normalize () ;
target = userRoot.resolve (newName) .normalize () ;
} else {
source =
userRoot.resolve (path) .resolve (oldName) .normalize () ;
target =

userRoot.resolve (path) .resolve (newName) .normalize () ;
}
if (!source.startsWith (userRoot) ||
'target.startsWith (userRoot)) {
throw new SecurityException ("Access denied: path
traversal");
}
Files.move (source, target);
}
public void move (User user, String sourcePath, String
sourceName, String targetPath) throws IOException {
Path userRoot =

getUserRoot (user) .normalize () .toAbsolutePath () ;
if (sourcePath == null || sourcePath.isBlank() ||
sourcePath.equals ("/")) {
sourcePath = "";
}
if (targetPath == null || targetPath.isBlank() ||
targetPath.equals ("/")) {
targetPath = "";

}

Path source;

if (sourcePath.isEmpty()) {
source =
userRoot.resolve (sourceName) .normalize () .toAbsolutePath () ;
} else {
source =
userRoot.resolve (sourcePath) .resolve (sourceName) .normalize () .toAbsol
utePath () ;
}
Path targetDir;
if (targetPath.isEmpty()) {
targetDir = userRoot;
} else {
targetDir =
userRoot.resolve (targetPath) .normalize () .toAbsolutePath () ;
}
if (!source.startsWith (userRoot) ||

'targetDir.startsWith (userRoot)) {
throw new SecurityException ("Access denied: path
traversal attempt");
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}
if (!Files.exists(targetDir)) {

throw new IOException ("Target folder does not exist: " +
targetDir);
}
Path target = targetDir.resolve (source.getFileName())
if (Files.exists(target)) {
String newName = source.getFileName () .toString();
int dotIndex = newName.lastIndexOf('.');
String base = (dotIndex > 0) ? newName.substring (0,
dotIndex) : newName;
String ext = (dotIndex > 0) ?
newName.substring (dotIndex) "y
target = targetDir.resolve(base + " copy" + ext);

}

Files.move (source, target,
StandardCopyOption.REPLACE EXISTING) ;
}
public Path getFolder (User user, String path, String name)

throws IOException {
Path userRoot =

getUserRoot (user) .normalize () .toAbsolutePath () ;
Path target;
if (path == null || path.isBlank()) {
target =
userRoot.resolve (name) .normalize () .toAbsolutePath () ;
} else {
target =
userRoot.resolve (path) .resolve (name) .normalize () .toAbsolutePath () ;

}
if (!target.startsWith (userRoot)) {
throw new SecurityException ("Access denied");

}
return target;
}
@Value ("${app.storage.root}")
private String root;
public Path getUserRoot (User user) {
return Paths.get (root, user.getId().toString());

}

public Path getFile (User user, String path, String name) throws
IOException {
Path userRoot =
getUserRoot (user) .normalize () .toAbsolutePath () ;
Path target;
if (path == null || path.isBlank()) {
target =
userRoot.resolve (name) .normalize () .toAbsolutePath () ;
} else {
target =
userRoot.resolve (path) .resolve (name) .normalize () .toAbsolutePath() ;
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}
if (!target.startsWith (userRoot)) {

throw new SecurityException ("Access denied: path
traversal detected");

}

return target;
}
public void upload(User user, String path, MultipartFile file,
String conflictAction) throws IOException ({
Path dir = getUserRoot (user) .resolve (path);
if (!Files.exists(dir)) {
Files.createDirectories (dir);

}

Path target = dir.resolve(file.getOriginalFilename());
if (Files.exists(target)) {
if ("replace".equals(conflictAction)) {
Files.copy(file.getInputStream(), target,
StandardCopyOption.REPLACE EXISTING) ;
} else if ("rename".equals(conflictAction)) {
String baseName = file.getOriginalFilename () ;

String nameWithoutExt = baseName;
String ext = "";
int dotIndex = baseName.lastIndexOf('."');
if (dotIndex > 0) {
nameWithoutExt = baseName.substring (0,

dotIndex) ;
ext = baseName.substring (dotIndex) ;
}
Path finalTarget = target;
int counter = 1;
while (Files.exists(finalTarget)) {
String newName = nameWithoutExt + " (xonusa" +
(counter > 1 2?2 " " 4+ counter : "") + "M)" + ext;
finalTarget = dir.resolve (newName) ;
counter++;
}
Files.copy(file.getInputStream(), finalTarget);
} else {

Files.copy(file.getInputStream(), target,
StandardCopyOption.REPLACE EXISTING) ;
}
} else {
Files.copy(file.getInputStream(), target);
}

}
private long getFolderSize (Path folder) throws IOException {

long size = 0;
try (Stream<Path> walk = Files.walk(folder)) {
for (Path path : walk.collect (Collectors.toList())) {

if (!Files.isDirectory(path)) {
size += Files.size(path);
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}
}
return size;
}
public FilePropertiesDto getProperties (User user, String
fullPath) throws IOException {
Path userRoot =
getUserRoot (user) .normalize () .toAbsolutePath () ;
Path target =
userRoot.resolve (fullPath) .normalize () .toAbsolutePath () ;
if (!target.startsWith (userRoot)) throw new
SecurityException ("Access denied");
BasicFileAttributes attrs = Files.readAttributes (target,
BasicFileAttributes.class);
boolean isDir = Files.isDirectory(target);
FilePropertiesDto dto = new FilePropertiesDto();
dto.setName (target.getFileName () .toString());
dto.setDirectory(isDir) ;
dto.setCreationTime (attrs.creationTime () .toInstant ())

dto.setLastModifiedTime (attrs.lastModifiedTime () .toInstant())
dto.setOwner (user.getUsername ()) ;
if (isDir) {
long totalSize = getFolderSize(target);
dto.setSize (totalSize);
try (Stream<Path> stream = Files.list (target)) {
dto.setItemCount ((int) stream.count());
}
} else {
dto.setSize (attrs.size()):;
}

return dto;

}

public void deleteUserFolder (User user) throws IOException {
Path userRoot = getUserRoot (user);
if (Files.exists (userRoot)) {
Files.walk (userRoot)
.sorted (Comparator.reverseOrder())
.forEach (path -> {
try {
Files.deleteIfExists (path);
} catch (IOException e) {
throw new RuntimeException ("Failed to

delete " + path, e);

1)
}

}
public List<Map<String, Object>> getFolderTree (

Path currentPath,
String currentRelativePath,
String excludePath) throws IOException {

JIuct

1Y 1.090301.02.001 I13 67

Mam. | Jluct | No nokym. |Ilommuce | ara




List<Map<String, Object>> result = new ArrayList<>();
if (!Files.isDirectory(currentPath)) {

return result;
}
try (var stream = Files.list (currentPath)) {

for (Path entry : stream

.sorted (Comparator.comparing (Path::getFileName)
.thenComparing (Files::isDirectory,
Boolean: :compare)

.reversed())
.toList ()) {
if (!Files.isDirectory(entry)) continue;

String folderName = entry.getFileName () .toString()
String fullRelativePath =
currentRelativePath.isEmpty ()
? folderName
currentRelativePath + "/" + folderName;
if (excludePath != null && !excludePath.isBlank()) {
String normalizedExclude =
excludePath.replace ("\\", "/").trim();
String normalizedCurrent =
fullRelativePath.replace ("\\", "/").trim();

if (normalizedCurrent.equals (normalizedExclude)

normalizedCurrent.startsWith (normalizedExclude + "/™)) {
continue;
}
}
Map<String, Object> folderMap = new HashMap<>();
folderMap.put ("name", folderName) ;
List<Map<String, Object>> children =
getFolderTree (entry, fullRelativePath, excludePath);

if (!children.isEmpty()) {
folderMap.put ("children", children);
}

result.add (folderMap) ;
}
} catch (Exception e) {
e.printStackTrace () ;

}

return result;

}

public void delete (User user, String path, String name) throws
IOException {
Path target = getUserRoot (user)
.resolve (path)
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.resolve (name) ;

if (!Files.exists(target)) return;
if (Files.isDirectory(target)) {
Files.walk (target)
.sorted((a, b) -> b.compareTo(a))
.forEach(p -> {
try |

Files.delete (p);
} catch (IOException e) {
throw new RuntimeException(e);
}
1)
} else {
Files.delete(target);

}

public void createFolder (User user, String path, String name)
throws IOException {
Path dir = getUserRoot (user) .resolve (path) .resolve (name) ;
Files.createDirectories (dir);

}

public List<FileDto> list (User user, String path) throws
IOException {
Path dir = getUserRoot (user);
if (path != null && !path.isBlank()) {
dir = dir.resolve(path);
}
if (!Files.exists(dir)) {
return List.of ()
}
return Files.list (dir)
.map (p -> new FileDto(
p.getFileName () .toString(),
Files.isDirectory (p)

))
.collect (Collectors.tolList ());

®aitn «User.javay

package com.example.diplom vZ2Z.user;

import jakarta.persistence.*;
import lombok.Getter;
import lombok.Setter;

@Entity
@Table (name = "users")
@Getter
@Setter
JIuct
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public class User {

@Id
@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;

@Column (unique = true)
private String username;

private String password;

@Enumerated (EnumType.STRING)
private UserRole role;

private boolean enabled = true;

private boolean twoFactorEnabled;
private String twoFactorSecret;

private boolean canUpload = true;
private boolean canDownload = true;

®aiin «UserRepository.javay

package com.example.diplom vZ.user;
import org.springframework.data.jpa.repository.JpaRepository;
import java.util.List;
import java.util.Optional;
public interface UserRepository extends JpaRepository<User, Long> {
Optional<User> findByUsername (String username) ;
List<User> findByUsernameContainingIgnoreCaseAndIdNot (String
username, Long id);

}

®aiin «UserRole.javay

package com.example.diplom vZ.user;

public enum UserRole {
USER,
MANAGER,
ADMIN

®aiin «UserService.javay

package com.example.diplom v2.user;

import com.example.diplom v2.share.SharedResourceRepository;

import com.example.diplom v2.storage.StorageService;

import lombok.RequiredArgsConstructor;

import
org.springframework.security.core.userdetails.UsernameNotFoundExcept
ion;
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import org.springframework.stereotype.Service;

import org.springframework.transaction.annotation.Transactional;
import java.io.IOException;

import java.util.HashMap;

import java.util.List;

import java.util.Map;

import java.util.stream.Collectors;

@Service

@RequiredArgsConstructor

public class UserService {

private final UserRepository userRepository;

private final SharedResourceRepository sharedResourceRepository;

private final StorageService storageService;

public List<User> getAllUsers () {
return userRepository.findAll ()

}

@Transactional
public void changeRole (Long userId, String newRole) {
User user = userRepository.findById(userId)
.orElseThrow(() —-> new

UsernameNotFoundException ("User not found")):;

user.setRole (UserRole.valueOf (newRole)) ;
userRepository.save (user) ;

}

@Transactional
public void toggleEnabled(Long userId) {
User user = userRepository.findById(userId)
.orElseThrow(() -> new

UsernameNotFoundException ("User not found")):;

user.setEnabled (!user.isEnabled());
userRepository.save (user) ;

@Transactional
public void toggleUpload(Long userId) {
User user = userRepository.findById(userId)
.orElseThrow(() —-> new

UsernameNotFoundException ("User not found"));

user.setCanUpload(!user.isCanUpload()) ;
userRepository.save (user) ;

@Transactional

public void toggleDownload (Long userId) ({

User user = userRepository.findById(userId)
.orElseThrow (() —-> new

UsernameNotFoundException ("User not found"));

user.setCanDownload (!user.isCanDownload()) ;
userRepository.save (user) ;
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@Transactional
public void deleteUser (Long userId) {
User user = userRepository.findById (userId)
.0orElseThrow ( () —-> new
UsernameNotFoundException ("User not found"));
try |
storageService.deleteUserFolder (user) ;
} catch (IOException e) {
throw new RuntimeException ("Failed to delete user
files", e);
}
sharedResourceRepository.deleteByOwner (user) ;
sharedResourceRepository.deleteBySharedWith (user) ;
userRepository.delete (user);

public List<Map<String, String>> searchUsers (String query, Long
excludeUserId) {
return
userRepository.findByUsernameContainingIgnoreCaseAndIdNot (query,
excludeUserId)
.stream()
.map(u -> {
Map<String, String> map = new HashMap<> () ;
map.put ("username", u.getUsername ())
return map;
})
.collect (Collectors.toList());

public User getUserByUsername (String username) {
return userRepository.findByUsername (username)
.orElseThrow (() -> new RuntimeException ("User not
found: " + username));

}

®aiin «SharedResource.javay

package com.example.diplom vZ2.share;

import com.example.diplom vZ2Z.user.User;

import jakarta.persistence.*;

import lombok.Getter;

import lombok.Setter;

import org.hibernate.annotations.CreationTimestamp;

import java.time.LocalDateTime;
@Entity

@Getter
@Setter
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public class SharedResource {

@Id
@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;

@ManyToOne
private User owner;

@ManyToOne
private User sharedWith;

private String resourcePath;
private boolean isFolder;

@Enumerated (EnumType.STRING)
private Permission permission;

@CreationTimestamp
private LocalDateTime createdAt;

public enum Permission {
READ,
WRITE,
MANAGE

®aiin «ShareService.javay

package com.example.diplom vZ2.share;

import com.example.diplom v2.user.User;

import com.example.diplom vZ.user.UserRepository;

import lombok.RequiredArgsConstructor;

import org.springframework.stereotype.Service;

import org.springframework.transaction.annotation.Transactional;

import java.util.List;
import java.util.stream.Collectors;

@Service
@RequiredArgsConstructor
public class ShareService {

private final SharedResourceRepository shareRepository;
private final UserRepository userRepository;

@Transactional
public void share (User owner, String resourcePath, boolean
isFolder, String targetUsername, String permissionStr) {
User target = userRepository.findByUsername (targetUsername)

JIuct

1Y 1.090301.02.001 I13 73

Mam. | Jluct | No nokym. |Ilommuce | ara




.orElseThrow (() -> new RuntimeException ("User not

found: " + targetUsername))

if (target.equals (owner)) {

throw new RuntimeException ("Cannot share with

yourself");

}

SharedResource.Permission permission =
SharedResource.Permission.valueOf (permissionStr) ;

// Eciu yXe ecTb IOCTyll — OOHOBJISeM IIpaBa
SharedResource existing = shareRepository
.findByOwnerAndResourcePathAndSharedWith (owner,
resourcePath, target)
.orElse (null) ;
if (existing != null) {
existing.setPermission (permission);
shareRepository.save (existing) ;
} else {
SharedResource sr = new SharedResource();
sr.setOwner (owner) ;
sr.setSharedWith (target) ;
sr.setResourcePath (resourcePath) ;
sr.setFolder (isFolder) ;
sr.setPermission (permission) ;
shareRepository.save (sr);

}

@Transactional
public void revokeAccess (User owner, String resourcePath, String
targetUsername) {
User target = userRepository.findByUsername (targetUsername)
.orElseThrow (() -> new RuntimeException ("User not
found: " + targetUsername)) ;

shareRepository.deleteByOwnerAndResourcePathAndSharedWith (owner,
resourcePath, target);

}
public List<SharedResourceDto> getSharedWithMe (User currentUser)

return
shareRepository.findBySharedWith (currentUser) .stream/()
.map (sr —-> new SharedResourceDto (
sr.getlId(),
sr.getOwner () .getUsername (),
sr.getSharedWith () .getUsername (),
sr.getResourcePath (),

extractName (sr.getResourcePath()),
sr.isFolder (),
sr.getPermission () .name (),

sr.getCreatedAt () .toString()
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.collect (Collectors.tolList ());
}

public List<SharedResourceDto> getSharedByMeForPath (User
currentUser, String path) {
return shareRepository.findByOwner (currentUser) .stream/()

.filter(sr -> sr.getResourcePath () .equals (path))

.map (sr —-> new SharedResourceDto (
sr.getlId(),
sr.getOwner () .getUsername (),
sr.getSharedWith () .getUsername (),
sr.getResourcePath (),

extractName (sr.getResourcePath()),
sr.isFolder (),
sr.getPermission () .name (),

sr.getCreatedAt () .toString()

))
.collect (Collectors.tolList ());

}

public SharedResource.Permission getPermission (User currentUser,
String ownerName, String resourcePath) {

User owner = userRepository.findByUsername (ownerName)
.orElseThrow (() -> new RuntimeException ("Owner not
found"));
if (currentUser.equals (owner)) {

return SharedResource.Permission.MANAGE;
}
return
shareRepository.findByOwnerAndResourcePathAndSharedWith (owner,
resourcePath, currentUser)
.map (SharedResource: :getPermission)
.orElse(null);

}

private String extractName (String path) {

if (path == null || path.isEmpty()) return "";
int lastSlash = path.lastIndexOf('/");
return lastSlash == -1 ? path : path.substring(lastSlash +

®aiin «AdminController.javay

package com.example.diplom vZ2.controller;

import com.example.diplom v2.audit.AuditLog;

import com.example.diplom vZ.audit.AuditService;

import com.example.diplom v2.user.User;

import com.example.diplom vZ.user.UserService;

import lombok.RequiredArgsConstructor;

import org.springframework.format.annotation.DateTimeFormat;
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import org.springframework.security.access.prepost.PreAuthorize;

import org.springframework.stereotype.Controller;
import org.springframework.web.bind.annotation.*;

import java.time.LocalDateTime;
import java.util.List;

@Controller

@RequestMapping ("/admin")
@RequiredArgsConstructor

@PreAuthorize ("hasAnyRole ("ADMIN', 'MANAGER')")
public class AdminController {

private final AuditService auditService;
private final UserService userService;

@GetMapping
public String adminPage () {
return "admin";

}

@GetMapping ("/audit/logs")
@ResponseBody
public List<AuditLog> getAuditLogs (

@RequestParam(required = false) String username,
false) String action,
@RequestParam(required = false) @DateTimeFormat (iso

@RequestParam(required

DateTimeFormat.ISO.DATE TIME) LocalDateTime fromDate,

@RequestParam(required = false) @DateTimeFormat (iso

DateTimeFormat.ISO.DATE TIME) LocalDateTime toDate
) |

List<AuditLog> logs = auditService.getFilteredLogs (username,

action, fromDate, toDate);
logs.sort((a, b) ->
b.getTimestamp () .compareTo (a.getTimestamp()))
return logs;

}

@PostMapping ("/audit/clear")

@ResponseBody

@PreAuthorize ("hasRole ("ADMIN')")

public void clearAuditLogs () {
auditService.clearAllLogs () ;

}

@GetMapping (" /users")
@ResponseBody
public List<User> getUsers () {
return userService.getAllUsers();

}

@PostMapping ("/users/{id}/role"™)
@ResponseBody
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@PreAuthorize ("hasRole ("ADMIN'")")
public void changeRole (@PathVariable Long id, @RequestParam
String role) {
userService.changeRole (id, role);

}

@PostMapping ("/users/{id}/toggle-enabled")

@ResponseBody

@PreAuthorize ("hasRole ("ADMIN'")")

public void toggleEnabled (@PathVariable Long id) {
userService.togglekEnabled (id) ;

}

@PostMapping ("/users/{id}/toggle-upload")

@ResponseBody

@PreAuthorize ("hasRole ("ADMIN')")

public void toggleUpload(@PathVariable Long id) {
userService.toggleUpload(id) ;

}

@PostMapping ("/users/{id}/toggle-download")

@ResponseBody

@PreAuthorize ("hasRole ("ADMIN'")")

public void toggleDownload (@PathVariable Long id) {
userService.toggleDownload (id) ;

}

@DeleteMapping ("/users/{id}")

@ResponseBody

@PreAuthorize ("hasRole ("ADMIN')")

public void deleteUser (@PathVariable Long id) {
userService.deleteUser (id) ;

}

®aitn «AuthController.java»

package com.example.diplom vZ.controller;

import com.example.diplom vZ.security.CustomUserDetails;

import com.example.diplom vZ.security.TwoFactorService;

import com.example.diplom v2.user.*;

import lombok.RequiredArgsConstructor;

import org.slf4dj.Logger;

import org.slf4dj.LoggerFactory;

import
org.springframework.security.authentication.AuthenticationManager;
import

org.springframework.security.authentication.UsernamePasswordAuthenti

cationToken;

import org.springframework.security.core.Authentication;

import
org.springframework.security.core.context.SecurityContextHolder;
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import
org.springframework.security.crypto.bcrypt.BCryptPasswordEncoder;
import org.springframework.stereotype.Controller;

import org.springframework.ui.Model;

import org.springframework.web.bind.annotation.*;

import
org.springframework.security.web.context.HttpSessionSecurityContextR
epository;

import org.springframework.web.context.request.RequestContextHolder;
import
org.springframework.web.context.request.ServletRequestAttributes;
import jakarta.servlet.http.HttpSession;

import org.springframework.security.core.context.SecurityContext;

@Controller
@RequiredArgsConstructor
public class AuthController {

private static final Logger log =
LoggerFactory.getlLogger (AuthController.class);

private final UserRepository userRepository;
private final BCryptPasswordEncoder encoder;
private final AuthenticationManager authenticationManager;

@GetMapping ("/register")

public String registerPage () {
log.debug ("GET /register called");
return "register";

}

@PostMapping ("/register")
public String register (@RequestParam String username,
@RequestParam String password,
Model model) {
log.debug ("POST /register: username={}", username);
if (userRepository.findByUsername (username) .isPresent()) {
log.warn ("Registration failed: username {} already
exists", username);
model.addAttribute ("error", "lMa ODOJIL30BATEJIS YXe
ucnoassyerca") ;
return "register";

User user = new User();

user.setUsername (username) ;

user.setPassword (encoder.encode (password) ) ;

user.setRole (UserRole.USER) ;

user.setkEnabled (true) ;

user.setTwoFactorEnabled (false);
user.setTwoFactorSecret (null) ;

userRepository.save (user) ;

log.info ("User {} registered successfully, 2FA disabled",
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username) ;

try {
UsernamePasswordAuthenticationToken authToken = new

UsernamePasswordAuthenticationToken (username, password);
Authentication auth =
authenticationManager.authenticate (authToken) ;

SecurityContextHolder.getContext () .setAuthentication (auth);

SecurityContext securityContext =
SecurityContextHolder.getContext () ;

HttpSession session = ((ServletRequestAttributes)
RequestContextHolder.currentRequestAttributes () ) .getRequest () .getSes
sion () ;

session.setAttribute (HttpSessionSecurityContextRepository.SPRING SEC
URITY CONTEXT KEY, securityContext);

log.info ("Auto-login successful for {}, session ID: {}",
username, session.getId()):;
} catch (Exception e) {
log.error ("Auto-login failed for {}: {}", username,
e.getMessage (), e);
return "redirect:/login?error";

}

log.debug ("Redirecting to /2fa/enable after registration");
return "redirect:/2fa/enable";

}

@GetMapping ("/login")

public String loginPage () {
log.debug ("GET /login called");
return "login";

®aiin «FileController.java»

package com.example.diplom vZ.controller;

import com.example.diplom v2Z.file.FilePropertiesDto;

import com.example.diplom vZ.security.CustomUserDetails;

import lombok.RequiredArgsConstructor;

import
org.springframework.security.core.annotation.AuthenticationPrincipal
import org.springframework.stereotype.Controller;

import org.springframework.ui.Model;

import org.springframework.web.bind.annotation.*;

import com.example.diplom vZ.storage.StorageService;

import org.springframework.web.multipart.MultipartFile;
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import org.springframework.core.io.Resource;
import org.springframework.core.io.UrlResource;
import org.springframework.http.HttpHeaders;
import org.springframework.http.ResponseEntity;

import java.io.IOException;

import java.nio.file.Files;

import java.nio.file.Path;

import com.example.diplom vZ.audit.AuditService;

import com.example.diplom vZ.audit.ActionType;

import
org.springframework.web.servlet.mvc.support.RedirectAttributes;

import com.example.diplom vZ2.share.ShareService;
import com.example.diplom vZ2.share.SharedResourceDto;
import com.example.diplom vZ2.share.SharedResource;
import com.example.diplom v2.user.UserService;

import com.example.diplom v2.user.User;

import java.nio.file.StandardCopyOption;
import java.util.*;
import java.util.stream.Collectors;

@Controller
@RequiredArgsConstructor
@RequestMapping ("/files")
public class FileController {

private final ShareService shareService;
private final UserService userService;
private final StorageService storageService;
private final AuditService auditService;

private void checkEnabled (CustomUserDetails user) {
if (!'user.getUser () .isEnabled()) {
throw new SecurityException ("AxkkayHT OTKJIOUEH") ;

private void checkUpload (CustomUserDetails user) {
checkEnabled (user) ;
if (!user.getUser () .isCanUpload()) {
throw new SecurityException ("3anpemeHa szarpyska
damyaor") ;

}

private void checkDownload (CustomUserDetails user) {
checkEnabled (user) ;
if (!user.getUser () .isCanDownload()) {
throw new SecurityException ("3anpemeHo ckaumMBaHMe
damyaor") ;

}
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}

@GetMapping ("/download-folder")
public void downloadFolder (
@RequestParam String path,

@RequestParam String name,
@AuthenticationPrincipal CustomUserDetails user,

Jjakarta.servlet.http.HttpServletResponse response

) throws IOException ({

checkDownload (user) ;

Path folder = storageService.getFolder (user.getUser (), path,

name) ;
if (!Files.isDirectory(folder)) {

response.sendError (jakarta.servlet.http.HttpServletResponse.SC BAD R

EQUEST) ;
return;

}

response.setContentType ("application/zip") ;
response.setHeader (HttpHeaders.CONTENT DISPOSITION,

filename=\"" + name + ".zip\"");

"attachment;
(java.io.OutputStream out = response.getOutputStream())

try
storageService.zipFolder (folder, out);

}
auditService.log(user.getUser (), ActionType.DOWNLOAD, name +

".Zip") ,.

}

@PostMapping ("/rename-ajax")

@ResponseBody

public Map<String, Object> renameAjax (
@RequestParam String path,
@RequestParam String oldName,

@RequestParam String newName,
@AuthenticationPrincipal CustomUserDetails user

checkEnabled (user) ;
Map<String, Object> response = new HashMap<>();

try {

storageService.rename (user.getUser (), path, oldName,

newName) ;
ActionType.RENAME,

auditService.log(user.getUser (),

oldName + " -> " + newName) ;
response.put ("success", true);

} catch (Exception e) {
response.put ("success", false);
response.put ("message", e.getMessage())

}

return response;

}

@PostMapping ("/rename")
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public String rename (@RequestParam String path,
@RequestParam String oldName,
@RequestParam String newName,
@AuthenticationPrincipal CustomUserDetails

user,
RedirectAttributes ra) {
checkEnabled (user) ;
try |
storageService.rename (user.getUser (), path, oldName,
newName) ;
auditService.log (user.getUser (), ActionType.RENAME,
oldName + " -> " + newName);
} catch (Exception e) {

ra.addFlashAttribute ("error", "Rename failed: " +

e.getMessage()) s
}

return "redirect:/files?path=" + path;

}

@PostMapping (" /move")
public String move (@RequestParam String sourcePath,
@RequestParam String sourceName,
@RequestParam String targetPath,
@AuthenticationPrincipal CustomUserDetails
user,
RedirectAttributes ra) {
checkEnabled (user) ;
try |
storageService.move (user.getUser (), sourcePath,
sourceName, targetPath);
auditService.log(user.getUser (), ActionType.MOVE,
sourceName + " from " + sourcePath + " to " + targetPath);
ra.addFlashAttribute ("success", "Moved successfully");
} catch (Exception e) {
ra.addFlashAttribute ("error", "Move failed: " +
e.getMessage ()) ;
}

return "redirect:/files?path=" + sourcePath;

@GetMapping
public String files|(
@RequestParam(defaultvValue = "") String path,
@RequestParam(required = false) Boolean show2faPrompt,
@AuthenticationPrincipal CustomUserDetails user,
Model model
) throws Exception {
var files = storageService.list (user.getUser (), path);
model.addAttribute ("files", files);
model .addAttribute ("currentPath", path);
model.addAttribute ("username", user.getUsername());
model.addAttribute ("twoFactorEnabled",
user.getUser () .isTwoFactorEnabled());
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model .addAttribute ("show2faPrompt", show2faPrompt != null &&
show2faPrompt && !user.getUser () .isTwoFactorEnabled());

boolean isAdminOrManager = user.getAuthorities () .stream/()
.anyMatch(a -> a.getAuthority () .equals ("ROLE ADMIN")
| | a.getAuthority () .equals ("ROLE MANAGER")) ;
model.addAttribute ("isAdminOrManager", isAdminOrManager) ;
return "files";

}

@GetMapping ("/api/folders")

@ResponseBody

public List<Map<String, Object>> getFoldersTree (
@RequestParam(required = false) String path,
@RequestParam(required = false) String excludePath,
@AuthenticationPrincipal CustomUserDetails user) throws

Exception {

Path root = storageService.getUserRoot (user.getUser());

Path startPath = (path == null || path.isEmpty()) ? root
root.resolve (path) .normalize () ;

return storageService.getFolderTree (startPath, path == null
? "" : path, excludePath);

}

@GetMapping ("/api/list")
@ResponseBody
public List<Map<String, Object>> apilist (@RequestParam String

path,

@AuthenticationPrincipal CustomUserDetails user) throws Exception {

var files = storageService.list (user.getUser (), path);
List<Map<String, Object>> result = new ArrayList<>();
for (var file : files) {

Map<String, Object> map = new HashMap<> () ;
map.put ("name", file.getName());
map.put ("directory", file.isDirectory());
result.add (map) ;

}

return result;

}

@PostMapping ("/delete")
public String delete(
@RequestParam String path,
@RequestParam String name,
@AuthenticationPrincipal CustomUserDetails user
) throws Exception {
checkEnabled (user) ;
storageService.delete (user.getUser (), path, name);
auditService.log(user.getUser (), ActionType.DELETE, name);
return "redirect:/files?path=" + path;
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@GetMapping ("/download")

public ResponseEntity<Resource> download (
@RequestParam String path,
@RequestParam String name,
@AuthenticationPrincipal CustomUserDetails user

) throws Exception {
checkDownload (user) ;
Path file = storageService.getFile (user.getUser (), path,

name) ;
Resource resource = new UrlResource (file.toUri());

auditService.log (user.getUser (), ActionType.DOWNLOAD, name);

return ResponseEntity.ok()
.header (HttpHeaders.CONTENT DISPOSITION,

"attachment; filename=\"" + name + "\"")
.body (resource) ;

}

@GetMapping ("/api/users/search")
@ResponseBody
public List<Map<String, String>> searchUsers (@RequestParam

String g,

@AuthenticationPrincipal CustomUserDetails user) {
return userService.searchUsers(q, user.getUser().getId());

}

@GetMapping ("/api/shared/with-me")

@ResponseBody
public List<SharedResourceDto>
getSharedWithMe (QRAuthenticationPrincipal CustomUserDetails user) {
checkEnabled (user) ;
return shareService.getSharedWithMe (user.getUser())

}

@GetMapping ("/api/shared/by-me")
@ResponseBody
public List<SharedResourceDto> getSharedByMe (@RequestParam

String path,

@AuthenticationPrincipal CustomUserDetails user) {
checkEnabled (user) ;
return shareService.getSharedByMeForPath (user.getUser (),
path) ;
}

@GetMapping ("/api/shared/list")
@ResponseBody
public List<Map<String, Object>> listSharedFolder (
@RequestParam String owner,
@RequestParam String path,
@AuthenticationPrincipal CustomUserDetails currentUser)
throws Exception {
checkEnabled (currentUser) ;
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SharedResource.Permission permission =
shareService.getPermission (currentUser.getUser (), owner, path);
if (permission == null) {
throw new SecurityException ("Access denied");
}
User ownerUser = userService.getUserByUsername (owner) ;
return storageService.list (ownerUser, path).stream/()
.map (file -> {
Map<String, Object> map = new HashMap<>();
map.put ("name", file.getName())
map.put ("directory", file.isDirectory());
return map;
})
.collect (Collectors.tolList());

}

@PostMapping ("/share")
@ResponseBody
public void share (@RequestParam String path,
@RequestParam boolean isFolder,
@RequestParam String username,
@RequestParam String permission,
@AuthenticationPrincipal CustomUserDetails
user) {
checkEnabled (user) ;
shareService.share (user.getUser (), path, isFolder, username,
permission) ;

}

@DeleteMapping ("/share")
@ResponseBody
public void revokeShare (€RequestParam String path,
@RequestParam String username,
@AuthenticationPrincipal
CustomUserDetails user) {
checkEnabled (user) ;
shareService.revokeAccess (user.getUser (), path, username);

}

@GetMapping ("/download-shared")
public ResponseEntity<Resource> downloadShared (@RequestParam
String owner,
@RequestParam
String path,

@AuthenticationPrincipal CustomUserDetails currentUser) throws
Exception {
checkDownload (currentUser) ;
SharedResource.Permission permission =
shareService.getPermission (currentUser.getUser (), owner, path);
if (permission == null) {
return ResponseEntity.status (403) .build();
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User ownerUser = userService.getUserByUsername (owner) ;
Path file = storageService.getFile (ownerUser, "", path);
Resource resource = new UrlResource (file.toUri()):;
auditService.log(currentUser.getUser (), ActionType.DOWNLOAD,
"shared " + path + " from " + owner);
return ResponseEntity.ok()
.header (HttpHeaders.CONTENT DISPOSITION,
"attachment; filename=\"" + file.getFileName ().toString() + "\"")
.body (resource) ;

}

@PostMapping ("/upload-shared")
public String uploadShared (@RequestParam("file"™) MultipartFile
file,
@RequestParam String owner,
@RequestParam String path,
@AuthenticationPrincipal
CustomUserDetails currentUser) throws Exception {
checkUpload (currentUser) ;
SharedResource.Permission permission =
shareService.getPermission (currentUser.getUser (), owner, path);
if (permission == null || permission ==
SharedResource.Permission.READ) {
throw new SecurityException("No write permission");
}
User ownerUser = userService.getUserByUsername (owner);
Path targetDir =
storageService.getUserRoot (ownerUser) .resolve (path) .normalize () ;
if (!Files.isDirectory(targetDir)) {
throw new IOException ("Target is not a directory");
}
Path targetFile =
targetDir.resolve(file.getOriginalFilename () ) ;
Files.copy(file.getInputStream(), targetFile,
StandardCopyOption.REPLACE EXISTING) ;
auditService.log(currentUser.getUser (), ActionType.UPLOAD,
"shared " + path + "/" + file.getOriginalFilename() + " to " +
owner) ;
return "redirect:/files";

}

@GetMapping ("/api/properties")
@ResponseBody
public FilePropertiesDto getProperties (
@RequestParam String path,
@RequestParam(required = false) String owner,
@AuthenticationPrincipal CustomUserDetails user
) throws Exception {
checkEnabled (user) ;
if (owner !'= null && !owner.equals (user.getUsername())) {
SharedResource.Permission permission =
shareService.getPermission (user.getUser (), owner, path);
if (permission == null) {
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throw new SecurityException ("Access denied");

}

User ownerUser = userService.getUserByUsername (owner) ;

FilePropertiesDto dto =
storageService.getProperties (ownerUser, path);

dto.setOwner (owner) ;

return dto;

} else {

return storageService.getProperties (user.getUser (),

path);

}

@PostMapping ("/upload")
public String upload(
@RequestParam("file") MultipartFile file,
@RequestParam String path,
@RequestParam(required = false, defaultValue =
"replace") String conflictAction,
@AuthenticationPrincipal CustomUserDetails user
) throws Exception {
checkUpload (user) ;
auditService.log(user.getUser (), ActionType.UPLOAD,
file.getOriginalFilename ()) ;
storageService.upload (user.getUser (), path, file,
conflictAction);
return "redirect:/files?path=" + path;

}

@PostMapping ("/create-folder")
public String createFolder (
@RequestParam String path,
@RequestParam String name,
@AuthenticationPrincipal CustomUserDetails user
) throws Exception {
checkEnabled (user) ;
storageService.createFolder (user.getUser (), path, name);
auditService.log (user.getUser (), ActionType.CREATE FOLDER,
name) ;
return "redirect:/files?path=" + path;

®aiin «TwoFactorController.javay

package com.example.diplom vZ2.controller;

import com.example.diplom vZ.security.CustomUserDetails;
import com.example.diplom vZ.security.TwoFactorService;
import com.example.diplom v2.user.User;

import com.example.diplom vZ.user.UserRepository;

import dev.samstevens.totp.exceptions.QrGenerationException;
import jakarta.servlet.http.HttpSession;
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import lombok.RequiredArgsConstructor;

import org.slf4dj.Logger;

import org.slf4dj.LoggerFactory;

import org.springframework.security.core.Authentication;

import org.springframework.stereotype.Controller;

import org.springframework.ui.Model;

import org.springframework.web.bind.annotation.*;

import
org.springframework.web.servlet.mvc.support.RedirectAttributes;

@Controller
@RequiredArgsConstructor
@RequestMapping ("/2fa")

public class TwoFactorController {

private static final Logger log =
LoggerFactory.getlLogger (TwoFactorController.class);

private final TwoFactorService twoFactorService;
private final UserRepository userRepository;

@GetMapping ("/enable")
public String enable2faPage (Authentication auth, Model model)
throws QrGenerationException {

User user = ((CustomUserDetails)
auth.getPrincipal ()) .getUser () ;
if (user.isTwoFactorEnabled()) {

return "redirect:/files";

}

String secret = user.getTwoFactorSecret();
if (secret == null) {
secret = twoFactorService.generateSecret () ;
user.setTwoFactorSecret (secret) ;
userRepository.save (user) ;
log.debug ("Generated new secret for user: {}",
user.getUsername () ) ;
} else {
log.debug ("Reusing existing secret for user: {}",
user.getUsername () ) ;

}

String gr = twoFactorService.generateQr (user.getUsername (),
secret);

model.addAttribute ("gqr", qr);

model.addAttribute ("secret", secret);

return "2fa-enable";

}

@PostMapping ("/confirm-enable")
public String confirmEnable (Authentication auth,
@RequestParam String code,

JIuct

1Y 1.090301.02.001 I13 88

Mam. | Jluct | No nokym. |Ilommuce | ara




@RequestParam String secret,
Model model) throws
QrGenerationException {
User user = ((CustomUserDetails)
auth.getPrincipal ()) .getUser () ;

boolean valid = twoFactorService.verifyCode (secret, code);
if (!valid) {
model .addAttribute ("error", "Invalid code. Please try
again.");
String gr =
twoFactorService.generateQr (user.getUsername (), secret);
model.addAttribute ("gr", qr);
model.addAttribute ("secret", secret);
return "2fa-enable";

user.setTwoFactorEnabled (true) ;
user.setTwoFactorSecret (secret) ;
userRepository.save (user) ;

return "redirect:/files";

}

@PostMapping ("/disable")
public String disable2fa (Authentication auth, RedirectAttributes

ra) {
User user = ((CustomUserDetails)
auth.getPrincipal ()) .getUser () ;
user.setTwoFactorEnabled (false);
user.setTwoFactorSecret (null) ;
userRepository.save (user) ;
ra.addFlashAttribute ("success", "2FA disabled");
return "redirect:/files";

}

@GetMapping ("/verify")
public String verifyPage () {
return "2fa-verify";

}

@PostMapping ("/verify")
public String verifyCode (@dRequestParam String code,
HttpSession session,
RedirectAttributes ra) {
Boolean required = (Boolean)

session.getAttribute ("2fa required");
Long userId = (Long) session.getAttribute("2fa user id");

if (required == null || !required || userId == null) {
return "redirect:/login";
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User user = userRepository.findById(userId).orElse(null);
if (user == null || !user.isTwoFactorEnabled()) {
return "redirect:/login";

boolean valid =
twoFactorService.verifyCode (user.getTwoFactorSecret (), code);
if (!valid) {
ra.addFlashAttribute ("error", "Invalid 2FA code");
return "redirect:/2fa/verify";

session.removeAttribute ("2fa required");
session.removeAttribute ("2fa user id");
return "redirect:/files";

®aitn «PasswordEncoderConfig.java»

package com.example.diplom vZ2.config;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;
import
org.springframework.security.crypto.bcrypt.BCryptPasswordEncoder;

@Configuration
public class PasswordEncoderConfig {

@Bean
public BCryptPasswordEncoder passwordEncoder () {
return new BCryptPasswordEncoder (12);

}

®aiin «SecurityConfig.java»

package com.example.diplom vZ2.config;

import com.example.diplom vZ.audit.AuditService;

import com.example.diplom vZ.audit.ActionType;

import

com.example.diplom vZ2.security.CustomAuthenticationDetailsSource;
import com.example.diplom vZ.security.CustomAuthenticationProvider;
import com.example.diplom vZ.security.CustomUserDetails;

import jakarta.servlet.ServletException;

import jakarta.servlet.http.HttpServletRequest;

import jakarta.servlet.http.HttpServletResponse;

import lombok.RequiredArgsConstructor;

import org.slf4dj.Logger;

import org.slf4dj.LoggerFactory;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;
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import
org.springframework.security.authentication.AuthenticationManager;
import
org.springframework.security.config.annotation.authentication.config
uration.AuthenticationConfiguration;

import
org.springframework.security.config.annotation.web.builders.HttpSecu
rity;

import org.springframework.security.core.Authentication;

import org.springframework.security.web.SecurityFilterChain;

import
org.springframework.security.web.authentication.AuthenticationSucces
sHandler;

import
org.springframework.security.web.authentication.SavedRequestAwareAut
henticationSuccessHandler;

import java.io.IOException;
@Configuration
@RequiredArgsConstructor
public class SecurityConfig {
private final CustomAuthenticationDetailsSource detailsSource;
private final CustomAuthenticationProvider
authenticationProvider;
private final AuditService auditService;
@Bean
public SecurityFilterChain filterChain (HttpSecurity http) throws
Exception {
http
.csrf(csrf -> csrf.disable())
.authorizeHttpRequests (auth -> auth

.requestMatchers ("/admin/**") .hasAnyRole ("ADMIN", "MANAGER")
.requestMatchers ("/manager/**") .hasAnyRole ("ADMIN", "MANAGER")

.requestMatchers ("/files/**") .authenticated()
.requestMatchers ("/2fa/settings",

"/2fa/enable", "/2fa/confirm-enable",

"/2fa/disable") .authenticated()

.requestMatchers ("/2fa/verify") .authenticated()

.anyRequest () .permitAll ()

)

.formLogin (form -> form
.loginPage ("/login")
.authenticationDetailsSource (detailsSource)
.successHandler (twoFactorSuccessHandler ())
.permitAll ()

)

.logout (logout -> logout
.logoutSuccessUrl ("/login?logout")
.addLogoutHandler ( (request, response,
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authentication) -> {
if (authentication != null &&
authentication.getPrincipal () instanceof CustomUserDetails) {
CustomUserDetails userDetails =
(CustomUserDetails) authentication.getPrincipal();

auditService.log(userDetails.getUser (), ActionType.LOGOUT, "User
logged out");
}
})
)

.authenticationProvider (authenticationProvider) ;

return http.build();
}
@Bean
public AuthenticationManager
authenticationManager (AuthenticationConfiguration config) throws
Exception {
return config.getAuthenticationManager () :;
}
@Bean
public AuthenticationSuccessHandler twoFactorSuccessHandler () {
return new SavedRequestAwareAuthenticationSuccessHandler () {
private final Logger log =
LoggerFactory.getlLogger (this.getClass());
@Override
public void onAuthenticationSuccess (HttpServletRequest
request, HttpServletResponse response,
Authentication
authentication) throws IOException, ServletException {
log.info ("Authentication success for principal: {}",
authentication.getPrincipal());
Object principal = authentication.getPrincipal():;
if (principal instanceof CustomUserDetails) {
com.example.diplom vZ.user.User user =
((CustomUserDetails) principal) .getUser();
log.info ("User {} logged in, 2FA enabled: {}",
user.getUsername (), user.isTwoFactorEnabled());

if (user.isTwoFactorEnabled()) {
request.getSession () .setAttribute ("2fa required", true);
request.getSession () .setAttribute ("2fa user id", user.getlId());

log.info ("Redirecting to /2fa/verify for
user {}", user.getUsername()):;
getRedirectStrategy () .sendRedirect (request,
response, "/2fa/verify");
return;
}
auditService.log(user, ActionType.LOGIN, "User
logged in");
} else {
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log.warn ("Principal is not CustomUserDetails:

{1", principal.getClass{());

}

log.info ("Redirecting to /files");

getRedirectStrategy () .sendRedirect (request,
response, "/files");

}
i

®aitn «ActionType.java»

package com.example.diplom v2.audit;

public enum ActionType {
UPLOAD,
DELETE,
CREATE FOLDER,
LOGIN,
LOGOUT,
DOWNLOAD,
RENAME,
MOVE

daiin «AuditLog.javay

package com.example.diplom v2.audit;
import com.example.diplom v2.user.User;
import jakarta.persistence.*;
import lombok.Getter;
import lombok.Setter;
import org.hibernate.annotations.CreationTimestamp;
import java.time.LocalDateTime;
@Entity
@Getter
@Setter
public class AuditLog {
@CreationTimestamp
private LocalDateTime timestamp;
@Id
@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;
@ManyToOne
private User user;
@Enumerated (EnumType.STRING)
private ActionType action;
private String target;

daitn «AuditRepository.java»
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package com.example.diplom vZ.audit;

import org.springframework.data.jpa.repository.JpaRepository;
import
org.springframework.data.jpa.repository.JpaSpecificationExecutor;
import org.springframework.stereotype.Repository;

@Repository

public interface AuditRepository extends JpaRepository<AuditLog,
Long>, JpaSpecificationExecutor<AuditLog> {

}

daiin «AuditService.javay

package com.example.diplom vZ.audit;

import com.example.diplom v2.user.User;

import lombok.RequiredArgsConstructor;

import org.springframework.data.jpa.domain.Specification;

import org.springframework.stereotype.Service;

import org.springframework.transaction.annotation.Transactional;

import java.time.LocalDateTime;
import java.util.List;

@Service
@RequiredArgsConstructor
public class AuditService {

private final AuditRepository repository;

public void log(User user, ActionType action, String target) {
AuditlLog log = new AuditLog();
log.setUser (user) ;
log.setAction (action);
log.setTarget (target) ;
repository.save (loqg);

}

public List<AuditLog> getAllLogs () {
return repository.findAll () ;

}

public List<AuditLog> getFilteredLogs (String username, String
action, LocalDateTime fromDate, LocalDateTime toDate) ({
Specification<AuditLog> spec = (root, query, cb) ->
cb.conjunction() ;

if (username != null && !username.isEmpty()) {
spec = spec.and((root, query, cb) ->
cb.equal (root.get ("user") .get ("username"), username)) ;
}
if (action != null && l'action.isEmpty()) {
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spec = spec.and((root, query, cb) ->
cb.equal (root.get ("action"), ActionType.valueOf (action)));
}
if (fromDate != null) {
spec = spec.and((root, query, cb) ->
cb.greaterThanOrEqualTo (root.get ("timestamp"), fromDate))
}
if (toDate != null) {
spec = spec.and((root, query, cb) ->
cb.lessThanOrEqualTo (root.get ("timestamp"), toDate));
}

return repository.findAll (spec);

}

@Transactional

public void clearAllLogs () {
repository.deleteAll () ;

}

®daiin «2fa-enable.htmly

<!DOCTYPE html>
<html xmlns:th="http://www.thymeleaf.org">
<head>
<title>Brkimouenme 2FA</title>
<link
href="https://cdn.jsdelivr.net/npm/bootstrap@5.3.0/dist/css/bootstra
p-min.css" rel="stylesheet">
</head>
<body>
<div class="container mt-5" style="max-width: 500px;">
<div class="card shadow p-4">
<h3 class="text-center">BkiwoueHrue IBYyXOaKTOPHOM
ayTeHTubmraumm</h3>
<p class="text-center">0TckaHupymTe 3TOT QR-KOI C IOMOULIO
Google Authenticator:</p>
<div class="text-center">
<img th:src="S${gr}" class="img-fluid mb-3" style="max-
width: 200px;"/>
</div>
<p class="text-muted text-center">lnm BBEeOIMUTE 3TOT CEKPET
BpyuHyn: <code th:text="${secret}"></code></p>
<form method="post" action="/2fa/confirm-enable">
<input type="hidden" name="secret"
th:value="${secret}"/>
<div class="mb-3">
<input class="form-control" name="code"
placeholder="Brenure 6-3HauHwelM kon" required autofocus>
</div>
<button class="btn btn-success w-100">[IooTBepIUTL U
BKJIOUMTE< /button>
</form>
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<div class="text-center mt-3">
<a href="/files" class="btn btn-secondary">0OrmeHa</a>
</div>
</div>
</div>
<script
src="https://cdn.jsdelivr.net/npm/bootstrap@5.3.0/dist/js/bootstrap.
bundle.min.js"></script>
</body>
</html>

Daiin «2fa-settings.html»

<!DOCTYPE html>
<html xmlns:th="http://www.thymeleaf.org">
<head>

<title>HacTporku 2FA</title>

<link
href="https://cdn.jsdelivr.net/npm/bootstrap@5.3.0/dist/css/bootstra
p.min.css" rel="stylesheet">
</head>
<body>
<div class="container mt-5">

<div class="card shadow p-4" style="max-width: 600px; margin: O
auto; ">

<h2 class="mb-4">@8Y IpyxdaxTopHas ayTeHTMbMKaumMa</h2>

<div th:if="${param.success}" class="alert alert-success">V
2FA ycrnemHo BKJ0UeHa!</div>

<div th:if="S${param.disabled}" class="alert alert-
warning">2FA oTkJjouyeHa.</div>

<div th:if="S${param.alreadyEnabled}" class="alert alert-
info">2FA yxe BKJIOUeHa.</div>

<div th:if="${error}" class="alert alert-danger"
th:text="S{error}"></div>

<div th:if="S${twoFactorEnabled}">
<div class="alert alert-info">2FA B HacTOdllee BpeMsa
<strong>BKJIIOUEHA</strong>.</div>
<form method="post" action="/2fa/disable">
<button class="btn btn-danger">OTkiounUTb
2FA</button>
</form>
</div>
<div th:unless="${twoFactorEnabled}">
<div class="alert alert-secondary">2FA B HacTodllee BpeMd
<strong>OTKJIIOUEHA</strong>.</div>
<form method="post" action="/2fa/enable">
<button class="btn btn-primary">BxIounTb
2FA</button>
</form>
</div>
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<a href="/files" class="btn btn-link mt-3">~ Hazanm B

bamnmoset Menemxep</a>

</div>
</div>
<script
src="https://cdn.jsdelivr.net/npm/bootstrap@5.3.0/dist/js/bootstrap.
bundle.min.js"></script>
</body>
</html>

daiin «2fa-verify.html»

<!DOCTYPE html>
<html xmlns:th="http://www.thymeleaf.org">
<head>
<title>lpoBepka 2FA</title>
<link
href="https://cdn.jsdelivr.net/npm/bootstrap@5.3.0/dist/css/bootstra
p.min.css" rel="stylesheet">
</head>
<body class="d-flex align-items-center justify-content-center"
style="height: 100vh;">
<div class="card p-4 shadow" style="width: 400px;">
<h3 class="text-center mb-3">JIByxbakTopHadad ayTeHTudurauma</h3>
<p>BBemmuTe KOI M3 Bamero ayTeHTubmrarTopa:</p>
<form method="post" action="/2fa/verify">
<div class="mb-3">
<input type="text" name="code" class="form-control"
placeholder="123456" required>
</div>
<button type="submit" class="btn btn-primary w-
100" >TNogrBepauTe</button>
</form>
<div th:if="S${param.error}" class="alert alert-danger mt-
3">HeBepHut kon</div>
</div>
<script
src="https://cdn.jsdelivr.net/npm/bootstrap@5.3.0/dist/js/bootstrap.
bundle.min.js"></script>
</body>
</html>

®daiin «admin.htmly

<!DOCTYPE html>
<html xmlns:th="http://www.thymeleaf.org">
<head>

<meta charset="UTF-8">

<meta name="viewport" content="width=device-width, initial-
scale=1, user-scalable=yes">

<title>llanenb azMmHMCTpaTopa</title>

<link
href="https://cdn.jsdelivr.net/npm/bootstrap@5.3.0/dist/css/bootstra
p.min.css" rel="stylesheet">
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<link rel="stylesheet"
href="https://cdn.jsdelivr.net/npm/bootstrap-
icons@1.11.3/font/bootstrap-icons.min.css">
<style>
body { background: #f0f2f5; font-family: 'Segoe UI', sans-
serif; }
.admin-container { max-width: 1400px; margin: 30px auto;
padding: 0 20px; }
.card { border-radius: 20px; box-shadow: 0 b5px 15px
rgba (0,0,0,0.05); margin-bottom: 25px; }
.nav-tabs .nav-1link { border-radius: 30px; margin-right:
8px; }
.nav-tabs .nav-link.active { background-color: #0docefd;
color: white; border-color: #0doefd; }
.filter-bar { background: white; padding: 15px; border-
radius: 20px; margin-bottom: 20px; }
.role-badge { padding: 4px 12px; border-radius: 20px; font
size: 0.8rem; }
.role-ADMIN { background-color: #dc3545; color: white; }
.role-MANAGER { background-color: #fd7el4; color: white; }
.r0le-USER { background-color: #198754; color: white; }
.user-disabled { opacity: 0.6; background-color: #f8f9fa;
.badge-enabled { background-color: #28a745; }
.badge-disabled { background-color: #6c¢757d; }
</style>
</head>
<body>
<div class="admin-container">
<div class="d-flex justify-content-between align-items-center
mb-4">
<h2><i class="bi bi-gear-wide-connected"></i>
AnMyHUCTPUpPOBaHmue</h2>
<a href="/files" class="btn btn-outline-secondary"><i
class="bi bi-arrow-left"></i> Hasan k oamnmnam</a>
</div>

<ul class="nav nav-tabs" id="adminTabs" role="tablist">
<li class="nav-item"><button class="nav-link active"
id="audit-tab" data-bs-toggle="tab" data-bs-target="#audit">Xypuan
ayoura</button></1i>

}

<li class="nav-item"><button class="nav-1link" id="users-tab"
data-bs-toggle="tab" data-bs-target="#users">YnparBjeHue
nojans3oeaTesnaMmu</button></1i>
</ul>
<div class="tab-content mt-3">
<div class="tab-pane fade show active" id="audit">
<div class="card">
<div class="card-body">
<div class="filter-bar row g-3">
<div class="col-md-
3"><label>llonb30oBaresnb</label><input type="text" id="auditUsername"
class="form-control" placeholder="0ouneTp 0o nosb30BaTesL"></div>
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<div class="col-md-
3"><label>JemncrBue</label><select id="auditAction" class="form-
select"><option value="">Bce</option>

<option>UPLOAD</option><option>DOWNLOAD</option><option>DELETE</opti
on><option>RENAME</option><option>MOVE</option><option>CREATE FOLDER
</option><option>LOGIN</option><option>LOGOUT</option>
</select></div>
<div class="col-md-2"><label>C</label><input
type="datetime-local" id="auditFrom" class="form-control"></div>
<div class="col-md-
2"><label>llo</label><input type="datetime-local" id="auditTo"
class="form-control"></div>
<div class="col-md-2 d-flex align-items-
end"><button id="applyAuditFilter" class="btn btn-primary me-
2">MpumenuTs</button><button id="clearAuditFilter" class="btn btn-
secondary">OuncTure</button></div>
</div>
<div class="d-flex justify-content-end mb-3">
<button id="clearAuditLogsBtn" class="btn
btn-danger btn-sm"

th:if="S${#authorization.expression ('hasRole ('"ADMIN'"') ") }"><1i
class="bi bi-trash"></1i> OuucTures BCe Joru</button>
</div>

<div class="table-responsive">
<table class="table table-
hover"><thead><tr><th>ID</th><th>Momnbz3oBarenns</th><th>Iemcrene</th><
th>lens</th><th>Bpema</th></tr></thead>
<tbody id="auditTableBody"><tr><td
colspan="5" class="text-center">3arpyska...</td></tr></tbody>
</table>
</div>
</div>
</div>
</div>

<div class="tab-pane fade" id="users">
<div class="card">
<div class="card-body">
<div class="table-responsive">
<table class="table table-hover">
<thead>
<tr>
<th>ID</th><th>NmMsa
nojib3oBaresna</th><th>Pons</th><th>AxTupen</th><th>3arpyska</th><th>C
xkaumBaHme</th><th>Iemcrema</th>
</tr>
</thead>
<tbody id="usersTableBody"><tr><td
colspan="7" class="text-center">3arpyska...</td></tr></tbody>
</table>
</div>
</div>
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</div>
</div>
</div>
</div>
<script
src="https://cdn.jsdelivr.net/npm/bootstrap@5.3.0/dist/js/bootstrap.
bundle.min.js"></script>

<script>
let currentAuditFilter = { username: '', action: '', fromDate:
'', toDate: '' };

function loadAuditLogs () {
const params = new URLSearchParams () ;
if (currentAuditFilter.username) params.append('username’,
currentAuditFilter.username) ;
if (currentAuditFilter.action) params.append('action',
currentAuditFilter.action);
if (currentAuditFilter.fromDate) params.append('fromDate’,
currentAuditFilter.fromDate) ;
if (currentAuditFilter.toDate) params.append('toDate',
currentAuditFilter.toDate);
fetch (' /admin/audit/logs?${params.toString ()} )
.then (res => res.json())
.then (data => {
const tbody =
document.getElementById('auditTableBody') ;
if (!data.length) { tbody.innerHTML = '<tr><td
colspan="5" class="text-center">JloroB He HakimeHo</td></tr>'; return;
}
tbody.innerHTML = data.map(log => "<tr>
<td>${log.id}</td>
<td>${escapeHtml (log.user?.username) }</td>
<td><span class="badge bg-
secondary">${log.action}</span></td>
<td>${escapeHtml (log.target || '-=-")}</td>
<td>$ {new
Date (log.timestamp) .toLocaleString () }</td>
</tr>").join('");
}) .catch(err => console.error (err));

}

function loadUsers () {
fetch ('/admin/users"')
.then(res => res.json())
.then (users => {
const tbody =
document.getElementById ('usersTableBody') ;
if (!'users.length) { tbody.innerHTML = '<tr><td
colspan="7" class="text-center">HeT nomxbz0oBaTenen</td></tr>"';
return; }
tbody.innerHTML = users.map (user =>
<tr class="35{!user.enabled ? 'user-disabled'
Ty
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<td>${user.id}</td>
<td>${escapeHtml (user.username) }</td>
<td>

<select class="form-select form-select-

sm role-select" data-user-id="${user.id}" style="width: auto;
display: inline-block;">
<option value="USER" S${user.role

'USER' ? 'selected' : ''}>MombzoBaTenn</option>
<option value="MANAGER" ${user.role
=== 'MANAGER' ? 'selected' : ''}>Meunemxep</option>
<option value="ADMIN" S${user.role
=== 'ADMIN' ? 'selected' : ''}>Anomuuucrparop</option>
</select>

<button class="btn btn-sm btn-primary

save-role-btn" data-user-id="${user.id}">Coxpauurs</button>
</td>
<td>

<button class="btn btn-sm ${user.enabled

? 'btn-warning' : 'btn-success'} toggle-enabled-btn" data-user-
id="${user.id}">

S{user.enabled ? 'OTKJIOUUTL'
' BrJioumMThE ' }

</button>
</td>
<td>
<button class="btn btn-sm
S{user.canUpload ? 'btn-warning' : 'btn-secondary'} toggle-upload-

btn" data-user-id="${user.id}">
S{user.canUpload ? 'BamnpeTuThb
3arpys3ky’' : 'PazpemmThs 3arpy3ky’'}
</button>
</td>
<td>
<button class="btn btn-sm
${user.canDownload ? 'btn-warning' : 'btn-secondary'} toggle-
download-btn" data-user-id="${user.id}">
S{user.canDownload ? 'BanpeTuThb
ckaumBaHue' : 'PaspeuwmTb CckKaudmpaHue'}
</button>
</td>
<td>
<button class="btn btn-sm btn-danger
delete-user-btn" data-user-id="S3{user.id}">Yomamure</button>

</td>
</td>
Y).Jjoin('");
document.querySelectorAll ('.save-role-
btn') .forEach (btn => {
btn.addEventListener ('click', () => {

const userId = btn.dataset.userId;
const select =

document.querySelector (  .role-select[data-user-id="S${userId}"] ) ;
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const newRole = select.value;

fetch (" /admin/users/S${userId}/role?role=${newRole} ", { method:
'"POST'" })
.then(() => loadUsers()) .catch(err =>
alert ('Ommbxka: ' + err)):;
1)
1)
document.querySelectorAll ('.toggle-enabled-
btn') .forEach (btn => {
btn.addEventListener ('click', () => {
const userId = btn.dataset.userld;
fetch (' /admin/users/${userId}/toggle-
enabled”, { method: 'POST' })
.then(() => loadUsers()) .catch(err =>
alert ('Ommbka: ' + err));
1)
1)
document.querySelectorAll ('.toggle-upload-
btn') .forEach (btn => {
btn.addEventListener ('click', () => {
const userId = btn.dataset.userld;
fetch (' /admin/users/${userId}/toggle-
upload’™, { method: 'POST' })
.then(() => loadUsers()) .catch(err =>
alert ('Oumbka: ' + err));
1)
1)
document.querySelectorAll ('.toggle-download-

btn') . forEach (btn => {
btn.addEventListener ('click', () => {
const userId = btn.dataset.userld;
fetch (' /admin/users/${userId}/toggle-
download ™, { method: 'POST' })
.then(() => loadUsers()) .catch(err =>
alert ('Ommbka: ' + err));
1)
1)
document.querySelectorAll ('.delete-user-
btn') .forEach (btn => {
btn.addEventListener ('click', () => {
if (confirm('YmanmTb >TOT0 HOJIL30OBATENS? Bce
ero ¢damnnel 6ynyT 6e3BO3BpPAaTHO ymajieHel!')) {
const userId = btn.dataset.userId;
fetch (' /admin/users/${userId} ", {
method: 'DELETE' })
.then(() => loadUsers()) .catch(err
=> alert ('Oumbka: ' + err));

1)

}) .catch(err => console.error (err));
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function escapeHtml (str) { if (!str) return ''; return
str.replace(/[&<>]/g, m => ({ '&':'samp;"', '<':'&lt;', '>':'&gt;'
plml))s: }
document.getElementById ('applyAuditFilter') .addEventListener ('click'
;0 =
currentAuditFilter.username =
document.getElementById ('auditUsername') .value;
currentAuditFilter.action =
document.getElementById ('auditAction') .value;
currentAuditFilter.fromDate =
document.getElementById('auditFrom') .value;
currentAuditFilter.toDate =
document.getElementById('auditTo') .value;
loadAuditLogs () ;
1)
document.getElementById('clearAuditFilter') .addEventListener('click'
r () => A
document.getElementById('auditUsername') .value = ;
document.getElementById ('auditAction') .value = '';
document.getElementById('auditFrom') .value = "'';
document.getElementById('auditTo') .value = '';
currentAuditFilter = { username: '', action: '', fromDate:
'', toDate: '' };
loadAuditLogs () ;

1)

document.getElementById ('clearAuditLogsBtn') ?.addEventListener ('clic
k', () => A
if (confirm('YmanmuTb Bce JIOTM ayIuTa? OTO OEMCTBME HEeJIb34
OTMEHUTHL. "))
fetch('/admin/audit/clear', { method: 'POST' }).then(()

=> loadAuditLogs ()) ;

1)

loadAuditLogs () ;

loadUsers () ;
</script>
</body>
</html>

®daitn «files.htmly»

<!DOCTYPE html>
<html xmlns:th="http://www.thymeleaf.org">
<head>

<meta charset="UTF-8">

<meta name="viewport" content="width=device-width, initial-
scale=1, user-scalable=yes">

<title>dannoBu MeHemxep</title>

<link
href="https://cdn.jsdelivr.net/npm/bootstrap5.3.0/dist/css/bootstra
p.min.css" rel="stylesheet">
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<link rel="stylesheet"
href="https://cdn.jsdelivr.net/npm/bootstrap-
icons@1.11.3/font/bootstrap-icons.min.css">
<style>
body {
background: linear-gradient (145deg, #e9ecef 0%, #deeleb
100%) ;
font-family: 'Segoe UI', system-ui, sans-serif;
min-height: 100vh;
}
.storage-container { max-width: 1400px; margin: 30px auto;
padding: 0 20px; }
.header {
display: flex;
justify-content: space-between;
align-items: center;
margin-bottom: 25px;
flex-wrap: wrap;
background: rgba(255,255,255,0.7);
backdrop-filter: blur (10px):;
padding: 12px 24px;
border-radius: 60px;
box-shadow: 0 4px 12px rgba(0,0,0,0.05);
}
.main-layout {
display: flex;
gap: 25px;
}
.sidebar {
width: 260px;
background: white;
border-radius: 32px;
padding: 20px 0;
box-shadow: 0 10px 25px -5px rgba(0,0,0,0.1);
height: fit-content;
}
.sidebar-item {
display: flex;
align-items: center;
gap: 1l4px;
padding: 12px 24px;
cursor: pointer;
transition: all 0.2s;
color: #4a5568;
font-weight: 500;
}
.sidebar-item 1 { font-size: 1l.4rem; width: 28px; }
.sidebar-item:hover { background-color: #f1£f5£9; }
.sidebar-item.active {
background-color: #e2e8f0;
color: #0de6efd;
border-left: 4px solid #0d6efd;
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.content-area { flex: 1; }
.file-workspace {
background: #ffffff;
border-radius: 32px;
box-shadow: 0 20px 35px -12px rgba(0,0,0,0.2);
transition: all 0.25s ease;
min-height: 65vh;
position: relative;
overflow: hidden;
}
.file-workspace.drag-over {
background: #fO0f7ff;
box-shadow: 0 25px 40px -12px rgba(13,110,253,0.3), 0 O
0 3px #0doefd;
}
.file-1list { padding: 28px 24px; }
.file-item {
display: flex;
align-items: center;
justify-content: space-between;
padding: 12px l6px;
border-radius: 18px;
transition: all 0.2s;
margin-bottom: 4px;
background: white;
cursor: grab;
user—-select: none;
-webkit-user-drag: element;
}
.file-item[draggable="true"] { -webkit-user-drag: element; }
.file-name, .file-name span, .file-name a { user-select:
auto; -webkit-user-drag: none; }
.file-item:active { cursor: grabbing; }
.file-item:hover { background-color: #f1f5f9; transform:
translateX (4px); }
.file—-name {
display: flex;
align-items: center;
gap: 1l4px;
font-size: lrem;
text-decoration: none;
color: #1e293b;
flex: 1;
font-weight: 500;
}
.file-name i1 { font-size: 1l.6rem; width: 32px; cursor:
pointer; }
.action-buttons { display: flex; gap: 8px; align-items:
center; }
.download-btn, .download-zip-btn {
background: none;
border: none;
font-size: 1.3rem;
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cursor: pointer;
padding: 4px 8px;
border-radius: 20px;
transition: 0.1s;

.download-btn { color: #198754; }
.download-btn:hover { background-color: #dle7dd; }
.download-zip-btn { color: #6f42cl; }

.download-zip-btn:hover { background-color: #e9d8fd; }

.delete-btn {
background: none;
border: none;
color: #efddd4;
font-size: 1.2rem;
cursor: pointer;
padding: 4px 8px;
border-radius: 20px;
opacity: 0.6;
transition: 0.2s;

}

.delete-btn:hover { opacity: 1; background-color:

.path-nav {
margin-bottom: 20px;
display: flex;
align-items: center;
gap: 20px;
flex-wrap: wrap;
background: rgba(255,255,255,0.5);
padding: 8px 20px;
border-radius: 48px;
backdrop-filter: blur (4px);

}

.back-1link {
display: inline-flex;
align-items: center;
gap: 6px;
color: #0deefd;
text-decoration: none;
font-weight: 600;
background: white;
padding: 6px l6px;
border-radius: 40px;

}

.back-link:hover { background: #e9ecef; }

.breadcrumb-item {
padding: 4px 10px;
border-radius: 20px;
transition: all 0.2s;
cursor: pointer;
color: #0deefd;

}

.new—-folder-btn ({
background: white;

#fee2e2;

}
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border: none;
padding: 6px 18px;
border-radius: 40px;
font-weight: 600;
color: #198754;
transition: 0.2s;

}

.new-folder-btn:hover { background:

.floating-add {
position: fixed;
bottom: 30px;
right: 30px;
width: 60px;
height: 60px;
border-radius: 30px;
background: #0deefd;
color: white;
font-size: 30px;
display: flex;
align-items: center;
justify-content: center;
cursor: pointer;

#eOecef;

box-shadow: 0 10px 20px rgba(0,0,0,0.2);

z—-index: 100;
transition: 0.2s;
border: none;

}

.floating-add:hover { background: #0b5ed7;

scale(1.07); 1}

.context-menu {
position: absolute;
background: white;
border-radius: 20px;

box-shadow: 0 15px 35px rgba(0,0,0,0.2);

z-index: 1000;
min-width: 220px;
padding: 8px 0;
display: none;

}

.context-menu ul { margin: 0; padding: 0; list-style:

.context-menu 1i {
padding: 12px 24px;
cursor: pointer;
display: flex;
align-items: center;
gap: 1l4px;
font-size: 0.95rem;
transition: 0.1s;

}

.context-menu li:hover { background-color:

.context-menu .danger { color: #dc3545; }

.empty-message { text-align: center;

padding:

}

transform:

#£f1£5£9;

none;

70px 20px;
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color: #6c¢757d; }

.empty-message i { font-size: 5Srem; margin-bottom:

opacity: 0.6; }
.modal-content { border-radius: 28px; }
.inline-rename-input {
border: 1lpx solid #0deefd;
border-radius: 8px;
padding: 4px 8px;
font-size: 0.95rem;
font-family: inherit;
outline: none;
background: white;
width: auto;
min-width: 120px;
}
.properties-table { width: 100%; border-collapse:
border-spacing: 0 12px; }

.properties-table td:first-child { font-weight: 600;

120px; color: #2c3e50; }
.properties-table td:last-child { color: #1e293b;
break: break-all; }

.file-icon-large { font-size: 4rem; text-align: center;

margin-bottom: 10px; }

.shared-badge {
background-color: #e9ecef;
border-radius: 20px;
padding: 2px 10px;
font-size: 0.75rem;
margin-left: 12px;
display: inline-flex;
align-items: center;
gap: 6px;

}

.permission-badge {
font-size: 0.7rem;
padding: 2px 8px;
border-radius: 12px;
background-color: #f1f5f9;
margin-left: 8px;

}

</style>
</head>
<body>

<div class="storage-container">
<div class="header">

<h3><i class="bi bi-cloud-fill"></i> Cloud Disk</h3>

<div>

separate;

width:

<span class="me-3"><i class="bi bi-person-circle"></i>

<span th:text="${username}"></span></span>

<a href="/2fa/enable" class="btn btn-sm btn-outline-

primary me-2"><i class="bi bi-shield-lock"></i> 2FA</a>

<a th:if="${isAdminOrManager}" href="/admin" class="btn
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btn-sm btn-outline-secondary me-2"><i class="bi bi-gear"></i>
AnMmH</a>
<a href="/logout" class="btn btn-sm btn-outline-
danger"><i class="bi bi-box-arrow-right"></i> Bemitu</a>
</div>
</div>

<div class="main-layout">
<!-- BokoBas mnaHeJb —->
<div class="sidebar">
<div class="sidebar-item" data-mode="my">
<1 class="bi bi-folder2"></1i> Mowu daiisl
</div>
<div class="sidebar-item" data-mode="shared">
<i class="bi bi-people"></i> OBmme CO MHOM
</div>
</div>

<div class="content-area">
<div class="path-nav" id="myFilesNav">
<a id="backLink" class="back-1link" style="display:
none; "><i class="bi bi-arrow-left-short"></i> Haszan</a>
<div id="breadcrumb" class="d-flex align-items-
center gap-1 flex-wrap"></div>
<button id="newFolderBtn" class="new-folder-btn"><i
class="bi bi-folder-plus"></i> Homas nanka</button>
</div>

<div id="sharedNav" style="display: none;">
<div class="path-nav">
<a id="sharedBackLink" class="back-1link"
style="display: none;"><i class="bi bi-arrow-left-short"></i>
Hazan</a>
<div id="sharedBreadcrumb" class="d-flex align-
items-center gap-1 flex-wrap"></div>
</div>
<div class="mt-2 mb-2">
<h5><i class="bi bi-people"></i> OOume danyue u
nanku</h5>
</div>
</div>

<div th:if="S{error}" class="alert alert-danger alert-
dismissible fade show" role="alert">
<span th:text="${error}"></span>
<button type="button" class="btn-close" data-bs-
dismiss="alert"></button>
</div>
<div th:if="${success}" class="alert alert-success
alert-dismissible fade show" role="alert">
<span th:text="${success}"></span>
<button type="button" class="btn-close" data-bs-
dismiss="alert"></button>
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</div>

<div id="fileWorkspace" class="file-workspace">
<div id="fileList" class="file-1list"></div>
</div>
</div>
</div>
</div>

<div id="floatingAddBtn" class="floating-add"><i class="bi bi-plus-
lg"></i></div>

<input type="file" id="hiddenFilelInput" multiple style="display:
none; ">

<div id="contextMenu" class="context-menu">
<ul>

<li id="ctxCreateFolder"><i class="bi bi-folder-plus"></i>
HoBasg manka</li>

<li id="ctxRename"><i class="bi bi-pencil"></i>
lleperMeHoBaTbL< /11>

<li id="ctxMove"><i class="bi bi-arrow-right-short"></i>
[lepemMecTUTb B...</1li>

<1li id="ctxUploadHere"><i class="bi bi-cloud-upload"></i>
3arpys3uTh cona</li>

<li id="ctxDownload"><i class="bi bi-download"></i>
Crkauvare</1li>

<li id="ctxDownloadZip"><i class="bi bi-file-zip"></i>
Ckauarp ZIP</1i>

<li id="ctxShare"><i class="bi bi-share"></i>
MomemurbCcg. . .</1i>

<li id="ctxProperties"><i class="bi bi-info-circle"></i>
Cepomcrea</li>

<li id="ctxDelete" class="danger"><i class="bi bi-
trash"></1i> Ymamure</li>

</ul>

</div>

<div class="modal fade" id="createFolderModal" tabindex="-1" aria-
hidden="true">
<div class="modal-dialog modal-dialog-centered">
<div class="modal-content">

<div class="modal-header"><h5 class="modal-title"><i
class="bi bi-folder-plus"></i> CoszpmaTp nanky</h5><button
type="button" class="btn-close" data-bs-
dismiss="modal"></button></div>

<div class="modal-body"><input type="text"
id="newFolderName" class="form-control inline-rename-input"
placeholder="VmMmsa nanku" autocomplete="off" style="width:
100%; "></div>

<div class="modal-footer"><button type="button"
class="btn btn-secondary" data-bs-
dismiss="modal">Ormena</button><button type="button"
id="confirmCreateFolder" class="btn btn-
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primary">Cosnmars</button></div>
</div>
</div>
</div>

<div class="modal fade" id="fileConflictModal" tabindex="-1" aria-
hidden="true">
<div class="modal-dialog modal-dialog-centered">
<div class="modal-content">
<div class="modal-header"><h5 class="modal-title"><i
class="bi bi-exclamation-triangle-fill text-warning"></i> dainn yxe
cymecTByeTr</h5><button type="button" class="btn-close" data-bs-
dismiss="modal"></button></div>
<div class="modal-body"><p>®amnn c muMeHeM <strong
id="conflictFileName"></strong> yXxe CyleCTByeT B DTOM
nanke.</p><p>UTO BH XOTUTE CIejaThb?</p></div>
<div class="modal-footer"><button type="button"
class="btn btn-secondary" data-bs-
dismiss="modal">0OrMmena</button><button type="button"
id="conflictReplaceBtn" class="btn btn-
warning">3amenurs</button><button type="button"
id="conflictRenameBtn" class="btn btn-primary">CoxpaHurs oba
(mepemMeHOBATL HOBHIL) </button></div>

</div>
</div>
</div>
<div class="modal fade" id="propertiesModal" tabindex="-1" aria-

hidden="true">
<div class="modal-dialog modal-dialog-centered">
<div class="modal-content">

<div class="modal-header"><h5 class="modal-title"><i
class="bi bi-info-circle"></i> CromicTBa</h5><button type="button"
class="btn-close" data-bs-dismiss="modal"></button></div>

<div class="modal-body"><div id="propertiesContent"
class="text-center"><div class="spinner-border text-primary"
role="status"></div></div></div>

<div class="modal-footer"><button type="button"
class="btn btn-secondary" data-bs-
dismiss="modal">3akpuTE</button></div>

</div>
</div>
</div>
<div class="modal fade" id="moveFolderModal" tabindex="-1" aria-

hidden="true">
<div class="modal-dialog modal-dialog-centered">
<div class="modal-content">

<div class="modal-header"><h5 class="modal-title"><i
class="bi bi-folder-symlink"></i> IlepemMecTurs B...</h5><button
type="button" class="btn-close" data-bs-
dismiss="modal"></button></div>

<div class="modal-body"><div id="folderTree" style="max-
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height: 400px; overflow-y: auto;"><div class="text-center py-
4">3arpyska Manok...</div></div></div>

<div class="modal-footer"><button type="button"
class="btn btn-secondary" data-bs-
dismiss="modal">0OrMmena</button><button type="button"
id="confirmMoveBtn" class="btn btn-primary" disabled>llepeMecTuTrs
cona</button></div>

</div>
</div>
</div>
<div class="modal fade" id="shareModal" tabindex="-1" aria-

hidden="true">
<div class="modal-dialog modal-dialog-centered">
<div class="modal-content">
<div class="modal-header">
<h5 class="modal-title"><i class="bi bi-share"></i>
Momenurbca</h5>
<button type="button" class="btn-close" data-bs-
dismiss="modal"></button>
</div>
<div class="modal-body">
<p><strong id="shareResourceName"></strong></p>
<div class="mb-3">
<label>lonb30BarTens</label>
<input type="text" id="shareUsername"
class="form-control" placeholder="BBemutre muMsa nojup3oparensa"
autocomplete="off">
<div id="userSearchResults" class="list-group
mt-1" style="max-height: 150px; overflow-y: auto;"></div>
</div>
<div class="mb-3">
<label>llpaBa</label>
<select id="sharePermission" class="form-
select">
<option value="READ">Tosbko uTeHue</option>
<option value="WRITE">3amnmucs</option>
<option value="MANAGE">YnpasJjieHue</option>
</select>
</div>
<div id="currentSharesList" class="mt-3">
<label>lwon ¢ gocrynom</label>
<div id="sharesList"></div>
</div>
</div>
<div class="modal-footer">
<button type="button" class="btn btn-secondary"
data-bs-dismiss="modal">3akpurs</button>
<button type="button" id="addShareBtn" class="btn
btn-primary">Iob6aBurs / O6HOoBUTHL/button>
</div>
</div>
</div>
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</div>

<script
src="https://cdn.jsdelivr.net/npm/bootstrap@5.3.0/dist/js/bootstrap.
bundle.min.js"></script>
<script>
(function () {

let currentMode = 'my';

let currentPath = getCurrentPathFromUrl () ;

let currentSharedOwner = '';

let currentSharedPath = '';

let draggedItem = null;

let currentlyEditingItem = null;

let currentShareltem = null;

const workspace = document.getElementById('fileWorkspace');
const filelListDiv = document.getElementById('filelList');
const contextMenu = document.getElementById('contextMenu'):;
const floatingBtn =
document.getElementById('floatingAddBtn') ;
const hiddenFileInput =
document.getElementById('hiddenFileInput') ;
const newFolderBtn =
document.getElementById ('newFolderBtn') ;
const backLink = document.getElementById('backLink');
const sharedBackLink =
document.getElementById ('sharedBackLink') ;
const propertiesModal = new
bootstrap.Modal (document.getElementById ('propertiesModal')) ;
const propertiesContent =
document.getElementById('propertiesContent');
const shareModal = new
bootstrap.Modal (document.getElementById ('shareModal'));

const myNav = document.getElementById('myFilesNav');
const sharedNav = document.getElementById('sharedNav');

const sidebarItems = document.querySelectorAll ('.sidebar-
item');
function getCurrentPathFromUrl () {
const params = new

LI B
4

URLSearchParams (window.location.search);
return params.get ('path') ||

}

function updateBreadcrumb () {
const breadcrumb =
document.getElementById ('breadcrumb') ;
breadcrumb.innerHTML = '';
const rootlItem = document.createElement ('span');
rootItem.className = 'breadcrumb-item';
rootItem.innerHTML = '<i class="bi bi-house-door"></i>
T'maBuasa';
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rootItem.addEventListener ('click', () =>

window.location.href = '/files');
breadcrumb.appendChild (rootItem) ;
if (!currentPath || currentPath === '') return;

const parts = currentPath.split('/').filter(p => p !==

let accumulated = '"';
parts.forEach ((part, idx) => {

const separator = document.createElement ('span');
separator.className = 'breadcrumb-separator';
separator.textContent = ' / ';
breadcrumb.appendChild (separator) ;

accumulated += (accumulated 2 '/' : '') + part;
const folderSpan = document.createElement ('span');
folderSpan.className = 'breadcrumb-item';

folderSpan.textContent = part;
folderSpan.setAttribute ('data-path', accumulated);

if (idx === parts.length - 1) {
folderSpan.classList.add('active');
} else {
folderSpan.addEventListener ('click', (e) => {
const path =

e.currentTarget.getAttribute ('data-path');
window.location.href =
‘/files?path=${encodeURIComponent (path) } ;
1)
}
breadcrumb.appendChild (folderSpan) ;
1)
}

function updateBackLink () {
if (currentMode === 'my' && currentPath && currentPath

let parentPath = '';

if (currentPath.includes('/')) parentPath =
currentPath.substring (0, currentPath.lastIndexOf('/"'));
backLink.href = '/files?path="' +
encodeURIComponent (parentPath) ;
backLink.style.display = 'inline-flex';
} else {
backLink.style.display = 'none';
}
}
function updateSharedBreadcrumb () {

const bcDiv =
document.getElementById ('sharedBreadcrumb') ;
bcDiv.innerHTML = '';
const rootSpan = document.createElement ('span');
rootSpan.className = 'breadcrumb-item';
rootSpan.innerHTML = “<i class="bi bi-house-door"></i>
S{escapeHtml (currentSharedOwner) } *;
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rootSpan.style.cursor = 'pointer';
rootSpan.addEventListener ('click', () =>
loadSharedFolder (currentSharedOwner, ''));
bcDiv.appendChild (rootSpan) ;
if (currentSharedPath && currentSharedPath !== '") {
const parts = currentSharedPath.split('/"');
let accumulated = '"';
parts.forEach ((part, idx) => {
const separator =
document.createElement ('span');

separator.className = 'breadcrumb-separator';
separator.textContent = ' / ';
bcDiv.appendChild (separator) ;

accumulated += (accumulated ? '/' : '') + part;

const folderSpan =
document.createElement ('span');

folderSpan.className = 'breadcrumb-item';

folderSpan.textContent = part;

if (idx === parts.length - 1) {
folderSpan.classList.add('active');

} else {
folderSpan.style.cursor = 'pointer';
folderSpan.addEventListener('click', () =>

loadSharedFolder (currentSharedOwner, accumulated));
}
bcDiv.appendChild (folderSpan) ;
1)
}

if (currentSharedPath && currentSharedPath !== '"') {
sharedBackLink.style.display = 'inline-flex';
let parentPath = '';
if (currentSharedPath.includes('/')) parentPath =
currentSharedPath.substring (0, currentSharedPath.lastIndexOf('/"));
sharedBackLink.onclick = () =>
loadSharedFolder (currentSharedOwner, parentPath);
} else {
sharedBackLink.style.display = 'none';

}

async function loadSharedWithMe () {

try {
const response = await
fetch('/files/api/shared/with-me"');
if (!response.ok) throw new Error ( HTTP
${response.status} ) ;
const items = await response.json();

renderSharedRootList (items) ;
} catch (err) {
console.error (err) ;
fileListDiv.innerHTML = '<div class="empty-
message">0umbka 3arpy3ku obumx pecypcor</div>"';

}
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function renderSharedRootList (items) {
if (!items.length) {
filelListDiv.innerHTML = "<div class="empty-
message"><i class="bi bi-people"></i><p>loka HeT 0OOLMX
pecypcoB</p></div>";
return;
}
let html = '';
items.forEach (item => {
const iconClass = item.folder ? 'bi-folder-fill
text-warning' : 'bi-file-earmark';
const permissionText = item.permission === 'READ' ?
'ToJibkO uTeHMe' : (item.permission === 'WRITE' ? 'sanuceob'
'ynpaBJyeHue') ;
html +=
<div class="file-item shared-item" data-
owner="${escapeHtml (item.ownerName) }" data-
path="S${escapeHtml (item.resourcePath) }" data-is-dir="${item.folder}"
data-permission="${item.permission}">
<div class="file-name">
<i class="bi ${iconClass}"></1i>
<div style="flex:1;">
<span>${escapeHtml (item.name) }</span>
<span class="shared-badge"><i class="bi
bi-person"></i> ${escapeHtml (item.ownerName) }</span>
<span class="permission-
badge">${permissionText}</span>
</div>
</div>
<div class="action-buttons">
S{!item.folder ? “<button class="btn-
download-shared" data-owner="${escapeHtml (item.ownerName) }" data-
path="S${escapeHtml (item.resourcePath) }"><i class="bi bi-
download"></i></button>" : ''}
S{item.folder && (item.permission ===
'"WRITE' || item.permission === 'MANAGE') ? "<button class="btn-
upload-shared" data-owner="S${escapeHtml (item.ownerName) }" data-
path="S${escapeHtml (item.resourcePath) }"><i class="bi bi-cloud-
upload"></i></button>" : ''}
</div>
</div>
1)
filelListDiv.innerHTML = html;
attachSharedItemEvents () ;

async function loadSharedFolder (owner, path) {

currentSharedOwner = owner;
currentSharedPath = path || '';
try {
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const response = await
fetch (' /files/api/shared/list?owner=${encodeURIComponent (owner) }&pat
h=${encodeURIComponent (path)} ) ;
if (!response.ok) throw new Error();
const items = await response.json();
renderSharedFolderContents (items) ;
updateSharedBreadcrumb () ;
} catch (err) {
console.error (err);
filelListDiv.innerHTML = '<div class="empty-
message">0umbka 3arpysKM COINEPXMMOTO mnankm</div>"';
}
}

function renderSharedFolderContents (items) {
if (!items.length) {

fileListDiv.innerHTML = "<div class="empty-
message"><i class="bi bi-folder2-open"></i><p>Illanka
nycra</p></div>";
return;
}
let html = '';
items.forEach (item => {
const iconClass = item.directory ? 'bi-folder-fill
text-warning' : 'bi-file-earmark';
const fullPath = currentSharedPath ?
currentSharedPath + '/' + item.name : item.name;
html +=

<div class="file-item shared-item" data-
owner="5${escapeHtml (currentSharedOwner) }" data-
path="S${escapeHtml (fullPath) }" data-is-dir="${item.directory}">
<div class="file-name">
<i class="bi S$S{iconClass}"></i>
<div style="flex:1;">
<span>${escapeHtml (item.name) }</span>
<span class="shared-badge"><i class="bi
bi-person"></i> ${escapeHtml (currentSharedOwner) }</span>
</div>
</div>
<div class="action-buttons">
S{!item.directory ? “<button class="btn-
download-shared" data-owner="${escapeHtml (currentSharedOwner) }"
data-path="S${escapeHtml (fullPath) }"><i class="bi bi-
download"></i></button>" : ''}
</div>
</div>
1)
filelListDiv.innerHTML = html;
attachSharedItemEvents () ;
}

function attachSharedItemEvents () {
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document.querySelectorAll ('.btn-download-
shared') .forEach (btn => {
btn.addEventListener ('click', (e) => {
e.preventDefault (),
const owner = btn.getAttribute('data-owner');
const path = btn.getAttribute('data-path');
window.location.href = “/files/download-
shared?owner=${encodeURIComponent (owner) } &path=${encodeURIComponent (
path) };
1)
})
document.querySelectorAll ('.btn-upload-
shared') .forEach (btn => {
btn.addEventListener ('click', (e) => {
e.preventDefault () ;
const owner = btn.getAttribute('data-owner');
const path = btn.getAttribute('data-path');
const filelInput =
document.createElement ('input');

fileInput.type = 'file';
fileInput.onchange = async (ev) => {
const file = ev.target.files[O0];

if (file) {
const formData = new FormData():;
formData.append('file', file);
formData.append('owner', owner);
formData.append('path', path);
await fetch('/files/upload-shared', {
method: 'POST', body: formData });
if (currentSharedOwner &&
currentSharedPath !'== undefined) {
loadSharedFolder (currentSharedOwner,
currentSharedPath) ;
} else {
loadSharedWithMe () ;
}
}
}i
fileInput.click();
1)
1) ;

document.querySelectorAll ('.shared-item') .forEach (item
=>
const isDir = item.getAttribute('data-is-dir') ===
'true';
if (isDir) {
item.style.cursor = 'pointer';
item.addEventListener ('click', (e) => {
if (e.target.closest('.action-buttons'))
return;
const owner = item.getAttribute('data-
owner');

const path = item.getAttribute ('data-path');
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loadSharedFolder (owner, path);

}

async function loadMyFiles() {
try |
const response = await
fetch( /files/api/list?path=${encodeURIComponent (currentPath)} " );
if (!response.ok) throw new Error();
const files = await response.json();
renderFilelist (files);
updateBackLink () ;
updateBreadcrumb () ;
} catch (err) {
console.error (err) ;
filelListDiv.innerHTML = '<div class="empty-
message">0Oumbka 3arpys3ku odanimos</div>"';
}
}

function renderFileList (files) {
if (!files.length) {
fileListDiv.innerHTML = "<div class="empty-
message"><i class="bi bi-folder2-open"></i><p>mw Illanka
nycra</p></div>";

return;
}
let html = '';
files.forEach(file => {
const iconClass = file.directory ? 'bi-folder-fill
text-warning' : 'bi-file-earmark';
const link = file.directory ?

‘/files?path=${encodeURIComponent (currentPath ? currentPath + '/' +
file.name : file.name) }’
‘/files/download?path=${encodeURIComponent (currentPath) } &name=S${enco
deURIComponent (file.name) } ;
html +=
<div class="file-item" data-
name="S${escapeHtml (file.name) }" data-is-dir="${file.directory}"
data-full-path="${currentPath ? currentPath + '/' + file.name
file.name}" draggable="true">
<div class="file-name">
<i class="bi S${iconClass}"></1i>
<a href="${1link}" style="color: inherit;
flex:1; text-decoration: none;" draggable="false">
<span>${escapeHtml (file.name) }</span>
</a>
</div>
<div class="action-buttons">
S{file.directory ? "<a
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href="/files/download-
folder?path=${encodeURIComponent (currentPath) } &éname=5${encodeURICompo
nent (file.name) }" class="download-zip-btn" draggable="false"><i
class="bi bi-file-zip"></i></a>" : ‘<button class="download-btn"
draggable="false"><i class="bi bi-download"></i></button>"}
<form method="post" action="/files/delete"
class="delete-form">
<input type="hidden" name="path"
value="${escapeHtml (currentPath) } ">
<input type="hidden" name="name"
value="S${escapeHtml (file.name) } ">
<button type="submit" class="delete-btn"
draggable="false"><i class="bi bi-trash3"></i></button>
</form>
</div>
</div>
1)
filelListDiv.innerHTML = html;
attachDragEvents () ;
attachRenameTriggers () ;

}

function handleDragStart (e) {

if (currentlyEditingItem) { e.preventDefault(); return
false; }

const item = e.currentTarget;

if (!item) return;

draggedItem = item;

const name = item.getAttribute ('data-name');

const isDir = item.getAttribute('data-is-dir') ===
'true';

e.dataTransfer.setData ('text/plain', JSON.stringify ({
sourcePath: currentPath, sourceName: name, isDir: isDir }));
e.dataTransfer.effectAllowed = 'move';
item.style.opacity = '0.4"';
}
function handleDragEnd() {

if (draggedItem) draggedItem.style.opacity = '1';
draggedItem = null;
document.querySelectorAll ('.drag-over-

folder') .forEach(el => el.classList.remove ('drag-over-folder'));

workspace.classList.remove ('drag-over');
}
function onDragOver (e) {

e.preventDefault () ;

if (e.dataTransfer.types &&

e.dataTransfer.types.includes ('Files')) {
workspace.classList.add ('drag-over');
} else {

workspace.classList.remove ('drag-over');

}

let folder = e.target.closest('.file-item[data-is-
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dir="true"]"');
1f (folder) {

e.dataTransfer.dropEffect = (draggedIlItem &&
draggedItem !== folder) ? 'move' : 'copy';
folder.classList.add ('drag-over-folder');
} else {
e.dataTransfer.dropEffect = 'copy';

}
}
function onDragLeave (e) {
let folder = e.target.closest('.file-item[data-is-
dir="true"]"');
if (folder) folder.classList.remove ('drag-over-folder');
workspace.classList.remove ('drag-over');
}
async function onDrop(e) {
e.preventDefault () ;
document.querySelectorAll ('.drag-over-
folder') .forEach(el => el.classList.remove ('drag-over-folder'));
workspace.classList.remove ('drag-over');
if (e.dataTransfer.files && e.dataTransfer.files.length
> 0) {
const files = Array.from(e.dataTransfer.files);
let targetFolder = e.target.closest('.file-
item[data-is-dir="true"]'");
let targetPath = currentPath;
if (targetFolder) targetPath =
targetFolder.getAttribute ('data-full-path') || currentPath;
await uploadFilesWithConflictHandling(files,
targetPath) ;
return;
}
if (!draggedItem) return;
let targetFolder = e.target.closest('.file-item[data-is-
dir="true"]");
if (!'targetFolder) {
const elements =
document.elementsFromPoint (e.clientX, e.clientY);
for (let el of elements) {
if (el.classList && el.classList.contains('file-

item') && el.getAttribute('data-is-dir') === 'true') {
targetFolder = el;
break;
}
}
}
if (!targetFolder || targetFolder === draggedItem) ({
handleDragEnd(); return; }

const data =
JSON.parse (e.dataTransfer.getData ('text/plain'));

const targetPath = targetFolder.getAttribute('data-full-
path');

const formData = new URLSearchParams () ;
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formData.append ('sourcePath', data.sourcePath || "'");
formData.append('sourceName', data.sourceName) ;
formData.append('targetPath', targetPath || "');

try |
const response = await fetch('/files/move', {
method: 'POST', headers: { 'Content-Type': 'application/x-www—-form-
urlencoded' }, body: formData });
if (response.redirected || response.ok)

window.location.reload() ;
else alert ('Ommbka cepBepa Opu nepeMemeHun') ;
} catch (err) { console.error (err); alert ('He ymajochk
BHIIOJIHMTE IepeMeumeHue'); }
handleDragEnd() ;
}
function attachDragEvents () {
document.querySelectorAll ('.file-item') .forEach(item =>

item.draggable = true;

item.removeEventListener ('dragstart',
handleDragStart) ;

item.removeEventListener ('dragend', handleDragEnd);

item.addEventListener ('dragstart', handleDragStart);

item.addEventListener ('dragend', handleDragEnd);

P
}

filelListDiv.addEventListener ('dragover', onDragOver) ;
fileListDiv.addEventListener ('dragleave', onDragLeave);
filelListDiv.addEventListener ('drop', onDrop):;
workspace.addEventListener ('dragover', onDragOver) ;
workspace.addEventListener ('dragleave', onDragLeave);
workspace.addEventListener ('drop', onDrop);

function startInlineRename (filelItem) {
if (currentlyEditingItem) return;
currentlyEditingItem = fileltem;
fileItem.draggable = false;
const originalName = fileltem.getAttribute ('data-name');
const isDir = fileltem.getAttribute('data-is-dir') ===

'true';
let baseName = originalName, extension = '';
if (!isDir) {
const lastDot = originalName.lastIndexOf('.");
if (lastDot > 0) { baseName =
originalName.substring (0, lastDot); extension =
originalName.substring(lastDot); }
else { baseName = originalName; extension = ''; }
}
const namelLink = fileltem.querySelector ('.file-name a');
const nameSpan = namelLink.gquerySelector('span');
if (!nameSpan) return;
const editorContainer = document.createElement ('div');
editorContainer.className = 'file-name-editing’';
const input = document.createElement ('input');
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input.type = 'text';

input.value = baseName;

input.className = 'inline-rename-input';
input.setAttribute('data-original-base', baseName) ;

input.setAttribute ('data-original-full', originalName) ;

input.setAttribute ('data-extension', extension);

if (!isDir && extension) {
const extSpan = document.createElement ('span');
extSpan.className = 'inline-rename-ext';

extSpan.textContent = extension;
editorContainer.appendChild (input) ;
editorContainer.appendChild (extSpan) ;
} else {
editorContainer.appendChild (input) ;
}
nameSpan.style.display = 'none';
namelLink.insertBefore (editorContainer, nameSpan);
input.focus () ;
input.select () ;

let saving = false;

const cancelRename = () => {
if (!currentlyEditingItem) return;
input.removeEventListener ('blur', saveRename);

input.removeEventListener ('keydown',

keydownHandler) ;

nameSpan.style.display = ;
if (editorContainer.parentNode)

editorContainer.remove () ;

fileItem.draggable = true;
currentlyEditingItem = null;

saving = false;
i
const saveRename = async () => {
if (saving) return;
saving = true;
const newBase = input.value.trim();
const ext = input.getAttribute ('data-extension')

const originalFull = input.getAttribute ('data-

original-full');

const originalBase = input.getAttribute ('data-
original-base');
if (newBase === '' || newBase === originalBase) {
cancelRename (); return; }
const newFullName = isDir ? newBase : newBase + ext;
const params = new URLSearchParams() ;
params.append ('path', currentPath);
params.append('oldName', originalFull);
params.append ('newName', newFullName) ;
try |
const response = await fetch('/files/rename-
ajax', { method: 'POST', headers: { 'Content-Type': 'application/x-
www—form-urlencoded' }, body: params });
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const result = await response.json();
if (result.success) {

filelItem.setAttribute ('data-name',
newFullName) ;

const parentPath = currentPath ? currentPath
+l/l . ll,.

fileTtem.setAttribute ('data-full-path',
parentPath + newFullName) ;

nameSpan.textContent = newFullName;

if (isDir) namelink.href =
‘/files?path=${encodeURIComponent (currentPath ? currentPath + '/' +
newFullName : newFullName) } " ;

else namelLink.href =
‘/files/download?path=${encodeURIComponent (currentPath) } &name=S${enco
deURIComponent (newFullName) } ~;

if (isDir) {

const zipBtn =
fileItem.querySelector ('.download-zip-btn');
if (zipBtn) zipBtn.href =

‘/files/download-
folder?path=${encodeURIComponent (currentPath) } &éname=$ {encodeURICompo
nent (newFullName) } *;

}

cancelRename () ;
} else { alert ('He ymanochp nepemMeHoBaTb: ' +
(result.message || 'HemzBecTHas ommbka')); cancelRename(); }
} catch (err) { console.error(err),; alert ('Ommbka
npu nepemMeHoBaHuM'); cancelRename(); }
finally { saving = false; }

}s

function keydownHandler (e) {

if (e.key === 'Enter') { e.preventDefault();
saveRename (); }

else 1if (e.key === 'Escape') { e.preventDefault();
cancelRename (); }

}
input.addEventListener ('blur', saveRename);
input.addEventListener ('keydown', keydownHandler)
}
function attachRenameTriggers ()
document.querySelectorAll ('
a').forEach(link => {
link.removeEventListener ('dblclick', renameHandler);
link.addEventListener ('dblclick', renameHandler);

{
.file-item .file—-name

1)
}
function renameHandler (e) {
e.preventDefault (); e.stopPropagation();
const fileItem = e.currentTarget.closest('.file-item');
if (fileltem && !currentlyEditingItem)
startInlineRename (filelItem) ;
}

attachRenameTriggers() ;
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async function getFilelList (folderPath) {
try {
const response = await
fetch (' /files/api/list?path=${encodeURIComponent (folderPath)} " );
if (!response.ok) return [];
const data = await response.json();
return data.map(f => f.name);
} catch (err) { console.error (err),; return []; }
}

function generateUniqueName (originalName, existingNames) {

const lastDot = originalName.lastIndexOf('.");
const base = lastDot > 0 ? originalName.substring (0,
lastDot) : originalName;

const ext = lastDot > 0 ?
originalName.substring(lastDot) : '';
let counter = 1;
let newName = "“${base} (xomnmua)s{ext} ;
while (existingNames.includes (newName)) { counter++;
newName = "“S${base} (xomnmumsa S{counter})S{ext} ; }
return newName;
}
async function uploadSingleFile(file, targetPath,
conflictAction, existingNames)

let finalFileName = file.name;

if (conflictAction === 'rename') finalFileName =
generateUniqueName (file.name, existingNames) ;

const renamedFile = new File([file], finalFileName, {

type: file.type });
const formData = new FormData();
formData.append('file', renamedFile);
formData.append('path', targetPath);

if (conflictAction === 'replace')
formData.append('conflictAction', 'replace');

else if (conflictAction === 'rename')
formData.append('conflictAction', 'rename');

const response = await fetch('/files/upload', { method:
'POST', body: formData });

if (!response.ok && !response.redirected) throw new

Error ( Ommbka 3arpy3ku njug S{finalFileName} ) ;
return response;
}
async function uploadFilesWithConflictHandling(files,
targetPath) {
if (!files || files.length === 0) return;
let existingNames = await getFilelist (targetPath);
for (let 1 = 0; i < files.length; i++) {

const file = files[i];
if (existingNames.includes(file.name)) {
const conflictModal = new

bootstrap.Modal (document.getElementById('fileConflictModal'));

document.getElementById('conflictFileName') .textContent = file.name;
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const action = await new Promise ((resolve) => {
const replaceBtn =
document.getElementById('conflictReplaceBtn') ;
const renameBtn =
document.getElementById('conflictRenameBtn') ;
const modalElem =
document.getElementById('fileConflictModal');
const cleanup = () => {
replaceBtn.removeEventListener ('click',
replaceHandler) ;
renameBtn.removeEventListener ('click',
renameHandler) ;

modalElem.removeEventListener ('hidden.bs.modal', hiddenHandler);
i
const replaceHandler = () => { cleanup():

resolve ('replace'); };
() => { cleanup():

const renameHandler
resolve ('rename'); };

const hiddenHandler () => { cleanup():

resolve ('cancel'); };

replaceBtn.addEventListener ('click',
replaceHandler) ;

renameBtn.addEventListener ('click',
renameHandler) ;

modalElem.addEventListener ('hidden.bs.modal', hiddenHandler, { once:
true });
conflictModal.show () ;
1)
if (action === 'cancel') continue;
awailt uploadSingleFile(file, targetPath, action,
existingNames) ;
if (action === 'rename') {
const newName =
generateUniqueName (file.name, existingNames) ;
existingNames.push (newName) ;
}
} else {
await uploadSingleFile(file, targetPath,
'replace', existingNames) ;
existingNames.push (file.name) ;
}
}

window.location.reload() ;

}

async function showProperties(filelItem) {
const fullPath = fileltem.getAttribute('data-full-
path');
const isDir = fileltem.getAttribute('data-is-dir') ===
'true';
if (!fullPath) return;
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propertiesContent.innerHTML = "<div class="text-center
py-4"><div class="spinner-border text-primary"
role="status"></div></div>";

propertiesModal.show () ;

try {

const response = await
fetch (" /files/api/properties?path=${encodeURIComponent (fullPath)} ") ;

if (!response.ok) throw new Error ('He ymanocs
3arpy3UThL CBOMCTRA') ;

const data = await response.json();

const iconClass = isDir ? 'bi-folder-fill text-
warning' : 'bi-file-earmark';

const sizeText = formatFileSize (data.size);

const containsText = isDir ? (data.itemCount !==
undefined ? “${data.itemCount} »memMeHTOB : '—') : null;

const created = data.creationTime ? new
Date (data.creationTime) .toLocaleString() : '—';
const modified = data.lastModifiedTime ? new
Date (data.lastModifiedTime) .toLocaleString () : '—';
const owner = data.owner || '—';
let html =
<div class="file-icon-large"><i class="bi
S${iconClass}" style="font-size: 4rem;"></i></div>
<table class="properties-table">
<tr><td style="font-weight:600;
width:120px; ">Ma: </td><td>${escapeHtml (data.name) }</td></tr>
<tr><td style="font-weight:600;">Tum:
</td><td>${isDir ? 'llamnka' : 'damn'}</td></tr>
S{!isDir ? “<tr><td style="font-
weight:600; ">Pasmep: </td><td>${sizeText}</td></tr>"
<tr><td style="font-weight:600;">Pazmep:
</td><td>${sizeText}</td></tr>
<tr><td style="font-weight:600;">Conepxur:
</td><td>${containsText}</td></tr>
)
<tr><td style="font-weight:600;">Co3maHn:
</td><td>${created}</td></tr>
<tr><td style="font-weight:600;">/3MeHEH:
</td><td>${modified}</td></tr>
<tr><td style="font-weight:600;">Buanemnei:
</td><td>${escapeHtml (owner) }</td></tr>
</table>

propertiesContent.innerHTML html;
} catch (err) {
console.error (err);
propertiesContent.innerHTML = "<div class="alert
alert-danger">He ymajioch 3arpysmuThb cBoucTea</div>";
}
}
function formatFileSize (bytes) {
if (bytes === undefined || bytes === null) return '—';
if (bytes === 0) return 'O Bawut';
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const k = 1024;
const sizes = ['Baur', 'KB', 'MB', 'I'B'];
const i = Math.floor (Math.log(bytes) / Math.log(k));
return parseFloat ((bytes / Math.pow(k, 1)).toFixed(2)) +
+ sizes[i];
}
function escapeHtml (str) { i1if (!str) return ''; return
str.replace(/[&<>]/g, m => ({ '&':'samp;"', '<':'glt;', '>':'g&gt;'
pml)) s }

filelListDiv.addEventListener ('click', (e) => {
const icon = e.target.closest('.file-name i');
if (icon) { e.preventDefault(); e.stopPropagation();
const filelItem = icon.closest('.file-item'); if (fileItem)
showProperties (fileltem); }

1)

let selectedMovePath = '';

let currentMoveSourceltem = null;

function renderFolderTree (folders, container, parentPath,
excludePath) {

if (!folders || folders.length === 0) {
if (container ===
document.getElementById ('folderTree')) container.innerHTML = '<div
class="text-muted text-center py-3">HeT moCTymnHHX nanoxk</div>"';
return;

}
const wrapper = document.createklement ('div');
for (const folder of folders) {
const fullPath = parentPath ? parentPath + '/' +

folder.name : folder.name;
if (excludePath && (fullPath === excludePath ||
fullPath.startsWith (excludePath + '/'))) continue;
const node = document.createklement ('div');
node.className = 'folder-tree-node';
const itemDiv = document.createElement ('div');
itemDiv.className = 'folder-tree-item';

itemDiv.setAttribute ('data-path', fullPath);

const hasChildren = folder.children &&
folder.children.length > 0;

const toggle = document.createElement ('span');

toggle.className = 'folder-tree-toggle';

toggle.textContent = hasChildren 2 'P' : '';

const iconSpan = document.createElement ('span');

iconSpan.innerHTML = '<i class="bi bi-folder-£fill
text-warning"></1i>";

const nameSpan = document.createElement ('span');

nameSpan.textContent = folder.name;

nameSpan.style.flex = '1"';

itemDiv.appendChild (toggle) ;

itemDiv.appendChild (iconSpan) ;

itemDiv.appendChild (nameSpan) ;

node.appendChild (itemDiv) ;
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if (hasChildren) {
const childrenContainer =
document.createElement ('div') ;
childrenContainer.className = 'folder-tree-
children';
renderFolderTree (folder.children,
childrenContainer, fullPath, excludePath);
toggle.addEventListener ('click', (e) => {
e.stopPropagation () ;
childrenContainer.classList.toggle('open');
toggle.textContent =
childrenContainer.classList.contains ('open') 2?2 '¥V' : 'p';
1)
node.appendChild(childrenContainer) ;
}

itemDiv.addEventListener ('click', () => {
document.querySelectorAll ('.folder-tree-
item') .forEach(el => el.classlList.remove ('selected'));

itemDiv.classlList.add('selected');
selectedMovePath = fullPath;

document.getElementById('confirmMoveBtn') .disabled = false;
1)
wrapper.appendChild (node) ;
}
container.innerHTML = '';
container.appendChild (wrapper) ;
}
async function loadFolderTree (excludePath = "'') {
const treeContainer =
document.getElementById('folderTree');

treeContainer.innerHTML = '<div class="text-center py-
4">3arpy3Ka narok...</div>"';
try |
const response = await
fetch('/files/api/folders?path=");
if (!response.ok) throw new Error ('He ynajocsk
3arpys3muUTh nankm');
const folders = await response.json();
renderFolderTree (folders, treeContainer, '',

excludePath) ;
} catch (err) {
console.error (err);
treeContainer.innerHTML = '<div class="alert alert-
danger">He ymajioch 3arpysmuTh CTPYKTYPY oamnok</div>';
}
}

async function loadCurrentShares() {
const path = currentShareltem.getAttribute ('data-full-
path');
const response = await fetch( ' /files/api/shared/by-
me?path=${encodeURIComponent (path)} ) ;
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const shares = await response.json();
const container = document.getElementById('sharesList');
if (!shares.length) {

container.innerHTML = '<div class="text-muted">HeT
rojib30BaTesielr ¢ mocTynoM</div>"';
return;
}
let html = '<div class="list-group">';

shares.forEach (s => {
html += "<div class="list-group-item d-flex justify-
content-between align-items-center">
<span><i class="bi bi-person"></i>
$S{escapeHtml (s.sharedWithUsername)} (${s.permission})</span>
<button class="btn btn-sm btn-outline-
danger revoke-share" data-
username="${escapeHtml (s.sharedWithUsername) }">Ynamure</button>
</div>";
})
html += '</div>"';
container.innerHTML = html;

document.querySelectorAll ('.revoke-share') .forEach (btn
:>{
btn.addEventListener ('click', async () => {

const username = btn.getAttribute ('data-
username') ;

const path =
currentShareltem.getAttribute ('data-full-path');

await

fetch (" /files/share?path=${encodeURIComponent (path) } &username=${user
name} , { method: 'DELETE' });
loadCurrentShares () ;
1)
1) ;

const usernamelnput =
document.getElementById ('shareUsername') ;
const searchResults =
document.getElementById ('userSearchResults');
usernameInput.addEventListener ('input', async () => {
const query = usernamelnput.value.trim();
if (query.length < 2) { searchResults.innerHTML = '';
return; }

const response = await

fetch (' /files/api/users/search?g=${encodeURIComponent (query)} ) ;
const users = await response.json();
if (!users.length) { searchResults.innerHTML = '<div

class="list-group-item text-muted">losb30BaTennr He HaumeHw</div>"';
return; }

searchResults.innerHTML = users.map(u => "<div
class="list-group-item list-group-item-action user-suggestion" data-
username="${escapeHtml (u.username) }">S${escapeHtml (u.username) }</div>
Y).join (')
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document.querySelectorAll ('.user-suggestion') .forEach (el

el.addEventListener ('click', () => {
usernameInput.value = el.getAttribute ('data-
username') ;
searchResults.innerHTML = '';

document.getElementById('addShareBtn') .addEventListener ('click',

async () => {
const username = usernamelnput.value.trim();
if (!'username) return;

const permission =
document.getElementById('sharePermission') .value;
const path = currentShareltem.getAttribute('data-full-
path');
const isFolder = currentShareltem.getAttribute('data-is-
dir') === 'true';
await fetch('/files/share', {
method: 'POST',
headers: { 'Content-Type': 'application/x-www-form-
urlencoded' 1},
body: new URLSearchParams ({ path, isFolder,
username, permission })
})
usernamelnput.value = '';
loadCurrentShares () ;

1)

let currentTargetItem = null;
function hideMenu () { contextMenu.style.display = 'none';
currentTargetItem = null; }

function showContextMenu (e, targetlItem) {
hideMenu () ;
currentTargetItem = targetltem;

const createFolder =
document.getElementById('ctxCreateFolder');
const rename = document.getElementById('ctxRename')
const move = document.getElementById('ctxMove');
const uploadHere =
document.getElementById ('ctxUploadHere') ;
const download = document.getElementById('ctxDownload')
const downloadZip =
document.getElementById ('ctxDownloadZip') ;
const share = document.getElementById('ctxShare');
const properties =
document.getElementById('ctxProperties');
const del = document.getElementById('ctxDelete');
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downloadZip,
el.style.display =

[createFolder,
properties,
'none’';

share,

rename, move, uploadHere, download,
del].forEach(el => { 1if (el)
1)

if ('targetlItem) {
if (currentMode === 'my') {
if (createFolder) createFolder.style.display =
'flex';
if (uploadHere) uploadHere.style.display =
'flex';
} else {
if (uploadHere) uploadHere.style.display =
'flex';
}
}
else {
const isDir = targetltem.getAttribute('data-is-dir'")
=== 'true';
if (currentMode === "'my') {
if (rename) rename.style.display = 'flex';
if (move) move.style.display = 'flex';
if (share) share.style.display = 'flex';
if (del) del.style.display = 'flex';
if (properties) properties.style.display =
'flex';
if (isDir) {
if (uploadHere) uploadHere.style.display =
'flex';
if (downloadZip) downloadZip.style.display =
'flex';
} else {
if (download) download.style.display =
'flex';
}
} else {
// pexum obmmx Gbanios
if (!isDir && download) download.style.display =
'flex';
if (properties) properties.style.display =
'flex';
if (isDir && targetItem.getAttribute('data-
permission') !== 'READ') {
if (uploadHere) uploadHere.style.display =
'flex';
}
}
}
contextMenu.style.left = e.pageX + 'px';
contextMenu.style.top = e.pageY + 'px';
contextMenu.style.display = 'block';
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}

workspace.addEventListener ('contextmenu', (e) => {
e.preventDefault (),
const targetItem = e.target.closest('.file-item');
showContextMenu (e, targetltem);

1)

document.getElementById('ctxCreateFolder') .onclick = () => {
createFolder(); hideMenu(); };
document.getElementById('ctxRename') .onclick = () => { if
(currentTargetItem && !currentlyEditingItem)
startInlineRename (currentTargetItem); hideMenu(); };
document.getElementById('ctxMove') .onclick = () => {
if (currentTargetlItem && currentMode === 'my') {
hideMenu () ;
currentMoveSourceltem = currentTargetItem;

const sourceFullPath =
currentTargetItem.getAttribute ('data-full-path') || '';

selectedMovePath = '';

document.getElementById ('confirmMoveBtn') .disabled =

true;
const moveModal = new
bootstrap.Modal (document.getElementById ('moveFolderModal')) ;
loadFolderTree (sourceFullPath) .then (() =>
moveModal.show ());
}
i
document.getElementById ('ctxUploadHere') .onclick = () => {
if (!currentTargetItem) {
const filelInput = document.createElement ('input'):;
fileInput.type = 'file'; filelInput.multiple = true;
fileInput.onchange = (e) => { if

(e.target.files.length)
uploadFilesWithConflictHandling (Array.from(e.target.files),
currentPath); };

fileInput.click();

} else {
const isDir = currentTargetItem.getAttribute('data-
is-dir') === 'true';
if (currentMode === 'my' && isDir) {

const targetPath =
currentTargetItem.getAttribute ('data-full-path');

const filelInput =
document.createElement ('input');

fileInput.type = 'file'; fileInput.multiple =
true;

fileInput.onchange = (e) => { if
(e.target.files.length)
uploadFilesWithConflictHandling (Array.from(e.target.files),
targetPath); };

fileInput.click();

} else if (currentMode === 'shared' && isDir &&
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currentTargetItem.getAttribute ('data-permission') !== 'READ') {
const owner =
currentTargetItem.getAttribute ('data-owner');
const path =
currentTargetItem.getAttribute ('data-path');
const filelInput =
document.createElement ('input');

fileInput.type = 'file';
fileInput.onchange = async (ev) => {
const file = ev.target.files[0];

if (file) {
const formData = new FormData();
formData.append('file', file);
formData.append('owner', owner);
formData.append('path', path);
await fetch('/files/upload-shared', {
method: 'POST', body: formData });
loadSharedFolder (owner, path);
}
i
fileInput.click();
}
}
hideMenu () ;
}:
document.getElementById('ctxDownload') .onclick = () => {
if (currentTargetItem) ({
if (currentMode === "'my') {
const downloadLink =
currentTargetItem.querySelector('.file-name a');
if (downloadLink && downloadLink.href)
window.location.href = downloadLink.href;
} else 1if (currentMode === 'shared' &&
currentTargetItem.getAttribute ('data-is-dir') === 'false') {
const owner =
currentTargetItem.getAttribute ('data-owner');

const path =
currentTargetItem.getAttribute ('data-path');
window.location.href = " /files/download-

shared?owner=${encodeURIComponent (owner) } &path=${encodeURIComponent (
path) };
}
}

hideMenu () ;

i

document.getElementById('ctxDownloadZip') .onclick = () => {
if (currentTargetlItem && currentMode === 'my') {

const zipLink =
currentTargetItem.querySelector ('.download-zip-btn');

if (zipLink && zipLink.href) window.location.href =
zipLink.href;

}
hideMenu () ;
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}i

document.getElementById('ctxShare') .onclick = () => {
if (currentTargetlItem && currentMode === 'my') {
currentShareltem = currentTargetItem;
const name = currentTargetItem.getAttribute ('data-
name') ;
document.getElementById ('shareResourceName') .innerText = name;
loadCurrentShares () ;
shareModal.show () ;
}
hideMenu () ;
}i
document.getElementById('ctxProperties') .onclick = () => {
if (currentTargetItem) {
showProperties (currentTargetItem); }
hideMenu () ;
}i
document.getElementById ('ctxDelete') .onclick = () => {
if (currentTargetlItem && currentMode === 'my') {
const deleteForm =
currentTargetltem.querySelector ('.delete-form');
if (deleteForm) deleteForm.submit ()
}
hideMenu () ;
}:
document.addEventListener ('click', hideMenu) ;
window.addEventListener ('scroll', hideMenu):;
document.getElementById('confirmMoveBtn') .addEventListener ('click',
async () => {
if (!currentMoveSourceltem || !selectedMovePath) return;

const sourceName =
currentMoveSourceltem.getAttribute ('data-name') ;

const formData = new URLSearchParams() ;

formData.append('sourcePath', currentPath);

formData.append('sourceName', sourceName) ;

formData.append('targetPath', selectedMovePath);

try f
const response = await fetch('/files/move', ({
method: 'POST', headers: { 'Content-Type': 'application/x-www-form-
urlencoded' }, body: formData });
if (response.redirected || response.ok)

window.location.reload() ;
else alert ('He ymasochk nepeMecTuTh');
} catch (err) { console.error(err); alert ('Ommbka npu
nepeMeumeHun') ; |}

bootstrap.Modal.getInstance (document.getElementById ('moveFolderModal
")) .hide () ;

1)
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function createFolder () {
const modal = new
bootstrap.Modal (document.getElementById('createFolderModal'));
const input = document.getElementById('newFolderName') ;
input.value = '';
modal.show () ;

const onShown = () => { input.focus();
input.removeEventListener ('shown.bs.modal', onShown); };
document.getElementById('createFolderModal') .addEventListener ('shown

.bs.modal', onShown, { once: true });

}

document.getElementById('confirmCreateFolder') .addEventListener('cli
ck', () => {

const folderName =
document.getElementById ('newFolderName') .value.trim() ;

if (!folderName) { alert ('Bremmre mMMg nankm'),; return; }

const form = document.createElement ('form');

form.method = '"POST'; form.action = '/files/create-
folder'; form.style.display = 'none';

const pathInput = document.createElement ('input'):;
pathInput.type = 'hidden'; pathInput.name = 'path'; pathInput.value
= currentPath;

const namelInput = document.createElement ('input'):;
namelInput.type = 'hidden'; namelnput.name = 'name'; namelnput.value
= folderName;

form.appendChild (pathInput) ;
form.appendChild (nameInput) ;
document .body.appendChild (form); form.submit ();
})

document.getElementById('newFolderName') .addEventListener ('keypress'
, (e) => { 1f (e.key === 'Enter') { e.preventDefault():
document.getElementById('confirmCreateFolder') .click(); } });

async function setMode (mode) {

currentMode = mode;

if (mode === 'my') {
myNav.style.display = 'flex';
sharedNav.style.display = 'none';
currentPath = getCurrentPathFromUrl () ;
await loadMyFiles()
updateBackLink () ;
updateBreadcrumb () ;

} else {
myNav.style.display = 'none';
sharedNav.style.display = 'block';
currentSharedOwner = '';
currentSharedPath = '';
await loadSharedWithMe () ;
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sidebarItems.forFach (item => {
const itemMode = item.getAttribute('data-mode');
if (itemMode === mode) item.classlist.add('active');
else item.classlist.remove ('active');
1)
}

sidebarItems.forEach(item => {
item.addEventListener ('click', () =>
setMode (item.getAttribute ('data-mode'))) ;
1) ;

floatingBtn.addEventListener ('click', () =>
hiddenFileInput.click());
hiddenFileInput.addEventListener ('change', (e) => {

if (e.target.files.length)
uploadFilesWithConflictHandling (Array.from(e.target.files),
currentPath) ;
hiddenFileInput.value = '';
}) g

newFolderBtn.addEventListener ('click', createFolder);

filelListDiv.addEventListener ('dblclick', (e) => {

if (e.target.closest('.file-name a')) return;
const fileltem = e.target.closest('.file-item');
if (!fileItem) return;
const isDir = fileltem.getAttribute('data-is-dir') ===
'true';
if (isDir && currentMode === 'my') {
const link = fileItem.querySelector('.file-name a');
if (link && link.href) window.location.href =
link.href;
}
1)
fileListDiv.addEventListener ('click', (e) => {
const downloadBtn = e.target.closest('.download-btn');
if (downloadBtn && currentMode === 'my') {
e.preventDefault () ;
const fileItem = downloadBtn.closest('.file-item'");
if (fileItem) { const downloadLink =
fileItem.querySelector('.file-name a'); if (downloadLink &&

downloadLink.href) window.location.href = downloadLink.href; }

}
}) s
window.addEventListener ('popstate', () => {
currentPath = getCurrentPathFromUrl () ;
if (currentMode === 'my') {
updateBackLink () ;
updateBreadcrumb () ;
loadMyFiles () ;
}
1)
setMode ('my"') ;
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</script>
</body>
</html>

daiin «login.html»

<!DOCTYPE html>
<html xmlns:th="http://www.thymeleaf.org">
<head>
<meta name="viewport" content="width=device-width, initial-
scale=1, user-scalable=yes">
<title>Bxozm</title>
<link
href="https://cdn.jsdelivr.net/npm/bootstrap@5.3.0/dist/css/bootstra
p.min.css" rel="stylesheet">
<style>
body {
background: linear-gradient (135deg, #1lcc88a, #4e73df);
height: 100vh;
}
.card {
border-radius: 15px;
}
</style>
</head>
<body class="d-flex align-items-center justify-content-center">
<div class="card p-4 shadow" style="width: 400px;">
<h3 class="text-center mb-3">Bxon</h3>

<div th:if="${session.login error}" class="alert alert-danger"
th:text="${session.login error}"></div>

<div th:if="S${param.error != null and session.login error ==
null}" class="alert alert-danger">losb30BaTesb 3abjOKMpPOBaH.</div>

<div th:if="${param.logout}" class="alert alert-info">Bu BHILIU
U3 cucTeMe.</div>

<form method="post" action="/login">
<div class="mb-3">
<input class="form-control" name="username"
placeholder="VwMsa nombz0BaTena" required>
</div>
<div class="mb-3">
<input class="form-control" type="password"
name="password" placeholder="Ilapoar" required>
</div>
<button class="btn btn-success w-100">Bonru</button>
</form>
<div class="text-center mt-3">
<a href="/register">Coszmars akkayHT</a>
</div>
</div>
<script

JIuct

Mam. | Jluct | No nokym. |Ilommuce | ara

1Y 1.090301.02.001 I13 138




src="https://cdn.jsdelivr.net/npm/bootstrap@5.3.0/dist/js/bootstrap.
bundle.min.js"></script>

</body>

</html>

daiin «register.htmly

<!DOCTYPE html>
<html xmlns:th="http://www.thymeleaf.org">
<head>
<title>Perucrpaumusa</title>
<link
href="https://cdn.jsdelivr.net/npm/bootstrap@5.3.0/dist/css/bootstra
p.min.css" rel="stylesheet">
<style>
body {
background: linear-gradient (135deg, #4e73df, #1cc88a);
height: 100vh;
}
.card {
border-radius: 15px;
}
</style>
</head>
<body class="d-flex align-items-center justify-content-center">
<div class="card p-4 shadow" style="width: 400px;">
<h3 class="text-center mb-3">CosmaHue akkayHTa</h3>

<form method="post" onsubmit="return validatePasswords () ">
<div class="mb-3">
<input class="form-control" name="username"
placeholder="VwMsa nombz0BaTena" required>
</div>
<div class="mb-3">
<input class="form-control" type="password"
id="password" name="password" placeholder="Iapojap" required>
</div>
<div class="mb-3">
<input class="form-control" type="password"
id="confirmPassword" placeholder="IlonreepxneHmue mnapossa" required>
</div>
<div id="error" class="text-danger mb-2"></div>
<button class="btn btn-primary w-
100" >3aperucrpupoBarsbca</button>
</form>

<div th:if="S{error}" class="alert alert-danger alert-
dismissible fade show" role="alert">
<span th:text="${error}"></span>
<button type="button" class="btn-close" data-bs-
dismiss="alert"></button>
</div>
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<div class="text-center mt-3">
<a href="/login">Yxe ecTb akkayHT?</a>

</div>
</div>
<script>
function validatePasswords () {
const pass = document.getElementById ("password") .value;

const confirm =
document.getElementById ("confirmPassword") .value;

Mawm. | Jluct| No goxym. |Iloanumcs | Hata

if (pass !== confirm) {
document.getElementById ("error") .innerText = "llaposau He
coBmnamanT";
return false;
}
return true;
}
</script>
</body>
</html>
Jluct
Iy 1.090301.02.001 113 140




IMpuioxenue B

(o0s13aTesIbHOE)

Kopmioparusnas ¢aiinoBas miatdgopma ¢ pojaeBoil MOJEIBIO JOCTyIIA

[Ipe3enTanus

Wsm.

JIuct

No nokym.

Tlonmuce

Jlara

1Y 1.090301.02.001 I13

JIuct

141




TemMa paboTbl:
«KopnopaTtmnBHaa pannosad
nnaTdopmMa C poneBon MoaeNbo
O0CTyna»

ABTOp paboTbl: CTYAEHT rpynnbl
22BBB1 [yHtowkuH B.A.
PykoBoguTtensb: A.T.H.,
npodcpeccop kadeaps! BT
lN'ypuH E.WN.

\ Llenb v 3agaun paboTbl

Lenb: paspabortate BEO-npunoxeHve Ans LeHTpann3oBaHHOro
XpaHeHust (hannoB C pasrpaHMyeHnemM AoCTyna no possm u
ABYX(pakTopHOW ayTeHTUhUKaLnen.

3apaum:

e AHanus aHanoros
lNpoexkTnpoBaHune Beb-NpunoxeHns
Peanusaunsa cepBepHOM Norukn
CosgaHue nHtepdenca
BHegpeHue gByxdakTopHON ayTeHTUMKaUUM n ayguTa
TecTupoBaHue
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\ AHann3 aHanoros

Angekc Ouck: OrpaHnYeHHble BO3MOXHOCTH

HaCTpOﬁI{H pOJ'IEﬁ; 3aBUCHUMOCTL OT

CTOPOHHEro cepBuca; YacTb yHKUMoHana
[OCTYNHAa TONLKO NO NNaTHOW Nognucke

Nextcloud: CnoxHocTe BHegpeHua n
HaACTPOWKKW; HEODX0OMMOCTE HaNnM4UA
coBCTBEHHOIO cepBepa; BbiCOKWMe TpeboBaHus K
dAMWHWUCTPUPOBAHWID,; AONONHWUTENEHEIE
3aTpaTkl Ha NogAepXKy MHPaCTPYKTYpPEI

- . . 8 s 8 =
= - ® 4+ = & ’ .

Tpe6boBaHusa K nnatcpopme

Peructpauusa n ayteHtudmkauyms (norud/napons + 2FA)

PoneBas mogenb: nonb3oBarens (paborta ¢ channamu), MeHegxep (ayaut +
ynpasneHne ponsmMu), agMuUHUCTpaTop (MOSHbIM KOHTPOSb)

Onepauwu C (baﬁnaMM: 3arpys3ka, CkadmBaHue, yoaneHue, nepemmeHosaHue,

nepemMeLlleHune, co3ngaHune narnok

O6wWwumn gocTyn: BO3MOXHOCTb NOAENUTLCSA 3ANEeMeHTaMu ¢ ApYrumMu
nonb3oBaTensmu

XypHan ayauTta c ounbsrpauuven

AaMuHUCTpUpoBaHue nonb3oBatenen (6rnokMpoBka, CMeHa ponen, 3anper
3arpysku/cka4ymBaHus)
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CTek TexHonormm

\ ApXUTEKTYpa NPUNOXKEHUSA

KnueHtckas vyactk — Beb-bpaysep. MNonb3oeaTtens B3auMoaencTeyeT ¢ cuctemoi Yepes HTML-cTpaHuubl

Cepeep npunoxeHuin — HanwcaHd Ha Java 17 ¢ ucnone3aoeaHuem Spring Boot, Cepeep obpabatuisaer

HTTP-3anpocel, BLINONHAET GU3HEC-NOrMKY (KOHTPONNEepkl, CepBMChl), YNpaBnaeT QocTynomM K hainoson

CUCTEME W B3auMoAencTRyeT ¢ 6330l JaHHLIX

Baza ganHeix PostgreSQL — xpaHnT MeTavHhopMaUunio: yHETHLIE 3anMcK NoNs30BaTENEN, PONW, XKypHaN

ayauTa, 3anucu 06 obwem o

yne

DainoBoe XPaHUNULLE — JMPEKTOPWA Ha AMCKE CEpBepa, e COXPaHAKTCA NONbA0BATENLCKUE halnb

bpayep

Be6-Cepeep Basa QaHHbIX

daiknosoe
XPaAHUNHLLE
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NMpoekTupoBaHue 6a3bl AaHHbLIX

MypHan aygurs

Monk3oBaTenu — Tabnuua coaepXuT
NOMWH, XeLw Naporsi, ponb, dnarv
aKTMBHOCTW U ABYX(haKTOPHOMW 3alUNTbI.

XKypHan ayauTta — tabnuua doukcupyer
BCE AencTBuA (Tun, uensb, IP, Bpems).

O6wmin pecypcbl — Tabnuua “obwme
pecypchl” cBA3bIBaET BNagensua u
nonyyarens, XpaHuT nyTb K pecypcy,
ypoeeHb npas (READ, WRITE,
MANAGE) » npu3Hak nanku.

CHitges proypois
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Ounarpamma npeLeaeHToB agMuHucTpaTopa

NMonb3oBaTenbCKUn MHTepdenc

Brnrouenne asyxdakropHor
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Nonb3oBaTenbCKUU nHTEepdenc

@ Cloud Disk

3aknro4yeHue

MNpeumywecTBa paspabotaHHou nnathopmbl  MNepcnekTUBbLI pa3BUTUA

mMbKocTb — npaea oocTyna HacTpauBakTCcA Ha
YPOBHe OTAenbHbIX (harknoB 1 Nanok ¢ Tpems

BapuaHTamMu

BezonacHocTb — Naponu XxpaHaTcs B
3awundpoBaHHoM BUAe, Nepefada AaHHelx no HTTPS,

npoeepka 2FA

¥Yno6cTBO — MHTYWTUBHO NOHATHEIA MHTEpdENC C

BepcuoHupoeaHue cpainos —
XpaHeHWe NCTOPUN N3MEHEHWIA
AOKYMEHTA C BO3MOXHOCTbLIO OTKaTa K
npeablgyLlen Bepcum

HdononHuTenkeHble chopMaThl ayauTa —
JKCMOPT XKypHana cobbiTvi B CSV unu
PDF nna BHelwHero ayguTa

nepetackieaHeM dainos, KOHTEKCTHBIM MEHI0,

ACUHXPOHHEIM obHoOBNEHWemM cnucka

NokanbHoe pa3BepTbiBaHUe — He TpebyeTcs
NOAKMKYEHUE K BHELUHMM 0BnayHbIM cepeepam

MNarnHayma ana SonbWMX NaNoK —
410Dl NPK Nankax ¢ Thica4amu hannos
nHTepdenc He TOpMO3nn
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