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Ilepeuenb cokpaleHuii 1 0003HAYeHU

bJ1 — 6a3a naHHBIX

MU — ncKycCTBEHHBIN NHTEIIEKT

OC — onepaunroHHas cucrema

CVYB]I — cucrema yripapiieHus: 6a3aMu TaHHBIX

Al — (anrn. Artificial Intelligence) — uCKycCTBEHHBIN MHTEIUICKT

APl — (anmn. Application Programming Interface) — mnporpammubiii uHTEpdeEiic
MIPYIOKCHHUS

GUI — (anm. Graphical User Interface) — rpadguueckuii nuntepdeic moab3oBaress

IDE — (anmn. Integrated Development Environment) — wuHTerpupoBaHHas cpena
pa3paboTKH

ODBC — (anmn. Open Database Connectivity) — OTKpbITBIN HHTEpdEelic focTyna K 0azam
JTAaHHBIX

TCP — (anrn. Transmission Control Protocol) — mpoTtokon ymnpasieHust nepemayeit
daiision

SQL — (anm. Structured Query Language) — cTpyKTypHpOBaHHBIM SI3bIK 3aITPOCOB

UML - (anmn. Unified Modeling Language) — yHUQUIIUPOBAHHBIA S3BIK
MOJICJIMPOBAHMUS
Jluct
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BBenenue

B coBpemennoMm wuHpopMaoHHOM oOmiecTBe 3((EKTUBHAS BHYTPECHHSA
KOMMYHUKAIS SBIISIETCS OHUM U3 KITIOUEBBIX YCIOBH CTAOUIBHON U PE3yIbTaTUBHON
pabotel mpennpusTuil. g pemieHus KOMMYHHUKAIIMOHHBIX 3aJad HCIONb3YHOTCS
pa3iInyHble WHCTPYMEHTHI, BKJIIOYAs 3JCKTPOHHYIO IMOUTY, TOJOCOBYIO U BUACOCBS3b,
KOPIIOPATHUBHbBIE TMOPTAJIbI, OJJHAKO HamOoJiee OMEPaTUBHBIM M YIOOHBIM CIOCOOOM
MMOBCEIHEBHOTO OOMeHa HH(OPMAIIHEH 0CTAIOTCS MECCEHIKEPHI.

Ha mpakTuke mupoxoe pacrpocTtpanenue nomyumm Telegram, Bkonrakre (Vk)
MOCKOJIbKY OHM 00€CIIeYMBaIOT OBICTPhIi 0OMEH TEKCTOBBIMU COOOIIEHUAMH, (ailiiamMmu
U CIIy’)keOHBIMU yBemoMIIeHUSIMU. OTHOBPEMEHHO C ATHM JIsl MHOTHX OpTaHU3alnui
KPUTUYHBIMH CTAHOBSITCST BOMPOCHl KOH(UIEHIIMATBLHOCTH, KOHTPOJS JOCTyNa H
XpaHEeHMs] JaHHBIX B paMKax coOCTBeHHOW wuHGpacTpykTypbl. [lo 3Tol mnpuunHe
KOMIIaHWW BCE 4Yallle OPHEHTUPYIOTCS Ha pPAaclpenelieHHbIE WHTEICKTyalbHbIe
CUCTEMBI, KOTOPbIE MOKHO aJalTUPOBATh M0/l BHYTPEHHUE TpeOOBaHUS 0€30aCHOCTH
1 OM3HEC-TIPOIIECCHI.

AKTyalnbHOCTh TE€Mbl OOYCJIOBJIEHa BO3pacTalollield MNOTPEOHOCThIO B
CHELMAIM3UPOBAHHBIX CPEJICTBAX KOMMYHHUKALMHU, CIIOCOOHBIX 00ECTIEUUTh HE TOIBKO
ya00CTBO B3aMMOJEHCTBUSA COTPYIHUKOB, HO M YIIPABISIEMOCTh BCEl MH(OPMALIMOHHOMN
CpEbl.

B pamMkax HacTofIero mpoeKkTa paccMaTprBaeTcs pa3padboTKa KINEHT-CEPBEPHOM
pacrpeielieHHON HUHTEIIeKTyalbHOM cuctembl mox ympasiaenueM OC Windows,
BKJIIOUAIOIIETO cepBepHylo dacTh ServerSide, xoHconbHbli kiueHT ClientConsole u
rpaguueckuii kiuMeHT Vis. Takas cTpykTypa NO3BOJSIET OOBEIUHUTH YHAOOCTBO
M0JIb30BATENBCKOTO MHTep(delrica ¢ BOSMOKHOCTBIO TEXHUUECKON OTIaJAKU M KOHTPOJIS
CETEeBOTO MPOTOKOJIA.

B pabote BbIMONHSAETCS aHAMW3 CYHICCTBYIOUIMX aHAJOTOB, (HOPMHUPYIOTCS
TpeOOBaHUSI K CHUCTEME, OOOCHOBBIBACTCS BBIOOP TEXHOJOTHYECKOTO CTEKa W
NPOEKTUPYETCSl apXHUTEKTypa TpWIOKEeHHs. JIOTMONHUTENBHO paccMaTpuBalOTCS

BONPOCHI peann3aluu KIIOYEBbIX (PYHKIMM, BKIIIOYAs PETUCTPALMIO M aBTOPHU3ALIUIO
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IMOJIb30BaTENICH,

nepenucku B SQL Server u unterpanuto Al-accuctenTa yepe3 BHemHuil API.

oOMeH cooOmeHussMu, mnepenady ¢GaiyioB, XpaHEHHE HCTOPUHU

PesynbratoMm paboThl siBIsieTCS co3maaHue (YHKIIMOHATBHOW paclpencieHHON

HHTCHHCKTY&HLHOﬁ CHUCTCMBI, O6€CHC‘{I/IB3IOHI€FO Oc30macHBIN 0OMEH JaHHBIMU MCKIY

I10JIb30BAaTECIIAMU, ITIOBBIIIICHUC KadycCTBa BHYTpeHHeﬁ KOMMyHI/IKaI_[I/II/I n
TCXHOJIOTHUYCCKYIO OCHOBY JIA ﬂaHBHeﬁmeFO pacmiupCHUusA CUCTECMBI.
JIuct
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1 PacnpenesieHHasi HHTEJIEKTYaJbHAs CHCTEMA

1.1 AHaJu3 npeaAMeTHOH 00JIaCTH U MOCTAHOBKA 3a/1a4H

Pacnipenenennas UHTEIUIEKTyallbHasl CUCTEMA IMpeIHa3HauUeHa Ui OpraHu3aluu
ONEepaTUBHOIO 0OMeHa MH(OpMAaLKE BHYTPY KOMITAHHH.

KittoueBbie TpeOOBaHUS K TaKOM CHUCTEME:

— KOHTPOJIMpYEMas aBTOpHU3aLMs MTOJIb30BATENEH;

— HaJIe)KHas 1OCTaBKa COOOIICHMI,

— XpaHEHHE UCTOPUHU TIEPEITUCKH;

— mojJiepKKa ooMeHa (aiinamu;

— BO3MOXKHOCTb PaCHIMPEHUs PYHKIIMOHAILHOCTH.

B ornuune oT myOMMYHBIX MECCEHKEpPOB, pelleHHe Ha 0a3e COOCTBEHHOM
HHOPACTPYKTYPHI JOKHO OOeCreunBaTh OONBIIUN KOHTPOJIb HAJ JaHHBIMH H
BO3MOXKHOCTD JIOKQJIbHOTO Pa3BEePTHIBAHUSI.

1.1.1 Ananu3 ananoros

Ha peiHke npezacTaBieHsl MaccoBble MIaTGOpPMbl KOMMYHUKaluu. VX anammu3
MOKa3bIBA€T, 4YTO OOJBIIMHCTBO pEHIeHU oOecrneunBaloT yaoOHBIH  OOMEH
COOOMICHUAMH, OJHAKO HE BCETA JAIOT TOJHBIA KOHTPOJIh HAJ XPAaHCHHEM JTaHHBIX U
cepBepHOii uH(PpacTpykrypoil. Cpeau aHajIoOroB MOXHO BBIICIUTh Hambosee
MOMYJISIPHBIE:

— «Telegramy;

— «BxonTtakTe(VK)».

Paccmotpum meccenmxkep — Telegram (pucynok 1).

JIuct
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YkamuTe cBOi geHe poxaeHua!

Apxue

Syoma Store — maras...

E VLP | Akceccyaphbl... 10:3

Telegram &

A

W3BpaHHoe

1@ BotFather &

08.01.2026

' Here is the toke...

BotFather &

FOEWLUL 4.9

Alright, a new bot. How a ng to call it? Please choose a name

Gift_Shop_Bot

Good. No 's choose a username for your bot. It must end in
“bot". Like . for example: TetrisBot or tetris_bot.

Gift_Shop_Bot_by_milli 3MeHeHo 4:1

Sorry, this username is already taken. Please try something different.

Gift_Shop_Bot by milli ;0\ 011010 4:11

Sorry, the username must end in “bot ". E.g. Tetris_bot or Tetrisbot.

Gift_ Shop Botby milli 010000 4111 w2

Sorry, this username is invalid.

Gift_Shop_Bot by milli .45

Pucynok 1 — Untepdeiic meccenmxepa «Telegramy»

PaCCMOTpI/IM MMpCUMYHICCTBA U HCAJOCTATKHN AAHHOT'O MCCCCHIZKCPA.

[Ipeumymectna Telegram:

— BBICOKas CKOPOCTb JOCTAaBKH COO6HIGHHﬁ;

— MYJIBTU-TIIATPOPMEHHOCTB;

— ynoOHbIi uHTEpdENiC.

Henocrarku:

— OTCYTCTBHUC BO3MOKHOCTH Pa3BCPTBIBAHHA Ha COOCTBEHHBIX CCpBCpax, 4YTO

CO3/1a€T PUCKU YTEYKHU KOMMEPUYECKOM TaWHbI U JEJIA€T HEBO3MOXKHBIM ITOJHBIA ayIuT

0C30IaCHOCTH CHJIAMH KOMITaHUH;

— ckBo3Hoe mm@posanue (E2EE) mo ymomyaHuio OTCYTCTBYET B TI'PYIIIOBBIX

qyaTrax, KaHajJdaX Hu 00JTaYHBIX Aualiorax, a UCIOJIb3YCTCA TOJIBKO B PCIKUME «CCKPCTHBIX

4aToB», UTO OFPAHMYMBAET MOBCEMECTHYIO 3alIUTy KOH(PUACHIIMATBHON MEePENCKU;

— XpaHEHHE METaJaHHBIX U KOHTAKTOB Ha cepBepax Telegram cHIKAaeT ypoBeHb

AHOHMMHOCTH W HEC IIO3BOJIACT cny>K6e 0e301acHOCTH opraHu3aliii KOHTPOJIMUPOBATH

OCTIIOYKHU BBaHMOHCﬁCTBHH COTPYAHHUKOB;

Wsm.
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— 3aBUCUMOCTb OT HH(QPACTPYKTYpbl M TEXHUYECKOM IOJIUTUKU CTOPOHHETO
pa3paboTuurKa, BKJIt0Yasi pUCK BHe3anmHbIX u3MeHeHuil APl win G1oknpoBok Ha ypoBHE
Tpaduka;

— He pabortaeT B Poccuiickoit deneparuu.

Paccmotpum meccenxep — BKontakre (VK) (pucyHok 2).

K BKOHTaKTe

Meccenmiep

© Bnaco

"
& Knunbi

TONLKO HENpOuUTaKHbIe

Pucynox 2 — Unrtepdetic meccenmkep «Bronrakte(VK)»

Paccmorpum npenmyInecTsa U HEIOCTATKU JAHHOTO MECCEHKEPA.

[Ipenmyiecrna:

— obmmpHas mosb3oBarenbckas 6a3a B Poccun u crpanax CHI, uro ymporraer
BHEIIHME KOMMYHHMKAIIMU C KJIMEHTAMU U NapTHepaMu 0e3 He0OXOJUMOCTH YCTaHOBKH

nonojgHuTeapHoro 110;

JIuct

II'Y 1.090301.28.001 I13 10

Mam. | JIuct | No nokym. |Ilommuce | Hara




— miy0Ookass uHTerpamnus ¢ skocuctemMoil VK (moura, obimauHoe XpaHWIHUILE,
JIOKYMEHTHI, 3BOHKH), TIO3BOJIAIONIAS OOBEAMHUTEL OOIEHNE, YIIPABICHUE 3aauaMi |
COBMECTHYIO pabOTy B €JUHOM Cpeae;

— TMOAJEpX Ka COOOIIEeCTB, 4aT-O0TOB W AaBTOPCKUX PACCBUIOK, YTO J€JaeT
maTdhopMy yIOOHBIM UHCTPYMEHTOM JJIsl KIIMEHTCKOTO CEPBHCA U MapKETUHTA BHYTPU
MECCEHKEPA.

Henocrarku:

— cepBepHas HHPPACTPYKTypa TAKKe PACIIONIOKEHA BHE TIEPUMETPa OpTraHU3aAIIAH:
JAHHBIE XpaHATCS Ha MOIIHOCTAX VK, 4TO HE MO3BOJIAET peaau30BaTh CLEHAPUU
MOJIHOTO BiIaJIcHUsI HH(popMatueit u TpedyeT 1oBepusl MpoBaaepy;

— rHOKOCTh KacToMHu3aIuu uuTepderica u GyHKIMOHa A oJ] BHyTpEHHUE OU3HeC-
IpollecChl OrpaHUyeHa: OpeHAMpOBaHUE M TIIyOOKass MOAW(UKALUS KIUEHTa JHUOO
HEBO3MOXKHBI, TUOO0 TPEOYIOT CIIOKHBIX COITIACOBAHUI C BEHIOPOM;

—  MacmTabupoBaHME U HHTErpaluss ¢  y3KOCHEIUaTU3UPOBAHHBIM
kopropatuBHbiM [1IO (ERP, camomucHble CHCTEMBI) 4YacTo TpeOyeT HamucaHus
HECTAHJAPTHBIX NPOCIOEK, a JoKymeHTamus APl Moxer He mNOKphIBaTh BCEX
NOTPeOHOCTEN KPYITHON OpraHu3allluu;

— Het UN-accucrenra.

1.1.2 IlocTaHoBKa 3ama4yu

Heobxoanmo paspaboraTh KJIUEHT-CEPBEPHYIO pacrnpeneaeHHyI0
MHTEJUIEKTyalbHYI0 cucTemMy noa Windows, o0ecrneqnBaromyo:

— PETUCTPALMIO U aBTOPU3AIMIO MOJIb30BaTEIICH;

— 00MEH TEKCTOBBIMU COOOIICHUSIMU MEXIY KIHMEHTAMU,

— nepenady ¢GanIoBbIX COOOIICHHI;

— TIEPECHUIKY U yIaJieHue COOOIICHU;

— Xpa"eHue ucropuu nepenucku B SQL Server;

— nonnepxky Al-accuctenta uepe3 BHemHuil API;

— paboTy KaK C KOHCOJIbHBIM, TaK U ¢ TpauuecKuM KIMEHTOM.

JIuct
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Ha pucynke 3 mnpencraBieHa [auarpaMma MpeHEACHTOB

HHTeHHeKTyaHBHOﬁ CHCTCMBHI.

pacIpeneIeHHOM

Monysenve
coobuiennit
7 g

Perncrpauus
td
onysenve otseta

= =@
5 Al-accuctenta

«include» _____ _ ____
>

AsTOpU3aLms SiEmict
> - =

= >

3anpoc K Al-accuctenty T BHewHui Al AP

>
=== —— 5 Otnpaska
Mons3osarens TekcToBoro coobuenus - sincludes
A\ et
1\ - =
1\ —
\\ —— = _
‘\\\ I —>(_Mepenava hanna . _ __ «include» 2 ‘\*
\ e e~
\ R TR > CoxpaHeHue ucropmm
T e 2 dnclude» 8 SQL Server
X e S -———— ST kad
\ N == 5 Mepecsinka coobuienus
\ \\\
\
«include» ="
S Yaaneuue coobuenns ) _ _ &
o — -
N lude:
A
MonyueHue McTopun
5 nepenucki
> NpocmoTp noros
Anmunuctpatop W COnpoBOXAEHWE

« «include»

1.2 Bb100Op TeXHOJIOTMH U cpeAbl pa3padoTKu

COIMPOBOXACHUA U COBMCCTHUMOCTH KOMIIOHCHTOB.

1.2.1 Bsibop cpenbl pazpaboTku
xosmmuecTBo IDE u pegakTopos koza.

pacpoCTpaHCHHBIE PEIICHUS:
— Qt Creator;
— Eclipse;
— VS Code;
— Microsoft Visual Studio.

Pucynok 3 — UML-auarpaMmma npeueaeHToB
TexHonoruu BBIOUpATUCh ¢ ydeToM I1eneBoit miargopmer Windows, ymoOcTBa

Ha nmansbiit MomeHT B cdepe pazpadborku mon Windows cyiecTByeT 00JbIIoe

ITpu BBIOOpE Ccpeabl pa3pabOTKU Ui MPOEKTa ObUIM paccMOTpEHbl Hauboiee

JIuct
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Qt Creator.

[Ipenmymecrna:

— ynobnas padota ¢ C++ u kpoccriaropMeHHBIME POESKTaMH;

— BCTpOeHHbIe UHCTpYyMEHThI Ul-pa3zpabotku (0coOeHHO 1t Qt-IIpHIIOKEHU);
— CpaBHUTEIBHO MOHATHBIN UHTEpQEIiC U OBICTPHIN CTAPT.

Henocrarku:

— oCcHOBHOM (okyc Ha skocucteme Qt, 9to He Bcerma ynooHo mims Windows-

CHEeU(PUUHBIX TPOEKTOB;

— MeHee mNIyOOKash HWHTErpalusi C HAaTUBHBIMH HMHCTpyMeHTaMu Visual

C++/MSBuild;

— B TCKYIICM IIPOCKTC HOTp€6OBaJIaCB OBI JOITIOJIHUTCJIbHAA HaCTpOﬁKa 104

CyIIecTByomme .sln/.vexproj.

Eclipse (CDT).

[Ipenmymiecrsa:

— O€CIUTaTHOCTH W Pa3BUTAs SKOCHCTEMA TIJIaTMHOB;

— noanepxka C/C++ uepe3 CDT;

— KpoccriaropMeHHOCTb.

Henocrarkun:

— OoJiee clloXKHasl MepBOHavalibHas HacTpoiika C++-okpyxenus nog Windows;
— MeHee ynoOHas paboTa ¢ HaTuBHBIMH npoekTamu Visual Studio;

— omtanka u uHterpauus ¢ Windows SDK 00b14HO TpeOyroT Oouiblile pydHbBIX

JICHCTBUM.

Visual Studio Code.

[Ipenmymiecrna:

— JIETKOBECHOCTbh M BBICOKAsi CKOPOCTh 3aITyCKa;

— TMOKOCTB 3a CUET pacIIupEeHUi;

— ynoOeH Kak YHUBEPCAJIbHBIN PEAaKTOp AJIS PA3HBIX SI3BIKOB.
Henocrarku:

— 3TO PellakTop, a He nonHopyHKIMOoHaNbHas [DE;

JIuct
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— s C++ nmon Windows TpeOyeTcsi OTnenbHas HACTpONKa KOMIIWISATOPA,

OTJIaTInKa U COOPKU;

— clokHee 00ecneunTh equHO00pasue Cpeibl Uil KOMaHIHON pa3padoTku Oe3

JOTIOTHUTEIbHON KOHPUTYpaIiu.

Microsoft Visual Studio.

[Ipeumyiiecrna:

— HamOoee 3penas nogaepxka C++ mox Windows;

— BCTPOCHHAs OTIajKa, TpOPUINPOBAHUE U TUATHOCTHKA OIIHUOOK;

— HatuBHas pabora ¢ MSBuild, Windows SDK, WinSock2, ODBC;

— TIpSIMOE OTKPBITHE W CONPOBOXKJEHUE (halJioB peleHud U mpoektoB (.sln,

.VCXPIoj);

- y,Z[O6HEUI pa60Ta C HCCKOJIbLKHMMH CBA3aHHBIMHU IIPOCKTAMH B OAHOM PCIICHUH.

Henocrarkwn:

— OoJsee BricOKHE TpeboBaHus K pecypcam [1K;

— 9aCTh BO3MOKHOCTEH AOCTYIIHA TOJIBKO B INIATHBIX PCAAKIHAX

— 00BN 00bEM YCTAHOBKH 110 CPABHEHUIO C JIETKOBECHBIMU PEIAKTOPAMHU.

HarnsimHo MOXKHO YBUIETh CpaBHEHUE Cpell pa3paboTKy B Tadmuiie 1.

Tabnuma 1 — CpaBuenue mwiaropm aist pa3pabOTKU MPUITOKESHUS

Cpena pa3zpaboTku [IpenmymecTBa Henocrarku
— OCHOBHOM (oKkyc Ha
skocucteme Qt, 4To He Bceraa
— yaobnas pabora ¢ CH++ u )
yA0OHO VIS Windows
KpOCCIUIaT(POPMEHHBIMU MPOEKTAMU;
MIPOEKTOB;
Qt Creator — BCTpoeHHble uHCTpyMeHThl Ul-
— MeHee rTyOoKas
pa3paboTKw;
UHTETpalusi C HATUBHBIMU
— MOHATHBIN UHTEpdEcC. )
MHCTPYMEHTAMHU Visual
C++/MSBuild;
' —  OecrulaTHOCTb M pa3BHTas|— Oonee CIIOKHAs
Eclipse(CDT)
HKOCUCTEMA IJIarHOB; NepBOHAYAJIbHAs HACTpOiiKa

Wsm.
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Cpena pa3paboTku [Ipeumymiectra Henocrarku

—nonnepxkka C/C++ uepe3 CDT; C++ OKPYKECHUS oz,
— Kpoccrar)OpMeHHOCTb. Windows;

— He ynoOHas pabora c
HATUBHBIMU MIPOEKTaMU

Visual Studio.

— OTO PpE€AaKTOp KoAa, a HE

nonaoneHHas IDE;
— JIETKOBECHAsi M BBICOKAasi CKOPOCTh .
— g1 C++ moxm Windows

Visual Studio Code 3aITycKa;
) pa3paboTKu norpedyercs
— THOKOCTH 32 CUET pacIIuPECHUH.
OTIeIbHAs HACTpOWKa
KOMIIWIIATOPA.
— gnyumas nojgaepxkka C++  mopg
Windows; — 0oJiee BHICOKHE TPeOOBAHUSA
— BCTPOECHHAs OTKJIAJIKa; K pecypcey IIK;
Microsoft Visual Studio |- naruBHas pabGora ¢ MSBuild,~ wacte  Bo3MOXHOCTEH

Windows SDK, WinSock2, ODBC; |gocTynHa TOJNBKO B ILIATHOMN
— MpSAMOE OTKPBITHE PEIICHHH H|BEPCHUH.

poekToB(.sln, .vexproj).

[Tocne cpaBHeHUS U TOA0OPa JIydIllel cpenbl pa3padoTku ObLT BeIOpaH Microsoft
Visual Studio. Bpibop oOycioBieH TeMm, 4TO HCXOAHAsl CTPYKTypa MPOEKTa YxKe
OCHOBaHa Ha pEIICHWSIX ¢ TNpoekrax naHHou cpenbl  (ServerSide.sln  u
ClientOOS/ClientConsole.sln), a cepBepHas W KIMEHTCKas YacTH HCIOIb3YIOT
Windows-opuentupoBannbiii ctek Texnonoruit (WinSock2, ODBC, Windows API). B
stux ycnoBusx Visual Studio oOecrieunBaeT MUHMMAaNIbHBIEC 3aTpaThl HA HACTPONKY
COOPKM ® OTJIAJIKH, CHIDKAeT BEPOSTHOCTh KOH(MUTYPAIIMOHHBIX OMIMOOK TIpU
COBMECTHOM pa3pabOTKe CEpBEPHBIX M KIMEHTCKUX MOIYNIEH, a TakKe YHpOIIaeT
COTIPOBOXKJICHUE M IEMOHCTPAIMIO IPOEKTa Ha TaIle 3allUThl.

1.2.2 YcranoBka u HacTpoiika cpeabl pazpadbotku Microsoft Visual Studio

[lepen ycranoBko# HeoOxomumo ckadath ycranosuuk Visual Studio Installer ¢

odunmansHoOro carirta. Beibop 0bu1 caenan B monb3y Visual Studio 2022, tak kak HOBast

JIuct
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Bepcust Visual Studio 2026 Bellia OTHOCHTEIBLHO HEAABHO M MOXKET pabdOTaTh HE

ctabuibHO. [Iporecc ycTaHOBKY MpeCcTaBlieH Ha pucyHkax 4 — 8.

Visual Studio Installer

v.. Moarotoeka Visual Studio Installer.

CkavaHo
(S

¥cTadHoBneHo
(S

Pucynok 4 — Ycranorka Visual Studio Installer

Waer ycraroexa — Visual Studio Community 2022 — 17.13.2

Paboune Harpysku OtaenbHbie KOMMOHEHTLI fi3bIKOBbIE NakeTbl Pacnonoxenus YCTaHOBKM

© Hyxsia nowoLLs C BbI60POM KOMNOHENTOB 1A yCTaHoBKH? [lononuTenssse caeserius CBefeHun 06 ycTaHOBKe

~ OcHosHoi peaakrop Visual Studio
Wrrepdeiic obonoukm aapa Visual Studio, exarouan
PfAKTHPOEaHME KOAA C YUETOM CHHTAKCHC,

ASPNET u paspaborka se6-npunoxenuii A Paspa6orka ana Azure YNIpaB/iekyie HCXOAHEIM KOZOM M PaBOMMMM

Cozpanue seb-npunoxermit ¢ ucnonsosanmem ASP.NET Naxetst SDK Azure, cpeacTBa v NpoexTel Ans paspaborku INeMEHTaMM.

Core, ASP.NET, HTMI/JavaScript u koTeiisepoe, exaiou 0BAaUHBIX NPUAOXeHMT Y COIAAHHA PECYDCOB C UCNONS...

Be6-paspaborka u obnako (4)

P Paspaborka Ha Python 2 Paspaborka Nodejs

, OTAAAKS, paspab " . Ci e Mac ceresble f

cncTema ynpasrenus sepcuamn ans Python. Nodejs, ac ¥ cpeast

Knaccuueckue v MobunsHble npunoxenus (5)

ﬁ Paapaboria ¢ nomoubio .NET Multi-Platform App Ul n] X i NET

Co3nasaifTe npunoxenus Android, iOS, Windows u Mac Coznarme npunoxeruit WPF, Windows Forms 1
3 oBueii Bazsi koa Ha A3sike CF ¢ nomows:o NET MA.. KOHCOMbHBIX NPUACXKEHMI C ucnons208akmem C#, Visual...

Pecnacmeine YAMMTS HENOAAEPXHBACMBIE KOMTIOHEHTLI
C:\Program Files\Microsoft Visual Studio\2022\Community  Msuenurs.

MMpoACAXan, Bl NPUHIMAETE YCNOBMA AMUEHIMM ANA BEIBPAHHOTO BLINYCKA NPOAYKTA. Mbl TakxKe Npeanaraem BO3MOXHOCTS CKayaTh APYroe Obutee Heobxoaumoe npoctpaticso 1,35 16
nporpamuHoe obecrieyerme. OHO NMUEHIUPYETCA OTACALHO, KAK YKA3AHO B YBEAOWNeHWSX TOETUX CTODOH WA CONYTCTBYIOLIEH NMUEHIAM

MNpoponxan, 8.t TAKCKe NPUHUMAETE YCIOBUA STUX IMLIEHINM. YcTaHoBKa NpY CKauMBaHAK ~ Ycranoeuts

Pucynok 5 — OkHO yCTaHOBIIMKA
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Wper ycranoska — Visual Studio Community 2022 — 17.13.2

Pabouue Harpysku

OTaenbHble KOMNOHEHTbI fA3bIKOBbIE NaKeTsl Pacnonoxexus YyCTaHoBKU

@ Hyxa nomoLs ¢ BI6OPOM KOMMOHEHTOB 1A YCTaHOBKH?.

Knaccuueckune u MobunbHble npunoxenus (5)

Knaccuueckmx i NET

“ Paspaborka ¢ nomousto NET Multi-Platform App Ul
Co3pasaiite npunoxerus Android, i0S, Windows u Mac
3 obueid bassl koa Ha asbike CF ¢ nomowsio .NET MA...

Co3panme npunoxenuii WPF, Windows Forms u

KAaccueckux Ha C4+
C Ce+ ans
Windows ¢ Mcnons308amen nioBsix yAOBHSIX MHCTDYMe...

@ Paspabortka npunoxenuii WinUl
=

Paspabotka MoBMALHBIX NPUACKEHMI Ha A3bike C+ +
C Kkpoce ans
i0S, Android wan Windows Ha saeike C++.

Pacnonoxenve
C:\Program Files\Microsoft Visual Studio\2022\Community MamenuTs...

TpoaonXas. Bel NPUHIMAETE YCAOBUA AMLIEHIUN ANR BoIGPAHHOTO BLiMycKa NPOAYKTa. Mel Takxe NpeAsaraeM BO3MOXHOCTS CKakaTk APYroe
nporpammHoe obecneuenne. OHO IMUECHIMPYETCA OTACABHO, KAK YKa3aHO B YEAOMACHVAX TDETLUX CTODON AW COMYTCTBYIOULSH MMUEH3NH.
MPOAOAXaR, Bl TAKXE NPUHMMAETE YCAOBMA STUX AMLIEH3UH

KOHCOABHLIX NPUAOXKeEHMI ¢ ucnons3osarmem C#, Visual...

Ans Windows,
ucnons3ys WinUl ¢ C# wnw, npu Heobxoammocty, C++.

% CBefieHus 06 ycTaHoBKe

~ Paspabortka Knaccuueckux npuioxe...
v BrawoueHo
v baloBbie KOMNOKEHTBI AN KNACCUHECKMX...
~ [lononHmtento
MSVC sepcum 143 — VS 2022 C+ + x64/x...
ATL-6ubsviotexa C++ ans Hoseiweli sep...
C++ Build Insights
JIT-otnaaumc
Cpeactea npoduanposakna C++
Cpeacisa CMake C++ ans Windows
Anantep tectos ana Boost.Test
Ananrep Tectoe ana Google Test
Live Share
IntelliCode
C++ AddressSanitizer
Maxer SDK 2ns Windows 11 (10.0.22621.0)
Qvcnetuep naxetos vepkg

BN R NN RN R <]

YAGNHTS HENOANEPXVIBACMbIE KOMITOHEHTS!

Obuwee Heobxoanmoe npoctpancreo 10,51 16

YcTaHoBKa NPV CKauMBaHUM ~ YcrarosuTe

Pucynox 6 — Be100op KOMITOHEHTOB /TSI YCTAaHOBKHU

Waer ycranosxa — Visual Studio Community 2022 — 17.13.2

Pabouve Harpysku OTaeNbHBIE KOMMOHEHTBI AA3bIKoBbIE NaKeTbl Pacnonoxenus YCTaHOBKM

Tpoayx

Visual Studio\2022\

CA\Program Fil

Kouw sarpyscn ©

CAP i i io\Packages

(COXPaHUTS K3LW 3arPy3KH NOCNE YCTEHOBKM

OBLime KOMNOHEHTEL, MHCTPYMeHTS! ¥ nakeTs SDK ©

(C:\Program Files (x86)\Microsoft Visual Studio\Shared

Kous cuctems), mHCTpyMenTL! 1 nakeTht SDK C GUKCHPOBAHHAMY PACTINIOXEHAMI

Pacnonoxenue
C:\Program Files\Microsoft Visual Studio\2022\Community

Mpoaonxan, Bul NPUHAMAETE YCAOBHSA AVLICHIVW AMA BLIOPAHHOTO BLINMYCKa NPOAYKTa. Mbl Takoke Npeanaraem BO3MOXHOCTL CKa4aTh APYroe
nporpammHoe obecrieveHme. OHO MUEHIMPYETCR OTAGALHO, KaK YKA3aHO B YBEAOMeHAX TRETLMX CTODOH WAV CONYTCTBYIOUIH AMUeHINM,
TIPOAOMXES, Bl TAIOKE MPUHIMAETE YCAOBMA STUX AMLIeH3WA.

CeejieHua 06 yctaHoBKe

b PaapaGOYKa Knaccnyeckux npuioxe...
¥ Braoweno
+ basossle KOMNOHEHTBI A/1A KNACCUYECKX. .
v Jlonoanutensto
MSVC sepcum 143 — VS 2022 C++ x64/x...
ATL-6ubnvotera C++ ans Hosediwed sep...
C++ Build Insights
JIT-otrapumx
Cpeacrsa npodunuposaxmna C++
Cpeactsa CMake C++ ans Windows
Asanep Tectos Ans Boost Test
Agarirep Tectos anm Google Test
Live Share
IntelliCode
C++ AddressSanitizer
Maxer SDK ans Windows 11 (10.0.22621.0)

Aucnervep naxeros vepkg

YAanuTs HEMOAAEPXHBAEMbIE KOMMOHEHTbI

Obusee Heobxoanmoe npoctpancrso 10,51 16

Yeranoska npw ckaunganma = YcTaHoRHTL

Pucynok 7 — BeiOop myTeit 3arpy3ku
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Visual Studio Installer

YcTaHOBNEHHbIe NPOAYKTHI ﬂ'OCTyﬂHO

OBosnerve gocrynHo Hoeoctn ana pazpabotumkos

Visual Studio May Update — Plan, Review, Refine

€ Visual Studio Community 2022 CETHTE Theres a particular rhyth ta gaod development..
17134 Zanyciums 26 man 2026 .
0 JocTynHo o6HoBNEHUE Jdenonnutenshe ¥ Plan Before You Build: Introducing the Plan agent
in Visual Studio
17,1433 (May 2026) [pOCMOTPETs CBENEHHS OBHoBMTS

You ask Copilot to tackle something big, it gets to...

21 man 2026 .

VSLive! Microsoft Al Hackathon 2026: Send Your
Team Home With Working Code

If you lead a development team, you already kno...

14 man 2026 .

Lpyrve HosocTn Ang paspabotunkor Madikpoco...

Hyoxria nomows? Mposepete Microsoft
Developer Community i cemxcecs ¢ Haw,
ofiparnswmce 6 Visual Studio Support.

Yeranoswmk sepenn 4.6.58.48107

Pucynok 8 — I'otoBas ycranoska Visual Studio 2022

[Tocne 3aBepmienust ycranoBku Visual Studio 2022 mepeiiném k CO3IaHUIO H
HacTpoiike npoekra. [Tockonbky ctanaaptHbie Onoimoreku Visual Studio He BkitoyaroT
cpezcTBa A1 paboThl ¢ AanHoM B/l, HeoOX0oaMMO cKauaTh UCXOHbIC (aitasl Microsoft
SQL Server ¢ odpurnmansHoro caiita. [lompoOHast HacTpoiika MpoeKTa MpeACcTaBIcHa Ha

pucynkax 9 — 16.

Visual Studio 2022

OTKpbITL NOCNEAHNE Hauano pa6oTsl

L Knoumposaive
= P

= serversidesin
CAU:

EI; OTKPbITb NIOKA/ILHYIO Marky
— anee

Mepefirn n wsmes

e
@ Co3AaHve npoekTa

rac

Pucynok 9 — Iepserit 3amyck Visual Studio 2022
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CozaaHue NpoekTa

MNocneauve WabAOHbI N POEKToB

Ouncrue sce

Bee nnargopmsi

Bee Taner npoeros
B Konconshoe npunoxetne

vs. Haiansrisie gaiinet oTeyrerayiar.
/i Tpoext MawmrHoro MoayAsHoro TecTa

KoHcons

M Hble KPOCCN/ATOpMEHHBIE NpHAOKEHA C-+, He SaBMCALLe or haiinos SLN win Ve
Windows Linu:

Pucynok 10 — Co3nanue npoekra

HacTtpouTb HOBLIW NpoeKT

KoHconbHoe NpUIoXeEHUE

Windows KoHCONb

Kms npoekTa

first
Pacnonoxenue

A\repos for vs
Wran pewenna (5)

first

MomectnTe PELLUEHWE W NPOEKT B 0AHOM KaTanore

MNpoekT Byger cosgan B "Alrepos for vs\first\firsth

Pucynok 11 — Ykazanune pacronoxeHus: 1 Ha3BaHHs IPOEKTa

Pucynok 12 — Co3nanue nepBoro npoekra

Wswm. | JIuct

Jluct
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64 = 26.04.2026 15:58 Manka c dainamm

D Common.h = 31.05.2026 22:55 OtProject.OtCreat... 4Kb

D Server.cpp = 31.05.2026 23:01 OtProject.OtCreat... 32Kb

D Server.h = 26.04.2026 15:58 OtProject.CtCreat... 4Kb

D ServerConfig.cpp = 26.04.2026 15:58 OtProject.OtCreat... 1 KB

D ServerSidevoxproj F4r 26.04.2026 15:58 Main "VCXPRO) TKB

B ServerSidevcxproj filters = 26.04.2026 15:58 VC++ Project Filte... 2Kb

7] ServerSidevoxproj.user = 26.04.2026 15:58 Per-User Project O... 1 Kb

[ sQL.cpp = 31.05.2026 22:30 OtProject.CtCreat... 3B KB

Pucynox 13 — KonupoBanue ¢aiinos cepsepa

¥nam CocroaHue  [lata nsMeHeHnA Tun Paznep
D Client.cpp = 26.04.2026 15:58 OtProject.CtCreat... 6 KB
D Client.h (54 26.04.2026 13:58 CtProject.OtCreat.., 2KB
D ClientConsole.cpp o 26.04.2026 15:58 OtProject.CtCreat.., | KB
4 ClientConsole.rc e 26.,04.2026 15:58 Resource Script KB
D ClientConsole.vecxproj - 26.04.2026 15:58 aiin "WVCXPROJ TKB
B ClientConsolevoxproi filters o 26.04.2026 15:58 YC++ Project Filte.., 2 KB
D Commaon.h o 26.04.2026 15:58 OtProject.CtCreat.., 2 KB
D resourceh e 26.,04.2026 15:58 CtProject.OtCreat.., 1 Kb

Pucynok 14 — KonupoBaHue KIMEHTCKUX (aiiiioB
JIuct
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— bl Y. | = [ Legin.h

= [ ] AlChatForm.h = [ Login.resx

= [ ] Chat.cpp = =] sdfid

= [ ] Chat.h = [ Viswvexproj

= [N Chat.resx — B4 Visarcoeproj.filters
= [ Client.cpp = 31 Visvexprojouser
= [ Client.h = |=| Hoeeli TekcToBeIi gomkyrenT. bt
= [ Cemmen.h

= =] Config.td

= |=| dsa.bt

= [ fileet

= [ Globals.cpp

= = install et

= [ ] Legin.cpp

Pucynok 15 — KommupoBanwue kimentckux GUI ¢aiinos

PucyHnoxk 16 — I'0TOBBII IPOEKT
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1.2.3 S3bIk pOTrpaMMUpPOBAHUS

C++ BpIOpaH B Ka4€CTBE OCHOBHOTO SI3bIKA PEATM3aIINN CEPBEPHOMN M KIIMEHTCKOM
JacTel MPUIIOKEHUS, MMOCKOIBKY OH OOECIEYMBACT BBICOKYIO MPOU3BOIUTEIHHOCTD,
ruOKoe yrnpapiieHue NaMAThIO U NPAMOU JocTyn K cucteMHbIM API Windows.

Jlyst pactipeieIeHHOM WHTEUICKTYaIbHOM CUCTEMBI 3TO KPUTHUYHO: TIPHIIOKCHUE
JOJKHO  CTa0WIbHO  paboTarh € COKeTamH, oOpabarbiBaThb  MHOXECTBO
MOCJICIOBATEIbHBIX 3aMPOCOB, BBIMIOJNHATh CEPUATU3ANNIO U Pa300p MPOTOKOIBHBIX
coO0O0IIIeHUH, a TakXKe B3auMoieiicTBoBaTh ¢ bJl 6e3 N30BITOUHBIX HAKIIATHBIX PACXOI0B.
[lo cpaBHEHMIO C BBICOKOYPOBHEBBIMU si3blkamu (Harpumep, Python mmm JavaScript)
C++ mo3BONsET TOYHEE KOHTPOJIMPOBATH PECYPCOMOTPEOICHUE | TOBEACHHE
HU3KOYPOBHEBBIX KOMIIOHEHTOB, YTO OCOOEHHO Ba)KHO JUIsI CEPBEPHOI YaCTH.

[To cpaBuenuto ¢ C# u Java, C++ maer Gosee mpsiMmyr0 pabOTy C HAaTUBHBIMU
oubmmorekamn  Windows B paMKax  BBIOpAaHHOM  apXUTEKTypbl  IPOEKTA.
JIOTIOMHUTENIbHBIM apTyMEHTOM SIBJISIETCSL TO, YTO CYIIECTBYIOIIAsl KOJIOBasi 0aza yxe
peanu3oBaHa Ha C++, BKIIIO4asi cepBEepHbIE MOIYIM U 00a KJIMEHTa, O3TOMY BBIOOP
JAHHOTO $3bIKa OOCCIIEYMBACT IIEJIOCTHOCTh TIPOCKTa W CHIDKAeT 3arparhl Ha
COTIPOBOXK/ICHUE.

1.2.4 CereBoii ctek WinSock2

WinSock2 wucnons3yercs kak 0a30BbI ceTeBoul cTek aisa peanuszanuu TCP-
B3aMMO/ICHCTBUS MEXK/Ty CEPBEPOM U KIHEHTaMHU.

Ha ero ocHoBe peanm3oBaHbl TMOAKIIOUEHHWE K CEpBEpYy, NMPHEM W OTIIpaBKa
coobmieHuii, o6paboTka OmMMUOOK COEAMHEHUS, a TakKe MOJJEp’KKa HEMPEPHIBHOTO
CeTeBOro oOMeHa B paMKax MOJIbh30BATEIbCKUX CECCHI.

Brioop WinSock2 obGocHoBan 1eneBoii mardopmoit Windows u riryOokoi
unrerpamueit ¢ C++-npoekramu B Visual Studio. Mcnonb3oBanne egmHOTO CETEBOTO
creka B ServerSide, ClientConsole u Vis yMeHbIIaeT PUCK HECOBMECTUMOCTU MPH
oOMEHEe JaHHBIMH W  yOPOIIAaeT OmIAAKYy MPOTOKOJA.  AJIBTepHATHUBHBIC

KpocciuiaropMeHHbIe OMOTUOTEKH MOTJIM ObI MOBBICUTH MTEPEHOCUMOCTD, OAHAKO JIJIs
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TEKylIel BepCUM IMPOEKTa MNPUOPUTETOM OBUIM MPEACKa3yeMOCTh IOBEACHUS MU
MUHHUMAJIbHAS CIIO)KHOCTh KoHuryparuu B Windows-cpere.

1.2.5 CYBJI Microsoft SQL Server

Microsoft SQL Server BeiOpan B kauectBe CY B/ 17151 XpaHeHust yueTHbIX 3anucei
MOJIb30BATENEH, HCTOPHM COOOILIEHUM, MEPECIAHHBIX COOOIIEHWHA W JaHHbIX Al-
nuanoroB. Jlnst pacmpelneneHHOM MHTEIUIEKTyalbHOM CHCTEMbl Ba)KHBI HAJEKHOCTD
XpaHEHUs, LEJIOCTHOCTh JAHHBIX U BO3MOXKHOCTH BBIMIOJIHEHUSI CTPYKTYPHPOBAHHBIX
3anmpocoB K wcropuu mepenucku, U SQL Server a¢ddexTHBHO 3aKphIBacT OSTH
TpeOOBaHUS.

KitoueBbIMU  MpeuMyIlIeCTBAMU  BBIOOpA  SBIISIIOTCS ~ Pa3BUTBIE  CPEACTBA
aIMUHUCTPUPOBaHUsA, cTabuiabHas pabora B skocucteMe Windows, mnomaepxka
JIOKaJbHBIX CIICHapUeB pa3BepThiBaHusl (BKIovyas LocalDB), a Takke ymoOHas
unrerpauust ¢ ODBC u Visual Studio.

[To cpaBuennro ¢ SQLite SQL Server mydmie mOAXOMUT IS
MHOT'OIIOJIb30BATEIBCKOM KJINEHT-CEPBEPHOI MOJIETH, rae TpeOyercs
LEHTPATN30BaHHOE XPAaHWIHILE U OJJHOBPEMEHHAs pad0Ta HECKOJIbKHUX KIMEHTOB.

[To cpaBaenuto ¢ MySQL/PostgreSQL B pamkax manHoro npoekta SQL Server
naet 0oJiee €CTECTBEHHYIO MHTETPAIIMIO C TEKyIIUM cTekoM Windows.

1.2.6 Texnonorus goctyna k b/I ODBC

OmauMm  u3  Hambosnee  pacHpOCTPAHEHHBIX  CPEACTB,  MO3BOJISIOIINUX
yHuuLupoBarh B3aumojencteue ¢ pasznuuHbiMu  CYBJl, sBnsercs unTepdeiic
ODBC [1], ODBC npeacrasisier codoit nHTepdeiic nocTymna Kk 6a3aM JaHHBIX B CpeJie
Windows, obecnednBaronvii HE3aBUCHUMOCTh KIHMEHTCKOTO MPUJIOKEHUS OT THIMa
ucnons3dyemoit CYB/I. Jloctyn k B/l ocymectBisiercst yepe3 cnenuanbHbii ODBC-
IpaiiBep, TpaHCIUPYIOIMIUI 3anpockl Ha A3bIK KoHKpeTHOU CYB/I. s ycraHoBneHus
coenrHeHus TexHonorus ucnoiabzyer ODBC-apaiiBepsl 1 uctouHuku aanubix (DSN —
Data Source Name), koTopbi€ coepKaT UMs MOJIb30BaTENsl, HapOIb U UHBIE TApAMETPbI
noakmoueHusi. ODBC-gpaiiBep peanu3oBaH Kak JWHAMUYECKH 3arpyskaemas

oubnmoteka, cBost Airs kaxkaoro tuna CYB/I.
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ODBC ucnons3yeTcs Kak cTaHIapTHBIN uHTepderic goctyna CH+-npriiokeHus K
SQL Server u BbICTyHaeT CBA3YIOLIUM 3BEHOM MEXAY MPUKIIATHON JOTMKOW cepBepa U
cucteMoil xpaHeHus JaHHbIX. Yepes ODBC B mpoekre peanu3oBaHbl KIIOYEBBIE
oTepalliy: PETUCTpaIis U aBTOpHU3alUs MOJIb30BaTelNei, 3alUCh COOOIIEHUH, BHIOOpPKa
HCTOPUHU TICPEITUCKH, a TaKke 00paboTka CIyKEOHBIX CIIEHAPHEB, CBA3aHHBIX C Al-
IUAJIOTaMHU.

Br16op ODBC 00ycnoBiieH ero 3peiaocThio, IMUPOKoH moaaepx ko B Windows u
xopouei copmecTuMocThio ¢ SQL Server.

Jns Tekymend apXUTEKTypbl 3TO IMPAKTUYHOE PELICHHE, KOTOPOE IO3BOJISAET
npo3payHo ymnpasisaTe SQL-3ampocamMu ¥ MOAIEpKHUBaTh CYIIECTBYIOLIMH Koxa 0e3
BHEJpEHM 1onoaHuTenbHOro ORM-cnos. IIpu 3ToM B nepcrieKTUBe pa3BUTHUS IPOEKTa
1esnecoo0pa3Ho ycuiIuTh Oe3omacHOCTh SQL-B3anmopencTBus (MapamMeTpru30BaHHBIE
3aMpocChl, IEHTpaIU30BaHHash 00pabOTKa OMIMOOK), YTO JIOMOJHUTEIHHO TIOBBICUT

HaJIS)KHOCTh CEPBEPHOI YacTH.
1.3 Bp10op onepanuoHHON CUCTEMBbI

1.3.1 OC Windows

[1mrochr:

— HatuBHas noanepxkka WinSock2, WinHTTP u ODBC;

— ynobHas pa3zpaboTka u otnanaka B Visual Studio;

— xopoias uaterpauus ¢ SQL Server;

— MOJJEPKKa CYIIECTBYIOIIEH CTPYKTYpHI MpPOEKTa Ha OCHOBE .sln/.vcxproj 6e3
JOTIOTHUTEIbHON MUTPAIINH;

— MUHUMAJIbHBIE TPY/I03aTpaThl HA HACTPONKY OKPY>KEHUS IS 3aITyCKa cepBepa u
KJINEHTOB,;

— mpenckazyeMmoe noBenenre Windows-crienuuuHbIX OMOTUOTEK B peasibHBIX
CIIEHAPHAX IKCILTyaTallHH.

Munycsr:

— MEHbIIIasi THOKOCTh CEPBEPHOI aBTOMATH3AIIMHU 0 CpaBHEHHIO ¢ Linux;
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— Oonee BbICOKHE TpeOOBaHUSA K pecypcaM Ha HEKOTOPHIX KOHPUTYpaIUsX;

— 3aBHUCHUMOCTh TMpoekTa OT Windows-3KOCHCTEMBI, YTO OTPaHUYMBACT
MEPEHOCUMOCTH 0e3 TopabOTOK.

JIOMOTHUTENBHO ~ClIEAyeT OTMETUTh, 4YTo Windows B JaHHOM IIPOEKTE
(dakTuuecku sBugerca "pomHoil" 1uaThopMoll, Tak KaK KIIOYEBHIE KOMIIOHEHTHI
(ceTeBoil CTEK, HMHCTPYMEHTHl COOpPKM U 4YacTh cucTeMHbIXx API) wu3HauanpHO
noadupanich UMeHHO 1oJ1 3Ty OC. DT0O CHMXKAET YMCIIO TEXHUYECKUX PUCKOB Ha dTanax
peanu3alnuy U TECTUPOBAHUS.

1.3.2 OC Linux

[1mrocsr:

— BBICOKAsl CTA0MJIBHOCTbD, PA3BUTHIC CPEICTBA aBTOMATU3AIIMM 1 MOHUTOPUHTA;

— OTCYTCTBHUE JIUIIEH3UOHHBIX 3aTpaT JJisi OOJIBITUHCTBA JUCTPUOYTHBOB;

— IIMPOKHE BO3MOXHOCTH i1 KoHTeHepu3auu u CI/CD-npoueccos;

— yA0OHbIE UHCTPYMEHTHI aIMUHUCTPUPOBAHUS JIJISI JOJITOCPOYHONU CEpPBEPHOM
AKCILTyaTalluu;

— XOpouasi MacCIITabMpPyeMOCTb PU POCTE HATPY3KHU.

Munycsr:

— TeKyias peanuszanus onupaercs Ha Windows-crnenuduunsie API;

— J1s IepeHoca norpedyercs nepepadoTKa 4acTu KOAa;

— HE0OXOIMMO 3aMEHHUTh WM aJanTUpOBaTh Moayau, cBsizanHbie ¢ WinHTTP u
oTacabHEIME Windows-3aBUCHMBIMHA BEI30BAMU;

— moTpedyeTcsl AOIMOJIHUTENbHOE TECTUPOBAHUE IMPOTOKOJIA U  TOBEACHMS
KJIMEHTOB B HOBOM CpE/IE;

— YBEJIMYMBAIOTCS CPOKH BHEAPEHUS M3-32 MUTPALIUK U TIOBTOPHOM OTIAJKH.

Takum obOpazom, Linux MokeT ObITh MEPCIIEKTUBHOM 11€7IeBOM MIaThopMOi st
OyoylIMX BepCUi, OHAKO VISl TEKYIIETO ATana MpPOeKTa ero UCIOJIb30BaHHUE CBSI3AHO C
CYILIECTBEHHBIMU 3aTpaTaMy Ha MOPTUPOBAHUE.

1.3.3 OC macOS

I 1roCHhr:
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— ynoOHas cpeia i pa3padoTKu;

— ctabunpublii UNIX-1101006HbBIH HHCTpYMEHTAPHI;

— Ka4eCTBEHHAs SKOCUCTEMA CPEJICTB Pa3pabOTKH U OTIAIKH;

— ynoOCTBO JIOKaJIbHOW pa3pabOTKU JJisi OTACJIbHBIX IOJIb30BATEIbCKUX
CIICHApHEB.

MuHycChI:

— Takke Tpedyercs amanramust Windows-3aBUCHMBIX KOMIIOHEHTOB;

— OrpaHWYEHHAas TMPaKTHYECKas IeJIeCO00Pa3HOCTh ISl TPOMBIILICHHOTO
CEPBEPHOTO pa3BEepPTHIBAHUS B JAHHOM IMIPOEKTE;

— TOTpeOyeTcs OTaebHAS BAIUIAINS COBMECTUMOCTH KITMEHTCKUX M CEPBEPHBIX
MOJYJICH;

—  JIOTIOJIHUTENIbHAsT  CIOKHOCTh  CONPOBOXKIEHUS  TPU  CMEIIAHHOM
MH(}pacTpyKType.

C yd4eTOoM apxXUTEKTypbl W BBIOpAaHHOTO CTeKa TexHojoruid macOS Moxer
MCIIOJIb30BaThCA KaK BCIIOMOTaTeNbHas cpeia pa3paboTKu, HO HE KaK OCHOBHOM I1€TIEBOM
KOHTYP pa3BEPTHIBAHUS /ISl TEKYIIEH BEPCUU CUCTEMBI.

Oo6ocHoBanne Bbibopa — OC Windows BbiOpaHa kak HambOosee MpakTUYHas
miargopmMa IS TEKyIIeH peanm3aliid, TaKk Kak CepBEep M KIUCHTHI HCIIONB3YIOT
WinSock2, a cepBep mononauteasHo ucnoiaszyeT WinHTTP u ODBC. 3t1o no3Boinser
n30exarh JIMITHUX 3aTpaT Ha TMOPTUPOBAHHE, YCKOPSET OTIAAKy U YIpOIIaeT

COIPOBOX/ICHUE MTPOCKTA.
1.4 ApxuTeKTypa NpUIoKeHUs

1.4.1 OGmias KIIMEHT-CEPBEPHAS ApXUTEKTypa

[IpunoxkeHne noCTpoeHO MO Moaenu 'kimeHT-cepBep'. CepBep NpPUHUMAET
MOJIKJIFOUEHUSI U IIEHTPATM30BaHHO 00padaThiBaeT KOMAHIbI, KIUEHTH (OPMUPYIOT
MOJIb30BATENIbCKAE 3aMpoCchl HW  OTOOpakaloT  pesyabrar. [lpu  BEIMOIHEHHH

M0JIb30BATEIBCKOTO JIEHCTBUS Ha CTOPOHE KIIMEHTA (HarpuMep, aBTOpU3alus, OTIpaBKa
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COO0IIeHM S, 3aMPOC UCTOPUHU UM Tiepenada ¢aiina) hopMUpyeTcst TakeT MPUKIATHOTO
MIPOTOKOJIa, KOTOPBIH nepeaaercs cepepy no TCP-coennnenuro.

CepBep BBINIOIHSET pa300p MOIYyUEHHOW KOMaH/Ibl, 3aIlyCKaeT COOTBETCTBYIOLIYIO
OU3HEC-TIOTUKY U, TPU HEOOXOJUMOCTH, 00paIaeTcs K MOJICUCTEME XPAaHEHUS IaHHbIX
unu BHemmHeMy Al API, mocie yero Bo3Bpamiaer OTBET MHUIIUATOPY ONEpallUU U, €CIu
3TO TpeOyeTcs ClieHapueM, LIeJIEBOMY IMOJIy4aTei0 COOOIECHUS.

Ha ximeHTCKOol CTOpOHE MOJMYYeHHBIH OTBET HHTEPIIpETHpYyeTcs, MHTepdeiic
OOHOBIISIETCSA, a TOJB30BAaTeNb IMOJy4aeT pe3yapTaT omnepanuu B yaoOHO#M (opme.
BriOpannas apxutekTypa 00€cHeurBaeT I[EHTPAJIU30BAHHBIA KOHTPOJb JIOTUKH
B3aUMOJICHCTBHS, €AWHBbIE TpaBWIa ayTeHTU(UKAIMM U OOpabOTKH JaHHBIX,
CONNIACOBAHHOE XPAHEHHE WCTOPUU IEPENUCKH U IPENCKa3yeMyK MapUIpyTH3aLHIo
co00IIeHUI MeXay noib3oBareasiMu. KpoMe Toro, Takoi moaxo ynpoIlaeT pa3BUTHE
MIPOEKTA: PACIIMPEHUE MPOTOKOJA U JTOOABIEHUE HOBBIX KOMaHJ MOTYT BBIIOJHATHCS
0e3 n3MeHeHus 6a30BOM cXeMbl pabOThl cUCTEMBL. CTPYKTYPHO CUCTEMA BKJIIOYAET TPU
B3aMMOCBSI3aHHBIX KOMIIOHEHTA: CEPBEPHYIO0 HacTh ServerSide, KOHCONbHBIM KIUEHT
ClientOOS/ClientConsole u rpadpuueckuii knuent ClientOOS/Vis.

1.4.2 Apxutektypa cepBepHOI YacTH

CepBepHasi 4YacTb peadu3yeT NpHEM MOAKIIOUEHUN, OOpabOTKy COKETOB,
MapIIpyTH3aLUI0 KOMaHJ MpPOTOKOJA, BBIMOJHEHHE omepauui ¢ 0a3oil JaHHBIX U
B3auMozeiicteue ¢ BHemtHUM Al API. BHyTpeHHsis opranusanus cepBepa MOCTpOEHa
KAK JIOTUYECKOE pa3/IeJICHNE Ha B3AaMMOCBsI3aHHbIE YPOBHU. CETEBOM yPOBEHb OTBEYAET
32 CO3/1aHHE€ COKeTa MPOCIYIIMBAHMs, MPUEM KIMEHTCKUX COEAMHEHUN U 0a30BBIH
oOMeH maketamMu. IIpOTOKONBHBIE  ypOBEHb  BBIMOJHSET CEpPUATM3ALUIO U
JiecepuaIn3alnio COOOIIECHU, a TAK)KE OMPEEISICT TUIT MTOTYYEHHON KOMaH/IbI.

[TpuknagHOii ypOBEHb COACPKUT OWU3HEC-JIOTUKY aBTOpHU3alluu, 00pabOTKU
TEKCTOBBIX U (DAMSIOBBIX COOOIICHU, TOTyUYEeHHs] UCTOPUU TIEPENHCKU U paboThl ¢ Al-
3ampocaMu. YpoBeHb XpaHeHHs HHKancynmupyeT SQL-omepauuu u obecneuynmBaeT

B3aumoyeiicteue ¢ SQL Server uepe3s ODBC.
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[Tono6Has opranuzaius cepBepa Mo3BOJSET PA3AEIUTh OTBETCTBEHHOCTh MEXKIY
MOJICHCTEMaMH M YIPOCTUTHh COMPOBOXKICHUE MPOEKTA: M3MEHEHHS B MEXaHU3Max
XpaHCHHsI JTaHHBIX OKa3bIBAIOT MHUHUMAJIbHOEC BIMSHHE HA CETEBOW KOHTYp, a
pacuIMpeHre MPOTOKOJIA MOXKET BBIMOIHATHCS JIOKAJIbHO Ha YPOBHE 00pabOTYMKOB O€3
nepepaboTK OCHOBHOTO CEPBEPHOTO IHUKIIA.

1.4.3 ApxuTtektypa KIMEHTCKON 4acTu

KnmeHTckas 9acTh npeacTaBiIeHa IByMs PHIOKESHUSIMH:

— xoHconmpHBIN KHeHT (ClientConsole): mpennasHadeH mis 6a30BOTO oOMeHa
COOONIICHUSIMU U OTJIAJIKA MPOTOKOJIA M Peaiu3alliy MOAKIIOUEHUSI, OTIIPABKHU U IIPUEM
COOOIIIEHUI B TEPMUHAJIE.

[Tpu co3manny KOHCOJIBHOTO KJIMEHTA MCHOJIb30BAJIUCH MOAXObI K MTOCTPOCHUIO
KOHCOJIBHBIX TPWJIOKEHUW B WHTErpupoBaHHOM cpene Microsoft Visual Studio [2].
JlanHoe mnocoOue peraMeHTHpyeT O0a30Bble MPUHLMUIIBI OpraHU3ald  IPOEKTa,
HACTPOUKH Cpe/bl U OTIAJIKH, YTO IMO3BOJIUIO OOECIIEUUTh EAMHOOOPA3ZHYIO CTPYKTYPY
KJIIMEHTCKOTO KOZla B paMKaX MPUHSATON B MPOEKTE CPEeIbl pa3paboTKH.

KOHCOIBHBIN KIHEHT BBITONHSECT POJIb TAJJOHHOTO MUHUMAJILHOTO KITHMCHTA!

— TIO3BOJISIET OBICTPO MPOBEPUTH JOCTYNMHOCTHh cepBepa U KoppekTHOCTh TCP-
MTOJIKJTFOUCHUS;

— yno0eH JJ11 HU3KOYPOBHEBOW OTJIAJIKU IIPOTOKOJILHOTO OOMEHA;

— MCTIONB3YETCs NP MPOBEPKE PEaKIlfil cepBepa Ha pa3HbIe BApUAHTHI BXOIHBIX
KOMaH/I.

— rpaduueckuit knuweHt (Vis): mpemocraBisieT (OpPMBI aBTOPU3AIUH, 4YaThl,
MOJJIEPKKY padoTel ¢ Al-yaToM W Takke OpPUEHTUPOBAHME HA OCHOBHOMU
IIOJIb30BATENbCKUN CLICHAPUU.

['paduueckuii KIMEHT SBISETCS MOIH30BATEIILCKUM HHTEPHEHCOM CUCTEMBL:

— COACPKUT dKpaH aBTOPHU3AIMH, pabouee OKHO YaTa W JIEMEHTHI YIPaBICHUS
COOOIICHUSIMU;

— O0TOOpakaeT BXOANIUE/UCXONAIINE COOOIIEHUS W HCTOPHIO TIEPEIUCKHA B

yI0OHOM BH/JIE;
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— obecrnieunBaeT O0see eCTECTBEHHBIN ClLIEHAPUN IKCIUTyaTalluK TI0 CPAaBHEHUIO C
KOHCOJIbHBIM PEXUMOM.

Oba kIMEeHTa HWCHONB3YIOT OOLIMI MOAXOM K CETEBOMY B3aMMOJCWUCTBUIO U
paboTaloT ¢ €AMHBIM CEPBEPHBIM MPOTOKOJIOM, YTO OOECIEUYUBAET COBMECTHUMOCTH B
CMEUIaHHBIX CLUEHApUIX (Harpumep, KOHCOIbHbIN 1 GUI-KIMEHT OTHOBPEMEHHO).

1.4.4 TIpoTokos oOMeHa COOOIICHUIMU

[Ipumensierca eaunblii npukiaagHoil npotokona mnosepx TCP [4]. Kiwmenr
dbopMupyeT KOMaHIy, CcepBep pa3OWpaeT TmMaKeT, BBIMOIHICT OW3HEC-JIOTHKY H
BO3BpAIIAET OTBET.

B npotokosie BbIAETAIOTCS IPYNIbl KOMAH/I:

— ayTeHTU(UKALMOHHBbIE KOMaH/Abl (pPErucTpalus, BXOH, IOITBEPKICHUE
cTaryca);

— KOMaHJIbl 0OOMEHa COOOIIEHUSIMHU (JTUYHBIE COOOILECHUSI, UCTOPHUS, TIEPEChLIKA,
yIaJEHUE);

— KOMAaH/Ibl IIEpeIaun JOTOTHUTENbHBIX TaHHbIX ((pailiibl, ciry>keOHbIE MOJs);

— xoMmaH bl Al-B3auMoneiicTBus (3anpoc K Al 1 BO3Bpar oTBeTa).

C TEeXHOJIOTNYECKOM TOUKH 3PEHUS IPOTOKOJ PEaTU3YeT:

— KOMITAKTHOE MPEJCTaBICHUE KOMAH/ U MOJIE3HON Harpy3KH;

— BO3MOXHOCTb PACIIUPEHUs CIUCKAa KOMaHJ 0e3 HapylIEeHUs COBMECTUMOCTH
6a3oBoro Qgopmara;

— eMHbIN MexaHu3M o0paboTku kak st ClientConsole, Tak u st Vis.

B npoTokos1 BKIIFOUEHBI KOMaH/bI:

— perucTpaunus u aBTopu3alius;

— OTIIpaBKa TEKCTOBBIX COOOIIEHNUH;

— miepenava GailioBbIX COOOIIECHNUN;

— MIepeChlIKa U yJaJleHHe COOOIICHUI;

— MIOJIyYE€HHE UCTOPHH;

— oOparmienue k Al-uary.
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1.4.5 Onucanue ¢haiiyioB MpoekTa

CepBepHbIe (aiiib:

— ServerSide.sln — solution cepBepnoii uactu B Visual Studio.

— ServerSide/ServerSide.vexproj - mapamerpsl COOpPKH, MOJKIIIOYaeMbIe
WCXOIHHUKH U 3aBUCHUMOCTH CEpPBEpa;

— ServerSide/ServerSide.vexproj.filters — cTpykrypa orobpaxkenus ¢aiinos B IDE;

— ServerSide/ServerConfig.cpp — Touka BXOAa M cCTapToBas KOoH(pUTrypaius
cepBepa;

— ServerSide/Server.cpp — IIaBHbI MOAYJIb CETEBOTO IHMKJIA, 00PaOOTYMKOB
KOMaH]I 1 MapIIpyTH3aIHH;

— ServerSide/SQL.cpp — moayns noctyna k SQL Server u Al API;

— ServerSide/Common.h — o01uii 3aroJIOBOK C MPOTOKOJIBLHBIMHU CTPYKTYpaMu U
KOHCTaHTaMH.

Knuentckue daitnbl (KOHCONMbHBINA KIIMEHT):

— ClientOOS/ClientConsole.sln — solution KIUEHTCKOI YacTH;

— ClientOOS/ClientConsole/ClientConsole.cpp — Touka Bxoia KOHCOJIBHOTO
KJIMEHTA U 3aITyCK COCTMHCHHS;

—  ClientOOS/ClientConsole/Client.cpp —~ NOAKIIOUYEHHE K  CEpPBEpY,
OTIIpaBKa/mpHeM COOOIIICHUI, pabOUHil IIMKIT KIHEHTA;

— ClientOOS/ClientConsole/Client.h — unTepderic kacca KIueHTa U OObIBICHUS
OCHOBHBIX METOJIOB;

— ClientOOS/ClientConsole/Common.h - o0mie cereBbie OMpeneieHuss Hu
KOHCTAHTBI JUIsI KOHCOJIEHOTO KITUEHTA;

—  ClientOOS/ClientConsole/ClientConsole.vexproj - mapaMeTpbl  COOpPKH
KOHCOJILHOTO KJIMCHTA.

Knuenrtckue ¢ainsl (rpaduueckuii KIMEHT):

— ClientOOS/Vis/Vis.vcxproj — mapaMeTpsl COOpKH TpaduuecKoro KIMeHTa;

—  ClientOOS/Vis/Client.cpp, ClientOOS/Vis/Clienth — cetreBoit  croit

GUI- knuenTa, o0OMEH JaHHBIMU C CEPBEPOM;
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— ClientOOS/Vis/Login.h — ¢popma u Jloruka aBTopu3aiiu mojib30BaTels;

— ClientOOS/Vis/Chat.h — ocHoBHas (hopma 4ara U MOTH30BATEIBCKUE IEHCTBUS
B JTMAJIOTE;

— ClientOOS/Vis/AIChatForm.h - popma B3aumoneiictBus ¢ Al-uatom;

— ClientOOS/Vis/Common.h — o0mme cTpyKTypbl M1 KOHCTaHTBI MPOTOKOJA IS
GUI-knueHTa;

—  ClientOOS/Vis/Globals.cpp - mob6anbHBIE  TIEPEMEHHBIC/COCTOSHUS,
HCITOJIb3YEMBIEC B KITUCHTE;

— ClientOOS/Vis/Config.txt — KOHQUTYpaIIMOHHbBIE MTapaMeTPbl MOAKIIOUECHUS U
3aIycKa.

1.4.6 Peanuzanus Al-accuctenra

Peanuzanus Al-accucteHTa B NpPOEKTE€ MOCTPOEHA MO KIMEHT-CEPBEPHOMY
MPUHIUITY ¥ BCTPOEHA B OOLIMI MpoTOKoa oOMeHa coolueHusmu [3]. [lonb3oBarens
dbopMupyeT 3arpoc B KIMEHTCKOM MPHIOKEHUH (B rpadrueckoM KiIueHTe yepes hpopmy
ClientOOS/Vis/AIChatForm.h, a Ha  ypoBHE CepBEpHON  JIOTMKU  4Yepe3
COOTBETCTBYIOIIYIO KOMaH Ty MMPOTOKOJIA), IIOCTIE YEero 3ampoc NepeaaeTcs Ha cepBep 1o
crannaptHomy TCP-kanamy.

Ha cepBepHoii cTopoHe 3ampoc oOpalaThiBaeTCs KakK OTACJIbHBIA CIieHApUil
npukiaaHon  sioruku. Monyns  ServerSide/Server.cpp — mpuUHUMaeT — KOMaHIy
Al-B3anMoIeHiCTBYSA, BHITIOIHSIET pa300p BXOAHBIX JAHHBIX U MEPEAACT UX B IOJICUCTEMY
WHTErpanuu, peam3oBannyto B ServerSide/SQL.cpp. B nannom monyne ¢popmupyetcs
HTTP-3anpoc k BHemHemy Al API, ormpaBnsiercss 3ampoc, NpUHUMAETCS OTBET U
BBITIOJIHSIETCS €T0 MOCcTOOpaboTKa NJis MOCHeAyolled nepeaadn KIUeHTy B (opmare
BHYTPEHHETO MPOTOKOJIA.

JIOTIOJTHUTENBHO CEPBEP MOKET COXPAHATh UCTOPUIO Al-aranoroB B 6a3e TaHHBIX
SQL Server, 4ro mO3BOJISIET OOECIEUUTH IEIOCTHOCTH ITOJH30BATEILCKOM CECCHH,
MOBTOPHBIM  JOCTYH K TPEIBIAYIIUM  COOOMIEHUSM ¥  C€AWHBIA MEXaHU3M

KYPHAJUPOBAHUS B3aUMOACHCTBUH. OTO OCOOEHHO BaXXHO B pacIpeneseHHOM
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I/IHTCJIJIGKTyaJIBHOI\/'I CUCTEMBI, TAC HCO6XOI[I/IMO KOHTPOJIMPOBATH UCTOPHUIO O6p8.H.I€HPIﬁ

" IOAACPKHUBATH BOCIIPOU3BOANMOCTD pa60‘-II/IX CIICHApPHCB.

C apxuTekTypHOU TOYKHM 3peHusi Al-acCUCTEHT peanu3oBaH Kak pacIIMpeHHUE

CYLIECTBYIOIIEW CUCTEMBI, a HE KaK M30JIMPOBAHHBIA BHEIIHUNA MOJYJIb. TaKOW MOAXO.

MO3BONIMI M30eXaTh JyONMpOBaHUs CETEBOM HMHOPACTPYKTYpHl, COXPAaHUTh €IUHBIN

MCXaHHU3M aBTOPHU3aAlUU U NCHTPAIIN30BAHHYIO 06pa60TKy KOMaH[, a TaAKKC YIIPOCTUTD

MaciTadupoBanue PyHKIIMOHATBFHOCTH B Oyay1eM (Hanmpumep, 100aBieHne HOBbIX Al-

CILICHApUEB UJIM CMEHA BHEITHEro npoBaiiaepa API 6e3 n3MeHeHus: KITMEHTCKOU JIOTUKH ).

1.5 Peasnm3anust npusiokeHust

1.5.1 Peanuzanusi cepBepHOM 4acTu

CepBep peann3oBaH Kak MOHOJUTHBIM  00pabOTUYMK

nncnemepmauneﬁ KOMaH.

OCHOBHBIE dTaIlbl PEATU3aLUU:

— 3aIyCK cepBepa U MHUITUATU3AIUS CETEBOTO CTEKA;

— 00paboTKa MOAKIIOYEHUS KJIUEHTOB;

— pa30op KOMaHT TPOTOKOA;

— oopamenue k SQL Server uepes ODBC;

— (hopMHpOBaHUE U OTIIPABKa OTBETOB KIUEHTAM.

1.5.2 Peanuzanus konconpHOro KireHTa ClientConsole
KoHCONBHBIN KIUEHT peaanusyeT 6a30Byr0 paboTy C CEPBEPOM:
— 3aITyCK ¢ TTapaMeTpamMu ajapeca u 1mopTa,

— TIOAKJIIOYCHUE K CEPBEPY;

— OTIpaBKa BBEJECHHBIX MOJb30BATEIIEM COOOIICHUI;

— IIPUEM JAHHBIX OT CEPBEPA B OTACIBHOM padoueM LIUKIIE.

MOAKIIOUEHUN C

Haznauenue kimeHTa - TCCTHUPOBAHHUC U OTIIaAKa CCTCBOI'O IIPOTOKOJIA HA paHHUX

JTalrlax.

1.5.3 Peanuzanus rpaduueckoro kimueHTa Vis

['paduueckuii KIMEHT MPEAOCTABIISET MOJIH30BATEILCKUI HHTEpDEiic:

Wsm.
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— OKHO BXO/Ia MOJIb30BAaTENS;

— OKHO 4ara ¢ OTHPABKOW COOOUIEHUM;

— oTHeNbHYI0 dhopmy st Al-accucTeHTa.

Kimuent obecneunBaeT Oosee ymoOHBIM paboduii ClieHapuil MO CPaBHEHHIO C
KOHCOJIbHBIM BapUAHTOM M ITPEIHa3HAYEH IS [IOBCETHEBHOT'O UCIIOJIb30BAHUS B PaMKax
JEMOHCTpALIK NPOEKTA.

1.5.4 Unterpamus Al-accuctenra

Wurterpaunst Al- accucTeHTa peaM30BbIBANIACh KAaK OTIEIbHBIN NPHUKIAJIHON
CLICHApUM BHYTPU CYILIECTBYIOIICH KIMEHT-CEPBEPHOU apXUTEKTypbl. Ha KiMeHTCKOM
CTOpPOHE TOJIb30BaTeNb (POPMHUPYET TEKCT 3arpoca B MHTEpdeiice yarta, MOCIE 4Yero
KJIMCHT YIIAaKOBBIBAET €T0 B KOMaHAy MPOTOKOja U oTpasiisaeT Ha cepep o TCP.

Ha cepBepe Bxomsmas komMaHga oOpaOarbiBaeTcsi B OOIIEM JUCIETYEpE
COOOWICHMI: 3apoc BaJUIAUPYETCs, MPUBA3BIBAECTCS K TEKYIIEMY IOJIb30BATEIIO U
nepeaaeTcss B MoyJib MHTerpanuu ¢ BHemHUM Al API.

Hanee cepsep popmupyer HTTP-3anpoc B TpeObyemom dopmare, OTIpaBiIsieT €ro
npoBaiinepy Al-cepBrca, NPUHUMAET OTBET U BBIIIOJIHAET NOCTOOPAOOTKY pe3yJsbTaTra
(TIpoBEpKa CTPYKTYPHI, BbIJIEIEHUE TEKCTOBOW YaCTH, MOJrOTOBKA K OTIPABKE KIUEHTY).
[Tocne storo utorossiii Al-oTBeT npeodpasyercs B (hopMar BHyTPEHHETO TPOTOKOIA U
BO3BpAI[AETCs WHUIMATOPY 3ampoca. Takum o0pa3oM coxpaHseTcs eauHash MOJENb
B3aMMO/ICHCTBUS, T/€ JUIsl KiiMeHTa Al-0TBET BBIIVISIANT KaK CTaHIApPTHOE COOOIIEHUE OT
cepsepa.

[Ipu HEOOXOAMMOCTH cepBep Takke coxpanser ucroputo Al-muamora B SQL
Server, YTO TO3BOJISIET BOCCTaHABIMBAThb KOHTEKCT OOLIEHUS, aHAJIU3UPOBATh
npenpayniue oOpamieHuss W oOecrneuuBaTh IEJIOCTHOCTh JIaHHBIX B paMKax
MOJIb30BATEILCKOM ceccun. Peanmsariusi BBIMONHSUIACH TIOJTANHO: CHadama ObLI
HacTpoeH 0a30BbIi 3ampoc-0TBeT ¢ BHeIHUM API, 3arem no0asiena o6paboTka o1mooK
Y TOJIBKO TTOCIIE ITOTO MHTETPUPOBAHO COXpaHEHUE UCTOPUH B 0a3e JaHHBIX.

CrpykTypa BCeX KJIacCOB MPEACTaBICHA HA pUCYHKe 17.
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ClientDOS/ClientConsole

-remote_hostname. : string
-remote_port_: string
connection_Socket_:
+Start(): int
+Disconnect(): void
+SendMessage(message): int
+ReceiveMessage(buffer): int
-ResolveConnectionAddress(): addrinfo*
-CreateConnectionSocket{addr): SOCKET
HandleConnection(): int
-InputHandler(): int

SOCKET

@ o
/) visGlobals
+assembleLine: queue
+ailine: gueue
+Mutex1: mutex
+Mutex2: mutex
+OnlineList: vector
+UserList: vector
+user: string

+dest: string

+result: int

¥
(@) Protocol::Message

+size: int

+time: tm

+commandL: char
+senderName: string
+originalSenderName: string
+destName: string

+mall: string

+result: int

+fileName: string
+file: char*

+authData: Protocol::User

[

(©) Protacol: User
+name: string

Client00S5/Vis

«Forms
®© Window
+isRussian: boal
+isLoggingOut: bool
+UpdateChat(msg): v
+ApplyLanguager): void
+Window_Load...)
+btnAIChat_Click ...}
+btnLogout_Click{...)

«Forma»

! © scratrorm

+isRussian: bool

+ApplyLanguage(): void

+AIChatForm Load(...)

i +sendBtn_Click(...}
+pollTimer_Tick(...)

uses client

¥
(@© Guickent

-remote_hostname_: string

remote_port_: string

+SetHost{host, port): void

+Start(): int

+Disconnect(): void
+SendMessage(message): int
+ReceiveMessagel(buffer): int
+ProtocolComposition{message): char*
+ProtocolDecompositioniraw, len): Message

(sends AICHAT  Alses client

Q =Form=
LoginForm
+isAutorised: bool
+isRussian: bool
“+UpdateStatuswi(): void
+Sign_in{...}
+Register...)
+ApplyLanguagel }: void

TCP pratocol

_ = TCP protacol

Serverside

(© server

-hostname : string

-port_: string

-server_socket_: SOCKET
-connected_clients_: map

+Start{): int

+Shutdawn(}): void
+HandleConnections{): int
+SendMessage(sock, msg): int
+BroadcastMessage(msg): int

| +ReceiveMessage(sock, buffer): int

«statics

Globals

+assembleLine: queue
+Mutex; mutex

' +PratocolCompasition{message): char

+PratocolDecomposition(raw, len):
+Authorizatien(user, sock): bool
- T
' 4 '

|, ‘parse/build lcalls
i
¥ *

(€) protocol::Message

¥

€y  omedules
© sqiFinctions

+size: int +50Ldb_connect{): SOLHDBC
+time: tm +Stare(...
+commandL: char +StoreAuthl...

+findUserwithPassword(...}
+RetrieveMessages(...)
+RetrieveUserNames(...}
+StoreForwarded(...)

+senderName: string
+originalSenderName: string
+destName: string

+mail: string

“+result: bool

“+fileName: strin

= +DeleteMessage(
+authData: Protocal:: User

+StoreAlChati...]
+ eAIChat(...)
+CallALAPI(...): string

<

Protocol::User

+name: string
+password: string

+RetrieveFerwardedMessages(...)
)

Message

Pucynoxk 17 — UML-nunarpammMa BcexX KJIACCOB MPHUIIOKEHUS

1.5.5 CrpykTypa npunoxeHus

UML-nnarpamMma pa3BEpThIBaHUs MPEACTABICHA HA pUCYHKE 18.

PaBouas CTaMUKA NONbIOBATENA
(

(KOMCONLHEIM KAMEHT)

is.exe
(rpagmieckni KnnenT)

Windows NK)

ServerSide.
(cepeep e

TCP 127.0.0.1:4000

(ww LAN/Internet) WnSock2

Cepsep npHACKeNNA
(windows Server/nK)

exe &
ccennxepa)

06paboTyyMK NPoToKoNE

TCP.cepmep [ >  Komaug

ODBC C1of ABCTYNA K AGHHEIM
>

HTTP-knuenT WinHTTP
(Al muTerpaumsa)

ODBC (DS}

HTTPS {API 3anpoc/oTaeT)

Microsoft SQL Server
1 (LocalDB/instance)
5533 0 HHLIX MECCRHAMEDa

Biewnni Al cepaic
(GpenRouiter API)

Pucynok 18 — UML-aunarpamma pa3B€pTeiBaHMs

[TpuHIMn paboThl MPHIOKEHUSI OCHOBAH Ha KJIMEHT-CEPBEPHON apXHUTEKTYype C

OCHTPAIN30BaHHBIM XPAHCHHUCM JaHHBIX 1 HHTeraHHeﬁ HCKYCCTBCHHOI'O MHTCJIJICKTA.
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[Tosb30Barens B3aUMO/JICUCTBYET Cc IPOrpaMMOou yepes KOHCOJIBHBIN
kineHT ClientConsole.exe mi6o rpadudeckuii KimeHT Vs.exe, paboTaromniue Ha paboueit
crauiuu noj ynpasineanem Windows. JIro0oe neiictBue, Oyab TO OTIIpaBKa COOOIICHUS,
3anpoc UCTOpuu Wi BKIoueHue Al-pyHkumii, Gopmupyer 3ampoc, KOTOPBIA IO
nporokoiny TCP ¢ wucnoms3oBanuem Oubmmorekn WinSock2 HampaBnsercs Ha
CEPBEPHYIO YaCTb.

CepBep ServerSide.exe, pa3BEPHYTHII Ha BBIICICHHOM WJIH JIOKAJIHHOM
KOMIIBIOTEpPE, MPUHUMAET BXoAsuue coenrHenus yepes cBot TCP-cepBep Ha 3apanee
3aaHHOM mopTy (mo ymosdanuio 127.0.0.1:4000, ¢ BO3MOXXHOCTBHIO PabOTHI IO
JIOKaJTFHOM CETH WU Yepe3 nHTepHeET). [Ipu mocTyrieHnu 3anpoca cepBep aHaTU3uPyeT
€ro TUIL: ecliu TpeOyeTcs COXpaHWTh WM W3BJIeuYb JaHHble, oH depe3 ODBC-cioit
dbopmupyeT obpaieHne K 6aze TaHHBIX 1o yrnpasieHueM Microsoft SQL Server, rie u
XPaHHUTCS BCS UCTOPHS TIEPEIUCKH, YIETHBIC 3alMUCH U CiTy)keOHast naHpopmarus. [Ipu
HE0OXOIMMOCTH 33]IeWCTBOBATh UCKYCCTBEHHBIN UHTEIJIEKT JJI TeHEPAIMK OTBETA WK
aHanuza tekcra cepsep yepe3 HTTP-knmuent WinHTTP ornpasnser HTTPS-3anpoc k
BHemHeMy API-cepBucy OpenRouter, momy4aer pe3ynsrar U BCTPaUBAET €TI0 B JIOTUKY
00paboTKH.

[Toce BeIMOTHEHUST BCEX HEOOXOMMMBIX OIeparuii cepsep GOpMHUpPYeT OTBET U
OTIIPaBJISIET €ro 0OpaTHO TOMY KIIMEHTY, KOTOPBIM MHUIIMUpPOBAJ 3arnpoc. KiueHnTckas
4acTh MPUHUMAET OTBET, 00pabdaThIBa€T €r0 U HEMENJIECHHO OTOOpakaeT U3MEHEHUS B
TTOJIB30BATEILCKOM MHTEpderice — OOHOBISIET CITUCOK COOOIICHHM, YBEIOMIICHUS UITH
pe3ynbrar padbotrel Al. Takum oOpa3om, Bcsi OM3HEC-JIOrHKa M paboTa ¢ JaHHBIMH
COCPEIOTOYCHBl Ha CEPBEPHOM CTOPOHE, YTO OOCCIECUYMBACT EAMHOE XPAHWIIHUIIIC,
0€30MacHOCTh TOCTYIa M BO3MOXXHOCThH OJTHOBPEMEHHOM pabO0Thl HECKOJIBKUX KIMEHTOB
Cc o01Ie#t uCTOpuei.

UML-auarpamma nociie1oBaTeIbHOCTH ICMCTBUH MPEICTaBICHA HA pUCYHKE 19.
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Krnent

TCP Mogknryerre

Cepeep Baza JaxHex (SQL)

QpenRouter API

LOG_IN (noruH, naponb)

HISTORY (3anpoc ucTopum yata)

Mposepxa x3wa napons & Tadnuue Users

Monb30BaTens HailaeH

TEXTMES (Komy: TO_ALL, Tekcr: "Bcem npueer!”)

R {Monyuuts

Maccue crapeid coobenmi

AICHAT (TekcT: "4ro Takoe UML?")

CoxpannTs cooBuenme (Store)

CoxpareHo

AICHAT (Texct oreera oT VM)

Paspuie TCP coegurenus (OTRniMerme)

StoreAlChat {CoxpanuTs BONPOC KMMEHTa)

RetrieveAlChat (3anpocuts korTekcT guanora)

WcTopuA npenbiaywumx coouieHu

Knneut

— )
QUHCTE COKET M YAANEHUE U3 OHMANH-CTIHCKA

L s s e e SRS -
i
|

CallAlAPI (HTTP POST sanpoc ¢ JSON)

T

i

|

OTEeT HelipoceTk i

[ oo L e

i

i

|

i

StoreAlChat (CoxparmTe oteeT M) L
T
1
i
i
i
i
L

Pucynoxk 19 — UML-auarpamMmma nociaenoBaTeIbHOCTH
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1.5.6 CtpykTypa 6a3bl JaHHBIX

Jlis XpaHeHusi JaHHBIX TNPWIOKEHHUs ucrnoib3dyercss Microsoft SQL Server.
CrpykTypa 0a3pl NaHHBIX TOCTPOCHA B COOTBETCTBHHM C OCHOBHBIMHU CIICHAPUSIMH
paboThl pacnpeeIeHHOW MHTEIUIEKTYaIbHOW CUCTEMbI: aBTOPU3AIIMS IOJIb30BaTENEeH,
oOMeH cOOOIIeHUAMH, NTepechlIka coodmennit u pabora Al-accucrenrta. B cepsepHoM
kozie (ServerSide/SQL.cpp) UCIIONB3YIOTCS CIEAYIONINE TaOTUIbI:

— tabnuma Users, npeacraBneHHas B Ttabnuue 2. JlanHas tabnuna cCOmepKuT
YYETHBIE 3aIlUCU TOJIb30BATENIEN CUCTEMBbl. B HEW XpaHATCA JIOTMH IMOJIb30BaTENs
(username) 1 mapoJb C UCHIOIB30BaHUEM XaIHpoBaHus SHA-256 (password), koTopble
WCITOJIB3YIOTCSI TIPH PETHCTPAIlMA W aBTOpH3aIiu. Talmuiia y4acTByeT B MPOBEPKE
NOJIIMHHOCTH TIOJIb30BaTEeNsl MPU BXOJEe M B (OPMHPOBAHUU CIHCKA JOCTYITHBIX
M0JIb30BaTENeH B KIIMEHTCKOM 4acTu;

— Tabmuna Message, mnpenacraBieHHas B TabOnuie 3. JlanHas TaOnuia
npeHa3HauYeHa Jisl XpaHEeHUsI OCHOBHOM UCTOPHUU MEPENUCKU MEXKTY IMOIb30BaTEIISIMH.
B Hell coxpaHsOTCS ClTy>)KEOHBIE U MPUKIAJAHBIC TOJI COOOIIEHHUSI, BKJIIOYAsl pa3Mep,
BpeMsl OTIpaBKU, TUI KoMmaHAbl (commandl), umsa otmpaBurtens (senderName), ums
noiydarenst (destName) um  Tekct coobmenus (mail). 3amucu 3ToM  TaOMMIIBI
WCITOJIB3YFOTCSI IJIs1 BBIJIAYM UCTOPUU YaTa U BOCCTAHOBJICHHS TUAJIOTA;

— tabmuna ForwardedMessage, npezncraBnennas B Tabnuie 4. Jlannas tabnuia
XpaHUT JaHHBIE O TMepeclaHHbIX cooOmeHusx. [loMUMO CTaHAApTHBIX TOJEH
COOOIICHNS, B HEH JOMOJHUTEIHLHO MPUCYTCTBYET WH(MOpMamus o0 OpUTHHATIHLHOM
ornpaBurene (originalSenderName), 4T0o MO3BOISET COXPAHITH KOHTEKCT NIEPECHIITKHA U
KOPPEKTHO OTOOpakaTh UCTOYHUK COOOIICHUS B KIIMEHTE;

— Ttabmuna AlChat, mnpencraBnenHas B TaOmume S. Jlannas Tabnuia
MpelHa3HaueHa [IJIsi XPaHCHWS WCTOPUM B3aWMMOACHCTBUS TMOdb30BaTens ¢ Al-
aCCHUCTEHTOM. B Hell coxpaHsioTcs uMs TMoJib30BaTess (username), pojib COOOIICHUS
(role, mampumep monb3oBatenb Wik Al) m Tekct coobmienus (message). JlanHbie
TaOJIUIIBI UCTIONIB3YIOTCS VIS 3arpy3Ku KoHTeKkcTa Al-muanora u oTroOpaxeHus: HCTOPUH

B (hopme Al- yara.
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Tabnuua 2 — AtpuOyTsl cymHoct Users

ITone Tun maHHbIX Onucanue
ID Int Wnentudukarop moib3oBarens
username Varchar JloruH 1oJp30BaTeIIs
password Varchar [Tapons monb30Baresst

Tabnuma 3 — ATpubyTsl cymHoctu Message

Ilone Tun maHHBIX Onucanue
ID Int Nnentudukarop cooOmeHus
size Int Pa3mep coobmenus
time Varchar Bpems otmipaBku
commandl Char Tumn xoMaHIBI
senderName Varchar Wwms otipaButens
destName Varchar Wwms momyuarens
mail Varchar TekcT cooOIIEeHUS

Tabnuma 4 — AtpudyTsl cymnoctu ForwardedMessage

ITone Tun naHHbIX Onucanue
ID Int WNnentudukarop cooduieHus

size Int Pa3zmep cooOuieHus

time Varchar Bpewms ornpaBku
commandl Char Tun koMaHabI

senderName Varchar Nwms otnipaBuTens
originalSenderName Varchar VMs1 OpUTMHAIIBHOTO OTIIPaBUTEIIS

destName Varchar Nwms nomyuarens

mail Varchar Texkct cooOIIEHUS

Tabnuma 5 — AtpuoyTsl cymnoctu AIChat

ITome Twum gaHHBIX Ommcanne
ID Int Wnentudukarop nonb30Bares
username Varchar Nwms monb3oBarens

Mam. | Jluct | No nokym. |JIloamuch
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ITone Tun naHHbIX Ornucanue
role Varchar Pons cooOuieHus
message Varchar Tekcr coobmeHus
time Datetime Jlara otnipaBku

Takum oOpazom, cTpykrypa BJl mokpbiBaeT Bce KitoueBble (PYHKIIMOHAJIbHbBIE

CIIEHAPUH TPUJIOKEHUS: ayTeHTU(HUKAIMo, 0OMEH COOOIeHUsIMH, TIepechuiky U Al-

B3aUMOJICHICTBHE.

COIIPOBOXKACHUC CHCTCMBI,

Takoe pasgeneHue Ha TeMaTHMYeCKUe TaOMUIBl  YIPOIIAET

ITOBBIIIACT YHTACMOCTDB SQL-JIOFI/IKI/I N IIO3BOJLICT

MaCIHTa6I/Ip0BaTB IMPOCKT 3a CUCT PACIIHUPCHUA OTACIbHBIX ITOACHCTEM XPAHCHUS

JaHHBIX.

1.6 TecTupoBaHue NPUITOKEHUS

1.6.1 Llenn u 3axa4m T€CTUPOBAHUS

HGHL — IIPOBECPUTL KOPPCKTHOCTH pa6OTI)I KHHGHT-CGpBGpHOﬁ CHUCTCMBI B

ITOJIB30BATCIIbCKUX CHCHAPHUAX.

3agauu:

— IIPOBCPUTD ITOAKIIOUYCHUC KIIMCHTOB,

— IPOBEPUTH PETUCTPALIMIO U ABTOPU3AIIUIO;

— IIPOBEPUTH JOCTABKY M COXpaHEHHE COOOIICHUH;

— TIPOBEPUTH Tiepenady (HaisioB U MEPEChUIKY;

— npoBepuTh padoty Al- accucrenra.

1.6.2 TectupoBaHu€ MOJAKIIOYEHUS] U ABTOPU3AILIUU

YToOBbl 3ailiTU B NPWIOKEHUE HYXHO 3alyCTUTh CHadajga CcepBep, 3alycK

npeacTasieH Ha pucyHkax 20 — 21.

Wsm.
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[Debug] Resolving server hostname.

[Debug] Creating server socket object.

[Debug] Binding socket to the resolved address.

[Debug] Setting SO_REUSEADDR socket option to the server socket.

[Debug] Activating server listenning mode.

[Info] Server is listenning for incoming connections at 127.0.0.1:U4000

Connected to database successfully!

Pucynok 20 — 3anyck cepBepa

[Info]l New connection from 127.8.0.1:22583

Pucynok 21 — IloakitoueHne KIMEHTA Ha CEPBEP

[Tocne 3amycka cepBepa MOTYT MOJKIIOUATHCS KJIUEHTHI (PUCYHOK 22).

[Tpu HEOOXOTUMOCTH MOKHO TIOMEHSTH SI3bIK UHTEpdelica (pucyHku 23-24).

Disconnected RU

Reqister

PucyHok 22 - OKHO BX0J1a WU PETUCTPAIUSI HOBOTO MOJIb30BATENS

zm.
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B Authorization

Enter your login

Enter your pagsword

Pucynok 23 — CmeHa si3bika

E ABTOpUZaLMA

Pucynok 24 — aTepdeiic Ha pycCKOM sI3bIKE

Jlist perucrpanuy MoNb30Baressi HeOOXOAMMO BBECTH JIOTHMH M IMapoJib, MOCTE

HaXkaTh Ha KHOMKY «Peructparnus» (pucyHok 25).

3m.

JIuct

Ne oxym.

IToxmuce

Jara
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test

onnected RU

Sign In

Register I

Registration sent!
You can now login with these credentials,

\H:

oK

--OBEPHTE ]

Pucynok 25 — Perucrtpaius nojb3oBaress

Jlns Bxoma HEOOXOAMMO BBECTH JIOTUH M TApoJib 3apEeTrUCTPUPOBAHHOTO

MOJIb30BAaTEs, MOCIIe HAXaTh HA KHOMKY «BoWTny» (pucyHok 26).

Connected RU

test

Reaqister

PucyHok 26 — ABropu3ans noJb30BaTels

zm.

JIuct

No nokym.
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[Ipn aBTOopM3anMu WM JIIOOBIX JEUCTBUHA CO CTOPOHBI KJIMHETa BEAETCS

JIOUTPOBaHUE Ha cepBepe (pucyHku 27-28).

[Server] LOG_IN request from test
[Auth] Checking user: 'test' with password: '123°

User found!
[Server] Authorization SUCCESS for test

Pucynok 27 — Bxozn cyiecTByIOLIEro MoJjib30Barens (JIOTH ¢ cepBepa)

[Debug] Resolving server hostname.

[Debug] Creating server socket object.

[Debug] Binding socket to the resolved address.

[Debug] Setting SO_REUSEADDR socket option to the server socket.
[Debug] Activating server listenning mode. JGapa2i21312
[Info] Server is listenning for incoming connections at 127.0.0.1:U400
Connected to database successfully!

[Infol New connection from 127.0.0.1:3783@

[Server] LOG_IN request from ydapma2321312

[Auth] Checking user: 'ydjadwa2321312' with password: '32113'

User not found.

[Server] LOG_IN request from ydatma2321312

[Auth] Checking user: 'yhagwma2321312' with password: '32113'

User not found.

Pucynok 28 — O6paboTka OIMOOYHBIX JAHHBIX aBTOPU3ALIUU

1.6.3 TectupoBaHue IIIaBHOTO MEHIO

I'maBHOE MEHIO MPECTABICHO HA PUCYHKE 29.

Users
TO ALL

Refresh

Al Chat

Profile: test

TO ALL

Send
Select File

Logout

Pucynok 29 — I'maBHOE MeHIO

II'Y 1.090301.28.001 I13
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I[JISI TOr0 4YTOOBI OTO6paBI/ITB BCCX 3apCruCTprupOBaAHHBIX MoJb30BaTeneH

HEOOXOJIMMO HaXkaTh Ha KHONKY «OOHOBUTHY (pucyHOK 30).

os!

Mone3oBatenu

TO ALL He B ceTn

anton

lar

test

yobapea2iZ21312

OmpaeuTs
WK Yar

lMNpodwns: anton Boiiim

Pucynok 30 — ['maBHOE MEHIO CO BCEMU 3apETrUCTPUPOBAHHBIMU IOJIB30BATEISIMU

I[H}I TOro 4ToOBl HAWTH KAKOrO-TO IOJb30BAaTEJIS IO JIOTUHY W HAIIUCATb CMY,

HY’KHO HQ)KaTbh Ha MOJI€ TOMCKA U BBECTH JIOTUH (pUCyHKH 31 — 32).

MNonb30BaTenu

TOALL TOALL

anton
egol?
lar

log
petr

test
yadeia2321312

Ompasuts
O6HoEMTS BeifipaTe waiin
WK Har

MNpodune: log

Bowim

Pucynok 31 — OToOpakeHHe IMoJjIe TTOMCKa IOIb30BaTeIs

JIuct
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[Nonb3oBaTtenu

te

TOALL

test

OBHoBuTL

MW Yat

[podmne: log

TOALL

OmpasTs

Brifipato daiin

Briiima

Pucynok 32 — ITouck nmonp30Baress 1o JOruHy

Ecnu HEo0X0aMMO BBIMTH B MEHIO aBTOPHU3AlLlMU, TO HYKHO HaXaTb Ha KHOIKY

«BoriiT» (pucyHok 33).

Monbaosatenn
TOALL TOALL

OBrosmm

WN Yar

Mpocpun: test

Togkniovero

PervcTpalua

Ompasurs

BuiBpars gain

| Bowitn

EN

Pucynok 33 — BbIxon B INIaBHOE MEHIO

1.6.4 TectupoBanue oOMeHa COOOIIEHUSIMU

OOMeH TEKCTOBBIMH COO6HI€HI/I$IMI/I MCKAY ABYMA KIMCHTAMH, IIOJTYUYCHHUC

COOOIICHUI B PeKUME PEaTbHOTO BPEMEHH (PUCYHOK 34).

zm.

JIuct
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MNons3ceateny
o Boemm

P U

Npocpune: anton

Bospam, aae

Profile: test

Pucynok 34 — O6meH cooOIIeHUIMU MEXKTy TT0JIb30BaTEISIMU

1.6.5 TectupoBanue nepenaauu GHanaoB U MEPECHUIKA COOOIICHUI

Jlist oripaBku GaiIoBBIX COOOIEHNI HEOOX0IUMO HaXKaTh Ha KHOTIKY «BbiOparh

(aiim», mocie BIOpaTh HY>KHBIN (DAiiJT ¥ HAXKATh Ha KHOIIKY OTKPBITh, TOCJIE Ha KHOTIKY

«OtnpaBuTh» (PUCYHOK 35).

[Nonb3oBaTenwu

TOALL

anton

lar L
etr

B cetn

y@apeia2l

Ynopagounte ~
| documents
Bnosxenus
PN Waobpaxenna

2l Pabounia cton

01/05/2026 [19:46] anton: npweeT
01/05/2026 [15:46] test: MpuseT
01/05/2026 [15:48] test: Kax nena?

<« x64 5 Debug

Hoean nanka

Config.bt

Wmn daitna: | ebug)Config.bed

I
4

Allowed files (*.bt;*.pdf;*.dog* -

[Fle: Cortig bt]
WK Yar
lNpodpuns: anton Boim

Pucynok 35 - OrnpaBka ¢aiijoBbIX COOOIICHHIA

VY nomydarens ¢aia OTKPBIBAETCS U COXPAHSIETCS B «3arpy3Kn» (PUCYHOK 36).
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Users
TO ALL

anton

lar

petr

test
ypapeiaZ2i21312

Online

Refresh

Al Chat

Profile: test

01/05/2026 [15:46] anton: npuseT
01/05/2026 [15:46] test: MpuseT
01/05/2026 [19:48] test: Kax nena?
01/05/2026 [19:50] anton: [File: Config txt]

El <« > » +
Daiin WzmeruTts Mpocmotp
ip=127.8.0.1
port=400eip=127.0.0.1
port=4800

Crpoka 1, cronbey 44 cumeonz OBbiur

“B

ni UTF-8

Send
Select File

Logout

Pucynok 36 — OtkpsiTue (aitioBoro coooieHus

Jns mepechbuUlKd COOOIEHUI HYXHO BBIACIUTH MOJHOCTHIO CTPOKY, KOTOPYIO

Heo0XxoIMMo riepecinarb, nociie [IIKM mo 31oii cTpoke 1 HaxaTh Ha KHOTIKY «Ilepeciarhby

(pucyHnox 37).

]

Mone3oBaTenu

TO ALL
anton
lar

etr

B ceTn

ypapeaZizidiz

OBHOBUT

WK Yar

INpodunsk: anton

01/05/2026 [19:46] anton: npuseT
01/05/2026 [15:46] p
01/D5,"

11/05/2026 [19:48] test: Kax ne
01,/05,2026 [19:50] anton: [File: Cq

Yaanute

OmpaenTs

BriGpats qaiin

Boiiim

Pucynox 37 — Ilepecsinka cooOrieHu

B oTpbIBIIEMCSI OKHE HYKHO BBIOpaTh KOMY XOTUTE MIEPECIIATh COOOILEHUE, TTOCIIE

Haxkathb Ha «Ilepecnare» (pucyHok 38).
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[TO ALL

anton

lar

test

yohameiaZ32 13z

MNepecnam CmaeHa

PucyHok 38 - koMy MO>XHO Iiepeciarb

[Tocne naxkatus Ha KHOIIKY IICPECJIaTh IOAIBACTCA OKHO C YBCIOMJICHHCM O

YCHENTHON OTIPABKH MEPECIAaHHOTO COOOIIeHUs (PUCYHOK 39).

o CooBWeHWe NepecnaHo!

Ok

PucyHok 39 — YBenoMiieHHe 0 yCIENTHON NEPECHUIKE

Ha pucynke 40 npeacraneHo nojydeHue NepeciiaHHoro COOOIIeHMS.

II'Y 1.090301.28.001 I13
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01/05/2026 [19:54] anton: [Forwarded from test] Kak pena?

Pucynok 40 — nmony4yeHHOE MepeciiaHHOe COOOIICHUE

Jns ynaneHuss COOOIIEHUS HYKHO TaKXE BBIJCIUTH BCIO CTPOKY, KOTOPYIO

HeoOxoauMo yaanuTh, mocie [IKM mo »Toit cTpoke M HakaTh Ha «YIAJIUTH

(pucynku 41 —42).

o Bl yEEpEHBl, 4TO XOTHTE YZaNWTe 3T0 cO0BWeHne?

Aa Het

Pucynok 41 — YBenomiienue 00 yaneHun COOOIICHUS

Wsm.

JIuct

No nokym.

Tlonmuce
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01/05/2026 [19:46] test: Mpueet
01/05/2026 [19:50] anton: [File: Config txt]

Pucynok 42 — Iocne ynaneHust cooOmmeHus

1.6.6 TectupoBanue Al- accucrenra

st Toro utoOsl 3aiith B Al yar HeoOxoaumo HaxkaTh Ha KHonky «MM Yar»
(pucyHok 43).

Mone3oeaTenu
0170 [ Jtest: Mpwoet

TOALL B catu 01/05/°2026 [19:48] test: Kax pena?

arton

lar

ptr

46] anton: npvneT
"

5 &
I

—— T

O

| Ormipass ]

Beifoams dafin

MNMpotpune: anton

Bt

Pucynok 43 — Ilepexon B U1 Yar

I[J'Iﬂ OTIIPAaBKH 3aIipoca H606XOI[I/IMO BBCCTH, YTO BbI XOTUTC B CTPOKY U HAXATb

«Otnpasuthy (pucyHok 44). Otser or UM nipeacrasien Ha pucyHke 45.
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Crax kpateo yto Takoe linux?

| | Oompasim

Pucynoxk 44 — Ornpagska 3anpoca
Ha pucynke 45 npencrasines orset ot UN.

gl

You: Ckaxm kpaTko 4To Takoe linux?

Al Linux — 370 ceofiofHan M 0TKPLITAA ONEPALMOHHARA CHCTEME, OCHOBaHHAA Ha Aape Linux, venonssyeman s
CEepEEpaX, pabioukx CTHLMAX, MOBMMEHELX yCTPORCTEEX W BCTPanBaemslx ckctemax. Oxa npegocTasnaeT
NoNB30B3TENECKWA MHTEDMEAC, yTUIWTE 1 NOLOEPXKY WWPOKOro CNEKTDE annapaTHoro ofecneysHna.

| Ompasuts

Pucynok 45 - KoppektHoe oToOpakeHHe OTBETa B KIIMCHTE

Wsm.

JIuct
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2 be3onacHocTh AKU3HEACATECIBHOCTH

2.1 YcnoBus Ttpyna npu paspadorke 11O

[Ipouiecc  pa3paboOTKM  MPOTPAMMHOTO  OOECIEYeHHsS]  BBIMOJHSETCS 32
MEPCOHATBHBIM KOMITBPIOTEPOM U KIACCUPUIUPYETCS KaK WHTEIUICKTYaJbHBIA Tpyd. B
X0/le Takoil pabOThl YENOBEK MOJBEpPraercs psay crnenudUuyuecKux Harpy3ok, cpeau
KOTOPBIX IpPeo0JIalat0oT MHTEHCUBHAS 3pUTEIbHAS U BBICOKAs ICHXO3MOLMOHAIbHAS.
Kpome Toro, cnemnuduka AesTEIbHOCTH MOAPAa3yMEBACT MJIUTEIBHOE HAXOXKICHUE B
CTaTUYECKOM CHUASYEN IM03€, YTO CO3AAECT JOMNOJHUTEIbHYI0 HArpy3Ky Ha OIOPHO-

JIBUTATEJIbHBIN armapar.
2.2 AHAJIM3 ONACHBIX U BPeIHbIX (aKTOPOB

K ocHOBHbIM BpeaHbIM (akTopaMm, BO3ZHUKAIOIIUM B IpolLEecce pa3padOTKH,
OTHOCUTCS JUIMTENIbHAs W HENpepbiBHAs (POKYCHpPOBKAa Ha SKpaHE MOHHUTOPA, YTO B
COBOKYITHOCTH C BBICOKUMHU YMCTBEHHBIMHM HAarpy3KamH 4acTO MPHUBOAUT K OOLIEMY
nepeyToOMJICHUIO.  JIOTONMHUTENBbHYIO  YIpo3y 370pOBBIO  pa3paboTUMKa MOXKET
MPENCTABIATh HEyAOOHAas SPrOHOMHKA pabOyero Mecra, MpOBOLUPYIONIAs. HAPYILICHHUS
OCaHKU U KpoBooOpaiieHus. [loMruMo 3TOro, MpUCYTCTBYIOT U ONACHbIE (PU3UUYECKUE
(akTOpbl, BKIIOYAIOUIME PUCKH TOPAXKEHHS 3JIEKTPUUYECKUM TOKOM Npu padoTte ¢
000OpyI0BaHUEM, a TAKXKE MOTEHUUAJIbHYI0 BEPOATHOCTh BO3TOPAaHUS KOMIBIOTEPHOU

TCXHUKH HU3-3d KOPOTKOI'O 3aMbIKAHHWA WJIN IICPCIPCBA.
2.3 TpeGoBaHus K OpraHu3anuu pado4ero Mecra

Jnst >PPeKTUBHOTO CHMKEHHUS MPOPECCUOHATBHBIX PHUCKOB M COXpPaHEHUs
3I0pOBBSI HEOOXOIMMO IPaMOTHO OpPTraHU30BaTh pabouee npocTpancTBo. KpaitHe BakHO
UCIIOJIb30BaTh KPECJIO C BO3MOXHOCTBIO MHJIMBUIYAIbHOW PEryJIMPOBKH M MOA00paTh
MPaBUJIbHYIO BBICOTY paboyero crosia. MOHUTOP KOMITbIOTEpA CIIEAYeT pacrojaraTh Ha
6e3omacHoM pacctostHuM oT 50 10 70 caHTUMETPOB OT IVIa3 MOJIb30BATENs, & B CAMOM

ITOMCIICHN U Tpe6yeTc;[ 00eCIIeUnTh AOCTAaTOYHOC MW PaBHOMCPHOC OCBCHICHUC,

JIuct
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HCKIIOYaromiee€ IMoABJICHUE OTBJICKAOIINX OJIMKOB Ha 9KpaHe. I[JISI CHATHA HAKOIIJICHHOTI'O
CTaTUYCCKOIO W 3pUTCIBbHOIO HAIIPSIKCHUA HACTOATCIIBHO PCKOMCHAYCTCA [ICJIATh

pEryIIpHBIE EPEPBIBI B pa0OTE U BBIOJIHATH HEOOIBIITYIO (PU3UYECKYIO PA3MUHKY.
2.4 Dj1eKTp0o0e30NACHOCTh U MOKAPHAA 0€30MACHOCTD

[Ipu paGoTe C BBIUUCIUTEIBHOM TEXHUKON TpeOyeTcsi CTporoe CoOIIOACHUE
aKTyaJIbHBIX HOpPM 3JIEKTpO- W Io)kapoOe3omnacHocTd. B mponecce skcmutyarauuu
00OpyaOBaHUS  HEOOXOIMMO  HCHOJb30BaThb  TOJBKO  IOJHOCTBIO  HCIIPaBHBIE
COCIUHUTENbHbIC Ka0Oenu W OJNIOKM TMUTaHWsA, KaTerOpHuecKH u30eras d4pe3MepHOu
HEeperpy3ku CETEBbIX (PUIBTPOB U PO3ETOK. J{JIs mpenoTBpalleHrs: OIIaCHOIO Meperpena
anmapaTHbIX ~ KOMIIOHEHTOB  3alpelacTcsl  MEpeKpblBaTh WM  OJOKHPOBATh
BEHTWJISIIIMOHHBIE OTBEPCTHS] CHCTEMHBIX OJIOKOB M MOHHUTOpOB. Hakoner, momumo
oOuiero coONroAeHUsT MNPaBUI TEXHUYECKOM SKCIUTyaTallud »3JIEKTpONpuOOpOB, B
paboyeM MOMEIICHUH BCET/Ia I0JKEH ObITh 00eCieueH ObICTPBIN U OeCIIpensTCTBEHHbBIN

AOCTYII K IICPBHUYHBIM CPCACTBAM I1O0KAPOTYIICHMA.

JIuct
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3akiIoueHue

B xone pabots! Obla pazpaboTaHa pacupezeseHHas HHTEIIEKTyallbHas cucTeMa
nogq OC Windows, Bkimouaromias cepBep, KOHCOJbHBIA W Tpa@UuecKHil KIUCHT.
PeanuzoBanbl KitodeBble (DYHKIMU: aBTOpU3aLUs, OOMEH COOOUICHUSIMHM, Iepenada
¢aitnos, xpanenue uctopun u M-yar.

[TocTaBneHHass 1enb JOCTUTHYTa: co3laHa paboTocrocoOHas CUCTeMa,
JIE€MOHCTPHUPYIOIIAs TOJHBIH ITUKJ B3aUMOJICHCTBUS KIIMEHTa U cepBepa. PaspaboTanHoe
pEIIeHNE MOXET UCIIOIb30BaThCs KaK OCHOBA VISl TaJIbHEHIIIEro pa3BUTHS U BHEAPEHUS

JOITOJIHUTCIIBHBIX MCXaHHU3MOB 6630HaCHOCTI/I, MaCI]ITa6I/IpOBaHI/IH N MOHUTOPHHIQ.

JIuct
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Cnucok HCnoJib30BAHHbIX HCTOYHUKOB

1. Texuomorumss odbc [DnexTpoHHblii pecypc] / Pexum moctyna:
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JluctuHr ceppepa

daiin Server.cpp

#include "Server.h"

#ifndef SERV

#define SERV

addrinfo* Server::GetServerLocalAddress () {
addrinfo hints, * bind address;
memset (&hints, 0x00, sizeof (hints));
hints.ai family = AF INET;
hints.ai socktype = SOCK STREAM;

std::cerr << " [Debug] Resolving server hostname.\n"s;
if (getaddrinfo (hostname .data(), port .data(), &hints,
&bind address) != 0) {
std::cerr << "[Error] Failed to resolve server's local
address: getaddrinfo(): "s <<
std::system category () .message (GET SOCKET ERRNO()) << std::endl;
return nullptr;
}
return bind address;
}
SOCKET Server::CreateServerSocket (addrinfo* bind address)
if (!bind address) {
std::cerr << "[Error] CreateServerSocket(): bind address is
NULL."s << std::endl;

return -1;

std::cerr << "[Debug] Creating server socket object.\n"s;
SOCKET server socket = socket (bind address->ai family,
bind address->ai socktype, bind address->ai protocol);

if (!IS VALID SOCKET (server socket)) {
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std::cerr << "[Error] Failed to create server socket:
socket () : "s << std::system category () .message (GET SOCKET ERRNO())
<< std::endl;

return -1;

std::cerr << "[Debug] Binding socket to the resolved address."s

<< std::endl;

if (bind(server socket, bind address->ai addr, bind address-

>ai addrlen) == -1) {
std::cerr << "[Error] Failed to bind server socket to
address "s << hostname << ":"s << port << " : bind(): "s <<

GET SOCKET ERRNO () << std::endl;
return -1;

}

if (ConfigureServerSocket (server socket) == -1) {

return -1;

}

return server socket;

}

int Server::ConfigureServerSocket (SOCKET serv socket) {

#ifdef WIN32

char yes = 1;
felse

int yes = 1;
fendif

std::cerr << " [Debug] Setting SO REUSEADDR socket option to the

server socket.\n"s;

if (setsockopt (serv _socket, SOL SOCKET, SO REUSEADDR, &yes,

sizeof (yes)) == -1) {

JIuct

II'Y 1.090301.28.001 I13 63

Mam. | Jluct| No goxym. |Iloanumcs | Hata




std::cerr << "[Error] Failed to set socket options:
setsockopt (): "s <<
std::system category () .message (GET SOCKET ERRNO()) << std::endl;

return -1;

std::cerr << "[Debug] Activating server listenning mode.\n"s;

if (listen(serv_socket, BACKLOG) == -1) {
std::cerr << "[Error] Failed to activate socket listenner:
listen(): "s << std::system category () .message (GET SOCKET ERRNO ())

<< std::endl;
return -1;
}
std::cout << "[Info] Server is listenning for incoming
connections at "s << hostname << ":"s << port << '\n';
return 0;
}
int Server::AcceptConnection () {
sockaddr storage conn_addr;

socklen t conn len = sizeof (conn_addr);

SOCKET new_conn = accept (server socket ,
reinterpret cast<sockaddr*>(&conn addr), &conn len);
ConnectionInfo new conn info = GetConnectionInfo (&conn addr);
if (!IS VALID SOCKET (new conn)) {
std::cerr << "[Error] Failed to accept new connection from
"s << new conn_ info.ToString() << " : accept(): "s <<
std::system category () .message (GET SOCKET ERRNO()) << std::endl;

return -1;

std::cout << "[Info] New connection from "s <<

new conn info.ToString() << '\n';
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if (new _conn > max socket ) {
max socket = new conn;
}
FD SET (new conn, é&sock polling set );
connected clients [new conn] = new conn_info;

return 0;

void Server::DisconnectClient (SOCKET sockfd) {
const ConnectionInfo& conn info = connected clients .at (sockfd);
std::cerr << "[Info] Client "s << conn info.ToString() << " has

been disconnected.\n"s;

CLOSE SOCKET (sockfd) ;
connected clients .erase(sockfd);
FD CLR (sockfd, &sock polling set );
Protocol: :Message msg;

msg.commandL = USERS ONLINE;

BroadcastMessage (std: :string (ProtocolComposition (msg)));

int Server::HandleConnections () {
char* temp = new char[1024];
int k;
int 11 = 0;
while (true) {

fd set polling set copy = sock polling set ;

if (select(max socket + 1, &polling set copy, NULL, NULL,
NULL) < 0) {
std::cerr << "[Error] Failed to fetch data on the server
socket: select(): "s <<
std::system category () .message (GET SOCKET ERRNO()) << std::endl;

return -1;
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for (SOCKET sock = 1; sock <= max socket + 1; ++sock) {
if (FD _ISSET (sock, &polling set copy)) {
if (sock == server socket ) {
if (AcceptConnection() == -1) {

return -1;

}

else {
char msg buffer [MAX DATA BUFFER SIZE];
memset (msg buffer, 0x00, MAX DATA BUFFER SIZE);

int recv bytes = ReceiveMessage (sock,

msg_buffer);

if (recv bytes <= 0) {
DisconnectClient (sock) ;

continue;

Protocol: :Message mes =
ProtocolDecomposition (msg buffer, recv bytes);
switch (mes.commandL) {
case LOG IN:
std::cout << "[Server] LOG IN request from "
<< mes.authData.name << std::endl;
if (Authorization (mes.authData, sock)) {
std::cout << "[Server] Authorization
SUCCESS for " << mes.authData.name << std::endl;
Protocol: :Message msg;
msg.commandL = USERS ONLINE;
BroadcastMessage (std: :string (ProtocolComp

osition(msg)));
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Protocol: :Message msgl;
msgl.commandl = USERS OFLINE;
Server::SendMessage (sock,
ProtocolComposition (msgl)) ;
}

break;

case TEXTMES:
if (mes.destName == "TO ALL") ({
BroadcastMessage (std: :string (ProtocolComp

osition(mes)));

}
for (const auto& 1 : connected clients ) {

if (mes.destName == i.second.user.name) {

Server::SendMessage (i.first,

msg buffer);
}

}

Store (dbc, mes);

break;

case HISTORY:

std::cerr << "[Server] HISTORY request from "

<< mes.senderName << " to " << mes.destName << std::endl;

History = RetrieveMessages (dbc,
mes.senderName, mes.destName);

std::cerr << "[Server] HISTORY found " <<

History.size () << " messages" << std::endl;
for (auto& i : History) {
if (i.commandL != FORWARD) {

i.commandlL = HISTORY;
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ProtocolComposition(i));

}

Server: :SendMessage (sock,

History.clear();

break;

case REGISTER:

StoreAuth (dbc,

mes.authData) ;

break;

case FILE:

{

int

char* fileBuf

memset (fileBuf,

int

while

fileSize - received, 0);

}

fileSize stoi(mes.mail) ;

new char[fileSize + 17];
0,
0;

fileSize + 1);

received

(received < fileSize) {

int r recv (sock, fileBuf + received,

i1f (r <= 0) break;

received += r;

std::cout << "[Server FILE] Received " <<
received << " bytes, filename=" << mes.fileName << std::endl;
for (const auto& i connected clients ) {
if (mes.destName == i.second.user.name)

std::string(msg buffer));

Server::SendMessage (i.first,

{

send(i.first, fileBuf, received,
NULL) ;
std::cout << "[Server FILE] Forwarded
to " << mes.destName << std::endl;
break;
}
}
delete[] fileBuf;
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break;

}
case FORWARD:

if
(connected clients [sock].user.name.empty()) {
break;
}
if (mes.destName == "TO ALL") ({
BroadcastMessage (std: :string (ProtocolComp
osition(mes)));
StoreForwarded (dbc, mes);
} else {

bool found = false;

for (const auto& 1 : connected clients )

if (mes.destName ==
i.second.user.name) {
Server::SendMessage (i.first,
std::string (ProtocolComposition (mes)));
found = true;

break;

}
Server: :SendMessage (sock,
std::string (ProtocolComposition (mes)))
StoreForwarded (dbc, mes);
}
break;
case DELETE MSG:
std::cerr << "[Server] DELETE MSG request
from " << mes.senderName << std::endl;
DeleteMessage (dbc, mes);
break;

case AICHAT:
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std::cerr << "[Server] AICHAT from " <<

mes.senderName << ": " << mes.mail << std::endl;
if (mes.mail == "_HISTORY ") {
auto history = RetrieveAIChat (dbc,
mes.senderName) ;
for (auto& entry : history) {
Protocol: :Message resp;

resp.commandl = AICHAT;

resp.senderName = entry.first;

resp.mail = entry.second;
time t now2 = time (NULL);
localtime s(&resp.time, &now2)
Server: :SendMessage (sock,
std::string (ProtocolComposition (resp)));
}

} else {

StoreAIChat (dbc, mes.senderName, "

mes.mail);

std::string aiReply =
CallATIAPI (mes.mail);

if (aiReply.size() > 800) aiReply
aiReply.substr (0, 800) + "...";

4

user",

StoreAIChat (dbc, mes.senderName, "ai'",

aiReply) ;
Protocol: :Message resp;
resp.commandl = AICHAT;
resp.senderName = "ai'";
resp.mail = aiReply;
time t now2 = time (NULL);
localtime s(&resp.time, &now2);
Server: :SendMessage (sock,
std::string (ProtocolComposition (resp)));

}
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break;

default:

break;

std::string msg str (msg buffer);

}
return 0;
}
bool Server::Authorization (Protocol::User auth, SOCKET sock) {
if (findUserWithPassword(dbc, auth.name, auth.password)) {
connected clients .at(sock).user = auth;
Protocol::Message mes;
mes.commandL = LOG_ IN ACK;
mes.result = true;
Server::SendMessage (sock,
std::string (ProtocolComposition (mes)));
return true;
}
else {
Protocol::Message mes;
mes.commandL = LOG IN ACK;
mes.result = false;
Server: :SendMessage (sock,
std::string (ProtocolComposition (mes)));

return false;
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}

int Server::SendMessage (SOCKET receipient socketfd, const
std::string& message) |
std::string assembled msg = message;

PrependMessagelLength (assembled msqg) ;

int total bytes = assembled msg.size();
int sent bytes = 0;
int sent n;
const ConnectionInfo& conn info =
connected clients .at(receipient socketfd);
while (sent bytes < total bytes) ({
sent n = send(receipient socketfd, assembled msg.data() +
sent bytes, total bytes - sent bytes, 0);
if (sent n == -1) {
std::cerr << "[Error] Failed to send data to "s <<
conn info.ToString() << " : send(): "s <<
std::system category () .message (GET SOCKET ERRNO()) << std::endl;
return sent n;
}
sent bytes += sent n;

}

return sent bytes;

int Server::BroadcastMessage (const std::string& message) {
std::string packet = message;
for (const auto i1 : connected clients ) {
if (SendMessage(i.first, packet) == -1) {
DisconnectClient (i.first);

return -1;

return 0;
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int Server::ReceiveMessage (SOCKET sender socketfd, char*

writable buffer) {
if (!writable buffer) {
std::cerr << "[Error] ReceiveMessage(): writable buffer is
NULL."s << std::endl;
return -1;
}
const ConnectionInfo& conn info =

connected clients .at(sender socketfd);
char message size str[5];

memset (message size str, 0x00, sizeof (message size str));

message size str[4] = '\0';
int recv bytes = recv(sender socketfd, message size str,
sizeof (message size str) - 1, 0);

if (recv_bytes <= 0) {
if (recv _bytes < 0) {

std::cerr << "[Error] Failed to receive message length
from "s << conn info.ToString() << " : recv(): "s <<
std::system category () .message (GET SOCKET ERRNO()) << std::endl;

}

return recv_bytes;
}
for (const char c : std::string(message size str)) {
if (!std::isdigit(c)) |
std::cerr << "[Warning] Client "s <<
conn_info.ToString() << " : Communication protocol violaition. (char
'Ms << ¢ << "")\n"s;

return -1;

JIuct

II'Y 1.090301.28.001 I13 73

Mam. | Jluct| No goxym. |Iloanumcs | Hata




}

int packet length = std::atoi(message size str);

recv_bytes = recv(sender socketfd, writable buffer,
packet length, 0);

if (recv_bytes <= 0) {

if (recv _bytes < 0) {
std::cerr << "[Error] Failed to receive message from "s

<< conn_info.ToString() << " : recv(): "s <<

std::system category() .message (GET SOCKET ERRNO()) << std::endl;
}

Protocol::Message regular =
ProtocolDecomposition (writable buffer, packet length);
return recv bytes;

}

int Server::Start () {
addrinfo* server addr struct = GetServerLocalAddress();
if (!server addr struct) {

return -1;

server socket = CreateServerSocket (server addr struct);
if (!IS VALID SOCKET (server socket )) {
return -1;

}

freeaddrinfo (server addr struct);

FD ZERO (&sock polling set );

FD SET (server socket , &sock polling set );
max socket = server socket ;

mytime = time (NULL) ;

dbc = SQLdb connect () ;
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return HandleConnections () ;

void Server::Shutdown () {
std::cerr << "[Info] Shutting down the server...\n"s;
CLOSE_SOCKET (server socket );
std::cerr << "[Info] Server is shut down." << std::endl;

}

char* Server::ProtocolComposition (Protocol: :Message message)

{

if (message.commandL == TEXTMES || message.commandl ==
DELETE MSG | |
message.commandL == LOG IN ACK || message.commandL ==

USERS ONLINE ||
message.commandL == USERS OFLINE || message.commandL ==
REGISTER | |
message.commandl, == AICHAT) {
mytime = time (NULL) ;
localtime s (&message.time, &mytime);
}
int size = 0;
std::string buf;
char* mes = {0};
int msg len;
int users = 0;
switch (message.commandL)

{
case TEXTMES:

msg len = 100 + message.senderName.size() +
message.destName.size () + message.mail.size();
mes = new char[msg len];

sprintf s(mes, msg len,"%$2d%2d%4d%2d%2d%2d%2d%s/%s/%s/",

message.time.tm mday, message.time.tm mon , message.time.tm year ,

JIuct

II'Y 1.090301.28.001 I13

Mam. | Jluct| No goxym. |Iloanumcs | Hata

75




message.time.tm hour, message.time.tm min, message.time.tm sec,
message.commandL, message.senderName.c str(),

message.destName.c str(), message.mail.c _str());
break;
case USERS ONLINE:
for (autoé& item : connected clients ) {
if (item.second.success) {

Ssize += item.second.user.name.size();
buf.append(item.second.user.name) ;
buf.append ("/");
size++;

users++;

}

msg len = 100 + size;
mes = new char[msg len];
sprintf s(mes, msg len, "%2d%2d%4d%2d%2d%2d%2d%2d%s",
message.time.tm mday, message.time.tm mon , message.time.tm year ,
message.time.tm hour, message.time.tm min, message.time.tm sec,
message.commandL, users, buf.c str());
break;
case USERS OFLINE:
UsersAll = RetrieveUserNames (dbc) ;
for (auto& item : UsersAll) {
size += item.size();
buf.append(item) ;
buf.append ("/") ;

size++;

users++;
}
msg len = 100 + size;
mes = new char[msg len];
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sprintf s(mes, msg len, "%2d%2d%4d%2d%2d%2d%2d%2d%s",

message.time.tm mday, message.time.tm mon , message.time.tm year ,

message.time.tm hour, message.time.tm min, message.time.tm sec,

message.commandL, users, buf.c str());

break;

case LOG IN ACK:

msg len = 100;

mes = new char[msg len];
if (message.result) { users = 1; }
else { users = 0; }

sprintf s(mes, msg len, "%2d%2d%4d%2d%2d%2d%2d%1d",

message.time.tm mday, message.time.tm mon , message.time.tm year ,

message

message

.time.tm hour, message.time.tm min, message.time.tm sec,
.commandL, users);

break;

case HISTORY:

message.senderName.erase (std: : remove (message.senderName.begi

n(), message.senderName.end(), ' '), message.senderName.end());

message

message.

message.

message

message.

message.

message.destName.erase (std: :remove (message.destName.begin (),

.destName.end (), ' '), message.destName.end());
msg len = 100 + message.senderName.size () +
destName.size () + message.mail.size();

mes = new char[msg len];

sprintf s(mes, msg len, "%2d%2d%4d%2d%2d%2d%2d%s/%s/%s/",
time.tm mday, message.time.tm mon, message.time.tm year ,
.time.tm hour, message.time.tm min, message.time.tm sec,
commandL, message.senderName.c str(),

destName.c str(), message.mail.c str());

break;

case FORWARD:
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if (message.senderName.empty()) message.senderName =

"unknown";

message

message

message.

message

message.

message.

if (message.originalSenderName.empty())

.originalSenderName = "unknown";

if (message.destName.empty()) message.destName = "unknown";
if (message.mail.empty()) message.mail = "";
msg len = 100 + message.senderName.size ()
+ message.originalSenderName.size ()
+ message.destName.size ()
+ message.mail.size();
mes = new char[msg len];
memset (mes, 0, msg len);

std::cerr << "[Server FORWARD] msg len=" << msg len

<< " time: " << message.time.tm mday << "/" <<
.time.tm mon << "/" << message.time.tm year

<< " " << message.time.tm hour << ":" <<
time.tm min << ":" << message.time.tm sec

<< " cmd=" << (int)message.commandL

<< " sender=" << message.senderName << " dest=" <<

.destName << std::endl;

sprintf s(mes, msg len,
"%$2d%2d%4d%2d%2d%2d%2d%s/%s/%s/%s/",
message.time.tm mday, message.time.tm mon,
time.tm year,
message.time.tm hour, message.time.tm min,
time.tm sec,
message.commandL,
message.senderName.c str(),
message.originalSenderName.c str(),
message.destName.c str(),
message.mail.c str());

std::cerr << "[Server FORWARD] sprintf s completed

successfully" << std::endl;
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break;
case AICHAT:
msg len = 50 + message.senderName.size () +
message.mail.size();
mes = new char[msg len];
memset (mes, 0, msg len);
sprintf s(mes, msg len, "%2d%2d%4d%2d%2d%2d%2d%s/%s/",
message.time.tm mday, message.time.tm mon,
message.time.tm year,
message.time.tm hour, message.time.tm min,
message.time.tm sec,
message.commandlL,
message.senderName.c str(),
message.mail.c str());
break;
default:
break;
}
return mes;
}
Protocol: :Message Server::ProtocolDecomposition (const char* message,
int msg len)
{
Protocol::Message assembled;
assembled.size = msg len;
{ 0 };
{ 0 };

char bufl[255]

char buf2[255]
char* buf3;
int sizeSend;
int sizeDest;
int j = 0;
std::string strbuf;
int hosts = 0;

assembled.time.tm mday = NumberDec (message, 0, 1);
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assembled.time.tm mon = NumberDec (message, 2, 3);

assembled.time.tm year = NumberDec4 (message, 4, 7);

assembled.time.tm hour

assembled.time.tm min

NumberDec (message, 8, 9);

NumberDec (message, 10, 11);

assembled.time.tm sec = NumberDec (message, 12, 13);

assembled.commandl = NumberDec (message, 14, 15);

switch

{

(assembled.commandL)

case HISTORY:

case TEXTMES:

for

(int 1 = 0; 1 < 255; 1i++) {

sizeSend = 1i;

if (message[l6 + i] == "/") {
break;
}
bufl[i] = message[l6 + i];
}
sizeSend++;
assembled.senderName = std::string(bufl);
for (int 1 = 0; 1 < 255; i++) {
sizeDest = i;
if (message[l6 + sizeSend + i] == "'/") {
break;
}
buf2[i] = message[l6 + sizeSend + 1i];

}

assembled.destName = std::string(buf2);

sizeDest++;
buf3 = new char[msg len - (16 + sizeSend + sizeDest)];
for (int 1 = 0; 1 < msg len - (16 + sizeSend + sizeDest);
i++) |
buf3[i] = 0;
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}
(J = 0;16 + sizeSend + sizeDest + J < msg len;Jj++) {

for
if (message[l6 + sizeSend + sizeDest + j] == "'/") {
break;
}
buf3[j] = message[l6 + sizeSend + sizeDest + jl;

assembled.mail = std::string(buf3);

break;
case USERS ONLINE:
hosts = NumberDec (message, 16, 17);

for (int i = 0; 1 < hosts; i++) {

for (j = 0;message([j] != "/';j++) {
bufl[j] = message[l8 + J];

}
J++;
strbuf.assign (bufl);

}

break;

case LOG IN:
for (int i = 0; 1 < 255; i++) {

sizeSend = 1i;

if (message[l6 + i] == '/") {
break;

}

bufl[i] = message[l6 + 1i];

}
sizeSend++;

assembled.authData.name = std::string(bufl);

for (int i = 0; i <255; i++) {

if (message[l6 + sizeSend+ i] == '/'") {
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break;

}

buf2[i] = message[l6 + sizeSend+ i];

}
assembled.authData.password = std::string(buf2);

break;
case REGISTER:
for (int i = 0; 1 < 255; 1i++) {
sizeSend = 1i;
if (message[l6 + i] == "/") {
break;
}

bufl[i] = message[l6 + 1];

}

sizeSend++;

assembled.authData.name = std::string(bufl);

for (int i = 0; 1 < 255; i++) {

if (message[l6 + sizeSend + i] == "'/") {
break;

}

buf2[i] = message[l6 + sizeSend + i];

}
assembled.authData.password = std::string(buf2);
break;

case FILE:
buf3 = new char[1025];
for (int i = 0; 1 < 255; i++) {

sizeSend = 1i;

if (message[l6 + i] == "/") {
break;

}

bufl[i] = message[l6 + 1i];
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sizeSend++;

assembled. senderName

= std::string (bufl);

for (int 1 = 0; i < 255; i++) {

sizeDest = 1i;

if (message[l6 + sizeSend + i] == "/'") {
break;

}

buf2[i] = message[l6 + sizeSend + i];

}

assembled.destName

sizeDest++;

std::string (buf2);

J = sizeDest + sizeSend;

memset (&bufl (0], O,

sizeof (bufl));

for (int 1 = 0; i < 60; i++) {

sizeSend = 1i;

if (message[l6 + i + 3] == "'/") {
break;

}

bufl[i] = message[l6 + J + 1];

}

assembled. fileName

sizeSend++;

J += sizeSend;

std::string (bufl);

j += 16;

memset (&bufl[0], sizeof (bufl));

for (int 1 = 0; i < assembled.size - J; 1i++) {
bufl[i] = messagel[i + J];

}

assembled.mail =
break;
case FORWARD:

{
char bufOrig[255]

std::string (bufl);

{ 0 };
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}

for (int i = 0; 1 < 255; 1i++) {

sizeSend = 1i;
if (messagel[l6 + i] == '/') break;
bufl[i] = message[l6 + i];

}

sizeSend++;

assembled.senderName = std::string(bufl);

int sizeOrig =

for (int 1 =

0;
0; 1 < 255; i++) {

sizeOrig = i;
if (message[l6 + sizeSend + i] == '/') break;
bufOrig[i] = message[l6 + sizeSend + 1i];

}
sizeOrig++;
assembled.ori
for (int i =
sizeDest
if (messa
buf2[i] =
}
assembled.des
sizeDest++;
int offset =
buf3 = new ch
memset (buf3,
for (3 = 0; o
if (messa
buf3[j] =
}

assembled.mai

delete[] buf3;

break;

case DELETE_MSG:

ginalSenderName = std::string(buflOrig);
0, 1 < 255; i++) |

= i;

ge[l6 + sizeSend + sizeOrig + 1i] == "'/")

message[l6 + sizeSend + sizeOrig + 1i];

tName = std::string(buf2);

16 + sizeSend + sizeOrig + sizeDest;
ar[msg len - offset + 1];

0, msg len - offset + 1);

ffset + j < msg len; J++) {
gel[offset + J] == '/') break;

message[offset + J];

1 = std::string(buf3);

4
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for (int i = 0; 1 < 255; 1i++) {

sizeSend = i;
if (messagel[l6 + i] == '/') break;
bufl[i] = message[l6 + i];

}

sizeSend++;

assembled.senderName = std::string(bufl);

for (int 1 = 0; i < 255; i++) {

sizeDest = 1i;
if (message[l6 + sizeSend + i] == '/') break;
buf2[i] = message[l6 + sizeSend + 1i];

}
assembled.destName = std::string(buf2);

sizeDest++;
buf3 = new char[msg len - (16 + sizeSend + sizeDest)
memset (buf3, 0, msg len - (16 + sizeSend + sizeDest)
for (jJ = 0; 16 + sizeSend + sizeDest + j < msg len;
if (message[l6 + sizeSend + sizeDest + J] == '/') break;
buf3[j] = message[l6 + sizeSend + sizeDest + J];
}
assembled.mail = std::string(buf3);
delete[] buf3;
break;
case AICHAT:
for (int i = 0; 1 < 255; i++) {
sizeSend = i;
if (message[l6 + i] == '/') break;
bufl[i] = message[l6 + 1i];
}
sizeSend++;
assembled.senderName = std::string(bufl);
buf3 = new char[msg len - (16 + sizeSend) + 1];
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memset (buf3, 0, msg len - (16 + sizeSend) + 1);

for (j = 0; 16 + sizeSend + J < msg_len; Jj++) {
if (message[l6 + sizeSend + j] == '/') break;
buf3[j] = message[l6 + sizeSend + j);

}
assembled.mail = std::string(buf3);
delete[] buf3;
break;
default:
std::cout << "undefined protocol" << std::endl;
break;

}

return assembled;

int Server::NumberDec (const char* mes, int start, int end)

char buf[3] = {0};
int 3 = 0;

for (int i start; 1 < end + 1; i++) {

buf[j] = mes[i];
J++;

}

buf[j] = "\0';

return std::stoi (buf);

int Server::NumberDecd (const char* mes, int start, int end)

char buf[5] = {0};
int j = 0;

for (int i1 = start; i < end + 1; i++) {

bufl[j] = mes[i];
J++;

}

buf[j] = "\0';

return std::stoi (buf);

{
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#fendif

damnn ServerConfig.cpp

#include "Server.h"
int main () {

#ifdef WIN32

WSADATA d;
if (WSAStartup (MAKEWORD (2, 2), &d)) {
std::cerr << "Failed to initialize WinSockAPI: " <<
std::system category() .message (GET SOCKET ERRNO()) << std::endl;

return 1;
}
fendif
SetConsoleCP (1251);
SetConsoleOutputCP (1251);
Server server ("127.0.0.1", "4000");
if (server.Start () == -1) {
return 1;

@aiin SQL.cpp

#include "Common.h"
#include <winhttp.h>
#pragma comment (1lib, "winhttp.lib")
SQLHDBC SQLdb connect () {
SQLHENV env;
SQLHDBC dbc;
SQLRETURN ret;
ret = SQLAllocHandle (SQL HANDLE ENV, SQL NULL HANDLE, &env);

if (ret != SQL SUCCESS && ret != SQL SUCCESS WITH INFO) {
std::cerr << "Failed to allocate environment handle." <<
std::endl;

return NULL;

}

ret = SQLSetEnvAttr (env, SQL ATTR ODBC VERSION,

(void*)SQL OV _ODBC3, 0);

if (ret != SQL SUCCESS && ret != SQL SUCCESS WITH INFO) {
std::cerr << "Failed to set ODBC version." << std::endl;
SQLFreeHandle (SQL HANDLE ENV, env);
return NULL;
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SQLAllocHandle (SQL HANDLE DBC, env, é&dbc);

ret =
if (ret != SQL SUCCESS && ret != SQL SUCCESS WITH INFO) {
std::cerr << "Failed to allocate connection handle." <<
std::endl;

SQLFreeHandle (SQL _HANDLE ENV, env);
return NULL;

}
SQLCHAR dsn[] = "Kurs";

ret = SQLConnectA (dbc, dsn, SQL NTS, (SQLCHAR*)"", SQL NTS,

(SQLCHAR*) "", SQL NTS) ;
if (ret == SQL SUCCESS ret == SQI, SUCCESS WITH INFO) {

std::cout << "Connected to database successfully!" <<

std::endl;
return dbc;

}

else {
std::cerr <<
SQLFreeHandle (SQL HANDLE DBC, dbc);

SQLFreeHandle (SQL HANDLE ENV, env);
return NULL;

"Failed to connect to database." << std::endl;

}
void Store (SQLHDBC hdbc, const Protocol::Message& message) {

SQLHSTMT hstmt;

SQLRETURN retcode;

std::string sglQuery = R"(
INSERT INTO Message (size, time, commandL, senderName,

destName, mail)
VALUES (2, 2, 2, 2, 2, ?)
)"
retcode =
if (retcode != SQL SUCCESS && retcode

{
std::cerr << "¢90009 €00 900000000 G09PPH SOLIANDLE." <<

std::endl;
return;

SQLAllocHandle (SQL_HANDLE STMT, hdbc, &hstmt);
= SQL SUCCESS WITH_ INFO)

}
retcode = SQLPrepareA (hstmt,

SQL NTS) ;
if (retcode

{
std::cerr << "GH0000 G0 GHPOHHOND SOL-GPPPRPR ' << std::endl;

SQLFreeHandle (SQL_HANDLE STMT, hstmt);

(SQLCHAR*) sglQuery.c _str(),

!= SQL SUCCESS && retcode != SQL SUCCESS WITH INFO)

return;
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SQLBindParameter (hstmt, 1, SQL PARAM INPUT, SQL C LONG,
SQL INTEGER, 0, 0, (SQLPOINTER)&message.size, 0, nullptr);

char timeStr[20];

std::strftime (timeStr, sizeof (timeStr), "%Y¥Y-%m-%d
&message.time) ;

SQLBindParameter (hstmt, 2, SQL PARAM INPUT, SQL C CHAR,
SQL VARCHAR, 20, 0, timeStr, 0, nullptr);

int cmdval = (unsigned char)message.commandL;

char cmdStr[4] = {0};

sprintf s(cmdStr, 4, "%d", cmdvVal);

SQLLEN cmdLen = SQL NTS;

SQLBindParameter (hstmt, 3, SQL PARAM INPUT, SQL C CHAR,
SQL CHAR, 3, 0, (SQLPOINTER)cmdStr, 0, &cmdLen);

SQLBindParameter (hstmt, 4, SQL PARAM INPUT, SQL C CHAR,
SQL VARCHAR, message.senderName.size(), O,
(SQLCHAR*)message.senderName.c str(), 0, nullptr);

SQLBindParameter (hstmt, 5, SQL PARAM INPUT, SQL C CHAR,
SQL VARCHAR, message.destName.size(), O,
(SQLCHAR*)message.destName.c str(), 0, nullptr);

SQLBindParameter (hstmt, 6, SQL PARAM INPUT, SQL C CHAR,
SQL VARCHAR, message.mail.size(), 0, (SQLCHAR*)message.mail.c str(),
0, nullptr);

retcode = SQLExecute (hstmt) ;

if (retcode != SQL SUCCESS && retcode != SQL SUCCESS WITH INFO)

o°

H:

o°

M:%S",

std::cerr << "¢5000 €00 GOOH0DDOD SOL-GPPPPPRr ' << std::endl;
}

else {
std::cout << "€¢50060 €060000 GH0000000 © €060 600000 " <<
std::endl;
}
SQLFreeHandle (SQL HANDLE STMT, hstmt);
}
vold StoreAuth (SQLHDBC hdbc, Protocol::User user) {
SQLHSTMT hstmt;
SQLRETURN retcode;
std::string sglQuery =
"INSERT INTO Users (username,password) "
"VALUES (?2,7?2);";
retcode = SQLAllocHandle (SQL HANDLE STMT, hdbc, &hstmt);
if (retcode != SQL SUCCESS && retcode != SQL SUCCESS WITH INFO)

std::cerr << "<¢50000 €00 €00000000 €9999HH SOLIANDLE. " <<

std::endl;
return;

}
SQLLEN namelLen = SQL NTS;
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SQLLEN passwordLen = SQL NTS;
retcode = SQLPrepareA (hstmt, (SQLCHAR*)sglQuery.c str(),
SQL NTS) ;
if (retcode != SQL SUCCESS && retcode != SQL SUCCESS WITH INFO)

std::cerr << "GH000 G0 SN SOL-GPPPRPR ' << std::endl;

SQLFreeHandle (SQL HANDLE STMT, hstmt);
return;
}
SQLBindParameter (hstmt, 1, SQL PARAM INPUT, SQL C CHAR,
SQL CHAR, 255, 0, (SQLCHAR*)user.name.c str(), 0,&namelLen);
SQLBindParameter (hstmt, 2, SQL PARAM INPUT, SQL C CHAR,
SQL CHAR, 255, 0, (SQLCHAR*)user.password.c str(), 0, &passwordLen);
SQLCHAR sglState[SQL SQLSTATE SIZE + 1];
SQLCHAR message [SQL MAX MESSAGE LENGTH];
SQLINTEGER nativeError;
SQLSMALLINT textLength;
retcode = SQLExecute (hstmt) ;
if (retcode != SQL SUCCESS && retcode != SQL SUCCESS WITH INFO)

std::cerr << "¢90000 €00 GOOH0DDOD SOL-GPPPPPRr ' << std::endl;

retcode = SQLGetDiagRecA (SQL HANDLE STMT, hstmt, 1,
sqlState, &nativeError, message, sizeof (message), &textLength);

std::cerr << "SQL State: " << sglState << ", Message: " <<
message << "native " << retcode << std::endl;
}
else {

std::cout << "¢G0000 G060000 G0000000 © €060 G0000R ' <<

std::endl;

}

SQLFreeHandle (SQL HANDLE STMT, hstmt);
i
bool findUserWithPassword (SQLHDBC dbc, const std::stringé& username,
const std::string& password) {

SQLHSTMT stmt;

SQLRETURN ret;

SQLCHAR query[] = "SELECT * FROM Users WHERE username = ? AND
password = ?";

SQLCHAR sglState[SQL SQLSTATE SIZE + 1];

SQLCHAR message[SQL_MAX_MESSAGE_LENGTH];

SQLINTEGER nativeError;

SQLSMALLINT textLength;

std::cout << "[Auth] Checking user: '" << username << "' with
password: '" << password << "'" << std::endl;
ret = SQLAllocHandle (SQL HANDLE STMT, dbc, é&stmt);
if (ret != SQL SUCCESS && ret != SQL SUCCESS WITH INFO) {
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std::cerr << "Failed to allocate statement handle." <<
std::endl;
return false;
}
ret = SQLPrepareA(stmt, query, SQL NTS);
if (ret != SQL SUCCESS && ret != SQL SUCCESS WITH INFO) {
std::cerr << "Failed to prepare SQL statement." <<
std::endl;
SQLFreeHandle (SQL HANDLE STMT, stmt);
return false;
}
ret = SQLBindParameter (stmt, 1, SQL PARAM INPUT, SQL C CHAR,
SQL CHAR, username.size (), 0, (SQLCHAR*)username.c str(), 0, NULL);
if (ret != SQL SUCCESS && ret != SQL SUCCESS WITH INFO) {
std::cerr << "Failed to bind username parameter." <<
std::endl;
SQLFreeHandle (SQL HANDLE STMT, stmt);
return false;
}
ret = SQLBindParameter (stmt, 2, SQL PARAM INPUT, SQL C CHAR,
SQL CHAR, password.size(), 0, (SQLCHAR*)password.c str(), 0, NULL);
if (ret != SQL SUCCESS && ret != SQL SUCCESS WITH INFO) {
std::cerr << "Failed to bind password parameter." <<
std::endl;
SQLFreeHandle (SQL HANDLE STMT, stmt);
return false;
}
ret = SQLExecute(stmt);
if (ret != SQL SUCCESS && ret != SQL SUCCESS WITH INFO) {
std::cerr << "Failed to execute SQL query." << std::endl;
SQLFreeHandle (SQL _HANDLE STMT, stmt);
return false;
}
ret = SQLFetch(stmt) ;
if (ret == SQL SUCCESS || ret == SQL SUCCESS WITH INFO) {
std::cout << "User found!" << std::endl;
SQLFreeHandle (SQL HANDLE STMT, stmt);
return true;
}
else {
std::cout << "User not found." << std::endl;
SQLFreeHandle (SQL _HANDLE STMT, stmt);
return false;

}

std::vector<Protocol: :Message> RetrieveMessages (SQLHDBC hdbc, const
std::string& parameter, const std::stringé& parameter2) {
SQLHSTMT hstmt = nullptr;
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SQLRETURN retcode;
const char* query;
std::vector<Protocol::Message> messages;
if (parameter == parameter2) {
query = R"(
SELECT size, time, commandl, senderName, destName, mail
FROM Message
WHERE senderName = ? AND destName = ? OR destName = 'TO ALL'
)"
}
else {
query = R"(
SELECT size, time, commandl, senderName, destName, mail
FROM Message

WHERE (senderName = ? OR senderName = ?)
AND (destName = ? OR destName = ? OR destName = 'TO ALL')
AND senderName != destName;

)"

}

retcode = SQLAllocHandle (SQL HANDLE STMT, hdbc, &hstmt);

if (retcode != SQL SUCCESS && retcode != SQL SUCCESS WITH INFO)

std::cerr << "4 9000000 €0000000 €000000000 900000 " <<

std::endl;

return messages;

}
SQLBindParameter (hstmt, 1, SQL PARAM INPUT, SQL C_CHAR,

SQL VARCHAR, parameter.length(), O,

(SQLPOINTER) parameter.c str (), parameter.length(), nullptr);
SQLBindParameter (hstmt, 2, SQL PARAM INPUT, SQL C CHAR,

SQL VARCHAR, parameterZ.length(), O,

(SQLPOINTER) parameter2.c str (), parameterZ.length(),

nullptr);

SQLBindParameter (hstmt, 3, SQL PARAM INPUT, SQL C CHAR,

SQL VARCHAR, parameter.length(), O,

(SQLPOINTER) parameter.c str(), parameter.length(), nullptr);
SQLBindParameter (hstmt, 4, SQL PARAM INPUT, SQL C CHAR,

SQL VARCHAR, parameterZ.length(), O,

(SQLPOINTER) parameter2.c str (), parameterZ.length(),

nullptr);

retcode = SQLExecDirectA (hstmt, (SQLCHAR*)query, SQL NTS);
if (retcode != SQL SUCCESS && retcode != SQL SUCCESS WITH INFO)

std::cerr << "GH000 G0 GHPOPHOND SOl GPPPRPR ' << std::endl;
SQLCHAR sqglState[6], messageText[256];

SQLINTEGER nativeError;

SQLSMALLINT textLength;
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SQLGetDiagRecA (SQL HANDLE STMT, hstmt, 1, sqglState,
&nativeError, messageText, sizeof (messageText), &textLength);

std::cerr << "SQL State: " << sglState << ", Message: " <<
messageText << std::endl;
SQLFreeHandle (SQL _HANDLE STMT, hstmt);
return messages;
}
while (SQLFetch (hstmt) == SQL SUCCESS) ({
Protocol: :Message message;
char timeBuffer[20] = {0};
char commandBuf[4] = {0};
char senderNameBuffer[256] = {0};
char destNameBuffer[256] = {0};
char mailBuffer[1024] = {0};
SQLGetData (hstmt, 1, SQL C LONG,
&message.size, 0, nullptr);
SQLGetData (hstmt, 2, SQL C CHAR,
timeBuffer, sizeof (timeBuffer), nullptr);
SQLGetData (hstmt, 3, SQL C CHAR,
commandBuf, sizeof (commandBuf), nullptr);
SQLGetData (hstmt, 4, SQL C CHAR, senderNameBuffer,
sizeof (senderNameBuffer), nullptr);
SQLGetData (hstmt, 5, SQL C CHAR,
destNameBuffer, sizeof (destNameBuffer), nullptr);
SQLGetData (hstmt, 6, SQL C CHAR,
mailBuffer, sizeof (mailBuffer), nullptr);
std::istringstream timeStream (timeBuffer);
timeStream >> std::get time (&message.time, "$Y-Im-3d
FH:$M:3%3") ;
if (timeStream.fail()) {
time t now = time (NULL);
localtime s (&message.time, &now);
}
message.commandl, = (char)std::atoi (commandBuf) ;
message.senderName = std::string(senderNameBuffer);
message.destName = std::string(destNameBuffer);
message.mail = std::string(mailBuffer);
messages.push back (message) ;
}
SQLFreeHandle (SQL HANDLE STMT, hstmt);
std: :vector<Protocol::Message> forwardedMessages =
RetrieveForwardedMessages (hdbc, parameter, parameter2);
messages.insert (messages.end (), forwardedMessages.begin(),
forwardedMessages.end () ) ;
return messages;
}
std::vector<std::string> RetrieveUserNames (SQLHDBC hdbc) {
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SQLHSTMT hstmt = nullptr;
SQLRETURN retcode;
std::vector<std::string> userNames;
const char* query = R"(
SELECT DISTINCT username FROM Users
)"
retcode = SQLAllocHandle (SQL HANDLE STMT, hdbc, &hstmt);
if (retcode != SQL SUCCESS && retcode != SQL SUCCESS WITH INFO)

std::cerr << " 6000060 90000060 G600006000 9600600 " <<
std::endl;
return userNames;
}
retcode = SQLExecDirectA (hstmt, (SQLCHAR*)query, SQL NTS);
if (retcode != SQL SUCCESS && retcode != SQL SUCCESS WITH INFO)

std::cerr << "G00 GP) GHPOHHOND SOl GPPPRPR ' << std::endl;

SQLCHAR sqglState[6], messageText[256];

SQLINTEGER nativeError;

SQLSMALLINT textLength;

SQLGetDiagRecA (SQL HANDLE STMT, hstmt, 1, sglState,
&nativekrror, messageText, sizeof (messageText), &textLength);

std::cerr << "SQL State: " << sglState << ", Message: " <<
messageText << std::endl;

SQLFreeHandle (SQL HANDLE STMT, hstmt);
return userNames;
}
char nameBuffer[256];
while (SQLFetch (hstmt) == SQL SUCCESS) {
SQLGetData (hstmt, 1, SQL C CHAR, nameBuffer,
sizeof (nameBuffer), nullptr);
userNames.emplace back (nameBuffer);
}
SQLFreeHandle (SQL HANDLE STMT, hstmt);
return userNames;
}
void StoreForwarded (SQLHDBC hdbc, const Protocol::Message& message)
{
SQLHSTMT hstmt;
SQLRETURN retcode;
char senderBuf[256] = {0};
char origSenderBuf[256] = {0};

char destBuf[256] {0}
char mailBuf[4096] = {0};

strncpy s (senderBuf, message.senderName.c str(), 255);
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strncpy s (origSenderBuf, message.originalSenderName.c str(),
255);

strncpy s (destBuf, message.destName.c str(), 255);

strncpy s (mailBuf, message.mail.c str(), 4095);

SQL TIMESTAMP STRUCT ts = {0};

ts.year = message.time.tm year + 1900;

ts.month = message.time.tm mon + 1;

ts.day = message.time.tm mday;

ts.hour = message.time.tm hour;

ts.minute = message.time.tm min;

ts.second = message.time.tm sec;

ts.fraction = 0;

std::cerr << "[StoreForwarded] time=" << ts.year << "-" <<
ts.month << "-" << ts.day

<< " " << ts.hour << ":" << ts.minute << std::endl;

std::string sglQuery = R"(
INSERT INTO ForwardedMessage (size, time, commandlL,
senderName, originalSenderName, destName, mail)
VALUES (2, 2, 2, 2, 2, 2, ?)
)"
retcode = SQLAllocHandle (SQL HANDLE STMT, hdbc, &hstmt);

if (retcode != SQL SUCCESS && retcode != SQL SUCCESS WITH INFO)

std::cerr << "StoreForwarded: failed to allocate statement

handle." << std::endl;
return;
}
retcode = SQLPrepareA (hstmt, (SQLCHAR*)sglQuery.c str(),
SQL NTS) ;

if (retcode != SQL SUCCESS && retcode != SQL SUCCESS WITH INFO)

std::cerr << "StoreForwarded: failed to prepare SQL
statement." << std::endl;
SQLFreeHandle (SQL HANDLE STMT, hstmt);
return;
}
SQLLEN sizelen = 0;
SQLLEN timeLen = Sizeof(SQL_TIMESTAMP_STRUCT);
SQLLEN commandLen = 1;
SQLLEN senderlLen = SQL NTS;
SQLLEN origSenderLen = SQL NTS;
SQLLEN destlLen = SQL NTS;
SQLLEN mailLen = SQL NTS;
SQLBindParameter (hstmt, 1, SQL PARAM INPUT, SQL C LONG,
SQL INTEGER, 0, O,
(SQLPOINTER) &message.size, 0, &sizelen);
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SQLBindParameter (hstmt, 2, SQL PARAM INPUT,
SQL C TYPE TIMESTAMP, SQL TYPE TIMESTAMP,
19, 0, (SQLPOINTER) &ts, sizeof(ts), &timelen);
SQLBindParameter (hstmt, 3, SQL PARAM INPUT, SQL C CHAR,
SQL CHAR, 1, 0,
(SQLPOINTER) &message.commandlL, 1, &commandLen);
SQLBindParameter (hstmt, 4, SQL PARAM INPUT, SQL C CHAR,
SQL VARCHAR,
255, 0, (SQLPOINTER)senderBuf, 0, &senderLen);
SQLBindParameter (hstmt, 5, SQL PARAM INPUT, SQL C CHAR,
SQL VARCHAR,
255, 0, (SQLPOINTER)origSenderBuf, 0, &origSenderlen);
SQLBindParameter (hstmt, 6, SQL PARAM INPUT, SQL C CHAR,
SQL VARCHAR,
255, 0, (SQLPOINTER)destBuf, 0, &destLen);
SQLBindParameter (hstmt, 7, SQL PARAM INPUT, SQL C CHAR,
SQL VARCHAR,
4096, 0, (SQLPOINTER)mailBuf, 0, &maillen);
retcode = SQLExecute (hstmt);
if (retcode != SQL SUCCESS && retcode != SQL SUCCESS WITH INFO)

std::cerr << "StoreForwarded: failed to execute INSERT." <<
std::endl;
SQLCHAR sqglState[6], errorMsgl[256];
SQLINTEGER nativeError;
SQLSMALLINT textLength;
SQLGetDiagRecA (SQL HANDLE STMT, hstmt, 1, sglState,
&nativeError, errorMsg, sizeof (errorMsg), &textLength);
std::cerr << "SQL State: " << sglState << ", Error: " <<
errorMsg << std::endl;
}
SQLFreeHandle (SQL _HANDLE STMT, hstmt);
}
std: :vector<Protocol: :Message> RetrieveForwardedMessages (SQLHDBC
hdbc,
const std::string& parameter, const std::string& parameter?’)

SQLHSTMT hstmt = nullptr;

SQLRETURN retcode;

std: :vector<Protocol::Message> messages;
const char* query;

std::cerr << "[RetrieveForwardedMessages] parameter='" <<
parameter
<< "' parameter2='" << parameter?Z2 << "'" << std::endl;
query = R"(

SELECT size, time, commandL, senderName, originalSenderName,
destName, mail
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FROM ForwardedMessage
WHERE ((senderName = ? AND destName = ?)
OR (senderName = ? AND destName = ?)
OR destName = 'TO ALL'
OR destName = 'TOALL'")
)"
retcode = SQLAllocHandle (SQL HANDLE STMT, hdbc, &hstmt);
if (retcode != SQL SUCCESS && retcode != SQL SUCCESS WITH INFO)

std::cerr << "RetrieveForwardedMessages: failed to allocate
statement handle." << std::endl;
return messages;
}
retcode = SQLPrepareA (hstmt, (SQLCHAR*)query, SQL NTS);
if (retcode != SQL SUCCESS && retcode != SQL SUCCESS WITH INFO)

std::cerr << "RetrieveForwardedMessages: failed to prepare
statement." << std::endl;
SQLFreeHandle (SQL HANDLE STMT, hstmt);
return messages;
}
SQLLEN lenl = SQL NTS;
SQLLEN len2 = SQL NTS;
SQLLEN len3 = SQL NTS;
SQLLEN len4 = SQL NTS;
SQLBindParameter (hstmt, 1, SQL PARAM INPUT, SQL C CHAR,
SQL VARCHAR,
255, 0, (SQLPOINTER)parameter.c str(), 0, &lenl);
SQLBindParameter (hstmt, 2, SQL PARAM INPUT, SQL C_CHAR,
SQL VARCHAR,
255, 0, (SQLPOINTER)parameterZ2.c str(), 0, &len2);
SQLBindParameter (hstmt, 3, SQL PARAM INPUT, SQL C CHAR,
SQL VARCHAR,
255, 0, (SQLPOINTER)parameter2.c str(), 0, &len3);
SQLBindParameter (hstmt, 4, SQL PARAM INPUT, SQL C_ CHAR,
SQL VARCHAR,
255, 0, (SQLPOINTER)parameter.c str(), 0, &lend);
retcode = SQLExecute (hstmt);
if (retcode != SQL SUCCESS && retcode != SQL SUCCESS WITH INFO)

SQLCHAR sqglState[6], messageText[256];

SQLINTEGER nativeError;

SQLSMALLINT textLength;

SQLGetDiagRecA (SQL HANDLE STMT, hstmt, 1, sqglState,
&nativeError,

messageText, sizeof (messageText), &textLength);

std::cerr << "RetrieveForwardedMessages SQL error: " <<

sglState
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<< " - " << messageText << std::endl;
SQLFreeHandle (SQL HANDLE STMT, hstmt);
return messages;
}
std::cerr << "[RetrieveForwardedMessages] SQL query executed
successfully" << std::endl;
int fetchCount = 0;
SQLRETURN fetchResult;

while ((fetchResult = SQLFetch (hstmt)) == SQL SUCCESS) {
fetchCount++;
std::cerr << "[RetrieveForwardedMessages] Fetching row " <<
fetchCount << std::endl;
Protocol: :Message message;
SQL TIMESTAMP STRUCT ts?2 = {0};
char commandBuf [4] = {0};
char senderBuf[512] = {0};
char origSenderBuf[512] = {0};
char destBuf[512] = {0};
char mailBuf[8192] = {0};
SQLGetData (hstmt, 1, SQL C LONG, &message.size,
0, nullptr);
SQLGetData (hstmt, 2,
SQL C TYPE TIMESTAMP, &ts2, sizeof (ts2), nullptr);
SQLGetData (hstmt, 3,
SQL C CHAR, commandBuf, sizeof (commandBuf), nullptr
) ;
SQLGetData (hstmt, 4,
SQL C CHAR, senderBuf, sizeof (senderBuf), nullptr
);
SQLGetData (hstmt, 5, SQL C CHAR, origSenderBuf,
sizeof (origSenderBuf), nullptr);
SQLGetData (hstmt, o,
SQL C CHAR, destBuf, sizeof (destBuf), nullptr
) ;
SQLGetData (hstmt, 7,
SQL C CHAR, mailBuf, sizeof (mailBuf), nullptr
)
message.time.tm year = ts2.year - 1900;
message.time.tm mon = tsZ2.month - 1;
message.time.tm mday = ts2.day;
message.time.tm hour = ts2.hour;
message.time.tm min = tsZ2.minute;
message.time.tm sec = ts2.second;
std::cerr << "[RetrieveForwardedMessages] ts2: year=" <<
ts2.year << " mon=" << ts2Z2.month
<< " day=" << ts2.day << " hour=" << ts2.hour << "
min=" << ts2.minute << std::endl;
message.commandL = commandBuf[0];
JIuct
II1y 1.090301.28.001 II3 08

Mam. | JIuct | No nokym. |Ilommuce | Hara




message.senderName = std::string(senderBuf) ;

(
message.originalSenderName = std::string(origSenderBuf) ;
message.destName = std::string(destBuf);
message.mail = std::string(mailBuf);

messages.push back (message) ;
}
if (fetchResult != SQL SUCCESS && fetchResult != SQL NO DATA) {
SQLCHAR sqglState[6], messageText[256];
SQLINTEGER nativeError;
SQLSMALLINT textLength;
SQLGetDiagRecA (SQL HANDLE STMT, hstmt, 1, sglState,
&nativeError,
messageText, sizeof (messageText), &textLength);
std::cerr << "[RetrieveForwardedMessages] SQLFetch error: "
<< sglState
<< " - " << messageText << std::endl;
}
std::cerr << "[RetrieveForwardedMessages] Found " <<
messages.size () << " messages" << std::endl;
SQLFreeHandle (SQL HANDLE STMT, hstmt);
return messages;
}
void DeleteMessage (SQLHDBC hdbc, const Protocol::Message& message)
SQLHSTMT hstmt;
SQLRETURN retcode;

int year = message.time.tm year + 1900;
int month = message.time.tm mon + 1;
int day = message.time.tm mday;
int hour = message.time.tm hour;
int min = message.time.tm min;
std::cerr << "[DeleteMessage] sender='" << message.senderName
<< "' dest="'" << message.destName
<< "' mail="'" << message.mail
<< "' time=" << year << "-" << month << "-" << day
<< " " << hour << ":" << min << std::endl;
std::cerr << " [DeleteMessage] Raw tm values: year=" <<
message.time.tm year
<< " mon=" << message.time.tm mon << " day=" <<

message.time.tm mday
<< " hour=" << message.time.tm hour << " min=" <<

message.time.tm min << std::endl;

char sglMsg[1024];

char sglFwd([1024];

sprintf s(sqglMsg, 1024,

"DELETE TOP (1) FROM Message WHERE senderName='%s' AND

mail='%s' AND (destName='%s' OR destName='TO ALL' OR
destName='TOALL") ",
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message.senderName.c str (), message.mail.c str(),

message.destName.c str());
sprintf s(sglFwd, 1024,

"DELETE TOP (1) FROM ForwardedMessage WHERE senderName='S$s'
AND mail='%s' AND (destName='%s' OR destName='TO ALL' OR
destName='"'TOALL") ",

message.senderName.c str (), message.mail.c str(),
message.destName.c str());

std::cerr << "[DeleteMessage] SQLl: " << sglMsg << std::endl;
retcode = SQLAllocHandle (SQL HANDLE STMT, hdbc, &hstmt);
if (retcode == SQL SUCCESS || retcode == SQL SUCCESS WITH INFO)

retcode = SQLExecDirectA (hstmt, (SQLCHAR*)sglMsg, SQL NTS);
if (retcode == SQL SUCCESS || retcode ==
SQL SUCCESS WITH INFO) {
SQLLEN rowCount = 0;
SQLRowCount (hstmt, &rowCount);
std::cerr << "[DeleteMessage] Deleted " << rowCount <<
rows from Message" << std::endl;
} else {
SQLCHAR sglState[6] = {0},
SQLINTEGER nativeError;
SQLSMALLINT textLength;
SQLGetDiagRecA (SQL HANDLE STMT, hstmt, 1, sqglState,
&nativeError, nullptr, 0, &textLength);
std::cerr << "[DeleteMessage] Message error: " <<
(char*)sglState << std::endl;

}
SQLFreeHandle (SQL HANDLE STMT, hstmt);

}

std::cerr << "[DeleteMessage] SQL2: " << sglFwd << std::endl;
retcode = SQLAllocHandle (SQL HANDLE STMT, hdbc, &hstmt);
if (retcode == SQL SUCCESS || retcode == SQL SUCCESS WITH INFO)

retcode = SQLExecDirectA (hstmt, (SQLCHAR*)sglFwd, SQL NTS);
if (retcode == SQL SUCCESS || retcode ==
SQL SUCCESS WITH INFO) {
SQLLEN rowCount = 0;
SQLRowCount (hstmt, &rowCount):;
std::cerr << "[DeleteMessage] Deleted " << rowCount << "
rows from ForwardedMessage" << std::endl;
} else {
SQLCHAR sglState[6] = {0},
SQLINTEGER nativeError;
SQLSMALLINT textLength;
SQLGetDiagRecA (SQL HANDLE STMT, hstmt, 1, sglState,
&nativeError, nullptr, 0, &textLength);
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std::cerr << "[DeleteMessage] ForwardedMessage error:
<< (char*)sglState << std::endl;

}
SQLFreeHandle (SQL _HANDLE STMT, hstmt);

}
void StoreAIChat (SQLHDBC hdbc, const std::stringé& username, const

std::string& role, const std::string& message) {
SQLHSTMT hstmt;
const char* sgl = "INSERT INTO AIChat (username, role, message)
VALUES (2, 2, 2)";
SQLAllocHandle (SQL HANDLE STMT, hdbc, &hstmt);
SQLPrepareA (hstmt, (SQLCHAR*)sqgl, SQL NTS);
SQLLEN 11 = SQL NTS, 12 = SQL NTS, 13 = SQL NTS;
SQLBindParameter (hstmt, 1, SQL PARAM INPUT, SQL C CHAR,
SQL VARCHAR, 255, 0, (SQLPOINTER)username.c str(), 0, &11);
SQLBindParameter (hstmt, 2, SQL PARAM INPUT, SQL C CHAR,
SQL VARCHAR, 10, 0, (SQLPOINTER)role.c str(), 0, &l1l2);
SQLBindParameter (hstmt, 3, SQL PARAM INPUT, SQL C CHAR,
SQL VARCHAR, 4000,0, (SQLPOINTER)message.c str(), 0, &13);
SQLExecute (hstmt) ;
SQLFreeHandle (SQL HANDLE STMT, hstmt);
}
std::vector<std::pair<std::string,std::string>>
RetrieveAIChat (SQLHDBC hdbc, const std::string& username) {
std::vector<std::pair<std::string,std::string>> history;
SQLHSTMT hstmt;
char sqgl[512];
sprintf s(sqgl, 512,
"SELECT role, message FROM AIChat WHERE username='%s' ORDER
BY time ASC",
username.c_str());
SQLAllocHandle (SQL HANDLE STMT, hdbc, &hstmt);
SQLRETURN ret = SQLExecDirectA (hstmt, (SQLCHAR*)sql, SQL NTS) ;

if (ret == SQL SUCCESS || ret == SQL SUCCESS WITH INFO) {
char roleBuf[l6] = {0};
char msgBuf[4096] = {0};
while (SQLFetch (hstmt) == SQL SUCCESS) {

memset (roleBuf, 0, sizeof (roleBuf));

memset (msgBuf, 0, sizeof (msgBuf)):;

SQLGetData (hstmt, 1, SQL C CHAR, roleBuf,
sizeof (roleBuf), nullptr);

SQLGetData (hstmt, 2, SQL C CHAR,
msgBuf, sizeof (msgBuf), nullptr);

history.push back({std::string(roleBuf),
std::string (msgBuf) });

}
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SQLFreeHandle (SQL HANDLE STMT, hstmt);

return history;
}
std::string CallAIAPI (const std::string& userMessage) {

int wlen = MultiByteToWideChar (1251, 0, userMessage.c str(), -1,
NULL, 0);

std::wstring wstr (wlen, 0);

MultiByteToWideChar (1251, 0O, userMessage.c str(), -1, &wstr[O],
wlen) ;

int ulen = WideCharToMultiByte (CP UTF8, 0, wstr.c str(), -1,
NULL, 0, NULL, NULL);

std::string utf8msg(ulen, 0);

WideCharToMultiByte (CP_UTF8, 0, wstr.c str(), -1, &utf8msgl[0],
ulen, NULL, NULL);

if (lutf8msg.empty () && utf8msg.back() == '\0")
utf8msg.pop back();

std::string escaped = utf8msg;

std::string result = "";

size t pos = 0;

while ((pos = escaped.find('"', pos)) != std::string::npos) {
escaped.replace(pos, 1, "\\\"");
pos += 2;

}

std::string body = "{\"model\":\"nvidia/nemotron-3-super-120b-

al2b:free\",\"messages\": [{\"role\":\"system\", \"content\":\"You are
a helpful assistant. Do not use emoji in your
responses.\"}, {\"role\":\"user\",\"content\":\"" + escaped +
"\"}1

HINTERNET hSession = WinHttpOpen (L"ServerSide/1.0",

WINHTTP ACCESS TYPE DEFAULT PROXY, WINHTTP NO PROXY NAME,

WINHTTP NO PROXY BYPASS, 0);

if (!'hSession) { std::cerr << "[AI] WinHttpOpen failed" <<
std::endl; return "Error: no session"; }

HINTERNET hConnect = WinHttpConnect (hSession, L"openrouter.ai',
INTERNET DEFAULT HTTPS PORT, 0);

if (!'hConnect) { WinHttpCloseHandle (hSession); return "Error: no
connect"; }

HINTERNET hRequest = WinHttpOpenRequest (hConnect, L"POST",
L"/api/vl/chat/completions",

NULL, WINHTTP NO REFERER, WINHTTP DEFAULT ACCEPT TYPES,

WINHTTP_FLAG_SECURE);

if (!'hRequest) { WinHttpCloseHandle (hConnect) ;
WinHttpCloseHandle (hSession); return "Error: no request"; }

std::wstring headers = L"Content-Type:
application/json\r\nAuthorization: Bearer sk-or-vl-
a3e076e8abddb017050d48£32507064351¢c968687608e7bdeb9d5acdco6d7f41\r\n
HTTP-Referer: http://localhost\r\n";

BOOL sent = WinHttpSendRequest (hRequest,
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headers.c str (), (DWORD)headers.size(),
(LPVOID)body.c str (), (DWORD)body.size(),

(DWORD) body.size (), 0);
if (!sent || !'WinHttpReceiveResponse (hRequest, NULL)) {

WinHttpCloseHandle (hRequest); WinHttpCloseHandle (hConnect) ;

WinHttpCloseHandle (hSession) ;
return "Error: send failed";
}
std::string response;
DWORD bytesAvail = 0;
while (WinHttpQueryDataAvailable (hRequest, &bytesAvail)
bytesAvail > 0) {
char* buf = new char[bytesAvail + 1];
DWORD bytesRead = 0;

WinHttpReadData (hRequest, buf, bytesAvail, &bytesRead);

buf [bytesRead] = '\0';
response += buf;
delete[] buf;
}
WinHttpCloseHandle (hRequest) ;
WinHttpCloseHandle (hConnect) ;
WinHttpCloseHandle (hSession) ;

std::cerr << "[AI] Response: " << response << std::endl;
size t contentPos = response.find("\"content\":");
if (contentPos == std::string::npos) return "Error: no content
in response";
contentPos += 10; (response[contentPos] == "' "' ||
response[contentPos] == '\n')) contentPos++;
if (response[contentPos] == '"') contentPos++;
std::string aiText;
while (contentPos < response.size() && responsel[contentPos]
) A
if (response[contentPos] == '\\' && contentPos + 1 <
response.size()) {
contentPos++;
if (response[contentPos] == 'n') aiText += '\n';
else 1f (response[contentPos] == '"') aiText +=

else aiText += response[contentPos];

} else {
aiText += response[contentPos];

}

contentPos++;
}
if (aiText.empty()) return "No response";
int wlen2 = MultiByteToWideChar (CP UTF8, 0, aiText.c str(), -1,
NULL, 0);
std::wstring wstr2 (wlen2, 0);
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MultiByteToWideChar (CP_UTF8, 0, aiText.c str(), -1, &wstr2[0],
wlen?2);

int clen = WideCharToMultiByte (1251, 0, wstr2.c str(), -1, NULL,
0o, "?2", NULL);

std::string cpl251 (clen, 0);

WideCharToMultiByte (1251, 0, wstr2.c str(), -1, &cpl251([0],
clen, "?", NULL);

if (!cpl25l.empty () && cpl25l.back() == '\0') cpl251.pop back();

return cpl251;

Jluctunr knueHTckoro npuiokenus «ClientOOS»

®aiin Client.cpp

#include "Client.h"
int Client::Start () {
std::cerr << "[Info] Starting the client.\n"s;

// Get server address
addrinfo* conn addr = ResolveConnectionAddress();

if (!conn addr) {
return -1;

// Create connection socket for the client
connection socket = CreateConnectionSocket (conn addr);
if (!IS VALID SOCKET (connection socket )) {

return -1;

std::cerr << "[Info] Connecting to remote host ("s <<
remote hostname << ":"s << remote port << ")\n"s;

if (connect (connection socket , conn addr->ai addr, conn_addr-
>ai addrlen) == -1) ({

std::cerr << "[Error] Failed to connect to the remote host:
connect () : "s << std::system category () .message (GET SOCKET ERRNO())
<< std::endl;

return -1;

}

std::cerr << "[Info] Successfully connected to "s <<
remote hostname << ":"s << remote port << std::endl;
freeaddrinfo(conn addr); // clean up ununsed resources

return HandleConnection () ;
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void Client::Disconnect () {
std::cerr << "[Info] Disconnecting from the remote server.\n"s;
CLOSE SOCKET (connection socket );
std::cerr << "[Info] Disconnected."s << std::endl;
}
addrinfo* Client::ResolveConnectionAddress () {
std::cerr << "[Debug] Resolving remote server address.\n"s;
// Create helper and connection data structures for
getaddrinfo () call
addrinfo hints, * connection address;
memset (&hints, 0x00, sizeof (hints));
hints.ai family = AF INET; // use IPv4 for connection
hints.ail socktype = SOCK STREAM; // use TCP

if (getaddrinfo(remote hostname .data(), remote port .data(),

&hints, &connection address) == -1) {

std::cerr << "[Error] Failed to resolve remote host address:
getaddrinfo(): "s <<
std::system category () .message (GET SOCKET ERRNO()) << std::endl;

return nullptr;

return connection address;

// Qreturn ‘-1 on error, valid socket on success.
SOCKET Client::CreateConnectionSocket (addrinfo* conn addr) {
if (!conn addr) ({
std::cerr << "[Error] CreateConnectionSocket (): conn_ addr is

NULL."s << std::endl;
return -1;

std::cerr << "[Debug] Creating new connection socket.\n"s;
SOCKET new conn socket = socket (conn addr->ai family, conn addr-
>al socktype, conn addr->ai protocol);
if (!IS VALID SOCKET (new conn_socket)) {
std::cerr << "[Error] Failed to create a new connection
socket: socket (): "s <<
std::system category () .message (GET SOCKET ERRNO()) << std::endl;
return -1;
}
return new_ conn_socket;
}
int Client::SendMessage (const std::stringé& message) {
std::string assembled msg(message);
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PrependMessageLength (assembled msqg) ;
int total bytes = assembled msg.size();
int sent bytes = 0;

int sent n;

std::cerr << "[Debug] Sending message: '"s << assembled msg <<
"'\n"s;
while (total bytes > sent bytes) ({
sent n = send(connection socket , assembled msg.data() +
sent bytes, total bytes - sent bytes, 0);
if (sent n == -1) {

std::cerr << "[Error] Failed to send data to the remote
host: send(): "s <<
std::system category () .message (GET SOCKET ERRNO()) << std::endl;
return sent n;
}
sent bytes += sent n;
std::cerr << "[Debug] Sending "s << sent n << " bytes to the
remote host\n"s;

}

return sent bytes;

int Client::ReceiveMessage (char* writable buff) ({

// Receive packet length (first 4 bytes)

char msg len str[5]; // 4 bytes + 1 byte for the null-
terminating character

memset (msg len str, 0x00, sizeof (msg len str));

msg_len str[4] = '\0';
int recv _bytes = recv(connection socket , msg len str,
sizeof (msg len str) - 1, 0);

if (recv bytes <= 0) { // either client disconnect or an error
return recv_bytes;

}
std::cerr << "[Debug] Received "s << recv bytes << " bytes

(packet length): '"s << msg len str << "\n"s;
// Check if the message conforms to the protocol
for (const char ¢ : std::string(msg len str)) {

if (!std::isdigit(c)) {
std::cerr << "[Error] Failed to read data from the
remote host: invalid protocol format.\n"s;
return -1;
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int packet length = std::atoi(msg len str);
recv_bytes = recv(connection socket , writable buff,
packet length, 0);
if (recv bytes <= 0) { // Check for errors

return recv _bytes;
}

std::cerr <<
(actual packet)\n"s << writable buff << "\n"s;

"[Debug] Received "s << recv bytes << " bytes

return recv_bytes;

}
void Client::PrintInputPrompt () const {

std::cin.clear () ;
std::cout << " >>> "g;
std::cout.flush();

int Client::InputHandler () {

while (true) {
char msg buff [MAX DATA BUFFER SIZE];

PrintInputPrompt () ;

std::fgets(msg buff, MAX DATA BUFFER SIZE, stdin);
std::string message str (msg buff);

message str.pop back(); // fgets() adds \n char to the end
of the string
if (SendMessage (message str) == -1) {

std::exit (1) ;

}
memset (msg buff, 0x00, MAX DATA BUFFER SIZE);

int Client::HandleConnection () {

std::thread input worker thread(&Client::InputHandler, this); //
Create a new thread for reading user input

input worker thread.detach();

while (true) {
char msg buff[MAX DATA BUFFER SIZE];

memset (msg buff, 0x00, sizeof (msg buff));

int recv_bytes = ReceiveMessage (msg buff);
if (recv _bytes <= 0) {
if (recv _bytes == 0) {
std::cerr << "[Info] Remote host has closed the
connection."s << std::endl;
std::exit (1) ;
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else {

std::cerr << "[Error] Failed to receive data from
the remote host: recv(): "s <<
std::system category () .message (GET SOCKET ERRNO()) << std::endl;

std::exit (1) ;
}

}
std::cout << msg buff << '\n';

PrintInputPrompt () ;

®amn ClientConsole.cpp

#include "Common.h"
#include "Client.h"
int main(int argc, char* argvl[]) {
if (argc !'= 3) {
std::cerr << "[Usage] client <remote address>
<remote port>"s << std::endl;
return 1;

}
#ifdef WIN32

WSADATA d;
if (WSAStartup (MAKEWORD (2, 2), &d)) {
std::cerr << "[Error] Failed to initialize WinSockAPI: "s <<
std::system category () .message (GET SOCKET ERRNO()) << std::endl;

return 1;

}
#fendif

Client client(argv[1l], argv([2]);
if (client.Start() == -1) {
return 1;

daiin Chat.cpp

#include "Chat.h"
#include "Login.h"
#include "Client.h"
#include "Common.h"
#include <thread>
#include <iostream>
#include <format>
#include <functional>
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#include <vector>
using namespace std;
using namespace Vis;
using namespace System;
using namespace System::Windows::Forms;
using namespace System::Runtime::InteropServices;
void SideSocketProcces (const string& a, const string& b);
int consts = 0;
Client clie;
std::ifstream inputFile;
[STAThread]
int WINAPI WinMain
(
HINSTANCE hInstance, //
HINSTANCE hPrevInstance, //
LPSTR lpCmdLine, //
int nCmdShow //
) {
#ifdef WIN32

WSADATA d;
if (WSAStartup (MAKEWORD (2, 2), &d)) {
std::cerr << "[Error] Failed to initialize WinSockAPI: "s <<
std::system category () .message (GET SOCKET ERRNO()) << std::endl;

return 1;

}
#endif

// YCTaHOBKA KOIMPOBKM IJIS NPaBUILHOTO OTOOpaxeHus PYyCCKOTO
TeKcTa

SetConsoleCP (1251);

SetConsoleOutputCP (1251);

setlocale (LC_ALL, "Russian");

Application::EnableVisualStyles();
Application::SetCompatibleTextRenderingDefault (false);
Window” win = gcnew Window;

win->winPtr = &win;

LoginForm” auth = gcnew LoginForm;

auth->win = &win;

auth->Show () ;

string ip;

string port;

bool configRead = ReadConnectionInfo("Config.txt", ip, port):;

if (!configRead || ip.empty() || port.empty()) {
ip = "127.0.0.1";
port = "4000";

JIuct

II'Y 1.090301.28.001 I13 109

Mam. | JIuct | No nokym. |Ilommuce | Hara




thread socke (SideSocketProcces, ip, port);
socke.detach() ;

// IaéMm BpeMa Ha NOAKJIOUYCHUE
Sleep (2000) ;

Application::Run(win);

void SideSocketProcces (const string &host, const string &port) {
clie.SetHost (host, port);
clie.Start();

System: :Void Window: :button2 Click(System::0bject” sender,
System: :EventArgs” e) {

char* msg buff =
(char*) (void*)Marshal::StringToHGlobalAnsi (textBox2->Text) ;
std::string message str (msg buff);

// If a file is selected, use filename as the message text
if (fileName != nullptr && fileName != " ") {
std::string file =
string((char*) (void*)Marshal::StringToHGlobalAnsi (fileName)) ;
std::size t found = file.find last of ("/\\");
message str = "[File: " + file.substr(found + 1) + "]";

if (message str.empty() || message str == " ") return;
Protocol: :Message mes;

time t mytime = time (NULL);

mes.time = *localtime (&mytime) ;

mes.commandl, = TEXTMES;

mes.destName = Globals::dest;

mes.senderName = Globals::user;

mes.mail = message str;

//std::cerr << "[Info] MAIL SODERJ."s << mes.mail << std::endl;
Globals: :Mutexl.lock();
Globals::assemblelLine.push (mes) ;

Globals: :Mutexl.unlock () ;
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char* somemes = clie.ProtocolComposition (mes);

if (clie.SendMessage (somemes) == -1) {
std::exit (1) ;

}

textBox2->Clear () ;

if (fileName !'= " " && fileName!=nullptr) {

std::string file=
string ((char*) (void*)Marshal::StringToHGlobalAnsi (fileName)) ;

// Read entire file into memory
std::ifstream f(file, std::ios::binary | std::ios::ate);
if (!f.is open()) |

std::cerr << "Failed to open file: " << file <<
std::endl;
fileName = nullptr;
return;
}
std::streamsize fileSize = f.tellg();

f.seekg (0, std::ios::beq);

std: :vector<char> fileData(fileSize);

if (!f.read(fileData.data (), fileSize)) {
std::cerr << "Failed to read file" << std::endl;
fileName = nullptr;
return;

}

f.close();

std::size t found = file.find last of ("/\\");
std::string fname file.substr (found + 1);

// Send one FILE packet with size, then raw bytes
Protocol: :Message fmes;

time t mytime2 = time (NULL);

fmes.time = *localtime (&mytime?2) ;

fmes.commandlL, = FILE;

fmes.mail = std::to_string(fileSize);
fmes.fileName = fname;

fmes.destName = Globals::dest;

fmes.senderName = Globals::user;

clie.SendMessage (clie.ProtocolComposition (fmes)) ;
// Send raw bytes

int sent = 0;
while (sent < (int)fileSize) {
int r = send(clie.connection socket , fileData.data() +
sent, (int)fileSize - sent, 0);

if (r <= 0) break;
sent += r;
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}

std::cerr << "[Client] Sent file: " << fname << " (" <<
fileSize << " Dbytes)" << std::endl;

fileName = nullptr;

textBox2->Clear () ;

}
System: :Void Window: :UpdateChat (Protocol: :Message assembled) {

char buf[300];

if (assembled.commandlL == FORWARD) {
sprintf s (buf, 300,
"$02d/%02d/%02d [%02d:%02d] %s: [Forwarded from %s]
s\r\n",
assembled.time.tm mday, assembled.time.tm mon + 1,
assembled.time.tm year + 1900,
assembled.time.tm hour, assembled.time.tm min,
assembled.senderName.c str(),
assembled.originalSenderName.c str(),
assembled.mail.c str());
} else {
sprintf s (buf, 300,
"$02d/%02d/%02d [%02d:%02d] %s: %$s\r\n",
assembled.time.tm mday, assembled.time.tm mon + 1,
assembled.time.tm year + 1900,
assembled.time.tm hour, assembled.time.tm min,
assembled.senderName.c str(),
assembled.mail.c str());

System::String” sys = gcnew String (buf);
AppendTextSafe (sys) ;

}
System: :Void LoginForm::LoginForm FormClosing (System::0bject”
sender, System::Windows::Forms::FormClosingEventArgs” e) {
if (!'this->IsAutorised) {
(*this->win)->Close () ;

}
System: :Void Window: :Window FormClosing (System::0bject” sender,
System: :Windows: :Forms: :FormClosingEventArgs”® e) {

if (isLoggingOut) {

e->Cancel = true;
isLoggingOut = false;
return;
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}

clie.Disconnect () ;

System: :Void
Window: :1listBoxl SelectionChangeCommitted (System::0bject” sender,
System: :EventArgs” e) {

bool fl1 = false;

string g =
string((char*) (void*)Marshal::StringToHGlobalAnsi (listBoxl-
>SelectedItem->ToString()));

g.erase (std::remove(g.begin(), g.end(), ' "), g.end());
for (auto& i : Globals::0Onlinelist) {
if (1 == g) |
fl = true;
}
}
if (listBoxl->SelectedIndex == 0) {
// TO ALL - hide online/offline status
label2->Text = "";
Globals::dest = "TO ALL";
} else {
if (f1) {

label2->Text = isRussian ? gcnew String ("\xC2
\xFI\xE5\xF2\xE8") : L"Online";

label2->ForeColor = System::Drawing::Color::ForestGreen;
} else {
label2->Text = isRussian ? gcnew String ("\xCD\xE5 \xE2
\xFI\xES5\xF2\xE8") : L"Offline";
label2->ForeColor = System::Drawing::Color::Crimson;

}

Globals::dest = g;
}
textBox1l->Clear ()
Protocol::Message mes;
mes.commandl, = HISTORY;
mes.destName = Globals::dest;
mes.senderName = Globals::user;
time t mytime = time (NULL) ;
mes.time *localtime (&mytime) ;
mes.mail = "/";
clie.SendMessage (clie.ProtocolComposition (mes)) ;
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System: :Void LoginForm::Sign In(System::0bject” sender,
System: :EventArgs” e) {

bool ru = isRussian;

String” loginPlaceholder = ru ? gcnew
String ("\xC2\xE2\xE5\xE4\xE8\xF2\xE5 \xEB\XEE\xE3\xE8\xXED")
L"Enter your login";

String” passPlaceholder = ru ? gcnew
String ("\xC2\xXE2\xXxES5\xE4\xE8\xF2\XE5 \xEF\xEO\xFO\XEE\XEB\xXFC")
L"Enter your password";

if (textBoxl->Text == loginPlaceholder || textBox2->Text ==
passPlaceholder ||
String::IsNullOrWhiteSpace (textBoxl->Text) ||
String::IsNullOrWhiteSpace (textBox2->Text)) {
MessageBox: : Show (
ru ? gcnew String ("\xC7\xXEO\XEF\XEE\XEB\XED\XE8\xF2\xE5
\XEB\XEE\XE3\xXE8\XED \xE8 \xXxEF\XEO\xFO\XEE\XEB\xFC") : L"Please fill
in login and password",
ru ? gcnew String ("\xCE\xF8\xE8\xEI\xEA\XEQ")
L"Error",
MessageBoxButtons: :0K, MessageBoxIcon::Warning);
return;

int connectionAttempts = 0;

while (clie.GetStatus() != 1 && connectionAttempts < 50) {
Sleep (100) ;
connectionAttempts+t++;
UpdateStatusWi () ;

if (clie.GetStatus() == 1) {

Protocol::User us;
us.name =

string ((char*) (void*)Marshal::StringToHGlobalAnsi (textBoxl->Text)) ;
us.password =

string ((char*) (void*)Marshal::StringToHGlobalAnsi (textBox2->Text)) ;
Protocol::Message mes;
mes.authData = us;
mes.commandL = LOG_ IN;
Globals::result = 0;
clie.SendMessage (clie.ProtocolComposition (mes)) ;
for (int 1 = 0; i < 10; i++) {

if (Globals::result == 1) {
Globals::user = us.name;
this->IsAutorised = true;

(*this->win)->Opacity = 1;
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(*this->win)->labelProfile->Text = (isRussian ?

gcnew String ("\xCF\xFO\XEE\xF4\xES8\XEB\XFC: ") : L"Profile: ") +
gcnew String(us.name.c _str());
(*this->win) ->isRussian = isRussian;

(*this->win) ->ApplyLanguage () ;
this->Close () ;
(*this->win) ->ShowInTaskbar = true;
if (! (*this->win)->backgroundWorkerl->IsBusy)
(*this->win) ->backgroundWorkerl-
>RunWorkerAsync () ;
break;
}
else { cout << "wrong auth data" << endl; }
Sleep (100) ;
}
if (Globals::result != 1) {
MessageBox: : Show (
ru ? gcnew String ("\xCD\xXE5\XE2\xES5\xFO\XED\XFB\xE9
\XEB\XEE\xXE3\xE8\XED \xE8\xXEB\xE8 \XxEF\xEO\xFO\XEE\XEB\xXFC")
L"Wrong login or password",
ru ? gcnew String ("\xCE\xF8\xE8\xE1\xEA\XEQ
\XEO\XE2\xF2\XxEE\xFO\XxE8\XE7\XxE0\xF6\xE8\xE8") : L"Authentication
Error",
MessageBoxButtons: :0K, MessageBoxIcon::Error);

}
else {
MessageBox: : Show (
ru ? gcnew String ("\xCD\xE5 \xF3\xE4\xEO\XEB\XEE\xF1\xFC
\XEF\XEE\XE4\XxEA\XEB\XFE\xF7\XE8\xF2\xFC\xF1\xFF \xEA
\xFI\xES5\xFO\xE2\xE5\xFO0\xF3.") : L"Cannot connect to server.\nCheck
that server is running and Config.txt is correct.",
ru ? gcnew String ("\xCE\xF8\xXE8\xE1\xEA\XEQ
\XEF\XxEE\xXxE4\xEA\XEB\XFE\xF7\xXxE5\XED\xXxE8\xFF") : L"Connection
Error",
MessageBoxButtons: :0K, MessageBoxIcon::Error);

}
System: :Void LoginForm: :Register (System::0bject” sender,
System: :EventArgs” e) {

bool ru = isRussian;

String” loginPlaceholder = ru ? gcnew
String ("\xC2\xXE2\xES5\xE4\xE8\xF2\xE5 \xEB\XEE\XE3\xE8\xED")
L"Enter your login";

String” passPlaceholder = ru ? gcnew
String ("\xC2\xXE2\xXxES5\xE4\xE8\xF2\XE5 \xEF\xEO\xFO\XEE\xXEB\xXFC")
L"Enter your password";
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if (textBoxl->Text == loginPlaceholder || textBox2->Text ==
passPlaceholder ||
String::IsNullOrWhiteSpace (textBoxl->Text) ||
String::IsNullOrWhiteSpace (textBox2->Text)) {
MessageBox: : Show (
ru ? gcnew String ("\xC7\xEO\xEF\XEE\xEB\xED\xXE8\xF2\xE5
\XEB\XEE\XE3\xXE8\XED \xE8 \xXEF\xXEO\xFO\XEE\XEB\xFC") : L"Please fill
in login and password",
ru ? gcnew String ("\xCE\xF8\xXE8\xEI\xEA\XEQ")
L"Error",
MessageBoxButtons: :0K, MessageBoxIcon::Warning);
return;

int connectionAttempts = 0;

while (clie.GetStatus() != 1 && connectionAttempts < 50) {
Sleep (100) ;
connectionAttempts++;
UpdateStatusWi () ;

if (clie.GetStatus() == 1) {
Protocol::User us;
us.name =
string ((char*) (void*)Marshal::StringToHGlobalAnsi (textBox1l->Text)) ;
us.password =
string ((char*) (void*)Marshal::StringToHGlobalAnsi (textBox2->Text)) ;
Protocol: :Message mes;
mes.authData = us;
mes.commandl, = REGISTER;
clie.SendMessage (clie.ProtocolComposition (mes)) ;
MessageBox: : Show (
ru ? gcnew
String ("\xDO\XE5\xE3\xE8\xF1\xF2\xFO\xEO\xF6\xE8\xXFF
\XEE\XxF2\xEF\xFO\XEO\xE2\xEB\xE5\XED\xE0!") : L"Registration
sent!\nYou can now login with these credentials.",
ru ? gcnew String ("\xD3\xFI\xXxEF\xE5\xF8\XED\XEE")
L"Success",
MessageBoxButtons: :0K, MessageBoxIcon::Information);
}
else {
MessageBox: : Show (
ru ? gcnew String ("\xCD\xE5 \xF3\xE4\xEO\XEB\XEE\xF1\xFC
\XEF\XEE\XE4\XEA\XEB\XFE\xF7\XE8\xF2\xFC\xF1\xFF \xEA
\xFI\XES5\xFO\xE2\xE5\xFO0\xF3.") : L"Cannot connect to server.\nCheck
that server is running and Config.txt is correct.",
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ru ? gcnew String ("\xCE\xF8\xXE8\xEI1\xEA\XEQ
\XEF\XEE\XE4\XEA\XEB\XFE\xF7\xES\XED\XE8\xFF") : L"Connection
Error",

MessageBoxButtons: :0K, MessageBoxIcon::Error);

}
System: :Void LoginForm: :UpdateStatusWi () {

if (clie.GetStatus () == 1) {
Updatelabel (isRussian ? gcnew
String ("\xCF\XEE\XxE4\XEA\XEB\XFE\XF7\xES5\xED\XEE") : L"Connected");
}
else {
Updatelabel (isRussian ? gcnew
String ("\xCE\xF2\xEA\XxEB\XFE\xF7\xE5\xED\xXEE") : L"Disconnected");

}
}
System: :Void LoginForm: :Recon (System::0bject” sender,
System: :EventArgs” e) {
if (clie.GetStatus() == 0) {
clie.Start ();

System: :Void Window: :textBoxl MouseDown (System::0bject” sender,
System: :Windows: :Forms: :MouseEventArgs” e) {
if (e->Button == System::Windows::Forms: :MouseButtons::Right) {
// TlokasaTh KOHTEKCTHOE MEHI TOJILKO €CJM €CThb BHISJICHHHIM
TEKCT
if (textBoxl->SelectionlLength > 0) {
contextMenuStripl->Show (textBoxl, e->Location);

System: :Void Window::forwardMenulItem Click (System::0bject” sender,
System: :EventArgs” e) {
String” lineStr;

// TlpoBepsgeM eCTb JIM BBIOEJIEHHBI TEeKCT
if (!String::IsNullOrEmpty (textBoxl->SelectedText)) {
lineStr = textBoxl->SelectedText;

// EcCnu BHIOEJIEHO HECKOJBKO CTPOK, OepeM TOJIbLKO IEepPBYD
int newlinePos = lineStr->IndexOf('\n"');
if (newlinePos > 0) {
lineStr = lineStr->Substring (0, newlinePos);
}

} else {
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// EcCnIu HeT BHIEJIEHUd, MIEM CTPOKY II0Id KypCOpOM
int selectionStart = textBoxl->SelectionStart;
String” fullText = textBoxl->Text;

if (String::IsNullOrEmpty (fullText)) {
MessageBox: :Show ("No messages to forward", "Empty Chat",
MessageBoxButtons: : 0K,
MessageBoxIcon: :Warning) ;
return;

// HanTy Hadajio M KOHEll CTPOKU

int lineStart = selectionStart;

while (lineStart > 0 && fullText[lineStart - 1] != '\n'") {
lineStart--;

}

int lineEnd = selectionStart;

while (lineEnd < fullText->Length && fullText[lineEnd] !=

'"\n' && fullText[lineEnd] != '\r') {

lineEnd++;

if (lineEnd <= lineStart) {
MessageBox: : Show (

isRussian ? gcnew
String ("\xCF\xXEE\xE6\xEO0\XEB\xF3\xE9\xF1\xF2\xEOQ,
\XE2\xFB\XEI\XEB\xFO\XE8\xF2\xE5 \xF1\xF2\xFO\XEE\XEA\xF3
\xFI\XEE\XEE\XE1\xFI9\xXES5\XED\XE8\xFF") : L"Please select or click on
a message line",

isRussian ? gcnew String ("\xCD\xE5\xF2

\xE2\XxFB\XEI\XEE\xFO\xEQ") : L"No Selection",
MessageBoxButtons: :0K, MessageBoxIcon::Warning);
return;

lineStr = fullText->Substring(lineStart, lineEnd -
lineStart);
}

std::string line =
string ((char*) (void*)Marshal::StringToHGlobalAnsi (lineStr));

// Ybupaem ynpapidolye CUMBOJIE
while (!line.empty () && (line.front() == ' ' || line.front() ==
'"\t'" || line.front() == '\r' || line.front() == '\n')) {
line.erase(line.begin());
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while (!line.empty() && (line.back() == "' ' || line.back() ==

'\t' || line.back() == '\n' || line.back() == '\r')) ({
line.pop back();

if (line.empty()) {
MessageBox: :Show ("Please select a message line with text",

"Empty Line",
MessageBoxButtons: : 0K,
MessageBoxIcon: :Warning) ;
return;

"] "

// CHauajla HAWTM SBaKPHBALIYKD CKOOKY BpeMeHU
size t bracketPos = line.find("]");
if (bracketPos == std::string::npos) {
MessageBox: :Show ("Selected text is not a message.\nPlease
select a line 1like:\n22/04/2026 [21:23] user: message",
"Invalid Format", MessageBoxButtons::0K,
MessageBoxIcon: :Warning) ;
return;

// Tenepb mckaTb nBoetoume I[IOCJIE CckOOKM
size t colonPos = line.find(":", bracketPos);

if (colonPos == std::string::npos) {
MessageBox: :Show ("Selected text is not a message.\nPlease
select a line 1like:\n22/04/2026 [21:23] user: message",
"Invalid Format", MessageBoxButtons: :0K,
MessageBoxIcon: :Warning) ;
return;

// VI3BJjleub uMa OTIIPaBUTENIS
size t senderStart = bracketPos + 1;
while (senderStart < line.length() && line[senderStart] == "' ")

senderStart++;

std::string senderPart = line.substr (senderStart, colonPos

senderStart) ;

// W3BJjeub coofumeHue
size t messageStart = colonPos + 1;
while (messageStart < line.length() && line[messageStart] =

") A
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messageStart++;

}

std::string messagePart = line.substr (messageStart);

std::string originalSenderName;
std::string mail;

// TIpOBEPUTL IepecilaHHOe CcoofleHue
if (messagePart.find (" [Forwarded from ") == 0) {
size t endBracket = messagePart.find("]");
if (endBracket != std::string::npos) {
originalSenderName = messagePart.substr (16, endBracket -
16);
size t mailStart = endBracket + 1;
while (mailStart < messagePart.length () &&
messagePart[mailStart] == "' ') {
mailStart++;
}
mail = messagePart.substr (mailStart);
} else {
originalSenderName = senderPart;
mail = messagePart;
}
} else {
originalSenderName = senderPart;
mail = messagePart;

// CosmaTh mOuajyior BHOOpPAa I10JIb30BATENI
Form”™ forwardDialog = gcnew Form() ;
forwardDialog->Text = isRussian ? gcnew
String ("\xCF\XE5\xFO\xES5\xF1\XERB\xEOQ\xF2\xFC
\XFI\XEE\XEE\XE1\xFI\XE5\XxED\xE8\xE5...") : L"Forward message
to...";
forwardDialog->Size = System::Drawing::Size (300, 400);
forwardDialog->StartPosition = FormStartPosition::CenterParent;
forwardDialog->FormBorderStyle =
System: :Windows: :Forms: :FormBorderStyle: :FixedDialog;
forwardDialog->MaximizeBox = false;
forwardDialog->MinimizeBox = false;

ListBox” userListBox = gcnew ListBox();
userListBox->Location = System::Drawing::Point (10, 10);
userListBox->Size = System::Drawing::Size (260, 300);

Globals: :Mutex2.lock();
userlListBox->Items—->Add ("TO ALL");
for (const auto& user : Globals::UserlList) {
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if (user != Globals::user) {
userListBox->Items->Add (gcnew String(user.c str()));

}
Globals: :Mutex?2.unlock () ;

Button”® okButton = gcnew Button();
okButton->Text = isRussian ? gcnew

String ("\xCF\XE5\xFO\XES5\xF1I\XEB\XEO\xF2\xFC") : L"Forward";
okButton->Location = System::Drawing::Point (50, 320);
okButton->Size = System::Drawing::Size (80, 25);
okButton->DialogResult =

System: :Windows: :Forms::DialogResult: :0K;

Button”® cancelButton = gcnew Button();

cancelButton->Text = isRussian ? gcnew

String ("\xCE\xF2\xEC\xE5\xED\xXEOQO") : L"Cancel";
cancelButton->Location = System::Drawing::Point (150, 320);
cancelButton->Size = System::Drawing::Size (80, 25);

cancelButton->DialogResult =
System: :Windows: :Forms::DialogResult::Cancel;

forwardDialog->Controls->Add (userListBox) ;
forwardDialog->Controls->Add (okButton) ;
forwardDialog->Controls->Add (cancelButton);
forwardDialog->AcceptButton = okButton;
forwardDialog->CancelButton = cancelButton;

if (forwardDialog->ShowDialog () ==
System: :Windows: :Forms::DialogResult::0K &&
userListBox->SelectedItem != nullptr) {

std::string selectedUser =
string ((char*) (void*)Marshal::StringToHGlobalAnsi (
userListBox->SelectedItem->ToString())):;

selectedUser.erase(std: :remove (selectedUser.begin (),
selectedUser.end(), ' '), selectedUser.end()):;

Protocol: :Message mes;

time t mytime = time (NULL) ;

mes.time = *localtime (&mytime) ;

mes.commandL = FORWARD;

mes.senderName = Globals::user;
mes.originalSenderName = originalSenderName;
mes.destName = selectedUser;

mes.mail = mail;
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char* forwardPacket = clie.ProtocolComposition (mes)
if (clie.SendMessage (forwardPacket) == -1) {
MessageBox: : Show (
isRussian ? gcnew String ("\xCE\xF8\xE8\xE1\xEA\xEO
\xEF\xE5\xFO\xE5\xF1\xERB\xERB\xEA\xE8") : L"Failed to send forward
message",
isRussian ? gcnew String ("\xCE\xF8\xE8\xE1\xEA\XEQ")
L"Error",
MessageBoxButtons: :0K, MessageBoxIcon::Error);
} else {
MessageBox: : Show (
isRussian ? gcnew
String ("\xDI\xXxEE\XEE\xE1\xFI\xXE5\XED\xE8\xE5
\xEF\xES5\xFO\xE5\xF1\xEB\XEO\xED\XEE!") : L"Message forwarded
successfully!",
isRussian ? gcnew
String ("\xD3\xFI\XEF\xE5\xF8\XED\XEE") : L"Success",
MessageBoxButtons: :0K, MessageBoxIcon::Information);

delete forwardDialog;

System: :Void Window: :deleteMenultem Click(System::0bject” sender,
System: :EventArgs” e) {
// BepéM BCIO CTPOKY T'Ie HAaxXOOUTCS Kypcop (HEe3aBMCUMO OT

BHIIEJIEHUS)
String” fullText = textBoxl->Text;
int cursorPos = textBoxl->SelectionStart;

// HaxommMm Hauajyio CTPOKM

int lineStart = cursorPos;
while (lineStart > 0 && fullText[lineStart - 1] != '\n'")
lineStart—--;

// HaxomumMm KOHEel CTPOKU

int lineEnd = cursorPos;
while (lineEnd < fullText->Length && fullText[lineEnd] != '\r'
&& fullText[lineEnd] != '\n') lineEnd++;

if (lineStart >= lineEnd) {
MessageBox: : Show (
isRussian ? gcnew
String ("\xCF\XEE\XE6\xEO\XxEB\xF3\XxE9\xF1\xF2\xEQ,
\XEA\XEB\XES8\XEA\XED\XE8\xF2\xE5 \xED\xXEQ \xF1\xF2\xFO\XEE\xXEA\xF3
\XFI\XEE\XEE\XE1\XFI\xES5\XED\XE8\XFF") : L"Please click on a message
line to delete",
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isRussian ? gcnew String ("\xCD\xXE5\xF2

\XxE2\xFB\xXxE1\XEE\xFO\xEQO") : L"No Selection",
MessageBoxButtons: :0K, MessageBoxIcon::Warning);
return;

// TlomoTBepxIeHMe yHOaJI€eHUS
System: :Windows: :Forms: :DialogResult result = MessageBox::Show (
isRussian ? gcnew String ("\xC2\xFB
\xF3\XE2\xXxE5\xFO\XES\XED\xFB, \xXF7\xF2\xEE \xFS5\XEE\xF2\xE8\xF2\xE5
\XF3\xE4\xEO\XEB\XE8\xF2\xFC \xFD\xF2\xXEE
\xFI\XEE\XEE\XE1\xFI\xE5\xED\xE8\xE5?") : L"Are you sure you want to
delete this message?",
isRussian ? gcnew
String ("\xCF\XEE\XE4\xF2\xE2\XE5\xFO\xE6\XxE4\xE5\xED\XE8\XE5
\xF3\xE4\xEO\XEB\XES\XED\XE8\xXFF") : L"Confirm Delete",
MessageBoxButtons: :YesNo,
MessageBoxIcon: :Question) ;

if (result == System::Windows::Forms::DialogResult::Yes) {
// TlapcuM CTPOKY UTOOH M3BJIEUYb IaHHBE
// ®opmar: DD/MM/YYYY [HH:MM] sender: message

String” lineTextManaged = fullText->Substring(lineStart,
lineEnd - lineStart)->Trim();

std::string lineStr =
string ((char*) (void*)Marshal::StringToHGlobalAnsi (lineTextManaged)) ;

std::cerr << "[Delete] Parsing line: '" << lineStr << "'" <
std::endl;

// VI3BJlekaeM naTy/BpeMs M OTIPaBUTENI

size t bracketPos = lineStr.find('[');

size t closeBracketPos = lineStr.find(']', bracketPos);
size t colonPos = lineStr.find(':', closeBracketPos);
if (bracketPos == std::string::npos || colonPos ==

std::string: :npos) {
MessageBox: :Show ("Cannot parse message format", "Error",
MessageBoxButtons: : 0K,
MessageBoxIcon: :Error);
return;

// VisBnexaem pmaty (DD/MM/YY)

std::string dateStr = lineStr.substr (0, bracketPos - 1);

// VizBiexkaem Bpemsa [HH:MM]

std::string timeStr = lineStr.substr (bracketPos + 1,
closeBracketPos - bracketPos - 1);
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// VI3BJlekaeM OTIpaBUTEsId
std::string senderStr = lineStr.substr(closeBracketPos + 2,

colonPos - closeBracketPos - 2);

from X]

// V3BjiekaeM cooOumeHre
std::string messageText = lineStr.substr (colonPos + 2);

// Eciu nepeciyiaHHoe coolfmeHue - ybOupaeMm npedbmxkc [Forwarded

// B BIl XpaHWUTCsS TOJIbKO OPMUIMHAJIBHEI TeKCT 0e3 npedukca
if (messageText.size() > 16 && messageText.substr (0, 16) ==

"[Forwarded from ") {

size t fwdClose = messageText.find(']"');
if (fwdClose != std::string::npos && fwdClose + 2 <=

messageText.size()) {

is 0-11

messageText = messageText.substr (fwdClose + 2);

// Cosmaem DELETE coobmenune
Protocol: :Message delMsg;
delMsg.commandl. = DELETE MSG;
delMsg.senderName = senderStr;
delMsg.destName = Globals::dest;
delMsg.mail = messageText;

// TlapcuM BpeMs

std::istringstream dateStream(dateStr);
std::istringstream timeStream(timeStr);

int day, month, year, hour, minute;

char slash, colon;

dateStream >> day >> slash >> month >> slash >> year;
timeStream >> hour >> colon >> minute;

delMsg.time.tm mday = day;
delMsg.time.tm mon = month - 1; // display is 1-12, tm mon

delMsg.time.tm year = year - 1900; // display is full year

e.g. 2026, tm year is years since 1900
delMsg.time.tm hour = hour;
delMsg.time.tm min = minute;
delMsg.time.tm sec = 0;
// OTnpaBJyigeM Ha CepBep
char* deletePacket = clie.ProtocolComposition (delMsqg) ;
if (clie.SendMessage (deletePacket) == -1) {
MessageBox: :Show ("Failed to send delete request",
"Error",
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MessageBoxButtons: : 0K,
MessageBoxIcon: :Error);
} else {
// Ynmansem cTpoky m3 UI (lineStart/lineEnd yxe WM3BECTHEH

CBEpPXY)

int removeknd = lineEknd;

// Tponyckaem \r\n

if (removeEnd < fullText->Length && fullText[removeEnd]
== '\r') removeEnd++;

if (removeEnd < fullText->Length && fullText[removeEnd]
== '\n') removeEnd++;

String” newText = fullText->Remove (lineStart, removeEnd
- lineStart);

textBox1l->Text = newText;
textBoxl->SelectionStart = lineStart;
textBoxl->SelectionLength = 0;

System: :Void Window: :btnLogout Click(System::0bject” sender,
System: :EventArgs” e) {
isLoggingOut = true;

Globals::user = "";
Globals::dest = "";
Globals::0OnlinelList.clear();
Globals::UserlList.clear();
textBoxl->Clear () ;
listBoxl->Items->Clear();
listBoxl->Items->Add ("TO ALL");

LoginForm” auth = gcnew LoginForm;
auth->win = winPtr;
auth->isRussian = isRussian;
auth->Show () ;

this->Opacity = 0;

this->ShowInTaskbar = false;

labelProfile->Text = isRussian ? gcnew
String ("\xCF\xFO\XEE\xF4\xE8\XEB\xXFC: ") : L"Profile: ";
}

System: :Void Window: :btnAIChat Click(System::0bject” sender,
System: :EventArgs” e) {
AIChatForm” aiForm = gcnew AIChatForm();
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aiForm->isRussian = isRussian;
aiForm->ApplyLanguage () ;
aiForm->Show () ;

®aiin Client.cpp

#include "Client.h"

int Client::Start () {
std::cerr << "[Info] Starting the client.\n"s;
// Get server address

addrinfo* conn addr = ResolveConnectionAddress();
if (!conn addr) {
std::cerr << "[Error] Failed to resolve address\n"s;

return -1;

// Create connection socket for the client
connection socket = CreateConnectionSocket (conn addr);
if (!IS VALID SOCKET (connection socket )) {
std::cerr << "[Error] Failed to create socket\n"s;
freeaddrinfo (conn addr);
return -1;

std::cerr << "[Info] Connecting to remote host ("s <<
remote hostname << ":"s << remote port << ")\n"s;
if (connect (connection socket , conn addr->ai addr, conn_addr-
>ail addrlen) == -1) {
std::cerr << "[Error] Failed to connect to the remote host:
connect () : "s << std::system category () .message (GET SOCKET ERRNO())
<< std::endl;
freeaddrinfo (conn addr) ;
return -1;

}

std::cerr << "[Info] Successfully connected to "s <<
remote hostname << ":"s << remote port << std::endl;

status = 1;

freeaddrinfo (conn addr); // clean up ununsed resources

// BanyckaeMm HandleConnection B OTHOEJILHOM IIOTOKE UTOOB He
OJIOKMPOBAaThH

std: :thread receiver (&Client::HandleConnection, this);

receiver.detach () ;

return 0; // BosepamaeMm ycClex cpasy IIOCJe NONOKJIOUEeHNI
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void Client::Disconnect () {

std::cerr << "[Info] Disconnecting from the remote server.\n"s;
CLOSE SOCKET (connection socket );
status = 0;

std::cerr << "[Info] Disconnected."s << std::endl;

i
addrinfo* Client::ResolveConnectionAddress () {
std::cerr << "[Debug] Resolving remote server address.\n"s;
// Create helper and connection data structures for
getaddrinfo () call
addrinfo hints, * connection address;
memset (&hints, 0x00, sizeof (hints));
hints.ai family = AF INET; // use IPv4 for connection
hints.ail socktype = SOCK STREAM; // use TCP

if (getaddrinfo(remote hostname .data(), remote port .data(),

&hints, &connection address) == -1) {

std::cerr << "[Error] Failed to resolve remote host address:
getaddrinfo(): "s <<
std::system category () .message (GET SOCKET ERRNO()) << std::endl;

return nullptr;

return connection address;

Protocol: :Message Client::ProtocolDecomposition(const char*
message, int msg len)

{

Protocol::Message assembled;
assembled.size = msg len;
std::ofstream file;
std::ifstream test;

char bufl[255] = { 0 };
char buf2[255] = { 0 };
char* buf3;

int sizeSend;

int sizeDest;

int k = 0;

int 7 = 0;

string strbuf;

std::string filepath;

int hosts = 0;

assembled.time.tm mday = NumberDec (message, 0, 1);
assembled.time.tm mon = NumberDec (message, 2, 3);
assembled.time.tm year = NumberDec4 (message, 4, 7);
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assembled.time.tm hour = NumberDec (message, 8, 9);
assembled.time.tm min = NumberDec (message, 10, 11);
assembled.time.tm sec = NumberDec (message, 12, 13)
assembled.commandl = NumberDec (message, 14, 15);
switch (assembled.commandL)
{
case HISTORY:
case TEXTMES:

for (int i = 0; 1 < 10; 1i++) {

14

sizeSend = 1i;
if (message[l6 + i] == '/") {
break;
}
bufl[i] = message[l6 + i];
}
sizeSend++;
assembled.senderName = std::string(bufl);
for (int i = 0; 1 < 10; i++) {
sizeDest = 1;
if (message[l6 + sizeSend + i] == "'/") {
break;
}
buf2[i] = message[l6 + sizeSend + i];

}
assembled.destName = std::string(buf2);

sizeDest++;

i++) |

buf3 = new char[msg len - (16 + sizeSend + sizeDest)];
for (int 1 = 0; 1 < msg len - (16 + sizeSend + sizeDest);
buf3[i] = 0;
}
for (j = 0;16 + sizeSend + sizeDest + j < msg len;j++) {
if (message[l6 + sizeSend + sizeDest + j] == "'/") {
break;
}
buf3[j] = message[l6 + sizeSend + sizeDest + j];

assembled.mail = std::string(buf3);
break;

case USERS ONLINE:
hosts = NumberDec (message, 16, 17);
Globals: :Mutex2.lock ()
Globals::0OnlinelList.clear();
for (int i = 0; 1 < hosts; i++) {

memset (&bufl[0], 0, sizeof (bufl));
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strbuf.clear ()

for (int j = O;messagel[k + 18] !'= "/';3++) {
bufl[j] = message[1l8 + k];
k++;

}

k++;

strbuf.assign (bufl);

std::cerr << "[Error] from client.cpp lock" << endl;
Globals::0OnlinelList.push back(strbuf);

}
Globals: :Mutex2.unlock () ;

break;
case USERS OFLINE:

hosts = NumberDec (message, 16, 17);

Globals: :Mutex2.lock ()

Globals::UserList.clear();

for (int 1 = 0; 1 < hosts; 1i++) {
memset (&bufl[0], 0, sizeof (bufl));
strbuf.clear();

for (j = O;messagel[k + 18] != '"/';3++) {
bufl[j] = message[l8 + k];
k++;

}

k++;

strbuf.assign (bufl);
std::cerr << "[Error] from client.cpp lock™ << endl;
Globals::UserList.push back (strbuf);

}
Globals: :Mutex2.unlock () ;

break;

case LOG IN ACK:
bufl[0] = message[l6];
assembled.result = atoi (bufl);
break;

case FILE:

buf3 = new char[1024];
for (int 1 = 0; i < 10; i++) {
sizeSend = 1i;
if (message[l6 + 1] == "'/") {
break;

}
bufl[i] = message[l6 + 1];
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}

sizeSend++;

assembled.senderName = std::string(bufl);
for (int i = 0; 1 < 10; 1++) {
sizeDest = 1;
if (message[l6 + sizeSend + i] == '/") {
break;
}
buf2[i] = message[l6 + sizeSend + 1i];

}
assembled.destName = std::string(buf2);

sizeDest++;

jJ = sizeDest + sizeSend;

memset (&bufl[0], 0, sizeof (bufl));
for (int i = 0; 1 < 60; 1i++) {

sizeSend = i;

if (message[l6 + i + 3] == "/") {
break;

}

bufl[i] = message[l6 + j+ 1i];

}
assembled.fileName = std::string(bufl);

sizeSend++;
J += sizeSend;
j += 16;

memset (&bufl[0], 0, sizeof (bufl));
for (int 1 = 0; i < assembled.size-j; 1i++) {
bufl[i]= message[i+]];

0
0

test.open (assembled.fileName) ;
if (test.is open()) {

test.close();

file.open (assembled.fileName, ios::binary | ios::app):;
}
else {

file.open (assembled.fileName, ios::binary | ios::out);
}
memset (&buf3[0], 0, sizeof (bufl));
recv (connection socket ,buf3 , stoi(string(bufl)), NULL);
for (int 1 = 0; i < stoi(string(bufl)); i++) {

file << buf3[i];

file.close () ;
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break;
case FORWARD:

{

// —--- senderName ---

for (int i = 0; 1 < 10; 1++) {
sizeSend = i;
if (message[l6 + i] == '/') Dbreak;
bufl[i] = message[l6 + 1i];

}

sizeSend++;

assembled.senderName = std::string(bufl);

// —--- originalSenderName ---

char bufOrig[255] = { 0 };

int sizeOrig = 0;

for (int i = 0; 1 < 255; i++) {
sizeOrig = 1i;
if (message[l6 + sizeSend + i] == '/') break;
bufOrig[i] = message[l6 + sizeSend + 1i];

}
sizeOrig++;
assembled.originalSenderName = std::string(buflOrigqg);

// --- destName ---
for (int i = 0; 1 < 10; 1i++) {
sizeDest = i;
if (message[l6 + sizeSend + sizeOrig + i] == "'/")
buf2[i] = message[l6 + sizeSend + sizeOrig + i];
}
assembled.destName = std::string(buf2);
sizeDest++;

// ——— mail ---
int offset = 16 + sizeSend + sizeOrig + sizeDest;
buf3 = new char[msg len - offset + 1];
memset (buf3, 0, msg len - offset + 1);
for (J = 0; offset + J < msg _len; Jj++) {
if (messageloffset + Jj] == '/') break;
buf3[j] = messagel[offset + J];
}
assembled.mail = std::string(buf3);
delete[] buf3;
break;
}
case AICHAT:
{
// senderName (role) / mail /
for (int i = 0; 1 < 255; i++) {

break;
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sizeSend = 1i;
if (message[l6 + i] == '/') break;
bufl[i] = message[l6 + i];
}
sizeSend++;
assembled.senderName = std::string(bufl);
buf3 = new char[msg len - (16 + sizeSend) +
memset (buf3, 0, msg len - (16 + sizeSend) +
for (J = 0; 16 + sizeSend + j < msg len; J++) {
if (message[l6 + sizeSend + j] == '/') break;
buf3[j] = message[l6 + sizeSend + j];

1]
1)
)

.
4

.
4

}
assembled.mail = std::string(buf3);

delete[] buf3;
break;
}
default:
cout << "undefined protocol" << endl;
break;

}

return assembled;

int Client: :NumberDec (const char* mes, int start, int end) {
char* buf = new char[2];

int j = 0;

for (int 1 = start; i < end+1l; i++) {
buf[j] = mes[i];
J++;

}

return stoi (buf);

int Client: :NumberDec4d (const char* mes, int start, int end)

char buf[4] = { 0 };

int j = 0;

for (int i1 = start; i < end + 1; i++) {
buf[j] = mes[i];
J++;

}
return stoi (buf);
}

char* Client::ProtocolComposition (Protocol: :Message message)

{

mytime = time (NULL) ;

message.time = *localtime (&mytime) ;
int mes len;

char* mes;

{
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switch (message.commandL)
{

case HISTORY:

case TEXTMES:

mes len = 50 + message.senderName.size () +
message.destName.size () + message.mail.size();
mes = new char[mes len];

cout << message.mail << endl;

sprintf s(mes, mes len, "%2d%2d%4d%2d%2d%2d%2d%s/%s/%s/",
message.time.tm mday, message.time.tm mon, message.time.tm year
ymessage.time.tm hour, message.time.tm min, message.time.tm sec,
message.commandL, message.senderName.c str(),
message.destName.c str(), message.mail.c _str());

cout << mes << endl;

break;
case LOG IN:
mes len = 50 + message.authData.name.size () +
message.authData.password.size () ;
mes = new char[mes len];

sprintf s(mes, mes len, "%2d%2d%4d%2d%2d%2d%2d%s/%s/",
message.time.tm mday, message.time.tm mon, message.time.tm year
,message.time.tm hour, message.time.tm min, message.time.tm sec,
message.commandL, message.authData.name.c str(),
message.authData.password.c str());

break;

case REGISTER:

mes len = 50 + message.authData.name.size () +
message.authData.password.size() ;

mes = new char[mes len];

sprintf s(mes, mes len, "%2d%2d%4d%2d%2d%2d%2d%s/%s/",
message.time.tm mday, message.time.tm mon , message.time.tm year
ymessage.time.tm hour, message.time.tm min, message.time.tm sec,
message.commandL, message.authData.name.c str(),
message.authData.password.c _str());

break;
case FILE:
mes len = 50 + message.senderName.size () +
message.destName.size () + message.fileName.size() +
message.mail.size () ;
mes = new char[mes len];

sprintf s(mes, mes len, "%$2d%2d%4d%2d%2d%2d%2d%s/%s/%s/%s",
message.time.tm mday, message.time.tm mon ,
message.time.tm year,message.time.tm hour, message.time.tm min,
message.time.tm sec, message.commandlL, message.senderName.c str(),
message.destName.c str(),message.fileName.c str(),message.mail.c str
()):

break;

case FORWARD:
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50 + message.senderName.size ()
+ message.originalSenderName.size ()
+ message.destName.size ()
+ message.mail.size ()

mes len

+ 10; // YBenuumeBaeMm 3amnac nJjd pasaeimuTesen

mes = new char[mes len];

// Debug: BHBOIMM pasMeps IJIS [IPOBEPKU
cout << "[DEBUG FORWARD] mes len=" << mes len

<< " sender=" << message.senderName.size ()

<< " orig=" << message.originalSenderName.size ()
<< " dest=" << message.destName.size ()

<< " mail=" << message.mail.size () << endl;

sprintf s (mes, mes len,

"$2d%2d%4d%2d%2d%2d%2d%s/%s/%s/%s/ ",

message.time.tm mday, message.time.tm mon,
message.time.tm year,

message.time.tm hour, message.time.tm min,
message.time.tm sec,

message.commandL,

message.senderName.c str(),

message.originalSenderName.c str(),

message.destName.c str(),

message.mail.c str());

break;
case DELETE MSG:
mes len = 50 + message.senderName.size ()

+ message.destName.size ()
+ message.mail.size();
mes = new char[mes len];
sprintf s(mes, mes len,
"%$2d%2d%4d%2d%2d%2d%2d%s/%$s/%s/",
message.time.tm mday, message.time.tm mon,
message.time.tm year,
message.time.tm hour, message.time.tm min,
message.time.tm sec,
message.commandL,
message.senderName.c str(),
message.destName.c str(),
message.mail.c _str());
break;
case AICHAT:
mes len = 50 + message.senderName.size () +
message.mail.size ()
mes = new char[mes len];
memset (mes, 0, mes len);
sprintf s(mes, mes len,
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"$2d%2d%4d%2d%2d%2d%2d%s/%s/",
message.time.tm mday, message.time.tm mon,
message.time.tm year,
message.time.tm hour, message.time.tm min,
message.time.tm sec,
message.commandl,
message.senderName.c str(),
message.mail.c str());
break;
default:
break;
}

return mes;

}

// @return "-1° on error, valid socket on success....

SOCKET Client::CreateConnectionSocket (addrinfo* conn addr) {
if (!conn addr) {
std::cerr << "[Error] CreateConnectionSocket (): conn addr is
NULL."s << std::endl;
return -1;

std::cerr << "[Debug] Creating new connection socket.\n"s;
SOCKET new conn_ socket = socket(conn addr->ai family, conn addr-
>al socktype, conn addr->ai protocol);
if (!IS VALID SOCKET (new conn socket)) {
std::cerr << "[Error] Failed to create a new connection
socket: socket (): "s <<WSAGetLastError ()<< std::endl;
return -1;
}
return new_conn_socket;
}
int Client::SendMessage (const std::stringé& message) {
std::string assembled msg(message);
PrependMessagelLength (assembled msg) ;
int total bytes = assembled msg.size();
int send bytes = 0;
int send n;

std::cerr << "[Debug] Sending message: '"s << assembled msg <<
"'"\n"s;
while (total bytes > send bytes) {
send n = send(connection socket , assembled msg.data() +
send bytes, total bytes - send bytes, 0);
if (send n == -1) {
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std::cerr << "[Error] Failed to send data to the remote
host: send(): "s <<
std::system category () .message (GET SOCKET ERRNO()) << std::endl;
return send n;

}

send bytes += send n;

std::cerr << "[Debug] Sending "s << send n << " bytes to the
remote host\n"s;

}

return send bytes;

int Client::ReceiveMessage (char* writable buff) {

// Receive packet length (first 4 bytes)

char msg len str[5]; // 4 bytes + 1 byte for the null-
terminating character

memset (msg len str, 0x00, sizeof (msg len str));

msg len str[4] = '\0';
int recv bytes = recv(connection socket , msg len str,
sizeof (msg len str) - 1, 0);

if (recv bytes <= 0) { // either client disconnect or an error
return recv bytes;

}
std::cerr << "[Debug] Received "s << recv bytes << " bytes

(packet length): '""s << msg len str << "\n"s;
// Check if the message conforms to the protocol
for (const char ¢ : std::string(msg len str)) {

if (!std::isdigit(c)) {
std::cerr << "[Error] Failed to read data from the
remote host: invalid protocol format.\n"s;
return -1;

int packet length = std::atoi(msg len str);

recv_bytes = recv(connection socket , writable buff,
packet length, 0);

if (recv_bytes <= 0) { // Check for errors

return recv_bytes;

}

std::cerr << "[Debug] Received "s << recv bytes << " bytes
(actual packet)\n"s << writable buff << "\n"s;

Protocol: :Message regular =
ProtocolDecomposition (writable buff,packet length);
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switch (regular.commandL) {
case HISTORY:
case TEXTMES:
std::cerr << "[Debug] ["s << regular.time.tm hour << ":"
<< regular.time.tm min << "] " << regular.mail << "\n"s;
Globals::Mutexl.lock()
Globals::assemblelLine.push (regular);
Globals: :Mutexl.unlock () ;
break;
case USERS ONLINE:
std::cerr << "[Debug] ["s << regular.time.tm hour << ":"
<< regular.time.tm min << "] ";
Globals::Mutex2.lock () ;

for (string i : Globals::0OnlinelList) {
std::cerr << i;

}

Globals: :Mutex?2.unlock () ;

std::cerr << "\n"s;

break;
case LOG IN ACK:
Globals::result = regular.result;
std::cerr << "[Client] LOG IN ACK received, result = " <<

regular.result << endl;
cout << "[Client] Globals::result set to " <<
Globals::result << endl;

break;
case FORWARD:
std::cerr << "[Client FORWARD received] time: " <<
regular.time.tm hour << ":" << regular.time.tm min
<< "™ from: " << regular.senderName
<< " orig: " << regular.originalSenderName
<< " mail: " << regular.mail << std::endl;

Globals: :Mutexl.lock();
Globals::assembleline.push (regular);
Globals: :Mutexl.unlock () ;
break;
case AICHAT:
Globals: :Mutexl.lock();
Globals::ailine.push (regular);
Globals: :Mutexl.unlock () ;
break;
case FILE:
{
// Receive raw file bytes after the header packet
int fileSize = std::stoi(regular.mail);
std::string savePath = std::string(getenv ("USERPROFILE")) +
"\\Downloads\\" + regular.fileName;

JIuct

II'Y 1.090301.28.001 I13 137

Mam. | JIuct | No nokym. |Ilommuce | Hara




std::ofstream outFile (savePath, std::ios::binary);
if (outFile.is open()) {

int received = 0;

char fileBuf [CHUNK SIZE + 1];

while (received < fileSize) {

int toRead = min (CHUNK SIZE, fileSize - received);

memset (fileBuf, 0, sizeof (fileBuf));

int r = recv(connection socket , fileBuf,
0);
if (r <= 0) break;
outFile.write (fileBuf, r);
received += r;
}
outFile.close ()
std::cerr << "[Client] File saved: " << savePath <<
std::endl;
// Notify UI
Protocol: :Message notify;
notify.commandL = TEXTMES;
notify.senderName = regular.senderName;
notify.destName = regular.destName;
notify.mail = "[File received: " + regular.fileName +
"1
time t now = time (NULL);
localtime s (&notify.time, &now);
Globals::Mutexl.lock();
Globals::assemblelLine.push (notify);
Globals: :Mutexl.unlock () ;
}
break;
}
default:
break;
}
return recv_bytes;
}
int Client::HandleConnection () {
while (true) {
char msg buff[MAX DATA BUFFER SIZE];
memset (msg buff, 0x00, sizeof (msg buff));
memset (msg buff, 0x00, sizeof (msg buff));
int recv_bytes = ReceiveMessage (msg buff);
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if (recv _bytes <= 0) {
if (recv _bytes == 0) {
std::cerr << "[Info] Remote host has closed the
connection."s << std::endl;
std::exit (1);
}

else {
std::cerr << "[Error] Failed to receive data from
the remote host: recv(): "s <<
std::system category() .message (GET SOCKET ERRNO()) << std::endl;

std::exit (1) ;

}
std::cout << msg buff << '\n';

daiin Globals.cpp

#include "Common.h"
std: :mutex Globals::Mutexl;
std: :mutex Globals::Mutex2;
std: :queue<Protocol: :Message> Globals::assembleline;
std: :queue<Protocol: :Message> Globals::ailine;
std: :vector<string> Globals::0nlinelist;
std::vector<string> Globals::UserlList;
std::string Globals::user="";
std::string Globals::dest = "";
int Globals::result = 3;
bool ReadConnectionInfo(const std::stringé& filename, std::stringé&
ip, std::stringé& port) {
std::ifstream file(filename) ;

if (!file.is open())
{
std::cerr << "Error: Unable to open file " << filename <<
std::endl;

return false;

std::string line;
while (std::getline(file, line))
{
std::istringstream iss(line);
std::string key, value;
if (std::getline(iss, key, '=') && std::getline(iss, wvalue))
{
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if (key == "ip")

{

ip value;
}
else if (key == "port")
{
port = value;
}
}
}
file.close();
return true;
}
®aiin AIChatForm.h
#pragma once
#include "Common.h"
#include "Client.h"
extern Client clie;
namespace Vis {
using namespace System;
using namespace System::Windows::Forms;
using namespace System::Runtime::InteropServices;
using namespace std;

public ref class AIChatForm
public:
TextBox” historyBox;
TextBox” inputBox;
Button”®™ sendBtn;
System: :Windows: :Forms::Timer” pollTimer;
bool isRussian;

public Form {

AIChatForm() {
isRussian = false;
this->Text = L"AI Chat";

this->Size = System::Drawing::Size (600, 500);

this->StartPosition = FormStartPosition::CenterParent;
this->BackColor = System::Drawing::Color::BurlyWood;

historyBox = gcnew TextBox () ;

historyBox->Multiline = true;
historyBox->ReadOnly = true;
historyBox->ScrollBars = ScrollBars::Vertical;
historyBox->Location = System::Drawing::Point (10,

historyBox->Size = System::Drawing::Size (565,
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historyBox->BackColor = System::Drawing::Color::White;

inputBox = gcnew TextBox();
inputBox->Location = System::Drawing::Point (10, 400);
inputBox->Size = System::Drawing::Size (460, 23);

sendBtn = gcnew Button();

sendBtn->Text = L"Send";

sendBtn->Location = System::Drawing::Point (480, 400);

sendBtn->Size = System::Drawing::Size (95, 23);

sendBtn->Click += gcnew System::EventHandler (this,
&AIChatForm: :sendBtn Click);

pollTimer = gcnew System::Windows::Forms::Timer () ;

pollTimer->Interval = 100;

pollTimer->Tick += gcnew System::EventHandler (this,
&AIChatForm::pollTimer Tick);

this->Controls->Add (historyBox) ;
this->Controls->Add (inputBox) ;
this->Controls->Add (sendBtn) ;

this->Load += gcnew System::EventHandler (this,
&AIChatForm: :AIChatForm Load) ;
this->FormClosing += gcnew
System: :Windows: :Forms: :FormClosingEventHandler (this,
&AIChatForm: :AIChatForm Closing);
}

void ApplyLanguage ()

if (isRussian) {
this->Text = gcnew String ("\xC8\xC8 \xD7\xE0\xF2") ;
sendBtn->Text = gcnew

String ("\xCE\XF2\XxEF\xFO\XEO\XE2\XE8\xF2\xFC") ;

} else {
this->Text = L"AI Chat";
sendBtn->Text = L"Send";

{

private:
void AIChatForm Load(System::0bject” sender,
System: :EventArgs” e) {

pollTimer->Start ()

// Request history

Protocol: :Message req;

req.commandl, = AICHAT;

req.senderName = Globals::user;
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reqg.mail = " HISTORY ";

time t now = time (NULL);

reqg.time = *localtime (&now) ;

clie.SendMessage (clie.ProtocolComposition (req));

void AIChatForm Closing(System::0bject” sender,
System: :Windows: :Forms: :FormClosingEventArgs” e) {
pollTimer->Stop () ;
// Drain ailine on close
Globals: :Mutexl.lock();
while (!Globals::ailine.empty()) Globals::ailLine.pop/():;
Globals: :Mutexl.unlock () ;

void pollTimer Tick(System::0bject” sender,
System: :EventArgs” e) {
Globals::Mutexl.lock();
bool gotAny = false;
while (!Globals::ailine.empty()) {
Protocol::Message m = Globals::ailine.front();
Globals::ailLine.pop ()
std::string prefix = (m.senderName == "user") °?
"You: " : "AI: ";
historyBox->AppendText (gcnew String((prefix + m.mail
+ "\r\n").c str()));
gotAny = true;
}
Globals: :Mutexl.unlock();
if (gotAny) {
sendBtn->Enabled = true;

void sendBtn Click(System::0Object” sender,

System: :EventArgs” e) {
if (String::IsNullOrWhiteSpace (inputBox->Text)) return;

std::string userMsg =
string ((char*) (void*)Marshal::StringToHGlobalAnsi (inputBox->Text)) ;

historyBox—->AppendText ("You: " + inputBox->Text +
"\r\n");

inputBox->Clear()
sendBtn->Enabled

I~

false;

Protocol: :Message msg;
msg.commandlL, = AICHAT;
msg.senderName = Globals::user;
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msg.mail
time t t
msg.time

= userMsg;

time (NULL) ;
*localtime (&t) ;

clie.SendMessage (clie.ProtocolComposition (msqg));
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Ipusoxenue B

(o0s13aTesIbHOE)

Pacnpez[eﬂeHHaﬂ HHTCJJICKTYaJIbHAas CUCTCMaA

[Ipe3enranus
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PacrnipenenicHHas
MHTEJUIEKTYyaJIbHAsA CUCTEMA

ABTOp paboThI:
cryaeHt rp. 22BBI12 Aranos Wnbst EBrenbeBuy

HayuHnblil pykoBOIUTENb:
I.T.H., ipodeccop kad. BT 3unkun Cepreit AjnekcaHapoBUY

[Temsa, 2026

[{eap pabOTHI M OOBEKTHI

Llens paboThl — pazpaboTka KIMEHFCEPBEPHOI pacnpeeIeHHOM
MHTEJUIeKTYalbHOH cucteMsl noj yrnpasieHnueM OC Windows ¢ pyHkuusMu
oOMEeHa M NepechIIKaMH COOOIIeHUsIMHU, nepeauu (aiinoB u uHterpauuu Al
ACCHUCTEHTA.

OO0BeKTHI pabOTHI— KOHCOJIBHBIN KIMEHT rpapuuecKuil KIMEeHT cepBep, 0asza
JIAHHBIX, BEIOJIHSIOIIME Clieaytonue QyHKIURA

* Peructpauuio ¥ aBropu3aLyio 1oJib30Bareen

* OTnpaBKy W MOJyUYEHHE TEKCTOBBIX COOOIIECHUM
* [lepenauy daiinos

* padoty Aluara uepes BHemHui API

* CoxpaHeHHEe UCTOPUH MEPENHCKU
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CpaBHeHI/Ie AdHAJIOI'OB

HassaHue

npeumylLecTea

HeA0CTaTku

Telegram

— BbICOKaA CKOPOCTb AOCTABKM
coobLeHnA;

— MyNbTU-NNATGOPMEHHOCTD;
— YA0OHbIN MHTE pdeiic.

— OTCYTCTBME BO3MOMKHOCTH
pasBepTbiBaHWUA Ha COBCTBEHHbIX
CepBepax, YTO CO343ET PUCKM YTEUKU
KOMMEPYEeCKOM TalHbl;

— He pabotaeT B Poccuinckomn
depepayum.

BroHTakTe(VK)

— 06WwKpHana nonb3osaTenbekan basa
8 Poccum u ctpanax CHT;

— my6oKasa UHTerpauma c
akocuctemom VK;

— cepBepHan MHPPACTPYKTYpa TaKke
pacno/ioxeHa BHe NepuMmeTpa
opraHusauuu;

HCHOJ’IBBY@MI)IG TCXHOJIOI'MH

Microsoft®

#SQL Server

< OpenRouter
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CTpyKTypa NpUI0KEHUS

Paboyan crawuua nonssosatens
(Windows NK)
ClientConsole. exe ServerSide.exe
(KOMCONbHbIA KNHEHT) (cepoep meccenmnepa)
TCP127.00.1:4000
wow LAN/Internet
Ve | Winsocka TCPawenn 1 AT oo TP copnep
(rpapiyecknh kauenT)

Cepoep npHnoXeNHA

(Windows Server/nK)
OBCIDSM
(DBC cnod Rocryna K Ak T
..-'y
Opaboryix nporokona HTTP knwent WnHTTP HTTPS (APl sanpoclomser]
= *Momau; (Al wHrerpaums) T e e—

Microsoft SQL Server
(LocalDB/instance)
basa nanHb Meccenxepa

| Brewtit Al cepai

(OpenRouter API)

UML-puarpamma
KJIACCOB
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UML-gunarpamma BapruaHTOB HCITOJIb30BaHUS

UML-gnarpamma
MOCJIEA0BATEIILHOCTH
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Cymnoctu b/1

Users
Mone Tun AaHHbIX Onucanue
ID Int WaeHTUdMKaTOp Nnonb3oBatens
username Varchar NoruH nonvsosatena
password Varchar Maponb none3osartena

Cymnoctu b/]
Message

Mone Tun gaHHbIX Onucanue
ID Int NpeHTUdMKaTop coobuieHms

size Int Pasmep coobuieHua

time Varchar Bpema oTnpasku
command| Char Tvn KomaHapbl

senderName Varchar Mma oTnpasutena

destName Varchar Mma nonyyatens

mail Varchar TeKcT coobueHua
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Cymnoctu b/1

ForwardedMessage
Mone Tun AaHHbIX Onucanue
ID Int WaeHTuduKaTop coobleHus
size Int Pasmep coobuieHus
time Varchar Bpemsa oTnpasku
command| Char Tun KomaHAap!
senderName Varchar Mma oTnpasuTena
originalSenderName Varchar MMsa opUrmHanbHOro oTnpasuTens
destName Varchar Mma nonyyatens
mail Varchar TekcT coobuweHna

Cymnoctu b/]
AIChat

Mone Tun gaHHbIX Onucanue
ID Int NpeHTUdMKaTOp Nonb3oeaTena
username Varchar Mma nonb3osatens
role Varchar Ponb cooblueHun
message Varchar TekcT coobeHua
time Datetime [ata oTnpaBku
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3aKJIFOUYEHHE

B xone paGoTsl Obl1a pa3zpaboTaHa pacnpeaeicHHas HHTE/UICKTyalbHas
cucteMa no OC Windows, BKITlodaroIasi cepsep, KOHCOJIBHBIN U rpadgudeckuii
KIHeHT. Peann3oBanbl KitodeBble GYHKIIMU: aBTOPH3aINsl, 0OMeH COOOIICHUAMH,
nepenada ¢aiisios, XpaHeHHEe HCTOpUH U MM-uar.

ITocTaBnennas [EJIb JOCTUTHYTA: CO3JaHa pa60TOCH0006HaH CHUCTEMaA,
JAEMOHCTPHUPYHOILAA ITOJTHBIH OHKI B3aHMOﬂeﬁCTBﬂﬂ KIIMEHTa U CEpBEpa.
Pa3pa60TaHHoe peHICHHUC MOKET HMCITOJIb30BaThCs KaK OCHOBa JJIA naaneﬁmero
Pa3BUTHA U BHCAPCHHA NOIIOJIHUTCIIEHBIX MEXaHU3MOB 6630H&CHOCTI/I,
MaCIHTa6I/Ip0BaHHH H MOHHUTOpHHTIA.

Crracu00 32 BHUMAHHE
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