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BBenenune

C 2016 roma B PD peiicTByeT HOBBIM CTaHAapT OJIOYHOTO MIM(POBAHUS
I'OCT - P 34.12 2015, pa3pabotannsiii IlenTpoM 3amuThl uHpOpMaALUU U
cnenuansHoil cBsizu PCb Poccun ¢ yuactuem OAO «MupoTeKC». Hossrit
CTaHJapT BKJIIOYAET B ceOs aBa mudpa - 1 0JI0KoB JiauHoN 128 u 64 6uta. OTH
mu@pel nonyunau Ha3BaHus «Kys3Heuumk» u «Marma» cooTBeTcTBEHHO. CTOUT
oTMeTuTh, uto mupp «Marma» - sto crapeii mupp ['OCT 28147-89 mnpu
3a(pUKCUPOBAHHBIX OJIOKAX MOACTAHOBOK. OTpeeIeHHbIE B CTAHIAPTE aJITOPUTMBI
Kpunrorpadguyeckoro mnpeoOpa3oBaHus NPEeIHA3HAUYEHBI JJIsI allapaTHOW WU
IIPOTPAMMHON pEeATU3ALINAH.

W3BecTHO, 4YTO OOJBIIMHCTBO KPUITOrpapUUEcCKUX ONepauuid MpH
anmnapaTHOW peaju3aliy BBINOJHSAETCA ObICTpee, 4eM NpH NporpaMMHOU. Taxxke
anmapaTHas —peanu3anus HU@pa HaAeKHEW NPOrpaMMHOIO  HCIOJHEHUS,
MOCKOJIBKY €CTh BO3MOKHOCTB MPSAMOM 3arpy3Ku KJIto4eil B mudparop, TEM CaMbIM
CHUMaeTCs yrpo3a IepexBara KIIo4Yed, KOTOpble TMpU  HCIOJIb30BAHUH
IPOrpaMMHBIX MIU(PPATOPOB LIUPKYJIUPYIOT B ONIEPATUBHOMN MAMSITH KOMITBIOTEPA.

Ha nanHblii MOMEHT CyIIECTBYET MHOTO MPOrPAMMHBIX peanu3auuii mudpa
«Ky3Heunk», HanpuMep, 3TATIOHHAs peanu3anus Ha s3blke C, 4TO HENb3sl CKa3aTh
00 ammapaTHOM MHCIIOJIHEHHMU. TeM caMbIM aKTyalbHa 3ajadya MCCIIEIOBAHUS
ocoOeHHoCTe! anmapaTHO# peanuzanuu mwudpa «Ky3zHeuuk».

B pesynbrare BbllONHEHUS pabOThl JOJKHA OBITH IOJIyu€Ha MOJEIb
amnmapaTHOro MOAYJsi Ha si3bike omnucanusi anmaparypel VHDL, peanusyromias

byHKUMU KpUuntorpadguueckoro npeodpasoBaHusi HHGOPMALIIH.



1 O6mmume nmpuHUHUITBI U (POBAHUS
1.1 IudpoBanue

[udpoBanue — 3T0 METOA, UCIIOJIB3YEMbIN JJI TpeoOpa3oBaHus JaHHBIX B
mUQPOBAaHHBIA TEKCT MJII TOrO, YTOObBI OHM OBUIM TPOYUTAHBI TOJBKO
MOJIb30BaTeNIeM, OOJaJAIONIMM COOTBETCTBYIOIIUM KIIOUOM IIH(PPOBAHUS IS
pacumdpoBku coaepxkumoro. [HudpoBanue ucnonb3yercs Toraa, Korjaa Tpedyercs
MOBBIIICHHBIA YPOBEHb 3alIUTHI JAHHBIX - MPU XPAHEHUU JAHHBIX B HEHAJIEKHBIX
MCTOYHUKAX WJTM TIEpe/Iaun JaHHBIX M0 HE3allMIIEHHBIM KaHajlaM CBS3H.

B mmdpoBaHue COCTOMT U3 JABYX COCTaBISIOIIMX - 3allM(pPOBAHUE H
pacuudpoBaHue.

C nomotpto muppoBaHus 00ECIEUNBAIOTCA TPU COCTOSTHUS O€30MaCHOCTH
uH(popMaIuu:

- KoH(puueHuuanbHOCTh. IlludppoBaHue wucnoab3yeTcss MAJsi  CKPBITHS
uHbOpMallMu OT HEAaBTOPHU30BAHHBIX IIOJIb30BATENEH NpHU MepeAade WM IpH
XpaHEHUH,

- uenoctHocth. IlludpoBanue wucnonb3yercs A MOPEJOTBpAIICHUS
U3MEeHeHus1 nHPOpMaIuK TpY Tiepeave Wik XpaHEeHUH;

- unentuduupyemocts. lnudpoBanue ncnonb3yeTcs Ay ayTeHTUDUKAITTN
UCTOYHUKA MHPOPMAIMH U IPEJOTBPAICHUS 0TKa3a OTIIpaBUTENsI HHPOPMALIUU OT

TOro (pakTa, YTO JAHHBIC OBUTA OTIIPABJICHBI HMCHHO HM.
1.2 OO0urue cBeeHus 0 CHMMETPUYHOM IU(PPOBaHUU

CummeTpruyHoe mmdpoBaHue - MUGPOBAHUE, KOTOPOE HUCIIONB3YET OJUH U
TOT € KIIIoY i 3amudpoBaHusi U paciiu@poBbiBaHus. T.e. B 4aCTHOM ciyyae
CYIIIECTBYET HEKUH CEKPETHBIN KIIFOY, M3BECTHBIA O0EUM CTOPOHAM, C TIOMOIIBIO
KOTOpPOrO OJIHA CTOpPOHa 3amu@poBbHIBAET HHPOpMaLMIO, a BTOpas -
pacmppoBBIBa€T. DTO O3HAYAET, YTO JIOOOW, KTO MMEET JOCTYIl K KIII0Uy
mudpoBaHus, MoxeT paciudpoBaTh coobmeHrne. COOTBETCTBEHHO C IICNBIO

oOecrieyeHusl 3alMThl OT HECAaHKIIMOHWPOBAHHOTO JOCTyNa K 3amudpoBaHHOM
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uHGOpMaIMK BCE KIIFOYU ITHU(PPOBAHUSA B CAMMETPHUYHBIX KPUIITOCHCTEMAX JOJKHBI
JIEPIKATHCS B CEKPETE.

[ToaToMy cUMMeETpHUYHBIE KPUNTOCUCTEMBI HA3bIBAIOT KPUIITOCHCTEMAMU C
CEKPETHBIM KJIFOYOM.

Kpunrtorpadgust ¢ CHUMMETpUYHBIMH KJIHOYaMHM CTOMKas, YTO JAENaeT
IPAKTUYECKU HEBO3MOXKHBIM Ipoliecc AemmndpoBanus Oe3 3HaHus kioua. [Ipu
IPOYUX PABHBIX YCIOBUSAX CTOMKOCTBH OIpeAensercss amuHoil kimoya. llpu
UCIOJIb30BaHUU CHUMMETPUYHBIX QJITOPUTMOB IIU(QPOBAHUS MEXAHU3MBI IS
pacnpeneneHuss KIYedl JOJOKHBI 001alaTh BBICOKOW HAJEKHOCTBIO. Takxke
uMeeTcsl mpobieMa Oe30MacHOr0 paclpoCTpaHEHUsS CUMMETPUYHBIX Kitoueil. B
ITOPUTMaX CHUMMETPUYHOTO UIIM(PPOBAaHUS JOCTUTAETCSl BBICOKASI CKOPOCTb
mrppoBaHus 00JIBIINX 00BEMOB JJAHHBIX 33 CYET UCIIOJIB30BAHUS KIIOUYEH HE OUYEHb
00NbIION AMuHBL. B CUMMETpUYHBIX KPUNTOCHUCTEMAX KOH(QUICHIMAIBHOCTD
nepefaud  MHGOpPMalMU 3aBUCUT OT HAAECKHOCTH IHMPpa U 00ecrnedeHUs
KOH(HUICHIIMANBHOCTH KiItoya Imu@poBanus. CuMMeTpu4yHOE MHU(pOBaHUE
OCTa€TCsl CaMbIM aKTyaJIbHbIM M KPUIITOTpaduYeCKu rapaHTUPOBAHHBIMU METOJIOM
3amuThl “HPopManuu. Takke B COBPEMEHHBIX aBTOMATHU3MPOBAHHBIX CHCTEMAax
Takoe IM(poBaHHE B OCHOBHOM HCIOJB3YETCSl HM3-3a MPOCTOTHI M CKOPOCTU
peanuzauuii. B cummerpuyHoM mmM@poBaHUM, OCHOBAHHOM Ha HCHOJIb30BaHUU
COCTABHBIX KIIIOUEH, UJIed COCTOUT B TOM, YTO CEKPETHBIA KJIIOY JEJUTCA HA JIBE
4yacTu, Xpassmuecss otaenbHo. Kaxnas dacTe cama mo cebe He MO3BOJIET
BBINOJIHUTE  3amu(poBaHue. OCHOBHBIM  HEIOCTATKOM  CHUMMETPUYHOTO
mU(ppOBaHUS SBISETCA TO, YTO CEKPETHBIM KIIIOU JOJKEH OBITh U3BECTEH H
OTIIPaBUTEIIO, U TIOTyYaTeNt0. ITO CO3/4aeT MpoOIeMy pacpOCTPaHEHUs KIIIOUEH.
[lonyyarens Ha OCHOBAaHWMM HANWMYMS 3aIM(GPOBAHHOTO U PacIM(YPOBAHHOTO
COOOIIIEHUST HE MOXKET J10Ka3aTh, YTO OH MOJYYHMIJI 3TO COOOIIEHNE OT KOHKPETHOTO
OTIIPaBUTENS, TOCKOJBbKY Takoe € COOOIIEHHE OH MOI CreHEepHUpOBaTh
CaMOCTOSATEIBHO.

Ha pucynke | mnpenacraBieHa cxemMa CHUMMETPUYHON KPUIITOCUCTEMBI

G pOBAHUS:
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Pucynox 1 - Cxema cMMMETPpUYHON KPUNTOCUCTEMBI TG POBAHUS

Takue cucCTeMBbl XapakTEepU3ylOTCd HaumOOJee BBICOKOM CKOPOCTBIO
mu@poBaHUsl, U C HUX IMOMOIIBI0 o0ecneuynBaeTcs KOHQUACHIUAIBHOCTD U
NOJIMHHOCTH NIEpelaBaeMoil HH(POpMaLIUH, a TAKKE €€ [IEJIOCTHOCTD.

Otarnbl oOMeHa uH(popMaIme:

- OTIIPABUTENb [IEPEIACT MOTYUaTeNto KoY (B CETH, TI€ €CTh OOJIbILE ABYX
a0OHEHTOB y KaXXJI0M mapbl aOOHEHTOB JOJIKEH ObITh CBOW KJIHOY, OTJIMYHBIA OT
KIIFOUed Jpyrux mnap);

- OTIIPaBUTEJIb, WCIOJB3YS KIIOY, 3alIU(pPOBBIBAET COOOIIEHUE, KOTOPOE
NePEChUIAETCS MOJIy4aTelto;

- ToJIyyaTeNb IOJIy4aeT COOOIlIeHHE M paciin@pOBBIBAET €r0 3TUM Ke
KITFOUOM.

JIns TOBBIIEHHS  3AIIMIIEHHOCTH CHUCTEMBI MOXHO  HMCIOJb30BaTh
YHUKAJIBHBIE KITIOYH JIJIs1 KOKIOTO CEaHCa CBSI3M HJIM MEHATh UX KaXKIIbIi JICHb.

OOBIYHO TPH CHUMMETPUYHOM HIM(GPOBAHUM MCIHOJIB3YETCS CIIOXKHAs |
MHOTOCTyTIeHYaTast KOMOWHAITHUS ITOJICTAHOBOK U MEPECTAHOBOK UCXOIHBIX JAHHBIX.
[Ipudyem crtyneHeil (IpOX0/0B) MOXKET ObITh OOJBIIOE KOJIMYECTBO, KAKIOU W3
KOTOPBIX JIOJDKEH COOTBETCTBOBATh «KJIKOY Ipoxonaa». Omnepaunus MOoJICTaHOBKH
BBITMIOJIHAET TEepBOe TpeOOBaHUE, MNPEIBIBISIEMOE K CHMMETPUYHOMY LIH(DY.
[Ipoucxoautr wu30aBieHWE OT JIIOOBIX CTATUCTUYECKUX JAHHBIX IyTEM
nepeMeluBaHusl OUTOB COOOIIEHUs MO 3aJaHHOMYy 3akoHy. llepecTaHoBka

HEeoOXoauMa JJis BBIMOJHEHUSI BTOPOro TpeOOBaHUS — NPUAAHUS AITOPUTMY
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HEJIMHEWHOCTH. DTO IOCTUTAETCS 3 CUET 3aMEHbI ONPEIEICHHOM YacT COOOLICHHUS
3aJJaHHOTO0 00beMa Ha CTaHAAPTHOE 3HAUYEHHE MyTeM OOpalleHHs] K HUCXOIHOMY
MacCHBY.

K kaxmoil peanuzanmu CHUMMETPUYHBIX IMIHAGPOB  MHPEIbSIBISIOTCS
TpeOOBaHUS K apaMeTpaM UCIOJIb3YEMOr0 allrOPUTMA.

CroilkocTh (KpUIITOCTOMKOCTh) @JIrOpUTMa — 3TO €ro CIOCOOHOCTb
IPOTUBOCTOATh KpunroaHanu3y. CTOMKUM Ha3bIBAIOT AJITCOPUTM, YCIICIIHAs aTaka
Ha KOTOpBIM TpedyeT OT aTakyroulero o0jafaHus HEIOCTUKUMBIM B PEalbHOCTH
00BEMOM  BBIUYHCIUTENBHBIX PECYpCOB MM TEPEXBAYCHHBIX OTKPBITBIX H
3an(poBaHHBIX COOOILIEHNH MO0 3HAYUTENBHBIX 3aTpaT BPEMEHU Ha PACKPBITHE,
TaKUX, YTO K OTOMY MOMEHTY 3allMIlleHHas HWH(OpMaLUs YTPaTUT CBOKO
aKTyaJIbHOCTb.  3a4acCTyl0  KPUIITOCTOMKOCTh  QJIrOPUTMOB  HEBO3MOXHO
MaTeMaTU4eCKl JOKa3aTb. BO3MOXHO TOJBKO JI0OKa3aTb YSA3BUMOCTH B
KpUnTorpapuueckomM aiaroputMe Juoo (B cilydae KPUOTOCUCTEM C OTKPBITHIM
KJIFOUOM) CBECTH 3aJady B3JIOMa ajropurMa K HEKOTOpOH 3ajade, KOoTopas
CUMTAETCSl BBIYMCIUTENIBHO CJIOXHOW (TO €CTh JOKa3aTh, YTO B3JIOM CJIOXHEE
pELIeHUs TOM 3a/1aum).

AGcomoTHO cToiikne cucteMbl. OO0 aOCONIOTHOW CTOMKOCTH (WU
TEOPETHUYECKOW CTOMKOCTH) T'OBOPAT TOM B CiIy4ae, KOrJa KPUITOCHCTEMa HE
MO>KET OBITh B3JIOMAaHAa HU TEOPETUUYECKH, HU MPAKTUUECKH, JTaXKe MPU HATUYUH Y
aTaKyoIEero 0ECKOHEYHO OOJIBIINX BBIUMCIUTEIbHBIX pecypcoB. [loka3zaTenbcTBO
CYILIECTBOBAHMS aOCOJIOTHO CTOMKUX aJITOPUTMOB IIU(POBAHUS MPUBEICHO B
tpynax Knoma Illennona «Teopusi cBsi3M B CEKPETHBIX CUCTEMAX». 31ECh K€
orpeeNieHbl TPeOOBaHMS K TAKOTO POJia CUCTEMAM:

- IJIs1 KQX0T0 COOOIIEHUSI TCHEPUPYETCS HOBBIM KITIOY, T. €. KaKIbIN
KJIFOY MCITOJIB3YETCS OJIUH Pa3;

- CTaTUCTUYECKas HAJEKHOCTh KIIOYa (BEPOSITHOCTH NOSBICHUS
KOKJIOTO W3 BO3MOXHBIX CHMBOJIOB paBHbI, CHMBOJIBI B  KJIIOYEBOU
MOCJIEI0BATEILHOCTH HE3aBUCUMBI U CITyYailHbl);

- INTMHA KJIF0Ya paBHA WX OOJIbIIIE IJTUHBI COOOIIEHNS;
8



- ICXOIHBIN (OTKPBITHIN ) TEKCT 001a/1aeT HEKOTOPOU N30BITOYHOCTHIO
(9TO SIBNISIETCA KPUTEPUEM OLICHKH MPABUIBHOCTH PACIIH(PPOBKH)

CtolKocTh a0COJIIOTHO CTOMKHMX CHUCTEM a0COJIIOTHO HE 3aBUCUT OT TOTO,
KaKhe BBIYMCIUTENbHBIE BO3MOKHOCTH €CTh y KpUNTOaHANMUTUKA. [IpakTnueckoe
MpUMEHEHUE MOJAOOHBIX cHUCTEeM (YAOBIETBOPSIOMIUX TPeOOBAaHUSIM aOCOIIOTHOM
CTOMKOCTH ) OTPAaHUYEHO U3-3a UX BHICOKOM CTOMMOCTHU M Y100CTBA UCIOJIb30BaHMUS.

[IlenHOH B CBOMX Tpynax AOKa3ad, YTO MPUMEPOM aOCOJIOTHO CTOWKOTO
anroputMma siBisiercst mudp BepHama (onHopa3oBeiil 010kHOT). [Ipu KOppekTHOM
UCTIONBb30BaHuy mudpa BepHama 3110yMBIIITIEHHUK HE CMOXET MOJIYYUTh HUKAKOM
uH(popmauu 00 OTKPHITOM TEKCTE.

JloctaToyHO ~ CTOWKHME CHUCTeMbl. B  kpunrorpagpuyeckux cucCTeMax
TPaXTAaHCKOTO Ha3HAYEHHUsSI B OCHOBHOM MPHUMEHSIIOTCS TPAKTHUECKH CTOWKHE WU
BBIUHCIIUTENBLHO CTOWKHE CUCTEMBI. O BBIYMCIUTEIBHON CTOMKOCTH TAKOW CUCTEMBI
TOBOPSIT B CIIy4ae, €ClI MOTEHIHAIbHAs BO3MOXHOCTb BCKPBITh LIU(P CYLIECTBYET,
HO TOJIBKO TPH OMpEeNIEHHBIX MapaMeTpax u kiodax mmdposanus. Ha mpakTtike
aTaKyloIIUNA, UMes JTIOCTYH K COBPEMEHHBIM TEXHOJIOTHSIM, HE MOXET 00JsajaTh
JIOCTaTOYHBIMH ~ BBIYUCITUTENBHBIMA pecypcaMH Ui BCKpHITHA IHdpa 3a
aZeKBaTHBIH  OTpe30K  BpeMeHH. OT  BBIUMCIMTEIBHBIX  BO3MOXKHOCTEH
KPUIITOAHAIIMTUKA 3aBUCUT CTOMKOCTb TAKHX CHCTEM.

[TpakTHdeckast CTOMKOCTh TAKMX CHCTEM OCHOBaHa Ha TEOPUH CIOKHOCTU H
MOJKET OLIEHMBAThCS B pacueTe Ha OMNpPEJCICHHbII MOMEHT BPEMEHHM U C JIBYX
MTO3ULINM:

- BBIYHMCITUTENbHAS CII0KHOCTh TIOJTHOTO Tiepedopa;

- U3BECTHBIC HA JAHHBIM MOMEHT YSI3BUMOCTH (CI1a00CTH) TaKUX CUCTEM U UX
BJIMSTHUE HA BEIYUCIUTEIBHYIO CII0)KHOCTb.

B KaxIoM KOHKPETHOM Ciy4ae MOTYT CYIIECTBOBaTh JOMOJHUTEIIbHbIC
KPUTEPUHU OLIEHKH CTOMKOCTH.

CTOIKOCTh CUCTEMBI IOKa3yeMa, €CJIH I0Ka3aTeIbCTBO CBOAUTCS K PEIICHUIO

KOHKPETHON TPYJHO peliaeMoil MaTeMaTU4eCKOW MPOOJIEMBbI, JIeXkKAIIeH B OCHOBE



anroput™a. [losTomy, kpunrtocucrema RSA cToilka, TOJIBKO €CIIM MOJYJIb
ITOPUTMA N HEBO3MOXKHO JIETKO (haKTOPH30BATh.

Paynaom (LIMKII0M) KpUOTOrpauyecKoro MpoToKoja B KpUNTorpahuyecKux
MPOTOKOJIAX C JIByMSl YYaCTHUKAMHU HA3bIBAIOT BPEMEHHOI MHTEpPBAl, B KOTOPOM
aKTHUBEH TOJIBKO OJWH W3 YYaCTHUKOB. [lo-gpyromy 3TOT mpouecc Ha3bIBalOT
poxoioM mnpotokoia. Lukn (payna) 3aBepiiaercss GOpMUPOBAHUEM U OTIIPABKOM
COOOIICHHS YIACTHUKOM, IPU 3TOM aKTUBHBIN YJaCTHUK MEPEXOAUT B COCTOSIHUC
O’KHJIAHUS U MEPEIACT aKTUBHOCTh IPYrOMYy YYacTHUKY. B mpoTokonax ¢ TpeMs u
0oJiee yYaCTHUKaMH B CHHXPOHHOM CITy4ae LUK — 3TO MEPUOJI BPEMEHU MEKITY
JIBYMsI TOUKaMU CUHXPOHU3AINH.

K xax10i TOUKe CUHXPOHHU3ALMU KXl YYaCTHUK JIOJDKEH MOCHAaTh BCE
CBOM COOOIIEHUSI, KOTOPbIE OH JOJDKEH TMepeaaTh APYrdM YYacTHHUKaM B
HACTOSAILEM LIUKJIE.

B nacrosiiee Bpemst umeeTcs JBa BUla CHMMETPUYHBIX MU(POB:

- Onounble mudpsl. Bxomsgmiee cooOmenne pazduBaroT Ha  OJIOKH
onpeaesieHHOW unHbL (o 64 winu 128 Our), a mocie 3Toro obOpadathiBaeTcsa. K
KaXI0My OJOKY MPHUMEHSETCS KII0Y B YCTaHOBJICHHOM Topsake. OObIYHO 3TO
MPOUCXOANT B HECKOJBKO IHMKIIOB MEPEMEIINBAHMS M TMOJCTAHOBKU, TAKUE IHKIIBI
Ha3bIBAIOTCS payHIaMH. Pe3ynbTaToM MOBTOPEHUS PayHIOB SIBISICTCS JIABUHHBIM
3 deKT, To ecTb MOCTENEHHO HapacTaroulas MoTeps COOTBETCTBHSI OUTOB MEXKIY
OJ0KaMH OTKPBITHIX U 3aIIM(POBAHHBIX JaHHBIX.

K gocromnctBam OnouHBIX MIM(GPOB OTHOCAT CXOXKECTh  MPOLEAYD
3amu(poBLIBaHMs U paciin(pOBBIBaHUS, KOTOPBIC, KaK MPaBUIIO, OTIUYAIOTCS JIUIIH
MNOPSAJIKOM JAEUCTBHUIL. DTO yIpoIIaeT Mpoiecc co3gaHus MudpoBalIbHBIX YCTPONCTB,
TaK KakK MO3BOJISIET UCMOJIB30BATh OJHH M TE e OJIOKH B LETIAX 3a1Tu(POBHIBAHUS
U pacmipoBbIBAHNUS;

- notoyHble muUdpel. B naHHOM Kaxabld OUT MO0 OalT HMCXOAHOIO
(OTKpBITOTO) TeKCTa MHUGPYETCS ¢ UCTIOIB30BaHNEM TaMMupoBanus. Takoit mmdp
MOXET OBITh JIETKO CO3/1aH Ha oCHOBe OyiouHoro (Hanmpumep, o 'OCT 28147-86 B

peXUME TaMMUPOBAHMS ), KOTOPBIN 3aIMylIEH B CIIEUATIBHOM PEXUME.
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1.3 Pexxumbl paboThl 0J109HBIX MUGPOB.

YToOBl UCIIONB30BATh AITOPUTMBI OJIOUHOTO MIM(PPOBAHUS IS Pa3IMUHBIX
Kpunrorpa@uuecknux 3aJad CyIIeCTBYET HECKOJIbKO PEXKUMOB UX padOTHI.
Haubomee yacTo BCTpeUyaroUMMUCS B MPAKTUKE ABIISIOTCS CIACAYIOUINE PEKUMBIL:

- PEXKUM IPOCTOM 3aMEHHBI,

- PEKUM TaMMHUPOBAHUS,

- PEXKUM TaMMHUPOBAHUS C 0OpATHON CBA3BIO MO BBHIXOAY;

- PEKHUM IPOCTOM 3aMEHBI C 3alCIICHUEM,

- PEKUM TaMMHUPOBAHUSI C OOPATHOM CBA3BIO MO MIHPPTEKCTY;

- PEKUM BBIPAaOOTKH UMHTOBCTABKH.

1.3.1 Pexum mpoctoii 3amensl. JlinHa cooOiieHu, 3amm@poBbIBaéMbIX B
peXHUMe TIPOCTON 3aMEeHBI, JOJKHA OBITh KpaTHA ITUHE 0JI0Ka 6a30BOT0 alropuTMa
OJ0uHOr0 MM(ppPOBaHUSA N, MMOITOMY, MpPU HEOOXOAMMOCTH, K HCXOJHOMY
COOOILEHUIO JOKHA OBITh IPEABAPUTEIBLHO IPUMEHEHA MTPOLIEAYpa TOTIOTHEHMS.

3ammdpoBbiBaHue (paclIM(pOBBIBAHUE) B PEXKHUME MPOCTOH 3aMEHbI
3aKJII0YaeTcs B 3au(pOBhIBAaHUY (paciiupOBBIBAHUHN) KAXKIOTO OJI0Ka TEKCTA C
MCIIOJIb30BaHUEM 0A30BOT0 alropuTMa 0J0YHOTO MIH(PPOBAHMSL.

3ammdpoBanue. OTKPBITHIN U, PU HEOOXOAUMOCTH, TOTOJTHECHHBIN TeKCT P

eV, |P| = n-q, npencrapisercs B Buge: P = Py||Py|| ... ||Pg, Pi EVn, i=1,2, ..., q.
broku mmgpTexcTa BEBIYUCIAIOTCS MO CASAYIOIEMY IPaBUILY:
Ci=ex(P),1=1,2 ..., ¢q (1)
PesynpTupyromumii mu@prekcT UMeeT BU:
C = CyICo]]...[ICq.

3ammdpoBaHre B PEKUME MPOCTON 3aMEHBl MPOUJUIIOCTPUPOBAHO Ha

PHUCYHKE 2.
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ek Ex -n ek
Cy C, Cq

Pucynok 2 — 3ammm@poBanue B pexxuMe IpoCTOi 3aMEHbI

Pacumdposanue. Hludprekcr npencrasusercs B Bune: C = Cq|Cy]...||cq,
Ci €Vy,i=1, 2 .., gq. BIOKH OTKPBITOrO TEKCTa BHIYHUCIISIOTCS IO CICAYIOIIEMY
paBuILy:

Pi = dK(Ci), | = l, 2, . q. (2)

Ncxoaublil (10MIOTHEHHBIN) OTKPBITHIA TEKCT UMEET BU:

P = P4||P2]]...||Pq-

Ecin K HCXOIHOMY OTKpBITOMY TEKCTy Oblla IpPUMEHEHa Mpoueaypa
JOTIOJTHEHUS, TO MOcie pacmupoBBIBAaHUS CIEAYET MPOU3BECTU OOPaTHYIO
npoueaypy. ns  0AHO3HAYHOrO  BOCCTAHOBJIEHMSI ~ COOOUICHHMSI ~ MOXET
noTpeOOBaTHCS 3HaHUE JAJTUHBI HCXOJHOTO COOOIIECHHUS.

Nnmoctpanus pacuimdpoBbIBaHUS B PEKUME TPOCTOM 3aMEHBI ITPUBE/ICHA Ha

pUCYHKe 3.
C1 Cz Cq
dK dK 'E R dK
P, P, P,

Pucynok 3 — PacmmdpoBanue B peskuMe IpoCTOi 3aMEHbI

1.3.2 PexxuM raMMupoBaHHUsl.
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[TapameTpoM pexruMa raMMUPOBAHUS ABJISIETCS LETOUYKUCIICHHAs! BETUYUHA S
0 < s <n. [Ipn UCTIOJIBL30BaHUH PEKUMA TAMMHUPOBAHMSI HE TPEOYETCs MPUMEHEHNE
MPOLIETYPHI TOTIOJHEHHS COOOIIICHHUS.

Jist 3ammdpoBanus (pacmmppoBaHms) KaXAOTO OTASIHLHOTO OTKPBITOTO
TEKCTa Ha OJHOM M TOM € KIIIOY€ HCIOJb3YeTCs 3HAYCHUE YHUKAIbHOM

CUHXPONOCHUIKU [V eVn.
2

3ammdpoBaHue B peKMMe TaMMUPOBAHUS 3aKITIOYACTCS B TOKOMIIOHEHTHOM
CJIOEHUU OTKPBITOTO TEKCTa ¢ raMMol mmdpa. ['amma BeipabaThiBaeTCs OJIOKaMH
JUIMHBI S TIyTeM 3amu(poBaHUs IOCIEIOBATCILHOCTH 3HAYCHHA CUYCTYHMKA
CTR; € V,, i = 1, 2, ..., 0a30BbIM aJTOPUTMOM OJIOYHOTO IMH(PPOBAHUSI C
MOCJICIYIONTUM  yceueHneM. HadaapHbIM  3HAYCHHWEM CYETYMKA  SBJISETCS
CTRi= I,(1V) = IV || 0%. TTocnenyrolye 3HaYeHUS CYETUNKA BHIPAOATHIBAIOTCS C
nomotisio pyakuun Add: Vn — Vn cnegyronum o6pa3om:
CTRi+1 = Add(CTR;) = Vecy(Int,(CTR) Zhl). (3)
Bamudposanue. OTkpwITEIE TekcT P € V' mpencrasnserca B BHJE
P = P1||P2||...]|Pg, Pi €Vs, i =1, 2, ..., ¢g-1, Pq € Vr, r <s. biioku mmdprekcra
BBIYHCIISTFOTCS TI0 CIICAYIOIIEMY TTPaBUITY:
C, = P, ®Ty(ex(CTRy)),i=1,2,..,q— 1,
Co= Py ® T, (ex(CTR,)).
PesynpTupyrommii mu@pTekcT UMeeT BUI:
C = CiJICall.-IICq.

3amudpoBaHue B peXUME TaMMUPOBAHUS MPOUJUIIOCTPUPOBAHO Ha

(4)

pucyHke 4.
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v , > cTrR, =| add}> cTR, =] Add}> --- —CTRq

v

€k ek ek
./ \n/ - U/

P, —P P, —§ Py, —D

. W L

C; C, Cq

Pucynok 4 — 3ammdpoBanue B pexxumMe raMMUPOBAHUS
Pacumpposanue. [Iudprexct npeacrasnsercs B Buae: C = C1||C2]]...||Cq,
Cievs,i=1,2,..,0-1,Cqg €Vr,r<s.
biioku OTKpBITOro TEKCTa BHIYUCIISIIOTCS IO CIICAYIOIIEMY MTPaBUITY:
P, = C, ®T(ex(CTRy)),i=1,2,..,q -1,
Py = Cq @T, (ex(CTR,)).
HcxonHbIi OTKPBITHINA TEKCT UMEET BUJL

P = P1]||P2||...||Pa.

()

Nnmroctpanus pacimdpoBbIBaHUS B peKUME TaMMHUPOBAHUS TIPUBEACHA Ha

pUCYHKE 5.

IV ] h = CTRi—=] Add > CTR2 —] Add b— --- CITR,

€k ek €k

A 4 A A ¥

\./  \0/ \ "/

Ci — C: —d Co s

L 2 \J Jf

P, P, Pq

Pucynok 5 — PacimudpoBanue B pexxumMe raMMUPOBaHUS
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1.3.3 PexxuM raMmMupoBaHus ¢ 00paTHOM CBSA3BIO MO BBIXOAY

[TapameTrpamu pexrMa TaMMHPOBAaHUS C OOpaTHOM CBS3BIO IO BBIXOIY
SBJISIOTCSL LI€JIOUYMCIICHHBIC BEMUUHBI S U m, 0 < s <n, m = n -z, z > 1 — uemnoe
YHCIIO.

[Ipumenenue mnporeaypsl JONOJHEHUS COOOIIeHusT He TpeOyeTcs Mpu
WCIIOJIb30BAaHUU PEKUMA TaMMUPOBAHUS C OOPATHOM CBSI3bIO 1O BBIXOTY.

[Ipn mmdpoBanur HA OJHOM KIIOYE ISl Ka)XJOrO OTKPBITOTO TEKCTa
UCIIOJIb3YETCsl 3HAUCHHE YHUKAJIBHOW WJIM HENpeAcKazyeMo (CIydailHOW WM
nceBaoCaydaitHoi) cuaxponockuiku 1V € Vi,

[Tpu mmdpoBannn B pesKuMe TaAMMUPOBAHUS ¢ OOPATHON CBS3BIO IO BBIXOAY
UCIIOJIb3YETCs IBOUYHBIN peructp casura R miouHel M. HaganbHbIM 3amoHeHUEM
perucTpa sBJIeTCs 3HAUeHUE CUHXPONOChUTKA V.

3amupoBbIBAaHUE B PEKUME TaMMUPOBAHUS C OOPATHOM CBSI3bIO MO BBIXOY
3aKJII0YAETCs] B MIOKOMIIOHEHTHOM CJIO’KEHHUH OTKPBITOTO TEKCTa C TaMMO# mmdpa,
BbIpabaThIBaeMOil OJ10KaMu ATUHBI . [Ipy BeIYHMCcIeHNH oyepeHoro O0J0Ka TaMMBI
BBINOJIHAETCS 3aMpoBaHue N pa3psaI0B PETUCTPA CABUTa C OOJIBIIMMHA HOMEpPaMH
0a30BbIM aIropuTMoM OnoyHoro mudpoBanus. llociie 3amojHEHUS PETUCTP
CIBUTaeTcsi Ha n OUT B CTOPOHY pa3psAoB C OOJBIIMMH HOMEpaMH, IPU 3TOM B
pa3psiibl ¢ MEHBLIMMHM HOMEpaMH 3alMChIBACTCS MOJyYEHHBIH BBIXOJ 0a30BOTO
anroputMa 0JI09HOTO MUGPOBaHUA. BIOK raMMbI BBEIYUCTSETCS MyTEM YCEUCHHS
BBIX0/1a 0230BOTO aaropruT™Ma OJJOYHOTO MIM(PPOBAHUS.

Bammdposanue. OTKpwITHII TekcT P € V' mpencrasnsercs B BHIE
P = P1||P2||...]|Pq, Pi €Vs, i =1, 2, ..., g-1, Pq € V\, r <s. broku mmudprexcra
BBIUUCIISIIOTCS IO CIEYIOIIEMY TIPaBHITY

Ri= 1V,

Y, = ex(MSB,(Ry)),
C1= P1®TS(Y1),i=1,2,...,q_1, (6)
Py = LSBym_n(R) 'Y,

Yq = ex(MSBn(Ry)),
Cq = PqBT(Yq).
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Pesynbprupyromumii mugppTeKCT UMEeT BUA:
C = C4||C]]...]|Cq.
Nnmoctpanus 3amn@poBaHysi B peKUME raMMUPOBaHUs C 00paTHOM CBSI3bIO

10 BBIXOJly IPUBEICHA HA PUCYHKE 6.

-
L 4 h 4
% .
‘r‘l m-n n I > — m-n n
'l 2 W
Ry Rz Ry

Pucynok 6 — 3ammdpoBanne B pekuMe TaMMHPOBAHUS C 0OpAaTHON CBA3BIO
110 BBIXOZY
Pacumposanue. [Iudprexct npeacrasnsercs B Buae: C = C1||C2]]...||Cq,
Cievs,i=1,2,..,0-1,Cq €Vr,r<s.
BII0KH OTKPBITOrO TEKCTA BBIYUCIISIIOTCS 0 CIIEAYIOIIEMY ITPABUITY:
R1=1V,

Y, = ek(MSBn(Rl));
P1= Cl®TS(Y1))i:1;2;'";q_1; (7)
Py = LSBy n(R) 1Y,

Pq=Cq@T(Yo)
HcxoaHblid OTKPBITBHIM TEKCT HUMEET BUJL

P = P4]|P2]|...||Pg
16



Wnmoctpanus pacmm@poBaHus B peXUME TaMMHPOBAHHUS € OOpaTHOM

CBS3BIO IO BBIXOly IPUBEJCHA HA PUCYHKE 7.

_l —>
v h '
M m-n n > —>® m-n n
h 4 A 4 k 4
R1 R: Rq.
Y ~l v
n m-n n m-n n m-n
2 | 2 L 4
€k €k €k
A 4 L
n n n
h
T,
(:1 — C:E C:q
P-| PZ Pq

Pucynox 7 — PacmudpoBanue B pexkxumMe raMMUPOBAHUS

1.3.4 PexxuM mIpOCTOI 3aMEHBI C 3alleTNIEHUEM

[TapamerpoM pexuMa NOpPOCTOM 3aMEHbl C 3alECIUVIEHUEM  SIBJISETCS
LIEJIOYMCIIEHHAs BEJIUYUHA M, M = n°z, z > | — 1eJ0€ YUCIIO.

JlinHa coo0IIeHH, KOTOPBIE 3a1IU(POBBIBAIOTCS B PEXKUME TPOCTON 3aMEHBI
C 3alleIJICHUEM, JTIOJDKHA OBITh KpaTHA JTMHE 0JI0Ka 6a30BOTO aJIrOpUTMa OJIOYHOTO
mudpoBanus n. [Ipy HEOOXOIUMOCTH K UCXOJHOMY COOOIICHHUIO JIOJKHA OBITH
NpeIBapUTEbHO NPUMEHEHA MPOIeAYypa AOMOJIHEHHUS.

JUis KakJI0TO OTIEIBHOIO OTKPBITOTO TEKCTa MpH MHU(POBAHUHM HA OJTHOM
KJIIOUE  HUCIOJIb3YyeTCs ~ 3HAYeHUE  HempejackazyeMod  (ciydailHOW — Wiu

nceBaoOCIydaitHoi) cuaxponockuiku 1V € Vm.
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[Tpu mmdpoBanuy B peskuMe IPOCTOM 3aMEHBI € 3aICTIIICHUEM HCTIONB3YETCS
JNBOMYHBIA peructp capura R mimmabel M. HauvanpHoe 3amosiHEHHE perucrpa —
3HaYEHUE CUHXpOMNOChUTKH V.

B pexxume mpocToii 3aMeHBI C 3allellJICHUEM O4epeHON 00K mudpTeKcTa
MoJIy4aeTcsi MmyTeM 3amupoBbIBaHUS pe3yibTaTa MOKOMIIOHEHTHOTO CIIOKEHUS
3HAUEHUSA KaXKIOro CJEAYIOIIero OJIOKa OTKPBITOrO TEKCTa CO 3HAYEHHEM N
pa3psioOB perucTpa caBura ¢ OonpImuMu HoMmepamu. [locie 3Toro peructp
CIBUTAETCS Ha OJIUH OJIOK B CTOPOHY Pa3psAIoB ¢ OOJNbIIUMHU HOMEpamMu. B pa3psibl
C MEHBIITUMHU HOMEPAMH 3aMKChIBACTCS 3HAUCHUE OJI0Ka MU PTEKCTA.

3ammdpoBanue. OTKPBITHIA U, PU HEOOXOJAUMOCTH, JOMOTHEHHBIA TEKCT
P €V, |P| = n-q, npencrasnsercs B Buae: P = Py||P|]...||Pq, Pi €Vh, i=1,2, ..., q.
brioku mmdppTekcTa BEIYUCISIIOTCS 1O CIEAYIONEMY ITPaBUITY:

R1=1V,
C1 = ex(P; @ MSBy(R)), . _
Riv1 = LSBm_n(R) I G,
Cq = ex(Pq@MSB(Ry)).
PesynbpTupyromnuit mumdpTekcT uMeeT BU:
C = C4||C]]...]|Cq.

3ammdpoBaHue B peXKUME  IPOCTOM  3aMEHBI C  3alleIUICHHEM

1,2, ..., q, (8)

OPOMJUTIOCTPUPOBAHO HA PUCYHKE 8.
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Pucynok 8 — 3ammudpoBanne B pexkuMe IMPOCTOM 3aMEHBI ¢ 3allellJIeHHEeM
Pacumdposanue. ludprexct npencransercs B Buae: C = C4||Cy||...[|Cy,
CieVy,i=1,2, .., (. Bioku OTKPHITOrO TEKCTa BRIYMCIAIOTCS IO CIEAYIOIEMY
paBUIIy.
R1=1V,

{Pl = d,(C;) D MSB, (R;), =

Pq = dk(Cq) & MSBn(Ry).
Ncxonanblil (10TIOTHEHHBIN) OTKPBITHIA TEKCT UMEET BU:

P = P4||P2]|...[|Pq.

1,2,..q-1 9)

Ecim x MCXOMHOMY OTKpBITOMY TEKCTy Oblla TpPUMEHEHa Mpolenypa
JOTIOJTHEHUS, TO TOCle pacliuPpoBaHUs CIHEAYeT MPOU3BECTH OOpaTHYIO
JOTIOJTHEHUIO MPOIeAYPY. 15 0THO3HAYHOTO BOCCTAHOBIICHUS COOOIIIEHUS MOKET
noTpeOOBaTHCS 3HAHKUE IJTMHBI UCXOJIHOT'O COOOIIEHUS.

PacumudpoBanne B  pexume TNPOCTOM  3aMEHBI € 3alleTUICHHEM

MPOWJUIFOCTPUPOBAHO HA PUCYHKE 9.
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Pucynok 9 — PacindpoBanue B pexxume MpocToil 3aMEHBI ¢ 3alleTUICHHEM
1.3.5 PesxkxuM raMMUpOBaHMS C 0OpaTHOM CBSI3bIO IO UGB PTEKCTY
[TapameTrpamu pexxruMa raMMHUPOBAHUS C OOPATHON CBSI3BIO TIO MIH(PPTEKCTY

SIBJISIFOTCS LE€JI0OYMCIIEHHBIE BETUUUHBI SUm, 0 < s <n, n <m.

B onpenenennoit cucreme 06pab0oTKku MH(POPMALIUK HA ITTUHY COOOIIeHHs P
MOJKET HaKJIaJbIBAaThCSl OorpaHnueHue |P| = s-¢ 100 He HAKIAAbIBATHCS HUKAKHX
orpaHuyeHuil. B ciyyae eciau Takoe orpaHMuEHNE HaKIJIabIBAE€TCs, TO K UCXOAHOMY
COOOIIEHHIO, B ClTydyae HEOOXOIMMOCTH, AOJKHA OBITh MPEIBAPUTENBHO MPUMEHEHA
IpoLEeypa JOTOJHEHUS.

[Tpu mmppoBaHUNM HECKONBKUX OTKPBITHIX TEKCTOB Ha OJHOM KIIOYE JUIS
KOKJIOTO  HMCIHOJIb3YeTCsl  3HAUeHWE  Hempejackazyemoil  (cnydyailHOM — WM
nceBaocaydaitHoi) cuaxponockuiku 1V € Vi,

[Ipu mudpoBaHuM B peXKMME TaMMUPOBAHHUS C OOpAaTHOM CBS3bIO 110
MPPTEKCTY UCTONIB3YETCS NBOMYHBINA perucTp casura R amuael M. HauanpHBIM

3aIlIOJIHCHHUECM PCTUCTPA ABJIACTCA 3HAYCHUC CUHXPOIIOCBIIIKHU V.
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3ammdpoBaHre B pPEKUME TaMMHPOBAHUS C OOpaTHOM CBSI3BIO IO
MUQPPTEKCTY 3aKITFOYACTCS B MOKOMIIOHEHTHOM CJIOKEHHUU OTKPBITOTO TEKCTa C
ramMmmoi mudpa, KkoTopasi BelpadbarbiBaeTcs 0js0kaMu JIuHB S. [Ipy BeIUMCICHUU
OUYepEeTHOr0 OJI0Ka TaMMBbI BBITIOJNHSETCS 3amudpoBaHue N pas3psaoB perucTpa
CABUTA C OOJBIIMMHU HOMEpPaMH 0a30BbIM aJITOPUTMOM OJIOUHOTO MU(POBAHUS C
nocienyronmm yceueHueM. [locie 3Toro 3amojHeHUE perucTpa CABUTACTCS Ha S
pa3psioB B CTOPOHY Pa3psoB C OOJBIIMMH HOMEpPAMH, MPU 3TOM B paszpsiibl C
MEHBIIMMU HOMEpPaMHU 3aMKUCBIBACTCS MOTYUYEHHBIN 010K mudprekcra. ITOT 070K
SBJIICTCSI PE3YIHTATOM IMOKOMITOHEHTHOTO CIJIOKCHHS TraMMbl mmdpa u OJjoka
OTKPBITOTO TEKCTA.

3ammudpoBanue. OTkpbITHIE TekeT P € V* mnpencraisiercs B BuUle
P = Pq||P||...||Pq, Pi € Vs, 1 =1, 2, ..., Q-1, Py € Vy, r <. Biioku mudprekcra
BBIYUCIISIFOTCS IO CIEAYIOIIEMY MPABUITY:

R1=1V,

{51 = P; @ Ts(ex (MSB,(R))), ._
Riyy = LSBy_n(R) I Gy,

PesynpTupyromumii mu@prekcT UMeeT BU:

C = C4|Cy|...]ICq.

12 .. g1 (10)

3amudpoBaHue B pPEKUME TaMMHPOBAaHUS C OOpaTHOM CBSI3BIO IO

M PTEKCTY MPOMLIIOCTPUPOBAHO Ha pucyHke 10.
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Pucynok 10 — 3ammdpoBanue B pekuMe raMMHPOBaHHUS ¢ OOPATHOMN CBSI3bIO
no mudprekcry
Pacumdposanue. [lndprexct npencrasnsercs B Bune: C = Cq]|Cy|...||Cq, Ci

€V, i1=1, 2, ...,0-1, Cy €V, r <S. bioku OTKPHITOTO TEKCTa BBIYUCIISIOTCS TIO
CJIEIYIOIEMY TIPABHITY.

Ri= 1V,

P, = C; D Ts(ex(MSBL(Ry)) .
i=1,2, ..., qg-1, 11
e = 1sma(ROIC 4 ()
HcxoaHblid OTKPBITHIN TEKCT UMEET BUL:

P = P4]|P2]|...||Pq -

Ecin x HMCXOAHOMY OTKPBITOMY TEKCTy Oblla HpUMEHEHa Mpoleaypa

JOTIONTHEHUSI, TO TIOCJIe pacimm@poBaHus CIeAyeT MPOU3BECTH OOpaTHYIO

JOTIOJTHEHUIO MpoueAypy. s 0/HO3HAYHOTO BOCCTAHOBJIEHUS COOOILIEHUS MOKET

nOTpeOOBaTHCS 3HAHUE JIJTMHBI UICXOTHOT'O COOOIICHUS.
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PacmmmdpoBanue B pexumMe TaMMHUPOBAHHMS C OOpaTHOM CBS3BIO IIO

mPTEKCTY NPOWLTIOCTPUPOBAHO Ha pUCYHKe 11.
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Pucynox 11 — PacimmdpoBanue B peskuMe raMMUPOBaHUS C OOpaTHOU
CBA3BIO 110 MHUPPTEKCTY

1.3.6 PexxuMm BbIpaOOTKM UMUTOBCTABKU

PexxuM BbIpaOOTKM UIMHUTOBCTABKHU, OMMCAHUE KOTOPOTO MPEACTABICHO HIKE,
peanuzyer koHCcTpykiuio OMACI] (cranmaptuzoBan B ISO mon HazBanuem
CMAC [1]).

[TapameTpoM pexrMa sIBIsIeTCS IJIMHA UMUTOBCTAaBKY B Outax 0 <s <n.

BripaboTka BcromorarenbHbIX Kitouei. [l BbIYMCICHUS 3HAYCHUS
MMHTOBCTAaBKHU UCIOJIb3YIOTCSI BCIIOMOTaTENbHBIE KITIOUU, KOTOPbIE BHIYUCIISFOTCS C
ucrnojbp3oBanueM kitoua K. J[muHbI BCloMOraTeIbHbIX KITFOUYEeH paBHBI JJIMHE OJI0Ka
n 6a30BOro aJiropuT™Ma OJI0YHOTO MHU(PPOBAHUS.

[Iponienypa BbIpAaOOTKM  BCIOMOTATEIbHBIX  KIHOYEH MOXKET OBITh
MpeCTaBIeHa B CJeayIomei ¢popme

R= eK(O”);
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{R < 1,ecnu MSB,(R) = 0,
(R < 1)®B,,, unaue;

{K &« 1,ecnu MSB;(K;) =0,
(K « 1)®B,,, unaue;

rae Bgs = 0°°]] 11011, Bypg = 01%0)| 10000111.

Ecnu 3Hauenue N He paBHO 64 wiu 128, ciienyeT UCIOIb30BaTh CIEAYIOLIYIO
MPOLEIYPY ONPEAEICHUS 3HAYEHUs KOHCTaHThl Bj. PaccMoTpuM MHOXKECTBO
MPUMUTHUBHBIX MHOTOWIEHOB cTerneHd N Hag mnosem GF(2) ¢ HauMeHbIIuM
KOJIMYECTBOM HEHYJIEBBIX KOA(DPUIIMEHTOB, Aajee YMOpsSAOYUM 3TO MHOMXECTBO
JEeKCUKOrpaMyecKd MO BO3PACTAHUIO BEKTOPOB KOI(P(PULIHUEHTOB M 00O3HAUYHM
yepe3 f(X) mepBbiii MHOTOUJIEH B 3TOM YIOPSIOYEHHOM MHOKECTBE.

Pacemotpum none GF(2n)[x]/ (fn(x)), 3adukcupyem B HeM CTEIEHHON 0a3uc
U OyneM o003HAYaTh OIEPAlMI0 YMHOXKEHHS B 3TOM TIOJiE CHUMBOJIOM .

Bcnomorarenbasie kinroun K1 u K2 BEIYUCIISAIOTCS ClieayomuM o0pa3om:

R - eK(On),
K, = Poly; *(Poly,(R)®x), (12)
K, = Poly;1(Poly, (R)®x?).

Bcnomorarenbapie kimoun Ki, K; 1 mpoMexxyTouHnoe 3HaueHue R Hapsay ¢
kitouoM K sSBIsIOTCS cekpeTHhIME MapameTpamu. KoMmpomeTarus kKakoro-inoo us3
ATUX 3HAYCHUH TMPUBOAWT K BO3MOYKHOCTH IOCTPOCHHUS 3(P(PEKTHBHBIX METOOB
aHaJM3a BCEro alrOpuTMa.

Brruucnenue 3HaueHus UMUTOBCTaBKH. [Ipolienypa BblUMCIeHNs 3HAYCHUS
UMHUTOBCTABKH MTOX0a Ha MPOIEAYPY 3alIH(PPOBAHKS B PEKUME MTPOCTON 3aMEHBI
C 3alleTUIEHUEM TP M = N ¥ UHUIHAIM3AIMYA HAYaJIbHOTO 3aIMOJIHEHUSI PETUCTpPA
cagura 3HadeHneMm On. Ha BXon amroputMy mudpoBaHUsS TOMAETCS PE3YJIbTAT
MOKOMIIOHEHTHOTO ~ CJIOKEHHS OuYepeHOro OJioka TeKcTa U pesyibTaTa
samudpoBanus Ha mnpeapiaymeM mare. OCHOBHOE OTIMYHE 3aKII0YaeTCs B
nporeaype o0paboTKu nmociieIHero 010Ka: Ha BX0 0a30BOMY aIrOPUTMY OJIOYHOTO
mudpoBaHUS TOMACTCS PE3yJbTAaT MOKOMIIOHEHTHOTO CJIOKEHUS TOCIEIHETO
OJioka, pe3ylnbTaTa 3amd@poBaHUs Ha TMPEAbIAYIIEM Ilare W OJHOTO U3

BCIIOMOTaTeJIbHBIX KII0UeH. B 3aBUCHMOCTH OT TOT0, ABJISICTCS JIHA HOCJIEIHHUI OJIOK
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UCXOAHOTO  COOOIIEHHMS TOJHBIM WJIM HET, BbIOMpAeTCsl KOHKPETHBIM
BCIIOMOTATENbHBIA KJII0Y. 3HaueHrueM UMUTOBCcTaBkM MAC sBisieTcs pe3yibTaT
NPUMEHEHUsI TPOUEAYpPhl YCEUYEHHS K BBIXOJY alropuTMa MmU(pOBaHUS TPH
00paboTke mocaeaHero 6JIoKa.

Ucxomnoe coobmenne P € V', mna kortoporo TpebGyeTcss BBIMHMCIHMTE
MMHTOBCTABKY, IPEJICTABIISIETCS B BUJE:

P = Py]| Pal|...[| P,

rne Pi €Vy,1=1,2,...,09-1, Pq €V, r <n.

[Ipouenypa BEIYUCIEHUS HIMUTOBCTABKH OMMCHIBAETCS CAEAYIOIIMM 00pa3oM:

CO =0n,
Ci=eK(Pi®Ci-1),i=1,2,...,g-1, (13)
MAC = Ts(eK(Pg*®Cqg-1dK*)),
rie
K = {KI, ecmn|Py| = n,
K,, uHaue,
P; — mocnennuii OJOK COOOIIEHMSA, IMOJNYYEHHOTO B PE3YJILTATE JONOIHEHHUS

MCXOJTHOTO COOOIIEHHS C MOMOUIBIO MPOLIETYPHI 3.

[Ipouenypa BbIUKMCIEHUS UMUTOBCTABKU MPOUJIIFOCTPUPOBAHA HA PUCYHKAX

12 - 14.

Pi P, Ps P,
— —d  — . — K
. 2 ¥
€k ek €k €k
U/
MAC

Pucynok 12 — BeruucieHnue 3Ha4eHHUsI UMUTOBCTABKU — OOIIUNA BU]T
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He PEKOMCHAYCTCA MCITIOJIb30BATh KJIHOY PEKUMA BI)Ipa6OTKI/I HUMUTOBCTAaBKHU

B JPYI'MX KPUNTOIPapUUECKUX aITrOPUTMAaX.

P P, P Pq
— — . K,
e:; ek ek €k
T,
MAC

PI/ICYHOK 13 — BerunciaeHue 3Ha4eHUs] UMHTOBCTaBKHU — cnyt{aﬁ IIOJIHOI'O

IocJIegHEro 0JI0Ka

P, P, P, Pql11]]0...0
> —»@L —_— .. réq K>
A 4 k 4
€k €k €k €k
W
Ts
MAC

Pucynok 14 — BeruncneHnve 3Ha4€HUs IMUTOBCTABKU — CIIy4ail C JOTIOJHEHUEM

[OCJIETHETO OJI0OKa
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1.4 Bune! mugpatopos

B mnactosmiee Bpems s mmM$poBaHUS JTaHHBIX HauOolee HIUPOKO
OPUMEHSAIOT TpU BUAa IMM(PAaTOpPOB: ammapaTHbIEe, MPOrpPaMMHO-AaNIMapaTHbIE U
nporpaMmHbie. X OCHOBHOE pa3ivyYMe 3aKJIIOYAETCS HE TOJBKO B CIOCO0E
peanu3anuy MUQPPOBAHUS U CTENIEHU HAJAEKHOCTU 3aIUTHI JaHHBIX, HO U B LICHE,
4YTO YacTo SBISETCS AJi IoJb3oBareneil ompexaenstomuMm ¢akropom. Camble
JeHI€BbIE yCTPOICTBA IM(POBAHUSA — NPOrpPAMMHBIEC, 3aTEM — MPOTrPaMMHO-
anmapaTHble CpPEJACTBA W, CaMbIMU JIOPOTOCTOSILIUMU SIBIISIFOTCSI aIlllapaTHBIE.
HecMoTpst Ha TO, YTO L€HAa amnmapaTHbIX MKU(PATOPOB CYIIECTBEHHO BbINIE
IPOrpaMMHBIX, Pa3HUIIA B LIEHE HE CpPaBHUMAa C 3HAYMUTEJbHBIM IOBBIIICHHEM
KayecTBa 3alUThl UH()OpMALIHH.

[Iporpammuoe mudpoBaHue.

JIrobo# kpunrorpadpuyeckuil aaroputM MOXET ObITh pealn30BaH B BUJEC
COOTBETCTBYIOIIEH INporpaMMsel. lIpenmyinecTsa TakoW peanu3alid OYEBUHBI:
IpPOrpaMMHBIE  CPEICTBAa MMIHU(PPOBaHUA MPOCTHI B HCIOJB30BAHUU, JIETKO
KOIUPYIOTCS, UX HETPYAHO MOAU(PUIMPOBATH B COOTBETCTBUU C KOHKPETHBIMU
NOTPEOHOCTSIMU M KakK ObLIO CKa3aHO paHee BeCbMa JICIIEBHI.

Bce omnepainmonHble cHCTEMbl UMEIOT BCTPOEHHBIE CPEACTBA MIM(POBAHUS
daiinoB. OOBIYHO OHHM HMCIOJIB3YIOTCS NIl MU(pPOBaHUS OTIACIBHBIX (DailyioB, u
paboTra ¢ KIHOYaMH Bo3Jaraerca Ha mojs3oBarens. I[loaTomy mnpumMeHeHue
10JI00OHBIX cpeACTB TpedyeT ocoboro BHUMMaHus. Hu B koeMm citydae Henb3s XpaHUTh
KJIIOYM HAa JHCKE BMECTE€ C 3allM(PpPOBAHHBIMU C HMX IOMOIIbIO (pailiaMu u
He3amur(poBaHHble KoMHUH (DaiJIOB HEOOXOJUMO CTEPETh Cpaszy JKe IOocie X
mdpoBaHUsL.

AnmapaTHO-IpOTpaMMHBIE  CPEJCTBa  KpuUnTorpaduyeckod  3alluThl
uHGOpPMAIIMU COYETAIOT THOKOCTh MPOTPAaMMHOIO PEIIEHUS C HaJAEKHOCTHIO
anmapataoro. [Ipu 3Tom 3a cyeT ruOKOI MPOrpaMMHOI 000JIOUYKH MOXKHO OBICTPO
MEHATHh  MOJIb30BATEIbCKUNM  UHTEpeENC, NepeKOHPUTrypupoBath (PyHKIIUU

MNpoaAyKTa, NPOHU3BOJHUTL €TO0O KOHCUYHYIO HaCTpOﬁKy; a aIIrapaTHbIC KOMIIOHCHTBI
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MO3BOJIAIOT  3AIMUTUTh OT MOAMMDHUKAIMK aNTOPUTM KPUOTOrPadUyECcKOro
IPUMHUTHBA, OOECIEYUTh BBICOKYIO 3alIUIICHHOCTh KIIOYEBOIO Marepuaia H
3a4acTylo 0oJiee BBICOKYIO CKOPOCTh paOOTHI.

AnmnapatHoe mupoBaHHE — 3TO TMpolecCc MHUPPOBAaHUS, KOTOPHIN
IIPOU3BOAMTCS MPHU MTOMOIIH CIIEHNHAIN3UPOBAHHBIX BBIUHCIUTEIBHBIX YCTPOMUCTB.
CoBpeMeHHbIE CpeACTBa KpUNTOrpapuuecKor 3almuThl HMHPOPMALMU HEJb3s
OTHECTH TOJIbKO K amlmapaTHbIM, UX ObLIO Obl MpaBUIIbHEE HA3BIBATh alMapaTHO-
IIPOTPAMMHBIMM, OJHAKO, IIOCKOJIBKY MX IPOTPaMMHAas 4acTb HENOAKOHTPOJIbHA
ONEpPAallMOHHOM CHCTEME, HMX YacTO Ha3bIBalOT amnmnapaTHeiIMH. OCHOBHOMU
ocobenHocThio anmnapatHbix CK3W sBnsercs annaparHas peanu3auus (3a cyer
CO3/1laHMsl W TMPUMEHEHHS CIEUUATU3UPOBAHHBIX IPOLECCOPOB) OCHOBHBIX
KpUITorpaduyeckux byHKUIMN — Pa3IMYHBIX KpUINTOTrpaduuecKux
npeoOpa3oBaHUM, YOPABIEHUS KIIOYaMHU, MCIOJNb3YyEMbIX KPUITOrpadUuyecKux
IIPOTOKOJIOB H T. 1.

Bonbiioe xonmuuecTBO cpeAcTB MMGPOBaHUS JAaHHBIX CO3aETCSl B BUE
CHELMAIM3UPOBAHHBIX  (PU3MUECKUX YCTPOMCTB. JlOCTOMHCTBA ammapaTHbIX
¢ paTopoB:

- anmapaTHbIM JaTYMK CIy4alHBIX YUCENl T€HEPUPYET CIy4YalHbIC YHMCIIA,
ucnojp3yemble Il (opMHpOBaHMS HAAESKHBIX KiIoued MmUGPOBaHUA U
AIEKTPOHHOM U(POBO MOATUCH;

- LEJOCTHOCTh KPUNTOAITOPUTMA TapaHTUPYETCS €ro  anmnapaTtHon
peanu3anmen;

- MU poBaHUE U XPaHEHUE KITFOUEH MIPOMCXOIUT B cCaMOi Tu1ate mudparopa,
a HE B OIEPAaTUBHOM NaMATH KOMIIBIOTEPA;

- 3arpy3Ka KJto4el mu@poBanus B IHQpyrollee YCTPOMUCTBO € 3JEKTPOHHBIX
kimouerd Touch Memory (i-Button) u cmapT-kapT MpoOM3BOIUTCS HANPSIMYIO, a HE
Yyepe3 CHCTEMHYIO WIMHY Komnbrorepa U O3V, 3TO HCKIOYAeT BO3MOKHOCTH

repexBara KJIo4en;
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- C TIOMOUIBbIO amMapaTHbIX MHU(PATOPOB MOKHO PEATU30BATH CUCTEMBI
pasrpaHUYeHHUs JOCTyma K KOMIIBIOTEPY M 3alluThl WHGOpMaluud  OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA;

- NPUMEHEHHE CHEUATU3UPOBAHHOIO MPOLECCOpPa IS BBIIOIHEHUS BCEX
BBIYHCIICHUN Pa3rpyXaeT LEeHTPaJbHBIM Mpolieccop KommbioTepa. Takxke MOKHO
YCTAaHOBUTh HECKOJIbKUX allllapaTHBIX MHMQPPATOPOB HA OJHOM KOMIIBIOTEpE, UTO
MOBBIMIAET CKOPOCTh 00pabOTKM HWHpOpMAIMK (3TO MPEUMYIIECTBO TMPUCYIIE
mdpartopam st muHbl PCI);

- TnpuMeHeHue mapadasHbIX IIMH TpPU CO3JaHUU mudpIpoieccopa
UCKIIIOYAaeT yIrpo3y CUHUTHIBAHMS KIIOYEBOM HH(OpManuu 10 KoJeOaHUAM
AJIIEKTPOMATrHUTHOTO M3JIYYEHUsS, BO3HUKAIONIMM MpU IMHUPPOBAHUM JTaHHBIX, B
LEISX «3EMJIS] — MUTAHUE.

[Ipu ycTaHOBKE Ha KOMIIBIOTEp CIENHAIM3UPOBAHHOTO MUGPOBAIBHOIO
oOopynoBaHusi OyaeT BO3HUMKATh MEHbLIE MNpoOJeM, 4eM NpHU J00aBICHUU B
CUCTEMHOE MPOrpaMMHOE obecnieueHne PyHKIMil mudpoBanus 1aHHbIX. B nneane
mHU(PpoBaHUE JTOJKHO MPOU3BOAUTHCS TaK, YTOOBI MOJIB30BATENIb HE 3aMedall €ro.
YroObl OCYIIECTBUTH 3TO NpPH TMOMOIIM MNPOrPAMMHBIX CPEACTB, (QYyHKUIHUU
mudpoBaHus JOJDKHBI OBITH 3aMacKupoBaHbl. l[lpomenars 3Ty omepanuio B
OTJIAXKEHHOM  OIEpAllMOHHOM CUCTEMOM OYEHb HENPOCTO, HO TMpPU OTOM
NOJICOEAMHUTH U(POBAITBHOE YCTPONCTBO K MEPCOHAIIBHOMY KOMIIBIOTEPY WM K
MOJIEMY CMOKET JIFOOOH, Jake HerpoQecCcuoHal.

Bunbl ycrpoiictB anmapatHoro mudpoBanus. CoOBpeMEHHBIM PBIHOK
npeajaraeT Tpyu Pa3HOBHUJIHOCTH alMapaTHBIX CPEACTB MHUPpOBaHUS MH(DOPMAIIH
MOTEHIIMAJIBHBIM TTOKYTIATeIISIM:

- 6710Kku mUpoBaHUS B KaHATaX CBSI3H;

- CaMOJIOCTAaTOYHbIE MU(POBATHHBIC MOIYJIH (CAMOCTOSTEIHHO BHITIOIHSIIOT
BCIO paboOTYy C KITI0OYaMu);

- mUQpPOBAIbHBIE IJIAThl PACHIMPEHUs AJI1 YCTAaHOBKHM B MEPCOHAJIbHBIE

KOMITBIOTEPHI.
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[Toutn Bce yCTpOWCTBAa MEPBBIX JBYX THIIOB Yy3KO CHEIHATU3UPOBAHHBI,
MOATOMY HY)KHO JTOCKOHAJIIBHO MCCIIEAOBATh OTPAHMYCHHUS, KOTOPHIE UMEIOTCS y
Ka)/IOTO yCTPOMCTBA, MPHUKIAIHOE POTpaMMHOE OOECIieueHHE U OTICPAIlMOHHBIC
CUCTEMBI JIO TOTO, KaK IPHHUMATh KOHEYHOE pelIeHrne 00 UX MOKyIKe. B mpoTuBHOM
cllydae MOYKHO 3psI TIOTPaTUTh ACHBIY, HU HA AT HE MPUOIN3UBIIKCH K )KEeTaeMOU
nemu. [IpaBaa, CymiecTBYIOT KOMITAHMH, KOTOPBIE MPOJAIOT KOMMYHHKAITMOHHOE
00OpylIOBaHUE C YK€ 3apaHee YCTAHOBICHHBIMH YCTPOWMCTBAMHU aIlllapaTHOTO
mu@poBaHUs, UYTO YaCTO 00JIer4aeT BBIOOD.

[lnatel pacmmMpeHust Id TMEPCOHATBHBIX KOMIIBIOTEPOB — Hambosee
YHUBEpCAIbHBIC CPEICTBA almapaTHOTO MU(POBaHUS M, KaK MPABHIO, UX OYCHD
JIETKO HACTPOUTh TaK, 4YTOOBI OHU IMHU(PPOBAIU BCIO HHPOPMAIUIO, 3aITUCHIBAEMYIO
Ha KECTKHUIA JTUCK WJIU TIEPEChUIAeMYIO B TTOPTHI U TUCKOBOIBI. OOBIYHO 3aIuTa OT
AIIGKTPOMArHUTHOTO M3JyYeHUS B IUIaTaxX pacIIMPeHUs MJis anmnapaTrHoro
G pPOBaHMS OTCYTCTBYET OTOMY YTO OECCMBICIICHHO 3aIlIMIIATh 3T IIJIaThl, €CIH

OTCYTCTBYCT 3alllMTa BCEro KOMIILIOTCpPaA.
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2 O630p 'OCT P 34.12-2015
2.1 O01me cBeaeHus

I'OCT P 34.12-2015 «Mudopmannonnas Texnosiorus. Kpunrorpapudeckas
3anuTa nHpopmauu. biaounsie mudps» yTBepkKaeH npuka3oM ot 19 utons 2015
roga Ne 749-ct. Cranmapt Bcrynuia B AeiictBue ¢ 1 saBaps 2016 roga. ludp
paspaboran LlenTpom 3ammTel nHPOpMaluu U cnennanbHoi cBsizu OCh Poccuu ¢
yaactueM OAO «UubopmanmoHHbIe TEXHOJIOTHM H KOMMYHUKAIIMOHHBIE
cuctemMbl» (OAO «MHPoTeKC»). Buecen TexHUYECKUM KOMHUTETOM IIO
cragaaptuzanun TK 26 «Kpunrtorpaduueckas 3amura HHPOpMaLUmn.

brounsii mmdp «Ky3Heunk» — CHMMETPUYHBIM aNrOpUTM OJIOYHOTO
mudpoBaHus ¢ JUTMHOM O10Ka 128 OUT M JImHOM Kitoua 256 OUT, I TeHepaIuu
KOTOPOT0 UCIOJIB3YyeTCs ceTh DeiicTens.

PesynbraTom anroputrma siBisieTcst 6JI0K mU(POBAHHOTO TEKCTA JIIMHOM 128
our.

B kauectBe cnpaBouHOM MH(OpPMAIMKU TOCTYIHBI TECTOBBIC 3HAUEHUS IS
MPOBEPKH Pe3yJIbTATOB — KaK (PYHKITHH, TaK U BCErO ajJropuTMa.

B otnuuune ot I'OCT 28147-89 HoBbIN mudp npeacTaBiseT co0oil HE CeTh
Oeiicrensa, a T.H. SP-cerh: mnpeoOpazoBaHHE, COCTOAINICE U3 HECKOJIBKHUX
OJIMHAKOBBIX PAyHAOB, NPU 3TOM KaXAbl payH]I COCTOUT M3 HEIMHEHHOTO H
JUHEWHOTro MpeoOpa3oBaHUl, a TAaKXKe ONepaluy HaJoXKeHus Kitova. B otnuuue ot
cetu DeiicTens, npu UCHoab30BaHuK SP-ceTn npeobpasyercs BeCh BXOAHOU OJIOK,
a He ero mojioBHHA. Takas CTpyKTypa WHoria Takke HasbiBaercs AES-like
(noxosxeit Ha AES), onnako, B oTiinuue ot nociennero y «Ky3sneunka» ecthb psin
CBOMX OCOOEHHOCTEH:

- JIMHEWHOEe mNpeoOpa3oBaHUE MOXKET OBITh PEATU30BAHO C MOMOUIBIO
perucTpa CABUra;

- KJIFOYEBAs Pa3BEPTKa peain30BaHa ¢ MOMOLIbIO ceTh DencTenst, B KOTOPOu
B KauecTBe (QYHKUHUU HCIOIB3YETCS pPAyHIO0BOE MPeoOpa3oBaHUE HCXOJIHOTO

alNrOpUTMa.
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HudpoBanre OCHOBAaHO Ha TMOCJIEIOBATENILHOM MPUMEHEHUU HECKOIbKUX
OJTHOTUIHBIX PayHAOB, KaXIbli M3 KOTOPBIX COJAEPKHUT TpH MpeoOpa3OBaHUS:
CIIO)KEHHE C pPayHIOBBIM KIIOUOM, IpeoOpa3oBaHue OJOKOM MOJACTAHOBOK H

JMHEWHOE MpeoOpa3oBaHUE.
2.2 Anroputm 6s109HOTO MMGPOBAHUS C IJIMHON O10Ka N = 128 Gut

2.2.1 3HaueHue mapaMeTpoB.

Henuneiinoe OuekTuBHOE MpeoOpazoBaHUeE.

B xadecTBe HEMMHEMHOTO0 OMEKTUBHOTO NPEOOPA30BaHUsI BHICTYIIAET
nozacraHoBka Tt = Vecgn'Ints: Vs — Vg, The nn'; Z,® — 7,8, 3nauenns nojacraHoBKH
7' 3anucanbl Hke B Buje MaccuBa T = (1'(0), w'(1), ..., ©'(255)):

n' = (252, 238, 221, 17, 207, 110, 49, 22, 251, 196, 250, 218, 35, 197, 4, 77,
233, 119, 240, 219, 147, 46, 153, 186, 23, 54, 241. 187, 20, 205, 95, 193, 249, 24,
101, 90, 226, 92, 239, 33, 129, 28, 60, 66, 139, 1, 142, 79, 5, 132, 2, 174, 227, 106,
143, 160, 6, 11, 237,152, 127, 212, 211, 31, 235, 52, 44, 81, 234, 200, 72, 171, 242,
42,104, 162, 253, 58, 206, 204, 181, 112, 14, 86, 8, 12, 118, 18, 191, 114, 19, 71,
156, 183, 93, 135, 21, 161, 150, 41, 16, 123, 154, 199, 243, 145, 120, 111, 157, 158,
178, 177, 50, 117, 25, 61, 255, 53, 138, 126, 109, 84, 198, 128, 195, 189, 13, 87,
223, 245, 36, 169, 62, 168, 67, 201, 215, 121, 214, 246, 124, 34, 185, 3, 224, 15,
236, 222,122, 148, 176, 188, 220, 232, 40, 80, 78, 51, 10, 74, 167, 151, 96, 115, 30,
0, 98, 68, 26, 184, 56, 130, 100, 159, 38, 65, 173, 69, 70, 146, 39, 94, 85, 47, 140,
163, 165, 125, 105, 213, 149, 59, 7, 88, 179, 64, 134,172, 29, 247, 48, 55, 107, 228,
136, 217, 231, 137, 225, 27, 131, 73, 76, 63, 248, 254, 141, 83, 170, 144, 202, 216,
133, 97, 32, 113, 103, 164, 45, 43, 9, 91, 203, 155, 37, 208, 190, 229, 108, 82, 89,
166, 116, 210, 230, 244, 180, 192, 209, 102, 175, 194, 57, 75, 99, 182).

3Ha4YeHNs IOACTaHOBKHY T 3anKCcaHbl HUKe B Buje maccuBa o = (n1(0),
'), ..., n=-1(255)):

nt = (165, 45, 50, 143, 14, 48, 56, 192, 84, 230, 158, 57, 85, 126, 82, 145,
100, 3, 87, 90, 28, 96, 7, 24, 33, 114, 168, 209, 41, 198, 164, 63, 224, 39, 141, 12,

130, 234, 174, 180, 154, 99, 73, 229, 66, 228, 21, 183, 200, 6, 112, 157, 65, 117, 25,
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201, 170, 252, 77, 191, 42, 115, 132, 213, 195, 175, 43, 134, 167, 177, 178, 91, 70,
211, 159, 253, 212, 15, 156, 47, 155, 67, 239, 217, 121, 182, 83, 127, 193, 240, 35,
231, 37, 94, 181, 30, 162, 223, 166, 254, 172, 34, 249, 226, 74, 188, 53, 202, 238,
120, 5, 107, 81, 225, 89, 163, 242, 113, 86, 17, 106, 137, 148, 101, 140, 187, 119,
60, 123, 40, 171, 210, 49, 222, 196, 95, 204, 207, 118, 44, 184, 216, 46, 54, 219,
105, 179, 20, 149, 190, 98, 161, 59, 22, 102, 233, 92, 108, 109, 173, 55, 97, 75, 185,
227, 186, 241, 160, 133, 131, 218, 71, 197, 176, 51, 250, 150, 111, 110, 194, 246,
80, 255, 93, 169, 142, 23, 27, 151, 125, 236, 88, 247, 31, 251, 124, 9, 13, 122, 103,
69, 135, 220, 232, 79, 29, 78, 4, 235, 248, 243, 62, 61, 189, 138, 136, 221, 205, 11,
19, 152, 2, 147, 128, 144, 208, 36, 52, 203, 237, 244, 206, 153, 16, 68, 64, 146, 58,
1, 38, 18, 26, 72, 104, 245, 129, 139, 199, 214, 32, 10, 8, 0, 76, 215, 116 ).

JluneiiHoe npeoOpa3zoBaHUE.

JIuneitnoe npeoOpasoBanue 3anaeTcs otobpaxkenuem L: Vgl® — Vg kotopoe
OIIpPENENAETCS CAEAYIOIUM 00pa3oM:

C(ass, ..., a0) = V(148 - A(ais) + 32 - A(azs) + 133 - A(az) + 16 - A(agp) + 194 -
A(a1;) +192 - A(ao) + 1 - A(ag) + 251 - A(ag) + 1 - A(ay) + 192 - A(ag) + 194 - A(as)
+16 - A(ag) + 133 - A(az) + 32 - A(ap) + 148 - A(a1) + 1 - A(ao))
st moObIx a; € Vg, 1 =0, 1, ..., 15, rae onepaiuu CI0KEHUS U YMHOXKCHUS
OCYUIECTBIISIIOTCA B oJie [F, a KOHCTAHTHI SBJISIOTCS 3JIEMEHTAMU MOJIsl B yKa3aHHOM
paHee CMBICIIE.

2.2.2 [IpeobpazoBanus.

1)128-6uTHBIN BXOAHOW BEKTOP OYEPEIHOTO payH/Ia CKIIAIbIBACTCS TTOOUTHO
C PAyHIOBBIM KJIIOUOM:

X[k]:Vizg = Vizs, (14)
X[k](a) =k @D a,raek,a € V.

2) HenuneitHoe mpeoOpa3oBaHUEe NPENCTABIAECT COOOW NpPUMEHEHHE K
KOKIOMY  8-OMTHOMY  mMoOABEKTOpY  128-OMTHOro  BXOJHOTO  BEKTOpa
(UKCUPOBAHHOM TOJICTAHOBKHU:

S:Vizg = Vigg, (15)

S(a) =S(ags | - Il ap) = m(ags Il -+ Il ap),
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rnea=ays Il - Il ag € Vi,4,a; € V5,0 =0,1, ... ,15.

[IpeobpazoBanue, 06paTHOE K IPeOOPa30BaAHUIO S:

S§71:Vizg = Vigs, (16)
S(a) =S (ass Il -+ Il ag) = (as | -+ Il ag),
raea=aqs Il - Il ag € Vi,8,a; € V5,0 =0,1,...,15,

7~ 1- noxcranoBKa oOpaTHas K MOACTAHOBKE -TT.
3) JluneitHOe MpeoOpa3oBaHWE MOXKET OBITh Peaju30BaHO HE TOJBKO Kak
OOBIYHO B OJIOUHBIX MK pax — MaTpuliei, Ho U ¢ momoinbio PCJIOC — nuHeitHoro

15 peructpa cnpura ¢ 00paTHOI CBSA3bIO, KOTOPHBIH IBHXKETCS 16 pas.

R:Vizg — Vigg, (17)
R(a) = R(ass Il -~ Il ap) = €(ays, ..., ap) l ags Il -+~ 1l ayq,
ranea=aqs |l - Il ap € Vi,5,a; € V5,1 =0,1,... ,15.
L:Vipg — Vigg, (18)

L(a) = R'®(a),rae a € V5.

OO6parHoe MuHeHoe peo0pa3oBaHue:

R™:Vipg — Vizs, (19)
R™'(a) =R ' (ags Il - Il ag) = agq l agz Il -+ Il ag(ay4, ay3, -, Ao, Ag5),
ranea=aqs ||l - Il ap € V4,5,a; € V5,1 =0,1, ... ,15.
L' Vi = Vizs, (20)

L1(a) = (R"H%(a),rae a € V,,g.

4)

Flk]:Vigg X Vigg = Vigg X Vigg, (21)
Flk](ay, ap) = (LSX[k](ay) @ ag, aq),tae k,ag,a; € Vizg.

2.2.3 Anroputm pa3BepThiBaHUs Kitoua. [Ipouenypa renepanuu payHI0BbIX
KIItouel u3 mactepa kiatoda. [lepBeie 1Ba KiTro4ya MOJIYYarOTCs pa3OMTHEM MacTep
Kitoua nomnonam. Jlanee ais BhIpaOOTKM OYEPEIHON Maphl PAYHIOBBIX KIHOYEH
ucrosb3yercst 8 urepauuu cetn Pelicrens, rae, B CBOK OYEpENb, B KadyeCTBE
pPayHIOBBIX  KIIOYEH  HUCIHOJB3YETCS  CUETUYMKOBAs  IOCIEI0BATEIbHOCTD,

IPOIIEAIIAs Yepe3 JUHSHHOE MPeoOpa3oBaHNe aIrOPUTMA:
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C; = L(Vecyps()),i=1,2,...,32. (22)
(Kait1, Kaiv2) = FCgi—1y4s] - F[Cogi—ny+1] (Kai—1, K20, i = 1,234, (23)

AJTOpUTM pa3BepThIBAaHUS KJF0UYa MIPEIOCTABIEH HA pUCYHKE 195.

( Hauano )

v

/ K ks /
v
C

v

FIC (K .Ky)
v

v
Cy

'

F[Cs]...FIC11(K1.K2)

/ Ko Kio /

v

C KoHel, )

Pucynox 15 — Anroput™m pa3BepThIBaHUS KItOUa

2.2.4 Anroputm 3ammpoBaHusi. AJTOPUTM 3aIH(PPOBAHUS B 3aBUCUMOCTH
OT 3HAYEHUM WTEpaUHOHHBIX Kirouen K; € Vg, 1 =1,2,...,10, peanusyer

MOACTaHOBKY Ey g . 33JaHHYIO Ha MHOXECTBC Vig B COOTBETCTBHU C

PaBEHCTBOM
Ek, .k,,(@) = X[K1o|LXS[Ko] ... LXS[K,]LXS[K,](a),tne a € Vi (24)

Anroputwm 3amudpoBaHus PEICTaBICH HA pUCcyHKe 16.
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( Hayano )

v

OTKpBITHIA
TEKCT
v
XOR

v

[IpeoGpazoBanue S

v

[IpeoOpazoBanue L

v
XOR

v

[TpeoGpazoBanue S

v

[IpeobpaszoBanue L

v

NrepatmoHHbIit
KJIKOY Kl

HNrepaunonnbiii
KIIIOY K2

A

v
XOR

v

3ammdpoBaHHbIi
TEKCT

v
( KoHel, >

Pucynoxk 16 — Anroputm 3amm@poBanus

NrepaumoHHsblii
xmou Ky

A

2.25 Anroputm pacmudpoBaHus. Anroput™m  pacmudpoBaHUS B
3aBUCHUMOCTH OT 3HAUEHUW UTepaluoHHbIX Kimwouehd K; € Vi,g,0 = 1,2,...,10,
peanusyer moAcTaHoBKY Dy, k., 38/IaHHYIO Ha MHOXKECTBE I/, B COOTBETCTBHH C

PaBEHCTBOM

Dy, k., (@) = XK IST'LTX[K,] .. STILTTX[KG ]S TP LT X [K o] (@), (25)
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rae a € Vi,g.

Anroput™m pacmmdpoBaHus MPEICTaBICH Ha pUCyHKe 17.

C Hayano )

v

3ammpoBaHHbIN
TEKCT

v
XOR

v

ITpeobpazosanme L™

v

Ipeobpasosanne S™

v
XOR

v

[IpeoGpazosanue L™

v

IpeoGpazosanme S

v

WTeparioHHBI#H
xmo4d K

HrepaumonHslit
kmou Ko

v
XOR

v

OTKpBITHIT
TEKCT
v

( o)

Pucynoxk 17 — Anroputm pacundppoBaHus

UtepaumonHslii
KITHOY Kl

A
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3 Peanu3zanus anroputma 0J109HOTO MIM(PPOBAHUS C ITUHON O6510Ka n=128 out
3.1 Onucanue MOIENM anmapaTHOTO MOYJIS

Mopenb anmapaTHOTO MOAYJS peaiu3yeT ajJrOpUTM KpUITOTpaduuecKoro
npeobpazoBanus ['OCT P 34.12 — 2015 ¢ mymno# 610ka N=128 O6uT B pexume
IpocTOi 3aMeHbl, Ha OasucHbIX 3nmeMmeHTax M, WMJIW, HE, Ha s3bike onucaHus
anmapatypsl VHDL.

J1st 3arpy3Ku KITFOYEBOM HH(POPMAIIUHA B MOJICITh aIllIapaTHOTO MOTYJIS ObLTa
BBIOpAaHO ACHMHXpOHHAs IWHA. J[Ji1 TOro 4ToObl MOXKHO OBUIO 3arpy3UTh WIIU
YAAJIUTh K04 BHE 3aBUCUMOCTH OT TAKTOBOT'O CUTHAJIA.

Tak ’ke MOXHO MCIIOJIb30BATh 3Ty MOJENb MPU CO3aHUH KPUIITONPOIIECCOPa
WIN JKe MOXXHO 3arpy3uth mpoekt Ha maty I[IJIMC. Hanpumep, na Xilinx

Spartan — 3.
3.2 O6ocHOBaHKE BHIOOpA SI3bIKA OMKUCAHUS AMAPATYPhI

JIo HACTOAILETO BPEMEHU OOHUM U3 CAMBIX TPYAOEMKHUX 3TaloB
MPOEKTUPOBAHUS DJIECKTPOHHBIX YCTPOMCTB SIBISJIOCH CO3/IaHUE DJICKTPUUECKUX
CXE€M. JTO CBSI3aHO C TE€M, YTO MHOKECTBO DJICKTPOHHBIX KOMIIOHEHTOB U CBSI3Ei
MEXKly HUMU TIPUXOAUTCS BBOAUTH BpyuHyt0. [lociie 3aBepiiieHrs NpoeKTUpOBaHUS
CXE€Mbl MHOTO BPEMEHM 3aHHUMAeET npoBepka ee npaBuwibHOCTU. CAIIP (cucTemsl
aBTOMAaTU3WPOBAHHOIO MPOECKTUPOBAHUSA) YIYUIIUIN CUTYallMIO, HO U OHU TaKXe
OTHUMAIOT KpailHe MHOTO BPEMEHM Ha BepHU(UKAIMIO MPOEKTOB. MojepHU3anus
TaKMX CXEeM 3a4acTyl0 CTaHOBUTCS TMIOMPOCTY HEBO3MOXKHON 0€3 MOJHOTO
nepeebIBaHUsl KOHCTPYKIIMU TeyaTHOM 11aThl. COBpEeMEHHOCTh TpeOyeT YETKOTO
U EMKOTO OIHCAaHUS CXEM, MMEHHO II0OATOMY TPpU JACCATUJIICTUS Ha3aa MpH
npoektupoBanun CBUC (cBepx OONBIIMX HWHTETPAIbHBIX CXEM) OT CO3IaHMS
JIOTUYECKUX CXEeM CTali OTKa3biBaThea. HMHOrma maoxoaunao 110 TOro, 4YTO
AIIEKTPUYECKasi cXeMa KpHcTaia padmMepoM Ix1 cM 3aHMMana HECKOJIBKO ThICSY

aucTtoB opmara A3.
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S3pix Very high speed integrated circuits Hardware Description Language
(VHDL) 6511 pazpaboran B 1983 1. mo 3akazy MunucrepctBa O6oponsl CIIIA. On
ObLT co3maH st omucaHus Joruueckux cxemM. VHDL sBnsiercs cranmapTHBIM
s3pikoM ¢ 1987 Ttoma, a B 1993 1. ObTM BBEIEHBI MHOTHE YCOBEPIICHCTBOBAHUSI.
Hapsiny ¢ s3eikom Verilog, VHDL nporpammupoBanue siBisieTcss 0a30BBIM IS
pa3pabotku jorumdyeckux cxem. Onnako, B Poccunm B HacTosiiee Bpems
nporpammupoBanue Ha VHDL pacrnipocTpaHeHO B HAMHOTO OOJIbIIEH CTENEHH, YEM
pabota c Verilog.

A3k VHDL — 310 BecbMa HEOOBIUHBIN A3BIK, KaK JUIsl IPOTPAaMMUCTOB, TaK
U JUIs pa3paOOTUMKOB JIEKTPOHHOM anmnaparyphl. ITO CBSI3aHO C TEM, UTO IO CBOEH
cytd VHDL sBisieTcs s13bIKOM IMapajuieIbHOTO MPOrpaMMUPOBAHUSL.

[Ipenmymectea VHDL nporpammer:

- ¢ nomombio VHDL ropazno mpoie padorarb ¢ OONBIIMMU MPOEKTAMHU.
Hecsatero ctpokamu VHDL mMoxkHO onucate kak onuH, Tak 1 100 000 tpurrepos;

- VHDL npoekrtbl HET HEOOXOAMMOCTH MakeTupoBarb. JlocTaTtouHo
3anyctuth uXx VHDL-kon uepe3 cumynsarop HDL;

- VHDL nporpammsl He TpeOYIOT NPEICTABICHUS B BUJIE CXEMBI;

- VHDL nporpamMmmy 10CTaTOYHO JIETKO TPOBEPHUTH;

- VHDL nporpammbl HajaéxHbl. CHHTAaKCUYECKUW aHAIW3, MPOrPaMMHOE
MOJIETUPOBAHUE U KOMIIWIISILIUS B JIOTUYECKYIO CXEMY MTO3BOJISIOT OBICTPO BBISIBISITH
OIMHMOKH B MPOEKTE;

- VHDL nporpammsel yauepcainbhbl. JIro6oit VHDL-koMIIOHEHT MOXKET ObITh
MCITIOJIb30BaH BO MHOXECTBE APYTUX MPOEKTOB. [Ipu 3TOM (DyHKUIMK U mapaMeTpsl
ATOr0 KOMIIOHEHTa MOXHO TOACTpamBaTh IOJl HOBBIE 33Ja4d Ha JIIOOOM 3Tare
MPOEKTUPOBaHUSA. [IOMHUMO 3TOTO YHUBEPCAIIBHOCTD 3aKJIFO4aeTCs B TOM, yTo VHDL
IPOEKTHI C OAHON 3JIEMEHTHOW 0a3bl MOXHO MEPEHOCUTh Ha APYTyIo (Hampumep,
MHUKPOCXEMBbI PA3JIMYHBIX TEXHOJIOTUN).

Ha 3anane nambonbliiee pacnpocTpaHeHue umeet s3bik Verilog. JIBamiarh
JeT Ha3aj 3TOT SA3bIK ofepkall modeay B KOHKypeHTHOU OoprOe ¢ npyrumu HDL

s3bIKaMu Oarojapsi TOMy, 4TO eMy TpeOOBaIOCh MaJl0 BHIYMCIUTENbHBIX PECYPCOB.
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VHDL OGonee yHuBepcanbHbIii W OBICTPBIM fA3BIK, HO OH TMPOUTPal B
ObicTponelcTBUU s13bIKY Verilog, 0COOEHHO TpH MOJECIMPOBAHWU HA YpPOBHE
BEHTUJICH.

VHDL ko nonaroedeH, B OTNIMYKE OT JIEKTPUUECKON CXEMBI, KOTOpas BCETAa
pa3pabarbIiBaeTcs MO KOHKPETHYIO AJIEMEHTHYIO 0a3y. OOBIYHO MO MPOIIECTBUH 3-
5 ner »nemeHTHas 0a3a CMEHSIETCS, CMEHSIIOTCS M DJICKTPUYECKUE CXEMBI,
UCIoNB3ytomue €€, a TexHudeckoe pemieHne Ha s3pike VHDL mMoxker OBITh

UCTIOJIb30BaHO B TCUCHUH JICCATUIICTHH.
3.3 Onmcanue cpensl pazpadbotku ModelSim10

[Ipu 3TOM BO3pacTaeT pojb CPEACTB MOJAECIUPOBAHUS B TIpoLiecce pa3padoTKu
YCTPOMCTB, MEHSIOTCS METOJAbl M TpeOOBaHUsS, NPEIbABISEMBbIE K IMpOLEIypam
BepupuKanuu. (s CBOEBpeEMEHHOT0 OOHAPYKEHNS BO3MOKHBIX OIIMOOK CpeICcTBa
MOJIEJIMPOBAaHUS JOJDKHBI O0ECHeunBaTh BO3MOXKHOCTh KOHTPOJIS PE3YJIbTATOB
KQ)KJIOTO 3Talla Mpouecca MpoeKTUPOBaHus: co3aanus ncxoaubix HDL-onucanui,
CUHTE3a, pa3MEIICHMS U UX TPACCUPOBKH B KpucTaiul. [Ipu nanHHOM noixoie Bpems,
3aTpauyrBaeMoe Ha pa3pabOTKy yCTpOWCTBa, MUHHMMAaJbHA, a TAKXKE COKpPAILAETCs
CTOMMOCTb Ipoliecca, TaK KaK I[leHa OIIMOKM BO3PACTAET C KAXKIBIM MOCIEAYIOIIUM
11aroM IPOEKTUPOBAHHUS.

[Taker mporpammubix cpenctB ModelSim ot kopniopartuu Model Technology
(omHoro w3 mopapaszaeneHuid komnanuu Mentor Graphics) B HacTosiee BpeMms
SBJIIETCS] OJTHOM M3 HamboJee pacrpocTpaneHHbix cucteM HDL-monenupoBanus.

Ha3naueHne U OCHOBHBIE XapaKTEPUCTUKU MAaKeTa MPOTPAMMHBIX CPEACTB
ModelSim:

- TIOJTHAs MOJJIEP’KKa OCHOBHBIX cTaHnapToB si3bikoB VHDL u Verilog u ux
pacumpennii (Verilog 2001, VHDL2002);

- TIOJTHAsE COBMECTHUMOCTh co crnerudukarusmu 1.0 — 3.0 crangapTHOTO
dopmara omucanus 3anepxkek SDF (Standard Delay Format) oGecmneunBaer
BO3MOYKHOCTbh OOpaTHOM aHHOTAllMM BPEMEHHBIX mapaMeTpoB. Kpome 3Toro, naker

ModelSim ynoBnetBopsier TpeboBanusm VCD (Value Change Dump) mo
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(GbOopMHPOBAaHUIO CTAaHIAPTHBIX BBIXOAHBIX BekTOpoB 1isi VHDL u Verilog u PLI
(Programming Language Interface);

- TOJAJIEpKKAa WHHOBAIMOHHBIX TEXHOJOTHUH M SA3BIKOB MOJIECIUPOBAHMUS
anmapartypsl, Takux kak: System C 2.0, SystemVerilog, PSL, u 1.1;

- eauHoe sApo mozaenupoBanusa mnakera SKS (Single Kernel Simulation),
00ecCIeynBaroIIee BO3MOXKHOCTh TOJHOM OTJIAJIKM TMPOEKTOB, OJHOBPEMEHHO
coaepkamx Moy, Hancanueie Ha VHDL u Verilog u np;

- BBICOKasi CKOPOCTh KOMIIWJISILUA W MOJEIHUPOBaHUS (110 CPAaBHEHUIO C
npyrumu nakeramu mojenupoBanus ActiveHDL, NC-Verilog), o6ecneunBaromas
MUHUMAJIbHOE BpEMs OTIAJKH CHUCTEM C PAa3IMYHBIMH YPOBHSIMH CJIOXHOCTH.
OnHMM W3 TIJIaBHBIX (PAKTOPOB, MOBBIMIAIOIIUX MPOU3BOAUTEIBHOCTD, SIBISETCS
WCMOJIb30BaHWE TMPUHIMUIIA ONTUMHU3UPOBAHHOW MPSIMOM KoMOwisinuu. B
cooTBeTcTBUM C 3TuM mnpunHnunoM ucxoaueie (VHDL, Verilog, System C)
OINKCaHUsl KOMIIMWIMPYIOTCS B MAIIMHHO-HE3aBUCUMBIM OOBEKTHBIN KO, KOTOPBI
OyJeT UCIIOJHATHCS Ha 0001 NoAAep)KUBaeMON MIaThopMme;

- OTKpBITasg  apXUTEeKTypa  OporpamMMmHbeix  cpeactB  ModelSim,
obOecnieunBaronias TecHyro unrerpanuto ¢ naketamu CAIIP. TTonb3oBarenb MOXeET
BBIMOJIHATH 3Tallbl MOAEIUPOBaHUS (PAaKTUYECKH B PAMKaX OCHOBHOM CHCTEMBI
IPOEKTUPOBAHUSA, B Cpele KOTOPOM OCYIIECTBISIETCS NpoLecc pa3padOTKH
YCTPOMCTBA;

- CpeJCcTBa yIpaBJieHHs T0JIb30BaTeIbckuM uHTepdeiicom Tool command
language (Tcl) u Tool kit (Tk) mpegoctaBisitoT BO3MOKHOCTh MPSIMOTO JOCTYyIIA K
Mozenupyromemy saapy ModelSim, 3arpy3ku uHQOpMAIMu O BBIMOJHEHUH
npolecca MOJECIMPOBAHUSA U €ro pe3yipTaToB B cpeay ucnonb3zyemoir CAIIP u
ynpasienus pabotoit cuctembl ModelSim dyepe3 uHTepdeic HuCHONb3yeMbIX
CPEICTB MPOEKTUPOBaHUsA. BO3MOXKEH U MPOTUBOMOJIOKHBIN CIIOCOO MHTETPAINH C
IpPOrpaMMHBIM OOECHEUYEHHUEM JIPYTMX KOMIIAHMHA, B 3TOM CIydyae B KayecTBe
OCHOBHOM cucteMbl ucnoibzyercss ModelSim, unrepdeiicnas o0osiouka KOTOpOit

aanTupyeTcs i ynpasienus BbiOpaHHbiM makeTom CAIIP;
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- HAJIMYME 3aIMIIEHHOTIO PEXMMa KOMIIWISLIUA MOJIENEH, TapaHTUPYIOLLETO
BBITIOJTHEHHWE  TpPeOOBaHU, CBSI3aHHBIX C  OXPaHOM  HMHTEIUICKTyalbHOM
COOCTBEHHOCTH, K KOTOPOH OTHOCATCS KOMMEPUYECKH PacIpoCTpaHsieMbIe MOJYJIN
(IP Core). B 00b19HOM peskrMe pa3peniacTcs MoJIHAs OTIaIKa MOJICIICH ¢ IOCTYIIOM
K HCXOJIHOMY KOJly M BHYTpPEHHEH CTpyKType o00bekTa. EcTh BO3MOXHOCTH
WCIIOJIb30BaHUs WUHTEJJIEKTYaJIbHBIX IPOJIYKTOB, pacrpoCcTpaHsAIeMbIX
IIPOU3BOJIMTENIEM B CKOMIIMJIMPOBAHHOM BHJE O€3 Mepegaud HCXOJHOTO KojJa
MOJENH;

- BCTPOCHHBIM WMHJIMWKATOpP AKTUBHOCTM KOJa (aHauu3aTtop TECTOBOIO
NOKPBITHS), TOBBILAIMNANA A()PEKTUBHOCTh OTJIAAKH MPOEKTa, a TaKKe
N3BOJISIIONIMM  OBICTPO CO37aBaTh HAJEXKHBIE TECTOBBIE JKCHEPUMEHTBL. IJTOT
WHCTPYMEHT MPEAOCTaBIIIET BO3MOXKHOCTh BBIIBUTh CTPOKHM HCXOJHOIO KOJa,
KOTOpPBIE HE UCIIOJIb3YIOTCS B IPOLIECCE MOJICTIMPOBAHMS, U BBIBOAUT B IpayuyecKoit
¢dopMme oTuet 000 Beex (aitnax nmpoekra. MHaAUKaTOp aKTUBHOCTU KOJIa MOXKET OBIThH
UCIIOJIB30BaH U IS JII0OOr0 OTAEJIBHOIO OJIOKa M JJIsi BCEM CHCTEMBI B ILIEJIOM.
MMmeercs BCTPOECHHBIN aHAIU3AaTOP IPOU3BOIUTEIBHOCTH, TIO3BOJISIFOLIUI ITOBBICUTH
CKOPOCTh MOJEJIMPOBAHUS 332 CYET OOHAPYX EHUs B IMPOEKTE M IMOCIEAYIOLIEro
ycTpaHeHus:  (aKTOpOB,  OKa3bIBAIONIMX  OTPHUIATENILHOE  BJIMSHUE  Ha
obIcTpoaelicTBUe 3TOro mnpouecca. C MOMOIIBIO ATOrO0 HHCTPYMEHTAa MOYHO
MOJY4YUTh HH(OPMALIUIO O OMOIMOTEYHBIX dJIEMEHTaX, 00paboTKa KOTOPBIX TpeOyeT
OONBIIMX BPEMEHHBIX 3aTpar, ¢GparMeHTax WCXOJHOTO KOJa, HaIKMCaHHBIX
HEpaIMOHAJIbHO C TOYKU 3PEHUS CKOPOCTH €ro HCIOIHEHHS, HEHCHOJIb3YEeMBbIX
CUTHAJIaX B BBIBOJUMBIX CIHUCKaX, a TakKe H30BITOYHOM KOJE€ B TECTOBBIX
NOCJIEIOBATENBHOCTSX. VICKIIFOUEHHE MEPEUYMCICHHBIX 3JEMEHTOB M3 IPOEKTa
MO3BOJISIET CHU3UTh BPEMS MOJECIUPOBAHUS;

- BO3MOJKHOCTh Pa0OTBhI B Pa3HBIX pPEXKUMaX, B TOM YHCIIEC U TAKETHOM.
Pa3paboTaB u oT/IamuB clieHapUil MOJEIMPOBAHUS B WHTEPAKTUBHOM DPEXKHME,
MOXHO O(QOPMHTH €ro Jis MOCJIEAYIOLIEro HCIOIb30BaHUS B BHUAE MAKETHOTO

KOMaHHOTO (haiina;
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- JIOCTYNHBIA M TMPOCTON [JIs1 TMOHUMAHHUS Pa3padOTUMKOM BH3yaJbHBIN
MOJIb30BaTENbCKUN MHTep(delc, a TakkKe HaIMYUue MOJIPOOHON CIPaBOYHOM
CHUCTEMBI, COKpAaIlalOT BpEMsl OCBOCHMs Iakera MozenupoBaHusa. Cpencrsa
ympaBleHUs moib3oBatenbckuM uHTepdericom Tcl m Tk mo3BONSIOT BBHIMOIHUTH
HACTPOMKY €ro »JJIEMEHTOB (IIaHeleld KHOIOK, MEHI0) B COOTBETCTBHU C

TpeOOBAaHUSAMU KAXKIOTO KOHKPETHOTO TIOJIH30BATEIIS.
3.4 Pa3paboTka MOJIETH anmapaTHOTO MOTYJIs

Peanmzanuss anropuTtMa NOpoOBOJIWIIACH HA S3BIKE OINKMCAHUSA amnmnapaTypbl
VHDL B cpene ModelSim SE v.10.1c. JluctuHT mporpaMMbl TPEICTaBICH B
IIPUJIOKEHUH A.

Onucanue QyHKIMHA TPOTPAMMBI:

- ¢pyskmus func_x.

Ha Bxon dyHkimu nogaetcs nepeMeHHble X 'Y juinHoi 128 6ut. Ha Beixoze
MoJIy4aeM MEePEeMEeHHYIO JITTHHOM 128 OurT.

@OyHKIUS OPESICTABISAET COOO0M CI0KEHHE IO MOIYIIIO JIBA ABYX NEPEMEHHBIX
X u y. Cnoxxenue no moaynito aBa Ha O6asuce U, NJIW, HE nByx mepemMeHHBIX Ha
s3eike VHDL umeet cnenyrommii Bua ((not X) and y) or ( x and (not y)).

- pynkuus func_s.

Ha Bxon dbynkumm nopaercs nmepeMmenHas Z jymmHou 128 out. Ha BwIXOME
MoJIy4yaeM MepeMeHHyo JIuHoN 128 OuT.

OyHKIMSA TpeACTaBIsieT Cco00M TOJCTAHOBKY K KaXIOMYy 8-OMTHOMY
noABeKTOpy 128-OMTHOrO BXOAHOTO BEKTOPA (PUKCUPOBAHHOM MOACTAHOBKHU.

Jlnst peanuzanuu Gynkunu Ha 6a3zuce W, MJIM, HE 6bu1a coctaBnena tabnuia
WUCTUHHOCTH. Tabuiia ICTUHHOCTH MPECTaBIeHa B IPWIOKEeHHH b.

3nauyeHus X0 — X7, 5To Bce BO3MOKHBIC KOMOMHAIIMHY U3 8 OWTa T€ MO3UIIMH B
Ta0HIIe MOJCTAaHOBKH, a 3HaueHus Y0 — Y7 ux 3Ha4CHHS B JBOMYHOM BHUJIE.

Jlanee it KaXK10T0 BRIXOJHOTO OMTa OBLIIO cocTaBiaeHo kKapTa KapHo u3 256

anemeHToB. [Ipumep nmns 0 aneMenTa npenocTaBieHa Ha pucyHke 18.
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Xy

Pucynok 18 — Kapra KapHo s HyneBoro o6ura

N3 xaptel KapHo Ob110 BBIBEIEHO BRIpAXKEHUE JJIS HYJIEBOTO OUTA.

YO=(X7TAXBAX4AXIAXL)V (XTAXBEAXEAX2AXL)V (XTAX6AX5A
XAAXBAX2)V (XTAXBAXBEAXAAX3AX2)V (XTAXBAXSAXEAX2AXL) V (
XTAXBAXAAXZAX2AX0)V (XTAXEAXSAX2AXLIAX0)V (X7 AX6AX5 A X4
AXSAX2AXL)V(XTAX6AXEAXEAXBAXLAX0)V (X6 AX5SAXEAXIAX2A
XIAX0)V (X6 AXEAXAAX2AX0)V (X5AX4AXIAX2AX0)V (X6 AXEAXE A
X3AX2AXL)V (XTAXBAXBEAXAAX2AXL)V(XTAX6AXEAX4AX2AX1) V (
XTAX6AXSAXEAXIAX0O)V (XTAXBAXAAXIAX2AX0)V (X7 Ax6 A x4 AX3

AX2AX0)V (XTAX6EAXSAXEAXLAX0)V (XTAX6AXAAX3AXLAX0) V (x6
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AXBEAXIAX2AXLAX0)V (XTAX6AXEAX3IAXIAX0)V (X7 AX6AX5AX3A
XIAX0)V (XTAXSAXSIAX2AXIAX0O)V (X6AXSAXEAX2AXLIAX0)V (X7 A
X6 AX3AX2AXIAX0)V (X7TAXBAXEAX3AX2AX0) V(X7 AX6 AX5AX3AX2
AX0)V (X6AXSAXEAXZAXIAX0)V (X7TAXBAXEAX3AXIAX0)V (X7 AXE
AXEAX2AXIAXO)V (XTAXSAXEAX2AXLIAX0)V (XTAXSAXAAX2AXLA
X0)V (X6AXAAXSAX2AXIAX0)V (X6AX5SAX3AX2AXIAX0) V(X6 AX5A
X3AX2AXIAX0)V (X7TAXBAXSAXAAXIAX2AXL)V (X7 AXx6 AX5 A X4 AX3
AX2AX1)V(XTAXBAXSEAX3IAX2AXIAX0)V (X6 AXEAX4AXIAX2AXLA
X0)V (X7 AX6 AXEAX3AX2AXLIAX0)V (X7 AX5AX4AX3AX2AXx1 AX0).

Hanee 6b11 Tpou3BeicH pacuet 10 7 outa. OcTanbHble OUTHI TOBTOPSIOTCA.

- bynkmus func_so.

JlaHHas GYHKIHS pealn30BaHa aHAJOTMYHBIM 00pa3oM kak (yHkius func_s.
Paznuuue Mexay GyHKIUSIMU TOJIBKO B TaOJIUIIE HICTUHHOCTH.

- pynknus func_r.

Ha Bxon ¢yHkiuu mojaercs mepeMmeHHas Z jiuHod 128 6ut. Ha BbIXOAEC
MOJIy4aeM NEPEMEHHYIO JTIIMHOUN 128 Our.

B stanonno#t monenu Ha si3pike C++ 3Ta QPyHKIUS peann3oBaHa CIEAYIONUM
o0Opazom.

Jns peanuzaiuu ornepanuy yMHOXKeHUs B moje ["amya ucrnonb3yercst OG0k
naMsTH pasmepoMm 256 Ha 256, KOTOPBIM COAEPKUT BCE BO3MOKHOE PE3YJIbTATHI
YMHOYEHHUSI Ha TI0JIE.

Pesynbrar ¢ dhyHkiun pazouBaeTcs Ha 16 0alT U KaXablii OANT CUUTHIBACTCS
M0 ouepeau HauyuHas C MATHAAUATOrO JO HYJIEBOro, 3aT€éM CUMTAHHBIA OallT
NPUBOAUTCSA K LIEJIOMY THUILYy U TOJIYYEHHOE YHUCIO yMHOXkaercs Ha 256. K Hemy
npubassercs konctanta u3 {148, 32, 133, 16, 194, 192, 1, 251, 1, 192, 194, 16, 133,
32, 148, 1} B 3aBUCUMOCTM OT CYMTAHHOTrO OaiTa: eciM NATHAALATBIM OalT
CUMTBIBACTCS, TO MpUOABISICTCS KOHCTaHTa 148, eciy 4eThIpHAAIATBI OaiT, TO
npubasisieTcs 32 U Tak ganee M0 HyleBoro Oaiita. IlomydeHHOoe 4HCIO SBIsSETCA

MO3UIIMEN Yucia B Ta0auIe yMHOXKEHU. V3 MO3UIMK CUUTAETCs YUCII0, 3TO U OyIeT
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pe3yNbTaTOM YMHOXEHUs. balThl CKIaABIBAIOTCS MEXIy COOON MO MOIYJIO JiBa,
MOJIyYCHHBINA 0alT OyJEeT pe3yabTaTOM JIMHEWHOTO MpeoOpa3oBaHus.

Janee Bce 16 OaiiTa cIBUTarOTCS BIIPAaBO Ha OANT, a MOIYYEHHOE pe3ysIbTaT U3
JUHEHMHOTO MpeoOpa30BaHusl 3alMChIBACTCS Ha MECTO MATHAIATOrO OaifTa.

Jns peanuzanuu nanHod Gynknun Ha 6aszuce U, MJIW, HE Obutn cocTaBieHs
TaOIUIIBI HCTUHHOCTH JIJIS1 KQKI0M KOHCTAHTHI 32 UCKITFOUCHUEM KOHCTAHTHI | Tak Kak
ymHOxeHHe Ha 1 B moste GF(2) gaet ToT e pe3ynbrar.

Jlanee ObuIM cocTaBiieHbl KapThl KapHO A KaXJA0ro BRIXOAHOrO OWTa, a U3
HUX OBUTM BBIBEICHBI BBIpaXeHUS. [lomydeHHBIC BBIpOKEHUS CKJIAIBIBAIOTCS II0
MOJIYJIIO JBa, OJyUYEHHBIN OalT OyAeT pe3yabTaToM JIMHEHHOTO TPeoOpa3oBaHusl.

Jlanee Bce 16 OailT ciBUrarOTCs BIIPAaBO Ha OAMT, a MOTYYEHHBIN pe3ybTaT U3
JUHEHHOTO Npeo0pa30BaHus 3aMUCHIBAETCS HA MECTO MATHAAUATOro OanTa.

- pynknus func_ro.

Janast GyHKIUS peaTn30BaHa aHAJIOTHYHBIM CIocoOoM, kak (yHkius func .
HckimoueHrueM sBIsICTCS MOpsSaoK m3MeHenust koncrant {1, 148, 32, 133, 16, 194,
192, 1, 251, 1, 192, 194, 16, 133, 32,148}, caBur nNpoucXoauT B JICBO Ha OAlT H B
pe3yJbTare yero JIMHEHHOe MpeoOpa3oBaHue 3aMMChIBACTCS HA HYJICBOM OailT.

- pyukuus func_I.

Ha Bxon gyHknuum nopaercss mepeMeHHas X JiuHOW 128 6ut. Ha BhIXOAE
GyHKIIUY TTOJTydaeM EPEeMEHHYIO ITuHOM 128 OuT.

dyHKIMs npeacTaBiseT coooi moropeHue Gynkimu func_r 16 pas.

- ¢pynxrmst func_lo.

PeanuzoBano anamoruuHbM criocoboM, kak ¢yHkuus func 1. Mckimodennem
Oyner noeropenue ¢ynkiuu func_ro 16 pas.

- pynxrwms func_Isx.

OyHKIMS TpeACcTaBiIsIeT co0oi moouepénHoe npuMeHenue ¢yHkuu func X,
func_s, func_lI.

- ¢pynxrms func_lsxo.

OyHKIHS MPeICTaBIsET COO0M MooUYepéaHoe mpuMeHeHne GyHkImu X, func_x

func_lo, func_so
46



- pynkmus func_f.

Ha Bxoa QyHkum nojaercs nepeMeHHble X JUIMHOW 256 OUT M KOHCTaHTa
mmHOoU 128 6ut. Ha BeIxonme GyHKIMH MoTy4daeM epeMEeHHY0 JUTMHON 256 OuT.

B ¢yHKmu, BX0oaHAs IepeMeHHas X nenutes Ha 2 gactu keyl u key?2.

Keyl paBhna BTOpoil moyioBUHE X mepemeHHoro, a Key2 paBHa mnepBoit
ITOJIOBUHE X IIEPEMEHHOTO.

Janee Bb3biBaeTca ¢yHKuus func Isx Ha BXOJI KOTOpPOTO MOJAETCS
nepemennbie keyl u €. Jlaee mpoMCXOIUT CIIOKEHUE TI0 MOJTYJIO JIBa, IEPEMEHHON
key2 u pesynabrara Gynkmum func_Is. Pesynbrar ciokeHus o MOAyIo jJBa Oyaer
paBHa BTOPOIi MOJIOBUHE BBIXOTHOW TIEPEMEHHOM, a IIepBOi MoJ0BUHOM OyeT Keyl.

- pbynxkmms func_key.

Ha Bxoxa pyHKIMu nojgaercs nepeMeHHas X JyimHou 128 our u 8 koHctanT. Ha
BbIX0JIe GYHKIIMHU MTOTy4aeM EPEeMEHHYIO JNTMHOM 256 OuUT.

®dyukus npeacrapiseT coooi nopropenne pynkiuu func_f 8 pas.

- pynkuus func_za.

Ha Bxoa ¢yHKIMM momaeTcsi mepeMeHHast OTKPBITOrO TeKcTa JyIMHOu 128 out
1 10 uTepaliMoOHHBIX KJIIOYEH, a Ha BBIXOJIE MOTYyUYUTCS MUGPTEKCT ATUHON 128 OuT.

B nanHOil (QYyHKIIMU TEPBBIM WUTEPAIMOHHBIA KIIOY W OTKPBITBIM TEKCT
oOpabatbiBaeTcs B GyHKIMH ISX, 1anee Oepercs pe3yabTaT U BTOPOU UTEPAITIOHHBIN
KJIF04, U 00pabaThiBaeTCsl B QyHKIMK ISX 10 JACBATOro Kiro4a. 3aTeM MPOUCXOIAMUT
CIIOKCHHE IO MOJYJI0 JiBa pe3yibrata mnocienHed ¢yHkmmu ISX ¢ mecsatbiM
UTEpaIMOHHBIM KIIIOUOM. B pe3ynbrare noayyuM muppTeKcT.

- pyuknus func_ras.

Ha Bxoa 3T0o# (hyHKIMM NogaeTcs nepeMeHHas mu@pTekcT AMHol 128 6uT u
10 uTepanMOHHBIX KIIFOYEH, @ HA BBIXOJIE MOJYUYUTCS OTKPBITBIM TEKCT JIUHON 128
our.

B nanHolt (QyHKUMM AECATHIM MUTEPALMOHHBIM KIHOY U IUPPTEKCT
obOpabatbiBacTcss B GyHKIMH ISXO, majgee OepeTcs pe3yiabTaT | MEPBBIA

UTEPAIMOHHBIN KJIF04 U 00pabaThiBacTCst B PyHKIIMHU ISX 10 BOCBMOTO Kifoya. 3aTeM
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MPOMCXOIUT CIOXKEHHE MO0 MOIYJIO JBa pe3yibTara mocieaned ¢GpyHkuuu ISX ¢
JCCATHIM UTCPAIIIOHHBIM KIFOUOM. B pe3ysbTare moimydnM OTKPBITBIA TEKCT.

Omnucanue mporecca mporpaMmel:

J11s reHepUPOBaHKS UTEPAIIMOHHBIX KIF0Uel HE0OX0IUMO 1oAaTh Ha mopt Key
KII0YEeBYI0 HH(pOpMaruio aiuHoi 256 out u Ha mopt key download moxats 1.

Ecim nogate O Ha mopt key_delete To Bce 3HaUYCHUS UTEPAITMOHHBIX KITIOUCH
Oy/ieT paBHOM HYJIIO.

CuHXpOHU3AIUS TPOUCXOIUT 10 PpoHTy curHaia CIK u eciim momaTh Ha OPT
mode eauHHMIly, TO MporpaMMa HadHeT 3amupoBOBaTh CHUTrHAN H3 mopta data_in u
BBIBOAWTH Oyaer Ha mopT data _out. Eciu ke momate Ha mopt mode Hyib, TO
nporpamma Oyzaer pacmudpoBoBaTh 3HaUYeHUs U3 mopTa data_in u BEIBOOUTH Oyaer

Ha roprt data_oult.
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4 TecTupoBaHUE MOJIENHN ANMAapaTHOTO MOIYJIS, C TOMOIIBI0 HAOOpa TECTOBBIX

HOCJ'IGI[OB&TCJ'ILHOCTGI\(’I

JInst mpoBepKH MPaBUILHOCTH Pa0OTHl CTPYKTYPHOTO OIMCAHUS YCTPOWCTBA
ObLI HamMCaH HCHBITaTeNbHBIM cTeHa Ha s3bike VHDL. JlucTunr mporpaMmbl

HCIIBITATEIBHOTO CTEHIA TIPEICTABIICH B MIPIIIOKEHUH b.
4.1 TectupoBanue S, R u L npeo6pazoBanuit

Ha pucynke 19 npecraBieHbsl BpeMEHHBIE THarpaMMBbl 11 mpoBepku S, R u L
npeoOpa3zoBannn. CUTHAIBI TIPEACTABICHB B BUAC IIECTHAANATCPUIHON CHCTEMBI
CUHCJICHHUSI.

Onrcanue CUrHanoB:

- proverka_s. Curnai Juist MpOBepKH cuTHaia proverka_si;

- proverka_s1-4. Pe3ynbTathl S mpeoOpa3oBaHus;

- proverka_sol1-4. Pe3ynpTaThl 00paTHOTO S IIpeoOpa3oBaHus;

- proverka_rl1-4. Pesynbratel R nmpeoOpa3oBanus;

- proverka_rol-4. PesynabTathl oOpaTHOTrO R mpeobpa3zoBanus;

- proverka_I1-4. Pesynbratel L nmpeoOpazoBanus;

- proverka_lol1-4. Pe3ynbTaThl 00paTHOTrO L mpeoOpa3zoBaHus.
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[eeee_th/DUT/proverka_s
[eeee_th/DUT/proverka_sol
[eeee_th/DUT/proverka_sl
Jeeee_th/DUT/proverka_so2
Jeeee_th/DUT/proverka_s2
Jeeee_tb/DUT/proverka_so3
[eeee_tb/DUT/proverka_s3
Jeeee_th/DUT /proverka_so4
[eeee_th/DUT/proverka_s4
[eeee_th/DUT /proverka_r
[eeee_th/DUT/proverka_rol
feeee_th/DUT/proverka_rl
Jeeee_tb/DUT/proverka_ro2
Jeeee_tb/DUT/proverka_r2
Jeeee_th/DUT/proverka_ro3
Jeeee_th/DUT/proverka_r3
Jeeee_th/DUT/proverka_ro4
[eeee_th/DUT/proverka_r4
[eeee_tb/DUT/proverka_lol
[eeee_th/DUT/proverka_|1
[eeee_th/DUT /proverka_lo2
Jeeee_th/DUT/proverka_|2
Jeeee_tb/DUT/proverka_lo3
Jeeee_th/DUT/proverka_|3
Jeeee_th/DUT/proverka_lo4
[eeee_th/DUT/proverka_4

FFEEDDCCBBAAS9881122334455667700
FFEEDDCCBBAAS9881122334455667700
B66CDB887D3BEBDY7765AEEADCIATERC
B66CDA887D38EBDT7765AEEADCIATERC
559D80D7BD06CBFEFE7B262523280039
559D80D7BD06CBFEFE7B262523280039
0C3322FED531E4630D80EFSC5A81CO0B
0C3322FED531E4630D80EFSC5A81CO0B
23AE65633F842D29C5DF529C13F5ACDA
00000000000000000000000000000100
00000000000000000000000000000100
94000000000000000000000000000001
94000000000000000000000000000001
AS940000000000000000000000000000
AS940000000000000000000000000000
64A459400000000000000000000000000
64A459400000000000000000000000000
0D64A594000000000000000000000000
64459400000000000000000000000000
D456584DD0OE3EB4CC3166E4B7FA2890D
D456584DD0OE3EB4CC3166E4B7FAZBA0D
79D26221B87B584CD42FBC4FFEASDESA
79D26221B87B584CD42FBC4FFEASDESA
0E93691A0CFCA0408B7B68F66B513C13
0E93691A0CFCA0408B7B6BFE6B513C13
E6AS094FEE0AAZ04FDO7BCBOB44B8580

Pucynok 19 — Bpemennsie nuarpammel S, R u L npeobpazoBanuit
[Ipu cpaBHEHUM pPE3yIbTATOB TECTHUPOBAHUS CO 3HAYCHUSIMU CIIPABOYHOMU
napopmaruu 'OCT P 34.12 - 2015 Obl1 chenaH BBIBOJ, YTO IPeoOpa3zoBaHUS

paboTaroT MpaBUILHO.
4.2 TecTupoBaHUE aNTOPUTMA Pa3BEPTHIBAHUS KITIOYA

Ha pucynke 20 mnpencrtaBieHbl BpeMEHHBIE aHarpaMMbl JIsi TIPOBEPKH

anropuT™Ma  pa3BepThiBaHuA ~ Kitoda. CHTHaIBI  TpENCTaBICHBI B BHJE
[IECTHA[aTEPUIHON CUCTEMBI CUHUCIICHHUS.

Onuncanue CUrHaNoB:

- key. BxoHoi KiTto4 ¢ 1iauHON 256 OuT;

- key1-10. CrenepupoBaHHBIC HTEPAIIIOHHBIC KITFOUH;

- const. IlepBast uTepanoHHas KOHCTAHTA,;

- X. PesynbraT X npeoOpa3zoBaHusi Mex 1y curHamamu COnst u keyl,

- SX. Pesynprar S mpeoOpa3zoBanus curHania X;
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- Isx. Pe3ynbrat L nmpeoOpa3oBanus CUTHaa SX;

- f. pesynbTar F npeoOpa3oBanus Mexay curHaiamu Key u const.

& Wave - Default

[eeee_th/DUT fkey 8800AABBCCDDEEFF0011223344556677FEDCBAYEB765432100123456789ABCDEF

Jeeee th/DUT /keyl
Jeeee_th/DUT fkey2
[eeee_tb/DUT/const
[eeee th/DUT/x
[eeee_th/DUT/sx
[eeee_th/DUT/lsx
[eeee_th/DUT/F
Jeeee_th/DUT fkeyl
[eeee_th/DUT /key2
Jeeee_th/DUT fkey3
Jeeee_th/DUT fkey4
[eeee_th/DUT /keyS
Jeeee_th/DUT /key6
Jeeee_th/DUT fkey7
[eeee_th/DUT /key8
Jeeee_th/DUT key9

8890AABBCCDDEEFF0011223344556677
FEDCBA98765432100123456789ABCDEF
GEA276726C487AB85D27BD10DD849401
E63BDCCIAN9504475D369F2399D1F276
0998CA37A7947AABB7BF4ADAEBLB748A
3D0940999DB75D6A9257071D5E6144A6

C3D5FAD1EBE36F7A9374427AD7CAB9498899AABBCCDDEEFFO011223344556677

8899AABBCCDDEEFFO011223344556677
FEDCBA98765432100123456789ABCDEF
DB31485315694343228D6AEFBCCTBC44
3D4553D8E9CFECE815EBADCA0AIFFDO4
57646468C44A5E28D3E59246F429F1AC
BD079435165C6432B532E82834DA5B1B
51E640757E8745DE7/05727265A0098B1
5A7925017B9FDD3EDT2A91A22286F384
BB44E25378C73123A5F32F73CDBEES17

[eeee_th/DUT/keyl0 |72E9DD7416BCF45B7550BAABBEAA4043

Pucynok 20 — BpemenHble 1uarpaMMbl CHTHAJIOB AJIsI TPOBEPKHU aIrOpUTMa
pa3BepTHIBAHMS KITIOUa
[Tpu cpaBHEHHM pE3yJbTaTOB TECTUPOBAHUS CO 3HAYCHUSIMH CIIPABOYHOM
unpopmanun ['OCT P 34.12 - 2015 Owbw1 caemaH BBIBOA, YTO aJTrOPUTM

Pa3BCPThIBAHUA KIIIO4Ya pa60TaeT IIPpaBHUJIBHO.

4.3 TectupoBaHH€e anropuT™Ma 3arIuppoBaHus

Ha pucynke 21 mnpejacraBieHbl BpEMEHHBIC JUAarpaMMbl I MPOBEPKH
anroput™a 3ammdpoBanusi. CUrHaIbI MPEACTABICHBI B BH/EC MICCTHAANATCPUIHON
CHCTEMBI CUHCIICHUSI.

Omnucanue CUTHAJIOB:

- data_in. OTKpBITBIN TEKCT AUHON 128 OuT;

- X. Pesynbrar X npeoOpa3oBanus Mexay curHaiamu data_in u keyl;

- SX. Pesynbrat S mpeoOpa3oBaHus cUrHAmA X;

- Isx1. Pe3ynbTat L npeoOpazoBanus curuaia Sx;

- Isx2. Pesynpratr LSX npeobpasoBanust curaaia Isx1;

- Isx3. PesynpraT LSX npeobpazoBanus curHaina 1sx2;

- Isx4. PesynpraT LSX npeobpazoBanus curHaia Isx3;

- Isx5. Pesynbrar LSX npeoOpa3oBanus curnana Isx4;

- Isx6. Pe3ynpraT LSX npeobpa3oBanus curnaina Isx5;
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- Isx7. PesynbsTar LSX npeobpasoBanust curaaia ISx6;
- Isx8. Pesynprar LSX npeobpaszoBanust curaaia ISx7;
- Isx9. Pesynprar LSX npeobpazoBanust curaana ISx8;

- X10. PesynberaT X npeoOpazoBanus Mexay curnanamu 1Sx9 u key10.

£ Wave - Default )

feeee_th/DUT/data_in 1122334455667700FFEEDDCCBBAASSESE 00OFFEEDDCCBBAAS9SS
[eeee_th/DUT/x ‘09BB99FFI9BBO9FFFFFFFFFFFFFFFFFF 99BB 99FFFFFFFFFFFFRFFFF
feeee_th/DUT/sx E87DESBAEB7DEBBG6B6B6B6BOBOBEBEBEG

feeee_th/DUT/Isx1 E297B686E355B0A1CFIAZF9249140830

[eeee_th/DUT/Isx2 285E497A08620596B36F4258A1C609072

feeee_th/DUT/Isx3 0187A3A429B567841ADS0D29207CC34E

feeee_th/DUT/lsxd ECO9BDBAOS7D4F4D77C5D70619DCAD206
[eeee_th/DUT/Isx5 1357FD11DE9257290C2A1473EB6BCDEL
feeee_th/DUT/|sxb 28AE31E7D4C2354261027EF0B32897DF
feeee_th/DUT/|sx7 07E223D56002C013D3F5E6F714B86D2D
feeee_th/DUT/IsxB CDBEF6CD97EOED92ABE4CCAG1B38BFO5
feeee_th/DUT/Isx9 ODBE40E4A800D06B2F1B37EA3YIEADBE
feeee_th/DUT/x10 7F679D90BEBC24305A468042B9D4EDCD

Pucynok 21 — BpemeHnHble 1uarpaMMbl CUTHAJIOB JUIsl IPOBEPKU
aJIropuTMa 3anupoBaHUs
[Ipu cpaBHEHMHM pe3yJIbTATOB TECTHPOBAHUS CO 3HAYCHUSMH CIPABOYHON
uapopmaruu 'OCT P 34.12 - 2015 Owu1 cjaenaH BBIBOJ, YTO aJTOPUTM

3amu(poBaHus paboTaeT MpPaBUIIbHO.
4.4 TecTupoBaHHe AITOPUTMA PaCIIUPPOBAHUS

Ha pucynke 22 mnpeicTaBieHbl BpPEMEHHBIC IUArpaMMbl JJIsl TPOBEPKH
anroputMa 3ammdpoBanus. CUTHAIBI MPEICTABICHBI B BHJC MICCTHAIIATCPUIHON
CHCTEMBI CUMCIICHUSL.

OrnucaHue CUTHAJIOB:

- data_in. IlIudprekct muHOM 128 OUT;

- X10. Pesynbrat X npeobpa3oBanust Mexay curHanamu data_in u keyl0;

- IX. PesynpTaT 006patHoro L mpeoOpa3oBanus curHaia X;

- sIx10. Pe3ynbrar oOpaTHOro S nmpeoOpaszoBanus curuaia IX;

- sIX9. Pesynbrar o6patHoro SLX npeodpazoBanus curnaina SIx10;

- SIX8. PesynpTaT 00paTtHOro SLX npeodpa3oBanus curraina sIx9;

- SIX7. Pesynbrar obpatHoro SLX npeoOpa3oBanus curHana SIX8;
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- sIx6. Pesynbrar o6patHoro SLX npeodpa3oBanus curnana SIX7;
- SIX5. Pesynbrat oOpatHoro SLX npeoOpazoBanus curnaia SIx6;
- SIx4. Pesynprar obparnoro SLX npeoOpazoBanus curnana SIx5;
- SIx3. Pesynprar obparnoro SLX npeoOpazoBanus curnana Slx4,
- SIX2. PesynbTat oOpatHoro SLX npeobpazoBanus curnaia SIx3;

- X. PesynpraTr X npeobOpa3oBanus Mexay curnanamu I1sx2 u keyl.

£ Wave - Default o

B /eeee_tb/DUT/data_in 112233445566 778899AABBCCEEFFOADD
feeee_tb/DUT/x10 63CBEE3043DAB3D3ECF7016460B54A43
feeee_tb/DUT/kx 34649359934406A7A7C5D982BCETR747
feeee_tb/DUT/skd0 41ACI4F014A738A0A00DCDABI7 CESDSB
feeee_tb/DUT/slx9 82B178FA42B616FDE07BAC5938BBEF9A
[eeee_tb/DUT/sIx8 2341A88E43D7DFBA191634AE2ADGFF7C
feeee_tb/DUT/skx7 4CE3760AACA496A2B54EB22BD1D93342
feeee_tb/DUT/slx6 BBFCF354F0B94F0CBCOBFEBC1426E561
feeee_tb/DUT/slx5 AQ0FFFB52EEG2057EEFCBS67FB47827E
Jeeee_tb/DUT/slx4 9C7BF5E29379D5CA4DAFC7ID488EFSB1
feeee_tb/DUT/skx3 4E7FBBB81 CBEE4FB2FEGGFIIDF4ABBAL
feeee_tb/DUT/sh2 2EDG2COEDOGFSEEABG42011B6216594F
[eeee_tb/DUT/x AG4FBGBSCCB2B0158653232826433F38

B
B
B
B
B
[
B
B
B
[
B
B

Pucynox 22 — BpemeHHbIe 1UarpaMMbl CUTHAJIOB JIJISl TPOBEPKH
aIrOpUTMa paciInppoBaHus
[Ipu cpaBHeHUU pe3yJbTATOB TECTUPOBAHMS CO 3HAUYCHUSMH CIIPABOYHOU
uadpopmarun 'OCT P 34.12 - 2015 Obu1 caemaH BBIBOJ, YTO aITOPHUTM

paciidpoBaHusi paboTaeT NPaBUIILHO.
4.5 TectupoBaHHe MpoIEcca MPOrPaMMbl

Ha pucynke 23 npeacraBiieHbl BpEMEHHBIE IMArPaMMBI 1JIs1 IPOBEPKU MOJEIIH
annapaTHoro wmonayJyia. Cur”ajibl NOpPEACTaBIEHbl B BHJE IIECTHAAUATEPUYHON
CUCTEMBI CUMCIICHUS.

Onucanue CUrHaJIoB:

- data_in. BxoaHoi#t curnai st mudpoBaHus CTPOKH;

- key. BxoiHO# cuTrHAIT KIH0YeBOM HH(OPMALINH;

- mode. BxopHoit curnan pexxuma mudposanus. Eciin mode = 1, To BxoxHOM
curHan data_in mudpyercs. Ecim mode = 0, to Bxomuoi curaan data in
pacuupoBbIBaeTCS;

- clk. BX0o1HOM TaKTOBBII CUT'HAIT,
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- key_download. BxoaHo¥ curHai 3arpy3ku KIr4a;
- key_delete. Bxoamoii curaain copoca Kioua;
- data_out. BerxogHoit curaan mmdpoBaHHOTO curHaina data_in.

- keyl - 10. CreneprpoBaHHBIC UTEPAITIOHHBIC KITFOYH;

EE| Wave - Default s

B-< Jeeee_tb/DUT/data_in
i [eeee_th/DUT/key

£ feeee tb/DUT/mode

< feeee_th/DUT/clk

i feeee_tb/DUT/key_download

i feeee_th/DUT/key_delete
B jeeee th/DUT/data_out
B Jeeee_th/DUT/keyl
B jeeee_th/DUT/key2
B Jeeee_tb/DUT/key3
B feeee_th/DUT/key4
B feeee_th/DUT/keyS
B feeee_th/DUT/key6
B’ jeeee_tb/DUT/key?
B jeeee_tb/DUT/key8
B [eeee_th/DUT/keyd
B [eeee_th/DUT/keyl0

o B42991206E0032...}112233445566 770
B8899AABRCCDDEEFFI01122334455667/AFEDC 76543210012345678

cocopoooooPpErRRoO R B O

Pucynok 23 — BpeMeHHbIE 1HarpaMMbl CUTHAJIOB JUIsl IPOBEPKHU
MOJIEJIH anIapaTHOrO0 MOYJIS
[Ipn cpaBHEHMHM pE3yJIBTATOB TECTUPOBAHUS MOYKHO CHENaTh BBIBOJ, YTO

MOJCJIb allrapaTHoro MoayJisd pa60TaeT IMPaBUJIBHO.
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5 Bpennsie ncuxoduznonornueckre (HakTopbl, BIUAIONIME HA HEPBHYIO CUCTEMY
CHEIMAIKCTA 10 3a1uTe nHhopMalu. MeTobl U cpeacTBa GU3NUECKON KYIbTYPHI,

CHIDKAIOIHUE UX BO3ACHCTBUE

PaGoTHuKH, CBsI3aHHBIE C IEPUOAUYECKON WM HETIPEPBIBHOM paboToii 3a [1K,
[IOJIBEPTarOTCs BO3JECHCTBHUIO YCIOBHUI ITPOU3BOACTBEHHON OMACHOCTH, HECMOTpS Ha
TO, YTO O€30MACHOCTh CAMHUX MOJIb30BaTENEH 3JEKTPOHHO-BBIYUCIISIEMBIX MAIIUH U
BUJICONNCIUICHHBIX TEPMHUHAIOB PETYJISApPHO yiaydmarorcs. OgHUM U3 TUIABHBIX
KPUTEPUTEPUNA OKA3BIBAIOIME 3HAYMMOE BIUSHHE HA COCTOSIHUE CaMOYyBCTBHSI
nonb3oBatenst OBM u BT aBnsttorces ncuxopuinonaorunyeckue (pakTopsl:

- HaNPsHKEHHOCTD 3pEHUS;

- HaNpsHKEHHOCTH MaMsITH;

- HepallMOHaJIbHAas OpraHu3anus padoyero Mecra;

- HaNPsDKEHHOCTh HEPBHO-3MOLIMOHAJIBHBIE IIEPETPY3KH;

- CpaBHUTEJIBHO OOJbLION O00BEM JaHHBIX, 0Opa0daThIBAEMbI B E€AUHUILY
BPEMEHU;

- IPOJOJKUTENIBHOE CTATUYECKOE HAIIPSKEHUE;

- 0JTHO0Opa3ue paboThl B OTJAEIBHBIX BapUaHTaX.

K ocHOBHBIM BpenHbIM (akTOpaM, BO3JACHCTBYIOIIUM Ha YEJIOBEKa BO BpeMs
J0JITO  paboThl 3a MEPCOHAIBHBIM KOMIIBIOTEPOM, OTHOCS: MPOJOJIKUTEIBHOE
CUJSYEE COCTOSHHE, DJIEKTPOMAarHUTHOE MW3JIy4Y€HUEe, Harpy3ka Ha 3pEHUE,
NEepEerpy’>KEHHOCTh KUCTEBBIX CYCTAaBOB, BEPOATHOCTH 3a00J€BaHUIl OpraHoB
JbIXaHUs, aJNIEPIUH, HapyILIEHHEe HOPMAJIBHOTO T€YEHUsI OEPEMEHHOCTH U JIp.

JlnurenbHast paboTa 3a KOMIIBIOTEPOM B CHUISYEM IOJIOKEHHUU OKa3blBaeT
CTaTUYECKYI0 Harpy3Ky, KOTOpas BbI3bIBA€T KOCTHO-MBILIEYHbIE 3a00JIeBaHUs,
CTpecChl, JIETKYIO BO30YIMMOCTh W JENpPEecCUH, HapylleHue cHa. Tak ke ecTh
BEPOSITHOCTh BO3HUKHOBEHUS BOCHAIUTEIBHBIX IPOLECCOB B CYXOXKWIMAX U
MBIIIEYHBIX TKAHSIX B PE3yJIbTaT€ 4YacTOro Ha)KaThd Ha KiaBullu. Bcemy s3ToMy
CHOCOOCTBYET AJTUTENIbHOE HAX0XKICHUE B MOJIOKEHUHU CUSI B OJTHOM U TOM ke mo3e.

B Mblmmax, moaBep:KeHHbIX 100N CTaTUYECKON HArpy3Ke, yYXYyAIIAeTCs KPOBOTOK,
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HAKaIJIMBAIOTCS NPOAYKTHI pacmaaa (MOJIoUHAash KHUCJIOTa), YTO CIIOCOOCTBYET
MOSIBJICHUIO OOJIEBBIX OLTYIIIEHU.

[Ipu paboTe 3a KOMIIBPIOTEPOM 4YEJIOBEK YAaCTO HCIBITHIBACT HAMpsKECHUE
TJIA3HBIX MBI, YTO SIBIISCTCS CIICICTBUEM 3aJEPKKH MOPTaHUs B OKHIaHUU
uHpopmanmu. HamoO6HOCTh duiibTpaniu HYXHOM HHOpMamMu 3a CYET €ro
Ype3MEepHOro MOTOKA B BUEC MEPLIaHUs dKpaHa MOHUTOPA, IO KOTOPOMY JBUTAIOTCA
rjia3za, MOXET IpPUBECTH K 3a00JIEBaHUIO, KOTOPOE XapaKTepuszyercs ObICTpPhIM
ycraBaHueM ria3. llpu upesmepHoM mnoToke MHGOpPMAIMHM, HACTYHAaeT CHUHIPOM
WH()OPMAITMOHHOTO YTOMJICHHUSI.

He nocnennee no Ba)XHOCTH 3HAYEHHE MMEET OpraHU3anus pabodero Mecra.
DOproHoMuKa Kpecja JOJDKHA IOBTOPSITh (OPMY CHOUHBI, TaK XK€ HEOOXOIUMO
MPUCYTCTBUE PETYIUPOBOK HAKJIOHA WM BBICOTHI I yYMCHBIICHHWS NaBICHUS Ha
KOMYUK (TIpY HU3KOM TOCaJIKe CIIMHKM) U OeJipa (Mpy BHICOKOM MOCaIKe).

[lpy nnmuTEnTHPHOM CHASYEM TMOJIOKEHWU YCTalOT, M B CIEJACTBHH 3TOTO
HAMPSATAIOTCS MICHHBIE MBIIIIBI, PYKH U IUICYH, YTO MPUBOJTUT K OCTECOXOHAPO3Y.
Jlonroe HaxXOXIEeHUE B CUJITYCH 103€ BEJET K 3aCTOI0 KPOBU B TA30BBIX OPraHax, uyTo
MOJKET MPHUBECTH K MPOCTATUTY U reMopporo. [IpuumHON OCTEOXOHIpO3a SIBISIETCS
HapyIIEHUE TOJOKEHUSI MEKIIO3BOHOYHBIX JHCKOB, KOTOPOE MPHUBOJIUT K TPHIKE
MEXMO3BOHOYHOTO  aucka. CHMIOTOMaMH  OCTEOXOHIpO3a  MOTYT  OBITh
pa3HooOpa3Hbie OOMM B CIMHE M KOHEYHOCTSX. A TIOCIEICTBUSIMH SIBISIOTCS
pazIu4HbIe TPOOIEMBI C OPTaHU3MOM BILIOTH JIO Mapajnda KOHEYHOCTEH U CMEPTH.
Hawnbonee yacToit mpuurHON 0CTEOXOHAPO3a ABISECTCS OCJIA0JICHUE MBI CTIMHBI.

UYenoBeueckuii TJ1a3 OYEHb YYBCTBHUTENIEH K YacTOTE€ MEPIIaHHUs MOHHUTOpA
KOMITbIOTepa. Jlonroe mpeObIBaHWE 3a MOHHTOPOM BBEACT K TOMY, YTO MBIIIIIBI
YIPABJISIONINE TJIa30M, HAXOJATCS B IOCTOSHHOM HAIPSHKEHUH, YTO TMPUBOAMUT K
YXYIIICHUIO 3peHust. Baxxnoe 3HaueHne 1st KOM(POPTHOI pabOTHI 32 MOHUTOPOM €r0
npaBWiIbHAs KaduOpOBKa KOHTpAacTa W SIPKOCTH, HEMaJOBAKHOE 3HAUYECHUE HMMEET
BbIOOP IpUdTOB, MIPUGTOB, KOMIIOHOBKH OKOH B HCIOJIb3yEMbBIX MPWIOKEHUSIX, U
MOJIOKEHUE MOHHTOpPa OTHOCUTENBHO 3putensi. HM3o0pakeHne Ha MOHUTOpE

CKJIaAbIBACTCsA U3 Ha60pa HHKCCJ’ICﬁ, KOTOPLIC IMTOCTOAHHO MCPHAOT U MCHAIOT IBCT,
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YTO OKa3bIBaeT OOJIBIIOE BIMSHUE HA TJ1a3a. Y MOJIb30BaTeNsl HEN30€KHO YXY/IIIaeTCs
3peHue, IJla3a HAuYMHAIOT CIE3UTHCS, MOSIBISETCS TOJOBHas O0lb, YTOMIICHUE,
N300paXeHNE JBOUTCS U UCKAKACTCSL.

Bo BpeMms pabOThl HY»KE€H MOCTOSIHHBIA OTABIX i Iu1a3. HykHo craparbes
4acTO MOPIaTh I TOrO YTOOBI MIOBEPXHOCTH IJ1a3a OCTaBalIaCh BIaXKHOM.

He mumHuMu Oyayt 15-MHHYTHBIE NEpepbIBbI, BO BpeMs KOTOPBIX HY>KHO
BBINIOJIHATh YIPAKHEHUs U IJ1a3 TaKWe KakK, MOBOPOTHI IO YaCOBOW M IIPOTHB
4acOBOHM CTPENIKM, BBEPX M BHU3. 3aT€M IPOCTO 3aKPBITh IV1a3a U paccilaOuTcH.
JlaHHbBIE YIIpaKHEHUS SBISIOTCSA Hanbosee MPOCTHIMU U 3P (HEKTUBHBIMHU.

Tak e B mepepbIBax MOKHO BBIIIOJHUTB PsiJl IPYTUX YIIPAKHEHUH.

JKoHrnupoBaHue NOMOTraeT CHATh HANPSLDKEHHE W TPEHUPOBATH IJ1a3a, TAK HKE
3TO HeOOoMbIIAs (pu3NUecKas Harpy3ka Ha COMHY PYKH M HOTH, B Hadajie o0y4YeHus
’KOHIVIMPOBAHMIO IIPUJETCS 4acTO MOAOUPATh yHaBIIKe Mmaphbl. [{st >KOHIIMpOBaHUs
HE HeoOXoAuMma cCleluaibHas CIOPTHBHAs (opMa M JOCTATOYHO ITOBCEIHEBHOU
OJIEXKIBI.

K ¢usnueckuM ynpaxxHEHUsIM, TPEHUPYIOIIUM MEJIKYI0 MOTOPHUKY W rja3a
MOKHO OTHECTH KapTOUYHbIE (POKYCHI.

[TpennouTuTENbHO BBIMOIHATD PACTSKKY AJIs YIyUIIEHUS! KPOBOOOpAIeHHsI He
TOJIBKO IO BCEMY TE€y, HO U B TOJOBHOM MO3T€, YTO YJIy4lIaeT CaMOYyBCTBUE U
oluiee cocTosiHUE opraHu3Mma. Tak ke (u3MuecKkue ynpaxHEHHsI CIIOCOOCTBYIOT
CHSITHIO COHJIMBOCTU M CJIa0OCTH. YTPaXHEHHs] MOXXHO BBINOJIHATh B TEUEHUU
JOCTAaTOYHO KOPOTKOro BpeMeHu oT 3 g0 10 MuHYT 3a KaxIbplii yac paboThl 3a
KOMITBIOTEPOM.

duznyeckre yrnpaxxHeHUs] MOMOTAIOT CHATh YTOMJIEHHE HEPBHOW CHCTEMBI U
BCEro TeJa, MOBBIIIAIOT PAOOTOCTIOCOOHOCTD, CITIOCOOCTBYIOT YKPEILJICHUIO 310POBBSI.

JI1st HamOMUHAHUS OT/ABIXA CYIIECTBYIOT PA3JIMYHbIE TPOrPaMMBbl OJTHOM U3 HUX
sBisieTcst «RestTimey. PaboTtaer oHO 1Mo clieAyromieMy MPUHIIKITY, TIPU UCTCUCHHH
ONPEJEIEHHOTO0 BPEMEHH BBIBOJIUTCS HA SKPAH MOHUTOPA «CTHKEP)» C HATOMUHAHUEM

00 HamoOHOCTH  BBIMOJMHEHUS  (Qusnyeckux  ympaxkHeHwil. Ecthb  Oomee

57



(¢yHKIIMOHaJIBHBIE TporpamMmel, Hampumep, «EyeDefender» mnomumo 0OBIYHOTO
HAIMIOMHHAHUS TpeAJiaraeT CrelUalIbHYI0 TPEHUPOBOUHYIO MTPOrpaMMy IS TI1a3».
Tak xe K (QU3NYECKUM YNPAXKHEHUSIM MOXKHO OTHECTH M Oojee BpeMms
3aTpaTHOE U B CIEACTBUU OoJiee IMOJIE3HOE - 3TO IJaBaHue. JlaHHBIN BUA cHopTa
TapMOHUYHO Pa3BUBAET BCE I'PYIIIbI MBIIII.
HenocraTok ABMXKEHHS MOXKHO KOMIICHCHPOBATh TaK K€ XOAbOOH B pa3HbBIX

TCMIIAX YTO YIIYUIIUT KpOBOCHa6}KeHI/Ie BCCX OPTaHOB YCIOBCUYCCKOTO.
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3aKII0UYEHUE

B pe3ynbrare paboThl OBLIIM PACCMOTPEHBI OOIIME MPUHIUIBI MIHU(PPOBAHHUS,
pexxumbl 610uHBIX mUdpoB u 6611 paccmorped 'OCT P 34.12-2015.

[Tocne 3Toro ObLT peanu3oBaH AITOPUTM OJOYHOTO MHM(POBAHUS C JIUHOM
omoka n=128 Our, Ha OasucHeIXx diemeHtax W, WJIM, HE. beuiu npoBenensl
pe3ynbTaThl TECTUPOBAaHUA. BBINONHEHO CpaBHEHHE C TIOMOIIbIO HAOOpa TECTOBBIX
MOCJIEIOBATEIBHOCTEW U YCTAHOBIIEHO, YTO MOJIETh almnapaTHoro MoAyJss paboTaeT
JOJIKHBIM 00pa3oM.

Jlanee ObUIM pPAcCMOTPEHBI BpEIHbIE MCUXO(U3HOIOTHYECKHE (DAKTOPHI,
BJIMSIOIINE HA HEPBHYIO CUCTEMY CIIELIMAJIMCTA 10 3aluTe HHPOPMALIUU U METObI,
CHIDKAIOIINE UX BO3JAECHCTBHE.

Pesynbratom BbImonHeHnss BKP sBisieTcss MOMHOCTBIO IPOTECTUPOBAHHAA
MOJENb amnmnapatHoro moayisi, kortopsii peanmusyetr 'OCT P 34.12 — 2015 npnsa
BO3MO’KHOTO TAJIbHEUIIEr0 NOCTPOEHUS anapaTHOrO MOTYJISI MJIU JUJISl 1ajibHEUIIErO
OCTPOEHUS KPUIITOIPOLIECCOPA.

Mopnenb anmnapaTHoro MOy MOJJICHKUT JanbHEeNIemMy
YCOBEPILIEHCTBOBAHUIO, HO YK€ Ha JAHHOM 3Tane pa3pabOTKU YCTaHOBIEHO, YTO
HOJTyYEHHBIA MOJIEb yI0BJIETBOPSAET BCEM TEXHUUECKUM TPEOOBAHUAM HAIOKEHHbBIE
Ha HEro B TEXHUYECKOM 3aJJaHUU Ha JAHHBIA JUTUIOMHBIN POEKT.

Takum o00pa3om, 3alaHM€ Ha BBITYCKHYIO KBAJTM(PHUKAIMOHHYIO padoTy

BBITIOJTHEHO B IOJIHOM 00BEME.
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[Ipunoxenue A
(obs13aTenbHOER)
JIMCTUHT MpOrpaMMBbl, peaTu3yIoUui alropuTM OJ0YHOTO MUGPOBAHUS C

JUTMHOM Oyioka n=128 OuTt
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library IEEE;

use IEEE.std logic 1164.all;

use IEEE.std logic signed;

use IEEE.std logic unsigned.all;
use IEEE.numeric std.all;

entity eeee is

port (

data in : in std logic vector (127 downto 0);
key : in std logic vector (255 downto 0);
mode : in bit;

clk : in bit;
key download : in bit;
key delete : in bit;
data out : out std logic vector (127 downto 0)
) i
end eeee;
architecture kuznechik of eeee is
constant cl : std logic vector :=x"6EA276726C487AB85D27BD10DD849401";
constant c2 : std logic vector :=x"DC87ECE4D890F4B3BA4EBS2079CBEBO2";
constant c3 : std logic vector :=x"B2259A96B4D88EOBE7690430A44F7F03";
constant c4 : std logic vector :=x"7BCD1BOB73E32BA5B79CB140F2551504";
constant c5 : std logic vector :=x"156F6D791FABS511DEABBOCS502FD18105";
constant c6 : std logic vector :=x"A74AF7EFAB73DF160DD208608BO9EFE06";
constant c7 : std logic vector :=x"C9E8819DC73BA5SAES0F5B570561A6A07";
constant c8 : std logic vector :=x"F6593616E6055689ADFBA18027AA2A08";
constant c9 : std logic vector :=x"98FB40648A4D2C31FODCI1C90FA2EBEQOS";
constant cl0 : std logic vector :=x"2ADEDAF23E95A23A17B518A05E61CLO0A";
constant cll : std logic vector :=x"447CAC8052DDD8824A92A5B083E5550B";
constant cl2 : std logic vector :=x"8D942D1D95E67D2C1A6710CODSFF3FOC";
constant cl3 : std logic vector :=x"E3365B6FFSAE07944740ADD0087BABOD";
constant cl4 : std logic vector :=x"5113C1F94D76899FA029A9E0AC34D40E";
constant cl5 : std logic vector :=x"3FB1B78B213EF327FDOE14F071B0400F";
constant cl6 : std logic vector :=x"2FB26C2COF0AACD1993581C34E975410";
constant cl7 : std logic vector :=x"41101A5E6342D669C4123CD39313C011";
constant cl8 : std logic vector :=x"F33580C8D79A5862237B38E3375CBF12";
constant cl9 : std logic vector :=x"9D97F6BABBD222DA7ES5C85F3EAD82B13";
constant c20 : std logic vector :=x"547F77277CE987742EA93083BCC24114";
constant c21 : std logic vector :=x"3ADD015510A1FDCC738E8D936146D515";
constant c22 : std logic vector :=x"88F89BC3A47973C794E789A3C509AA16";
constant c23 : std logic vector :=x"E65AEDB1C831097FC9C034B3188D3E17";
constant c24 : std logic vector :=x"D9EBSA3AES0FFA5834CE2043693D7E18";
constant c25 : std logic vector :=x"B7492C48854780E069E99D53B4B9EALO";
constant c26 : std logic vector :=x"056CB6DE319FOEEB8E80996310F6951A";
constant c27 : std logic vector :=x"6BCECOAC5DD77453D3A72473CD72011B";
constant c28 : std logic vector :=x"A22641319AECD1FD835291039B686B1C";
constant c29 : std logic vector :=x"CC843743F6A4AB45DE752C1346ECFF1D";
constant ¢c30 : std logic vector :=x"7EALADD5427C254E391C2823E2A3801E";
constant c31 : std logic vector :=x"1003DBA72E345FF6643B95333F27141F";
constant c32 : std logic vector :=x"5EA7D8581E149B61F16AC1459CEDA820";

signal keylO : std logic vector (127 downto
signal key34 : std logic vector (255 downto
signal key56 : std logic vector (255 downto
signal key78 : std logic_vector (255 downto

. N

~e

signal keyl : std logic vector (127 downto 0);
signal key2 : std logic vector (127 downto 0);
signal key3 : std logic vector (127 downto 0);
signal key4 : std logic vector (127 downto 0);
signal key5 : std logic vector (127 downto 0);
signal key6 : std logic vector (127 downto 0);
signal key7 : std logic vector (127 downto 0);
signal key8 : std logic vector (127 downto 0);
signal key9 : std logic vector (127 downto 0)
0
0
0
0

—_ — — ~— ~.
~

~.
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signal key910 : std logic vector (255 downto 0);

-——function c=148 -

function func cl48(z: std logic vector (7 downto 0)) return std logic vector is
variable result s : std logic vector (7 downto 0) := (others => '0');

variable uj, mj, vj, 13, Jjj, kj, sj, pj : std logic := '0';

begin

pi:= z(0); sj:= z(l); kj:= z(2); Jj:= 2z(3); 1j:= z(4); vi:= z(5); m:j= z(6);
uj:= z(7);

result s (7) := (UJ and mj and vj and sj and pj ) or ( not uj and not mj and vj
and sj and pj ) or ( not uj and mj and not vj and sj and pj ) or ( uj and not
mj and not vj and sj and pj ) or ( not uj and mj and vj and not sj and pj ) or
( uj and not mj and vj and not sj and pj ) or ( uj and mj and not vj and not sj
and pj ) or ( not uj and not mj and not vj and not sj and pj ) or ( not uj and
mj and vj and sj and not pj ) or ( uj and not mj and vj and sj and not pj ) or
( uj and mj and not vj and sj and not pj ) or ( not uj and not mj and not vj
and sj and not pj ) or ( uj and mj and vj and not sj and not pj ) or ( not uj
and not mj and vj and not sj and not pj ) or ( not uj and mj and not vj and not
sj and not pj ) or ( uj and not mj and not vj and not sj and not P);

result s (6) := (U and 1j and sj ) or ( not uj and not 1j and sj ) or ( not uj
and 13 and not sj ) or ( uj and not 1j and not 3);

result s (5) := (not uj and vj and jj and sj ) or ( uj and not vj and jj and sj
) or ( uj and vj and not Jjj and sj ) or ( not uj and not vj and not jj and sj )
or ( uj and vj and Jjj and not sj ) or ( not uj and not vj and jj and not sj )
or ( not uj and vj and not jj and not sj ) or ( uj and not vj and not jj and
not S);

result s (4) := (not mj and 1j and kj and pj ) or ( mj and not 1j and kj and pj

) or ( mj and 1j and not kj and pj ) or ( not mj and not 1j and not kj and pj )
or ( mj and 1j and kj and not pj ) or ( not mj and not 1j and kj and not pj )
or ( not mj and 1j and not kj and not pj ) or ( mj and not 13 and not kj and
not P);

result s (3) := (V and jj and sj ) or ( not vj and not jj and sj ) or ( not vj
and jJ and not sj ) or ( vj and not jj and not 3);
result s (2) := (not uj and 13j and kj and pj ) or ( uj and not 1j and kj and pj

) or ( uj and 13 and not kj and pj ) or ( not uj and not 1j and not kj and pj )
or ( uj and 13 and kj and not pj ) or ( not uj and not 1j and kj and not pj )
or ( not uj and 1j and not kj and not pj ) or ( uj and not 13 and not kj and
not P);

result s (1) := (M and jj and sj ) or ( not mj and not jj and sj ) or ( not mj
and jj and not sj ) or ( mj and not jj and not 3);

result s (0) := (not uj and mj and kj and sj ) or ( uj and not mj and kj and sj
) or ( uj and mj and not kj and sj ) or ( not uj and not mj and not kj and sj )
or ( uj and mj and kj and not sj ) or ( not uj and not mj and kj and not sj )
or ( not uj and mj and not kj and not sj ) or ( uj and not mj and not kj and
not Sj);

return result s;

end func cl148;

-——function c=32 -

function func c32(z: std logic vector (7 downto 0)) return std logic vector is
variable result s : std logic vector (7 downto 0) := (others => '0");

variable uj, mj, vj, 13j, Jj, kj, sj, pj : std logic := '0';

begin

pi:= z(0); sj:= z(1l); kj:= z(2); Jj:= z(3); 1j:= z(4); vi:= z(5); m:j= z(6);
uj:= z(7)

result s (7) := (not mj and vj and jj and kj ) or ( mj and not vj and jj and kj
) or ( mj and vj and not jj and kj ) or ( not mj and not vj and not jj and kj )
or ( mj and vj and Jjj and not kj ) or ( not mj and not vj and jj and not kj )
or ( not mj and vj and not jj and not kj ) or ( mj and not vj and not jj and
not K);

result s (6) := (U and mj and 1j and jj and sj ) or ( not uj and not mj and 1j
and jj and sj ) or ( not uj and mj and not 1j and jj and sj ) or ( uj and not
mj and not 1j and jj and sj ) or ( not uj and mj and 1j and not jj and sj ) or
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( uj and not mj and 1j and not jj and sj ) or ( uj and mj and not 1j and not Jj

and sj ) or ( not uj and not mj and not 1j and not jj and sj ) or ( not uj and
mj and 1j and jj and not sj ) or ( uj and not mj and 1j and jj and not sj ) or
( uj and mj and not 1j and jj and not sj ) or ( not uj and not mj and not 1j
and jJj and not sj ) or ( uj and mj and 13 and not jj and not sj ) or ( not uj
and not mj and 1j and not Jjj and not sj ) or ( not uj and mj and not 1j and not
33 and not sj ) or ( uj and not mj and not 1j and not jj and not S);

result s (5) := (not uj and pj ) or ( uj and not P);

result s (4) := B;

result s (3) := (not uj and vj ) or ( uj and not V);

result s (2) := (U and mj and 1j ) or ( not uj and not mj and 1j ) or ( not uj
and mj and not 1j ) or ( uj and not mj and not L);

result s (1) := (M and vj and Jjj ) or ( not mj and not vj and Jjj ) or ( not mj
and vj and not jj ) or ( mj and not vj and not J);

result s (0) := (not uj and mj and 1j and jj ) or ( uj and not mj and 1j and Jjj
) or ( uj and mj and not 1j and Jjj ) or ( not uj and not mj and not 1j and jj )
or ( uj and mj and 1j and not jj ) or ( not uj and not mj and 1j and not jJj )
or ( not uj and mj and not 1j and not jj ) or ( uj and not mj and not 1j and

not J);

return result s;

end func c32;

--—-function c¢=133 -

function func c133(z: std logic vector (7 downto 0)) return std logic vector is
variable result s : std logic vector (7 downto 0) := (others => '0');

variable uj, mj, vj, 13, jj, kj, sj, pj : std logic := '0';

begin
pi:= z(0); sj:
uj:= z(7);
result s (7) := (not uj and vj and 1j and jj and sj and pj ) or ( uj and not vj
and 13 and j3j and sj and pj ) or ( uj and vj and not 13 and jj and sj and pj )
or ( not uj and not vj and not 1j and jj and sj and pj ) or ( uj and vj and 1j
and not jj and sj and pj ) or ( not uj and not vj and 1j and not jj and sj and
pJ ) or ( not uj and vj and not 1j and not Jj and sj and pj ) or ( uj and not
vj and not 1j and not jj and sj and pj ) or ( uj and vj and 1j and jj and not
sj and pj ) or ( not uj and not vj and 13 and jj and not sj and pj ) or ( not
uj and vj and not 13 and jj and not sj and pj ) or ( uj and not vj and not 17
and jJ and not sj and pj ) or ( not uj and vj and 1j and not jj and not sj and
pJ ) or ( uj and not vj and 1j and not jj and not sj and pj ) or ( uj and Vvj
and not 13 and not jj and not sj and pj ) or ( not uj and not vj and not 1j and
not jj and not sj and pj ) or ( uj and vj and 1j and jj and sj and not pj ) or
( not uj and not vj and 1j and jj and sj and not pj ) or ( not uj and vj and
not 1j and jj and sj and not pj ) or ( uj and not vj and not 1j and jj and sj
and not pj ) or ( not uj and vj and 1j and not Jj and sj and not pj ) or ( uj
and not vj and 1j and not jj and sj and not pj ) or ( uj and vj and not 1j and
not jj and sj and not pj ) or ( not uj and not vj and not 1j and not jj and sj
and not pj ) or ( not uj and vj and 1j and jj and not sj and not pj ) or ( uj
and not vj and 1j and jj and not sj and not pj ) or ( uj and vj and not 17 and
J3 and not sj and not pj ) or ( not uj and not vj and not 1j and jj and not sj
and not pj ) or ( uj and vj and 1j and not jj and not sj and not pj ) or ( not
uj and not vj and 1j and not jj and not sj and not pj ) or ( not uj and vj and
not 1j and not jj and not sj and not pj ) or ( uj and not vj and not 1j and not
33 and not sj and not P);

result s (6) := (not mj and vj and kj and sj ) or ( mj and not vj and kj and sj
) or ( mj and vj and not kj and sj ) or ( not mj and not vj and not kj and sj )
or ( mj and vj and kj and not sj ) or ( not mj and not vj and kj and not sj )
or ( not mj and vj and not kj and not sj ) or ( mj and not vj and not kj and
not S);

result s (5) := (not uj and jj ) or ( uj and not J);

result s (4) := (U and mj and kj ) or ( not uj and not mj and kj ) or ( not uj
and mj and not kj ) or ( uj and not mj and not K);

result s (3) := (M and vj and sj ) or ( not mj and not vj and sj ) or ( not mj
and vj and not sj ) or ( mj and not vj and not S);

z(1); kj:= z(2); Jj:= z(3); 1lj:= z(4); vj:= z(5); m:j= z(6);
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result s (2) := (V and 1j and pj ) or ( not vj and not 1j and pj ) or ( not vj
and 13J and not pj ) or ( vj and not 1j and not P);

result s (1) := (U and 13j and jj ) or ( not uj and not 1j and jj ) or ( not uj
and 1j and not jj ) or ( uj and not 1j and not J);

result s (0) := (not mj and vj and 1j and kj and sj and pj ) or ( mj and not vj
and 13 and kj and sj and pj ) or ( mj and vj and not 13 and kj and sj and pJj )
or ( not mj and not vj and not 13 and kj and sj and pj ) or ( mj and vj and 1j
and not kj and sj and pj ) or ( not mj and not vj and 1j and not kj and sj and
pJ ) or ( not mj and vj and not 1j and not kj and sj and pj ) or ( mj and not
vj and not 1j and not kj and sj and pj ) or ( mj and vj and 1j and kj and not
sj and pj ) or ( not mj and not vj and 1j and kj and not sj and pj ) or ( not
mj and vj and not 1j and kj and not sj and pj ) or ( mj and not vj and not 17
and kj and not sj and pj ) or ( not mj and vj and 1j and not kj and not sj and
pJ ) or ( mj and not vj and 1j and not kj and not sj and pj ) or ( mj and Vvj
and not 1j and not kj and not sj and pj ) or ( not mj and not vj and not 13 and
not kj and not sj and pj ) or ( mj and vj and 1j and kj and sj and not pj ) or
( not mj and not vj and 1j and kj and sj and not pj ) or ( not mj and vj and
not 1j and kj and sj and not pj ) or ( mj and not vj and not 1j and kj and sj
and not pj ) or ( not mj and vj and 1j and not kj and sj and not pj ) or ( mj
and not vj and 1j and not kj and sj and not pj ) or ( mj and vj and not 1j and
not kj and sj and not pj ) or ( not mj and not vj and not 1j and not kj and sj
and not pj ) or ( not mj and vj and 1j and kj and not sj and not pj ) or ( mj
and not vj and 1j and kj and not sj and not pj ) or ( mj and vj and not 17 and
kj and not sj and not pj ) or ( not mj and not vj and not 1j and kj and not sj
and not pj ) or ( mj and vj and 1j and not kj and not sj and not pj ) or ( not
mj and not vj and 1j and not kj and not sj and not pj ) or ( not mj and vj and
not 1j and not kj and not sj and not pj ) or ( mj and not vj and not 13 and not
kj and not sj and not P);

return result s;

end func cl33;

-—-—-function c=16 -

function func cl6(z: std logic vector (7 downto 0)) return std logic vector is
variable result s : std logic vector (7 downto 0) := (others => '0');

variable uj, mj, vj, 13, jj, kj, sj, pj : std logic := '0';

begin
pi:= z(0); sj:= z(1); kj:= z(2); Jj:= z(3); 1lj:= z(4); vij:= z(5); m:j= z(6);
uj:= z(7);

result s (7) := (not uj and mj and 1j and jj ) or ( uj and not mj and 1j and Jjj
) or ( uj and mj and not 1j and jj ) or ( not uj and not mj and not 13j and jj )
or ( uj and mj and 1j and not jj ) or ( not uj and not mj and 13 and not jj )
or ( not uj and mj and not 1j and not jj ) or ( uj and not mj and not 1j and
not J);

result s (6) := (not uj and vj and 1j and kj ) or ( uj and not vj and 1j and kj
) or ( uj and v3j and not 1j and kj ) or ( not uj and not vj and not 13j and kj )
or ( uj and vj and 1j and not kj ) or ( not uj and not vj and 1j and not kj )
or ( not uj and vj and not 1j and not kj ) or ( uj and not vj and not 1j and
not K);

result s (5) = G;

result s (4) := (not uj and pj ) or ( uj and not P);

result s (3) := B;

result s (2) := (not uj and vj ) or ( uj and not V);

result s (1) := (U and mj and 1j ) or ( not uj and not mj and 1j ) or ( not uj
and mj and not 1j ) or ( uj and not mj and not L);

result s (0) := (U and vj and 1j ) or ( not uj and not vj and 1j ) or ( not uj
and vj and not 1j ) or ( uj and not vj and not L);

return result s;
end func_clé6;

-——function c¢=194 -

function func cl194(z: std logic vector (7 downto 0)) return std logic vector is
variable result s : std logic vector (7 downto 0) := (others => '0");
variable uj, mj, vj, 13, Jjj, kj, sj, pJ : std logic := '0';
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begin

pj:= z(0); sJ:
uj:= z(7);

result s (7) := (not vj and jj and kj and pj ) or ( vJj and not jj and kj and pj
) or ( vj and jj and not kj and pj ) or ( not vj and not jj and not kj and pj )
or ( vj and jj and kj and not pj ) or ( not vj and not jj and kj and not pj )
or ( not vj and jj and not kj and not pj ) or ( vj and not jj and not kj and
not P);

result s (6) := (not uj and vj and 1j and jj and sj and pj ) or ( uj and not vj
and 13j and jj and sj and pj ) or ( uj and vj and not 13 and jj and s3j and pJj )
or ( not uj and not vj and not 1j and jj and sj and pj ) or ( uj and vj and 1j
and not jj and sj and pj ) or ( not uj and not vj and 1j and not jj and sj and
pJ ) or ( not uj and vj and not 1j and not jj and sj and pj ) or ( uj and not
vj and not 1j and not Jj and sj and pj ) or ( uj and vj and 1j and jj and not
sj and pj ) or ( not uj and not vj and 1j and jj and not sj and pj ) or ( not
uj and vj and not 1j and jj and not sj and pj ) or ( uj and not vj and not 1j
and jJj and not sj and pj ) or ( not uj and vj and 1j and not jj and not sj and
pJ ) or ( uj and not vj and 1j and not jj and not sj and pj ) or ( uj and Vvj
and not 1j and not jj and not sj and pj ) or ( not uj and not vj and not 1j and
not jj and not sj and pj ) or ( uj and vj and 1j and jj and sj and not pj ) or
( not uj and not vj and 13 and jj and sj and not pj ) or ( not uj and vj and
not 1j and jj and sj and not pj ) or ( uj and not vj and not 1j and jj and sj
and not pj ) or ( not uj and vj and 1j and not Jj and sj and not pj ) or ( uj
and not vj and 1j and not Jjj and sj and not pj ) or ( uj and vj and not 137 and
not jj and sj and not pj ) or ( not uj and not vj and not 1j and not jj and sj
and not pj ) or ( not uj and vj and 1j and jj and not sj and not pj ) or ( uj
and not vj and 1j and jj and not sj and not pj ) or ( uj and vj and not 1j and
jj and not sj and not pj ) or ( not uj and not vj and not 1j and jj and not sj
and not pj ) or ( uj and vj and 1j and not jj and not sj and not pj ) or ( not
uj and not vj and 1j and not jj and not sj and not pj ) or ( not uj and vj and
not 1j and not jj and not sj and not pj ) or ( uj and not vj and not 13 and not
33 and not sj and not P);

result s (5) := (not uj and mj and vj and 1j ) or ( uj and not mj and vj and 1j
) or ( uj and mj and not vj and 1j ) or ( not uj and not mj and not vj and 1j )
or ( uj and mj and vj and not 1j ) or ( not uj and not mj and vj and not 1j )
or ( not uj and mj and not vj and not 1j ) or ( uj and not mj and not vj and
not L);

result s (4) := (not mj and vj and 1j and jj ) or ( mj and not vj and 1j and Jjj
) or ( mj and vj and not 1j and jj ) or ( not mj and not vj and not 13j and jj )
or ( mj and vj and 1j and not jj ) or ( not mj and not vj and 1j and not jj )
or ( not mj and vj and not 1j and not jj ) or ( mj and not vj and not 1j and
not J);

result s (3) := (U and vj and 13j and jj and kj ) or ( not uj and not vj and 1j
and jJj and kj ) or ( not uj and vj and not 1j and jj and kj ) or ( uj and not
vj and not 1j and jj and kj ) or ( not uj and vj and 1j and not jj and kj ) or
( uj and not vj and 1j and not jj and kj ) or ( uj and vj and not 1j and not jj
and kj ) or ( not uj and not vj and not 1j and not jj and kj ) or ( not uj and
vj and 13 and j3J and not kj ) or ( uj and not vj and 1j and jj and not kj ) or
( uj and vj and not 1j and jj and not kj ) or ( not uj and not vj and not 1j
and jj and not kj ) or ( uj and vj and 1j and not jj and not kj ) or ( not uj
and not vj and 1j and not jj and not kj ) or ( not uj and vj and not 1j and not
33 and not kj ) or ( uj and not vj and not 1j and not jj and not K);

result s (2) := (not uj and mj and 1j and jj and kj and sj ) or ( uj and not mj
and 1J and jJ and kj and sj ) or ( uj and mj and not 13 and jj and kj and sj )
or ( not uj and not mj and not 1j and jj and kj and sj ) or ( uj and mj and 1j
and not jj and kj and sj ) or ( not uj and not mj and 1j and not jj and kj and
sj ) or ( not uj and mj and not 1j and not jj and kj and sj ) or ( uj and not
mj and not 1j and not Jj and kj and sj ) or ( uj and mj and 1j and jj and not
kj and sj ) or ( not uj and not mj and 1j and jj and not kj and sj ) or ( not
uj and mj and not 1j and jj and not kj and sj ) or ( uj and not mj and not 1j
and jj and not kj and sj ) or ( not uj and mj and 1j and not jj and not kj and
sj ) or ( uj and not mj and 1j and not jj and not kj and sj ) or ( uj and mj
and not 1j and not Jj and not kj and sj ) or ( not uj and not mj and not 13 and

z(1); kj:= z(2); Jj:= 2z(3); 1j:= z(4); vj:= z(5); m:j= z(6);
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not jj and not kj and sj ) or
( not uj and not mj and 1j and jj and kj and not sj ) or
not 1j and jj and kj and not sj ) or ( uj and not mj and not
and not sj ) or ( not uj and mj and 1j and not Jjj and kj and
and not mj and 1j and not Jj and kj and not sj ) or ( uj and
not jj and kj and not sj ) or ( not uj and not mj and not 17
and not sj ) or ( not uj and mj and 1j and jj and not kj and
and not mj and 1j and jj and not kj and not sj ) or ( uj and
j3j and not kj and not sj ) or ( not uj and not mj and not 1j
and not sj ) or ( uj and mj and 13 and not jj and not kj and
uj and not mj and 1j and not jj and not kj and not sj ) or (
not 1j and not jj and not kj and not sj ) or ( uj and not mj
J3 and not kj and not 3);

result s (1) := (U and mj and vj and jj and kj and sj
not mj and vj and jj and kj and sj and pj ) or
33 and kj and sj and pj ) or
and pj ) or ( not uj and mj and vj and not jj and kj and sj and pj
and not mj and vj and not jj and kj and sj and pj ) or
and not jj and kj and sj and pj ) or ( not uj and not mj and not vj
and kj and s3j and pj ) or
pj ) or ( uj and not mj and vj and jj and not kj and sj and pj ) or
and not vj and jj and not kj and sj and pj ) or ( not uj and not mj
and jJ and not kj and sj and pj ) or
and sj and pj ) or ( not uj and not mj and vj and not Jj and not kj
pj ) or ( not uj and mj and not vj and not jj and not kj and sj and
uj and not mj and not vj and not jj and not kj and sj and pj ) or (
mj and vj and jj and kj and not sj and pj ) or
and kj and not sj and pj ) or
and pj ) or ( not uj and not mj and not vj and Jjj and kj and not sj
( uj and mj and vj and not jj and kj and not sj and pj ) or
and vj and not jj and kj and not sj and pj ) or ( not uj and mj and
not jj and kj and not sj and pj ) or ( uj and not mj and not vj and
kj and not sj and pj ) or
pJ ) or ( not uj and not mj and vj and jj and not kj and not sj and
not uj and mj and not vj and jj and not kj and not sj and pj ) or (
mj and not vj and jj and not kj and not sj and pj ) or ( not uj and
and not jj and not kj and not sj and pj ) or ( uj and not mj and vj
and not kj and not sj and pj ) or ( uj and mj and not vj and not 3jj
and not sj and pj ) or
not sj and pj ) or
( uj and not mj and vj and jj and kj and sj and not pj ) or
vj and jj and kj and sj and not pj ) or ( not uj and not mj and not
and kj and sj and not pj ) or
not pj ) or ( not uj and not mj and vj and not jj and kj and sj and
( not uj and mj and not vj and not jj and kj and sj and not pj ) or
not mj and not vj and not jj and kj and sj and not pj ) or ( uj and
and jj and not kj and sj and not pj ) or ( not uj and not mj and vj
not kj and sj and not pj ) or ( not uj and mj and not vj and jj and
sj and not pj ) or ( uj and not mj and not vj and jj and not kj and
pJ ) or ( not uj and mj and vj and not jj and not kj and sj and not
uj and not mj and vj and not jj and not kj and sj and not pj ) or (
and not vj and not jj and not kj and sj and not pj ) or
not vj and not jj and not kj and sj and not pj ) or ( uj and mj and
and kj and not sj and not pj ) or ( not uj and not mj and vj and jj
not sj and not pj ) or ( not uj and mj and not vj and jj and kj and
not pj ) or ( uj and not mj and not vj and jj and kj and not sj and
( not uj and mj and vj and not jj and kj and not sj and not pj ) or
not mj and vj and not jj and kj and not sj and not pj ) or ( uj and
vj and not jj and kj and not sj and not pj ) or ( not uj and not mj
and not jj and kj and not sj and not pj ) or ( not uj and mj and Vvj
not kj and not sj and not pj ) or ( uj and not mj and vj and jj and
not sj and not pj ) or ( uj and mj and not vj and jj and not kj and
not pj ) or ( not uj and not mj and not vj and jj and not kj

13 and
not sj
mj and

not sj
mj and
and j7j
not sj
not uj

and pj ) or (
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pJ ) or ( uj and mj and vj and not JJ and not kj and not sj and not pj ) or (

not uj and not mj and vj and not jj and not kj and not sj and not pj ) or ( not
uj and mj and not vj and not jj and not kj and not sj and not pj ) or ( uj and
not mj and not vj and not jj and not kj and not sj and not P);

result s (0) := (not mj and 1j and jj and sj ) or ( mj and not 1j and jj and sj
) or ( mj and 1j and not Jj and sj ) or ( not mj and not 1j and not jj and sj )
or ( mj and 1j and Jjj and not sj ) or ( not mj and not 1j and jj and not sj )
or ( not mj and 1j and not jj and not sj ) or ( mj and not 13 and not jj and
not S);

return result s;
end func_cl94;

-——function c¢=192 -

function func cl192(z: std logic vector (7 downto 0)) return std logic vector is
variable result s : std logic vector (7 downto 0) := (others => '0');

variable uj, mj, vj, 13, Jjj, kj, sj, pj : std logic := '0';

begin

pi:= z(0); sj:= z(1l); kj:= z(2); Jj:= 2z(3); 1j:= z(4); vi:= z(5); m:j= z(6);
uj:= z(7);

result s (7) := (not uj and mj and vj and jj and kj and pj ) or ( uj and not mj
and vj and jj and kj and pj ) or ( uj and mj and not vj and jj and kj and pj )
or ( not uj and not mj and not vj and jj and kj and pj ) or ( uj and mj and Vvj
and not jj and kj and pj ) or ( not uj and not mj and vj and not jj and kj and
pj ) or ( not uj and mj and not vj and not jj and kj and pj ) or ( uj and not
mj and not vj and not jj and kj and pj ) or ( uj and mj and vj and jj and not
kj and pj ) or ( not uj and not mj and vj and jj and not kj and pj ) or ( not
uj and mj and not vj and jj and not kj and pj ) or ( uj and not mj and not vj
and jJ and not kj and pj ) or ( not uj and mj and vj and not jj and not kj and
pJ ) or ( uj and not mj and vj and not jj and not kj and pj ) or ( uj and mj
and not vj and not jj and not kj and pj ) or ( not uj and not mj and not vj and
not jj and not kj and pj ) or ( uj and mj and vj and jj and kj and not pj ) or
( not uj and not mj and vj and jj and kj and not pj ) or ( not uj and mj and
not vj and jj and kj and not pj ) or ( uj and not mj and not vj and jj and kj
and not pj ) or ( not uj and mj and vj and not Jj and kj and not pj ) or ( uj
and not mj and vj and not jj and kj and not pj ) or ( uj and mj and not vj and
not jj and kj and not pj ) or ( not uj and not mj and not vj and not jj and kj
and not pj ) or ( not uj and mj and vj and jj and not kj and not pj ) or ( uj
and not mj and vj and jj and not kj and not pj ) or ( uj and mj and not vj and
J3 and not kj and not pj ) or ( not uj and not mj and not vj and jj and not kj
and not pj ) or ( uj and mj and vj and not jj and not kj and not pj ) or ( not
uj and not mj and vj and not jj and not kj and not pj ) or ( not uj and mj and
not vj and not jj and not kj and not pj ) or ( uj and not mj and not vj and not
33 and not kj and not P);

result s (6) := (not 1j and jj and sj and pj ) or ( 1j and not jj and sj and pj

) or ( 1j and 3jj and not sj and pj ) or ( not 1j and not jj and not sj and pj )
or ( 13 and j3j and sj and not pj ) or ( not 1j and not jj and sj and not pj )
or ( not 1j and jj and not sj and not pj ) or ( 1j and not jj and not sj and
not P);

result s (5) := (U and mj and vj ) or ( not uj and not mj and vj ) or ( not uj
and mj and not vj ) or ( uj and not mj and not V);

result s (4) := (M and vj and 1j ) or ( not mj and not vj and 1j ) or ( not mj
and vj and not 1j ) or ( mj and not vj and not L);

result s (3) := (not uj and vj and 1j and jj ) or ( uj and not vj and 1j and Jjj
) or ( uj and vj and not 1j and Jjj ) or ( not uj and not vj and not 1j and jj )
or ( uj and vj and 1j and not jj ) or ( not uj and not vj and 1j and not 3j )
or ( not uj and vj and not 1j and not jj ) or ( uj and not vj and not 1j and
not J);

result s (2) := (U and mj and 1j and jj and kj ) or ( not uj and not mj and 1j
and jJ and kj ) or ( not uj and mj and not 1j and jj and kj ) or ( uj and not

mj and not 1j and jj and kj ) or ( not uj and mj and 1j and not jj and kj ) or
( uj and not mj and 1j and not jj and kj ) or ( uj and mj and not 1j and not jj
and kj ) or ( not uj and not mj and not 1j and not jj and kj ) or ( not uj and
mj and 13 and jJ and not kj ) or ( uj and not mj and 1j and jj and not kj ) or
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( uj and mj and not 1j and jj and not kj ) or ( not uj and not mj and not 1j

and jJ and not kj ) or ( uj and mj and 13 and not jj and not kj ) or ( not uj
and not mj and 1j and not jj and not kj ) or ( not uj and mj and not 1j and not
33 and not kj ) or ( uj and not mj and not 1j and not jj and not K);

result s (1) := (M and vj and jj and kj and sj ) or ( not mj and not vj and Jjj
and kj and sj ) or ( not mj and vj and not jj and kj and sj ) or ( mj and not
vj and not jj and kj and sj ) or ( not mj and vj and jj and not kj and sj ) or
( mj and not vj and jj and not kj and sj ) or ( mj and vj and not jj and not kj
and sj ) or ( not mj and not vj and not jj and not kj and sj ) or ( not mj and
vy and jJ and kj and not sj ) or ( mj and not vj and jj and kj and not sj ) or
( mj and vj and not jj and kj and not sj ) or ( not mj and not vj and not jj
and kj and not sj ) or ( mj and vj and jJ and not kj and not sj ) or ( not mj
and not vj and jj and not kj and not sj ) or ( not mj and vj and not jj and not
kj and not sj ) or ( mj and not vj and not jj and not kj and not S);

result s (0) := (U and mj and 1j and jj and sj ) or ( not uj and not mj and 1j
and jJj and sj ) or ( not uj and mj and not 1j and jj and sj ) or ( uj and not
mj and not 1j and jj and sj ) or ( not uj and mj and 1j and not jj and sj ) or
( uj and not mj and 1j and not jj and sj ) or ( uj and mj and not 1j and not 7j
and sj ) or ( not uj and not mj and not 1j and not jj and sj ) or ( not uj and
mj and 1j and jj and not sj ) or ( uj and not mj and 1j and jj and not sj ) or
( uj and mj and not 1j and jj and not sj ) or ( not uj and not mj and not 17
and jj and not sj ) or ( uj and mj and 1j and not Jj and not sj ) or ( not uj
and not mj and 1j and not jj and not sj ) or ( not uj and mj and not 1j and not
33 and not sj ) or ( uj and not mj and not 1j and not jj and not S);

return result s;
end func cl92;

-——-function c¢c=251 -

function func c251(z: std logic vector (7 downto 0)) return std logic vector is
variable result s : std logic vector (7 downto 0) := (others => '0');

variable uj, mj, vj, 13, jj, kj, sj, pj : std logic := '0';

begin

pi:= z(0); sj:= z(l); kj:= z(2); Jj:= 2z(3); 1j:= z(4); vi:= z(5); m:j= z(6);
uj:= z(7);

result s (7) := (not uj and vj and jj and pj ) or ( uj and not vj and jj and pj
) or ( uj and vj and not jj and pj ) or ( not uj and not vj and not jj and pj )
or ( uj and vj and jj and not pj ) or ( not uj and not vj and jj and not pj )
or ( not uj and vj and not jj and not pj ) or ( uj and not vj and not jj and
not P);

result s (6) := (U and mj and vj and 1j and jj and kj and pj ) or ( not uj and

not mj and vj and 13 and jj and kj and pj ) or ( not uj and mj and not vj and
13 and jj and kj and pj ) or ( uj and not mj and not vj and 1j and jj and kj
and pJj ) or ( not uj and mj and vj and not 1j and jj and kj and pj ) or ( uj
and not mj and vj and not 1j and Jjj and kj and pj ) or ( uj and mj and not vj
and not 13 and jj and kj and pj ) or ( not uj and not mj and not vj and not 1j
and jj and kj and pj ) or ( not uj and mj and vj and 13 and not jj and kj and
pj ) or ( uj and not mj and vj and 13 and not jj and kj and pj ) or ( uj and mj
and not vj and 1j and not Jj and kj and pj ) or ( not uj and not mj and not vj
and 1j and not jj and kj and pj ) or ( uj and mj and vj and not 1j and not jj
and kj and pj ) or ( not uj and not mj and vj and not 1j and not jj and kj and
pJ ) or ( not uj and mj and not vj and not 1j and not jj and kj and pj ) or (
uj and not mj and not vj and not 1j and not jj and kj and pj ) or ( not uj and
mj and vj and 13 and jJ and not kj and pj ) or ( uj and not mj and vj and 17
and jJ and not kj and pj ) or ( uj and mj and not vj and 1j and jj and not kj
and pj ) or ( not uj and not mj and not vj and 1j and jj and not kj and pj ) or
(uj and mj and vj and not 1j and jj and not kj and pj ) or ( not uj and not mj
and vj and not 1j and jJj and not kj and pj ) or ( not uj and mj and not vj and
not 1j and jj and not kj and pj ) or ( uj and not mj and not vj and not 13j and
33 and not kj and pj ) or ( uj and mj and vj and 1j and not jj and not kj and
pJ ) or ( not uj and not mj and vj and 1j and not jj and not kj and pj ) or (
not uj and mj and not vj and 1j and not jj and not kj and pj ) or ( uj and not
mj and not vj and 1j and not jj and not kj and pj ) or ( not uj and mj and Vv]j
and not 1j and not Jj and not kj and pj ) or ( uj and not mj and vj and not 1j
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and not jj and not kj and pj ) or ( uj and mj and not vj and not 1j and not jj

and not kj and pj ) or ( not uj and not mj and not vj and not 1j and not jj and
not kj and pj ) or ( not uj and mj and vj and 1j and jj and kj and not pj ) or
( uj and not mj and vj and 1j and jj and kj and not pj ) or ( uj and mj and not

vy and 13 and jJ and kj and not pj ) or ( not uj and not mj and not vj and 17
and jJj and kj and not pj ) or ( uj and mj and vj and not 1j and jj and kj and
not pj ) or ( not uj and not mj and vj and not 1j and jj and kj and not pJj ) or
( not uj and mj and not vj and not 1j and jj and kj and not pj ) or ( uj and
not mj and not vj and not 1j and jj and kj and not pj ) or ( uj and mj and vj
and 13 and not jj and kj and not pj ) or ( not uj and not mj and vj and 13 and
not jj and kj and not pj ) or ( not uj and mj and not vj and 1j and not Jjj and
kj and not pj ) or ( uj and not mj and not vj and 1j and not jj and kj and not
pJ ) or ( not uj and mj and vj and not 1j and not jj and kj and not pj ) or (
uj and not mj and vj and not 1j and not jj and kj and not pj ) or ( uj and mj
and not vj and not 1j and not jj and kj and not pj ) or ( not uj and not mj and
not vj and not 1j and not jj and kj and not pj ) or ( uj and mj and vj and 1j
and jj and not kj and not pj ) or ( not uj and not mj and vj and 1j and jj and
not kj and not pj ) or ( not uj and mj and not vj and 1j and jj and not kj and
not pj ) or ( uj and not mj and not vj and 1j and jj and not kj and not pj ) or
( not uj and mj and vj and not 13 and jj and not kj and not pj ) or ( uj and
not mj and vj and not 13 and jj and not kj and not pj ) or ( uj and mj and not
vj and not 1j and jj and not kj and not pj ) or ( not uj and not mj and not Vvj
and not 1j and jj and not kj and not pj ) or ( not uj and mj and vj and 1j and
not jj and not kj and not pj ) or ( uj and not mj and vj and 1j and not Jjj and
not kj and not pj ) or ( uj and mj and not vj and 1j and not jj and not kj and

not pj ) or ( not uj and not mj and not vj and 1j and not jj and not kj and not
pj ) or ( uj and mj and vj and not 13 and not jj and not kj and not pj ) or (
not uj and not mj and vj and not 1j and not jj and not kj and not pj ) or ( not
uj and mj and not vj and not 13 and not jj and not kj and not pj ) or ( uj and
not mj and not vj and not 1j and not jj and not kj and not P);

result s (5) := (M and 1j and kj and sj and pj ) or ( not mj and not 1j and kj
and sj and pj ) or ( not mj and 1j and not kj and sj and pj ) or ( mj and not

19 and not kj and sj and pj ) or ( not mj and 1j and kj and not sj and pj ) or
( mj and not 1j and kj and not sj and pj ) or ( mj and 1j and not kj and not sj
and pj ) or ( not mj and not 1j and not kj and not sj and pj ) or ( not mj and
13 and kj and sj and not pj ) or ( mj and not 1j and kj and sj and not pj ) or
( mj and 13 and not kj and sj and not pj ) or ( not mj and not 1j and not kj
and sj and not pj ) or ( mj and 1j and kj and not sj and not pj ) or ( not mj
and not 1j and kj and not sj and not pj ) or ( not mj and 13 and not kj and not
sj and not pj ) or ( mj and not 1j and not kj and not sj and not P);

result s (4) := (U and vj and jj and sj and pj ) or ( not uj and not vj and Jjj

and sj and pj ) or ( not uj and vj and not jj and sj and pj ) or ( uj and not
vj and not jj and sj and pj ) or ( not uj and vj and jj and not sj and pj ) or
( uj and not vj and jj and not sj and pj ) or ( uj and vj and not jj and not sj
and pj ) or ( not uj and not vj and not jj and not sj and pj ) or ( not uj and
vj and jj and sj and not pj ) or ( uj and not vj and jj and sj and not pj ) or
( uj and vj and not jj and sj and not pj ) or ( not uj and not vj and not Jj
and sj and not pj ) or ( uj and vj and jJj and not sj and not pj ) or ( not uj
and not vj and jj and not sj and not pj ) or ( not uj and vj and not jj and not

sj and not pj ) or ( uj and not vj and not jj and not sj and not P);

result s (3) := (U and mj and 1j and kj and pj ) or ( not uj and not mj and 1j
and kj and pj ) or ( not uj and mj and not 1j and kj and pj ) or ( uj and not
mj and not 1j and kj and pj ) or ( not uj and mj and 1j and not kj and pj ) or
( uj and not mj and 1j and not kj and pj ) or ( uj and mj and not 1j and not kj
and pj ) or ( not uj and not mj and not 1j and not kj and pj ) or ( not uj and
mj and 13 and kj and not pj ) or ( uj and not mj and 1j and kj and not pj ) or
( uj and mj and not 1j and kj and not pj ) or ( not uj and not mj and not 1j
and kj and not pj ) or ( uj and mj and 1j and not kj and not pj ) or ( not uj

and not mj and 1j and not kj and not pj ) or ( not uj and mj and not 1j and not
kj and not pj ) or ( uj and not mj and not 1j and not kj and not P);

result s (2) :=(U and mj and vj and jj and sj ) or ( not uj and not mj and vj
and jj and sj ) or ( not uj and mj and not vj and jj and sj ) or ( uj and not
mj and not vj and jj and sj ) or ( not uj and mj and vj and not jj and sj ) or
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( uj and not mj and vj and not jj and sj ) or ( uj and mj and not vj and not Jj
and sj ) or ( not uj and not mj and not vj and not jj and sj ) or ( not uj and
mj and vj and jj and not sj ) or ( uj and not mj and vj and jj and not sj ) or
( uj and mj and not vj and jj and not sj ) or ( not uj and not mj and not vj
and jJj and not sj ) or ( uj and mj and vj and not jj and not sj ) or ( not uj
and not mj and vj and not Jjj and not sj ) or ( not uj and mj and not vj and not
33 and not sj ) or ( uj and not mj and not vj and not jj and not S);

result s (1) := (not uj and mj and vj and 1j and kj and pj ) or ( uj and not mj
and vj and 13 and kj and pj ) or ( uj and mj and not vj and 13 and kj and pj )
or ( not uj and not mj and not vj and 13 and kj and pj ) or ( uj and mj and vj
and not 1j and kj and pj ) or ( not uj and not mj and vj and not 1j and kj and
pJ ) or ( not uj and mj and not vj and not 1j and kj and pj ) or ( uj and not
mj and not vj and not 1j and kj and pj ) or ( uj and mj and vj and 1j and not
kj and pj ) or ( not uj and not mj and vj and 1j and not kj and pj ) or ( not
uj and mj and not vj and 1j and not kj and pj ) or ( uj and not mj and not vj
and 13 and not kj and pj ) or ( not uj and mj and vj and not 1j and not kj and
pJ ) or ( uj and not mj and vj and not 1j and not kj and pj ) or ( uj and mj
and not vj and not 1j and not kj and pj ) or ( not uj and not mj and not vj and
not 1j and not kj and pj ) or ( uj and mj and vj and 1j and kj and not pj ) or
( not uj and not mj and vj and 13 and kj and not pj ) or ( not uj and mj and
not vj and 1j and kj and not pj ) or ( uj and not mj and not vj and 13 and kj
and not pj ) or ( not uj and mj and vj and not 1j and kj and not pj ) or ( uj
and not mj and vj and not 1j and kj and not pj ) or ( uj and mj and not vj and
not 1j and kj and not pj ) or ( not uj and not mj and not vj and not 1j and kj
and not pj ) or ( not uj and mj and vj and 1j and not kj and not pj ) or ( uj
and not mj and vj and 1j and not kj and not pj ) or ( uj and mj and not vj and
13 and not kj and not pj ) or ( not uj and not mj and not vj and 1j and not kj
and not pj ) or ( uj and mj and vj and not 1j and not kj and not pj ) or ( not
uj and not mj and vj and not 13 and not kj and not pj ) or ( not uj and mj and
not vj and not 1j and not kj and not pj ) or ( uj and not mj and not vj and not
13 and not kj and not P);

result s (0) := (not mj and 1j and sj and pj ) or ( mj and not 1j and sj and pj
) or ( mj and 1j and not sj and pj ) or ( not mj and not 1j and not sj and pj )
or ( mj and 1j and sj and not pj ) or ( not mj and not 1j and sj and not pj )
or ( not mj and 1j and not sj and not pj ) or ( mj and not 1j and not sj and
not P);

return result s;

end func_c251;

-——-function x

function func x(x,y : std logic vector (127 downto 0)) return std logic vector
is

variable result : std logic vector (127 downto 0) := (others => '0');

begin

result := ((not x) and y) or ( x and (not vy));

return result;
end func x;

-——-function S--

function func s(z: std logic vector (127 downto 0)) return std logic vector is
variable result s : std logic vector (127 downto 0) := (others => '0'");
variable res : std logic vector(7 downto 0) := (others => '0');

variable uj, mj, vj, 13, 33, ki, s3, pi, v0, v1, v2, v3, v4, y5, y6, y7
std logic := '0';

variable x : integer := 0;
variable r : integer := 0;
begin

for ggg in 0 to 15 loop
uj:= z(x); x:= x +1;

mj:= z(x); x:= x +1;

vii= z(x); x:= x +1;

lg:= z(x); x:= x +1;

Jj:= z(x); x:= x +1;
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kj:= z(x); x:= x +1;

sj:= z(x); x:= x +1;

pi:= z(x); x:= x +1;
y0 := (not uj and not vj and 1j and jj and sj ) or ( uj and not vj and not 1]
and kj and sj ) or ( uj and mj and vj and not 1j and not jj and kj ) or ( uj
and mj and not vj and 1j and not Jjj and not kj ) or ( uj and not mj and vj and
1j and kj and sj ) or ( uj and not mj and not 1j and not jj and not kj and pj )
or ( not uj and not 1j and jj and kj and not sj and not pj ) or ( not uj and mj
and vj and 13 and not jj and not kj and sj ) or ( uj and mj and not vj and 1]

and not jj and not sj and pj ) or ( not mj and vj and 1j and jj and not kj and
not sj and pj ) or ( not mj and vj and 1j and kj and not pj ) or ( vj and 1j
and jj and kj and not pj ) or ( mj and not vj and 1j and jj and kj and sj ) or
( uj and mj and not vj and 1j and not kj and not sj ) or ( uj and not mj and
not vj and not 1j and not kj and not sj ) or ( uj and not mj and vj and 1j and
Jj and pj ) or ( not uj and mj and 1j and jj and kj and pj ) or ( not uj and
not mj and not 1j and jj and kj and pj ) or ( not uj and mj and vj and not 1j
and sj and pj ) or ( not uj and mj and not 1j and not Jjj and sj and pj ) or (
not mj and vj and jj and kj and sj and pj ) or ( uj and mj and not 1j and jj
and not sj and pj ) or ( not uj and mj and vj and not Jj and not sj and pj ) or
( uj and vj and jj and kj and not sj and pj ) or ( mj and vj and not 1j and not
k3 and not sj and pj ) or ( uj and not mj and not jj and not kj and not sj and
pj ) or ( not uj and not mj and not vj and not jj and kj and not pj ) or ( uj
and mj and vj and jJ and not kj and not pj ) or ( not mj and vj and 1j and Jj
and sj and not pj ) or ( not uj and not mj and not 1j and not jj and sj and not
pj ) or ( uj and mj and not 1j and not kj and sj and not pj ) or ( not uj and
vj and 1j and kj and not sj and not pj ) or ( not uj and vj and not 1j and not
kj and not sj and not pj ) or ( mj and 13 and jj and not kj and not sj and not
pJ ) or ( not mj and vj and not jj and not kj and not sj and not pj ) or ( mj
and not vj and not Jj and not kj and not sj and not pj ) or ( not uj and not mj
and vj and not 1j and not jj and kj and sj ) or ( not uj and not mj and not vj
and 13 and not jj and not kj and not sj ) or ( not uj and not mj and not vj and
not jj and not kj and sj and pj ) or ( not mj and not vj and 1j and jj and kj
and not sj and pj ) or ( not uj and not mj and not vj and jj and not kj and not
sj and not pj ) or ( uj and vj and 1j and not jj and not kj and not sj and not
P);

yl := (U and mj and vj and 1j and jj and sj ) or ( not mj and vj and 1j and not
33 and not kj and sj ) or ( uj and mj and vj and 1j and jj and pj ) or ( mj and
vj and not 1j and not jj and kj and pj ) or ( not uj and not 1j and jj and not
kj and sj and pj ) or ( not uj and not mj and not vj and not jj and not sj and
pj ) or ( uj and not mj and not 13 and not jj and kj and not pj ) or ( not mj
and vj and not 1j and kj and sj and not pj ) or ( mj and 1j and jj and not kj
and sj and not pj ) or ( not uj and vj and 1j and kj and not sj and not pj ) or
( vy and 1j and not jj and kj and not sj and not pj ) or ( uj and not mj and
not 1j and jj and kj and not sj and pj ) or ( uj and mj and vj and not 13j and
33 and not sj and not pj ) or ( not uj and mj and vj and 1j and not jj and not
sj and not pj ) or ( uj and not vj and 1j and jj and kj and not sj and not pj )
or ( not mj and not jj and kj and not sj and not pj ) or ( not uj and mj and
not vj and 1j and not jj and sj ) or ( not uj and not mj and vj and jj and kj
and sj ) or ( not mj and not vj and not 1j and Jjj and not kj and sj ) or ( not
mj and vj and 13 and not jj and kj and not sj ) or ( not uj and not mj and 17
and jj and not kj and not sj ) or ( uj and not mj and not vj and jj and kj and
pj ) or ( uj and mj and vj and 1j and not kj and pj ) or ( not mj and not vj
and 13 and not jj and not kj and pj ) or ( not uj and mj and 1j and kj and sj
and pJj ) or ( not uj and not vj and not Jjj and kj and sj and pj ) or ( mj and
not vj and not jj and kj and sj and pj ) or ( not uj and not vj and 1j and not
kj and sj and pj ) or ( not mj and vj and not 1j and not kj and sj and pj ) or
( not uj and mj and not vj and jj and not sj and pj ) or ( uj and mj and jj and
not kj and not sj and pj ) or ( not uj and vj and not jj and kj and sj and not
pJ ) or ( uj and mj and not vj and not kj and sj and not pj ) or ( mj and not
vj and not 1j and not jj and not sj and not pj ) or ( not uj and not mj and not
19 and kj and not sj and not pj ) or ( uj and not mj and not 1j and not kj and
not sj and not pj ) or ( not uj and not vj and jj and not kj and not sj and not
pJ ) or ( uj and not mj and vj and not 1j and not Jj and not kj and not sj ) or
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( uj and not mj and vj and 1j and kj and sj and pj ) or ( uj and mj and vj and
J3 and kj and sj and pj ) or ( uj and mj and not vj and 1j and not jj and not
sj and pj ) or ( not uj and mj and not 1j and jj and kj and not sj and pj ) or
( not mj and vj and 1j and jj and not kj and not sj and pj ) or ( uj and mj and
not vj and not 1j and jj and sj and not pj ) or ( not mj and not vj and 1j and
33 and kj and sj and not pj ) or ( not uj and mj and not 1j and jj and kj and
sj and not pj ) or ( mj and vj and not 1j and not jj and not kj and sj and not
pJ ) or ( not uj and mj and not 1j and jj and not kj and not sj and not P);

y2 := (M and vj and 1j and not jj and kj and not sj ) or ( not uj and not mj
and not vj and not 1j and kj and pj ) or ( not uj and vj and 1j and not jj and
not kj and pj ) or ( mj and vj and 1j and not kj and not sj and pj ) or ( mj
and not vj and jj and kj and sj and not pj ) or ( uj and not vj and not 13 and
not jj and not sj and not pj ) or ( not vj and 1j and jj and not kj and not sj
and not pj ) or ( uj and not mj and vj and 1j and jj and not kj and sj ) or (
uj and mj and vj and not 1j and not jj and not kj and sj ) or ( uj and mj and
not vj and not 1j and jj and not kj and pj ) or ( mj and vj and 1j and jj and
kj and sj and pj ) or ( not uj and mj and vj and not jj and kj and sj and pj )
or ( uj and not mj and vj and not jj and kj and sj and pj ) or ( not uj and not
mj and not 1j and not jj and kj and not sj and pj ) or ( not uj and not mj and
not 1j and jj and not kj and not sj and pj ) or ( not uj and not vj and not 17
and not j3j and not kj and not sj and pj ) or ( not uj and mj and vj and not 1j
and not j3j and not kj and not pj ) or ( not uj and mj and vj and not 1j and jj
and not kj and sj and pj ) or ( not uj and not mj and not vj and not sj and pj
) or ( uj and mj and not vj and not 1j and not jj and kj ) or ( not uj and mj
and 13 and j3j and kj and sj ) or ( not uj and not vj and not 1j and jj and kj
and sj ) or ( uj and not mj and vj and 1j and not Jj and not sj ) or ( not uj
and not mj and 1j and jj and kj and not sj ) or ( mj and vj and not 1j and jj
and kj and not sj ) or ( uj and not mj and not 1j and not jj and not kj and not
sj ) or ( uj and not mj and not vj and 1j and not jj and pj ) or ( uj and not
vj and 1j and not jj and kj and pj ) or ( not uj and mj and 1j and kj and not
sj and pj ) or ( not uj and not vj and 13 and jj and kj and not pj ) or ( uj
and vj and not 1j and jj and kj and not pj ) or ( not uj and vj and 1j and jj
and not kj and not pj ) or ( not uj and not mj and vj and not 1j and sj and not
pJ ) or ( uj and vj and 1j and not jj and sj and not pj ) or ( uj and mj and V]
and not kj and sj and not pj ) or ( not uj and not 1j and not jj and not kj and
sj and not pj ) or ( uj and not mj and not vj and jj and not sj and not pj ) or
( uj and not mj and vj and not jj and not sj and not pj ) or ( not mj and not
vj and not 1j and not Jj and not sj and not pj ) or ( uj and mj and not Jj and
kj and not sj and not pj ) or ( not mj and vj and 1j and not kj and not sj and
not pj ) or ( uj and not mj and not vj and not 1j and jj and not kj and sj ) or
( not uj and not mj and vj and jj and kj and sj and pj ) or ( not uj and mj and
not vj and 1j and not kj and sj and pj ) or ( uj and not mj and vj and Jj and
kj and not sj and pj ) or ( not uj and mj and not vj and 1j and not jj and not
kj and not pj ) or ( not uj and mj and not vj and 1j and not jj and sj and not
pJ ) or ( uj and not mj and vj and jj and kj and sj and not pj ) or ( not uj
and not mj and vj and not jj and kj and sj and not pj ) or ( uj and not mj and
not vj and not jj and not kj and sj and not pj ) or ( not uj and mj and not 17
and jJ and kj and not sj and not P);

y3 := (not uj and mj and not vj and not 1j and kj ) or ( uj and mj and vj and
not 1j and not jj and kj ) or ( not uj and mj and vj and 1j and not jj and sj )
or ( uj and vj and not 1j and jj and not kj and not sj ) or ( not uj and not mj
and not 1j and not jj and not kj and not sj ) or ( mj and not vj and not 13j and
33 and kj and pj ) or ( not mj and vj and 1j and Jjj and sj and pj ) or ( uj and
not mj and not vj and not jj and sj and pj ) or ( uj and mj and not vj and not
jj and not sj and pj ) or ( uj and mj and vj and not 1j and kj and not pj ) or
( uj and not mj and not vj and jj and kj and not pj ) or ( not uj and not mj
and not vj and not 1j and not kj and not pj ) or ( not mj and not vj and not 1j
and not jj and not sj and not pj ) or ( uj and not mj and vj and not 1j and jj
and not sj and pj ) or ( not uj and mj and not vj and not 1j and jj and not sj
and pj ) or ( not uj and not mj and not vj and 1j and kj and not sj and pj ) or
( uj and mj and 1j and jj and not kj and sj and not pj ) or ( not uj and mj and
19 and jj and not kj and not sj and not pj ) or ( not uj and not mj and not vj
and not jj and not kj and not sj and not pj ) or ( uj and vj and 1j and not jj
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not jj and sj and pj ) or ( uj and not mj and not vj and jJj and not sj and pj )
or ( uj and not mj and jj and not kj and not sj and pj ) or ( not uj and mj and
not vj and not 1j and not sj and not pj ) or ( not mj and vj and 1j and kj and
not sj and not pj ) or ( not vj and 1j and not jj and not kj and not sj and not
pJ ) or ( mj and not vj and not 1j and not jj and kj and sj and pj ) or ( mj
and not vj and 1j and not Jj and kj and sj and not pj ) or ( not uj and not mj
and not 1j and not Jj and kj and sj and not pj ) or ( not uj and not vj and not
j3j and not kj and not sj ) or ( uj and not vj and 1j and not jj and kj and sj )
or ( uj and not mj and not 1j and not jj and not kj and sj ) or ( not uj and mj
and vj and 13 and not jj and not sj ) or ( uj and not mj and not vj and not 1j
and kj and not sj ) or ( uj and mj and not vj and not Jjj and kj and pj ) or (
not uj and not mj and 1j and not jj and kj and pj ) or ( uj and not mj and not
vj and not 1j and not kj and pj ) or ( mj and vj and not 1j and not jj and not
kj and pj ) or ( not uj and mj and not vj and jj and not sj and pj ) or ( not
mj and not vj and not 1j and not jj and not sj and pj ) or ( not uj and not mj
and vj and not 1j and not Jj and not pj ) or ( uj and mj and vj and 13 and kj
and not pj ) or ( uj and not mj and not 1j and jj and kj and not pj ) or ( uj
and vj and not 1j and not jj and not kj and not pj ) or ( uj and not mj and Vvj
and not 1j and sj and not pj ) or ( uj and not 1j and jj and kj and sj and not
pj ) or ( uj and mj and vj and not kj and sj and not pj ) or ( not mj and not
vj and 1j and not kj and sj and not pj ) or ( mj and not vj and not 1j and not
kj and sj and not pj ) or ( not uj and not mj and jj and not kj and sj and not
pJ ) or ( uj and 1j and jj and not kj and sj and not pj ) or ( not uj and not
vj and not 1j and jj and not sj and not pj ) or ( uj and not mj and 1j and not
33 and not sj and not pj ) or ( not uj and mj and jj and not kj and not sj and
not pj ) or ( not uj and not mj and not vj and 1j and jj and not kj and pj ) or
( uj and not mj and vj and 1j and jj and sj and pj ) or ( uj and not mj and V]
and 13 and kj and sj and pj ) or ( uj and mj and 13 and jj and kj and sj and pj
) or ( not uj and not mj and vj and not jj and kj and sj and pj ) or ( not uj
and mj and 13 and jj and kj and not sj and pj ) or ( uj and vj and 1j and jj
and not kj and not sj and P);

y6 := (U and not mj and not 1j and not jj and kj and sj ) or ( not uj and mj
and not vj and 1j and not kj and pj ) or ( mj and not vj and not jj and not kj
and sj and pj ) or ( uj and mj and jj and kj and not sj and pj ) or ( not uj
and mj and 13 and not kj and not sj and pj ) or ( uj and not mj and vj and not
33 and sj and not pj ) or ( uj and vj and not jj and not kj and sj and not pj )
or ( uj and not mj and jj and kj and not sj and not pj ) or ( mj and vj and jj
and not kj and not sj and not pj ) or ( not uj and mj and vj and 13j and kj and
sj and pj ) or ( uj and not mj and vj and 1j and not jj and not sj and pj ) or
( uj and mj and not 1j and not jj and not kj and not sj and pj ) or ( uj and mj
and vj and jj and kj and sj and not pj ) or ( not mj and not vj and not 13 and
not kj and not sj ) or ( not uj and not mj and not vj and 1j and not jj and not
kj ) or ( uj and not vj and not 1j and jj and not kj and sj ) or ( not mj and
not vj and 1j and not jj and not kj and sj ) or ( not mj and vj and not 1j and
not jj and not kj and sj ) or ( not uj and not vj and not 1j and not jj and kj
and not sj ) or ( uj and not mj and not vj and jj and not kj and not sj ) or (
not uj and not mj and not vj and jj and kj and pj ) or ( not uj and not mj and
not 1j and jj and sj and pj ) or ( uj and vj and not 1j and kj and sj and pj )
or ( uj and mj and not jj and kj and sj and pj ) or ( uj and vj and 1j and kj
and not sj and pj ) or ( not mj and vj and 1j and kj and not sj and pj ) or (
not uj and not 1j and not jj and kj and not sj and pj ) or ( mj and 13 and Jj

and not kj and not sj and pj ) or ( not uj and not mj and vj and not 1j and not
33 and not pj ) or ( not uj and mj and vj and jj and not kj and not pj ) or (
not uj and not mj and 1j and jj and sj and not pj ) or ( mj and not vj and not
13 and jj and sj and not pj ) or ( not uj and mj and not vj and kj and sj and
not pj ) or ( not uj and not mj and not vj and not kj and sj and not pj ) or (
not uj and mj and not vj and not 1j and not sj and not pj ) or ( uj and mj and
1jJ and not jj and not sj and not pj ) or ( not uj and vj and 1j and kj and not
sj and not pj ) or ( uj and not vj and 1j and kj and not sj and not pj ) or (
uj and not mj and not vj and not kj and not sj and not pj ) or ( not uj and mj

and vj and not 1j and not jj and kj and pj ) or ( uj and not vj and 1j and jj
and kj and sj and pj ) or ( not uj and not vj and not 13 and jj and kj and sj
and pJ ) or ( uj and mj and vj and 1j and not kj and sj and pj ) or ( uj and
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not mj and 1j and jj and not kj and sj and pj ) or ( mj and vj and not 1j and
33 and not kj and sj and pj ) or ( mj and not vj and 1j and not jj and kj and
sj and not P);

y7 := (U and not mj and 1j and jj and not kj and not sj ) or ( uj and mj and vj
and 1j and not jj and pj ) or ( uj and not mj and not vj and not jj and kj and
pJ ) or ( uj and mj and vj and 1j and sj and pj ) or ( uj and mj and vj and not
kj and sj and pj ) or ( not mj and vj and 1j and jj and sj and not pj ) or (
not uj and not mj and vj and 1j and not jj and not kj and pj ) or ( not uj and
mj and vj and not 1j and not kj and not sj and pj ) or ( not uj and mj and Vv]j
and not 1j and not Jj and sj and not pj ) or ( uj and mj and not vj and not jj
and not kj and sj and not pj ) or ( mj and vj and not 1j and jj and not sj ) or
( not uj and not mj and 1j and not jj and kj and sj ) or ( not uj and not mj
and not vj and jj and not kj and sj ) or ( uj and mj and 1j and jj and not kj
and sj ) or ( not uj and vj and 13 and jj and not kj and sj ) or ( uj and mj
and not vj and jj and kj and not sj ) or ( not uj and mj and 1j and jj and kj
and not sj ) or ( mj and not vj and not 1j and not jj and kj and not sj ) or (
not uj and not mj and not vj and not 13 and not kj and not sj ) or ( uj and not
mj and not 1j and not jj and not kj and not sj ) or ( not uj and not vj and 1j
and jj and kj and pj ) or ( uj and vj and not 1j and jj and not kj and pj ) or
( mj and not vj and not 13 and jj and sj and pj ) or ( not uj and mj and not 17
and kj and s3j and pj ) or ( uj and not vj and not Jj and kj and sj and pj ) or
( not mj and 1j and not jj and not kj and sj and pj ) or ( uj and not mj and vj
and jJ and not sj and pj ) or ( uj and mj and not vj and 1j and jj and not pj )
or ( mj and not vj and not 1j and jj and kj and not pj ) or ( mj and vj and 1j
and not j3j and kj and not pj ) or ( not mj and not vj and not 1j and jj and not
kj and not pj ) or ( not uj and not mj and not vj and not jj and not kj and not
pj ) or ( uj and not vj and 13 and not jj and not kj and not pj ) or ( uj and
not vj and 1j and not jj and sj and not pj ) or ( not uj and vj and not 1j and
kj and sj and not pj ) or ( not uj and not mj and vj and not 13 and not sj and
not pj ) or ( not uj and not mj and not jj and kj and not sj and not pj ) or (
not uj and mj and not vj and not kj and not sj and not pj ) or ( uj and not mj
and not J3j and not kj and not sj and not pj ) or ( uj and not mj and not vj and
not 1j and not kj and sj and pj ) or ( not uj and not mj and not vj and Jjj and
kj and not sj and pj ) or ( not mj and vj and 1j and jj and kj and not sj and
pj ) or ( uj and not vj and not 13 and jj and kj and sj and not pj ) or ( uj
and mj and vj and jj and not kj and not sj and not P);

result s(x-8):= y0; result s(x-7):= yl; result s(x-6):= y2; result s(x-5):= y3;
result s(x-4):= y4; result s(x-3):= y5; result s(x-2):= y6; result s(x-1):= y7;
end loop;

return result s;
end func_s;

-——-function S obrat--

function func so(z: std logic vector (127 downto 0)) return std logic vector is
variable result s : std logic vector (127 downto 0) := (others => '0');
variable res : std logic vector (7 downto 0) := (others => '0'");

variable uj, mj, vj, 13, 33, ki, si, p3, v0, vi, v2, v3, v4, y5, y6, y7
std logic := '0';

variable x : integer := 0;

variable r : integer := 0;

begin

for ggg in 0 to 15 loop

uj:= z(x); x:= x +1;

mj:= z(x); x:= x +1;

vji= z(x); x:= x +1;

lg:= z(x); x:= x +1;

Jii= z(x); x:= x +1;

kj:= z(x); x:= x +1;

sji= z(x); x:= x +1;

pi:= z(x); x:= x +1;
y7 := (U and not mj and not 1j and jj and not sj ) or ( not mj and vj and not
19 and kj and pj ) or ( not uj and vj and not 1j and not jj and not pj ) or (
not uj and not mj and not 1j and kj and sj and pj ) or ( not vj and not 1j and
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33 and not kj and not sj and pj ) or ( not uj and not 13 and not jj and not kj
and not sj and not pj ) or ( uj and not mj and vj and not 1j and jj and not kj
and not pj ) or ( not uj and not mj and not vj and 13 and jj and kj and not sj
and pj ) or ( not uj and mj and vj and 1j and jj and not kj and sj and not pj )
or ( uj and mj and vj and not jj and kj ) or ( vj and not 1j and not jj and kj
and sj ) or ( not uj and mj and not 1j and not kj and pj ) or ( mj and not vj
and not 1j and jj and not kj and sj ) or ( uj and mj and vj and not 1j and not
jj and not sj ) or ( not mj and vj and 1j and jj and not kj and not sj ) or (
mj and not vj and 1j and jj and not kj and not sj ) or ( not uj and mj and Vv]j
and not jj and not kj and pj ) or ( not uj and not mj and vj and 1j and sj and
pJ ) or ( uj and not vj and 13 and kj and sj and pj ) or ( uj and not mj and vj
and 13 and kj and not pj ) or ( not uj and mj and not vj and not 1j and kj and
not pj ) or ( uj and mj and 1j and kj and sj and not pj ) or ( uj and not vj
and not jj and not kj and sj and not pj ) or ( uj and not mj and 1j and not jj
and not sj and not pj ) or ( not uj and mj and vj and kj and not sj and not pj
) or ( uj and vj and not 1j and kj and not sj and not pj ) or ( not uj and not
mj and vj and not kj and not sj and not pj ) or ( uj and vj and Jjj and not kj
and not sj and not pj ) or ( mj and not vj and not jj and not kj and not sj and
not pj ) or ( not uj and mj and not vj and 1j and not jj and not kj and sj ) or
( not uj and not vj and 13 and jj and not kj and sj and pj ) or ( not mj and
not vj and 1j and j3j and not kj and sj and pj ) or ( not uj and vj and not 17
and jj and not kj and sj and pj ) or ( uj and not mj and vj and not jj and not
kj and sj and pj ) or ( not mj and not vj and not 1j and not jj and not kj and
sj and pj ) or ( not uj and mj and vj and 1j and jj and not sj and pj ) or ( uj
and mj and not vj and 1j and not jj and not sj and pj ) or ( not uj and mj and
not vj and not jj and kj and not sj and pj ) or ( uj and not mj and not vj and
not jj and kj and not sj and pj ) or ( uj and mj and not vj and 1j and Jj and
kj and not pj ) or ( not mj and vj and 1j and jj and kj and sj and not pj ) or

( not uj and not vj and 1j and jj and kj and sj and not pj ) or ( uj and not mj
and not 13 and not jj and kj and sj and not pj ) or ( not uj and not mj and not
vj and jj and not kj and sj and not P);

y6 := (not mj and vj and 1j and kj and pj ) or ( not uj and not mj and jj and

not sj and pj ) or ( uj and vj and 1j and jj and kj and pj ) or ( uj and not vj
and not 1j and not Jjj and sj and pj ) or ( not vj and not 1j and not jj and kj
and sj and pj ) or ( not uj and mj and jj and not kj and sj and pj ) or ( not
uj and not vj and 13 and jj and not sj and pj ) or ( not uj and not mj and vj
and kj and not sj and pj ) or ( not uj and not mj and 1j and kj and not sj and
pJ ) or ( not uj and mj and 13 and not jj and kj and not pj ) or ( mj and not
vj and not 1j and not kj and not sj and not pj ) or ( mj and 1j and jj and not
kj and not sj and not pj ) or ( not uj and not mj and not vj and not 1j and jj
and kj and not pj ) or ( not uj and not mj and vj and not jj and not kj and not
sj and not pj ) or ( uj and mj and vj and not 1j and not jj and kj ) or ( not
uj and mj and not vj and 1j and not jj and sj ) or ( mj and vj and not 13j and
not jj and kj and sj ) or ( uj and mj and not vj and not 1j and not kj and sj )
or ( not uj and mj and vj and 1j and not jj and not sj ) or ( not uj and vj and
not 1j and jj and kj and not sj ) or ( not uj and not vj and not 1j and jj and
not kj and not sj ) or ( not mj and not vj and not 1j and jj and not kj and not
sj ) or ( uj and vj and 1j and not jj and sj and pj ) or ( not uj and not vj
and 1j and not kj and sj and pj ) or ( vj and not 1j and jj and not kj and sj
and pj ) or ( mj and not vj and 1j and not kj and not sj and pj ) or ( uj and
mj and not vj and not 1j and jj and not pj ) or ( not uj and not mj and 1j and
not jj and not kj and not pj ) or ( uj and not mj and vj and not jj and sj and
not pj ) or ( uj and not mj and 1j and kj and sj and not pj ) or ( uj and not
1jJ and not jj and kj and sj and not pj ) or ( uj and not 1j and jj and not kj
and sj and not pj ) or ( mj and 1j and not jj and not kj and sj and not pj ) or
( not uj and mj and not 1j and jj and not sj and not pj ) or ( vj and 1j and
not jj and kj and not sj and not pj ) or ( uj and not vj and not Jj and not kj
and not sj and not pj ) or ( uj and not mj and not vj and 1j and jj and not kj
and sj ) or ( uj and not mj and not vj and 1j and jj and kj and not sj ) or (
not uj and mj and vj and not 1j and jj and kj and pj ) or ( not uj and mj and
vj and not 1j and not jj and not kj and pj ) or ( uj and not mj and vj and not
13 and jj and sj and pj ) or ( uj and not mj and not vj and not 1j and kj and
not sj and pj ) or ( uj and not mj and 1j and not jj and not kj and not sj and

77



pJ ) or ( uj and vj and not 1j and not jj and not kj and not sj and pj ) or (

mj and vj and 13 and jJ and kj and sj and not pj ) or ( not uj and not mj and
vj and jj and not kj and sj and not pj ) or ( uj and not mj and vj and not 17
and kj and not sj and not P);

y5 := (U and not mj and not vj and jj and sj ) or ( not uj and not mj and not
13 and not sj and pj ) or ( vj and not 1j and kj and not sj and pj ) or ( uj
and mj and not vj and not 1j and not jj and sj ) or ( not mj and not vj and 1j
and jj and kj and sj ) or ( not uj and mj and vj and not 1j and kj and not sj )
or ( mj and vj and jj and kj and sj and pj ) or ( not uj and vj and not 137 and
33 and not sj and pj ) or ( not uj and not vj and not 13 and not jj and not sj
and pJj ) or ( uj and not mj and not jj and not kj and not sj and pj ) or ( not
mj and 13 and jJ and not kj and not sj and not pj ) or ( not uj and mj and not

vj and 1j and not jj and kj and pj ) or ( not uj and mj and vj and not 13j and
not kj and sj and not pj ) or ( not mj and vj and 13 and not jj and not kj and
sj and not pj ) or ( not uj and vj and 1j and jj and not kj and not sj and not
pJ ) or ( uj and mj and vj and 1j and jj and not kj and not sj and pj ) or (
not uj and mj and not jj and kj and not sj ) or ( not mj and vj and not 1j and
kj and pj ) or ( not uj and vj and kj and not sj and pj ) or ( uj and not mj
and not vj and 1j and kj and sj ) or ( not uj and vj and not 1j and not jj and
kj and sj ) or ( mj and vj and not 13 and not jj and not kj and sj ) or ( not
uj and not mj and vj and 13 and jj and not sj ) or ( uj and mj and not vj and
13 and not jj and not sj ) or ( not uj and not mj and vj and jj and not kj and
pJ ) or ( not vj and not 1j and jj and not kj and sj and pj ) or ( uj and mj
and not jj and not kj and sj and pj ) or ( not vj and 1j and not jj and kj and
not sj and pj ) or ( not uj and not vj and 1j and jj and kj and not pj ) or (
uj and not vj and not 13 and not jj and not kj and not pj ) or ( not uj and not
vj and 1j and jj and sj and not pj ) or ( not uj and not vj and not 1j and not
jj and sj and not pj ) or ( uj and not mj and vj and kj and sj and not pj ) or
( vj and not 1j and not jj and kj and sj and not pj ) or ( uj and not vj and
not jj and not kj and sj and not pj ) or ( mj and not vj and not Jj and not kj
and sj and not pj ) or ( uj and not mj and not 1j and not jj and not sj and not
pj ) or ( not uj and mj and vj and 13 and not jj and not kj and pj ) or ( not
uj and mj and not vj and not 1j and jj and sj and pj ) or ( not uj and mj and
19 and jj and not kj and sj and pj ) or ( uj and vj and not 1j and not jj and
not kj and sj and pj ) or ( uj and not mj and 1j and jj and kj and not sj and
pj ) or ( not uj and not vj and 13 and jj and not kj and not sj and pj ) or (
not uj and mj and 13 and jj and kj and sj and not pj ) or ( uj and not mj and

not vj and not 1j and kj and not sj and not pj ) or ( uj and vj and 1j and not
J3 and kj and not sj and not pj ) or ( not uj and not mj and not vj and not Jj
and not kj and not sj and not pj ) or ( not uj and vj and not 1j and not jj and
not kj and not sj and not P);

y4 := (U and mj and vj and not 1j and jj and not sj ) or ( mj and vj and not 1j

and not jj and not kj and pj ) or ( uj and not 1j and not jj and not kj and sj
and pJj ) or ( uj and not 13 and jj and kj and not sj and pj ) or ( not uj and
not vj and not 1j and jj and kj and not pj ) or ( not uj and mj and 1j and not
33 and not sj and not pj ) or ( not vj and 13 and not jj and kj and not sj and
not pj ) or ( not uj and not mj and vj and not 1j and kj and sj and pj ) or (
uj and mj and not vj and 1j and not kj and sj and pj ) or ( not uj and not mj
and not 1j and jj and not kj and not sj and not pj ) or ( not uj and mj and 1j
and kj and sj ) or ( uj and not mj and vj and 1j and not jj and kj ) or ( uj
and mj and not vj and not 1j and not jj and not kj ) or ( mj and vj and 13j and
jj and kj and sj ) or ( not mj and vj and not 1j and jj and kj and sj ) or (
not uj and not mj and 13 and not jj and not kj and sj ) or ( uj and not vj and
13 and not jj and not kj and sj ) or ( uj and not mj and vj and 1j and kj and
not sj ) or ( uj and mj and vj and not jj and not kj and not sj ) or ( uj and
not mj and not vj and not 13j and kj and pj ) or ( not uj and mj and not vj and
not jj and kj and pj ) or ( not uj and not mj and 1j and jj and not kj and pj )
or ( not uj and not mj and not vj and jj and sj and pj ) or ( not mj and vj and
1jJ and Jj and sj and pj ) or ( not uj and not vj and 1j and not jj and sj and
pJ ) or ( mj and vj and not 1j and jj and not sj and pj ) or ( not uj and vj
and 1j and kj and not sj and pj ) or ( not mj and not vj and not 13j and kj and
not sj and pj ) or ( uj and not mj and not jj and kj and not sj and pj ) or (
not uj and not mj and not vj and not 1j and sj and not pj ) or ( not uj and Vvj
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and 13 and not jj and sj and not pj ) or ( mj and not 1j and not jj and kj and
sj and not pj ) or ( not vj and not 1j and jj and not kj and sj and not pj ) or
( uj and vj and 1j and not jj and not sj and not pj ) or ( uj and not mj and
not vj and kj and not sj and not pj ) or ( uj and not mj and not Jj and not kj
and not sj and not pj ) or ( uj and not mj and not vj and 1j and jj and not kj
and not sj ) or ( not uj and mj and not vj and not 1j and jj and not kj and pj
) or ( not uj and mj and not vj and 1j and jj and not sj and pj ) or ( uj and
mj and not vj and 1j and not jj and not sj and pj ) or ( uj and mj and not vj
and 1j and jj and kj and not pj ) or ( uj and vj and not 1j and not jj and kj
and sj and not pj ) or ( not uj and mj and vj and jj and not kj and sj and not
pJ ) or ( uj and not mj and vj and jj and not kj and sj and not pj ) or ( uj
and mj and 13 and jJ and not kj and not sj and not P);

y3 := (not uj and mj and jj and kj and pj ) or ( not mj and vj and not 1j and
not jj and not kj and sj ) or ( uj and mj and not vj and 1j and not kj and not
sj ) or ( not uj and mj and not vj and kj and sj and pj ) or ( not vj and not
13 and jj and kj and not sj and pj ) or ( not mj and vj and not 1j and not kj
and sj and not pj ) or ( not uj and not mj and jj and not kj and sj and not pj
) or ( uj and mj and vj and not 1j and not jj and kj and pj ) or ( uj and not
mj and not vj and not 1j and not jj and kj and pj ) or ( uj and not mj and Vvj
and jj and kj and sj and pj ) or ( not mj and vj and not 1j and not jj and kj
and not sj and pj ) or ( not uj and not mj and vj and 13 and not kj and not sj
and not pj ) or ( mj and vj and not 1j and jj and not kj and not sj and not pj
) or ( not uj and mj and vj and Jjj and not sj ) or ( uj and not vj and not jj
and not sj and pj ) or ( not uj and mj and not vj and not 1j and jj and sj ) or
( uj and not mj and 1j and jj and kj and sj ) or ( not mj and vj and 1j and not
33 and kj and sj ) or ( uj and mj and vj and 13 and not kj and sj ) or ( uj and
mj and not vj and not 1j and not kj and sj ) or ( not mj and vj and 1j and Jj
and not kj and not sj ) or ( uj and not mj and 1j and jj and kj and pj ) or (
not uj and mj and vj and not 1j and not kj and pj ) or ( uj and not mj and 1j
and jj and s3j and pj ) or ( not uj and not vj and 13 and not jj and sj and pj )
or ( mj and not vj and 1j and not jj and sj and pj ) or ( not uj and not vj and
13 and kj and sj and pj ) or ( mj and vj and jj and kj and not sj and pj ) or (
uj and 1j and not jj and not kj and not sj and pj ) or ( not vj and not 1j and
not jj and not kj and not sj and pj ) or ( uj and not vj and not 1j and jj and
k3j and not pj ) or ( uj and mj and not vj and not jj and kj and not pj ) or (
uj and vj and 1j and not jj and sj and not pj ) or ( mj and not vj and not 17
and not kj and sj and not pj ) or ( mj and not vj and 1j and not jj and not sj
and not pj ) or ( uj and not vj and jj and kj and not sj and not pj ) or ( uj
and not mj and not vj and not kj and not sj and not pj ) or ( not uj and vj and
33 and not kj and not sj and not pj ) or ( uj and not mj and not vj and not 1j
and jj and not kj and pj ) or ( not uj and not mj and vj and 1j and not kj and
sj and pj ) or ( not uj and not mj and not vj and not 1j and not kj and sj and
pJ ) or ( not uj and mj and vj and not 1j and not jj and kj and not pj ) or (
not uj and not mj and not 1j and not Jj and kj and sj and not pj ) or ( uj and
mj and 1j and jj and not kj and sj and not pj ) or ( not uj and mj and 1j and
not jj and not kj and sj and not pj ) or ( uj and not vj and not 13 and not Jj
and not kj and sj and not pj ) or ( not uj and not mj and 13 and jj and kj and
not sj and not pj ) or ( not uj and not mj and not vj and not jj and kj and not
sj and not pj ) or ( mj and vj and not 1j and not jj and kj and not sj and not
P);

y2 := (not uj and not 1j and not jj and not kj and pj ) or ( not uj and mj and
jj and kj and not pj ) or ( not vj and not 1j and jj and not kj and not pj ) or
(uj and mj and vj and not 1j and not jj and sj ) or ( uj and not mj and not Vvj
and not 1j and kj and sj ) or ( uj and mj and not vj and not 1j and not kj and
not sj ) or ( not uj and mj and not vj and 1j and kj and pj ) or ( uj and mj
and not 1j and not jj and kj and pj ) or ( not uj and mj and not 13j and kj and
not sj and not pj ) or ( uj and 1j and not jj and kj and not sj and not pj ) or
( uj and not vj and 1j and not jj and not kj and sj and pj ) or ( not uj and
not mj and vj and 1j and not jj and not sj and pj ) or ( not uj and mj and vj
and not 1j and not kj and not sj and pj ) or ( not uj and mj and vj and 1j and
kj and sj and not pj ) or ( not uj and not vj and 1j and not jj and not kj and
sj and not pj ) or ( uj and mj and 1j and jj and not kj and not sj and not pj )
or ( mj and not vj and not 1j and jj and kj ) or ( not uj and vj and 1j and jj
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and sj ) or ( not uj and not mj and vj and not 1j and not jj and sj ) or ( not
uj and not mj and vj and jj and kj and sj ) or ( mj and vj and 1j and jj and kj

and sj ) or ( not uj and not mj and not vj and not 1j and jj and not sj ) or (
uj and not mj and 1j and jj and kj and not sj ) or ( not mj and not vj and 1j
and jJj and kj and pj ) or ( not uj and mj and not vj and jj and sj and pj ) or
(uj and mj and vj and kj and sj and pj ) or ( not uj and not mj and vj and not
kj and sj and pj ) or ( uj and not vj and not jj and kj and not sj and pj ) or
( not mj and vj and 1j and not kj and not sj and pj ) or ( uj and not vj and Jj
and not kj and not sj and pj ) or ( uj and not mj and vj and 1j and not jj and
not pj ) or ( uj and not mj and 1j and jj and sj and not pj ) or ( mj and vj
and not 1j and not kj and sj and not pj ) or ( not uj and not mj and not vj and

not jj and not sj and not pj ) or ( uj and vj and 1j and not jj and kj and sj
and pj ) or ( uj and not mj and not 1j and jj and not kj and sj and pj ) or (

uj and mj and not vj and not jj and not kj and sj and pj ) or ( uj and vj and
13 and jj and kj and not sj and pj ) or ( not uj and not mj and not 1j and Jj
and kj and not sj and pj ) or ( not uj and not mj and not vj and 1j and kj and
sj and not pj ) or ( uj and not mj and vj and jj and kj and not sj and not pj )
or ( uj and not mj and vj and not 1j and not kj and not sj and not P);

yl := (not uj and mj and not 1j and not jj and not kj ) or ( not vj and 17 and
not jj and sj and not pj ) or ( uj and mj and not vj and 1j and not kj and sj )
or ( uj and vj and 1j and not jj and not kj and not sj ) or ( not uj and not vj

and 13 and j3j and kj and pj ) or ( not uj and mj and vj and not 1j and sj and
pj ) or ( vj and not 1j and jj and kj and sj and pj ) or ( not uj and 1j and 3jj
and kj and not sj and pj ) or ( not mj and not vj and not 1j and jj and sj and
not pj ) or ( mj and vj and 1j and kj and sj and not pj ) or ( not mj and vj
and 13 and j3j and not kj and sj and pj ) or ( not uj and mj and vj and not jj
and not kj and sj and pj ) or ( mj and not vj and 13 and jj and kj and not sj
and pj ) or ( uj and not mj and not vj and not Jj and kj and not sj and pj ) or
( not uj and mj and vj and 1j and not jj and kj and not pj ) or ( not uj and
not mj and vj and not 13 and not jj and kj and not pj ) or ( uj and not mj and
not jj and not kj and not pj ) or ( mj and not vj and not jj and not kj and not
pj ) or ( uj and not mj and not 13 and jj and kj and sj ) or ( mj and not Vvj
and not 1j and not Jj and kj and sj ) or ( uj and not mj and vj and Jjj and not
kj and sj ) or ( mj and not vj and 1j and Jjj and not kj and sj ) or ( not uj
and not mj and not vj and not jj and not kj and sj ) or ( not mj and vj and not
13 and not jj and kj and not sj ) or ( uj and not mj and vj and 1j and not kj
and pj ) or ( not uj and mj and not vj and kj and sj and pj ) or ( not uj and
not vj and not 1j and jj and not sj and pj ) or ( not uj and vj and not 1j and
not jj and not sj and pj ) or ( mj and not vj and not 13 and not kj and not sj
and pj ) or ( not mj and not vj and jj and not kj and not sj and pj ) or ( not
mj and not 1j and jj and not kj and not sj and pj ) or ( uj and not mj and Vvj
and 13 and not jj and not pj ) or ( uj and not mj and not vj and 1j and not kj
and not pj ) or ( not uj and mj and not vj and not 1j and not kj and not pj )
or ( uj and mj and not vj and kj and sj and not pj ) or ( not uj and vj and not
13 and jj and not sj and not pj ) or ( not uj and vj and jj and not kj and not
sj and not pj ) or ( uj and mj and vj and not 1j and jj and kj and not sj ) or
( uj and not mj and not vj and not 1j and not jj and sj and pj ) or ( uj and mj
and vj and not jj and kj and sj and pj ) or ( not uj and mj and not vj and 1]
and not JJ and not sj and pj ) or ( not uj and not mj and 1j and not jj and not
kj and not sj and pj ) or ( uj and mj and not vj and not 1j and jj and kj and
not pj ) or ( uj and mj and vj and 1j and jj and not kj and not pj ) or ( not
mj and vj and 13 and jj and kj and not sj and not pj ) or ( uj and vj and not
1j and not jj and kj and not sj and not pj ) or ( not uj and not vj and not 17
and not jj and kj and not sj and not Pj);

y0 := (not uj and mj and 1j and not jj and not kj ) or ( uj and mj and not vj
and not 1j and not sj ) or ( uj and mj and not jj and kj and not sj ) or ( uj
and not vj and not jj and not sj and not pj ) or ( not uj and not mj and vj and
13 and not jj and kj ) or ( not uj and mj and vj and not 1j and kj and sj and
not pj ) or ( not uj and not mj and not vj and jj and kj and not sj and not pj
) or ( not uj and mj and not vj and 1j and not pj ) or ( uj and not vj and not
jj and not kj and not pj ) or ( mj and not vj and not jj and not sj and not pj
) or ( uj and mj and not vj and 1j and jj and not kj ) or ( uj and not mj and
vj and not 1j and not Jj and not kj ) or ( uj and vj and 1j and not jj and kj
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and sj ) or ( not mj and vj and 13 and jJ and not kj and sj ) or ( not uj and
not vj and not 1j and not jj and not kj and not sj ) or ( not uj and mj and not
vj and not 1j and jj and pj ) or ( mj and not vj and not 1j and not jj and kj
and pj ) or ( not mj and vj and not 1j and jj and not kj and pj ) or ( not uj
and not mj and vj and 1j and sj and pj ) or ( not mj and not vj and 1j and Jj
and sj and pj ) or ( not uj and mj and 1j and not jj and sj and pj ) or ( not
uj and not 1j and jj and kj and sj and pj ) or ( not uj and 1j and jj and not
kj and sj and pj ) or ( not uj and mj and vj and 1j and not sj and pj ) or (
not uj and not 1j and not jj and not kj and not sj and pj ) or ( uj and not mj
and vj and not 1j and kj and not pj ) or ( not uj and vj and not 1j and jj and
sj and not pj ) or ( not uj and not vj and 1j and not jj and sj and not pj ) or
( mj and vj and jj and kj and sj and not pj ) or ( not uj and mj and not vj and
not kj and sj and not pj ) or ( uj and not mj and vj and jj and not sj and not
pJ ) or ( not vj and 13 and jj and not kj and not sj and not pj ) or ( uj and
not mj and not vj and not jj and kj and sj and pj ) or ( not uj and not mj and
not vj and not 1j and not kj and sj and pj ) or ( not mj and vj and 1j and jj
and kj and not sj and pj ) or ( uj and not mj and not 1j and jj and not kj and

not sj and pj ) or ( uj and not mj and 1j and not jj and not kj and not sj and
pJ ) or ( not mj and not vj and 1j and not Jj and not kj and not sj and pj ) or
( uj and not vj and 1j and jj and kj and sj and not pj ) or ( not uj and not mj
and vj and not 1j and not kj and sj and not pj ) or ( uj and vj and not 1j and
33 and not kj and not sj and not Pj);

result s(x-8):= y0; result s(x-7):= yl; result s(x-6):= y2; result s(x-5):=
y3; result s(x-4):= y4; result s(x-3):= y5; result s(x-2):= y6; result s(x-1):=
v7i
end loop;

return result s;
end func so;

-——-function r--

function func r(z: std logic vector (127 downto 0)) return std logic vector is
variable result s : std logic vector (127 downto 0) := (others => '0');
variable nb, nj, nu, ni, vy, jgq, Jw, Je, Jjr, Jb, jt, Jjy, ju, ji, Jo, Jjp, Ja, Is,
jd, jf, jg: std logic vector (7 downto 0) := (others => '0'); begin

yg:= z (7 downto 0);

yw:= func cl48(z (15 downto 8)
ye:= func c32(z (23 downto 16)
yr:= func cl33(z (31 downto 24
yb:= func cl6(z (39 downto 32)
yt:= func c194(z (47 downto
yy:= func cl192(z (55 downto
yu:= z (63 downto 56);

yi:= func c251(z (71 downto 64));
yo:= z (79 downto 72);

yp:= func cl92(z (87 downto 80)
ya:= func cl194(z (95 downto 88)
ys:= func cl6(z (103 downto 96));
yd:= func cl133(z (111 downto 104)),
yf:= func ¢32(z (119 downto 112));
yg:= func cl148(z (127 downto 120));
nb := (not jg and jw and je and jr ) or ( jg and not jw and je and jr ) or ( jg
and jw and not je and jr ) or ( not jg and not jw and not je and jr ) or ( Jjg
and jw and je and not jr ) or ( not jg and not jw and je and not jr ) or ( not
Jjgq and jw and not je and not Jjr ) or ( jg and not jw and not je and not jr);

nj := (not jb and jt and jy and ju ) or ( jb and not jt and jy and ju ) or (
jb and jt and not jy and ju ) or ( not jb and not jt and not jy and ju ) or (
jb and jt and jy and not ju ) or ( not jb and not jt and jy and not ju ) or (
not jb and jt and not jy and not ju ) or ( jb and not jt and not Jjy and not
ju) ;

nu := (not ji and jo and Jjp and ja ) or ( ji and not jo and Jjp and ja ) or (
ji and jo and not jp and ja ) or ( not ji and not jo and not jp and ja ) or (
ji and jo and jp and not ja ) or ( not ji and not jo and jp and not ja ) or (

’
’
) i

’

)7
)7
)
)I
0)):
8))

’

)7
) 4
)7
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not ji and jo and not jp and not ja ) or ( ji and not jo and not Jjp
ja);

ni := (not js and jd and jf and jg ) or ( js and not jd and jf and
js and jd and not jf and jg ) or ( not js and not jd and not jf and
js and jd and jf and not jg ) or ( not js and not jd and jf and not
not js and jd and not jf and not jg ) or ( js and not jd and not jf
Jjg);

y:= (not nb and nj and nu and ni ) or ( nb and not nj and nu and ni
and nj and not nu and ni ) or ( not nb and not nj and not nu and ni
and nj and nu and not ni ) or ( not nb and not nj and nu and not ni
nb and nj and not nu and not ni ) or ( nb and not nj and not nu and
result s(119 downto 0):= z (127 downto 8); --sdvig

result s (127 downto 120)
return result s;
end func r;

= y;

-——-function r obratonoe--
(127 downto 0))

function func ro(z:

std logic vector

and not

not ni)

variable result_ s std logic vector (127 downto 0) := (others => '0");
variable I’lb, I'lj, nu, nj—l Y qu jwl jel jrl jbl jtl jYI jur jlr jor jpr ja
js, 3jd, jf, jg: std logic vector (7 downto 0) := (others => '0');

begin

Jjg:= z (127 downto 120);

yw:= func cl148(z (7 downto 0));

ye:= func c32(z (15 downto 8));

yr:= func cl133(z (23 downto 16));

yb:= func cl6(z (31 downto 24));

yt:= func cl194(z (39 downto 32));

yy:= func c192(z (47 downto 40));

yu:= z (55 downto 48);

yi:= func c251(z (63 downto 56));

yo:= z (71 downto 64);

yp:= func cl192(z (79 downto 72));

ya:= func c194(z (87 downto 80));

ys:= func cl6(z (95 downto 88));

yd:= func c133(z (103 downto 96));

yf:= func ¢32(z (111 downto 104));

yg= func cl148(z (119 downto 112));
nb := (not jg and jw and je and jr ) or ( jg and not jw and je and jr ) or
and jw and not je and jr ) or ( not jg and not jw and not je and jr ) or (
and jw and je and not jr ) or ( not jg and not jw and je and not jr ) or (
jg and jw and not je and not Jjr ) or ( jg and not jw and not je and not jr)
nj := (not jb and jt and jy and ju ) or ( jb and not jt and jy and ju ) or
jb and jt and not jy and ju ) or ( not jb and not jt and not jy and ju ) or
jb and jt and jy and not ju ) or ( not jb and not jt and jy and not ju ) or
not jb and jt and not jy and not ju ) or ( jb and not jt and not jy and not
ju) ;

nu := (not ji and jo and Jjp and ja ) or ( ji and not jo and Jjp and ja ) or
ji and jo and not jp and ja ) or ( not ji and not jo and not jp and ja ) or
ji and jo and Jjp and not ja ) or ( not ji and not jo and jp and not ja ) or
not ji and jo and not jp and not ja ) or ( ji and not jo and not Jjp and not
ja);

ni := (not js and jd and jf and jg ) or ( js and not jd and jf and jg ) or
js and jd and not jf and jg ) or ( not js and not jd and not jf and jg ) or
js and jd and jf and not jg ) or ( not js and not jd and jf and not jg ) or
not js and jd and not jf and not jg ) or ( js and not jd and not Jjf and not
Jjg);

y:= (not nb and nj and nu and ni ) or ( nb and not nj and nu and ni ) or (
and nj and not nu and ni ) or ( not nb and not nj and not nu and ni ) or (
and nj and nu and not ni ) or ( not nb and not nj and nu and not ni ) or (
nb and nj and not nu and not ni ) or ( nb and not nj and not nu and not ni)
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result s (127 downto 8):= z (119 downto 0); --sdvig
result s (7 downto 0) := y;

return result s;

end func ro;

-——function 1

function func 1(x : std logic_vector (127 downto 0)) return std logic vector is
variable result : std logic vector (127 downto 0) := (others => '0');
begin

result:= func r(x);

result:= func r(result);

result:= func r(result);

result:= func r(result);

result:= func r(result);

result:= func r(result);

result:= func r(result);

result:= func r(result);

result:= func r(result);

result:= func r(result);

result:= func r(result);

result:= func r(result);

result:= func r(result);

result:= func r(result);

result:= func r(result);

result:= func r(result);

return result;
end func 1;

-——function 1lsx

function func lsx(x, y : std logic vector (127 downto 0)) return
std logic vector is

variable result : std logic vector (127 downto 0) := (others => '0');
begin

result:=func x(x,y);
result:=func_s(result);
result :=func 1 (result);
return result;

end func 1sx;

-——function f

function func f(x : std logic vector (255 downto 0); c : std logic vector (127
downto 0)) return std logic vector is

variable result : std logic vector (255 downto 0) := (others => '0');

variable keyl, key2, 1lsx: std logic vector (127 downto 0) := (others => '0');
begin

keyl (127 downto 0) :=x (255 downto 128);

key2 (127 downto 0) :=x(127 downto 0);

lsx:=func lsx(keyl, c);

result (255 downto 128) := ((not lsx) and key2) or ( lsx and (not key2));
result (127 downto 0) :=keyl;

return result;

end func f;

---function key

function func key(x : std logic vector (255 downto 0); cl, c2, c3, c4, c5, cb,
c7, c8 : std logic vector (127 downto 0)) return std logic vector is

variable result : std logic vector (255 downto 0) := (others => '0'");

variable pl,p2,p3,p4,p5,p6,p7,p8 : std logic vector (255 downto 0) := (others
=> 10" ;

begin

pl:= func f(x,cl);
p2:= func f(pl,c2);
p3:= func_ f(p2,c3)

’
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p4:= func_ f(p3,c4);

P5: func f (p4,c5);

p6:= func f(p5,c6);
( ) ;
( )

p7:= func_ f(p6,c7

p8:= func f p7,c8

result: —p8

return result;

end func key;

---function zashfrovka

function func za(a : std logic vector (127 downto 0); k1, k2, k3, k4, k5, k6,

k7, k8, k9, k10 : std logic_vector (127 downto 0)) return std logic vector is

variable result : std logic vector (127 downto 0) := (others => '0');

variable pl,p2,p3,p4,p5,p6,p7,p8,p9%,pl0: std logic vector (127 downto 0) :=

(others => '0"');

begin

pl:= func lsx(kl, a); p2:= func lsx(pl,k2)

p3:= func_lsx(p2 k3); p4:= func lsx(p3,k4)

p5:= func lsx(p4,k5); p6:= func lsx(p5,k6);
( ) )
( ) )

’

’

p7:= func 1sx(p6,k7); p8:= func lsx(p7,k8
p9:= func 1sx(p8,k9); plO:= func x(p9,kl0
result:=pl0;

return result;

end func za;

’

’

-——-function 1 obratnoe

function func lo(x : std logic vector (127 downto 0)) return std logic_vector
is
variable result : std logic vector (127 downto 0) := (others => '0');
begin
result:= func ro(x);
result:= func ro(result); result:= func ro(result);
result:= func ro(result); result:= func ro(result);
result:= func ro(result); result:= func ro(result);
result:= func ro(result); result:= func ro(result);
result:= func ro(result); result:= func ro(result);
result:= func ro(result); result:= func ro(result);
result:= func ro(result); result:= func ro(result);
result:= func ro(result);

return result;
end func lo;

-——function lsx obratnoe

function func lsxo(x, y : std logic vector (127 downto 0)) return
std logic vector is

variable result : std logic vector (127 downto 0) := (others => '0');
begin

result:=func x(x,y);
result:=func lo(result);
result :=func so (result);

return result;

end func lsxo;
--—-function zashfrovka

function func ras(a : std logic vector (127 downto 0); k1, k2, k3, k4, k5, ko,
k7, k8, k9, kl0 : std logic vector (127 downto 0)) return std logic vector is
variable result : std logic vector (127 downto 0) := (others => '0'");
variable pl,p2,p3,p4,p5,p6,p7,p8,p%,pl0: std logic vector (127 downto 0) :=
(others => '0");

begin

pl:= func lsxo(a, k10);

p2:= func lsxo(pl, k9);

p3:= func_ lsxo (p2,k8);
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p4:= func_lsxo (p3,k7);
p5:= func_ lsxo(p4,k6);
p6:= func lsxo(p5,kb);
( ) ;

( )

)

p7:= func_ lsxo (p6,k4);
p8:= func lsxo(p7,k3
p9:= func lsxo (p8, k2
pl0:= func x(p9,kl);
result:=pl0;

return result;

end func ras;

’

’

begin

Process (clk, key download, key delete, mode)
begin

if (key delete = 'l')then

keyl<= (others => '0');
key2<= (others => '0');
key34<= (others => '0'");
key3<= (others => '0');
key4<= (others => '0');
key56<= (others => '0');
key5<= (others => '0'");
key6<= (others => '0'");
key78<= (others => '0');
key7<= (others => '0');
key8<= (others => '0');
key910<= (others => '0'");
key9<= (others => '0'");
keyl0<= (others => '0');
elsif key download= 'l' then
keyl <=key (255 downto 128);
key2 <=key (127 downto 0);
key34<=func_key (key,cl, c2, c3, c4, c5, c6, c7, c8);
key3 <=key34 (255 downto 128);
key4 <=key34 (127 downto 0);
key56<=func_ key(key34,c9, cl0, cll, cl2, cl3, cl4, cl5, clo);
key5 <=key56 (255 downto 128);
key6 <=keyb56 (127 downto O0);
key78<=func_key (key56,cl7, cl18, cl9, c20, c21, c22, c23, c24);
key7 <=key78 (255 downto 128);
key8 <=key78 (127 downto 0);
key910<=func_key (key78,c25, c26, c27, c28, c29, c30, c31, c32);
key9 <=key910 (255 downto 128);
keyl0 <=key910 (127 downto 0);
end if;
if (clk' event and clk = '1l') then
if (mode= 'l') then
data out<= func_ za(data in,
keyl, key2,key3, key4, key5, key6, key7, key8, key9, keyl0) ;
elsif (mode= '0') then
data out <= func ras(data in,
keyl, key2,key3, key4, key5, key6, key7, key8, key9, keyl0) ;
end if;
end if;
end process;
end architecture kuznechik;
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JIuctunr mporpaMmsbl UCTIBITATCIIBHOT'O CTCH/A
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LIBRARY ieee ;

USE ieee.NUMERIC STD.all ;

USE ieee.std logic 1164.all ;

USE ieee.STD LOGIC SIGNED ;

USE ieee.STD LOGIC UNSIGNED.all ;
ENTITY eeee tb IS

END ;

ARCHITECTURE eeee tb arch OF eeee tb IS
SIGNAL data in : std logic vector (127 downto 0) ;
SIGNAL data out : std logic vector (127 downto 0) ;
SIGNAL mode : BIT ;
SIGNAL key : std logic vector (255 downto 0) ;
SIGNAL key download : BIT ;
SIGNAL clk : BIT ;
SIGNAL key delete : BIT ;
COMPONENT eeee

PORT (

data in : in std logic vector (127 downto 0) ;
data out : out std logic vector (127 downto 0) ;
mode : in BIT ;

key : in std logic_vector (255 downto 0) ;
key download : in BIT ;

clk : in BIT ;

key delete : in BIT );

END COMPONENT ;

BEGIN
DUT : eeee
PORT MAP (

data_in => data in ,

data out => data out ,

mode => mode ,

key => key ,

key download => key download ,
clk => clk ,

key delete => key delete ) ;

process
begin

clk <= '0"';

key download <= '1"';

key <= x"8899%aabbccddeeff0011223344556677fedcba98765432100123456789%abcdef";
wait for 100ns;

clk <= '0"';
wait for 100ns;
clk <= '1";
wait for 100ns;
clk <= '0";
wait for 100ns;
clk <= '1"';
wait for 100ns;
clk <= '0"';
wait for 100ns;
clk <= '1"';
wait for 100ns;
clk <= '0"';
wait for 100ns;

mode <= '1';
clk <= '1";
data in <=x"1122334455667700ffeeddccbbaad9988";
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wait for 100ns;

clk <= '0';

wait for 100ns;

clk <= '1"';

data in <=x"0011223344556677889%aabbcceeffla";
wait for 100ns;

clk <= '0";
wait for 100ns;

clk <= '1";

mode <= '0';

data in <=x"7f679d90bebc24305a468d42b%d4edcd";
wait for 100ns;

clk <= '0";
wait for 100ns;

clk <= '1"';
data in <=x"b429912c6e0032£9285452d76718d08b";

wait for 100ns;

clk <= '0";

key download <= '0';
key delete <= '1';
wait for 100ns;

clk <= '1";

mode <= '1"';

data in <=x"1122334455667700ffeeddccbbaad988";
wait for 100ns;

end process;
END ;

96



[Ipunoxenue I
(obs3aTenbHOR)

ITporokois npoepku BKP B cucreme « AHTUILIIaruaT»
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Pextopy Ilenzenckoro
rOCy/1IapCTBEHHOTO
YHUBEpPCUTETA

A.Jl. I'ynsaxoBy

ctyneHTa 6 kypca ®IIUTI
Oo4HOM (hOpMBI OOyUCHHS
Uuraesa Pacuma PaBuibeBnya

3ASBJIEHUE

S, YurtaeB Pacum PaBunbeBud, cTyaeHT 6 Kypca o4HOM (opmbl 0OyueHus
CHEIHATILHOCTH 10.05.02 — «Uupopmanmonnas 0€3011acHOCTb
TEJIEKOMMYHUKALIMOHHBIX CHCTEM», MPOIIY MPOBECTH MPOBEPKY C MCIIOJIb30BAHUEM
CUCTEMBbI «AHTHUILIarMaT» AUILUIOMHOTO MpOEKTa Ha Temy «Mozenb anmaparHoro
MOJTyJIs1, peanusytoiero anroput™ mudposanus 'OCT P 34.12-2015, nocTpoeHHbII
Ha Oa3UCHBIX JIOTUYECKHUX DJIEMEHTaxX», BBIIOJHEHHOM MHOW CaMOCTOATEIbHO, Ha
COJIEp’KAHME IIEMEHTOB IIaruara.

Bce NpAMBIC 3aUMCTBOBAHUS H3 IICHATHBIX W 3JICKTPOHHLBIX HCTOYHHUKOB, a
TAKKC M3  3allIMIICHHBIX  PAaHCC  BBITYCKHBIX KBaJ'II/ICI)I/IKaI_II/IOHHBIX pa60T,
KaHIUJATCKHUX U JOKTOPCKHUX I[HCC@pTaLII/Iﬁ HMCIOT COOTBCTCTBYIOIIUEC CCBIJIKH.

S o3nHakomieH c aeiicTByromuM CraHgapToM yHUBepcuTeTa «BbImyckHas
kBapuKanmoHHasi padora oOy4aromuxcs Mo 00pa3oBaTeIbHBIM IPOrpaMmam
BBICIIIETO 00Opa30BaHusl — MporpaMMamM OakaiaBpuara, mporpaMMam CIHeIluaInTeTa u
IporpaMmaM MarucTpaTyphl», COIIACHO KOTOPOMY OOHAPYKEHHE TIaruara siBsieTCs
ocHoOBaHueM i1t Henonycka BKP k 3amure u OTYMCIIEHNS U3 YHUBEPCUTETA.

/P.P. Yuraes/

BKP npencraBnena Ha mpoBEpPKY

PyxoBonutens BKP /C.B. Anekcees/
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IIporoxkon
IPOBEPKH HAa OPHUTMHAIBLHOCTH B cHUcTeMe «AHTUIaruar.BY3» BbeImyckHOM
KBATH(UKAIMOHHONH paboTel Ha TeMy «Momens anmapaTHOrO  MOJTYJIA,
peanmu3sytomero anroput™m mmdpoBanus ['OCT P 34.12-2015, mocTtpoeHHBIN Ha
0a3MCHBIX JIOTHYECKUX AJIEMEHTax» cTyaeHTa 6 kypca P.P. UuTaeBa cnenunaibHOCTH
10.05.02 — «MudopmarmorHas 6€30mMacHOCTh TEICKOMMYHUKAIIMOHHBIX CUCTEM).
PykoBoaurens BKP Benymuit unxkenep HUC-723 AO «ITHUDW» C.B. Anekcees.

OTuyeT O npoeepkKe Ha 3aMMCTBOBAHUSA

ABTOp: YuTaes Pacum PaBuneesndy rasim.95@yandex.ru / 1D: 654
MNpoBepswwmiA: Gatees Anekceid Mpuropesesnd (ibst@pnzgu.ru / 1D: 393)
OpraHusauua: MNeH3eHckuil roc. YHUBepcuTer

OTHeT NpejocTaBNeH cepBIACOM «AHTUMNArkaT» - http://pnzgu.antiplagiat.ru

NH®OPMALMA O AOKYMEHTE WMH®OPMALMA OB OTYETE

Ne fOkyMeHTa: 41 MocneaHWiA roToBbii oTUeT (pes.)

Hauano 3arpysku: 22.01.2018 23:02:13 Hauane nposepku: 22.01.2018 23:13:02

AnvTensHocTe 3arpy3km: 00:00:08 AnnTensHocTs nposepki: 00:00:14

Mma ncxogHoro dakina: Yaraes Pacum KommeHTapum: He ykasaHo

PaBunbesuy BKP_12MT1_YuTaes.docx Mogyni noncka: Mogyns noncka 36C "BrubnmoPoccnka”, Moaynk nowncka 36C

"BOOK.ru", Konnekuwmsa PTB, LiuTupoBaHue, MoAyns noucka 36C "YHUBepCUTETCKanA
6ubnuoTeka oHNalAH", Konnekuyua eLIBRARY.RU, Mogynke nowcka 3bC "Alibykc", Mogyne
nowcka MHTepHet, Mofyns novcka 36C "NaHb", Mogyns noucka "MIY", Konbuo By308

Pasmep TekcTa: 1568 KB
CumMBONOB B TekcTe: 178387
Cnos B TekeTe: 32383
Yucno npesnoxeHuii: 510

3AMMCTBOBAHWA UMTUPOBAHWA OPHUIMHANBHOCTE
25,76% W 0% 74,24%

23.01.2018 C.B. Anexceesn
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