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Beenenue

CrpeMuTensHOE pa3BUTHE U BHEAPECHHE CPEACTB BBHIYHCIUTEILHON TEXHUKH B
MPOU3BOJICTBO 3HAYMTENIBHO YBEIMYMBACT MPOU3BOJUTEIBHOCTh TPYIa, MO3BOJISAET
oOpabartbeIBaTh O0JBITIHE 00BEMBI HH(pOpMaIK 3a MeHbITee BpeMs. Ho ¢ yBenmnuennem
KoJimyecTBa HH(popMaluy, o0padaThiBaeMOW B 3JIEKTPOHHOM BHUE, Bce Oolnee
aKTyaJlbHOM CTaHOBUTCS MpoliiemMa obecrnedueHus ee 0€30MacHOCTH.

HckimrounTh JaHHBIE HEIOCTATKA MOYKHO C TTOMOIIBIO TEXHOJIOTHH JIOBEPEHHBIX
BBIYHCIICHUM, TPEIHA3HAYCHHOM ISl 31U Thl UHPOPMAIIUU OTPAHUYEHHOTO JTOCTYTIA,
o0pabaTbIBa€MOl CpEeICTBAMU BBIYMCIUTEILHON TEXHUKH.

B BbIyckHOM KBanupUKalMOHHON paboTe OyayT pacCMOTPEHBI CIEAYIOIIUE
BOIIPOCHI: AKTYaJIbHOCTh MPUMEHEHHUS ¥ 0030p TEXHOJIOTUH IOBEPEHHBIX BHIUYUCICHUMH,
Takux Kak, TexHonorus Intel vPro, Bitlocker, Next Generation Secure Computing,
TEXHOJIOTHUS JJOBEPEHHBIX BHIYUCICHUM cTaHaapToB 6e3omacHocT Trusted Computing
Group. byner nmpousBeneH aHalM3 MPUIIOKEHUN YIPABICHUS MOIYJIEM, TaKUX Kak,
TPM Manager, TPM Tools, Open SSL TPM Engine, TrouSerS TSS. Byner npuseneno
OMMCAaHUE MOIYNsSI JIOBEPEHHBIX BBIYHMCIICHUN, BKJIIOYas OOIIYI0 XapaKTEPUCTUKY
MOIYJS, 3aJa4dl W TPUHIUI padOThl MOMYJSA, a TaKKe apXUTEKTypy MOMIYJIsS
JIOBEPEHHBIX BbIUMCIEHUN. byner mpuBeAeHO omucaHue Cpeabl OKPYKEHHs
nporpamMmmHoro cpeacrba Trusted Platform Module. Byaet pa3spaborano mporpammHoe
CPEIICTBO TECTUPOBAHMSI M YIIPABJICHHS MOYJIEM JOBEPCHHOU IAT(OPMBI, JITOPUTM
paboThI MPOrpaMMHOTO cpecTBa. Takxke OyJneT mpoBeleHa OTIajlKa MPOrPaMMHOTO
CpeICcTBa M TECTUPOBAHUE MOMAYJS TOBEPEHHOM TUIAT(GOPMBI, C HCIIOIH30BAHUEM
pa3pabOTaHHOTO MPOTPAMMHOTO Cpe/cTBA. B 3akimroueHuu, OYayT ONMHUCAHBI BPEIHBIC
ncuxodusnyeckne (HaKTOpbl, BIUSIONMAE HA HEPBHYIO CHUCTEMY CIEIHAINACTA TI0
3amuTe WHPOPMAIMKM, a TaKKE METOAbl M CpeACTBAa (PU3MUECKOW KYJIbTYpHI,

CHIDKAIOIIE UX BO3JICHCTBHE.



1 AKTyanbHOCTh IPUMEHEHUS U 0030P TEXHOJIOTHI TOBEPEHHBIX BBIYMCICHUI

1.1 AKTyanbHOCTh TPUMEHEHUS TEXHOJIOTHI JOBEPEHHBIX BHIUYMCICHUM

OCHOBHOM  COCTaBIISIIOIIEM ~ KOMIUIEKCHOM  CHUCTEMBI  OOECIHeueHHUs
UHPOPMAIIMOHHON 0E€30MacCHOCTH PECYPCOB SIBISIETCA MOCTOSIHHAA M 3 deKTUBHAs
3allliTa JaHHBIX pecypcoB. KoMIUIeKCHas CUCTEMbI 3alIMThl HMHGOPMAIIMOHHBIX
pPECYpPCOB BKIIFOYACT B c€OSI MEPONPHATHS OT HECAHKIIMOHHMPOBAHHOTO JOCTYyIA IO
pa3IMYHBIM BHUJIaM KaHAJIOB YTEUYKHM HHGPOPMAIMH, JO HCKIIOYEHUS CHEIHaTbHBIX
BO3JICHICTBHI, Har[puMep, OJOKUPOBAHUS TOCTYIA.

B Hacrosiee BpeMs CpeiCTBaM BBIYUCIUTEILHON TEXHUKU OTBOJIUTCS] BayKHAS
poJib pacnpenenieHuss HMH(POPMAIMOHHBIX PECcypcoB, a Takke 3PGEeKTUBHOTO
B3aMMOJICUCTBUSL MEXIY ydacTHHKaMu oOmeHa uHpopmanuu B cetu. [losTtomy Bce
OompIe HabUpaeT aKTyalTbHOCTh BOTIPOC PeATU3aIH 3alUTHBIX MEp JJIS MOTyYeHUs
HAaWBBICIIETO YPOBHS 3aIUTHI CPEACTB BHIYMCIUTEILHON TEXHUKH.

Jlns  3amuThl  UHGOpMAIMKM OTPAaHWYEHHOTO JOCTyma, 00padaThiBaeMoit
CPEACTBAMH BBIYHMCIHUTEIBHON TEXHUKH, MPUMEHSIOTCS TEXHOJIOTUU JOBEPEHHBIX
BBIYUCJICHUN, KOTOPBIC BKJIIOYACT PsJi KOMIOHEHTOB allapaTHBIX U MPOrpPaMMHBIX
CPEACTB. OJIEMEHThl JOBEPEHHBIX BBIYMCICHUN BKJIIOYAIOT BO3MOXXHOCTH B
MUKpOIPOLIECCOPE, TMOJCUCTEME BBOJIa - BBIBOJIA, HAOOpEe MHKPOCXEM, U HWHBIX
KOMIOHEHTaX IIaTGopMbl. TEeXHONOTHS JTOBEPEHHBIX BBIYMCICHUU COBMECTHO C
JIOBEPEHHOM OMNEPAIMOHHON CUCTEMOW W MPUJIIOKCHUAMU MOXKET IMOMOYb 3AIIUTUTH
KOH(UIEHIIUAIBHOCTD U 1IEJIOCTHOCTD JIaHHBIX.

TexHoJIorusl JOBEPEHHBIX BHIYMCIICHUI 00ecTieurBaeT YHUBEPCATIbHYIO U OoJiee
0€30MacHy0 BBIYUCIUTEIBHYIO CPEeIy, CIIOCOOHYIO K BBITTOJIHEHHUIO IMHUPOKOTO KpyTra
OTIEPAITMOHHBIX CUCTEM M TPHUIIOKEHUM.

Co3ganueM U pa3BUTUEM TEXHOJOTHH JIOBEPEHHBIX BHIYMCICHUN 3aHUMAIOTCS
CIEAYIOIIME BEAyUIME€ MHUPOBbIC MPOU3BOAUTEIM  aIapaTHBIX CPEACTB H

MIPOTPaMMHOT0 00€CTICUCHUSI:



- kommanus Intel - mpousBoauTE s TPOIIECCOPOB U HAOOPOB MHUKPOCXEM IS
NEPCOHANIBHBIX KOMIIBIOTEPOB, KOTOPBIA MpejIaraeT KOMIUIEKCHOE PEIICHHE IO
pea3aIy TEXHOJIOTUH IOBEPEHHBIX BBIUUCIICHUH - TexHoJoruio Intel vPro;

- komrraaus Microsoft - mpousBoauTENH MPOrPAMMHOTO 00ECIICUEHUS, KOTOPBIN
npeiaraeT TEXHOJIOTHIO 3allUThl JIAaHHBIX Ha guckax Bitlocker w TexHomorus
JIOBEPEHHBIX BbhIUMCIICHUI "be3omacHas BhIYMCIUTENbHAS 0a3a HOBOTO MOKOJeHUs"
(Next Generation Secure Computing Base — NGSCB);

- MmexxnyHapoHas opranuszanus Trusted Computing Group (TCG) - onpenensier
OTKPBIThIE CTAHAAPTHI JUIsl JJOBEPEHHBIX BBHIYMCICHUM M TEXHOJIOTHI 0€30MacHOCTH,
BKJTIOYAsi CTaHJAPTHBIC CPENICTBA AJICKTPOHHBIX BBIYHUCIUTEIBHBIX MamuH (OBM) u
uHTEeppENChl MPOrpaMMHOTO OOECHEeUYEHUsT [JIsl Pa3IUYHBIX BBIYUCIUTEIIBHBIX
wiatdopM, nepudepuitHoro o00pyI0BaHUs U JIPYrux ycrpoicTB. Crnenudukanuu,
pazpadotannbie TCG, MO3BOISIOT MOBBICUTH 0€30MaCHOCThH BBIUMCIUTEILHON CPEIbI,
HE CTaBsig TOJ Yrpo3dy (YHKIMOHAJIbHYIO II€JIOCTHOCTh, CEKPETHOCTh WU

HMHIWBUYAJIbHBIC IIpaBa.

1.2 O630p TEXHOJIOTHIA TOBEPEHHBIX BHIYUCICHUN

1.2.1 Texuounorus Intel vPro.

Intel VPro — »3T0 TexHONOIHs yAaJCHHOIO YIpaBJICHUS W 0OeCHCUCHHS
Oe3omacHocTH KoMnbroTepamMu. OCOOEHHOCTBIO JAHHOM TEXHOJIOTUH SBJISIETCS TO, YTO
OHA IMO3BOJISIET YNPABIATH MEPCOHATIBHBIMU KOMITBIOTEPAMHU JIAXKE B TOM CIy4ae, eclid
OHM HaXOIATCS B BBIKIIOYEHHOM COCTOSIHME€, HO TPU 3TOM TMOJKIIOYEHBI K
AIEKTPOINUTAHUIO.

KowmmbroTepsl, koTopsie mojaepxkuBatoT Intel vPro mpenoctaBisior mpocTbie
CpPEeACTBAa JUCTAHIIMOHHOTO YHOPABICHUS M 3alIUTHl OT HECAHKIIMOHUPOBAHHOTO
noctyna (HCJI). TTosToMy KOHTPOJIb 32 HUMH MOXXHO OCYIISCTBIIATH C ITOMOIIBIO
KOHCOJIH.

Hwxe mnpuBenen psax Bo3mokHOCTeW, mpenoctaBisieMbix I[IK, kotopeie

noanepxkusator Intel vPro:



- MHBEHTapH3aIusi 000pyJIoBaHHUS W MporpamMMmHoro ooecrmeudenus (I10) —
MO3BOJISIET OTCJIEKMBATh U3MEHEHUS Y MPOBOAUTH WHBEHTAPU3ALMIO alMNapaTHBIX U
IPOrpaMMHBIX aKTUBOB MepcoHaibHOro kommneiorepa (I1K);

- IUCTAaHIIMOHHOE yCTpaHEeHHWe TMpoOJeM — TO3BOJISIET TMPOU3BOIUTH
JTUArHOCTUKY W pemaTh NpoOJIeMbl AWCTAHIIMOHHO, HE3aBUCHUMO OT COCTOSHUS
mutanus [1IK u OC;

- HAIGKHBIE  cpencTBa  oOecredeHusi  O€30MAaCHOCTH,  IOAIECPKUBACMBIC
amnrapaTHo, — MO3BOJAET 3alWINATh CUCTEMBI C MOMOIIBIO JIBYX HOBBIX YPOBHEHU
0€30MacHOCTH, KOTOPhIE UCIIOJIb3YIOT BUPTYyaIu3aIuio. [1]

Pabota texnonorus Intel vPro npeacrasnena Huxe.

KommbroTepsl, koTopeie mnoaaepxkuBaioT Intel vPro, momkHbl oTBeuath
cienytonuM TpedoBanusM. Cuctemnas riata Ha [IK momkHa uMeTh crienuanbHBINA
KOHTPOJIIEP, SHEproHe3aBrucuMyto mamsath u BIOS, koTopslii mo3BOIIET TPOU3BOIUTH
KOH(UTypUpoBaHUEe JaHHOW TEXHOJIOTHH.

JlaHHasi TEXHOJIOTUS IPEACTABISIET COO0M COUETaHHE BYX IPYTUX TEXHOJIOTHIA:
TexHoJoTun ynaneHHoro Mmouutopunra (Intel AMT) u TexHomorHM BUPTYyaIU3aIUH
(Intel VT).

JIns yAaneHHOTO YIPaBJICHUS KOMIIbIOTEpaMU HEOOXOAUMBI J1Ba KOMIIOHEHTA
texHosoruu Intel AMT:

- KaHaJ JJisl B3aUMOJICMCTBUS C YIATICHHON KOHCOJIbIO;

- SHEproHe3aBrucUMast MaMsTh. [1]

Intel TXT - a0 anmapaTHast OCHOBa 1T MEXaHU3MOB, KOTOPBIE ITOATBEPKIAIOT
HAJIE)KHOCTh MUIATPOPMBI BO BpeMs 3arpy3kKd M 3alycKa, YTO TMO3BOJISIET HAJEHKHO
OLICHUTh BBIUMCIUTENBHYIO TIaTGopMy U ypoBeHb ee 3amuThl. Intel TXT komnakren
U €ro TPYAHO TOOETUTh WU TMOAOPBaTh, YTO TO3BOJISIET 00ECIEUUTh TMOKOCTh U
pacIMpseMOoCTh JJIsl TPOBEPKU IEJIOCTHOCTH KOMIIOHEHTOB IIaT(OPMBI BO BpeMsi
3arpy3ku W 3amycka, Bkimodas BIOS, 3arpy3uuk onepanMoHHOW CHCTEMBI H
rUnepBu3op. [2]

Intel TXT ymensbIaeT oOI11yI0 TOBEPXHOCTh aTaKU KaK JJIsl OTJAEIbHBIX CUCTEM,

TaK U AJI1 BBIYUCIIMTCIBHBIX ITYJIOB. TexHONOruss 00eCIeUYNBaET IIOAIINCh, KOTOPAad
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IPEICTABIIIET COCTOSIHUE CPEbl 3aIlyCKa MHTAKTHOM cHCTeMbl. COOTBETCTBYIOILYIO
NOJANKUCH BO BpeMs OYyIyIIHX 3allyCKOB MOXHO 3aT€M CpPaBHUTh C 3THUM XOPOLIO
W3BECTHBIM COCTOSIHMEM, YTOOBI MPOBEPUTH 3aMyCK JOBEPEHHOIO MPOrPaMMHOIO
oOecreueHMs, BBINOJHUTL cucTeMHOe [IO u oOecneunTh, YTOOBI OOJIAYHAs
uHppacTpykTypa Kak ciyx6a (laaS) He Obuta mopaenana. 3aTeM MOJUTUKU
0e30MacHOCTH, OCHOBAHHbBIE HA CTaTyce JOBEPEHHOU MiIaTdopMbl WM Myja, MOTYT
ObITh OrpaHMYEHbl (WM pa3pelieHbl) pa3BePTHIBAHUEM WIH IMEPEIUCIOKALNEH
BUPTYaJIbHBIX MAIIMH W JAHHBIX Ha JIOBEPEHHBIC IUIAT(GOPMBI C HU3BECTHBIMU
npoduisiMu  6e3onacHocTH. BMecTto Toro, 4roObl moJiaraThCsi Ha OOHApY>KEHHE
BpeAOHOCHBIX nporpamm, Intel TXT ykpernisier noBepre K U3BECTHOM MPOrpaMMHOM
cpene H, TakuM o00pa3oM, TapaHTUPYET, 4YTO BBIINOJHAEMOE IPOTrPAMMHOE
obOecrnieueHue He OYyJIET CKOMIIPOMETHPOBAHO. IJTO TMOBBIMIAET O€30MaCHOCTH s
YCTPaHEHHUSI KITFOUEBBIX MEXAaHU3MOB CKPBITOM aTaku, UCIOJIb3yEMbIX IS TIOTyUCHUS
JIOCTYTAa K 4YacTsM IIeHTpa 0O0paOOTKM NAaHHBIX IJIsi JOCTyINa WM KOMIIPOMETAIUH
uHpopmanuu. [2]

1.2.2 TexHosorus 3auThl JaHHbIX Ha auckax Bitlocker.

BitLocker npeacTaBmnsier co00# TeXHOJIOTHIO TU(POBAHUS BCETO TOMA, KOTOpast
rapaHTUPYET, YTO JIaHHbIEe, KOTOPBIE XPAHATCS Ha KOMIBIOTEPE, HE Oy IyT MOJyYEHBI B
ciyyae HCJI x IIK B 1O Bpems, xkorma OC He moaBepraercsi Harpy3ku. JlaHHas
TexHojorus paspaborana s [IK, koTopble OCHalIEHbl COBMECTUMBIMU
MHUKPOCXEeMaMHt MOAYJIS J0BepeHHOM m1atdopMel, a Takke BIOS. [3]

JlaHHasi TEXHOJOTUS MOXKET MOJAEPKUBATh HECKOJBKO pekuMoB. K Takum
peXrMaM OTHOCATCS:

- BitLocker ¢ noBepeHHbIM T1aTHOPMEHHBIM MOTYJIEM;

- BitLocker ¢ USB-ycTpoiicTBOM;

- BitLocker ¢ noBepeHHbIM MIaTGOPMEHHBIM MOJYJEM U TEPCOHAIBHBIM
uneHTudukanuonusM Homepom (ITHH);

- BitLocker ¢ noBepennbsiM miatrgpopMeHHbsIM MoayieM u USB-ycTpoiicTBoM.

Monynb 1oBepeHHOM 1aT@opMbl yCTaHABIMBAETCS HA cucTeMHyto maty 11K u

HUCIIOJIB3YCT  JIJIA BBaHMOHGﬁCTBHH C JAPpyruiMH KOMIIOHCHTAMM KOMIIBKOTCpPA
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annapatHyro ImuHy. KoMIbrOTEphl, KOTOPHIE OCHAILEHBI JAHHBIM MOMYJIEM, MOTYT
co3/MaBarh KoM MuUpoBaHusS W MU(PpPOBaTh JaHHBIE TaK, YTO MX MOXHO OBLIO
pacupoBaTh TOIBKO C MOMOIIBIO MOJIYJISl JOBEPEHHOM TIaT()OPMBI.

JlaHHast TEXHOJIOTHS TT03BOJISIET MU(POBATH JAHHBIE ITyTEeM ITUGPOBAHUS BCETO
toma ¢ OC. Eciu Ki1104 OTCYyTCTBYET, TO HAPYIIUTENIb HE CMOXKET MOJIYYUTh JAHHBIE C
ATOr0 KOMITbIOTEPA, MMyTEM aHaIN3a Kakoh-1100 yacTu aucka. [3]

MexaHu3Mbl BOCCTAHOBJICHHS JOCTYIHBI MOJHOMOYHBIM MOJB30BATENISIM TIPU
BO3HUKHOBEHUU OTPECICHHBIX YCIOBUH.

ITocne Toro, kak Obuta TpoiteHa mpoBepka ciyxk0oi BitLocker mocrtynma k
samuiieHHomy ToMy ¢ OC gpaliBep ¢uibstpa aitioBoit cuctembl BitLocker
HCIIOIB3YET MOJHBIN KITFoU IudpoBanus ToMa. [3]

1.2.3 Texnonorus Next Generation Secure Computing.

baza Secure Computing Base cienyromero nokojenuss (NGSCB) sBusercs
gacteio OC Microsoft, B koTopoli HCIONIB3yeTCs MOIYJIb JOBEPEHHOHN IMIaT(HOPMBI
Trusted Platform Module (TPM).

TPM xpanut uHdopMaIuio, OTHOCSIIYIOCS K OCHOBHOW CHCTEME, TaKylO0 Kak
KJItour mudpoBaHus, HUGPoBbIe cepTUPUKATHI U TAPOJIb. [4]

[TepBonauanwsuas Bepcusi NGSCB naszpiBanacs Palladium.

Palladium - »T0 TexHosorus, KOTOpasi BKJIIOYaeT B ce0s ammapaTHbie U
MpPOTPpaMMHBIE KOMIIOHEHTHI, IO3BOJISIIOIIME TIOBBICUTH YPOBEHb O€30MaCHOCTH
JTAHHBIX.

OcHOBHBIM KOMOOHEHTOM TexHojioruu Palladium sBasgercss crenmanbHBINA
CErMEHT B MPOIIECCOPE, KOTOPBIA COJAEPKHUT B CeO€ YHUKAIbHBIN HIACHTU(UKATOP
npoiieccopa u kiatod mudposanus. Kpome toro, anmaparHas 4acth OyleT BKIIOYATh
TaK Ha3bIBa€MbIE JIOBEPEHHOE MPOCTPAHCTBO U TEPMETUUHOEC XPaHUIIHIIIE. [5 ]

Armnmaparsas dyacth Palladium siBisieTcst OCHOBOM 711 IOCTPOSHUS JOBEPEHHOM
nporpammuoit cpeasl (Distributed Trusted Software). [5]

JloBepeHHasi TOJACUCTEMa YIIPaBJICHUS - 3TO HMHTepQedc s yhnpaBieHUs
¢yukusamu Palladium. Tloacuctema ynpasnenus Palladium paGotaet B qoBepeHHOM

npocTpaHcTBe Ha ypoBHe sijipa OC.



1.2.4 TexHonorus AOBEPEHHBIX BBIUYUCICHUN CTAHAAPTOB OE30MACHOCTH
Trusted Computing Group.

bnaronapsi oTkpbIThIM cTaHfgapTam u crnenuduxanusm Trusted Computing
Group oOecrnieunBaeT Oe3zomacHble BbuncieHus. [IpeumyinectBa texHomoruit TCG
BKJIIOYAIOT 3aIIUTY KPUTHUECKU BAXKHBIX JJIsI OM3HECa NaHHBIX U CUCTEM, HaJICKHYIO
ayTEeHTU(PUKALUIO W HAJEKHYIO 3alIUTY MOJb30BATEIbCKUX HIECHTU(UKATOPOB, a
TaK)K€ YCTAHOBJICHHE CHJIBHOW WICHTHU(UKALMK M LEJIOCTHOCTH ceTu. HanexHoe
0o0OpyZOBaHUE U TMPUJIIOKEHUS COKpAlaloT OOIIYyI0 CTOMMOCTh BIAJICHUS U
NOJJIEP)KUBAIOT COOTBETCTBUE HOPMATUBHBIM TpeOoBaHuAM. IIpakTuuecku Bce
kopriopatuBHbIe [IK, MHOTHE CEpBEPBI 1 BCTPOCHHBIE CUCTEMBI BKIIFO4YatoT TPM; B TO
BpeMsl KaK ceTeBoe OOOpyJOBaHUE, NPUBOJBI U JAPYTrU€ YCTPOICTBA U CUCTEMBI
ucnonp3yloT apyrue cneuudukamuu TCG, Bkirodas camMomm@pyronue JUCKA U
crenuduKauu ceTeBoi 6e30macHoCTH. [6]

[IporpammHOe oOecriedeHHe U MPWIOKEHUS JOCTYIHBI [JII  MHOTHUX
pa3paboTuukoB mporpaMMmHoro obOecneuenus. Cnermudpuxkanuss TPM 2.0 Oblia
IIPUHATA B KAYECTBE MEXKIYHAPOIHOI0 CTaHAapTa MexX1yHapOoJHOM OpraHu3aluen mno
cTaHaapTu3auu MexxayHapoaHOM NEKTPOMEXAaHUUECKON KOMUCCHUEM.

CereBble yCTPOICTBA U CIYXObI, MOJIEPKUBAIOIINE HATECKHYIO CETEBYIO CBSI3b
U crnenuuKailo KOHTPOJS JOCTyMHa, JOCTYIHBI OT psijia TOCTaBIIMKOB. U,
camomupyromuecs: TUCku, ocHOBaHHbIe Ha crnenudukanusx TCG, n1oCTymHBI OT
MPOU3BOIMTENICH NUCKOB Ha JKECTKUX AUcKax, SSD u kopmopaTuBHBIX (opmarax
XpaHEHUs TaHHBIX CO MHOTUMH A0CTYNMHbIMU onmusiMu [1O niist yripaBieHus.

ApXHUTEKTypa JOBEPEHHBIX BBIUMCIECHUN cTaHAapTOB Oe3zomacHocTH Trusted
Computing Group mpuBeieHa Ha pUCyHKe 1.

B ocHOBe TeXHOIOTMM NOBEPEHHBIX BbIYUCICHUH, npeanaraeMon TCG, nexuT
KOHLIECMINS TOCTPOCHHUSI KOPHEBOW LeMH JOBepUs. ba3oBbIM 3JIE€MEHTOM iAo

MOCTPOEHUS TIENU JOBEPUS SBISICTCS MOIYJIb ToBepeHHOM matdopmbel TPM. [6]
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Cranpaptel TCG
Hudpactpykrypa 6e30macHOCTH

|
"KL IE

Npyrrep Mo6UAbHbINA TNC CepsBpel Mecto I'Ipor;::eTlEM:ngm
TenedpoH XpaHeHus

Pucynok 1 — ApxuTekTypa JOBEPEHHBIX BBIYHCICHUN CTaHIAPTOB
6e3omacuoctu TCG

TPM monyns n1oBepeHHOU MIaTGOpMBI — 3TO KPUIITOIPOIECCOP, B KOTOPOM
XpaHsATCS Kpunrorpapuyeckue Kirouu st 3amutbl uHpopmanuu (3M), a takke
oO0IIIrie HAMMEHOBAHKE PeATM3AIMIA JaHHOW crieruduKanuu. [7]

OcHoBuo#t 1enbto TCPA sBIssIOCH yiydllIEeHHE MEXaHU3MOB O€30M1aCHOCTU U
nosepusi B kKommbtoTepax. B 2001 romy Obuta mnpousBeneHa IyOJUKars
cnerudukanuu TCPA Ha ToT MoMeHT Bepcuu 1.0, B KOTOpO# OBLIM OMpeIeTEHBI
HEOOX0AMMbIe TPEeOOBAHMS, KOTOPBIE MOJKEH BBIIOJHIATH MOJIYJb JIOBEPEHHOM
miatgopmbl TPM. Criiyctst HekoTopoe BpeMst crienudukanus Obuia IepecMOTpeHa co
CTOPOHBI IPAKTHUUECKOT O MPUMEHEHHSI MOJTYJIsl TOBEPEHHOM M1aT()OPMBI U JIETOM TOTO
e roja Oblna BeimyiieHa crnenuduxanus TPM Bepcun 1.1. [locne Toro kak Oblia
onybnukoBaHa Bepcusi TPM 1.1 B 2003 roxy Obiia co3mana opranuszaius (TCG),
kotopas 3amenHuina [CPA, HO mpu ATOM MNPOAODKHUIIA Pa3BUBATh BBIMYIEHHBIC
cnequuKauu MOAYJIsS JoBepeHHOW minatdopmbl. B asToM ke romy Obuia
omyOnukoBana crnernudukanus TPM Bepcus koTopoil, Ha TOT MOMEHT crana 1.2.
JlanHasi Bepcus yKe 10 CyIIEeCTBY OonMUChiBasIa (PyHKIIMOHANBHOCTE TPM. [7]

Monyns nosepenHoit miargopmel TPM, coaepkut B cebe KpUnTonpoueccop,
KOTOpBI O0ecreurnBaeT cpeicTBa 0O€30MacCHOrO CO3JaHus Kitoued MmudpoBaHUs,
KOTOpbIE TMO3BOJISIOT OTPAHUYUTH HMCIOJB30BAHUE KIIIOUEH, C TAKOW e CTENEHBIO
HEMOBTOPUMOCTH, KaK U TeHepaTopa ciaydyanbix yucel (I'CH). Moaynb qoBepeHHON
miaTopMbl  00JaAAaeT CIAEAYIOIMIMMH BO3MOXHOCTSIMH, a HMMEHHO: YJaJEHHOM
aTTecTalyen, MPUBI3KOM U HAJIC)KHOM 3alIMTOM XpaHeHre JaHHbIX. Kpunronpoueccop

MO3BOJISIET MUGPOBATH JAaHHBIC TaK, YTO OHU MOTYT OBITh pacmM(PpoBaHbI TOJIBKO HA
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KOMIbIOTEpE, Tae ObuUTo mpousBeneHo mudposanue. [IpuBsska mudpyer TaHHBIC
YHHUKAJIBHBIM KIII0UOM ToaTBepkaeHus TPM RSA, koTopblil 3amucan B YHII TIPU €T0
IIPOU3BO/ICTBE.

Monyns nmoBepeHHoOU matdopmbl TPM mcmons3yeTcs mjis MOATBEPKIACHUS
MOJUIMHHOCTH aIlllapaTHbIX CpPeNCTB. Tak Kak Kaxapld yun TPM yHukaneH s
ONPEICICHHOT0 YCTPOUCTBA, TO CTAHOBUTCSA BO3MOKHBIM OJHO3HAYHOE YCTAHOBIICHHUE
U OTIpEJICIICHHE TOITMHHOCTH TIaTGOPMEL. [7]

Bo3moxxnoctu  TPM  mupoko UCHONB3YIOT MHPOBBIE KOMIAHUM IO
npous3BoAcTBY 11O u anmapaTHBIX CPEACTB ISl pealu3alud pa3IMYHbIX TEXHOJIOTHMA

3U. [Ipumepamu sBistroTcst Texunosorus Intel vPro u Texnomorus Bitlocker.
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2 Ananus npuioxenuid ynpasnenust momysiem Trusted Platform Module
2.1 Ananu3s npunoxkenus Trousers TSS

B nmanHOM Bompoce paccMOTpPEeHbl HEKOTOPbIE OCHOBHBIE KOMITOHEHTBI C
OTKPBITHIM UCXOJHBIM KOJIOM IIaT(GOPMBbI TOBEPEHHBIX BBIUMCICHU, TAKUE KaK:

- Trousers TSS;

- TPM Manager,

- TPM Tools;

- Open SSL TPM Engine.

[Tporpammusiii ctex Trusted Computing Software Stack (TSS), o6ecnieunBaer
unTepdeiic APl onepallMOHHBIM cUCTEMaM U TPHIOKEHUSAM TakK, YTOObI OHH MOTJIA
HCITI0JIb30BaTh (PYHKIIMOHAIbHBIE BO3MOXXHOCTH, KOTOphie obecrneunBaer TPM. Oto
MO3BOJIAET Pa3HbIM MPUIIOKEHUSIM M OINEPALMOHHBIM CHUCTEMaM, padoTaTh Kak
BUPTyaJbHBIC MAaIIWHBI, YTOOBI B3aMMOJEHCTBOBATH JAPYr C JPYroM, IOKa OHHU
COOTBETCTBYIOT crienudukanuu TSS.

OcHoBHast 11e1b TSS COCTOUT B TOM, UYTOOBI MYJBTUIICKCUPOBATH JOCTYI K
TPM, tak kak TPM orpaHnuumBaeT pecypcbl U MOKET TOJBKO CBSI3BIBATHCS C OJHUM
kaueHToM. Kpome Toro, He Bce (QYHKUMH, CBSI3aHHBIE C JIOBEPUTEIIbHBIMU
BBIYMCIICHUSIMH, TpeOytoT goctyna [PM. Takue ¢yHKUMM HaxoAsTCs B
cneruduxauu TSS.

TrouSerS - peamuzaruss TSS ¢ OTKPBITBIM HCXOIHBIM KojoMm. I[lociemuss
BBINYIIICHHAs] BEpPCUs cTa0WIbHA U peanu3yeT Bepcuro 1.1b B3aumoneiictBus uepes
untepdeiic Bepcuu 1.2 TSS TPM.

ApxuTeKTypa mporpaMMHOTro cteka Trousers TSS npezacrasieHna Ha puCyHKe 2.

TrouSerS obnanaer cnenyroumu ypoBHsimu [10 TCG:

- TSS Service Provider (TSP) — ciry>x6a miatdopMsl poBaiiiepa cTeka;

- TPM Device Driver Library (TDDL) — 6ubnuoteka npaiisepa TPM;

- TSS Core Services (TCS) — cayx0a sapa TSS.
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TrouSerS TrouSers
TPM Manger TPM Tools OpenSSL
TPM Enigne

TrouSerS TCG Software Stack (TSS)

Linux Trusted Device Driver (TDD)

TrustedGRUB Boot Loader

PucyHok 2 — ApXUTEKTypa IporpaMMHOIr0 CTEKa

B3auMopelicTBrE TaHHBIX YPOBHEW MPHUBEICHO HA PUCYHKE 3.

JlokanpHOE PUITOKEHHE

Cuiyx6a rmraThopMel n
npoBaiinepa creka (TSP) TSCI 2

OBAaTEIbCKUMN PEKUM

bubnuoreka apaiisepa TPM
(TDDL)

Tlonb3

HpaiiBep yctpoiictea TPM
(TDD)

Pexxum
sapa

TPM

Pucynok 3 — B3aumogeiicrsue yposueit 110 TCG

TSP u TSPI.

Kaxnmoe mnpunoxenue, ucmoib3yioniee (QyHKIMOHATBHOCTE [PM, momkHO
ucnojs30Bath TSP depe3 cBoit uHTEpdeiic, TSS Service Provider Interface (TSPI).
Kaxxmoe npuiiokeHne UCmoiab3yeT CBOM cOOCTBEHHBIN TSP, KOTOPBIA 3arpyKeH Kak

oubnuoTeka B JFOOOM Tpoliecc MpuioxkeHus. [ SP obecrieunBaeT BHICOKOYPOBHEBbBIC
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¢ynkun TCG, a Takke BCIOMOTaTeNbHbIE CIIYXObI, TaKHE KakK MPOBEpPKa MOAMHUCU
WIN XEIINPOBAHHUE.

TSP - HeoOxoauMm Jy1s Kaxaon peanm3anuu 1SS, TSP MoxkeT ObITh TUCKPETHBIM
MOJIyJIeM; BO3MOXHO HWHTerpupoBath ISP B npyrue monaynu tatdopmsl. Oaux
aciektr TSP — TSP Context Manager (TSPCM), kortopsiii obecneunBaer
JTUHAMUYECKHUE JECKPUNTOPHI, MO3BOISIONME d(PPEKTUBHO HCIOIB30BATh PECYPCHI
npunioxxeHus u TSP,

Bropoii acnekr TSP  Cryptographic Functions (TSPCF), koropsiii
o0ecreynBaeT, YTOObI MOTHOCTHIO UCIOJIb30BANIUCH 3alllMIeHHbIE GyHKIUHA B TPM.,

TCSu TCSI.

TCS obecnieunBaeT equHbIN HAOOP ornepaiuii ko Bceit padote TSP miatdopmel.
OcnoBHas 3agada TCS cocTouT B TOM, YTOOBI MYJIBTHILIEKCHPOBATh AOCTYI |PM.
Kpowme Toro, TCS obecrieunBaet onepariu, 4T00bl COXPaHUTb, YIIPABIISATh U 3aIUTUTD
KITIOYH.

TDDL u TDDLLI.

TDDL, k xotopoit monyvaroT moctyn depe3 TCG Device Driver Library
Interface (TDDLI), o0ecrneuriBaeT yHHUKQJIbHBIA WHTEPPEHC IS  pa3IMIHBIX
peanuzarnuii npaiisepa TPM. Kpome Ttoro, 3to oOecreduBacT MEPexoi MEXIy
MPUBUIIETUPOBAHHBIM PEKMMOM U TIOJIb30BATEIIEM.

TDD u TDDI.

HpariBep ycrporictBa TPM BKirouaet Ko, KOTOPBIM IIOHUMAET OINPEIEIICHHOE
noenenne TPM. D10 - eOUMHCTBEHHBIM MOJYJb, KOTOPBIM CBSI3BIBAETCS
HenocpeacTBeHHo ¢ TPM. On nonydaet notoku 6aiitoB or TDDL u nepechliaet ux K
TPM, Bo3Bpamas ero orBet Hazax Ha TDDL. Hecmotps Ha TO, 4TO crieruduKaIys
TSS ynomunaer unrepdeiic TDD TDDi, rexymas cnenudukanus TSS He onpenensiet

€ro.

2.2 Ananus npunoxenus TPM Manager

ensto TPM Manager sBisieTcsi peanu3anus MPOTPaAMMHOTO OOecriedeHUs

ynpasienusi TPM ¢ OTKpBITBIM UCXOHBIM KOJIOM, KOTOPBII 0OecrieurBaeT NpoCcToil B
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UCIIONIb30BaHuU Tpaduueckuii uurepdeiic noiap3zonatens. B nactosmee Bpems TPM
Manager mMoxeT MCHoJIb30BaThCs B COOTBETCTBUHM ¢ Linux, B TO Bpems Kak Ooiee
MO3JJHUE BEPCUM JIOJDKHBI TakXke ObITh NPUMEHUMBIMH KaK H30JUPOBAHHOE
PUIOKEHUE.

Tak kak TPM Manager ocHoBbIBaeTcst Ha HeKOTOPBIX BUkeTax KDE, koTopsiM
COOTBETCTBYIOT 3aroyioBounbie (aitsibl B Oubanorekax KDE, u QT, To HeoOxoaumo
IPOIHKCHIBATH ITYTH K HEOOXOAUMBIM OMOJIMOTEKAM.

Y TPM Manager ectb iBa ypOBHSI:

- ypoBenb Graphical User Interface (GUI);

- ypoBeHb MicroTSS.

B 10 Bpems kak yposenb GUI obGecrieunBaeT KOMIOHEHTHI OJIb30BATEIBCKOTO
untepdetica, Ha ocHoBe BHkeToB KDE19 m mmathopm QT20, yposenbr MicroTSS
IpeajiaraeT MpocTol, 00bEKTHO-OPUEHTUPOBAHHBIN HHTEp(deiic GyHKIMSIM 0a30BOr0O
TPM.

Hecmotpss Ha To, uro Tekymas peamusamus MicroTSS ocHoBbiBaeTcs Ha
TrouSerS TSS, abOctpakius, obOecriedeHHass ypoBHeM MIcroTSS, momyckaer
MOJIJIEP>KKY CO CTOPOHBI alIbTEPHATUBHBIX peanu3anuii 1SS, npeayiaraeMbIX TpeThen
CTOpOHOU WK OT TpedyeMbix (pyHkumid. [locneanee ycioBue 0coOEHHO BaXHO, €CIU
menekep TPM ucnonb3yeTcs, Kak 4acTh sijgpa 0€30M1acHOCTH.

TPM Manager oOecrnieuynBaeT BBIIOJHEHHE (YHKIUNA, NPUBEACHHBIX Ha

pucynke 4 u tabmnuie 1 [14].
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| Self Test ) ST

PCRs )

TPM Details )

( Show Capabilities
{ Status o Y
"~ _A Take Ownership

_- Deactivation

New Password

{ Enable Critical Functions )

Create EK

Read Certificate
Read E}

Clear Ownership

( Load Maintenance Archive

Create Maintenance Archive )

( Revoke Trust )

Change Owner Password

M

isable

Restrict EK }

Disable Maintenance )

Tabmuna 1 — @yaxkuuu TPM Manager

Pucynoxk 4 — ®ynkuuu TPM Manager

— Owner

Komanbl

Onucanue

HcriomHuTE b KOMaHIbI
nosb3oBatenb (User)/

Baazener (Owner)

TPM Details

OTtoOpaxkeHue moapoOHOM
uHpopmarmro o TPM
(mpou3BOIUTEH, BEPCHS,
BcTpoenHoe I10) u TSS

(MpoOU3BOAUTENH, BEPCHS)

User

Status

OToOpakeHHEe COCTOSHUS
TPM (Bximouenue TPM,
aKTUBAIMs,  YCTaHOBKa
BIIAJICNIbIIA, JOCTYITHOCTh
KJTIOYa

EK, IpanBepa
TPM, nouck TSS)

MOJTBEPKACHUSA

IIOUCK

User
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[Iponomkenne Tabnuip 1

Koman el

Onucanue

HcnomanTtens koMaHb
noJsib3oBaresb (User)/

Biazenen (Owner)

Show Capabilities

OtobOpaxkeHue
TPM
PCR,

BO3MOKHOCTEHN
(KOIM4EeCTBO

JIOCTYITHBIE CBOMCTBA)

User

Take Ownership

Kondurypuponanue
BJIQJIEIIBIA TPM u
YCTaHOBKAa  BCTPOCHHOM

byHKIMHU 0€30MaCHOCTH

User

Deactivation

ITepexmroueHue

TPM B

peKHMa
paboThI
aKTUBHUPOBAHHBIH 17001
BPCMCHHO

JIEAKTUBUPOBAHHBIN

pEKUM

User

New Password

Co3ngaHne HOBOTO MapoJis
I10JIL30BaTEIEM WIN

BJIaACIbLIEM

User

Self Test

Beimonsenune MOJIHOTO
CaMOTECTUPOBAHUS BCEX
BHYTPEHHHUX

TPM

dbyHKIUH

User

Enable Critical Functions

Bxirouenue KPUTHYCCKUX

byHKIUH

User
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[Iponomkenne Tabnuip 1

Komangsr Ornucanue HcnomanTtens koMaHb
noJsib3oBaresb (User)/
Biazenen (Owner)
Create EK Co3pnanue kiroua | User
noareepxkaeHus (EK)
Read EK Yrenue kmroua | User, Owner
noareepxkaeHus (EK)
Read Certificate Urenue ceprudukara User
Change Owner Password | 3smenenue napoutsi, | Owner
UCIIOJIB3YEMOT0 TUTSt
ayTeHTU(PUKAIINH
Bianensna TPM
Disable [Mepexmouenne pesxkuma | Owner
paboThI TPM BO
BKJIFOUCHHBIN 1580071
OTKJIFOYEHHBIN PEXKUM
Clear Ownership VY nanenuve Biagenbia | Owner
TPM 151 YCTaHOBKa
3aBOJACKHX HACTPOEK B
TPM
Load Maintenance | 3arpy3ka pesepsHoro | Owner
Archive KonupoBaHus kioda SRK
Create Maintenance | Coznanne  pesepBHoro | Owner
Archive KonupoBaHus kioua SRK

19




[Tponomkenne Tabnuip 1
Komanpt Onucanue HcnonHuTtenbs KOMaH bl

nosp3oBatenb (User)/

Biangeiern (Owner)

Restrict EK OTKIIIOUYECHUE YTCHUS Owner
kiroua EK 0e3

ABTOpHU3alWH BJIaACIIbIAa

Revoke Trust V nanenne karoya EK Owner
Disable Maintenance OTKJIIOYCHHE Owner
00CITyKUBaHUS
XapaKTePUCTHK

2.3 Anaims npunoxenus TPM Tools

[Tpoext TrouSerS TPM Tools Bkirodaer B ce0s HHCTpYMEHTAIbHBIC CPEICTBA
o pabore ¢ TPM.

TPM Tools mnopmepxuBaeT KOMaHJbI, pa3pellaloue aIMUHHCTPATOPY
m1aTGOpPMbI YIIPaBIATh U JUATHOCTUPOBaTh 00bekT TPM. B pomonHenune k sTomy
MaKeT COJEPKUT KOMAaH/bl JUIsl HMCIOJIb30BaHUS BO3MOXKHOCTEH, JOCTYMHBIX B
unrepdeiice TPM PKCS#11, peanuzoBannom B 0penCryptoki mpoekre, peanu3anuu
PKCS#11 mua Linux.

HekoTopeie KOMIIOHEHTHI, KOTOpBHIE BKJIIOYAeT B Ce€OS ATO MPHIOKECHHE
MIPE/ICTABIICHBI HIDKE.

K TSS nonyuatot goctyn uepe3 uarepdeiic TSP, peanuzoBannbIil OnOIMOTEKOMN
libtspi.so. HecmoTpst Ha TO, uTOo 3Ta OMONMOTeka peanmuzoBaHa B ANSI C, sto
OCHOBBIBAE€TCSI Ha OOBEKTHO-OpHMeHTHpoBaHHOM TmpoekTe. [lostomy Bech TSPI
(GYHKIIMOHUPYET C OJHOW WM HECKOJBKUMH CCBUIKAMH, aJpecys OIpeCcIICHHBIC
IK3EMILTSPHI KI1acca.

Context - kiracc, KOTOpsIi npeacTapisieT coeauaerune ¢ TCS, paboTaronmm wim

Ha JIOKAJIbHOM, WM Ha yJajeHHoW BbruvciutenbHod miargopme TCG. Metonpl,
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oOecrieueHHbIE B OTOM KJIAcCe, YMPABISIOT pECypcaMu, MaMsThbl0O WU JIPYTUMU
o0wektramu. Jlpyroit poxyc gomkeH odecneunts coenuaenns ¢ TCS u mepcucTeHTHON
0a3oi gaHHbIX xpaHeHus. BzaumoneiictBue mexay TCS u TSP B cooTBeTcTBHM €
Linux monsto cokeramu TCP, rme TCS wnaxomutcs Ha HOMepe mopta 30003.
bonpmHcTBO (PyHKIMM ompeneneHo B kiacce TPM, KoTopelii mpeacTaBiseT
Biazgenbiia TPM, koTopwlii oOecrieurBaeT OCHOBHOE YIpaBlIEHHE M COOOIIAIoIINe
byHKIUH.

Policy kmacc MOXET  HCHOJB30BAaThCSA, 4YTOOBI  CKOH(UTYpPHPOBATH
CTpPATETHYECKUE apaMeTpPbl HACTPOMKH.

Key kiacc npemiiaraer 06padotky kimoda TCG u GyHKIIMOHATBHOCTD.

B Ttexkymen Bepcun HWMuHctpymentsl TPM  noanepxuBarOT CceMHAALATh
WHCTPYMEHTOB KOMaHIHOM CTPOKH, KOTOPbIC MPUBEACHBI B TAOIUIIE 2.

Tabmuua 2 — OcuoBHble KoMaHasl TPM Tools

Komauger Onucaunue

tpm_changeownerauth V3MeHeHre MaHHBIX aBTOPU3AIMH, CBSI3aHHBIX C

BiaaeabiieM i SRK

tpm_clear Bosspar TPM B cocTosiHME TI0O YMOJYaHHIO

(BBIKJIIOYEH, IEAKTUBUPOBAH, HET BJIAJIENbIIA)

tpm_createek Coznanue napsl Kaouel nmoarsepxkaeHus B TPM

tpm_getpubek OT00pa3uThH OTKPBITYIO 9acTh KITI09a

noareepxkaeHus TPM

tpm_resetdalock COpoc OJOKMpPOBKM aTak II0 CJOBapl JJIA
nosib3oBatenst  (TpedyeTcss  ayTeHTU(dUKaIuUs

BIIaJICIIBIIA)

tpm_restrictpubek OrpaHu4nTh CIIOCOOHOCTH 0TOOpa3nuTh
OTKPBITYI0 ~ 4acTh  KJIKOYa  IOJTBEPIKICHUS

BJIaCIIbIY

tpm_revokeek OTMeHHTH Mapy KITo4ei moarsepxacaus 1PM
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[Iponomkenne TabuIb 2

Komanngsr

Onucanue

tpm_sealdata

Oneuaratb BXOAHBIC JaHHBIC CHCTCMBI

tpm_selftest

3anpoc TPM Ha BbINOIHEHUE CAMOTECTUPOBAHUS

Y OTYETa O pe3yibTaTax

tpm_setactive

N3meHenune cocTtosiHuA akTuBHOrO 1PM

tpm_setclearable

Brixatouenue onepanuii ouuctku TPM

tpm_setenable

M3MeHenne coCcTosSHUSA BKJIFOUEHHOTO | PM

tpm_setoperatorauth

YcTaHOBKa JaHHBIX aBTOPU3ALMU OIEPATOpa B

TPM

tpm_setownable

HN3meHeHue pasp€iicHsA yCTAHOBKHKU BJIaJCJIbIla

TPM

tpm_setpresence

HN3MeHeHne COCTOSSHUM U YCTAaHOBOK PpPCKHMaA

¢usnueckoro npucyrctBusa B TPM

tpm_takeownership

VYcraHoBka Biajgenba | PM

tpm_version

HonyquHe JaHHBIX O BCPCHHU U IIPOU3BOAUTCIIC

TPM

Komannel TPM Tools obecieunBaroT BHINOJHEHHUE CAEAYIOMNX (QYHKIIHIMA:

- ympaBlieHHe BiajaenbieM PM,

— YIIPABJICHUE KIIFOUOM MTOATBEPKIACHNUS;

- yOpaBiieHHE KOHPUTyparuen.

2.4 Anamu3 npunoxxenus Open SSL Engine

OpenSSL - uWHCTpyMEHTapuil C OTKPBITHIM HCXOJHBIM KOJOM, KOTOPBIH

pean3yeT ypoBeHb 3allUIICHHBIX COKETOB (SSL V2/V3) 1 mpoToKOoIIbI 6€30MacHOCTH

TpaHcrnopTHoro ypoBHs (TLS V1), koTopble BKIHOYAIOT B ce0sl HEOOXOIUMBbIC

kpunrorpaduueckue omnepamuu. MHCTpyMeHTapuii OCHOBBIBAETCS Ha OMOIMOTEKE

SSLeay, kotopyro paspadoranu Eric A. Young u Tim J. Hudson B cooTBeTCTBHH C
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nuneHsuedt ctuns Apache. M mosToMy BO3MOXKHO UCIOJNB30BaHUE Kak IS
KOMMEPUYECKUX, TaK U JJII HEKOMMEPUECKUX IIeJIeH.

bubmoreka OpenSSL nmoanep)xuBaeT co3aHue, YIpaBpieHUE U UCITOIb30BaHUE
KpUnTOrpauueckux MOZyJIEH Kak KOHTEUHEPBI U1 peanu3anuin
KpUNTOTpaUuecKux anropuTMOB. Tak Kak ATH OOBEKThl MOTYT OBbITh 3arpy>KeHbI
nuHamuaHo, OpenSSL mMokeT ObITh pacHIdpeH ajbTePHATHBHBIMHU pPeaH3alUsIMU
IPOTrPAMMHOTO 00€CTICUCHHUS WIIH alapaTHEIMU MOAYJISIMU, TAKUMH KaK CMapT-KapThI
wi TPM.

Mexauuzm TPM coenunsier TPM ¢ OpenSSL uwepez TSS. [ns Oonee
KoppekTHOou cBsizu ¢ TPM, cam mexannsm OpenSSL TPM nosb3yeTcss COBMECTHO €
oubmuoTexoil libtspi.so, kotopas siBisieTcst yactbio TSS.

OpenSSL TPM umeet cneayromue GyHKITMOHATHHBIC BO3MOXXHOCTH:

anbrepHatuBHbIN anroput™m RSA, (EC) DSA u (EC) DH;

CUMMETPHUYHBIC aJITOPUTMBI TG POBAHUS;

AJITOPHUTMBI XCIITUPOBAHUS;

34rpy3Ka KJIr4da;

- XpaHeHue KpunTorpadhuyeckux Kitouen u cepTu(pUKaToB.
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3 ApxuTtektypa U OCHOBHBIE Bo3MokHOCTH Moayss Trusted Platform Module
3.1 OO1as xapakTepucTHKa MOAYJIsS JOBEPEHHBIX BbIuucieHuii TPM

TPM — 3TO MUKPOKOHTPOJIIEP, KOTOPBIM peanu3yeT paboTy (YHKIUNA 10
obecneunnto OezomacHoct I[IK, mpu s3TomM wucHonb3yer Kimod MIMGPOBAHUA.
VYcranoBka uyuma TPM mpoucxonutr Ha matepuHckod riare [IK. JlanHbid gun
OCYUIIECTBJISIET B3aUMOJICHCTBUE C JPYrUMU KOMIIOHEHTaMH KOMIIbIOTEpa uepes
CHCTEMHYIO MIHHY. [8]

XBIIMpOBAHUE JII CHUCTEMBbl MPOUCXOAUT C Tomolnplo anmroputma SHAL
(Secure Hash Algorithm). 3nadyenne xemna ckiaapBaeTcs U3 WHPOPMAIIUU, KOTOPast
MoJlydeHa OT BCEX KOMIIOHEHTOB KOMIIBIOTEpa, B COUYETAaHWH C MPOrPaMMHBIMU
anemeHTamu aanHoro T1K. [8]

3amyck KOMITbIOTE€pa BO3MOXKEH B TOM ciiydae, eciau T PM nonyyaer npaBuibHOE
3HAUEHHUE XEIlla, TaKOE€ COCTOSHHUE HA3bIBACTCS IPOBEPEHHBIM COCTOSIHUEM
komnbioTepa. B 3tom coctosHue OC mnonydaer AOCTYN K KOPHEBOMY KIHOUY
mudpoBanus. [[aHHBIM K04 HEOOXOAMM JUIsl TOTO, YTOOBI BBIMOJHSJIACH padoTa

NPUJIOKEHUH, a TaKXKe ObLI JOCTYIT K JaHHBIM, KOTOpbIe 3amuinaet TPM. [8]

3.2 3agaum ¥ NpUHLHUI padOThI MOYJIA TOBEPEHHBIX BbluKcieHud TPM

OcHoBHas 3a1a4a TPM cocTOUT B CO37aHUM TAKOTO HAJEKHOTO KOMITBIOTEPA, B
KOTOPOM OCYIIIECTBIISICTCS MPOBEPKA U 3al[UTa BCEX MPOLIECCOB CBSI3H, alMapaTHOTO U
IpOrpaMMHOro obecrieueHre. 3auTa CBA3HM 3aKIF0YaeTCsl BO B3aUMOICHCTBUU MEKITY
OTJEJIbHBIMU YacTsMU cuctemsbl (Hanpumep, OC). [7]

Taxxe ¢ynkuueir TPM sBnsercss mpoBepka LETOCTHOCTH M MOJJIUHHOCTH
JaHHBIX. TOJIBKO aBTOPU3UPOBAHHBIE MOJB30BATEIN MOTYT UMETh JOCTYI K JaHHBIM,
IIPU ATOM TaKXe JIOJDKHA OBITh oOecriedeHa Oe3omacHas nepenada uHhopmanuu. ITo
MO3BOJIET 3alUTUTh CUCTEMY OT BPEJOHOCHBIX MPOrPaMM, KOTOPHIE MO3BOJSIOT
U3MEHSTH JJaHHbIC, 0€3 Be0Ma MOJIb30BaTEIIs.

TMP M0KHO Tak»ke UCIIOJIL30BaTh JJIs 00eceyeHNUI 0€30MacHOCTA MOOMIILHBIX

Teﬂe(bOHOB, KapMaHHBIX IICPCOHAJIBHBIX KOMIIBIOTCPOB, YCTpOfICTB BBOJa N ATMCKOBBIX
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HakomuTeneil. Bmecte ¢ HUM MOXHO TPUMEHSITh YCTPONCTBA OHOMETPHUUYECKOU

UJCHTU(UKAIIAH.

3.3 ApxuTeKkTypa MOIyJIsl TOBEPEHHBIX Bbrurcienuii TPM

Yun TPM nomkeH yIOOBIETBOPATH TPEOOBaHUSEM MHUHHUMAJIBHOIO Habopa
QITOPUTMOB W TIPOTOKOJIOB, KOTOpble omucaHbl B JokymeHTamuu [CG. s
peanu3alnuy JIONOJHUTEIBHBIX AJITOPUTMOB M IPOTOKOJOB HEOOXOJUMO, YTOOBI
MIPOU3BOJIUTENIA BHOCWIM UX OMMCAHUE B COOTBETCTBYIOIIYIO JOKYMEHTALIMIO.

B apxurtekType unna peann3oBaHbl CIEAYIOMME 3aIIATHBIE MEXAHU3MBI:

- 3aIMIIEHHOE YIIPABICHUE MMAMSATHIO;

- mu(poBaHUEe UTUHBI U JJAHHBIX;

- TECTUPOBAaHUE PEXKUMOB OJIOKUPOBAHMUS;

- AKTUBHOE DKPAaHUPOBAHHUE.

ApXHUTEKTypa MOJIyJsl JOBEpPEHHBIX BbluucieHH TPM mnpuBegena Ha
pucyHke 5. [7]

Hwxe mpuBeneHo onvcanne KOMIIOHEHTOB JJAHHOM CXEMBI.

Kpunrorpaduueckuii mporeccop BBINONHIET ornepanuu BHyTpu TPM, takue
KakK:

- TeHepaIus aCHMMETPUYHBIX Kitoueit (RSA);

- acummeTpuuHoe mudposanue/pacimdposanue (RSA);

- xemmpoBanue (SHA-1);

- TEHEPALMS CITyYalHbIX YUCE.

TPM  wucnone3yeT 3TH  BO3MOXHOCTA  JJIi T€HEpPalUMH  CIIyYalHBIX
MOCJIEIOBATEIBHOCTEH, TeHEPALIMM ACUMMETPHUYHBIX KIIIO4Yel, 1UPpoBON NMOANUCH U
KOH(QUIEHIIUAIBHOCTY  XpaHUMBbIX  JaHHbIX. Taxxke TPM  moamnepxuBaeT
CUMMETPUYHOE MH(PPOBAaHUE AJIsi BHYTPEHHUX HYX/I. Bce XpaHuMble KITI0UU 10 CHIIe
JIOJDKHBI COOTBETCTBOBATH K04y RSA mimuHo# 2048 6urt. [7]

brnox SHA-1 ucnonb3yercsi Ajii BbIYMCICHUS MOAMKMCEH, CO3AaHMs OJIOKOB

KJIIOUeld W Jpyrux Ienei oOIlero Ha3HaueHus. Xel-uHTep@eichl JOCTYIHBI BHE
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JAOBCPCHHOT'O HJIaTqJOpMeHHOFO MOJAYJIsL, 4YTO HO3BOJIACT OKPYKCHUIO UMCTD JIOCTYII K

X31I-()yHKIIH.

(_poon-ommon )
( BBox - BeIBOS
N

Kle‘[TO]‘[pOHeccop aHepFOHCSaBI/ICI/IMaﬂ naMsATb

/" Kmow HOZ[TBCp)KZ[CHI/IH\‘

(/1" ;:HepaTop cnyqaﬁﬂbiﬂ‘ \\ (EK) /
\\ qucen /
(K/opHeBoﬁ KIII0Y xpanw@
o SRK
,/ I'enepatop kmoueit \‘ K ( )

‘\\ RSA Y,

DHeproHezaBucUMasi MamsTh

/. .
( VYerpoiictBo SHA - 1

(/ I;erI/ICTpLI Kombnrypauni/r\‘
\\ wiatopmsl (PCR) /

/
k VYerpoiictBo RSA > ~ -
/ Kimou noz(TBepmneHHﬂ\

\\ nommuaHOCTH (AIK) /‘

Pucynok 5 — ApxutekTypa MOaysl JOBEpEHHbIX Bbruncienuii TPM

['enepaTop kmrouerd RSA HeoOXomuM IS co3gaHusS Tap KITOYCH Is
JaHHOTO anropuTMma. B cnemudukanum He yka3aHo TpeOOBaHUI JIsi BPEMEHU
reHepali KIIYel, B Hel yKa3blBaeTCs TOJbKO MUHUMAaJbHAas JIMHA KIIOYa,
KoTopas HeoOxonuma st mudposanus. [[nuHa kiroda gomkHa cocTaBisaTh 2048
ourt. [9]

VYerpoiictBo RSA ucnonb3yercst ajig reHepauudud HUGPPOBBIX MOANKMCEN U
mudpoBanus. g peanu3ainuy T1aHHOTO aJrOpUTMa B cieliM(pUKAINKA HE YKa3aHO
HUKaKuX orpaHnueHuil. [losToMy NpPOM3BOAUTENM TIpU pa3padOTKe MOMYJs
JIOBEPEHHOM T1aT(OPMBI MOTYT MIIOJIB30BATh JTI000H UM YJTOOHBIN METO/I.

Random Number Generator (RNG) — reHepatop ClOy4aiHBIX dYHCE,
UCIIOJIB3YETCS IS TEHEPALK KIII0UEN U CIIyYalHOCTEHW B CUTHATypax MOAIUCIX.
JloBepeHHbIN TIaTPOPMEHHBIH MOIYIh JOHKEH OBITH CIIOCOOHBIM MPEIOCTABUTH

32 cnydaifHbBIX OMTa HA KaKJIbIA BHI30OB TeHepaTopa. [9]
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RNG kpuntounn cOCTOUT U3 CHEAYIONIUX KOMIIOHEHTOB: HCTOYHHK
DHTPOINH, KOJUIEKTOP YHTPOIUH, PETUCTP COCTOSHUS U CMEITNBAIOMAast (PyHKITHSI.

W cTOYHHUK SHTPOMUU — HTO MPOIECC WIM MPOIECCHI, BhIpaOaThIBAIOLINE
CTaTUCTUYECKU HE3aBUCUMBIE COOOIIEHUS.

Komnekrop sHTponuu — mpoliiecc, KOTOpbId coOUpaeT 3Ty uHGOpMaIHIO,
YAQISIET CMEUICHUE W BBIPABHUBAET BBIXOAHBIE JIaHHBIC. DHTPOIHUS JOJKHA
MepeaBaThCsl TOJIBKO PETUCTPY COCTOsIHMS. Peanuzanusi peructpa COCTOSIHUS
MOKET UCIOJIb30BaTh ABA PETUCTPA: SIHEPTO3aBUCUMBIA U HE3aBUCUMBIN. [9]

DHeproHe3aBucUMas TaMsITh HCIOJB3YETCA JUIsI  XPaHEHHsS  KJIroua
MOATBEPKIACHUS, KOpHEBOTro Kitoua — Storage Root Key (SRK), aBTopu3zaninoHHbIX
naHHbIX. B cnenudukanmum o0beM JaHHOTO THNA THaMaTH orpanudeH 1280
OaifTamu.

Endorsement Key (EK) — kimrou moarBepskacHus, 3T0 Kitod RSA pazmepom
2048 OuT, UACHTUPUIMPYIOIIUNA YHI, a TakXke Bce ycTpoicTBo. OH sBIsieTCS
OCHOBHBIM KOMIIOHEHTOM MOJ1yJIs A0BepeHHOH maTtdopmbl TPM. OTkpbITast yacTh
kioua PUBEK, 3akpeitas — PRIVEK.

PRIVEK He nomkeH ObITh JOCTYIIEH BHE YMIIA, a TAK)KE HE UCTIOJIb30BATHCS
mutst renepupoBanus noanuceit. PUBEK xpanutcs B ceprudukare, HCHoiab3yeTcs
TOJIBKO I YCTAHOBJICHUS Biajesibia TPM.

Attestation Identity Keys (AIK) — k104 moaTBepkaAeHUS TOUTHHHOCTH, 3TO
kmod  RSA  gmuHOM 2048 OMT, HMCHOMB3yeMBIM TOJIBKO JUISI  ITOJIHCEH.
Hcnons3zoBanne ero Juisl  mU(pPOBaHUA  3alpelieHo  crelu(pUuKaLHei.
UcnonszoBanue AIK oT ogqHOrO0 MOAyJd HA APYTOM 3aIPEIICHO.

KitoueBas uepapxus TPM npuBenena Ha pucyHke 6.

Platform Configuration Registers (PCR) — peructpbl KOHpUTypaiuu
m1aThOPMBI, 3TO YHUKAJIbHBIE 3aITUCU JOBEPEHHOTO TIATPOPMEHHOTO MOMIYJIs, B
KOTOPBIX B 3alM(PPOBAHHOM BHUJE COJEPKHUTCS BCS MHGOPMAIHS O COCTOSHUU

IOEJIOCTHOCTHU CUCTEMBI.
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Kirou
MOATBEPIKICHUS
(EK)

}

Kopueoit
KITEOY XpaHEHHUS
(SRK)
v v v
Ponutensckuii Ponurensckuii Ponurensckuii
xirog 1 KJTI0T 2 KIIF0Y 3
Jlouepuuii Jlouepuuii Jlouepuuit Jlouepuuit Jlouepuuii
KiIroy 1 KITFOY 2 Koy 1 KJIFOY 2 K04 1

Pucynox 6 — KiiroueBas uepapxus TPM
Peructppl koHurypanuum miaaTGopMbl MOTYT XpPaHUThCS Kak B
SHEProOHE3aBUCUMO, TaK U B 3HEPro3aBUCUMON aMsATU. Peructpel cOpachiBatoTCs
IIpY 3amycke niu nmpu nepesarpyske OC.
Bcero B cnenu¢ukanuu yka3ato 16 perucropos, KoTopble coaepskar mo 20
out unpopmanuu. Peructpel ¢ 0 mo 7 3ape3epBupoBanbl Juisi TpeboBanuid TPM.

Peructpsl ¢ 8 mo 15 goctymusl ans ucnosb3oBanus OC. [10]
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4 Onucanue cpejibl OKPYKEHUSI IPOrPaMMHOIO CPEJCTBA

4.1 YcranoBka smyssitopa moxyist Trusted Platform Module

Ycranoska smysstopa TPM nposoaunacs B OC Centos 7.0.

JIyist 3TOTO OBUT YCTAHOBJICH TUCTPUOYTHUB HA BUPTYATbHYIO MAIIMHY U J1ajee
OBLITM TIPOBECHBI ACHCTBUS 10 HacTporike OC, a UMEHHO OOHOBJICHHE MPHIIOKEHUHN

JI0 TIOCJICTHUX BEPCUU.

Pa6ounii cron OC Centos 7.0 mpencTaBiieH Ha pUCYHKE 7.

** Mpunoxenns ¥ Mecra ¥

en ¥ Yersepr,19:34 ¥ O ~

Pucynok 7 — Pabouwnii cron OC Centos 7.0
Jlnst  kKoppekTHO#H paboThl smynsaTopa TPM HeoOXomIWMO YCTaHOBUTH U
HACTPOMTH TAKHE MPOTPAMMBI, Kak «Cmakey» u «gmp»
CMake (ot anrim. cross platform make) — 3T0 kpoccruiarhopMeHHas cucTeMa
aBTOMATH3AIMK COOPKH MTPOTPAMMHOTO 00ECIIEUeHHS U3 HCXOJHOTO KO/Ia.

Texkct BBOJAUMBIX KOMaH/J JJIA YCTAHOBKH Cmake:
#./bootstrap
ftmake

#make install

[TIpoBepka ycTaHOBKHM NMPUIIOKEHUS PUBEJICHO HA PUCYHKE 8.
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root@localhost:~/[JokymeHTbI = o X

@aian  MNpaeka Bwg [Mowck TepmuHan Cnpaeka

[root@localhost JokymeHTo]# cmake --version
cmake version 3.0.0

CMake suite maintained and supported by Kitware (kitware.com/cmake) .
[root@localhost [JokymenTol]#

Pucynok 8 — IIpoBepka ycTaHOBKH IPHIIOKEHUsT CMake
Ha manHOM pucyHKe MOKa3aHa Bepcus IIporpaMMbl Cmake.
Jlanee ObUIO YCTAaHOBIIEHO MPUIIOKEHHUE gMP.
GMP - 310 O6MONHMOTEKA, KOTOpas J1aeT BO3MOXXHOCTh pabOTaTh C ICJIBIMH,
pALMOHATIBHBIMU YMCIAMH M YUCJIAMH C TIJIABAIOIIEN TOUKOM.

J171s1 3TOrO OBLIM BBEACHBI CJICIYIOIINE KOMAaH/IbI:
#./configure

#make

#make check

#make install
Jlnsa ycranoBku npwioxenus TPM Emulator sepcun 0.7.4 ObLiv BBEICHBI

CJIeaAyromue KOMaH/bl:
# tar -xvzf tpm emulator-0.7.4.tar.gz
cd tpm emulator-0.7.4
mkdir build
cd build
cmake ../

make

H H= H= H= H= HF

make install

Jlns HacTpoitku smynstopa TPM HeoOxoanumMo BBECTH CIIETYIONINE KOMaH/IbI:
# tpmd deactivated

# killall tpmd

# tpmd clear

# depmod -a

Pe3ynbTaT HACTpOIKHU MPECTABICH HA PUCYHKE 9.
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root@localhost:~ 5 o E

@aan [paeka Buo [Mowck Tepmunan Cnpaeka

[roct@localhost ~]# tpmd deactivated

tpmd.c:396: Info: starting TPM Emulator daemon (1.2.0.7-475)
tpmd.c:93: Info: parsing ocptions

tpmd.c:198: Info: installing signal handlers

tpmd.c:220: Info: daemonizing process

[root@localhost ~]# killall tpmd

[root@localhost ~]# tpmd clear

tpmd.c:396: Info: starting TPM Emulator daemon (1.2.0.7-475)
tpmd.c:93: Info: parsing options

tpmd.c:198: Info: installing signal handlers

tpmd.c:2208: Info: dasmonizing process

[root@localhost ~]# depmod -a

[root@localhost ~]# ||

Pucynoxk 9 — Hacrtpoiika smynsaropa TPM

Jsist Toro 4ToOBI 3anmycTUTh dMYJIATOp TPM HE00X0AMMO BBECTH CIIETYIOIIHNE
KOMaH/Ibl:

#rm /var/run/tpm/tpmd socket:0

#modprobe tpmd dev

#tpmd -f -d

[TapameTp - f o3HayaeT oroOpakeHue smyssitopa TPM B akTHBHOM OKHE.

[TapameTp - d - BKIIIOUCHHE pEXKUMA OTJIAIKH.

Pesynbrar paboTsl mporpammer smyisitopa TPM npusenen na pucynke 10.

root@localhost:~ - [u] x

@ain [Mpaeka Bug Mowck Tepausan  Cnpabka

[ root@lecalhost ~]# rm fvar/run/tpm/tpmd socket :0

Fm: YOAMMTe coker «/var/run/tpm/tpmd_socket:@»7 y
[root@localhost ~]# modprobe tpmd_dev

[root@localhost ~]1# tpmd -f -d

tpmd.c:390: Info: startimg TPM Emulator daemcn (1.2.0.7-475)
tpmd.c:93: Info: parsing options

tpmd.c:160: Debug: debug mode enabled

tpmd.c:198: Info: installing signal handlaers

tpmd.c:295: Info: staring main loop

tpmd.c:265: Info: initializing socket Avar/run/tpm/tpmd_socket:08
tpmd.c:3600: Debug: initializing TPM emulator
tpm_emulator_extern.c:101: Info: _tpm_exterm_init()
tpm_smulateor_extern.c:104: Debug: openening random device Sdev/urandom
tpm_cmd handler.c:4113: Debug: tpm_emulator init (2, OxGOE0C0EE0)
tpm_startup.c:29: Info: TPM_Init()

tpm_testing.c:243: Info: TPM_SelfTestFull()

tpm_testing.c:3%9: Debug: tpm_test prng()

tpm_testing.c:69: Debug: Monocbit: 10897

tpm_testing.c:70: Debug: Poker: 23.0

tpm_testing.c:71: Debug: run_1: 2498, 2493

tpm_testing.c:72: Debug: run_2: 1273, 1218

tpm_testing.c:73: Debug: run_3: G616, 647

tpm_testing.c:74: Debug: run_4: 295, 299

tpm_testing.c:75: Debug: run 5: 157, 157

iR iNi iRt Ri s

Pucynok 10 — PaGota amynsitopa TPM
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Takum 00pa3om, mMociae yCTaHOBKM HEOOXOIUMBIX mporpamm, TPM smymstop

paboTaeT KOPPEKTHO.

4.2 YcTaHOBKA U HACTPOMKA MPOTPaMMHOIO CTEKa JOBEPEHHBIX BHIYUCICHUIN

TrouSerS Trusted Computing Group Software Stack

Bzaumogeiicteue TPM ¢ nporpammubsiM obecnieuenrem [19BM npousBoautcs
yepe3 MPOorpaMMHBII CTEK JTOBEPEHHBIX BbUuKcIeHUN TSS, Ha3pIBa€MbIi MO-APYroMy
cepBUCOM (Cyk001) TOAAEPIKKU JOBEPEHHOM TIaTHOPMBI.

J1J1s KOpPEKTHOM pabOoThI IPOrpaMMHOT0 cTeka ¢ amynsaropoM TPM B OC Linux
HEO0OXOIMMO YCTAaHOBUTH CIIETYIOUIUE TPHIIOKEHUS:

- openssl — devel,

- gtk — devel,;

- libtool.

JlaHHbIEC MPUIIOKEHUS OB YCTAHOBIIEHBI C IIOMOIIBI0 KOMAHIbI «yUumy.

Jlns ycraHoBku miporpammHoro crteka TrouSerS TSS HeoOXxoaumo BBeCTH

CJIeaAyromue KOMaH/bl:

# sh bootstrap.sh

# export PKG CONFIG PATH=/usr/lib64/pkgconfig

# CFLAGS="-L/usr/lib64-L/opt/gnome/lib64"LDFLAGS="-L/usr/1lib64
\-L/opt/gnome/1ib64"./configure --libdir="/usr/local/lib64"

# make

# make install

Jlns Toro, 4YtoOBl 3aMyCTUTh MPOTPAMMHBINM CTEK HEOO0XOJUMO BBECTH
CIEAYIOIIYI0 KOMAaHY:

#tcsd -e —-f

[TapameTp —€ - 3amyCK NporpaMMHOIo cTeka [y B3aumoaenucteusa ¢ TPM uepes
nporpaMmMHsIid naTepdeiic coketo TCP/IP.

[Tapamerp —f - oTOOpaXkeHNE MPOrPaMMHOTO CTEKa B aKTHBHOM OKHE.

PesynbpTaT paboThl MporpamMMHOro cTeka u sMmynsaTopa TPM mpuBenen Ha

pucyHke 11.
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MNpaeka

lhost:~ = o x root(@localhost:~

Cnpaeka @aian  [paeka Bwg [Mowck Tepmunan  Cnpaeka

[root@localhost ~]# modprobe tpmd_dev |[root@localhost ~]# tcsd -e -f
[root@localhost ~]# tpmd -f -d
Info: starting TPM Emulator daemon (1.2.0.7-475 |TCSD TDDL Falling back to Read/Write device support.

tpmd.c:390:
)

tpmd.c:93: I
tpmd.c:100:
tpmd.c:198:
tpmd.c:295:
tpmd.c:265:
ket :0

tpmd.c:300:

dev/urandom

nfo: parsing options
Debug: debug mode enabled

Info: installing signal handlers

Info: staring main loop

Info: initializing socket /var/run/tpm/tpmd_soc

ITCSD TDOL ioctl: (25) Inappropriate ioctl for device

|TCSD trousers ©.3.13: TCSD up and running.

Debug: initializing TPM emulator
tpm_emulator_extern.c:1801: Info: _tpm_extern_init()
tpm_emulator_extern.c:104: Debug: copenening random device /

tpm cmd handler.c:4113: Debug: tpm emulator init(2, Ox0000@

ooee
tpm_startup.
tpm_testing.
tpm_testing.
tpm_testing

tpm_testing.

tpm_testing.
tpm_testing.
tpm_testing.

c:29: Info: TPM_Init()
c:243: Info:
c:39: Debug:
.c:69: Debug:
c:70: Debug:
c:71: Debug:
c:72: Debug:
c:73: Debug:

TPM_SelfTestFull()
tpm_test_prng()

Monobit :
Poker:
run_1:
run_2:
run_3:

18145

14.1

2505, 2412
1268, 1283
622, 655

Pucynok 11 — Pe3ynbrat paboThl IpOrpaMMHOro cTeka u amyistopa TPM

4.3 YcranoBka npuitoskenus TrouSerS TPM Tools

Takxe OCHOBHBIM KOMIIOHEHTOM pa60T1>1 C MMpOrpaMMHBIM CTCKOM SABJIICTCA

npuioxenune TPM Tools.

I[JI?I YCTAaHOBKH JAHHOT'O IIPHJIOKCHHUA OblIa MCIOJIL30BaHAa KOMaHJa «yum»m.

ITocne TOro, Kak YCTAaHOBHJIOCH JaHHOC ITPHUJIOKCHHUC H€O6XOI[I/IMO BBCCTHU

CJIeayromue KOMaHbl:

# tpm version

# tpm takeownership -z

PesynbraT padotsl npuinoxkenus TPM Tools npeacrasien Ha pucynke 12.

Komanna tpm version maer uHpopmanuro o0 ycraHoBieHHOU Bepcun TPM.

Komanaa tpm takeownership ycranasiusaer naponsb Biaagensiua TPM u

napaMeTp —Z YCTaHaBJIMBAeT IMapojib KOpPHEBOro kitoua xpaHeHus SRK 1o

YMOJIYAHUIO (BA/ILIATH HYJIEH).

Komanpga

tpm getpubek - mosydYeHHe OTKPBITOM 4YacTH  KIJIKO4Ya

noaTeepxaeHus EK.
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root@localhost:~ - a x

Mafn Mpaeka Buo Mowck TepuuHan Crpaeka

[ root@localhost ~]# tpm_version
TPM 1.2 Version Info:

Chip Version: 1.2.6.7
Spec Level: 2

Errata Revision: 1

TPM Vendor ID: ETHZ

TPM Version: B1e1a00a

Manufacturer Info: 45544855

[root@localhost ~]# tpm_takeownership -z

Enter owner password:

Confirm password:

[root@localhost =]# tpm_getpubek

Tspl TPM_GetPubEndorsementkKey failed: OxQ0000008 - layer=tpm, code=0008 (B), The
TPM target command has been disabled

Enter owner password:

Fublic Endorsement Key:
Version: 2leleoed

Usage: BxO002 (Unknown)

Flags: Bx00000000 (!VOLATILE, 'MIGRATABLE, 'REDIRECTION)
Authllsage: GxB88 (Never)

Algorithm: GuEEEEE0E20 (Unknown)

Encryption Scheme: Gx08600012 (Unknown)
Signature Scheme: OGx08000010 (Unknown)
Public Key:

Pucynok 12 — Pesynbrar padotsr TPM Tools
Takum 00pa3om HACTpoWKa M YCTaHOBKA MPOTPaMMHOIO CTEKa BBITIOJIHEHA B

IOJIHOM 00BEME.

4.4 Ycranoska kommuisitopa GNU Compiler Collection

GNU Compiler Collection (06sraH0 ucnionb3yetcs cokparieane GCC) — nadbop
KOMITWJIATOPOB JIJI1 Pa3JUYHBIX S3bIKOB IPOTrPaMMHPOBAHMs, pa3pabOTaHHBIA B
paMKax IPOEKTa.

JIJIss IpOBEpKH MPaBUIIBHOCTH YCTAHOBKH «{JCC», ObLIa cO3JaHa Mporpamma,
KOTOpasi MPOBEPSICT KOPPEKTHOCTH paOOTHI.

Pesynbrat ycTraHOBKH «JCC» MpUBEACH HA pucyHke 13.

root@localhost:~ = o x

@aian  [lMpaeka Bwg [(lonck TepmuHan  Cnpaeka

[root@localhost ~]1# gcc --version

gce (GCC) 4.8.5 20150623 (Red Hat 4.8.5-11)

Copyright (C) 2015 Free Software Foundation, Inc.

310 ceobopHo pacnpocTpaHAeMoe nporpamqHoe obecnedveHwe. YCNoOEWA KOMNWPOBAHWA
NpUBeaeHb B WCXOAHBIX TeKcTax. bes rapaHTuWm Kakux-nubo KadvyecTE, BKMW4YaA
KOMMEPYECKYK LEHHOCTE M NPUMEHUMOCTE ANA Kakux-nubo uenei.

Pucynox 13 — Bepcus gcc
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Ha maHHOM pricyHKE mOKa3aHa BepCHsi KOMITWIIATOpa JCC.

Jl1s ipoBepku pabOTOCIIOCOOHOCTH ObLIO BBIIOJIHEHO CIEAYIOIIEE.

boin co3nan oTnenbHBINA KaTanor noj HazBaHueMm «hello». B Hem ObL1 co3gan
TEKCTOBBIN (aiin ¢ Ha3BaHueM «hello.C». B nannom TekctoBoM (haiiie Oblia HamucaHa
nporpamma. B karanore mpoekta ObLIa OTKpbITa KOHCOJIb M BBEACHA ClEAyIOIas
KoMaHga gcc hello.c.

[Tocne aTOTO B KaTamore MOsSBISETCS HOBBIN (hailyl ¢ pacIMpeHneM . out .

daiin ¢ TaKUM pacIIUPEHHUEM SBIISICTCS UCMOJHAEMBbIM (aitniom. Jlamee ObLI
3amyIieH UCIOHIeMbIN (paitn koMaH0i . /a . out.

PesynbraTom nporpammsl siBisieTcst TeKCT Hello world!

@ =

a.out hello.c VMW,

r

r

root(@localhost:

@ain  lNpaeka Buo lMNowck  TepmuHan  Cnpaeka

[root@localhost [JokymeHTe]# gocec hello.c
[root@localhost JokymMeHTw]# ./a.out
Hello world!

[root@localhost Jokymed Te]#

Pucynoxk 14 — PaborocnnocoGHOCTH QCC
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5 Pa3paboTka mporpaMMHOT0 CpeACTBa TECTUPOBAHUS U YIIPABICHUS MOTyJIEM

JOBEpEHHOMU MIaTGOPMBI
5.1 Pa3zpaboTtka anroputma paboThI IPOrPaMMHOTO CPEACTBA

5.1.1 AnropuT™ MOaysl XEILIMPOBAHUS JAHHBIX.

JlaHHBIN MOJTYJIb TTO3BOJISIET MTPOBEPSATH MPABUIBHOCTD MUGPOBAHUS JAHHBIX C
KJIFOYOM, a TaKXKe 3alKChIBaTh 3alrdpoBaHHbIe AJaHHBIE B (a1, s 3TOoro, 4To0sl
HCIIOJIB30BaTh MeXaHu3M xema TPM, HeoOXoauMo co3aaTh 0OBEKT X€Illa, BHIIOJIHUTE
XEIIMPOBAHUE OTKPBITOTO KJTK0Ya, UCIONIB3Yys anroput™M SHA-1, a 3arem npon3BoauTh
CUNTBIBaHHUE Xema u3 oobekra TPM.

AJITOPUTM TaHHOTO MOJYJIS MPEACTABIICH HA pUCyHKe13.

T ()
(Lo ) T
r——-
Bxonnblie INony4yenne | INomygenue
JaHHBIE pe3yibTara I pe3ynbTara
|  XemmpoBaHUS
| Ja L _—_
Cosznanne T
" Pesymprar Her
KOHTEKCTa C _— ~__
TPM XCIIUPOBAHUS
| MOJIy4eH?
YcraHnoBka |
cBs3u ¢ TPM BriBoz
Brisog
3HAYECHHUS
OIINOKHU
X eIl
Coznanue |
obnexTa xern OCBOGOXKICHHE
aMsITH
KOHTEKCTa
XeuupoBaHue
JIAHHBIX
, 3aKkpbITHE
1 KOHTEKCTa
f/A\J
N/
>

Pucynok 13 — Aaroput™ MOIyJisl XEIIUPOBAHUS JAHHBIX
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5.1.2 AnroputMm MOyJst co3aanus sHeprone3asucumon namsata (NVRAM).
Jlanubiit Moy mo3BossieT coznaBat NVRAM ykazannoro pasmepa.

AnropuTM pazpadaTbiBa€MOro MOAYJIsS IIPE/ICTAaBIICH HA PUCYHKeE 14.

Y —
( Hagamo ) | A>
B B
B VYcraHnoBka
XOJTHBIE S—
JAHHBIC NVRAM
Co3snanue [Monyuenue
KOHTEKCTa OJIUTUKUA
TPM
VYcranoBka VcTaHoBKa
cessu ¢ TPM cekpera
Cosnanne Cosnanne
o0BEKTA NVRAM B
NVRAM TPM

Hert

ITamate

ITonmyuenue
L[eCKyI/IHTO a RRRE
p P co3aHa?
Jla BriBog,
OLLINOKH
OcBoOOXIEHNE
YcraHoBKka
IaMsATHA
HHIEKCa
KOHTEKCTa
YcraHoBka 3akpbITHE
MOJINTUKU KOHTEKCTa
‘\A> ( Komem )

Pucynok 14 — Anroput™ moayis cozganus NVRAM

5.1.3 AnropuT™m MOAYJIS 3alUCH B dHeproHe3aBucumyro namsath (NVRAM).
JIaHHBIN MOJyJIb MO3BOJIAET 3alMCHIBATh HEOOXOJUMBIE JAHHBIE YKa3aHHOTO
pazmepa B NVRAM.

Anroputm pazpadaTbiBa€MOI0 MOJIYJISI IPUBEJICH Ha pUCYyHKe 15.
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N N
\I/
[Tonmyuenue
Bxobie MOJIATHAKHU
OaHHBIE TPM
Co3nanue YcraHoBka
KOHTEKCTA cekpera
v 3amnuce
CTaH"%‘;;‘A NVRAM B
CBSI3H C TPM
ITonyuenune
JIeCKpHUIITOpa
IOK
OcBo0OOXIEHNE omm6xn
Ycranoska MaMsITH
HHIEKCA KOHTEKCTA
a
YcranoBska 3akpbITHE
HOIMTHKH KOHTEKCTAa
e N\
VYcranoska ‘1@
pasmepa
NVRAM
)
()
\_/

Pucynok 15 — Anroputm moayins 3anucu NVRAM

5.1.4 Anroput™m MOy YTeHUs U3 3Heprouesasucumoit namst (NVRAM).
JlaHHBIM MOJYJTb TO3BOJISIET YUTATh IaHHbIE YKa3aHHoro pasmepa u3 NVRAM.

AnropuTm pazpadaTbiBa€MOT0 MOIYJIS IPUBEACH HA pUCYHKE 16.
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|  Hagano ( ‘
. 4 \I/
[Tonmyuenue
Bxonupie HOJINTHKU
JTAHHBIC TPM
Co3nanue YcraHoBka
KOHTEKCTA cekpera
v Yrenue
CTaHO?;:A NVRAM B
CBSI3H C TPM
[Tamate Her
[Tonmyuenue NVRAM
ACCKPUIITOPA IPOYUTAHA?
BriBox
IOK
OcBo0OOXIEHNE ST
Ycranoska MaMsITH
HHIEKCA KOHTEKCTA
Ha
YcTaHoBKa 3akpeiTHe
e KOHTEKCTAa
YcranoBka g/ Kownern h
pasmepa
NVRAM
)
(A)
\_/

Pucynok 16 — Anroputm moayns urenust NVRAM

5.1.5 Anroput™m Moayns yaaieHus sHeproresasucumoit namsata (NVRAM).
Hannbiit Moayns ocBoboxaaer NVRAM B TPM.

AJNTOpUTM NpOorpaMMbl IPUBEJICH HA pUCYHKE 17.
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Bxonmubre MOJIATHAKHU
/ JaHHBIE TPM
Co3nanue YcraHoBka
KOHTEKCTA cekpera
v VY manenue
CTaHO?;;‘A NVRAM u3
CBSI3U C TPM

[Tonmyuenue

JICCKPHUITOPA
OIIHNOKH
OcBoOOXKIEHNE
YcranoBka HaMSTH
HHACKCA KOHTEKCTA
Ha
VYcraHoBka 3akpbiTHe
MOJUTHUKHU KOHTEKCTa

VYcranoska (@
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NVRAM

l

O
(A
N

Pucynox 17 — Anroputm monyns ynaneaus NVRAM

5.1.6 Anroputm Moyst mu(poBaHUs TaHHBIX.

JlaHHBI MOAYJIb OCYIIECTBIISIET M(POBAHUE NAHHBIX, UCIOJIB3Ys AJITOPUTM
RSA, u 3anuch 3amm¢ppoBaHHBIX CBA3aHHBIX JAHHBIX B (hail.

Jiist Toro, yToObI JaHHbIE U(POBATUCH KOPPEKTHO HEOOXOAMMO, YTOOBI ObLI
3arpy’XeH B MaMATh KOpHEBOU Kitou xpaHenust SRK.

AnroputM pazpabaTbiBa€MOTr0 MOIYJIS TIPEICTABIICH HA PUCYHKe 18.
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KJIF0Ua

Bxonansie
JlaHHbIE
Co3nanue
KOHTEKCTa ¢
TPM
YcraHoBka
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napametpoB — —| YCTAHOBKA CEKPETa MONUTHKH H
s SRK | pexxuma cexpeta 1t SRK
I
YcraHoBKa | Vcranoska cexpera
napaMeTpoB | _:HOJII/ITI/IKI/I U pexuma
JUIA KITIo4a | CeKpeTa MOIUTUKH
[ JUTSL KITFO4a
: YcTaHOBKA CXEMBI
Cxema — mmdpoBanus RSA
mudpoBaHUS I IS KITI0Ua
| _TIpUBS3KH
-
YcraHoBka I YcraHoBka
MOJIMTUKU [ ~ |  TOJUTHKH IS
I

KJIt049a NPUBA3KA

IPUBA3KHA

_! Perucrpanus xnroya

| TIPUBS3KA
I

r——-
| 3arpy3ka kiioua
| npusssku B TPM

™ " Tonyuenue

OTKPBITOH YacTu
[IIIOYA 1 3aIIHCh €€ B
| (aiin

| Yrenwue (aiina c
| OTKpBITOH YaCTBIO

[ KITIo4Ya
I
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| OTKPBITOTO KJIF0OYa B HOBBIH
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Pucynox 18 — Anroputm mMoyiist mmdpoBaHust JaHHBIX, JIUCT 1
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TAHHBIX | ¢aiina
I
-——-
I
Cosmanme | | Cosnanue oObeKTa s
o0ekTa | 3amm@POBAHHBIX JAHHBIX
L ___
[Iudposa-

HUC NJAaHHBIX

ITonyuyenue
3amudpoBaH
HBIX JIaHHBIX
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KOHTEKCTA

3aKkpeITHE
KOHTEKCTa

I/ Konern >

Pucynox 18 — Anroputm Moaysst mmppoBaHus AaHHBIX, JIUCT 2

5.1.7 Anroputm Moyst pacuudpoBaHus JaHHBIX.
JlaHHBIA MOIYNH OCYIIECTBISET pacmudpoBaHue 3alIM(PPOBAHHBIX TAaHHBIX,
UCIIOJNIBb3Ysl anropuT™™ RSA, 1 3amuch pacim(ppoOBaHHBIX TaHHBIX B (aiii.

Jlnst aToro HeoOXxoaum Takxke Kiod SRK.
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Anroput™m pa3pabaTbiBaeMOro MOAYJIsl IPUBEACH HA pUCyHKE 19.

( Hauvamo ) ‘/ A (1?
| [lony4yeHue MoaUTHKH, 3
aKpBITHE
e TonuTHKa YCTAHOBKA CEKPETA MOTUTHKH KOH}:F)GKCTa
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_ _ _ _ Kmoua
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KOHTEKCTa C oToua
TPM
|
VCTaHOBKa PaGotac — — I Yrenne 3aM(ppOBaHHBIX
csi3u ¢ TPM JAHHBIM | JTAHHBIX U3 (aiina
| | - __
Ilomyuenue Q="
Co3sganue |
HICHTH(HKAT o Co3znanue 00beKTa ISt
opa ans TPM | PacundpOBAHHBIX JAHHBIX
| | I____
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SRK P—— | YcTaHOBKa JaHHEIX C
1 aTpnOyTamu
| | |
F=—- L
VYcranoBka | IMonyuenne nonutuxu s SRK, Pacimgposa
MapaMeTpoB — —| YCTAHOBKA CEKPETa HOJUTUKU U HHUe JaHHBIX
s SRK | pexuMa cekpera it SRK
|
. ==
VYcranoBka I'Veranoska ceKpera PaGora ¢ _13311“% pacumppoBaHHbIX
- AHHBIX B (hain
NapamMeTpoB . _ MOTHTHKH 1 PEKHMA JAHHBIMH | pit ¢
UTS KITFOYa | CEKpeTa MOTUTHKH |
|_ _ Ut KiTro4a -
Ko I_H_ - - OcBoboXxIE-
OJIyYeHHE KITF0Ya
pacimdposa |_ _I Yy HUE NaMATH
st | pacmmdpoBanus KOHTEKCTa

J
@)

: uuID

@

Pucynox 19 — Anroputm Moaysst paciin@poBaHusl TaHHBIX

5.1.8 Anroput™ MOAyJis T€HEepalvK CIIy4YalHbIX YUCEN.
JlaHHBI MOJAYJIb TO3BOJIET OCYIIECTBISATH PAHIOMHYIO BBIPAOOTKY 4YHCEI
pa3Mep, KOTOPBIX HE AOJIKeH mpeBbimiaTh 4096 GailT.

Anroputm pazpadbaTbiBa€MOI0 MOJIYJISI IPUBEIEH Ha pucyHke 20.
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Pucynok 20 — Moayne reHepanuu CirydaiHbIX YUCET

5.1.9 AnroputMm MopyJieit urenusi, copoca, cMennl PCR.

Monyne urenuss PCR ocymecTBisieT 4TeHHe M BBIBOJ Ha JKpaH TEKYIIETo

Monynbs copoca PCR ocymiectBisier coOpoc 3Hauenunii PCR.

Monyns cmensl PCR ocymectBisier cmeny PCR. Anroputm pazpabaThiBaeMbIX

MOJyJIel Mpe/ICTaBIeH Ha pUCYHKe 21.
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Pucynok 21 — Anroputm Mopaynei urenusi, copoca u cmenbl PCR

5.1.10 Anroput™m MOAyJisl OTleUaThIBAHUS JaHHBIX.
JIaHHBIN MOJYJIb MO3BOJISIET ONEYATHIBAThH JIAHHBIEC U 3AMIUCHIBATh ONEYaTAHHbIC

JaHHBIE B (paiiin. ANTOPUTM MO IPUBEACH HA PUCYHKE 22.
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PucyHok 22 — AIroput™ MOJyJis ON€YaThIBAHUS JAHHBIX

5.1.11 Aaroputm MOy pacrieyaTbIBaHUS JaHHBIX.

I[aHHBIﬁ MO/IYJIb ITO3BOJIACT OCYHICCTBIIATL PACIICHATBIBAHUC JJTAHHBIX, d TAKIKC

3aMuCh pacrieyaTaHHbIX JaHHBIX B (hailyl. AITOpUTM MOIYJIsl IPUBECH Ha pUCYHKE 23.
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PucyHok 23 — AIroput™ MOJyJis pacredyarbiBaHUs JaHHBIX

5.1.12 AaropuT™m MOJYJIS CO3IaHUS KJTFOYA TTOITUCH.

JlaHHBI MOIYJIb MO3BOJISIET OCYLIECTBIATh M€HEPALMIO KIIFOYA MOIIUCH, ITPU
ATOM HUCHOJIB3ys alroput™M RSA, a Takxke MO3BOJSET PErHCTPUPOBATH U 3arpyKarb

ko4 B TPM. Aaroputm Moyinst IpecTaBiIeH Ha pUCYHKe 24.
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PucyHnok 24 — Anroput™ MOAYJIsl CO3JaHUS KITFOYa MOANKUCH

5.1.13 AaropuT™m MOJIYJIA CO3/IaHUS KITF0Ya MPUBSI3KHU.

JlaHHBIT MOAYJIb TMO3BOJISIET  CO34aBAaTh  KIOY  TPUBA3KU, KOTOPBIA
OCYIIECTBIISIET T€HEpallUi0 KJIIoYa MPUBSI3KU, UCMHOJIB3ys anroputM RSA, a Takxke
pErucTpupoBaTh M 3arpykatb kiod B TPM. AJroputM Moaylns NpeAcCTaBieH Ha

pucyHke 25.
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PucyHok 24 — Anroput™ MOIyJIsl CO34aHus KITK0Ya MIPUBSI3KU
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5.1.14 Anroputm MOIyJI yAQJIECHUS KITHOYa.

JIaHHBIT MOIYJb TO3BOJISICT OCYIIECTBISTh YIAJICHUSA KIKOYEH, KOTOpBIE

HaxoasaTca B TPM. Anroputm Moaysst npuBeeH Ha pUCyHKe 26.
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3arpyska
Cosmanne ——
KOHTEKCTA C
TPM
V nanenue
Ycranoska imoqa
ceszu ¢ TPM
OcB00OOXIEH
Cosmanue &
e KOHTEKCTa
00BEKTa
3aKkpbITHE
SaEnEKa KOHTEKCTA
xiroua UUID
N
ITonyuyenue [ Komen
00BbEKTA A /
[IOJIUTUKHA
YcranoBska
cekpera
7O
\_/

PucyHnok 26 — Anroput™ MOy sl y1aj€Hus KIIF04a
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5.1.15 Anroput™m Moaysi co3AaHue Kitoua noareepsxaeHus nogiuHHocty AlK.
HNanuenii xrou RSA gomxken obnamate niuuHHOW 2048 Out. OH MCHoONB3yeTcs B

Ka4dCCTBC KJItO4a ITOAITNCH. AJIFOpI/ITM AaHHOTI'O MOAYJIA IPCACTABJICH HA pPUCYHKC 27.

{ \ //7;
|  Hawamo \ A\‘
N P
Co3naunune
/ Bxonnble
MMOJIATHAKHU
JIAHHEIE
IUTSA KJIFO4a
Co3zmanune
Coznaunune
KOHTEKCTA C 104a
KJIFOY
TPM
TAHOBK
Ycra OTPI'c\l/I 3arpy3ka
CBSI3H C KJIFO4Ya B
TPM
Coznanue
00BeEKTa OcBoOOXIE-
HUE
KOHTEKCTa
[Tomyuenne
00BeKTA
MMOJIATHAKHU
3aKkpbITHE
KOHTEKCTa
Ionyuenne
00BeKTa
MOJIUTUKHA R
| Komerm |
4
VYcTaHoBka
ceKkpeTa
(A)
\_/

Pucynoxk 27 — Anroput™ MOJyIsl CO3AaHUs KITF04a MOATBEPKICHUS MOIJTMHHOCTH

AIK

51



Jlanee, uCXoAs U3 BBIIIE OMHUCAHHBIX aJTOPUTMOB, COCTaBJIeH 00OOIIEHHBIN
aJITOPUTM PabOTHI MPOTPAMMHOTO CPEICTBA TECTUPOBAHUSA U YIPABJICHUS MOIYJIEM

JOBEpPEHHOM MIaThOopMbl. AJITOPUTM MPUBEJIEH HA pPUCYHKE 28.

ﬂ]/ Hauano >
N

/ BxonHeie
JaHHBIC

Co3nanue

KOHTEKCTA C
TPM

Ycranoska
cBsi3u ¢ TPM

RO [TpoBepka Momyneii, KOTOpbIe

HUE - YKa3aHbl B TEXHUYECKOM
KOMaHIbI | 3amanue Ha BKP

OcB000X1EH
He KOHTEKCTA

3aKpbITHE
KOHTEKCTa

ﬂ/ Konen )

Pucynoxk 28 — Anroputm paboThl MPOrpaMMHOIO CPEACTBA TECTUPOBAHUS U

YIPaBJIEHUsI MOLYJIEM

Takum 00pa3zom, alropuT™Mbl MOAYJIEH MPOTPAMMHOTO CPEACTBA TECTUPOBAHUS

OBUIH BBIIIOJIHEHBI B IIOJJHOM O00OBEME.
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5.2 Pa3zpaboTka mporpaMMHOTO CpEACTBa

B nannom Bompoce Obuid pa3paboTaHbl MOAYJIH MPOTPAMMHOTO CpEICTBa,
kotopsle npuseAeHbl B T3 Ha BKP, Takue kak:

— MOAYJb CO3JaHHsl KJI04Ya IMOAMUCH, KOTOPBIA JOJDKEH OCYIIECTBISAThH
reHepalnio KIIo4a MOJAMNUCH, UCTIONB3Ysl alroput™M RSA, perucrpanuio u 3arpysky
kiaroya B TPM;

- MOJYJb CO3JaHUsl KJIKOYa MPUBSI3KH, KOTOPBIA JOKEH OCYIIECTBISATH
reHepalnio KIo4ya MPUBS3KU, UCIONIBb3Yys alroput™ RSA, peructpanuio u 3arpysky
k1roda B TPM;

— MOJYJIb YAAJIEHUS KJIF04a, KOTOPBIMA JOJIKEH OCYLIECTBIATh yIaJ€HUE KIltoua
u3 TPM;

- MOAydb mU(pPOBaHUS ~ JAaHHBIX, KOTOPBIA JIOJDKEH  OCYIIECTBISATH
mudpoBaHUe JaHHBIX, HUCHOJB3Ys anroput™ RSA, u 3amuch 3ammu@poBaHHBIX
CBSI3aHHBIX JaHHBIX B (hai;

- MOAYNb pacmu(ppoBaHUS JaHHBIX, KOTOPHIH JOKEH OCYIIECTBIATH
pacmmdpoBanre 3amu(poOBaHHBIX JaHHBIX, UCMOIB3Ys anroput™M RSA, u 3amuch
paci(ppOBAHHBIX TAHHBIX B (haii;

— MOJyJb  OMEYaThIBaHHWS JAHHBIX, KOTOPBIA JOJKEH OCYIIECTBISTh
oleyaThIBaHUE JAHHBIX U 3aMMCh ONIEYaTAHHBIX JIAaHHBIX B (haii,

- MOIYyJb pacredyaThiBaHUS JaHHBIX, KOTOPBIH JOJDKEH OCYIIECTBISAThH
pacrnevyaTblBaHUE JJAHHBIX U 3alKUCh paclieyaTaHHBIX JaHHBIX B (haii;

- MOIYJb XCIIMPOBAHWUS JAHHBIX, KOTOPBIA JIOJDKEH  OCYIIECTBISATH
XEIIMPOBAHUE OTKPBITOTO KIIt0Ya, UCNOJb3ys anroput™ SHA-1;

- MOJYyJb TEHEpPAllUh CIyYalWHBIX YHCEN, KOTOPBIH JOJDKEH OCYIIECTBISThH
PaHJIOMHYIO BBIpaOOTKY yuces pa3zMepoM, He Oosiee 4096 Oaiit;

- MOJYJb TIOANKCH JAHHBIX, KOTOPBIA JOJDKEH OCYIIECTBISATh TOJIUCH

JTAHHBIX, UCTIOJIb3YS alropuT™M XemmpoBanus SHAT u coxpaHaTh MOANKUCH B (haiie;
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— MOIYJb TIOJATBEPXACHUS TMOJIMHHOCTH JaHHBIX, KOTOPBIA JTOJDKEH
XEIIMPOBAaTh WMCXOAHBIA (haii, TOJNydaTh KIIIOY TIOJIUCH, MOIy4daTh IOAIKCH,
ucnoub3ys anroput™m SHAL, mpoBepsTh NOJIMHHOCTD MOITUCH;

- monynb co3ganuss NVRAM, kortopeiii nomkeH co3gaBate NVRAM
YKa3aHHOTO pa3Mepa;

- moaynb 3anucu B NVRAM, koTopslif T0MKEH 3amuCchiBaTh HEOOXOIUMBbIC
JIaHHble yKkazaHHoro pazmepa B NVRAM,;

- moaynb ureHuss 13 NVRAM, koTopblii JOMKEH YUTaTh JaHHBIE YKa3aHHOTO
pasmepa u3 NVRAM,

- moayns ynanenuss NVRAM, kotopsrit gomxen ocBoboxaate NVRAM;

- Monynb urenuss PCR, KOTOpbI JOMKEH 4YUTaTh M BBIBOJUTH Ha SKpaH
Tekymue 3HadeHns PCR;

- Moayib copoca PCR, KoTopslii 10/KEeH ocyIecTBUThL cOpoc 3HadeHui PCR;

- Moayiib cMeHbl PCR, xoTopblitl noimkeH ocyiiecTBiaTh cMeHy PCR;

— MOJYJIb CO3JIaHMS KJII04Ya MOATBEPKICHUS MMOTMHHOCTH, KOTOPBIA JTOJDKEH
cOo37aBaTh KJItOU, UCTIOJIb3Yys anroput™ RSA.

TekcT nporpamm pa3pabOTaHHBIX MOJyJI€H TPUBEJICH B MPUIIOKEHUE A.

Pa3paboTka  mporpaMMHOTO  CpeACTBa  BBIMIOJIHSJIACH ~ HAa  SI3bIKE
nporpammupoBanusi C. Komanapl mporpaMMHOTO CpeIcTBa TECTHPOBAHUS W
YIPABJICHHUS MOyJIEM TOBEPEHHOM MIaTHOPMBI MPUBEICHBI B TaOIHUIIE 3.

UtoOsl mporpaMmbl paszpadaThiBAEMOro MOAyJIs paboTaiu KOPPEKTHO,

HE00X0AMMO, YTOOBI OHU BKIIIOYAJIU CIEAYIOIINE OMOINOTEKHU:

#include<stdio.h>
#include<string.h>
#include<stdlib.h>
#include<unistd.h>
#include<sys/stat.h>
#include<sys/types.h>
#include<tss/platform.h>
#include<tss/tss_defines.h>
#include<tss/tss_ typedef.h>
#include<tss/tss_structs.h>
#include<tss/tspi.h>
#include<trousers/trousers.h>
#include<tss/tss_error.h>
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JUtst BbIBOA HAa 3KpaH pPeE3yJbTAaTOB JOJDKHBI MPHUCYTCTBOBATH CIEAYIOIIHE
CTPOKH NPOTPAMMHOTI0 KOJa:

#define DEBUGTPM 1

#define DBGTPM (messagetpm, tResulttpm) { 1if (DEBUGTPM)
printf (" (Line%d, %s) %s returned 0x%08x. %s.\n", LINE
, func , messagetpm, tResulttpm, (char
*)Trspli Error String(tResulttpm));}
Tabmuma 3 — KomaHJbl IporpaMMHOTO CpPeACTBa TECTHUPOBAHHUS W YIPaBICHUS

MOJYJIEM JOBEPEHHOH TIaT(OPMBI

Komanna Omnucanue

KOMaH,ZII)I TCCTUPOBAHUA U YIIPABJICHUA KpI/IHTOFpa(l)I/ILIeCKI/IM mpouccCcopom

tpm_createsignkey Cosznanue, perucTpaliys | 3arpy3ka Kiroda IMoaImucu
TPM
tpm_createbindkey Cozmanme, perucrpamusi | 3arpy3ka  Kioda

npuBsasku B TPM

tpm_binddata [HIudpoBaHre JTaHHBIX

tpm_unbinddata PacmmdpoBanue JaHHBIX

tpm_sealdata OneuyaTbIBaHUE JAHHBIX

tpm_unsealdata PacneuatsiBaHue JaHHBIX

tpm_evictkeys VY nanenue Kirova

tpm_hash YcTaHOBKa | MTOJIYICHUE 3HAYCHHUSI XTI — QYHKITHH
tpm_signdata [Toamucey TaHHBIX

tpm_verifysign [TpoBepka MOATUHHOCTH MOIMTUCAHHBIX JaHHBIX
tpm_getrandom ['eHeparus cirydaiiHbI YUCEIT

Komannma rectupoBanus v ynpaBiIeHUs] SHEPTrOHE3aBUCUMOU NTaMSITH

tpm_createnvram Co3nganue o0JacTU HHEProHE3aBUCUMON MaMATH
NVRAM (XpaHUT  KJIIOY  TOATBEPKACHUS
IOJUTMHHOCTH, KOPHEBOU KJIFOY XPAHEHUS, NAaHHBIE

aBTOpHU3aIuu, (hJlaru COCTOSTHUS )
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[Iponomxenue TadbauIs! 3

Komanna Onucanue
tpm_writenvram 3anuch B SHEProHE3aBUCUMYIO MMaMATh
tpm_readnvram UTeHne U3 YHEPrOHE3aBUCUMOM MaMSTH
tpm_destroynvram VY najieHue 3HeproHe3aBUCUMOMN NTaMITH

KOMaHI[I)I TCCTUPOBAHHUA U YIIPABJICHUA 3HCpFOHCBaBHCHMOﬁ IHaMsITH

tpm_readpcr UteHne perucTpoB KOHPUTYpalMu IUIaTQOPMBI

PCR  (comepxuT maHHBIE O  IIEJIOCTHOCTH

1aTGOPMBI)
tpm_resetpcr COpoc perucTpoB KoH(UTypanuu miaThopMbl
tpm_extendpcr CMeHa perucTpoB KOHQUrypauu miat(opMsl
tpm_createaik Coznanue KIOYa IOJATBEPIKICHUS IOTHHHOCTH

AIK (xmtou RSA nnunHoit 2048 6ut. Mcnonb3yercs

B Ka4C€CTBC KJII0O4Ya HOI[HI/ICI/I)

5.3 OTnaaka nporpaMMHOTO CpeICTBA

Otnagka MpOrpaMMHOIO CpEJCTBAa TECTUPOBAHUS M YIIPABICHHUS MOIYJIEM
JOBepeHHOU TmaT@opMbl, (YHKIIMOHUPYIOIIETO B CPEACTBAX BBIYUCIUTEIBHOMN
TEXHUKH, TIPeJHA3HAYCHHBIX Ji1 00paboTKKu MHGOPMAIMA OTPAaHUYEHHOTO JIOCTyMa
OCYIIECTRIISLIACH C TToMOIIIbIo oTiaagunka GDB.

GDB mo3BoisIeT B OMNPEACICEHHON CTENMEHW OCYIIEeCTBIATh KOHTPOJIbL 3a
BBINOJIHSIEMOU MPOrPaMMOM, TO €CTh OIPEIEIIUTh, YTO MPOUCXOIUT B MPOLIECCE €€
BBITTOJTHEHUS.

GDB mno3BossieT BBINIOIHATH JEUCTBUS YETBIPEX OCHOBHBIX THIIOB, YTOOBI
BBISIBUTH OIIMOKY B MPOTPaMME:

- OCTaHOBKA MPOTrPaMMbI P YKa3aHHBIX YCIOBHUSX;

- UCCJIeIOBaHUE KOJI1a, KOTJa OTJIaJIka TporpaMMbl OCTAaHOBUJIACH;

- I3MEHEHHUE TPOrpaMMbl I YCTPAHEHUS OIMUOKA U  TMPOJODKCHHUS

HAXOXKJEHUS APYTHX OMHOOK;
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- HA4YaJI0 BBINOJHEHUE TMPOrPAMMBI, 3aJaB BCE MapaMeTpbl, KOTOPbIE€ MOTYT
MOBJIMATH Ha €€ OBEJCHUE.

Jist Toro 4YTOOBI OTIagKa pa3padaThIBAEMOT0 MPOTPAMMHOIO CpEACTBa
BBITIOJTHSJIACH KOPPEKTHO, OBLIN BBITIOJTHEHBI CJICTYIONTUE ACHCTBU:

- 3aimyck [PM smynsitopa;

- 3aIlyCK IPOTPaMMHOTO CTEKA;

- KOMITWISALUSL IPOTPAMMHOTO CPEACTBA JJi OTJAJKU C MOMOIIbIO KOMAaH/IbI
gcc.file.c —-g file —-1ltspi -wall,

- 3aIlyCK OTJIa[YMKa C MOMOIIIbIO KOMaH/bI gdb . file.

[TapameTp - o MO3BOJISIET 3aNTUCHIBATH BBIBOJI COOPKH B BBIXOJAHOM (haii.

[TapameTp - Wall TMO3BOJSET BHIBOJUTH BCE MPEAYIIPEKIAAIOIINE COOOIICHUS
KOMIIUJISITOPA.

[TapameTp - g wucHodb3yeTcs NPU KOMIWISIUM HUCXOIHBIX (aitioB st
OTJIAJIKU, a TAKXKE JIJIT KOMIIOHOBIIMKA, YTOOBI MMENIACh BO3MOKHOCTh IPUMEHSITHCS
crienuaibHble BEpCUM CTaHAapTHOW Oubmmorexkn C, oOecreynBaromue MoIepKKy
peKUMa OTJIAAKH B OMOIHMOTEUHBIX PyHKIUAX. [15]

[TapameTp — 1ltspi MO3BOJISET NOAKIIOUUTH OMOIMOTEKH TPOTPAMMHOTIO CTEKA
TrouSerS.

OT1aquuK BKJIIOYAET B ce0s1 KOMaH/Ibl, KOTOPBIC IPUBEACHBI B Ta0wmIe 4. [15]

Tab6nuna 4 — Komanas! otimaquuka GDB

Komanasl Onucanne KOMaH

- help [IpenocTaBiseTr UHTEPAKTUBHYIO CHUCTEMY IMOMOIIU U

IMMOJIHOC CIIPaBOYHOC PYKOBOJACTBO

- run BhinosHeHHE POrPaMMBI

- backtrace OmnpenencHue MapuIpyTa, MPUBEACHHOTO K OIIHOKE

- print OroOpaxkaeT COAEPKUMOE IEPEMCHHBIX W JPYTUX
BBIPAKECHUU
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[Iponomkenne Tabnuis 4

Koman et Omnwrcanue KOMaH/I

- list BbIBOJT Ha SKpaH HUCXOJHOTO TEKCTa IMPOTPAMMBI,
PacCIOIOKEHHOTO PSIIOM C TEKYIICH MO3UIHeH

- break YcTaHOBKa TOYKH OCTAaHOBA HA YKa3aHHOM CTPOKE.

- count [TpomomKeHHe BBIMOJIHEHUS POTPaMMBI

- display 3amaeT aBTOMATUYECKOE OTOOpakKEHHUE MacChBa IPH
Ka)JI0il OCTAaHOBKE MPOTPAMMBbI B TOUKE OCTAaHOBA

- commands VYka3pIBacT, Kakhe KOMaH/bl OTJIAAYUKA BBIOJHATH
NP TIOTIAIaHUU B TOUKY OCTaHOBA

- info [TpocMOTp BKITFOUEHHBIX TOYEK OCTAHOBA

- disable OTKJIFOYCHHE WM YAaJICHUE TOYEK OCTaHOBA

- quit 3aBepiienue padotsl otnaguuka GDB

Takum  oGpazom,

oTlIaAKa IIpOrpaMMHOIoO CpCcacCTBa TCCTHUPOBAHUA
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YIOPABJICHHUS] MOAYJIEM JTIOBEPEHHOU TIaTPOPMbI, PYHKIIMOHUPYIOMIETO B CPEICTBAX

BBIYMCIIMTEIbHOM TCXHUKU,

MpeHAa3HAYeHHBIX i1 00paboTku WHpOpMaIu

OI'PaHUYCHHOI'O JOCTYIIa Obl1a BEITIOJIHEHA B ITOJJHOM OOBEME M IMPpOU3BOAMNIIACH 110

BCCM IIpaBuJIaM, KOTOPBIC IPCACTABJICHLI BBIIIIC.
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6 TectupoBaHue MOTyJIS TOBEPEHHOM IIATHOPMBI, C UCIIOJIH30BAHUEM

pa3paboTaHHOTO MPOTPAMMHOTO CPEICTBA

B nmamHOM pasnmene ObUIO TPOW3BEACHO TECTHUPOBAHHE pa3padaThIBACMBIX
moxayiei. Ecnmum Momyns Obutl pa3paboTaH KOPPEKTHO W B HEM BBIMOJTHSIOTCS BCE
TpeOOBaHUsI, TO Ha OKpPaH BBIBOJUTCS COOOIICHHE BHJA «SucCcessy, HHaue
BBIBOJIUTCS COOOIIIEHHE 00 OIITNOKE.

[lepen tectmpoBaHMEeM MOMYJCH, MPOUCXOIWIA €T0 OTIaJKa C IOMOIIBIO
ommaguuka GDB. Ha sToMm 3Tarne Obuti yCcTpaHEHbI BCe OMMOKU M HEJIOYETHI B KOJC
nmporpamMm pa3pabaTbiBaeMbIX MOJyJIeH. Pe3ynbTaThl TECTHPOBAHUS MPOTPAMMHOTO
MOJTYJISI IPUBEACHBI HIDKE.

Pe3ynpTaT TecTUpoBaHUS MOJYINSI CO3JIaHMS, PETHCTPAIMU U 3arpy3KH KIItOYa

noanucu TPM npusenen Ha pucynke 29.

[root@localhost diplom}# ./tpm_createsignkey

(Linedl, main) Create a context returned 0xO0GBGEBG. Success.
(Lined43, main) Connect to TPM returned Gx060 0. Success.
(Lined5, main) Get TPM handle returned G j
(Line47, main) Get SRK handle returned 0
(Lined4S, main) Get SRK Policy returned Gx0
(Line51, main) Tspi_Policy_SetSecret returned 0
(LineS5, main) Create poi:&y object returned Ox
(Line58, main) Set Policy secret returned Ox0( . Success.

(Line65, main) Create the key object returned 0x00GOGEEG. Success.

(Line70, main) Set the keys's padding type returned Gx0008G0GO. Success.
(Line72, main) Assign the key's policy to the key returned OxO0GEBEGG. Success.
Creating the key could take a while

(Line76, main) Asking TPM to create the key returned @xG0OGGOGEG. Success.

n

[

Registering the key blob for later retrieval
(LineB8, main) Loading key in TPM returned OxG0GEOGEG. Success.
(LineS81, main) Get Public portion of key returned GxG0060000. Success.
Finished writing SigningKey.pub

(LinelB2, main) Policy flush secret returned GxGGOGRGEO. Success.
(LinelG8, main) Get key handle returned Ox
Unregistering key

(Linelld, main) Unregister key returned @xG0GGEGEO.
{Linell?7, main) Tspi Context Free Memory returned
(LinellS, main) Tspi Cuntgxi Close returned Ox0GEAEAGHO.

BG0. Success.
Success.,

Pucynok 29 — Pe3ynbrar TECTUpOBAaHUS MOAYJS CO3AaHUS, PETUCTPALIMH U 3arpy3KH

kiroua TPM

PCSYHBTaT TECTUPOBAHUA MOAYJIA CO3JaHUA, PCTUCTpALMU M 3arpy3KHU KIIrO4da

npuBsizku TPM nipusenen Ha pucynke 30.
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[root@localhost diplom]# ./tpm _createbindkey

(Lined4l, main) Create a context returned OxGGOGOGG06. Success.

(Lined3, main) Connect to TPM returned GxB0060000. Success,

(Lined47, main) Get TPM handle returned GxGGGGGEEE. Success.

(Lined49, main) Get SRK handle returned GxGGGGEEEE. Success.

(Line51, main) Get SRK Policy returned OxGGOGGGE0G. Success.

(Line53, main) Tspi_Policy SetSecret returned Ox00000000. Success.

(Line58, main) Create a key policy object returned 0x00000000. Success.

(Line6l, main) Set key policy object secret returned 0x00000000. Success.

(Line68, main) Create the key object returned GxG0000000. Success.

(Line/3, main) Set the keys's padding type returned 0x00000000. Success.

(Line75, main) Assign the key's policy to the key returned Ox00000000. Success.

Creating the key could take a while

(Line79, main) Asking TPM to create the key returned 0OxQ0000080. Success.

(LineB6, main) Registering the key for later retrieval returned (Ox00000000.
Success.

Registering the key blob for later retrieval

(Line91, main) Loading key in TPM returned GxB0000000. Success.

(Line94, main) Get Public portion of key returned Ox00000000. Success.

Finished writing BackupESSBindKey.pub

(LinelG5, main) Policy flush secret returned Gx00BGG60G0. Success.

(Linel@8, main) Tspi Context Free Memory returned 0xG0000000. Success.

(Linell®, main) Tspi Context Close returned 0x00GEOGO0. Success.

PI/ICYHOK 30- Pe3yJ'II)TaT TCCTUPOBAHUS MOAYJIL CO3AaHUs, pCTUCTPAINHN U 3aIPY3KU

KJtoua nmpuBszku TPM

PG3YJ'II)TaT TCCTUPOBAHUA MOIYJIA IIII/I(prBaHI/IH JAaHHBIX IIPUBCACH HA PUCYHKC

31.

[root@localhost diplom]# ./tpm_binddata

Lined4l, main) Create a context returned Ox00000000. Success.

Lined3, main) Connect to TPM returned Gx00000000. Success.

Lined7, main) Get TPM handle returned Ox00000000. Success.

Lined49, main) Get SRK handle returned Gx0000000@. Success.

Line51, main) Get SRK Policy returned GxG000E0006. Success.

Line53, main) Tspi Policy SetSecret returned 0x00000000. Success.

(Line58, main) Create a key policy object returned Gx00000000. Success.
(LineBl, main) Set key policy object secret returned OxQ000000E. Success.
(Line68, main) Create the key object returned 0xGR006000. Success.

(Line73, main) Set the keys's padding type returned Gx00000000. Success.
(Line75, main) Assign the key's policy to the key returned 0x00000600. Success.
Creating the key could take a while

(Line79, main) Asking TPM to create the key returned 0x0000G0R06. Success.
(LineB6, main) Registering the key for later retrieval returned OxGO000EE00. Success.
Registering the key blob for later retrieval

(Line91, main) Loading key in TPM returned 0x00GG00060. Success.

(Line94, main) Get Public portion of key returned 0xG0000000. Success.

Finished writing BackupESSBindKey.pub

(Linel®5, main) Policy flush secret returned OxGEGGGE00. Success.

(Linelll, main) Get key handle returned OxQQO000000. Success.

Unregistering key

(Linell?7, main) Unregister key returned Ox00G000600. Success.

(Linel31, main) Tspi_Context CreateObject BindKey returned @xQ0000000. Success.
(Linel36, main) Set Public key into new key cbject returned OxGG000000. Success.

(
(
(
(
(
(

Pucynok 31 — Pe3ynbTaT TecTHpOBaHUsS MOAYJIS UG POBAHUS JaHHBIX
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Pesynbprar TectupoBaHMs MOIyJNs pacmiM(poBaHUS JAaHHBIX MPHUBEACH

pucynke 32.

[root@localhost diplom]# ./tpm unbinddata
Line4dl,

(LineBl,
(LineB8,
(Line73,
(Line75,
Creating
(Line75,
(LineB&, main) Registering the key for later retrieval returned Ox00000000. Success.
Registering the key blob for later retrieval

(Line91, main) Loading key in TPM returned 0xQ0000000. Success.

(Line%4, main) Get Public portion of key returned OxQG0000000. Success.

Finished writing BackupESSBindKey .pub

(Linel@5, main) Policy flush secret returned Gx00000000. Success.

(Linel28, main) Tspi Context CreateObject BindKey returned 0Ox00000008. Success.
(Linel25, main) Set Public key into new key object returned OxOO000000. Success.

main) Create a context returned 0x00000000. Success.

main) Cornnect to TPM returned Ox(0008080. Success.

main) Get TPM handle returned 0x00000000. Success.

main) Get SRK handle returned @x00000000. Success.

main) Get SRK Policy returned Gx0O0000G0. Success.

main) Tspi Policy SetSecret returned 0xG00G0800. Success.

main) Create a key policy object returned GxBEEGEEEE0O. Success.
main) Set key policy object secret returned OxOEEEEEE0. Success.
main) Create the key object returned OxQ0000000. Success.

main) Set the keys's padding type returned Ox000E0E00. Success.
main) Assign the key's policy to the key returned 0x00000000. Success.
the key could take a while

main) Asking TPM to create the key returned G0x(00000000. Success.

Pucynox 32 — Pe3ynbTaT TECTUpOBAHUS MOAYJIS paciiupoBaHUs TaHHBIX

PC3YJIBTaT TCCTUPOBAHUA MOAYJISA OICHATBIBAHWA JdHHBIX IIPUBCIACH

pucyHke 33.

[root@localhost diploms]# ./tpm_sealdata

(Linedt,
(LinedB,
(LineS0,
(LineSS,

Line57,
(LineS9,
(LineBt,
(Line6S,
(Line71,
(Line75,
(Line7
(LineB3,
(Line88,
(Line95,

main)
main)
main)
main)
main)
main)
main)
main)
main)
main)

, main)

main)
main)
main)

Create a context returned GxG0000000. Success.

Connect to TPM returned OxGGGAGOO0. Success.

Get TPM handle returned OxBG606600G. Success.

Get SRK handle returned OxGG6866000. Success,

Get SRK Policy returned OxB6GO0GOO. Success.

Tspi_Policy SetSecret returned OxO0BGEGBGAE. Success.

Createing a PCR object returned OxO0G608060. Success.

Read the current value for PCR 8 returned Ox0BGOGGEGEG. Success.

Set the value read from PCRB as sealing value of PCR8 retumed OxO0GEEGH6. Success.
Read the current value for PCR 9 retumed OxRRGABGAG. Success.

Set the value read from PCRY as sealing value of PCRY returned Ox00BBBBGBA. Success.
Create data object for sealing returned Ox00000BG8. Success.

Sealed my password, using the SRK key, to PCR § returned 0xG060G0000. Success.

Get the encrypted sealed data returned Gx00006GG6. Success.

n v w

<

(Linel@GB, main) Tspi Context Free Memory returned OxG8660000, Success.
Linell®, main) Tspi Context Close returned OxO0GEEGEHA. Success.

PI/ICYHOK 33 - PGSYJ'IBTaT TCCTUPOBAHUA MOAYJISI ONICYATBIBAHHWA JAHHBIX

PCSYJ'H)TaT TCCTUPOBAHUA MOAYJIA pPaCIICUYATbIBAHUA JAaHHBIX IIPUBCIACH

pucyske 34.
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[root@localhost diplem]# ./ tpm_unsealdata
(Line37, main) Create a context
returned DxEEGEQRE30E, Success,
([Line39, main) Connect to TPH
returned OxOEEREAAE. Success.
{Linedl, main) Get TPM handle
raturned GxGG000E808. Success.
(Lineds, main) Get SRK handle
returned Gx00000030,. Success.
(LinedB, main) Get SRK Policy
returned Ox00000030, Success.
(Line%@, main) Tspi_Policy SetSecret
returned OxOEEREAAE. Success,
(Line&E, main) Createing data object for unsealing returned GxEORAGEE0. Success.
(Line7l, main) Set attrib data to hRetrieveData returned Gx@AGRGEEEE. Success.
[Line73, main) Unsealing data! returned OxG0000800. Success.
11, My Password
(Lined9, main) Tspi Context Free Memory returned 0x00000000. Success.
[Line&l, main) Tspi Context Close returned BxBE0000Q8. Success.

Pucynoxk 34 — Pe3ynbTaT TECTHPOBAaHUSA MOAYJISl PAaCIE€YaThIBAHUS TAHHBIX

Pe3ynbraT TECTHPOBAHUS MOLYNS yIAJIICHUS KIIFO4YA NPUBEIAEH HA PUCYHKE 35.

[rootBlocalhost diplom]lE ./ tpm evictheys

Entering CreatelEATE Temporary

Lin=4&, main , Cr=ate Contaxt, r=turn=d 0x000300000. Sunccmm=_
Lin=48, main , Context Conn=ct, return=ed 0x03000000. Succ===.
Lin=51, main , &=t TPM Handle, r=turn=d O0x00300003. Succm==_
Lin=54, main , &=t th= JFBE handl=, r=turn=d O0x00030000. Succm==._
Lin=&l, main , Z=tTPH policy, retuornsd Ox000030000. Sucomss.
Lin=&3, main , Set TFH policy'= =seacr=t to 122, return=d Qx00000000.
Juccmms

Lin=&&, main , Create a policy aobject for the ke=y, returned
0x000300000 . Sucoms=_

Lin=&S, main , 3Set the password to 123, zreturned O0Jx00000000.
Juccmms

Jelecting the key to b2 a non—migratable signing key of Z048 bit=
Lin=7&, main , A=k the TPM to cr=ate the reguisite key — a non-—
migratable signing key, not an ATE, returnsd 0x00000000. Succ===_
Lin=78, main , DA=mmsign policy to the key obj=ct, returned
0x000300000 . Sucoms=_

Amking TPM to creats a Honmigratable signing key. This may take
awhiles

Lin=3Z, main , Create non-migratakls =igning key., returned
0x000300000 . Sucoms=_

Loading the key into the TEM

Lin=%], main , Load the key into the TPFH, returnsd O0x00000000.
Juccmms

Jtore the k=y in non wvolatile storage in the TEM, such that only
th= owWn=r can avict it

Line25, main , Make key an owner evict key, returned OxD0000000.
Juccmms

In order to not £11 up the TFH with key=, change the= key =o it i=
allowsed to b= avicted

Linel00, main , Make th= key evictabl, returned O0xD0000000.
Juccmms

Jtoring public portion of key in MotherboardfE3E.pub

Line=l07, main , G=t public portion of key, returned O0xD0000000.
Success |

Fini=zhed writing fle

Javre the encrypted key blek to MotherboardMMIE . blok

LinelZ2, main , Get key blob, for removable media, returned
0x000300000 . Sucoms=_

Fini=zhed writing fle

PucyHok 35 — Pe3ynbrar TecTUpOBaHUS MOAYJIS YAAJIEHUS KIIr04a
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PC3yJ'IBTaT TCCTUPOBAHUA MOAYJIA XCHIMPOBAHUS JIAHHBIX IIPHUBCJACH Ha

pucynke 36.

[root@localhost diplom]# ./tpm_gethash

(Line38,
(Linedd,
(Linedd,
(Lineds,
(Line50,

main) Create a context returned Gx@E000G03. Success.

main) Connect to TPM returned GxGRGEEAGE. Success,

main) Create Hash object returned Ox0O0G0006. Success.
main) Hash in the public key returned OxDEEGEAEGA0. Success.
main) Get the hashed result returned GxO0000000, Success,

HASH: S061626c6963206bE57920746f2068617368200

(Line&5,
(Line&?,

main) Tspi Context Free Memory returmed Ox00000000. Success.
main] Tspi Context Close returned 8x0A0G0000. Success.

Pucynoxk 36 — Pe3ynbTaT TECTUpOBAaHUS MOAYJISl XCIIUPOBAHUS JAHHBIX

Pe3ynbpTaT TECTUpOBAHMS MOYJIA MOAIUCH JAHHBIX IPUBEACH Ha pUCYHKE 37.

root@localhost diplom]# ./tpm_signdata

Line51, main)

(Lirne84, main)

Create a context returned 0x00000000. Success.

Connect to TPM returned 0x00000000. Success.

Get TPM handle returned 0x00000000. Success.

Get SRK handle returned 0x00GG0000. Success.

Get SRK Policy returned 0x00000000. Success.

Tspi Policy SetSecret returned 0x00000000. Success.
Create policy object returned 0x00000000. Success.

Set Policy secret returned 0x00000000. Success.

Create the key object returned 0x00000000. Success.

Set the keys's padding type returned 0x00000000. Success.
Assign the key's policy to the key returned 0x00000000. Success.

Creating the key could take a while

(Line88, main)
(Line95, main)

Asking TPM to create the key returned Gx(00000000. Success.
Registering the key for later retrieval returmed OxO0000000. Success.

Registering the key blob for later retrieval

(Lineld0®, main) Loading key in TPM returned OxQ0000000. Success.
(Lineld3, main) Get Public portion of key returned OxB0BGGGGE. Success.
Finished writing SigningKey.pub

(Linelld, main) Policy flush secret returned 0xQGQ0GEBEEAEE. Success.

(Linel2Z, main
(Lirnel24, main
(Linel29, main
(Lirneldl, main
(Lineld5, main
(

Get key by UUID returned OxB0000000. Success.
Load private key returned Ox00000000. Success.

Hash the public key returned Ox00000000. Success.
Sign returned OxBOREEGG0. Success.

)
)
) Create Hash Object returned OxQOQ0RGRE. Success.
)
)

Linel53, main) Get key handle returned Ox00000000. Success.
Unregistering key

(Linel59, main) Unregister key returned Gx00000000. Success.

(Linelb52, main) Tspi Context Free Memory returned OxQ0000000. Success.
(LinelB4, main) Tspi Context Close returned OxB0000G00. Success.
[root@localhost diplom]# |

Pucynoxk 37 — Pe3ynbTat TECTUPOBAHUS MOTYJIS MOJMUCH JAHHBIX

PGSYJ'IBTaT TCCTUPOBAHUA MOAYJIA TOATBCPKIACHUA TMOAJIMHHOCTHU

MIPUBEIEH HAa pUCYHKE 38.
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[rootflozalhost diplom]# ./ tpm verify=ign

{Lin=5l, main] Create= a cont=xt returned O0xI0000000. Succe=s.

{Line3d, main] Coonnect to TPM returned Qx00000000. Success.

{ 55, main] Get TPM handle retsurmed Ox00300000. Sucom=s_

{Lin=57, main] Get SEX handle returned Ox00000000. Socom=s_

{Line58, main] Get SBH Policy returned Ox00000000. Succes=s.

{Line€l, main] Tspi Policy Setdecret returnesd Ou00000000. Swooess.
{Line&7, main] Create policy object returned Ox00000000. Success.
{Line70, main] Set Policy secret returmed Ox00000000. Soccess.

{Line77, main] Create the key object returned 0u00000000. Juccess.
{Lined2, main) Jet the keys's padding type returned 0xD0000000. Socom=s.
{Line34, main) As=sign the key's policy to the key returned Q0x00000000.

Creating the key could take a while

{LinedB, main] A=king TFH to create the key returned 0x00000000. Succe=s.
{Line%5, main} Registering the key for later retrieval returned
Oxd0000000. Success.

Begi=ztering the key blobk for later retrieval

{LinelD00, main) Loading key in TP returned Ox00000000. Success.
LinelD2, main} Get Public portion of key returnsd Jx00000000. Succem=s.

Line228, main) Tnregqister key retwrned 0ad0000000. Sucosss.
Line2?l, =main) Tapi Context Free Memcory returned O0xO00000000. Success.
Line223,; main) Tapi Context Close returned 0x00000000. Success.

Finished writing SigningHey.puk

{Linell4, main} Folicy flush secret returned O0x00000000. Success.
{Linel2Z, main} Get key by TUID returned OxQ000000D0. Buccess.

{Line124, main} Load private key returned Ox00000000. Soccess.
:L1n=1¢9, main} Create Hash Object returned Ox00000000. Success.
{Line141l, main) Ha=h the public key returned O0x00000000. Success.
{Line145, main) 3ign retorned 0x00000000. Socoess.

{Linel&Z, main) Verify returned O0xD00D00D0. Success.

{LinelE7, main) Tapi GetPolicythject returnsd Oux00000000. Swooess.
{Linel7Z, main} Tapi Policy Set3ecret returned 0x00000000. Success.
{Line1768, main) Create Higlbkject returned Ox00000000. Soccess.
{Lin=1E23, main| G=t Ha=h Valu= retwrns=d 0x03000000. Succ==s.

{Line180, main) et digest to migdata returned 0x00000000. Success.
{Line1B8&, main) et signature to migdata returned 0xd0000000. Sucoess.
{Line207, main) Create object wverify key returned 0x00000000. Success.
{Line2lZ, main} Set Pub Hey in Verify Hey returned Ox00000000. Suocoess.
{Line2l4, in} Verify using MECreateTicket

Signature werified using TPM returned OxD00D0000. Success.

{Line22Z, main) Get key handle retorned Ox00000000. Sucoess.
Tnregi=stering key

Pucynok 38 — Pe3ynbrar TeCTUpOBaHUS MOYJISI HOATBEPKACHUS MTOJIMHHOCTH

JTAHHBIX

PCSYHBTaT TECTUPOBAHUS MOAYJIA I'CHCpAUU CquaﬁHBIX qucell IpHUBCACH Ha

pucyHke 39.
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[root@localhost diplom]# ./ tpm_getrandom
(Line37, main) Create a contaxt
returned OxEEOAEE00. Success.

(Line3%, main) Connect to TPM

returned GxG0000000. Success.

(Lined4l, main) Get TPM handle

returned GxQ0000000. Success.

(Lined5, main) Get SERK handle

returned Gx00000000. Success.

(LinedB, main) Get SRK Policy

returned GxEOEREE00. Success.

(Lirne51, main) Tspi Policy SetSecret
returned OxQOOGEE00. Success.

(Line54, main) Tspi_TPM_GetRandom
returned GxG00000080. Success.
random:eell lb6224bcd7 47421 2etb8d]l ath4as
(Lirne62, main) Tspi Context Free Memory
returned OxQQ00EE00. Success.

(Line6%, main) Tspi Context Close
returned Bx0006B000. Success.

Pucynok 39 — Pe3ynbrar TeCTUPOBaHUS MOJYJISI TEHEPALIMU CITyYalHbBIX YHCEN

Pe3ynpraT TecTHMpOBaHHMS MOAYJS CO3J4aHUs OOJACTH SHEPrOHE3aBUCUMOM

namatu NVRAM npusenen Ha pucynke 40.

[root@localhost diplem]# ./tpm createnvram

(Lin=2%, main) Create a context returned 0x00000000. Success.
(Lin=31, main) Connect to TPM returnsed 0x00000000. Success.
(Lin=35, main) Create NV cobject returned 0x00000000. Success.
(Lin=38, main) Get TPM handle returned 0x00000000. Success.
(Lin=42, main) S=t index returned 0=x00000000. Success.

(Lin=45, main) Set policy returned 0x00000000. Success.
(Lin=48, main) 8=t size returned 0x00000000. Succass.

(Line53, main) Get TPM Policy returned O0x00000000. Success.
(Lin=e55, main) S=t secret to 1232 returned 0x00000000. Success.
(Lin=58, main) Created NV space returned 0x00000000. Success.
(Lineél, main) Tspi Context Free Memory returned 0x00000000.
Success.

(Lineé3, main) Tspi Context Close returned 0x00000000. Success.

Pucynoxk 40 — Pe3ynbpTaT TECTHPOBAHUS MOYJISl CO3/]aHUs 00JIACTH

sHeprone3apucumMoi namsata NVRAM

PesynbTrar TecTUpOBaHUS MOIYIISI 3aMMCH 00JIACTH YPHEPTOHE3aBUCUMOM MTaMSITH

NVRAM npusenen Ha pucyHke 41.
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root@localhost diploml# ./tpm_writenvram
Line29, main) Create a context returned OxG0000RG66. Success.
) Connect to TPM returned Ox00000000. Success.
] Create NV object returned GOx00000006. Success.
) Set index returned GxE0000000. Success.
] Set policy returned OxGOGE00G06. Success.
) Set size returned 0x00000600. Success.
Lined49, main) Get TPM Policy returned 0xG0000000. Success.
in) Set secret to 123 returned OxG0000G06E. Success.
) Assigned policy to NV object returned 0xG0000080. Success.
) Wrote to the NVRAM returned GxG00000066. Success.
] Tspi Context Free Memory returned 0x00000000. Success.
] Tspi Context Close returned OxG00000G0. Success.

Pucynok 41 — Pe3ynbTaT TeCTUpOBaHMS MOAYJISI 3aIICH 00JIaCTH

sHeproune3apucumMoit namsta NVRAM

Pe3y.]'IBTaT TCCTUPOBAHUA MOAYJIIS UTCHHA obOnacTn 3H€pFOHC3aBHCHMOfI IIaMATH

NVRAM npusenen Ha pucyHke 41.

[root@localhost diplom]# ./tpm_readnvram
(Line30, main) Create a context returned OxOR0000G0. Success.

(Line32, main) Connect to TPFM returned 0xOG0E0060. Success.

(Line36, main] Create NV object returned GxGEGEEEEE. Success.

(Line39, main) Set index returned OxG0000000. Success.

(Lined2, main) Set policy returned OxQ0000000. Success.

(Linedh, main) Set size returned OxOEGG00000. Success.

(Lined49, main) Read wvalue from NV returned Ox00000000. Success.

Read data: 1718(Line53, main) Tspi Context Free Memory returned Ox000G0000. Success.
(Line55, main) Tspi Context Close returned Ox00000000. Success.

Pucynok 42 - Pe3ynabpTaT TECTHPOBAaHUSA MOAYJISl UYTEHHS 00J1acTH

sHeprone3aprucumMoi namsita NVRAM

PesynbTaT TecTUpoBaHUS MOAYJS YyAAJCHUS OOJACTH HSHEPrOHE3aBHUCUMOI

namsatd NVRAM npuBeneH Ha pucyHke 43.

[root@localhost diplom]# ./tpm_destroynvram
(Lin=29%, main) Create a context returned 0x00000000. Success.
(Lin=31, main) Connect to TPM returned 0=x00000000. Success.

(Line35, main) Create an NVREAM object returned 0x00000000.
Success.

(Line3%, main) Get TPM Object returned 0x00000000. Success.
(Lined4l, main) Get TPM Policy returned 0x00000000. Success.

(Line43, main) Set the TPM policy secret to 11111111 returned
O0x00000000. Success.

(Lin=47, main) S=t NVRAM index returned 0x00000000. Success.
Felease NVERAM space

(Line52, main) Release NV space returned 0x00000000. Success.

Pucynox 43 - Pe3ynbpTaT TECTHPOBAHUS MOAYJIS yIaleHus 00J1acTh

sHeproune3apucumMoit namsitu NVRAM
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Pesynbrar TectupoBaHus Momyis ureHusi peructpoB PCR mpuBenen Ha

pucyHke 44.

[root@localhost diplom]# ./tpm_readpcr
(Line38, main) Create a context
returned OxEOE00E006. Success.
(Lined4®@, main) Connect to TFM
returned OxEOE00ERE. Success.
(Lined2, main) Get TPM handle
returned OxQOE000RE. Success.
(Lined?, main) Get SRK handle
returned OxEOAO00006. Success.
(Line5B, main) Get SREK Policy
returnaed OxEOEOEERE. Success.
(Line52, main) Tspi_ Policy_SetSecret
returned OxEOEOEERE. Success.

PCR List

slotclopaclelelelelelelelelelclclelelelelelelelelclclclclclclclelelelelelelelelclclclclc)
PCRG1: 0O0OO000O00C000GEEEEEEE00000000CEEAAEAEAGE
PCRGZ: 0000000000000000CEEEEEE00000000CEEAEEAEAG0
PCRG3: 0000000000000000CEEEEEE00000000CEEEEAEAG0
PCRG4: 0000000000000000CEEEEEE00000000CEEAEAEAEAG0
o tciopaclclelelelclclelelciclclclclelelelelelelelelelelelelelelelelelelelelelclclclclc]
(elotciopaclelelelelelclelelclclclclcleleleleleleleleleleleleleleclelelelelelelelclclclclcl
o tcwaaclelelelelelelelelelclclelelclelelelelelclclelclclclelelelelelelelelelclclclclc)
PCRGB: 0000EEEEEECC000EEEEEEEEO000000GEEEAEAEAEGE
PCRES: 000000000000000CEEEEEEE00000000CEEAEAEEAG0
PCR1G: 000000000000000CCEEEEEE000000000EEAEAEAEAEG0
PCR11: 0O00020000000000CCEEEEEE00000000CEEAEEAEAG0
PCR1Z: Q000000000000000EEEEEEE000000000EEEEAAG0
(elo N Rc i clelclelelclclclclclclclclclclelelelelelelelelelelelelclelelelelelelelclclclclc)
(Rlo N clolelelelclclclclclclclelclclelelelelelelclelelclelelelelelelelelclclclclclclc]
PCR15: 0000000E000000000EEEEEE00000000CEEAEAEAEGE
PCR1G: TIfffffffffffffffffffffrfffffffrfrffffffffe
PCRL17: fIfffffffffffffffffffffrfrfrfrffffffffffffee
PCR1B: fifffffffffffffffffffffffrrffffffffffffee
PCR1G: fIfffffffffffffffffffffrffrfrfrfffffffffffee
PCRZG: fffffffffffffffffffffffrfffrfffffffffffffef
PCRZ1: TIfffffffffffffffffffffrfffrfffrfrfrffffffffe
PCRZZ: TIfffffffffffffffffffffrfffrfffrfffffffffre
PCRZ3: TIfffffffffffffffffffffrfffrfffffrffffffffe

Pucynok 44 — Pe3ynbpTaT TE€CTHpOBaHUA MOAYNs uTeHus peructpoB PCR

Pesynbrar TectupoBaHusi momyns cObpoca peructpoB PCR mpuBeneH Ha

pucyske 45.
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[root@localhost diploml# ./tpm_resetpcr

(Line34, main) Create a context returned OxA00000G0. Success.
(Line36, main) Conrmect to TPM returned OxQ0Q000000. Success.
(Line38, main) Get TPM handle returned OxQ0R00000. Success.
(Linedl, main) Get Event returned OxG0008000. Success.
ULEventNumber:0

UlEventlLength:@

rgbEvent : (null)

aventBlank

Event @, is

aventBlank

Event 1, is

aventBlank

Event 2, is

eventBlank

Event 3, is

eventBlank

Event 4, is

eventBlank

Event 5, is

eventBlank

Event &, is

eventBlank

Event 7, is

eventBlank

Event 8, is

eventBlank

Event 9, is

eventBlank

Event 10, is

eventBlank

Event 11, is

eventBlank

Event 12, is

eventBlank

Event 13, is

eventBlank

Event 14, is

(Line55, main) Tspi Context Free Memory returned Ox00000000. Success.
(Line57, main) Tspi Context Close returned OxQ0008000. Success.

Pucynox 45 — PesynbTaT TecTHpOBaHUS MOAYJIs cOpoca peructpoB PCR

Pesynbrar TectupoBaHusi Moayisi cMmeHbl peructpoB PCR mpuBenen Ha

pucyHke 46.

[root@localhost diplom]# ./tpm_sextendpcor
(Linedd, main) Create a context

returned GxGO000000. Success.

(Lined&, main) Connect to TPM

returned OxE0Q00Q00. Success,

(Linedd, main) Get TPM handle

returned Ox00000300. Success.

Command line arguments:

argv[@] ./tpm_extendpcr

(Line9c, main) Tspi Context Fres Memory
returned GxBOEEGA60, Success.

(Line%g, main) Tspi Context Close
returned BxEOBE0BGE. Success.

Pucynok 46 — Pe3ynbraTt TecTUpoBaHUs MOAYIIsSI cMeHbI peructpo PCR
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PCSy.HBTaT TCCTUPOBAHUA  MOAYJIL  CO3JaHWA  KJII0Ya  IMOATBCPIKIACHHA

nomamHHOocTH AlK npuBenen Ha pucyske 47.

[root@localhost diplom]l# ./ tpm createaik

Line40, main , Create Context, returned O0x00000000. Success.
Line4z, main , Context Connect, returned Oox00000000. Success.
Line45, main , Get TPM Handle, returned O0x00000000. Success.
Line48, main , ==t the S5EE handle, returned O0x00000000. Success.
Linez2, main , E=tTPM policy, returned 0x00000000. Success=s.
Line34, main , Set TPM policy' = secret to 123, returned O0x00000000.
Success.

Line37, main , Create a pclicy ocbject focr the kev, returned
0x00000000. Success.

Linegl, main , S5et the password to 123, returned O0x00000000.
Success.
Lineé¢d, main , Ask the TFM to create the reguisite kev — a non-

migratable signing key, not an ATE, returned O0x00000030. Success.
Line&f, main Assaign policy tTo the key objesct, returned
C0x00000000. Succesa.

Line71, main ' Create Attestation Idencity Eevs, returned
Ox00000000. Success.

Line74, main , Load the key intc the TPM, recturned O0x00000000.
Success.

Line78, main , Tspi Context Free Memory, returned O0x00000000.
Success.

Linefld, main , Tspi Context Cloae, returned Ox00000000. Succeas.
PI/IcyHOK 47 — PGSYJIBTaT TCCTUPOBAHUA MOAYJIA CO3AaHUA KIIH04Ya IIOATBCPKIACHUA

AIK

69



7 Bpeanble nicuxodpusndeckue GakTopbl, BIUSIONUNE HA HEPBHYIO CUCTEMY
CHeIHaNuCTa 1Mo 3anmTe nHhopManruu. MeToasl U cpeAcTBa (PU3NIECKON KyIbTYPHI,

CHM>KAIomune nux BOBI[CI\(JICTBI/IG

YenoBek, BBITIONHSAS OMNPEACICHHYI0O pPa0OTy, MOXET CTaJKUBaThCS C
pPa3sIUYHBIMH  OMACHBIMU  CHUTYallUsMH, KOTOpbIE CIOCOOHBI HAHECTH EMy
OTIpe/ICTICHHBIN BPE/I.

[Ipow3BoacTBeHHBIE  (AKTOPBI, B  3aBUCUMOCTH OT Cdepbl  CBOETO
MIPOUCXOXKICHUS MOKHO pa3/IeINTh Ha:

-paKkTOPHI MPOU3BOJCTBEHHON CPEIIbI, TO €CTh MPOCTPAHCTBA, T/I€ MPOUCXOIUT
TPYyZIOBas NeATEIHLHOCTD;

-akTOpHI TPYAOBOTO MpOIIECCa.

[Tpu 3TOM (hakTOp TPYAOBOTO MPOIIECCAa OCHOBHIBASCH HA OIIEHKE BO3MOYKHOCTH
NPUYUHEHUS Bpely paOOTHUKA, TTOIPA3IETISIOT:

-HEeOJIaronpusITHBIE MPON3BOJICTBEHHEIE,

-HEUTpaIbHBIC U 0JarONMPHUATHBIC TPOU3BOACTBECHHEIE.

Heb6naronpusitHbie GakTopbl, UCXOAS W3 PE3YIbTHPYIOIIETO JEHCTBUS Ha
OpTraHU3M JEISIT Ha:

- BPEIHbIE MPOU3BOJICTBEHHBIE, KOTOPHIE MPUBOAST U YCYTYOJISIIOT OOJIE3HH,
UMEIOIINECS Y YETIOBEKa;

- OMTaCHBIE TPOM3BOACTBEHHBIC, KOTOpHIC MPHUBOAAT K TpaBMaM, HAHOCST
busznueckuil Bpey.

N3  coBokymHOCTM  JaHHBIX  (pakTOpoB, ©Oa3upysach Ha  HCTOYHHUKE
MIPOUCXOKICHHUS, BBIJCIISIIOT:

- ICUXO0(U3NOJIOTUUECKHUE;

- OpPraHU3alMOHHO-YITPABICHUYECKUE.

HepBHOo-TICUXHUYECKHE MTeperpy3Ku MOApa3IesatoTCs Ha:

— YMCTBEHHOE TIEpECHANPSKEHUE;

— MepeHanpsHKeHUE aHATN3aTOPOB;

— MOHOTOHHOCTbH Tpyza. [16]
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[Tpu BBITIOJIHEHUW TPYMOBOM NEATEIHHOCTH, Ha OPraHW3M CIEIHAINCTA TI0
3anuTe nH(QOpPMAIUK OOJIBIIE BCETO OKAa3bIBAIOT BO3ICHCTBUS TaHHbIe (hakTophl. OHK
CBsI3aHBI ¢ (PU3MYCCKMMH U SMOLMOHAIBHBIMH TEPErpy3KaMHu, MEpeHANpPsIKCHUEM U
JUIATCIBHBIM  BBIITOJIHEHUEM OJHOOOpa3HBIX JICHCTBUW WM HENPEPHIBHOW M
YCTOMYNBOM KOHIICHTPAIIMU BHUMAHUS B YCIOBUAX JCPUIIMTA CCHCOPHBIX HAIPY30K.

JIns  CHWKEHUS MOHOTOHHOCTH Ha 4eJOBEeKa HYXHO, BO - TICPBBIX,
NepeANCIONUPOBATH PA0OTAIOIINX C OJTHOW MPOU3BOICTBEHHOM OTIEpaIluy Ha APYTYIO,
a BO-BTOPBIX, OOCCICUMBATH ONTHUMAJBHBIA PEXHM TPyAa U COBOKYITHOCTH C
IPaMOTHBIM pacIpe/iejICHUEM OT/AbIXa B TeUeHUE pabodero JHA. YeIOBEK MOXKET
JIOBOJILHO JIOJITO BBIITOJIHATH YMEPEHHBIC YMCTBCHHBIC OITEpaIiK 0€3 OTIbIXa, OJHAKO
JFOSIM, KOTOPBI B OCHOBHOM 3aHSATHI TOJILKO MM, HEOOXOIUM OoJiee JTUTEIbHBINA
OT/IBIX.

[Mcuxodusuuecknii (akTop OMpeAeHseTcs Takke O0OCTaHOBKOH, BHYTpH
KOJUICKTUBHBIMU B3aUMOOTHOIIICHUSMH, YPOBHEM OOCTYXHBaHUS, COOTBETCTBHEM
paboTHI CITOCOOHOCTSIM €€ BBITIOJTHsOMIETO. [17]

Takum o00pa3om, TpW BBINIOJHEHHE JaHHBIX METOJOB HEPBHOW CHCTEME

CHEeUaNKCTa MO 3aluTe HHQOpMaUu OyJeT HAHOCUTHCSI MUHUMAaJIbHBIN BpE/I.
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3aKIr0UYEHUE

B BbIlyckHOM KBalM(PHUKAIMOHHON paboTe, KOTOpas BHINOJIHSIACH Ha
npeanpusatuu AO [THUDU Obuin paccMOTpeHbl BOMPOCHI aKTYaTbHOCTH PUMEHEHUS
TEXHOJIOTHI TOBEPEHHBIX BBIYUCIIEHUH, 0030p TEXHOJIOTUN TOBEPEHHBIX BHIYMCIICHUH,
TaKHX Kak, TexHoisorus Intel VPro, rexsonorus 3amuTe! 1aHHbBIX Ha auckax Bitlocker,
Next Generation Secure Computing ¥ TEXHOJOTHS JOBEPEHHBIX BBIYMCIICHUIN
cranaapToB 6e3onacHoctr Trusted Computing Group. beutu mompoOHO paccMOTPEHBI
U TIpOaHATM3UPOBAHBI IPUIIOKEHUS YIIpaBiIeHus MoaysieM | PM.

BbuM paccMOTpeHBI apXUTEKTYpa U OCHOBHBIC BO3MOKHOCTH MOAyJs Trusted
Platform Module.

Taxxke Obuta mpou3BeneHa ycTaHOBKa cpeabl [PM, a umMeHHO sMynsTopa
MOJTyJIs, TPOTPAMMHOTO CTEKa JOBEPEHHBIX BbrumcieHui TrouSerS Trusted Group
Software Stack u mpunoxxenus TrouSerS TPM Tools.

B BointyckHOM KBanmudUKamoHHONW padoTe ObLIO pa3paboTaHO MPOTPaMMHOE
CPEICTBO TECTUPOBAHUS M YIPABICHUS MOIYJIEM TOBEPEHHOH MIAaTHOPMBI, aITOPUTM
paboThl mporpaMMHOro cpeactBa. [IpoBeaeHa oTiazka MPOrpaMMHOTO CPEICTBA U
TECTUPOBAHUE MOIYJIS JOBEPEHHOH TIIAT(OPMBI, C UCTIOIB30BAaHUEM Pa3padOTaHHOTO
MIPOTrPaAaMMHOTO CpEeNCTBA. B 3akitoueHuu, OmucaHbl BpEAHBIE MCUXO(PU3NUECKHUE
(bakTophI, BIUAIONINE HA HEPBHYIO CUCTEMY CIEIUAIINCTA 10 3alluTe HHPopMaIuu, a
TaK)Ke METOIbI U CPEACTBA (PU3NIECKON KYJIbTYpPhI, CHIKAIOLITUE UX BO3ACHCTBHE.

Takum o00pa3om, Bce 3alaHMsi HAa BBITYCKHYIO KBATM(UKAIMOHHYIO PaboOTy

OBLJIM BBIIIOJIHEHBI B IIOJIHOM 00BEME.
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1aTPOpPMBbI
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TekcT mporpamMMbl MOAYJISE CO3AaHUS Kitoda noanucu TPM:
#define SIGN KEY UUID {0,0,0,0,0,{0,0,0,2,11}}
int main(int argc, char **argv)
{

TSS HCONTEXT hContexttpm=0;

TSS HTPM hTPMtpm = 0;

TSS RESULT resulttpm;

TSS HKEY hSRKtpm = 0;

TSS HPOLICY hSRKPolicytpm=0;

TSS UUID SRK UUIDtpm = TSS UUID SRK;

BYTE wkstpm[20];

memset (wkstpm, 0, 20) ;

TSS HKEY hSigning Keytpm;

TSS UUID MY UUIDtpm=SIGN KEY UUIDtpm;
TSS HPOLICY hSigning Key Policytpm;
TSS FLAG initFlagstpm;

BYTE *pubKeytpm;

UINT32 pubKeySizetpm;

FILE *fouttpm;

resulttpm =Tspi Context Create (&hContexttpm) ;
DBGTPM ("Creat a cont", resulttpm);
resulttpm=Tspi Context Connect (hContexttpm,
NULL) ;
DBGTPM ("Connect TPM", resulttpm);
resulttpm=Tspi Context GetTpmObject (hContexttpm,
&§hTPMtpm) ;
DBGTPM ("Get TPM handl", resulttpm);
resulttpm=Tspi Context LoadKeyByUUID (hContexttpm
, TSS PS TYPE SYSTEM, SRK UUIDtpm, &hSRKtpm);
DBGTPM ("Get SRK handl", resulttpm);
resulttpm=Tspi GetPolicyObject (hSRKtpm,
TSS POLICY USAGE, &hSRKPolicytpm);
DBGTPM ("Get SRK Polisy", resulttpm);
resulttpm=Tspi Policy SetSecret (hSRKPolicytpm, TS
S SECRET MODE SHAl, 20, wkstpm);
DBGTPM ("Tspi Policy SetSecret", resulttpm);

76



resulttpm =
Tspi Context CreateObject (hContexttpm,
TSS_OBJECT TYPE POLICY,
TSS POLICY USAGE,
&hSigning Key Policytpm) ;
DBGTPM ("Create policy object", resulttpm);
resulttpm =
Tspli Policy SetSecret (hSigning Key Policytpm,
TSS SECRET MODE SHAl, 20, wkstpm);
DBGTPM ("Set Policy secret", resulttpm);
initFlagstpm = TSS KEY TYPE SIGNING |
TSS _KEY SIZE 2048 |
TSS KEY NO AUTHORIZATION |
TSS KEY NOT MIGRATABLE;
resulttpm =
Tspi Context CreateObject (hContexttpm,
TSS OBJECT TYPE RSAKEY,
initFlagstpm, &hSigning Keytpm) ;
DBGTPM ("Create the key object", resulttpm);
resulttpm = Tspi SetAttribUint32 (hSigning Keytpm,
TSS TSPATTRIB KEY INFO,
TSS TSPATTRIB KEYINFO ENCSCHEME,
TSS_ES RSAESPKCSV15) ;
DBGTPM ("Set the key pading type", resulttpm);
resulttpm =
Tspi Policy AssignToObject (hSigning Key Policytpm,hSignin
g Keytpm) ;
DBGTPM ("Assign the key polisy to key", resulttpm);
printf ("Creat the key could take a while\n");
resulttpm = Tspi Key CreateKey (hSigning Keytpm,
hSRKtpm, O0);
DBGTPM ("Ask TPM to creat the key", resulttpm);
resulttpm = Tspi Context RegisterKey (hContexttpm,
hSigning Keytpm,
TSS PS TYPE SYSTEM,
MY UUIDtpm,
TSS PS TYPE SYSTEM,
SRK UUIDtpm) ;
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DBGTPM ("Register the key for later retreval",
resulttpm) ;

printf ("Register the key blob for later
retrevallr\n");

resulttpm =
Tspi Key LoadKey (hSigning Keytpm, hSRKtpm) ;
DBGTPM ("Load key in TPM", resulttpm);
resulttpm = Tspli Key GetPubKey (hSigning Keytpm,
&pubKeySizetpm, &pubKeytpm) ;
DBGTPM ("Get Publ portion of key", resulttpm);
fouttpm = fopen ("SigningKey.pub", "wb");
if (fouttpm != NULL) {
write(fileno (fouttpm), pubKeytpm,
pubKeySizetpm) ;
printf ("Finishd writing SigningKey.pub\n");
fclose (fouttpm) ;
}
else {
printf ("Error opening XXXXXXXXXXXX \r\n");
}
resulttpm =
Tspi Policy FlushSecret (hSigning Key Policytpm) ;
DBGTPM ("Policy flush secret", resulttpm);

resulttpm =
Tspi Context GetKeyByUUID (hContexttpm,
TSS_PS TYPE SYSTEM,
MY UUIDtpm,
&hSigning Keytpm) ;
DBGTPM ("Get key handle", resulttpm);
printf ("Unregistering key\r\n");
resulttpm =
Tspi Context UnregisterKey (hContexttpm,
TSS PS TYPE SYSTEM,
MY UUIDtpm,
&hSigning Keytpm) ;
DBGTPM ("Unregistr key", resulttpm);
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NULL) ;

resulttpm = Tspi Context FreeMemory (hContexttpm,

DBGTPM ("Tispi Context free memory", resulttpm);
resulttpm = Tspi Context Close (hContexttpm) ;
DBGTPM ("Tispi Context Close", resulttpm);
return 0;

Texkct mporpammel MOYJISL CO3/IaHUA KJIFO4A MPUBSI3KH B TPM:

int main(int argc, char **argv)

{

TSS HCONTEXT hContexttpm=0;

TSS HTPM hTPMtpm = 0;

TSS RESULT resulttpm;

TSS HKEY hSRKtpm = 0;

TSS HPOLICY hSRKPolicytpm=0;

TSS UUID SRK UUIDtpm = TSS UUID SRK;
BYTE wkstpm[20];

memset (wkstpm, 0,20) ;

TSS HKEY hESS Bind Keytpm;

TSS UUID ESS BIND UUIDtpm=BACKUP KEY UUIDtpm;
TSS HPOLICY hESS Policytpm;

TSS FLAG initFlagstpm;

BYTE *pubKeytpm;

UINT32 pubKeySizetpm;

FILE *fouttpm;

resulttpm =Tspi Context Create (&hContexttpm) ;

DBGTPM ("Create a context", resulttpm);
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resulttpm=Tspi Context Connect (hContexttpm,
NULL) ;
DBGTPM ("Connect to TPM", resulttpm);
resulttpm=Tspi Context GetTpmObject (hContexttpm,
&hTPMtpm) ;
DBGTPM ("Get TPM handle", resulttpm);
resulttpm=Tspi Context LoadKeyByUUID (hContexttpm
, TSS PS TYPE SYSTEM, SRK UUIDtpm, &hSRKtpm);
DBGTPM ("Get SRK handle", resulttpm);
resulttpm=Tspi GetPolicyObject (hSRKtpm,
TSS POLICY USAGE, &hSRKPolicytpm);
DBGTPM ("Get SRK Policy", resulttpm);
resulttpm=Tspi Policy SetSecret (hSRKPolicytpm, TS
S SECRET MODE SHAl, 20, wkstpm);
DBGTPM ("Tspi Policy SetSecret", resulttpm);
resulttpm =
Tspl Context CreateObject (hContexttpm,TSS OBJECT TYPE POL
ICY,
TSS POLICY USAGE, &hESS Policytpm);
DBGTPM ("Create a key polisy object", resulttpm);
resulttpm = Tspi Policy SetSecret (hESS Policytpm,
TSS SECRET MODE SHAL,
20, wkstpm) ;
DBGTPM ("Set key polisy object secret", resulttpm);
initFlagstpm = TSS KEY TYPE BIND |
TSS KEY SIZE 2048 |
TSS KEY AUTHORIZATION |
TSS KEY NOT MIGRATABLE;
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resulttpm =
Tspi Context CreateObject (hContexttpm,
TSS OBJECT TYPE RSAKEY,
initFlagstpm, &hESS Bind Keytpm) ;
DBGTPM ("Create the key object", resulttpm);
resulttpm =
Tspi SetAttribUint32 (hESS Bind Keytpm,
TSS TSPATTRIB KEY INFO,
TSS TSPATTRIB KEYINFO ENCSCHEME,
TSS_ES RSAESPKCSV15) ;
DBGTPM ("Set the key padding type", resulttpm);
resulttpm =
Tspli Policy AssignToObject (hESS Policytpm,
hESS Bind Keytpm) ;
DBGTPM ("Assign the key polisy the key",
resulttpm) ;
printf ("Creat the key could take a while\n");
resulttpm = Tspi Key CreateKey (hESS Bind Keytpm,
hSRKtpm, O0);
DBGTPM ("Ask TPM to create the key", resulttpm);
resulttpm = Tspi Context RegisterKey (hContexttpm,
hESS Bind Keytpm,
TSS PS TYPE SYSTEM,
ESS BIND UUIDtpm,
TSS_PS TYPE SYSTEM,
SRK UUIDtpm) ;
DBGTPM ("Register the key for later retreval",
resulttpm) ;
printf ("Register the key blob for later

retreval\r\n") ;

81



resulttpm =
Tspi Key LoadKey (hESS Bind Keytpm, hSRKtpm) ;
DBGTPM ("Load key in TPM", resulttpm);
resulttpm = Tspi Key GetPubKey (hESS Bind Keytpm,
&pubKeySizetpm, &pubKeytpm) ;
DBGTPM ("get Public portion of key", resulttpm);
fouttpm = fopen ("BackupESSBindKey.pub", "wb");
if (fouttpm != NULL) {
write (fileno (fouttpm), pubKeytpm,
pubKeySizetpm) ;
printf ("Finish write
BackupESSBindKey.pub\n") ;
fclose (fouttpm) ;
}
else {
printf ("Eror opening XXXXXXXXXXXX \r\n");
}
resulttpm =
Tspi Policy FlushSecret (hESS Policytpm);
DBGTPM ("Policy flush secret", resulttpm);

resulttpm = Tspil Context FreeMemory (hContexttpm,
NULL) ;

DBGTPM ("Tispi Context Free Memory", resulttpm);
resulttpm = Tspi Context Close (hContexttpm) ;
DBGTPM ("Tispi Context Close", resulttpm);
return 0;

}

Texct mporpammbl MOy I TU(POBAHUS JAHHBIX:

int main(int argc, char **argv)
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NULL) ;

TSS HCONTEXT hContexttpm=0;

TSS HTPM hTPMtpm = 0;

TSS RESULT resulttpm;

TSS HKEY hSRKtpm = 0;

TSS HPOLICY hSRKPolicytpm=0;

TSS UUID SRK UUIDtpm = TSS UUID SRK;
BYTE wkstpm[20];

memset (wkstpm, 0, 20) ;

TSS HKEY hESS Bind Keytpm;

TSS UUID ESS BIND UUIDtpm=BACKUP KEY UUIDtpm;
TSS HPOLICY hESS Policytpm;

TSS FLAG initFlagstpm;

BYTE *pubKeytpm;

UINT32 pubKeySizetpm;

FILE *fouttpm, *fintpm;

resulttpm =Tspi Context Create (&hContexttpm) ;
DBGTPM ("Create a context", resulttpm);

resulttpm=Tspi Context Connect (hContexttpm,

DBGTPM ("Connect to TPM", resulttpm);

resulttpm=Tspi Context GetTpmObject (hContexttpm,

&hTPMtpm) ;

DBGTPM ("Get TPM handle", resulttpm);

resulttpm=Tspi Context LoadKeyByUUID (hContexttpm

, TSS PS TYPE SYSTEM, SRK UUIDtpm, &hSRKtpm);

DBGTPM ("Get SRK handle", resulttpm);
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resulttpm=Tspi GetPolicyObject (hSRKtpm,
TSS POLICY USAGE, &hSRKPolicytpm);
DBGTPM ("Get SRK Policy", resulttpm);
resulttpm=Tspi Policy SetSecret (hSRKPolicytpm, TS
S _SECRET MODE SHAl, 20, wkstpm);
DBGTPM ("Tispi Policy SetSecret", resulttpm);
resulttpm =
Tspi Context CreateObject (hContexttpm,TSS OBJECT TYPE POL
ICY,
TSS POLICY USAGE, &hESS Policytpm);
DBGTPM ("Create a key polisy object", resulttpm);
resulttpm = Tspi Policy SetSecret (hESS Policytpm,
TSS SECRET MODE SHAL,
20, wkstpm) ;
DBGTPM ("Set key policy object secret", resulttpm);
initFlagstpm = TSS KEY TYPE BIND |
TSS KEY SIZE 2048 |
TSS KEY AUTHORIZATION |
TSS KEY NOT MIGRATABLE;
resulttpm =
Tspi Context CreateObject (hContexttpm,
TSS OBJECT TYPE RSAKEY,
initFlagstpm, &hESS Bind Keytpm) ;
DBGTPM ("Create key object", resulttpm);
resulttpm =
Tspi SetAttribUint32 (hESS Bind Keytpm,
TSS TSPATTRIB KEY INFO,
TSS TSPATTRIB KEYINFO ENCSCHEME,
TSS_ES RSAESPKCSV15) ;
DBGTPM ("Set the key pading type", resulttpm);
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resulttpm =

Tspi Policy AssignToObject (hESS Policytpm,

hESS Bind Keytpm) ;

DBGTPM ("Assign the key polisy to key", resulttpm);
printf ("Creating the key could take a while\n");
resulttpm = Tspi Key CreateKey (hESS Bind Keytpm,
hSRKtpm, O0);

DBGTPM ("Ask TPM to create the key", resulttpm);
resulttpm = Tspi Context RegisterKey (hContexttpm,

hESS Bind Keytpm,

TSS PS TYPE SYSTEM,

ESS BIND UUIDtpm,

TSS PS TYPE SYSTEM,

SRK UUIDtpm) ;

DBGTPM ("Register the key for 1later retreval",

resulttpm) ;

printf ("Register the key blob for later

retrievallr\n");

resulttpm =

Tspli Key LoadKey (hESS Bind Keytpm, hSRKtpm) ;

DBGTPM ("Loading a key in TPM", resulttpm);
resulttpm = Tspi Key GetPubKey (hESS Bind Keytpm,
&pubKeySizetpm, &pubKeytpm) ;
DBGTPM ("Get Public portion of key", resulttpm);
fouttpm = fopen ("BackupESSBindKey.pub", "wb");
if (fouttpm != NULL) {
write(fileno (fouttpm), pubKeytpm,

pubKeySizetpm) ;
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printf ("Finishd writing
BackupESSBindKey.pub\n") ;
fclose (fouttpm) ;
}
else {
printf ("Eror opening XXXXXXXXXXXX \r\n");
}
resulttpm =
Tspli Policy FlushSecret (hESS Policytpm);
DBGTPM ("Policy flush secret", resulttpm);

resulttpm =
Tspi Context GetKeyByUUID (hContexttpm,
TSS PS TYPE SYSTEM,
ESS BIND UUIDtpm,
&hESS Bind Keytpm) ;
DBGTPM ("Get key handle", resulttpm);
printf ("Unregister key\r\n");
resulttpm =
Tspi Context UnregisterKey (hContexttpm,
TSS PS TYPE SYSTEM,
ESS BIND UUIDtpm,
&hESS Bind Keytpm) ;
DBGTPM ("Unregister key", resulttpm);

UINT32 ulDatalength;

BYTE *rbgBoundData;

BYTE newPubKeytpm[1000], encData[1000];
TSS HENCDATA hEncData;

fintpm = fopen ("BackupESSBindKey.pub", "r");
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read(fileno (fintpm), newPubKeytpm,284);
if (fintpm == NULL)
return O;
fclose (fintpm) ;
resulttpm =
Tspli Context CreateObject (hContexttpm,
TSS OBJECT TYPE RSAKEY,
initFlagstpm, &hESS Bind Keytpm) ;
DBGTPM ("Tispli Context CreateObject BindKey",
resulttpm) ;
resulttpm = Tspi SetAttribData (hESS Bind Keytpm,
TSS TSPATTRIB KEY BLOB,
TSS TSPATTRIB KEYBLOB PUBLIC KEY,
284, newPubKeytpm) ;
DBGTPM ("Set Public key 1into new key object",
resulttpm) ;
fintpm = fopen ("data", "rb");
read(fileno (fintpm), encbhata, 7);
fclose (fintpm) ;
resulttpm=Tspi Context CreateObject (hContexttpm,
TSS OBJECT TYPE ENCDATA,
TSS ENCDATA BIND,
&hEncData) ;
DBGTPM ("Create gata Object", resulttpm);
resulttpm =
Tspi Data Bind (hEncData,hESS Bind Keytpm, 7,encData) ;
DBGTPM ("Bind data", resulttpm);
resulttpm = Tspi GetAttribData (hEncData,
TSS TSPATTRIB ENCDATA BLOB,
TSS TSPATTRIB ENCDATABLOB BLOB,
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&ulDatalength, &rbgBoundData) ;
DBGTPM ("Get encryptd data", resulttpm);
fouttpm = fopen ("Bound.data", "wb");
write (fileno (fouttpm) , rbgBoundData,ulDatalLength)

fclose (fouttpm) ;

resulttpm = Tspi Context FreeMemory (hContexttpm,
NULL) ;

DBGTPM ("Tispi Context Free Memory", resulttpm);

resulttpm = Tspi Context Close (hContexttpm);

DBGTPM ("Tspi Context Close", resulttpm);

return 0;

}
Texkct mporpammbl MOYJI paciIM(ppPOBAHUS JAHHBIX:

int main(int argc, char **argv)

{

TSS HCONTEXT hContexttpm=0;

TSS HTPM hTPMtpm = O;

TSS RESULT resulttpm;

TSS HKEY hSRKtpm = 0;

TSS HPOLICY hSRKPolicytpm=0;

TSS UUID SRK UUIDtpm = TSS UUID SRK;
BYTE wkstpm[20];

memset (wkstpm, 0, 20) ;

TSS HKEY hESS Bind Keytpm;

TSS UUID ESS BIND UUIDtpm=BACKUP KEY UUIDtpm;

TSS HPOLICY hESS Policytpm;

TSS FLAG initFlagstpm;

BYTE *pubKeytpm;

UINT32 pubKeySizetpm;

FILE *fouttpm, *fintpm;

resulttpm =Tspi Context Create (&hContexttpm) ;

DBGTPM ("Create a context", resulttpm);

resulttpm=Tspi Context Connect (hContexttpm,
NULL) ;

DBGTPM ("Connect to TPM", resulttpm);
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resulttpm=Tspi Context GetTpmObject (hContexttpm,
&hTPMtpm) ;

DBGTPM ("Get TPM handle", resulttpm);

resulttpm=Tspi Context LoadKeyByUUID (hContexttpm
, TSS PS TYPE SYSTEM, SRK UUIDtpm, &hSRKtpm);

DBGTPM ("Get SRK handle", resulttpm);

resulttpm=Tspi GetPolicyObject (hSRKtpm,
TSS POLICY USAGE, &hSRKPolicytpm);

DBGTPM ("Get SRK Polisy", resulttpm);

resulttpm=Tspi Policy SetSecret (hSRKPolicytpm, TS
S SECRET MODE SHAl, 20, wkstpm);

DBGTPM ("Tispli Policy SetSecret", resulttpm);

resulttpm =
Tspi Context CreateObject (hContexttpm,TSS OBJECT TYPE POL
ICY,
TSS POLICY USAGE, &hESS Policytpm);
DBGTPM ("Create a key policy object", resulttpm);
resulttpm = Tspi Policy SetSecret (hESS Policytpm,
TSS SECRET MODE SHAL,
20, wkstpm) ;
DBGTPM ("Set key policy object secrets",
resulttpm) ;
initFlagstpm = TSS KEY TYPE BIND |
TSS KEY SIZE 2048 |
TSS KEY AUTHORIZATION |
TSS KEY NOT MIGRATABLE;
resulttpm =
Tspi Context CreateObject (hContexttpm,
TSS OBJECT TYPE RSAKEY,
initFlagstpm, &hESS Bind Keytpm) ;
DBGTPM ("Create the key object", resulttpm);
resulttpm =
Tspi SetAttribUint32 (hESS Bind Keytpm,
TSS_TSPATTRIB KEY INFO,
TSS TSPATTRIB KEYINFO ENCSCHEME,
TSS_ES RSAESPKCSV15) ;
DBGTPM ("Set the key pading type", resulttpm);
resulttpm =
Tspli Policy AssignToObject (hESS Policy,
hESS Bind Keytpm) ;
DBGTPM ("Assign the key policy the key",
resulttpm) ;
printf ("Creat the key could take a while\n");
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resulttpm = Tspi Key CreateKey (hESS Bind Keytpm,
hSRKtpm, O0);
DBGTPM ("Ask TPM to create the key", resulttpm);
resulttpm = Tspi Context RegisterKey (hContexttpm,
hESS Bind Keytpm,
TSS_PS TYPE SYSTEM,
ESS BIND UUIDtpm,
TSS PS TYPE SYSTEM,
SRK UUIDtpm) ;
DBGTPM ("Register the key for later retreval",
resulttpm) ;

printf ("Registering the key blob for later
retreval\r\n");

resulttpm =
Tspi Key LoadKey (hESS Bind Keytpm, hSRKtpm) ;
DBGTPM ("Loading key in TPM", resulttpm);
resulttpm = Tspi Key GetPubKey (hESS Bind Keytpm,
&pubKeySizetpm, &pubKeytpm) ;
DBGTPM ("Get Public portion of key", resulttpm);
fouttpm = fopen ("BackupESSBindKey.pub", "wb");

if (fouttpm != NULL) {
write (fileno (fouttpm), pubKeytpm,
pubKeySizetpm) ;
printf ("Finishd writing

BackupESSBindKey.pub\n") ;
fclose (fouttpm) ;
}
else {
printf ("Eror opening XXXXXXXXXXXX \r\n");
}
resulttpm =
Tspli Policy FlushSecret (hESS Policytpm);
DBGTPM ("Policy flush secret", resulttpm);

UINT32 ulDatalengthtpm;
BYTE *rbgBoundDatatpm;
BYTE newPubKeytpm[1000], encDatatpm[1000];
TSS HENCDATA hEncDatatpm;
fintpm = fopen ("BackupESSBindKey.pub", "r");
read(fileno (fintpm), newPubKeytpm,284);
if (fintpm == NULL)
return 0;
fclose (fintpm) ;
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resulttpm =
Tspi Context CreateObject (hContexttpmtpm,
TSS OBJECT TYPE RSAKEY,
initFlagstpm, &hESS Bind Keytpmtpm) ;
DBGTPM ("Tspi Context CreateObject BindKey",
resulttpm) ;
resulttpm = Tspil SetAttribData (hESS Bind Keytpm,
TSS TSPATTRIB KEY BLOB,
TSS TSPATTRIB KEYBLOB PUBLIC KEY,
284, newPubKeytpm) ;
DBGTPM ("Set Public key 1into new key object",
resulttpm) ;
fintpm = fopen ("data", "rb");
read(fileno (fintpm), encDhatatpm, 7);
fclose (fintpm) ;
resulttpm=Tspi Context CreateObject (hContexttpm,
TSS OBJECT TYPE ENCDATA,
TSS ENCDATA BIND,
&hEncDatatpmtpm) ;
DBGTPM ("Create Data Object", resulttpm);
resulttpm =
Tspli Data Bind (hEncDatatpm, hESS Bind Keytpm, 7, encDatatpm)
DBGTPM ("Bind data", resulttpm);
resulttpm = Tspi GetAttribData (hEncDatatpm,
TSS TSPATTRIB ENCDATA BLOB,
TSS TSPATTRIB ENCDATABLOB BLOB,
&ulDatalLengthtpm, &rbgBoundDatatpm) ;
DBGTPM ("Get encrypted data", resulttpm);
fouttpm = fopen ("Bound.data", "wb");
write(fileno (fouttpm), rbgBoundDatatpm,ulDatalLeng
thtpm) ;
fclose (fouttpm) ;

UINT32 encLentpm=256;

BYTE encryptedDatatpm[256];

BYTE *rgbDataunBoundtpm;

TSS HKEY hUnBind Keytpm,
hRecovered UnBind Keytpm;

fintpm = fopentpm("Bound.data", "rb");

read(fileno (fintpm), encryptedDatatpm,
encLentpm) ;

fclose (fintpm) ;
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resulttpm =
Tspi Context CreateObject (hContexttpm,
TSS OBJECT TYPE ENCDATA,
TSS ENCDATA BIND, &hEncDatatpm);
DBGTPM ("Created Data Object", resulttpm);
resulttpm = Tspl SetAttribData (hEncDatatpm,
TSS_TSPATTRIB ENCDATA BLOB,
TSS TSPATTRIB ENCDATABLOB BLOB,
encLentpm, encryptedDatatpm) ;
DBGTPM ("Set Attrib data to hEncdata", resulttpm);
resulttpm =
Tspl Context GetKeyByUUID (hContexttpm,
TSS PS TYPE SYSTEM,
ESS BIND UUIDtpm,
&hUnBind Keytpm) ;
DBGTPM ("Get unbinding key", resulttpm);
resulttpm = Tspi Key LoadKey (hUnBind Keytpm,
hSRKtpm) ;
DBGTPM ("Loaded Key", resulttpm);
resulttpm = Tspi Data Unbind(hEncDatatpm,
hUnBind Keytpm,
&ulDatalengthtpm,
&rgbDataunBoundtpm) ;
DBGTPM ("Unbind", resulttpm);
fouttpm = fopen ("output", "wb");
write(fileno (fouttpm), rgbDataunBoundtpm,
ulDataLengthtpm) ;
fclose (fouttpm) ;

resulttpm =
Tspi Context GetKeyByUUID (hContexttpm,
TSS PS TYPE SYSTEM,
ESS BIND UUIDtpm,
&hESS Bind Keytpm) ;
DBGTPM ("Get key handle", resulttpm);
printf ("Unregistering key\r\n");
resulttpm =
Tspi Context UnregisterKey (hContexttpm,
TSS PS TYPE SYSTEM,
ESS BIND UUIDtpm,
&hESS Bind Keytpm) ;
DBGTPM ("Unregister key", resulttpm);

resulttpm = Tspi Context FreeMemory (hContexttpm,
NULL) ;
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DBGTPM ("Tispi Context Free Memory", resulttpm);
resulttpm = Tspi Context Close (hContexttpm) ;
DBGTPM ("Tsp Context Close", resulttpm);

return 0;

Tekcrt IMporpaMmMbl MOIAYJIA OIICYATbIBAHUA NAHHBIX!

int main(int argc, char **argv)
{
TSS HCONTEXT hContexttpm=0;
TSS HTPM hTPMtpm = 0;
TSS RESULT resulttpm;
TSS HKEY hSRKtpm = 0;
TSS HPOLICY hSRKPolicytpm=0;
TSS UUID SRK UUIDtpm = TSS UUID SRK;

TSS HPCRS hPCRstpm = 0;

BYTE TypePasstpm[12]="My Password";
UINT32 ulPcrLentpm;

BYTE *rbgPcrValuetpm;

UINT32 encDataSizetpm;

BYTE *encDatatpm;

FILE *fouttpm;

TSS HENCDATA hEncDatatpm = 0;
//SRKtpm - 20 bytes 0

BYTE wkstpm[20];

memset (wkstpm, 0, 20) ;

resulttpm =Tspi Context Create (&hContexttpm) ;

DBGTPM ("Create a context", resulttpm);

resulttpm=Tspi Context Connect (hContexttpm,
NULL) ;

DBGTPM ("Connect to TPM", resulttpm);

resulttpm=Tspi Context GetTpmObject (hContexttpm,
&hTPMtpm) ;

DBGTPM ("Get TPM handle", resulttpm);

resulttpm=Tspi Context LoadKeyByUUID (hContexttpm
, TSS PS TYPE SYSTEM, SRK UUIDtpm, &hSRKtpm);

DBGTPM ("Get SRK handle", resulttpm);

resulttpm=Tspi GetPolicyObject (hSRKtpm,
TSS POLICY USAGE, &hSRKPolicytpm);

DBGTPM ("Get SRK Policy", resulttpm);

resulttpm=Tspi Policy SetSecret (hSRKPolicytpm, TS
S SECRET MODE SHA1,20, wkstpm);

93



DBGTPM ("Tspi Policy SetSecret", resulttpm);

//Seal Data
resulttpm =
Tspi Context CreateObject (hContexttpm,
TSS_OBJECT TYPE PCRS,
0,
&hPCRstpm) ;
DBGTPM ("Createing a PCR object", resulttpm);
resulttpm = Tspi TPM PcrRead (hTPMtpm, 8§,
&ulPcrLentpm, &rbgPcrValuetpm);
DBGTPM ("Read the current wvalue for PcR 8",
resulttpm) ;
resulttpm =
Tspi PcrComposite SetPcrValue (hPCRstpm, 8,20, rbgPcrValuetp
m) ;
DBGTPM("Set the wvalue read from PCR 8 as seal
value of PCR 8", resulttpm);

resulttpm = Tspi TPM PcrRead (hTPMtpm, 9,
&ulPcrLentpm, &rbgPcrValuetpm);

DBGTPM ("Read the current wvalue for PCR 9",
resulttpm) ;

resulttpm =
Tspli PcrComposite SetPcrValue (hPCRstpm, 9,20, rbgPcrValuetp
m) ;

DBGTPM ("Set the value read from PCR 9 as sealing
value of PCR 9", resulttpm);

resulttpm =
Tspi Context CreateObject (hContexttpm,
TSS OBJECT TYPE ENCDATA,
TSS ENCDATA SEAL,

&hEncDatatpm) ;
DBGTPM ("Create data object for sealing",
resulttpm) ;
resulttpm = Tspi Data Seal (hEncDatatpm,
hSRKtpm,
strlen ((char*)TypePasstpm),
TypePasstpm, hPCRstpm) ;

DBGTPM ("Sealed my password, using the SRK key, to
PCR 9", resulttpm);
//write in file
resulttpm = Tspi GetAttribData (hEncDatatpm,
TSS TSPATTRIB ENCDATA BLOB,
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TSS TSPATTRIB ENCDATABLOB BLOB,
&encDataSizetpm,
&encDatatpm) ;
DBGTPM ("Get the encrypted seal data", resulttpm);
fouttpm = fopen ("owner auth.pass"™, "wb");

if (fouttpm != NULL)
{
write (fileno (fouttpm), encDatatpm,
encDataSizetpm) ;

fclose (fouttpm) ;
}

else {
printf ("Error opening Owner Auth.pass!");
}
resulttpm = Tspi Context FreeMemory (hContexttpm,

NULL) ;
DBGTPM ("Tspi Context Free Memory", resulttpm);
resulttpm = Tspi Context Close (hContexttpm);
DBGTPM ("Tspi Context Close", resulttpm);
return 0;

}
TekcT nmporpaMMbl MOAYJIA pacnieyaTblBaHUS TAHHBIX:
int main(int argc, char **argv)
{
TSS HCONTEXT hContexttpm=0;
TSS HTPM hTPMtpm = O;
TSS RESULT resulttpm;
TSS HKEY hSRKtpm = 0;
TSS HPOLICY hSRKPolicytpm=0;
TSS UUID SRK UUIDtpm = TSS UUID SRK;
//SRKtpm - 20bytes 0

BYTE wkstpm[20];
memset (wkstpm, 0, 20) ;
resulttpm =Tspi Context Create (&hContexttpm);
DBGTPM ("Create a context\n", resulttpm);
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resulttpm=Tspi Context Connect (hContexttpm,
NULL) ;

DBGTPM ("Conect to TPM\n", resulttpm);

resulttpm=Tspi Context GetTpmObject (hContexttpm,
&hTPMtpm) ;

DBGTPM ("Get TPM handle\n", resulttpm);

resulttpm=Tspi Context LoadKeyByUUID (hContexttpm
, TSS PS TYPE SYSTEM, SRK UUIDtpm, &hSRKtpm);

DBGTPM ("Get SRK handle\n", resulttpm);

resulttpm=Tspi GetPolicyObject (hSRKtpm,
TSS POLICY USAGE, &hSRKPolicytpm);

DBGTPM ("Get SRK Policy\n", resulttpm);

resulttpm=Tspi Policy SetSecret (hSRKPolicytpm, TS
S SECRET MODE SHA1l,20, wkstpm);

DBGTPM ("Tspi Policy SetSecret\n", resulttpm);

//Unseal Data

UINT32 outlengthtpm;

BYTE *outstringtpm;

BYTEEncryptedDatatpm([312];

FILE *fintpm;

TSS HENCDATA hRetrieveDatatpm = 0O;

memset (EncryptedDatatpm, 0, 312);

fintpm = fopen ("owner auth.pass", "rb");

read(fileno (fintpm), EncryptedDatatpm,312);

fclose (fintpm) ;

resulttpm =
Tspi Context CreateObject (hContexttpm,

TSS OBJECT TYPE ENCDATA,
TSS ENCDATA SEAL,
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&hRetrieveDatatpm) ;
DBGTPM ("Create data object for unseal",
resulttpm) ;
resulttpm = Tspl SetAttribData (hRetrieveDatatpm,
TSS TSPATTRIB ENCDATA BLOB,
TSS TSPATTRIB ENCDATABLOB BLOB,
312,EncryptedDatatpm) ;
DBGTPM ("Set attribut data to hRetrieveData,
resulttpm) ;
resulttpm =
Tspi Data Unseal (hRetrieveDatatpm, hSRKtpm, &éoutlengthtpm, &
outstringtpm) ;
DBGTPM ("Unseal data!", resulttpm);
outstringtpm|[outlengthtpm]=0;
printf ("%d, %$s\n",outlengthtpm, outstringtpm);

resulttpm = Tspi Context FreeMemory (hContexttpm,
NULL) ;
DBGTPM ("Tispi Context Free Memory", resulttpm);
resulttpm = Tspi Context Close (hContexttpm) ;
DBGTPM ("Tspi Context Close", resulttpm);
return 0O;
}
TekcT mporpaMmsl yaajaeHUs KIIr0Ya:
int main(int argc,char **argv)
{
TSS HCONTEXT hContexttpm = 0;
TSS HTPM hTPMtpm = 0;
TSS RESULT resulttpm;
TSS HKEY hSRKtpm = 0;
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TSS HPOLICY hTPM Policytpm = 0;
BYTE wkstpm([2];

TSS HKEY hMB AIK Keytpm=0;

TSS FLAG initFlagstpm;

TSS HPOLICY hMB AIK Policytpm;

UINT32 blob lengthtpm;

BYTE *mb aik key blobtpm;

BYTE *pubKeytpm;

UINT32 pubKeySizetpm;

FILE *fouttpm;

TSS UUID pUuidDatatpm;

TSS UUID SRK UUIDtpm = TSS UUID SRK;

memset (wkstpm, 0,20) ;// Set wks to the well known
secret: 20 bytes of all 0’'s

printf ("Entering CreateOEAIK Temporary\r\n");

resulttpm = Tspi Context Create (&hContexttpm);

DBGTPM ("Create Context", resulttpm);

resulttpm = Tspi Context Connect (hContexttpm,
NULL) ;

DBGTPM ("Context Connect", resulttpm);

resulttpm =
Tspi Context GetTpmObject (hContexttpm, &hTPMtpm) ;

DBGTPM ("Get TPM Handle", resulttpm);

resulttpm =
Tspi Context LoadKeyByUUID (hContexttpm,
TSS PS TYPE SYSTEM, SRK UUIDtpm, &hSRKtpm);

DBGTPM ("Get the SRK handle", resulttpm);
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resulttpm=Tspi GetPolicyObject (hTPMtpm,
TSS POLICY USAGE, &hTPM Policytpm);
DBGTPM ("GetTPM policy",resulttpm) ;
resulttpm=Tspi Policy SetSecret (hTPM Policytpm,
TSS SECRET MODE PLAIN, 3, (BYTE *)"123");
DBGTPM ("Set TPM policy secret to 123", resulttpm);

resulttpm= Tspi Context CreateObject (hContexttpm,
TSS OBJECT TYPE POLICY, TSS POLICY USAGE,
&hMB AIK Policytpm);
DBGTPM ("Create a policy object for the
key",resulttpm) ;
resulttpm=Tspi Policy SetSecret (hMB AIK Policytp
m, TSS SECRET MODE PLAIN, 3, (BYTE *)"123");
DBGTPM ("Set the password 123", resulttpm);
printf ("Select the key to be a non-migratable sign
key of 2048 bit\r\n");
initFlagstpm = TSS KEY SIZE 2048
TSS OBJECT TYPE RSAKEY |
TSS KEY TYPE SIGNING
TSS KEY AUTHORIZATION | TSS KEY NOT MIGRATABLE;
resulttpm=Tspi Context CreateObject ( hContexttpm,
TSS OBJECT TYPE RSAKEY, initFlagstpm, &hMB AIK Keytpm );
DBGTPM ("Ask the TPM to create the requisite key -
a non-migratable sign key, not a AIK", resulttpm);
resulttpm=Tspi Policy AssignToObject (
hMB AIK Policytpm, hMB AIK Keytpm);
DBGTPM ("Assign policy to the key object",

resulttpm) ;
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printf ("Ask TPM to create a Non-migratable sign
key. This may take awhile\n");

resulttpm=Tspi Key CreateKey (hMB AIK Keytpm,
hSRKtpm, O0);

DBGTPM ("Create non-migratable signing key.",
resulttpm) ;

printf ("Load the key into the TPM\r\n");

resulttpm=Tspi Key LoadKey (hMB AIK Keytpm,
hSRKtpm) ;

DBGTPM ("Load the key into the TPM", resulttpm);

printf ("Store the key in no volatile storage in
the TPM, such that onlyy the owner can evict it\n");

resulttpm=Tspi TPM KeyControlOwner (hTPMtpm,
hMB AIK Keytpm, TSS TSPATTRIB KEYCONTROL OWNEREVICT,
TRUE, é&pUuidDatatpm);

DBGTPM ("Make key an owner evict key", resulttpm);

printf ("In order to not full up the TPM with keys,
change the key so it is allowed to be evict\n");

resulttpm=Tspi TPM KeyControlOwner (hTPMtpm,
hMB AIK Keytpm, TSS TSPATTRIB KEYCONTROL OWNEREVICT,
FALSE, &pUuidDatatpm) ;

DBGTPM ("Make the key evictabl", resulttpm);

printf ("Storing public portion of key in
MotherboardNMSK.pub\r\n") ;

resulttpm=Tspi Key GetPubKey (hMB AIK Keytpm,
&pubKeySizetpm, &pubKeytpm) ;

DBGTPM ("Get public portion of key", resulttpm);

fflush (stdouttpm) ;

fouttpm=fopen ( "MotherboardNMSK.pub", "wb");

if (fouttpm != NULL) {
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write (fileno (fouttpm),
pubKeytpm, pubKeySizetpm) ;
fclose (fouttpm) ;
printf ("Finished writing fle\n");
}
else {
printf ("ERROR openig fle for writin\r\n");
}
printf ("Save the encrypt key blob to
MotherboardNMSK.blob\n") ;
resulttpm=Tspi GetAttribData (hMB AIK Keytpm,
TSS TSPATTRIB KEY BLOB,
TSS TSPATTRIB KEYBLOB BLOB,
&blob lengthtpm, &mb aik key blobtpm);
DBGTPM ("Get key Dblob, for removable media",
resulttpm) ;
fouttpm=fopen ( "MotherboardNMSK.blob", "wb");
if (fouttpm != NULL)
{
write (fileno (fouttpm), mb aik key blobtpm,
blob lengthtpm) ;
fclose (fouttpm) ;
printf ("Finished writing fle\n");
}
else {
printf ("ERROR opening fle for writing\r\n");
}
Tspi Context Close (hContexttpm) ;
Tspi Context FreeMemory (hContexttpm, NULL);
Tspli Context Close (hContexttpm) ;
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return 0;}

TekcT mporpaMMbl MOJTYJIA XEITUPOBAHUS TAHHBIX
int main(int argc, char **argv)
{

TSS HCONTEXT hContexttpm = 0;

TSS RESULT resulttpm;

BYTE *digesttpm;

UINT32 digestLentpm;

TSS HHASH hHashOfESSKeytpm;

BYTE initialHashtpm[20];

BYTE *pubKeytpm = (BYTE *) ("Pablic key to hash.");//
public key to hash

UINT32 pubKeysizetpm = 20;

BYTE hashtpm[20];

memset (initialHashtpm, 0, 20);

UINT32 1i;

BYTE wkstpm[20];

memset (wkstpm, 0, 20);

resulttpm = Tspi Context Create (&hContexttpm);

DBGTPM ("Create a context", resulttpm);

resulttpm = Tspi Context Connect (hContexttpm, NULL);

DBGTPM ("Connect to TPM", resulttpm);

resulttpm = Tspi Context CreateObject (hContexttpm,
TSS OBJECT TYPE HASH, TSS HASH SHAIl, &hHashOfESSKeytpm);

DBGTPM ("Create Hash object", resulttpm);

resulttpm = Tspi Hash SetHashValue (hHashOfESSKeytpm,
pubKeysizetpm, pubKeytpm) ;

DBGTPM ("Hash in the pablic key", resulttpm);
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resulttpm = Tspi Hash GetHashValue (hHashOfESSKeytpm,
&digestLentpm, &digesttpm);
DBGTPM ("Get the hashed result", resulttpm);
1f (resulttpm != TSS SUCCESS)
{
resulttpm = Tspi Context FreeMemory (hContexttpm,
digesttpm) ;
DBGTPM ("Tispi Context Free Memory", resulttpm);
}
memcpy (hashtpm, digesttpm, 20);
printf ("HASH: ");
for (i = 0; 1<20; i++)
printf ("%$02x", hashtpm[i])
printf ("\n");
resulttpm = Tspi Context FreeMemory (hContexttpm,
NULL) ;
DBGTPM ("Tspi Context Free Memory", resulttpm);
resulttpm = Tspi Context Close (hContexttpm) ;
DBGTPM ("Tspi Context Close", resulttpm);

return 0;

TekcT mporpaMMbl MOAYJISL MOAIACH TaHHBIX:

UINT32 filelengthtpm(char *filenametpm)
{
struct stat st;
if (filename != NULL)
{
stat (filenametpm, é&st);
return st.st size;

int main(int argc, char **argv)
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TSS HCONTEXT hContexttpm = 0;

TSS HTPM hTPMtpm = 0;

TSS RESULT resulttpm;

TSS HKEY hSRKtpm = 0;

TSS HPOLICY hSRKPolicytpm = 0;
TSS UUID SRK UUID = TSS UUID SRK;
BYTE wkstpm[20];

memset (wkstpm, 0, 20);

TSS HKEY hSigning Keytpm;

TSS UUID MY UUID = SIGN KEY UUID;
TSS HPOLICY hSigning Key Policytpm;
TSS FLAG initFlagstpm;

BYTE *pubKeytpm;

UINT32 pubKeySizetpm;

FILE *fouttpm, *fintpm;

resulttpm = Tspi Context Create (&hContexttpm);

DBG ("Create a context", resulttpm);

resulttpm = Tspi Context Connect (hContexttpm,
NULL) ;

DBG ("Conect to TPM", resulttpm);

resulttpm =
Tspi Context GetTpmObject (hContexttpm, &hTPMtpmtpm) ;

DBG ("Get TPM handle", resulttpm);

resulttpm =
Tspi Context LoadKeyByUUID (hContexttpm,
TSS PS TYPE SYSTEM, SRK UUID, &hSRKtpm);

DBG ("Get SRK handle", resulttpm);

resulttpm = Tspi GetPolicyObject (hSRKtpm,
TSS POLICY USAGE, &hSRKPolicytpm);

DBG ("Get SRK Policy", resulttpm);

resulttpm = Tspi Policy SetSecret (hSRKPolicytpm,
TSS SECRET MODE SHAl, 20, wkstpm);

DBG ("Tspi Policy SetSecret", resulttpm);
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resulttpm =
Tspi Context CreateObject (hContexttpm,
TSS_OBJECT TYPE POLICY,
TSS POLICY USAGE, &hSigning Key Policytpm);
DBG ("Create policy object", resulttpm);
resulttpm =
Tspli Policy SetSecret (hSigning Key Policytpm,
TSS_SECRET MODE SHAl, 20, wkstpm);
DBG ("Set Policy secret", resulttpm);
initFlagstpm = TSS KEY TYPE SIGNING |
TSS _KEY SIZE 2048 |
TSS KEY NO AUTHORIZATION |
TSS KEY NOT MIGRATABLE;
resulttpm =
Tspi Context CreateObject (hContexttpm,
TSS OBJECT TYPE RSAKEY,
initFlagstpm, &hSigning Keytpm) ;
DBG ("Creat the key object", resulttpm);
resulttpm = Tspi SetAttribUint32 (hSigning Keytpm,
TSS_TSPATTRIB KEY INFO,
TSS TSPATTRIB KEYINFO ENCSCHEME,
TSS_ES RSAESPKCSV15) ;
DBG ("Set the keys's padding type", resulttpm);
resulttpm =
Tspi Policy AssignToObject (hSigning Key Policytpm,
hSigning Keytpm) ;
DBG ("Assign the key's policy to the key",
resulttpm) ;
printf ("Creating the key could take a while\n");
resulttpm = Tspi Key CreateKey (hSigning Keytpm,
hSRKtpm, O0);
DBG ("Ask TPM to create the key", resulttpm);
resulttpm = Tspi Context RegisterKey (hContexttpm,
hSigning Keytpm,
TSS PS TYPE SYSTEM,
MY UUID,
TSS PS TYPE SYSTEM,
SRK_UUID) ;
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DBG ("Registerig the key for later retrieval",
resulttpm) ;

printf ("Registerig the key Dblob for later
retrevallr\n");

resulttpm = Tspi Key LoadKey (hSigning Keytpm,
hSRKtpm) ;
DBG ("Load key in TPM", resulttpm);
resulttpm = Tspli Key GetPubKey (hSigning Keytpm,
&pubKeySizetpm, &pubKeytpm) ;
DBG ("Get Public portion of key", resulttpm);
fouttpm = fopen ("SigningKey.pub", "wb");
if (fouttpm != NULL) {
write(fileno (fouttpm), pubKeytpm,
pubKeySizetpm) ;
printf ("Finishd writing SigningKey.pub\n");
fclose (fouttpm) ;
}
else {
printf ("Eror opening XXXXXXXXXXXX \r\n");
}
resulttpm =
Tspi Policy FlushSecret (hSigning Key Policytpm) ;
DBG ("Policy flush secret", resulttpm);

TSS HHASH hHashToSign = O0;
resulttpm =
Tspi Context GetKeyByUUID (hContexttpm,
TSS_PS TYPE SYSTEM,
MY UUID,
&hSigning Keytpm);
DBG ("Get key by UUID", resulttpm);

resulttpm = Tspi Key LoadKey (hSigning Keytpm,
hSRKtpm) ;

DBG ("Load private key", resulttpm);

resulttpm =

Tspi Context CreateObject (hContexttpm,
TSS OBJECT TYPE HASH,
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TSS HASH SHAL,
&hHashToSign) ;
DBG ("Create Hash Object"™, resulttpm);
UINT32 pubKeylLength;
BYTE pPubKey[284];
UINT32 ulSignaturelength;
BYTE *rgbSignature;
pubKeyLength = filelength ("SigningKey.pub");
fintpm = fopen ("SigningKey.pub", "rb");
read(fileno (fintpm), pPubKey, pubKeyLength);
fclose (fintpm) ;
resulttpm =
Tspi Hash UpdateHashValue (hHashToSign,
pubKeyLength, pPubKey)
DBG ("Hash the public key", resulttpm);

resulttpm = Tspi Hash Sign(hHashToSign,
hSigning Keytpm,
&ulSignaturelength,
&rgbSignature) ;
DBG("Sign", resulttpm);
resulttpm =

Tspi Context GetKeyByUUID (hContexttpm,
TSS _PS TYPE SYSTEM,
MY UUID,
&hSigning Keytpm) ;
DBG ("Get key handle", resulttpm);
printf ("Unregistering key\r\n");
resulttpm =
Tspi Context UnregisterKey (hContexttpm,
TSS_PS TYPE SYSTEM,
MY UUID,
&hSigning Keytpm);
DBG ("Unregistr key", resulttpm);

resulttpm = Tspi Context FreeMemory (hContexttpm,
NULL) ;

DBG ("Tspi Context Free Memory", resulttpm);

resulttpm = Tspi Context Close (hContexttpm) ;

DBG ("Tspi Context Close", resulttpm);
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return 0;

}

TekcT nmporpaMMbl MOIYJISL IOATBEPAKIACHUS MTOJIUHHOCTH JAHHBIX:
UINT32 filelengthtpm(char *filenametpm)
{
struct stat st;
if(filenametpm != NULL)
{
stat (filenametpm, é&st);
return st.st size;

}

return 0O;

int main(int argc, char **argv)
{
TSS HCONTEXT hContexttpm=0;
TSS HTPM hTPMtpm = 0;
TSS RESULT resulttpm;
TSS HKEY hSRKtpm = 0;
TSS HPOLICY hSRKPolicytpm = 0, hTPM Policytpm = 0;
TSS UUID SRK UUIDtpm = TSS UUID SRK;
BYTE wkstpm[20];

memset (wkstpm, 0,20) ;

TSS HKEY hSigning Keytpm;

TSS UUID MY UUIDtpm=SIGN KEY UUIDtpm;
TSS HPOLICY hSigning Key Policytpm;
TSS FLAG initFlagstpm;

BYTE *pubKeytpm;

UINT32 pubKeySizetpm;
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FILE *fouttpm, *fintpm;

resulttpm =Tspi Context Create (&hContexttpm) ;

DBGTPM ("Creat a context", resulttpm);

resulttpm=Tspi Context Connect (hContexttpm,
NULL) ;

DBGTPM ("Conect to TPM", resulttpm);

resulttpm=Tspi Context GetTpmObject (hContexttpm,
&§hTPMtpm) ;

DBGTPM ("Get TPM handle", resulttpm);

resulttpm=Tspi Context LoadKeyByUUID (hContexttpm
, TSS PS TYPE SYSTEM, SRK UUIDtpm, &hSRKtpm);

DBGTPM ("Get SRK handle", resulttpm);

resulttpm=Tspi GetPolicyObject (hSRKtpm,
TSS POLICY USAGE, &hSRKPolicytpm);

DBGTPM ("Get SRK Policy", resulttpm);

resulttpm=Tspi Policy SetSecret (hSRKPolicytpm, TS
S SECRET MODE SHAl, 20, wkstpm);

DBGTPM ("Tspi Policy SetSecret", resulttpm);

resulttpm =
Tspi Context CreateObject (hContexttpm,
TSS OBJECT TYPE POLICY,

TSS POLICY USAGE,

&¢hSigning Key Policytpm);

DBGTPM ("Create policy object", resulttpm);

resulttpm =
Tspli Policy SetSecret (hSigning Key Policytpm,

TSS SECRET MODE SHAl, 20, wkstpm);
DBGTPM ("Set Policy secret", resulttpm);
initFlagstpm = TSS KEY TYPE SIGNING |
TSS KEY SIZE 2048 |
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TSS KEY NO AUTHORIZATION |
TSS KEY NOT MIGRATABLE;
resulttpm =
Tspi Context CreateObject (hContexttpm,
TSS OBJECT TYPE RSAKEY,
initFlagstpm, &hSigning Keytpm) ;
DBGTPM ("Creat the key object", resulttpm);
resulttpm = Tspi SetAttribUint32 (hSigning Keytpm,
TSS TSPATTRIB KEY INFO,
TSS TSPATTRIB KEYINFO ENCSCHEME,
TSS_ES RSAESPKCSV15) ;
DBGTPM ("Set the keys's padding type", resulttpm);
resulttpm =
Tspli Policy AssignToObject (hSigning Key Policytpm,hSignin
g Keytpm) ;
DBGTPM ("Assign the key policy to the key",
resulttpm) ;
printf ("Creat the key could take a while\n");
resulttpm = Tspi Key CreateKey (hSigning Keytpm,
hSRKtpm, O0);
DBGTPM ("Ask TPM to create the key", resulttpm);
resulttpm = Tspi Context RegisterKey (hContexttpm,
hSigning Keytpm,
TSS_PS_TYPE SYSTEM,
MY UUIDtpm,
TSS PS TYPE SYSTEM,
SRK UUIDtpm) ;
DBGTPM ("Registerng the key for later retreval",
resulttpm) ;
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printf ("Registering the key blob for later
retrevallr\n");
resulttpm =
Tspi Key LoadKey (hSigning Keytpm, hSRKtpm) ;
DBGTPM ("Loadeng key in TPM", resulttpm);
resulttpm = Tspili Key GetPubKey (hSigning Keytpm,
&pubKeySizetpm, &pubKeytpm) ;
DBGTPM ("Get Public portion of key", resulttpm);
fouttpm = fopen ("SigningKey.pub", "wb");
if (fouttpm != NULL) {
write(fileno (fouttpm), pubKeytpm,
pubKeySizetpm) ;
printf ("Finishd writing SigningKey.pub\n");
fclose (fouttpm) ;
}
else {
printf ("Error opening XXXXXXXXXXXX \r\n");
}
resulttpm =
Tspi Policy FlushSecret (hSigning Key Policytpm) ;
DBGTPM ("Policy flush secret", resulttpm);
TSS HHASH hHashToSigntpm = 0;
resulttpm =
Tspi Context GetKeyByUUID (hContexttpm,
TSS_PS_TYPE SYSTEM,
MY UUIDtpm,
&hSigning Keytpm) ;
DBGTPM ("Get key by UUID", resulttpm);
resulttpm =

Tspli Key LoadKey (hSigning Keytpm, hSRKtpm) ;
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DBGTPM ("Load private key", resulttpm);
resulttpm =
Tspi Context CreateObject (hContexttpm,
TSS _OBJECT TYPE HASH,
TSS HASH SHAL,
&hHashToSigntpm) ;
DBGTPM ("Create Hash Object", resulttpm);
UINT32 pubKeyLengthtpm;
BYTE pPubKeytpm[284];
UINT32 ulSignaturelengthtpm;
BYTE *rgbSignaturetpm;
pubKeyLengthtpm =
filelengthtpm("SigningKey.pub") ;
fintpm = fopen ("SigningKey.pub", "rb");
read (fileno (fintpm), pPubKeytpm,
pubKeyLengthtpm) ;
fclose (fintpm) ;
resulttpm =
Tspli Hash UpdateHashValue (hHashToSigntpm,
pubKeyLengthtpm, pPubKeytpm) ;
DBGTPM ("Hash the public key", resulttpm);
resulttpm =
Tspli Hash Sign(hHashToSigntpm,hSigning Keytpm,
&ulSignaturelLengthtpm,
&rgbSignaturetpm) ;
DBGTPM ("Sign", resulttpm);
fouttpm = fopen("Signature.data", "wb");
write(fileno (fouttpm), rgbSignaturetpm,ulSignatur
elLengthtpm) ;
fclose (fouttpm) ;
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//Verify signature

BYTE Signaturetpm[256];

fintpm = fopen("Signature.data", "rb");
read(fileno (fintpm), Signaturetpm, 256);
resulttpm =

Tspli Hash VerifySignature (hHashToSigntpm,hSigning Keytpm,

256, Signaturetpm) ;

DBGTPM ("Verify", resulttpm);
//Using TPM to verify the signature
//Get TPM Policy Object

resulttpm =

Tspli GetPolicyObject (hTPMtpm, TSS POLICY USAGE, &hTPM Polic

ytpm) ;

DBGTPM ("Tspi GetPolicyObject", resulttpm);

//set secret use owner secret

resulttpm = Tspi Policy SetSecret (hTPM Policytpm,
TSS SECRET MODE PLAIN,
6, (BYTE *)"123456");

DBGTPM ("Tspi Policy SetSecret", resulttpm);

TSS HMIGDATA hMigDatatpm = 0;

resulttpm =

Tspl Context CreateObject (hContexttpm,

TSS OBJECT TYPE MIGDATA,
0, &hMigDatatpm) ;
DBGTPM ("Create MigObject", resulttpm);
//Get Hash value
UINT32 hashSizetpm;
BYTE *myHashtpm;
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resulttpm =
Tspi Hash GetHashValue (hHashToSigntpm, &éhashSizetpm, &émyHas
htpm) ;
DBGTPM ("Get Hash Value", resulttpm);
//Set Attrib Data
resulttpm = Tspili SetAttribData (hMigDatatpm,
TSS MIGATTRIB TICKET DATA,
TSS MIGATTRIB TICKET SIG DIGEST,
20,
myHashtpm) ;
DBGTPM ("Set digest to migdata", resulttpm);
resulttpm = Tspi SetAttribData (hMigDatatpm,
TSS MIGATTRIB TICKET DATA,
TSS MIGATTRIB TICKET SIG VALUE,
256,
Signaturetpm) ;
DBGTPM ("Set signature to migdata", resulttpm);
//Creat veryfying key
TSS HKEY hVerify Keytpm;
initFlagstpm = TSS KEY TYPE SIGNING |
TSS KEY SIZE 2048 |
TSS KEY NO AUTHORIZATION |
TSS KEY MIGRATABLE;
resulttpm =
Tspi Context CreateObject (hContexttpm,
TSS OBJECT TYPE RSAKEY,
initFlagstpm,
&hVerify Keytpm);
DBGTPM ("Create object verify key", resulttpm);
resulttpm = Tspi SetAttribData (hVerify Keytpm,
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TSS TSPATTRIB KEY BLOB,
TSS TSPATTRIB KEYBLOB PUBLIC KEY,
pubKeyLength, pPubKeytpm) ;
DBGTPM ("Set Pub Key in Verify Key", resulttpm);
resulttpm = Tspi TPM CMKCreateTicket (hTPMtpm,
hVerify Keytpm, hMigDatatpm) ;
DBGTPM ("Verify using CMKCreateTicket\nSignature
verified using TPM", resulttpm);
//Unregistr the key if necesary
resulttpm =
Tspi Context GetKeyByUUID (hContexttpm,
TSS PS TYPE SYSTEM,
MY UUIDtpm,
&hSigning Keytpm) ;
DBGTPM ("Get key handle", resulttpm);
printf ("Unregistering key\r\n");
resulttpm =
Tspi Context UnregisterKey (hContexttpm,
TSS PS TYPE SYSTEM,
MY UUIDtpm,
&hSigning Keytpm) ;
DBGTPM ("Unregister key", resulttpm);
resulttpm= Tspi Context FreeMemory (hContexttpm,
NULL) ;
DBGTPM ("Tispi Context Free Memory", resulttpm);
resulttpm = Tspi Context Close (hContexttpm) ;
DBGTPM ("Tspi Context Close", resulttpm);

return 0;

115



TekcT nmporpaMMbl MOAYJISI TEHEPALMU CITyYaWHBIX YHCEN:
int main(int argc, char **argv)
{

TSS HCONTEXT hContexttpm = 0;

TSS HTPM hTPMtpm = 0;

TSS RESULT resulttpm;

TSS HKEY hSRKtpm = 0;

TSS HPOLICY hSRKPolicytpm = 0;

TSS UUID SRK UUIDtpm = TSS UUID SRK;
UINT32 i, ulRandomDatalLengthtpm = 16;
BYTE* prgbRandomDatatpm = 0;

BYTE wkstpm[20]; //well known secret

memset (wkstpm, 0, 20) ;

resulttpm = Tspi Context Create (&hContexttpm);

DBGTPM ("Creat a context\n", resulttpm);

resulttpm = Tspi Context Connect (hContexttpm,
NULL) ;

DBGTPM ("Conect to TPM\n", resulttpm);

resulttpm =
Tspl Context GetTpmObject (hContexttpm, &hTPMtpm) ;

DBGTPM ("Get TPM handle\n", resulttpm);

resulttpm =
Tspi Context LoadKeyByUUID (hContexttpm,
TSS PS TYPE SYSTEM, SRK UUIDtpm, &hSRKtpm);

DBGTPM ("Get SRK handle\n", resulttpm);

resulttpm = Tspi GetPolicyObject (hSRKtpm,
TSS POLICY USAGE, &hSRKPolicytpm);

DBGTPM ("Get SRK Policy\n", resulttpm);

// Set the SRK policy to bi the wel knoun secret
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resulttpm = Tspi Policy SetSecret (hSRKPolicytpm,

TSS SECRET MODE SHAl, 20, wkstpm);

DBGTPM ("Tspi Policy SetSecret\n", resulttpm);
resulttpm = Tspi TPM GetRandom (hTPMtpm,

ulRandomDatalengthtpm, &prgbRandomDatatpm) ;

NULL) ;

}

DBGTPM ("Tspi TPM GetRandom\n", resulttpm);
printf ("random:") ;
for (1i=0; i<ulRandombDatalLengthtpm; i++)
printf ("$02x", prgbRandomDatatpm([i]);
printf ("\n");
resulttpm = Tspi Context FreeMemory (hContexttpm,

DBGTPM ("Tspi Context Free Memory\n", resulttpm);
resulttpm = Tspi Context Close (hContexttpm);
DBGTPM ("Tspi Context Close\n", resulttpm);

return 0O;

Texct nporpammel Mmoayist cozmpanust NVRAM:

int main(int argc, char **argv) {

NULL) ;

TSS HCONTEXT hContexttpm = 0;

TSS HNVSTORE hNVStoretpm = 0O;

TSS HPOLICY hTPMPolicytpm = 0;

TSS HTPM hTPMtpm = 0;

TSS RESULT resulttpm;

resulttpm =Tspi Context Create (&hContexttpm) ;
DBGTPM ("Creat a context", resulttpm);

resulttpm=Tspi Context Connect (hContexttpm,

DBGTPM ("Connect to TPM", resulttpm);

//Creat a NVRAM
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resulttpm=Tspi Context CreateObject (hContexttpm,
TSS OBJECT TYPE NV, 0, &hNVStoretpm);

DBGTPM ("Create NV object", resulttpm);

resulttpm =
Tspi Context GetTpmObject (hContexttpm, &hTPMtpm) ;

DBGTPM ("Get TPM handle", resulttpm);

resulttpm=Tspi SetAttribUint32 (hNVStoretpm,
TSS TSPATTRIB NV INDEX, 0,0x00011101);

DBGTPM ("Set index",resulttpm);

resulttpm=Tspi SetAttribUint32 (hNVStoretpm,
TSS TSPATTRIB NV PERMISSIONS, 0, 0x2000);

DBGTPM ("Set polics",resulttpm);

// 40 bytes

resulttpm=Tspi SetAttribUint32 (hNVStoretpm,
TSS TSPATTRIB NV DATASIZE, 0,40);

DBGTPM ("Set size",resulttpm);

resulttpm=Tspi GetPolicyObject (hTPMtpm,
TSS POLICY USAGE, &hTPMPolicytpm);

DBGTPM ("Get TPM Policy",resulttpm);

// Set secret

resulttpm= Tspi Policy SetSecret (hTPMPolicytpm,
TSS SECRET MODE PLAIN, 3, (BYTE *)"123");

DBGTPM ("Set secret to 123", resulttpm);

// Creat the NVRAM space

resulttpm=Tspi NV DefineSpace (hNVStoretpm,0,0);

DBGTPM ("Creat NV space",resulttpm);

resulttpm = Tspi Context FreeMemory (hContexttpm,
NULL) ;

DBGTPM ("Tispi Context Free Memory", resulttpm);

resulttpm = Tspi Context Close (hContexttpm);
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DBGTPM ("Tspi Context Close", resulttpm);
return 0;
}
TexkcT nporpammbl MoayJist 3anucu B o61acte NVRAM:
int main(int argc, char **argv)
{
TSS HCONTEXT hContexttpm

Il
o
e

TSS HNVSTORE hNVStoretpm

Il
o
e

TSS RESULT resulttpm;
TSS HPOLICY hNewPolicytpm;
char dataToStoretpm[6]="Data.";
resulttpm =Tspi Context Create (&hContexttpm) ;
DBGTPM ("Create a context", resulttpm);
resulttpm=Tspi Context Connect (hContexttpm, NULL);
DBGTPM ("Connect to TPM", resulttpm);
resulttpm=Tspi Context CreateObject (hContexttpm,
TSS OBJECT TYPE NV, 0, &hNVStoretpm);
DBGTPM ("Create NV object", resulttpm);
resulttpm=Tspi SetAttribUint32 (hNVStoretpm,
TSS TSPATTRIB NV INDEX, 0, 0x00011101);
DBGTPM ("Set index",resulttpm);
resulttpm=Tspi SetAttribUint32 (hNVStoretpm,
TSS TSPATTRIB NV PERMISSIONS, 0, 0x2000);
DBGTPM ("Set policy",resulttpm);
// 40 bytes
resulttpm=Tspi SetAttribUint32 (hNVStoretpm,
TSS TSPATTRIB NV DATASIZE, 0, 40);
DBGTPM ("Set size",resulttpm) ;

// Get policy
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resulttpm=Tspi Context CreateObject (hContexttpm,TSS O
BJECT TYPE POLICY,TSS POLICY USAGE, &¢&hNewPolicytpm) ;

DBGTPM ("Get TPM Policy",resulttpm);

// Set secrt

resulttpm=
Tspi Policy SetSecret (hNewPolicytpm,TSS SECRET MODE PLAIN
, 3, (BYTE *)"123");

DBGTPM ("Set secret 123", resulttpm);

resulttpm =
Tspi Policy AssignToObject (hNewPolicytpm, hNVStoretpm) ;

DBGTPM ("Assigned policy to NV object",resulttpm);

// Write

resulttpm=Tspi NV WriteValue (hNVStoretpm, 0,18, (BYTE
*)dataToStoretpm) ;

DBGTPM ("Write to the NVRAM",resulttpm);

resulttpm = Tspi Context FreeMemory (hContexttpm,
NULL) ;

DBGTPM ("Tspi Context Free Memory", resulttpm);

resulttpm = Tspi Context Close (hContexttpm) ;

DBGTPM ("Tspi Context Close", resulttpm);

return 0;

TekcT nporpammbl MoayJist uteHust u3 oomactu NVRAM:
int main(int argc, char **argv)
{
TSS HCONTEXT hContexttpm = 0;
TSS HNVSTORE hNVStoretpm = 0;
TSS RESULT resulttpm;
UINT32 read spacetpm = 18;
char dataStoretpm[19];
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memset (dataStoretpm,0,19);

resulttpm =Tspi Context Create (&hContexttpm) ;

DBGTPM ("Create a context", resulttpm);

resulttpm=Tspi Context Connect (hContexttpm,
NULL) ;

DBGTPM ("Conect to TPM", resulttpm);

resulttpm=Tspi Context CreateObject (hContexttpm,
TSS OBJECT TYPE NV, 0, &§hNVStoretpm) ;

DBGTPM ("Creat NV object", resulttpm);

resulttpm=Tspi SetAttribUint32 (hNVStoretpm,TSS T
SPATTRIB NV INDEX,0,0x00011101);

DBGTPM ("Set index",resulttpm);

resulttpm=Tspi SetAttribUint32 (hNVStoretpm,TSS T
SPATTRIB NV PERMISSIONS,0,0x2000);

DBGTPM ("Set policy",resulttpm);

// 40 bytes

resulttpm=Tspi SetAttribUint32 (hNVStoretpm,TSS T
SPATTRIB NV DATASIZE, O, 40);

DBGTPM ("Set size",resulttpm);

// Read NVRAM

resulttpm=Tspi NV ReadValue (hNVStoretpm, O,
&read spacetpm, (BYTE**)&dataStoretpm);

DBGTPM ("Reaad value from NV",resulttpm);

printf ("Read data: %s", &dataStoretpm[0]) ;

printf (" "),

resulttpm = Tspi Context FreeMemory (hContexttpm,
NULL) ;

DBGTPM ("Tispi Context Free Memory", resulttpm);

resulttpm = Tspi Context Close (hContexttpm) ;

DBGTPM ("Tispi Context Close", resulttpm);
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return 0;

}

Texkct nporpammbl Moayist yaaneHus oomactu NVRAM:
int main(int argc, char **argv)
{

TSS HCONTEXT hContexttpm = 0;

TSS HNVSTORE hNVStoretpm = 0;//Creating NVRAM space

TSS _HPOLICY hTPMPolicytpm = 0;

TSS HTPM hTPMtpm = 0;

TSS RESULT resulttpm;

resulttpm =Tspi Context Create (&hContexttpm) ;

DBGTPM ("Create a context", resulttpm);

resulttpm=Tspi Context Connect (hContexttpm, NULL) ;

DBGTPM ("Connect to TPM", resulttpm);

resulttpm=Tspi Context CreateObject (hContexttpm,TSS O
BJECT TYPE NV, 0, &hNVStoretpm) ;

DBGTPM ("Creat an NVRAM object", resulttpm);

resulttpm = Tspi Context GetTpmObject (hContexttpm,
&hTPMtpm) ;

DBGTPM ("Get TPM Object",resulttpm);

resulttpm=Tspi GetPolicyObject (hTPMtpm, TSS POLICY USA
GE, &hTPMPolicytpm) ;

DBGTPM ("Get Policy",resulttpm);

resulttpm=
Tspli Policy SetSecret (hTPMPolicytpm,TSS SECRET MODE PLAIN
,8, (BYTE *)"11111111");

DBGTPM("Set the TPM policy secret to 11111111",
resulttpm) ;

// index = 0x00011102
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resulttpm=Tspi SetAttribUint32 (hNVStoretpm, TSS TSPATT
RIB NV INDEX, 0, 0x00011101);

DBGTPM ("Set NVRAM indeks", resulttpm)

// Release NVRAM

printf ("Relese NVRAM spacel\r\n");

resulttpm=Tspi NV ReleaseSpace (hNVStoretpm) ;

DBGTPM ("Release NV space", resulttpm);

resulttpm = Tspi Context FreeMemory (hContexttpm,
NULL) ;

DBGTPM ("Tispli Context Free Memory", resulttpm);

resulttpm = Tspi Context Close (hContexttpm) ;

DBGTPM ("Tspi Context Close", resulttpm);

return 0O;

TexcT mporpammsl Motyiist uyteHus peructpos PCR:
int main(int argc, char **argv)
{
BYTE *rgbPcrValuetpm, *rgbNumPcrstpm;
UINT32 ulPcrValuelengthtpm;
UINT32 numPcrstpm, subCaptpm, i, J;
TSS HCONTEXT hContexttpm=0;
TSS HTPM hTPMtpm = 0;
TSS RESULT resulttpm;
TSS HKEY hSRKtpm = 0;
TSS HPOLICY hSRKPolicytpm=0;
TSS UUID SRK UUIDtpm = TSS UUID SRK;
// 20bytes 0
BYTE wkstpm[20];
memset (wkstpm, 0, 20) ;
resulttpm =Tspi Context Create (&hContexttpm) ;
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DBGTPM ("Create a context\n", resulttpm);

resulttpm=Tspi Context Connect (hContexttpm,
NULL) ;

DBGTPM ("Connect to TPM\n", resulttpm);

resulttpm=Tspi Context GetTpmObject (hContexttpm,
&§hTPMtpm) ;

DBGTPM ("Get TPM handle\n", resulttpm);

resulttpm=Tspi Context LoadKeyByUUID (hContexttpm
, TSS PS TYPE SYSTEM, SRK UUIDtpm, &hSRKtpm);

DBGTPM ("Get SRK handle\n", resulttpm);

resulttpm=Tspi GetPolicyObject (hSRKtpm, TSS POLIC
Y USAGE, &hSRKPolicytpm);

DBGTPM ("Get SRK Policy\n", resulttpm);

resulttpm=Tspi Policy SetSecret (hSRKPolicytpm,
TSS SECRET MODE SHAl, 20, wkstpm);

DBGTPM ("Tispi Policy SetSecret\n", resulttpm);

subCaptpm = TSS TPMCAP PROP PCR;

// number of PCR

resulttpm = Tspi TPM GetCapability (hTPMtpm,
TSS TPMCAP PROPERTY, sizeof (UINT32), (BYTE *)&subCaptpm,
&ulPcrValueLengthtpm, &rgbNumPcrstpm) ;

1f (resulttpm == TSS SUCCESS) {

if (ulPcrValuelLengthtpm != sizeof (UINT32)) {
printf ("GetCapability (TSS TPMCAP PROP PCR)
returns value != sizeof (UINT32)!");
Tspi Context FreeMemory (hContexttpm,
NULL) ;
Tspi Context Close (hContexttpm);

exit (resulttpm) ;
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numPcrstpm = * (UINT32 *)rgbNumPcrstpm;
printf ("\nPCR List\n");
for (i = 0; 1 < numPcrstpm; i++) {
resulttpm = Tspi TPM PcrRead (hTPMtpm, 1,
&ulPcrValuelLengthtpm, &rgbPcrValuetpm);
printf ("PCR%02u: ", 1i);
for (j = 0; j < ulPcrValueLengthtpm; j++)
printf ("%02x", rgbPcrValuetpm][j] &

Oxff);
printf ("\n");
}
printf ("\n");
}
resulttpm = Tspi Context FreeMemory (hContexttpm,
NULL) ;

DBGTPM ("Tispi Context Free Memory\n", resulttpm);
resulttpm = Tspi Context Close (hContexttpm) ;
DBGTPM ("Tspi Context Close\n", resulttpm);

return O;
}
TexcT mporpammsl Moy copoca peructpoB PCR:
int main(int argc, char **argv)
{
TSS RESULT resulttpm;
TSS HCONTEXT hContexttpm=0;
TSS HTPM hTPMtpm = 0;
TSS HPCRS hPcrstpm;
resulttpm =Tspi Context Create (&hContexttpm) ;
DBGTPM ("Creat a context", resulttpm);
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resulttpm=Tspi Context Connect (hContexttpm,

NULL) ;
DBGTPM ("Conect to TPM", resulttpm);
resulttpm=Tspi Context GetTpmObject (hContexttpm,
&hTPMtpm) ;

DBGTPM ("Get TPM handle", resulttpm);

resulttpm =

Tspli Context CreateObject (hContexttpm,

TSS OBJECT TYPE PCRS, 0, &hPcrstpm);

DBGTPM ("Creat object", resulttpm);

resulttpm =

Tspi PcrComposite SelectPcrIndex (hPcrstpm, 16);

NULL) ;

}

DBGTPM ("Select PCR index", resulttpm);

//Call

resulttpm = Tspi TPM PcrReset (hTPMtpm, hPcrstpm);
DBGTPM ("Reset PCR", resulttpm);

resulttpm = Tspi Context FreeMemory (hContexttpm,

DBGTPM ("Tspi Context Free Memory", resulttpm);
resulttpm = Tspi Context Close (hContexttpm) ;
DBGTPM ("Tspi Context Close", resulttpm);

return 0;

Tekct mporpammel MOyt cMeHbI peructpoB PCR:

void printMenuTPM ()

{

printf ("\nChangePCRn Help Menu:\n");
printf ("\tp PCR register to extend (0-23)\n");

printf ("\tv value to be extened into

PCR (abcd..)\n") ;
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printf ("\tNote: -v argument 1is optional and a
default value will be used if no value is provided\n");
printf ("\tExample: ChangePCRn -p 10 -v abcdef\n");
}
int main(int argc, char **argv)
{
TSS RESULT resulttpm;
TSS HCONTEXT hContexttpm=0;
TSS HTPM hTPMtpm = 0;
UINT32 PCR result lengthtpm;
BYTE *Final PCR Valuetpm;
BYTE valueToExtendtpm[250];
int counttpm = 0;
int pcrToExtendtpm = 0;
memset (valueToExtendtpm, 0,250) ;
resulttpm =Tspi Context Create (&hContexttpm) ;
DBGTPM ("Create a context\n", resulttpm);

resulttpm=Tspi Context Connect (hContexttpm,

NULL) ;
DBGTPM ("Conect to TPM\n", resulttpm);
resulttpm=Tspi Context GetTpmObject (hContexttpm,
&hTPMtpm) ;

DBGTPM ("Get TPM handle\n", resulttpm);

printf ("\n Command line arguments:\n");

for (counttpm = 0; counttpm < argc; counttpm++)
printf (" argv[%d] %s\n", counttpm,

argv|[counttpm]) ;
if (argc >= 3)
{
if (strcmp(argv[l],"-p") == 0)
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pcrToExtendtpm = atoi(argv[2]);
if (pcrToExtendtpm < 0 || pcrToExtendtpm
>23)

printMenuTPM() ;
return 0;
}
if (argc == 5)
{
if(strcmp(argv[3],"-v") == 0)
memcpy (valueToExtendtpm,
argv|[4], strlen(argvi[4])):
}
else
memcpy (valueToExtendtpm,
"abcdefghijklmnopgrst", 20);
}

else

printMenuTPM() ;
return 0O;

}
//Extend value

resulttpm =
Tspi TPM PcrExtend (hTPMtpm, pcrToExtendtpm, 20, (BYTE

*)valueToExtendtpm,

NULL, &PCR result lengthtpm, &Final PCR Valuetpm) ;
DBGTPM ("Extended the PCR", resulttpm);
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Tspi Context FreeMemory (hContexttpm, NULL) ;
Tspi Context Close (hContexttpm) ;
return 0;
}
resulttpm = Tspi Context FreeMemory (hContexttpm,
NULL) ;
DBGTPM ("Tspi Context Free Memory\n", resulttpm);
resulttpm = Tspi Context Close (hContexttpm) ;
DBGTPM ("Tspi Context Close\n", resulttpm);
return 0;
}
TexkcT mporpaMMbl MO CO3/aHMS KJIHOYa IOATBEPKIACHHUA IOJIJIMHHOCTH
AlK:

int main(int argc,char **argv)

{

TSS HCONTEXT hContexttpm = 0;

TSS HTPM hTPMtpm = 0;

TSS RESULT resulttpm;

TSS HKEY hSRKtpm = 0;

TSS HPOLICY hTPM Policytpm = 0;

BYTE wkstpm[2]; //well known secret

TSS HKEY hMB AIK Keytpm=0;

TSS FLAG initFlagstpm;

TSS HPOLICY hMB AIK Policytpm;

UINT32 blob lengthtpm;

BYTE *mb aik key blobtpm;

BYTE *pubKeytpm;

UINT32 pubKeySizetpm;

FILE *fouttpm;

TSS UUID pUuidDatatpm;

TSS UUID SRK UUIDtpm = TSS _UUID SRK;

memset (wkstpm, 0,20) ;
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resulttpm = Tspi Context Create (&hContexttpm) ;

DBGTPM ("Create Context", resulttpm);

resulttpm = Tspi Context Connect (hContexttpm,
NULL) ;

DBGTPM ("Context Connect", resulttpm);

resulttpm =
Tspi Context GetTpmObject (hContexttpm, &hTPMtpm) ;

DBGTPM ("Get TPM Handle", resulttpm);

resulttpm =
Tspi Context LoadKeyByUUID (hContexttpm,
TSS_PS TYPE SYSTEM, SRK UUIDtpm, &hSRKtpm);

DBGTPM ("Get the SRK handle", resulttpm);

resulttpm=Tspi GetPolicyObject (hTPMtpm,
TSS POLICY USAGE, &hTPM Policytpm);

DBGTPM ("GetTPM policy", resulttpm) ;

resulttpm=Tspi Policy SetSecret (hTPM Policytpm,
TSS SECRET MODE PLAIN, 3, (BYTE *)"123");

DBGTPM ("Set TPM policy secret 123", resulttpm);

resulttpm= Tspi Context CreateObject (hContexttpm,
TSS OBJECT TYPE POLICY, TSS POLICY USAGE,
&hMB AIK Policytpm);

DBGTPM ("Create a policy object for the
key",resulttpm) ;

resulttpm=Tspi Policy SetSecret (hMB AIK Policytp
m, TSS SECRET MODE PLAIN, 3, (BYTE *)"123");

DBG ("Set the password to 123", resulttpm);

// Signing key of 2048 bits

initFlagstpm = TSS KEY SIZE 2048 |
TSS OBJECT TYPE RSAKEY |

TSS KEY TYPE SIGNING |

TSS KEY AUTHORIZATION | TSS KEY NOT MIGRATABLE;

resulttpm=Tspi Context CreateObject ( hContexttpm,
TSS OBJECT TYPE RSAKEY, initFlagstpm, &hMB AIK Keytpm ) ;

DBGTPM ("Ask the TPM to create the requisite key -
a non-migratable signing key, not an AIK", resulttpm);

resulttpm=Tspi Policy AssignToObject (
hMB AIK Policytpm, hMB AIK Keytpm);
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DBGTPM ("Assign policy to  the key object",

resulttpm) ;

resulttpm=Tspi Key CreateKey (hMB AIK Keytpm,
hSRKtpm, 0);

DBGTPM ("Create Attestation Identity Keys",
resulttpm) ;

// Load

resulttpm=Tspi Key LoadKey (hMB AIK Keytpm,
hSRKtpm) ;

DBGTPM ("Load the key into the TPM", resulttpm);

resulttpm=Tspi Context FreeMemory (hContexttpm,
NULL) ;

DBGTPM ("Tspi Context Free Memory", resulttpm);

resulttpm=Tspi Context Close (hContexttpm) ;

DBGTPM ("Tspi Context Close", resulttpm);

return 0O;
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