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Ilepeuyenb cokpaieHnii 1 0003HAYEHU I

B Hacrosimeit paboTe NpUMEHSIOT CIeYIOLIME COKpAIICHHUs] 1 0003HAYEHUS
b/1 — 6a3a maHHBIX
CYB/]] — cuctema ynpasieHus 6a3aMu TaHHBIX
API — nporpamMmmMHbIi HHTEpdENC TPUITOKEHUS
CRUD — akponnm, 0603HaUaIOINIA Y€ThIpe 0a30BbIe PYHKITUHU, UCTIOIB3YEMBIC TTPU
paboTe ¢ 6azamu JaHHBIX: co3gaHue (aHTI. create), urenue (read), MoguduKaIus
(update), ynanenue (delete)
MV C — «Mogens-IIpencrasnenne-Kontpomep» unu «Moaens-Bun-KonTposiaep»
MVP — MuHUMAaNbHO KU3HECTIOCOOHBIN MPOYKT
ORM - cmoco6 pgoctynma K ©0a3e JaHHBIX C T[OMOIIBIO OOBEKTHO —
OPUEHTUPOBAHHOTO S3bIKA
REST — apXUTEKTypHBIN CTUJIb B3aUMOACHCTBHSI KOMIIOHEHTOB PACIpPEAEIEHHOTO

IMPUITOKCHUA B CCTH
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BBenenue

Ha cerogusimiHuil 1€Hb COBPEMEHHBIE TEXHOJIOTMM BCE Oouibllie U OOJbIle
BHEPAIOTCS. B TMOBCEIHEBHYIO XKM3Hb soaed. LludposBuzanus ¢ KaxasiM JTHEM
OXBAaTbIBAET BCE OOJBIIE PA3IUUHBIX Chep AEATENBHOCTH YEI0BEKA, YTO MPUBOIUT
K TOSBJICHUIO OOJBIIOr0 KOJUYECTBA JAHHBIX, KOTOpPbIE HYXHO XPaHHUTb,
oOpabateiBaTh, IpyIIIMPOBATh U COPTUPOBATH. MOKHO 3aMETUTh, UYTO paboTa ¢
uHopMaIuei ABIsSeTCs 3a/1a4eil He TOJIBKO OONBIIUX KOMIAHUN U KOPIOPAIHiA, HO
yXKE€ M TOBCEIHEBHOM IEPCOHAIBHOM JEATEIBHOCTBIO KaXXIOrO YEJIOBEKA:
JIOKYMEHTBI, MYy3bIKa, (ororpaduu — CO BCEM OTHUM YEJIOBEK CETrOJHS

B3aMMOJICHCTBYET Yallle BCEro B IM(POBOM BapUaHTE.

Crioco0b1 XpaHEeHHs TEPCOHATBHON WH(GOPMAIIUU MPOILIN OOJBIION MyTh:
OT JUCKOTEK M LHU(POBBIX AMCKOB C KpaliHE OrpaHUYEHHBIH 00BEMOM IMaMATH 10
coBpeMeHHbIX SDD Hakomnuresnel ¢ OrpOMHOM CKOPOCTBIO UTEHHMS U 3aIUCH U NIPU
TOM KpaiiHe OonbimuM 00BEMOM, MOpoil Oosiee omHOro Tepabaiita. OmHaKo,
IOMHUMO 3TOrO BCE OOJIBLIYIO MOMYJSPHOCTh HAOUpPArOT yAaJEHHBIE CHOCOOBI

XpaHeHHs] THPOpMaLUK — O0JIaYHbIE XPaHUIIUIIIA.

Pa3BuTHE maHHBIX CEPBHCOB ITO3BOJSIET JIOASIM JKOHOMHTH TaMATh Ha
COOCTBEHHBIM KOMITHIOTEPE, MCIIOJIB3Ys OOJIBIIIE MECT O] PA3IMYHOE IIPOTPAMMHOE
obecrieueHre, a He MPOCThIe (ailyibl ¢ JAaHHBIMH, TAKUMU KaK My3bIka Wi word
JIOKYMEHTBI, a TaKXe MMETh JOCTYyI K CBOMM aiigam u3 J000M TOYKH MUpPaA C
JTF000T0 yCTPOMCTBA, UMEIONIETO BBIXOJl B MHTEPHET, PEAAKTUPOBATh UX B JHOOOMU
yIOOHBII MOMEHT, a TaKXe KpalHe JIETKO W MPOCTO JCIHUTHCS UMHU C JPYTUMU
MOJIb30BaTENSIMU. biarogapst BceM 3TUM MPEUMYIIECTBAM MOKHO C YBEPEHHOCTHIO
CKa3aTh, YTO MOIMYJIAPHOCTh JaHHBIX CEPBUCOB B Oy IyIIeM OyaeT pacTH.

enb nanHol pabOTHI — pa3pabOTKa OTEYECTBEHHOW CUCTEMBI 00JIAYHOTO

xpanuauiia GaiIoB B paMKax KMIIOPTO3aMEIICHUS.
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ApPXUTEKTYpHO JIaHHOE TPUJIOKECHUE JIOJDKHO OBITh peali30BaHO 10
KJIACCUYE€CKOM MPUHITUITY KJIUEHT — CEPBEPHOE MPUIIOKEHUE, T/I€ KIIMCHTCKAasl 4aCTh
npejicTaBiieHa B Buje web — unrepdeiica B Opaysepe (hpoHTeH), a cepBepHas
4acTh HEMPEPhIBHO “‘CymiaeT” 3ampochl C KIMEHTCKOW U  IPOU3BOJIUT
HEO0OXOIMMbIe MAHUTTYJISIIIUU C 3aMUCHI0 B 0a3bl JaHHBIX (O9KEH).

APXUTEKTYpHO TPWIOKEHHUE OyJeT peaanu30BaHO IO MPHHIUIY “KIUSHT —
cepBep”’: KJIMEHTOM BBICTymaeT web — mHTepdeiic B Opayszepe moib3oBarels, a
cepBep OyJieT pearupoBaTh Ha MPUCHUIAEMbIE OT MMOJB30BATENS 3aPOCKHl U OTBEYATh
3a OU3HEC — JIOTUKY U KOPPEKTHOE XPaHCHHE TAaHHBIX.

Jns peannzanuu BHIOPAHHOTO MPOEKTa OBLIM MPOBEJEHBI OINpEJIeTICHHbIC
ATanbl pa3pabOTKU, IO UTOTAM KOTOPOU AEMOHCTPUPOBAIUCH PE3YJIbTAThl paOOTHI,
a IMEHHO:

— U3y4eHa mpeamMeTHas 00J1acTh;

— M3YYCHBI aHAJIOTH JIAHHOTO TTPHIIOKCHUS;

— BBIOpaH CTEK TEXHOJIOTUH IS PEATU3alliN TPUITOKEHUS;

— pean30BaHO MPUJIOKECHHUE B COOTBETCTBUH C TEXHUYCCKHUM 3aJIJaHUEM;

— IpoOBeJicHa OTJIaJIKa U TECTUPOBAHUE MPUIIOKEHUS M COOTBETCTBYIOIIMX
WHCTPYMEHTOB, Ha KOTOPBIX OHA pa3padaThIBAJIOCh;

— OIMIUCAaH pa3aciI 0e30IMacHOCTH KHU3HCOACATCIbHOCTH.
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1 Oo0OsavHoe XpaHUJIMIIE JAHHBIX

1.1 IIpeanpoeKkTHBINA aHAJN3

1.1.1 Ananu3 npeameTHON 00siacTu

Jlist Toro, yto paszpaborarb kauectBeHHoe 110, kotopoe OyleT He TOJbKO
peann30BbIBaTh HEOOXOMWMBIN (DYHKIIMOHAN, HO TaKXe U OBITh YJOOHBIM H
MOHSATHBIM JIJI1 KOHEYHOTO MOJIb30BATEINs, Mepe]] HadyajioM paboThl HEOOXOIAUMO
MPOBECTH THIATEIBHBIA aHAIN3 BCEX AaCIEKTOB €ro pa3pabOTKh — Kakue
CYIIECTBYIOT sI3bIKM Juisi peanusanuu [0 momobHOro THma, Kak ¢ HUM OyneT
B3aMMOJICHCTBOBATh KOHEUHBIH MMOJIb30BATENb, KAKHE CYIICCTBYIOT ApXUTEKTYPHBIC
pereHus i Xxpanenus ¢aiios B 0aze u T. 1. JlaHHas riaBa OyaeT paccMaTpuBaTh
HEOOXOJMMbIE TEOPETUYECKHE MOMEHTBHI I pealu3aludd O00JIaYHOW CHCTEMbI

XpaHuauma ¢Ganios.

O6nayHoe XpaHUIUIIE JAAHHBIX — 3TO CTPYKTypa pacHpe/iesICHHbIX B CETU
OHJIAH — CEPBEPOB, MPEJICTABIISIIONINX COO0H CITyKO0Y JUIsl XpaHSHHUS, TPYIIITHPOBKU
U U3MEHEHUs JaHHBIX NMyTEM mepenaun ux no MurepHery wiu apyroil cetu B
CUCTEMY XpaHEHUs, 00CIy)KUBAEMYIO TPETEe CTOPOHOM. J[aHHas TpeThs CTOPOHA,
KOTOpYHO OynayiieM B JaibHelmeM HaspiBaTh “TlocTaBmuk™”, obecrnieunBaet
Oe3omacHOe XpaHEHWE W OOCTY>KMBAaHHE CEPBEPOB, a TAKXKE OKpPYXKAIOMEH HX
UHPPACTPYKTYPHI U CETH, TI0O KOTOPOM OHM OOMEHUBAIOTCS JAHHBIMH, 32 CUET YETO
rapaHTupyertcs OecrnepeOOHbIN TOCTYII K TaHHBIM U UX 0e3omacHoCTh. [TocTaBuink
NpEeAOCTaBISET NPAKTUUECKU Oe3rpaHUYHbIi 00bEM MecTa ISl XpaHEHUs JaHHBIX,
410 Aa€T THOKOCTh, MACHITAOMPYEMOCTh U HAJACKHOCTh JOCTyNa K HUM B JI000€
BpEMS U B JIIOOOM MeECTE.

B nanHol Mopenu xpaHeHus JaHHBIX “‘O0JlakoM™ Ha3pIBaeTCs, KaK pa3 Ta
IpyIIa cepBEepOB, YIOMSHYTas BbIIIe, KOTOpas U 00eCIeUnBaET XPaHCHUE TaHHBIX.
CyTh Ha3BaHHS COCTOMT B TOM, UYTO, BO-TIEPBBIX, JaHHBIC cepBepa (U3UMUCCKU
HaxOoJATCS Ha YJIaJICHHOM OT I0JIb30BaTEIIsl PACCTOSIHUM, U TOJb30BATEIh UMEET K

HHUM OOCTYII TOJIBKO ITO CETH MHTCPHCT, 4 BO-BTOPLIX, JJIA KOHCYHOTO IMOJIbB30BaTCIIA
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OHM BBITJISIISAT KaK OJWH €JUHBIM MacIITaOHBIM BUPTYyaIbHBIA CEpPBEP, OTKyAa U
BO3HMKAIOT accolManuu ¢ OoybluM “ob0sakoM”. DU3NYECKH kK€ CepBepa MOTYT
HaXOJUTCS HA OTJAAJICHUU TaK>Ke U JIPYT OT Apyra.

OrpoMHasi MOMyJIIPHOCTh OOJAYHBIX CEPBEPOB HA CETOAHSIIHUA JIEHb
BbI3BaHa PAJIOM NMPEUMYIIECTB, KOTOPbIE OHU MPEAOCTABIISIOT; YIOMSIHYTh JJAHHbBIC
MPEUMYIIECTBA HEOOXOJIMMO TakKe€ B KOHTEKCT€ TOro, YTO 1O CYTH OHHU U
OTOOpaXKaOT TOT (PYHKIMOHAI, KOTOPBIH HEOOXOAMMO peaan30BaTh JHOOOMY
COBPEMEHHOMY OOJIAUHOMY XPaHUJIUIILY:

— IOCTYTI K (paiimam, XpaHsSImmMcs B 00JJaYHOM XPAHHIIUIIE C JIF0O0TO

— YCTPOWCTBA, UMEIOIIETO BBIXO B ceTh HTEpHET;

— COBMECTHas paboTa U peAaKkTupoBaHue (anaoB OJHOBPEMEHHO

— HECKOJBKUMHU TOJI30BaTEIISIMU;

— miaTa 3a 00C/Iy>KMBaHUE B3UMAETCS C M0JIb30BATEIIS TOJIBKO 32

— (pakTHYECKH HCIIONB3yEMOE TMOIH30BATEIIEM MECTO, YTO TO3BOJSET HE
IJIATUTh 32 JNOMOJIHUTEIbHBIE U3JIUIIHUE MOIIHOCTHU:

— OTCYTCTBHE Y KJIMEHTA U3JICP>KEK MO0 OpraHu3aIuu CriocoO0B Jis

— XpaHEHHUS JaHHBIX U 00ECIIeUeHUs UX HAJIC)KHOCTH;

— HCTIOJIh30BaHUE 00JIAYHOTO TIUTI03a.

OO6J1ayHBII UTI03 — TEXHOJOTHUS [0 MPEIOCTaBICHUS M0JIb30BaTEIIO
yaoOHOro jaoctymna K “o0Onaky” myTem co3faHus uHTepdelrica, UMUTHUPYIOIIETO
paboTy ¢ “o6makoM” Kak pabOTy C JOKaJbHBIM KECTKUM AucKkoM. ITpu mocTtaTouHoM
CKOPOCTH MHTEPHETA MOJIb30BATEIb MOXKET HE OTIMYUTH YAAIEHHYIO paboTy u

paboTy Ha JIOKaTbHOM KOMIIBIOTEPE.
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1.1.2 AHanu3 aHaJIOTUYHBIX PEHICHUN 001a4HOTO XpaHUuIa (Gaiios.

T.x. npuHIUN XpaHeHus: QaioB HE JIOKAJIBHO, a B “00Jlake” cTall CerogHs
JIOCTaTOYHO PAacOpOCTPAHEH, TO CYIIECTBYET YK€ HECKOJBKO pEIICHUN, Kak
UMIIOPTHBIX, TAaK M OTEYECTBEHHBIX, PEATU3YIOIIUX JAHHYI TEXHOJIOTHIO.
PaccMOTpuM HECKOJIBKO U3 HUX.

CaMpIM TOMYJAPHBIM HAa CETOAHSIIHUA JIeHb OOJIAYHBIM XPaHUIHUIIEM
daiinos sBusercss Google Drive. CornacHo pa3ivYHBIM HCTOYHHMKAM, Ha
CErOJHSIIHUN JIeHb Yy JAaHHOTO CepBHCAa OKOJO 2 MWUIMAPJOB AKTUBHBIX
nosib3oBateneir. Ha pucynke 1.1 mpomeMOHCTpUpOBAaH KIMEHTCKUN WHTepdeic

JTaHHOTro web — cepBuca.

‘ 5 Drive Q, Search Drive o @ &
? HH
Folder
Owner Last modified
File upload
Folder upload 6_20190525_111613.jpg me 11:28 AM me
B Google Docs 5 5_20190518_213159 jpg me 11:28 AM me
Google Sheets
5.20190428_185727.jpg me 11:29 AM me
Google Slides >
Nore > [mn] Loogie sies 11:28 AM me

Google Jamboard

372G 0T TG Usea m M
UPGRADE STORAGE

m Get Backup and Sync for m M

Mac

Lucidchart 11:28 AM me

—
-+ Connect more apps 11:29 AM me

Pucynok 1.1 — I'naBnas ctpanuna Google Drive

K OCHOBHBIM J1OCTOMHCTBaM 3TOr0 NPUJIOKEHUS MOKHO OTHECTU MPOCTYIO
MHTErpaluio ¢ Apyrumu pemenusimu ot Google, Takumu kak Google Docs, Gmail,
Google Photos m T. 1., OOJBIIIOE KOJIUYECTBO OTHOCHTEIHHO KOHKYPEHTOB
OecIIaTHOTO TMPENOCTAaBIIEMOTO MecTa JJsi XpaHeHHs (aiioB, a TaKxke
NPOABUHYTHIE pEIIeHHs MO0 Oe30MacHOCTH, TakKhe Kak JByX(aKTopHas
ayTeHTU(PUKaIUs.

K HemocrarkamM MOXXHO OTHECTH TO, 4YTO HW3HAYaJIbHOE OCTYITHOE

mpocTpaHcTBO pazaeneno mexay Google Drive, Gmail u Google Photos, u3 — 3a
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YEero OHO MOJKET JIOBOJIBHO OBICTPO MCUEPHAThCs ISl TIOJIb30BaTeNIeh, XPaHsIINX
00JbIIOe KOMWMYECTBO (OTO W IMEHIOB, a Takke OrpaHWYEeHHWE Ha pa3Mep
3arpykaeMbix (anioB, 9TO MOKET HE COOTBETCTBOBATH MOTPEOHOCTAMU HEKOTOPHIX
II0JIb30BAaTEIIEH.

BTopeiM MO TOMYJISPHOCTH W KOJWYECTBY TOJBL30BAaTENIeld PEIICHHEM Ha
PBIHKE IS YIAAJICHHOTO XpaHeHus ¢aioB sBisieTcs cepBuc Microsoft OneDrive.

Ha PHUCYHKC 1.2 MMpcaACTaBJICHA I'NTaBHAA CTpaHHUIA JAHHOT'O IIPUIIOKCHU .

x

O O hetpsy/wmw.onedrive live.com

[ werk [ Inspiration [ Shopping

10:10

-+ New ~ T Upload v
@ Files
. Your Perso
Files

Home Improvements

—— Bminago- 267 MB @“
£ P R

Documents R L = 44,160 =

—— 9minago- 831 MB
Home Improvements Documents Email Attachments Personal Vault Pictures

Email Attachments 8m ago 9mago March 20 October 24, 2019
——  March20- 115 MB

Personal Vault

] 1 £

Pictures

—— Oct24,2019-4.89GB Party Planning University
April 15, 2018 February 19, 2019

Travel
—— May?2, 2019153 GB

Party Planning Frbvetig uta
. hpri 15,2019 53 MB + - e P, B

. - =] <] ~
Universit— i ~ ﬁ

Pucynox 1.2 — I'maBnas ctpanuia Microsoft OneDrive Ha [1K 1 MoOMIBHBIX

YCTPOMCTBAxX

K ero mpeumyiiectBaM OTHOCSTCS BO3MOXKHOCTH OHJIAiH — pabOTHI Haj
OJIHUM JOKYMEHTOM HECKOJbKUMH TOJIb30BATEISIMU  Cpa3zy, BO3MOXKHOCTb
HacTpauBaTh YPOBEHb JIOCTYyIA JJisl PA3IMUYHBIX MOJIb30BaTENEeH K “pazaensieMbiM”
JIOKyMEHTaM, a TaKke ‘“BepCHOHHOCTH (aitioB” — OneDrive XpaHUT HCTOPHUIO
Bepcuil (paitiioB, MO3BOJISS MOJIH30BATEIISIM BO3BPAIIATHCS K MPEIBIAYIIUM BEPCHUSIM
IPU HEOOXOUMOCTH.

K HemocraTkamM MOXXHO OTHECTHM OYE€Hb OTPAaHUYEHHOE IO YMOJYAHHUIO
cBoOOHOE MeCTO — Bcero 5 10, 4TO B TpU pa3a MEHbIIE MeCTa, KOTOpoe

npenoctasisier Google Drive, mpakTUYeCKH MOTHOE OTCYTCTBHE HUHTETPAIMHU C
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mo6emM [1O, kpome 10 Microsoft, 4To BeIHYX)Aa€T MOIH30BATENCH MPUBSI3BIBATHCS
TOJIBKO K YCTpOMCTBaM ¢ onepannoHHoi cuctemoit Windows, a Takxe CI0KHOCTb
B HCIOJIb30BAHWM CEpPBUCAa HOBBIMU IIOJIb30BATEISIMH U3 — 3a €ro KpaiiHe
OOILIMPHOTO U MPHU ITOM HE BCETJa CMEKHOTO (PYyHKIIMOHAIA.

1.1.3 AHanu3 cTeka TEXHOJIOTUI

Tax kak 1enpl0 JaHHON paboThI ABJISIETCS CO3AaHUE O0IAYHOrO XpaHWIHILA
GdaiiyioB, TO eCTh XpaHWIHINA, K KOTOPOMY HEOOXOoauMo OyaeT oOpamarbes
yIaJeHHO, TO CTAaHAAPTOM Ha CErOJHSIIHUN I€Hb AJIS TOCTPOESHHS MTOJ0OHOT0 poa
NPUJIOKEHUH SIBISIETCA KIMEHT — CepBepHasl apXuTekrypa. JlaHHas apXuTekTypa
COCTOUT U3 TPEX OCHOBHBIX YaCTEM:

- KIMEHTCKas 4acTh: KOMIIOHEHT apXUTEKTYphl, OTBEUAOIIUH 32

IPE/ICTAaBIICHUE JTAHHBIX JUISl TIOJIb30BATENsl U OTIPABKY 3alpOCOB Ha YIAIEHHBIN
BeO — cepBep, yallle BCEro KJIMEHT MpeACcTaBieH BeO — Opay3epoM UM MOOMIIBHBIM

MPUIOKEHHUEM;

- CEpBEpHasl YaCTh: KOMIIOHEHT apXUTEKTYPbl, OTBETCTBEHHOCTHIO
KOTOpPOTo sIBJIsIeTCs 00paboTKa 3ampoca, BBIOJHEHHE HEOO0XOIMMON Ou3Hec —
JIOTUKH TIPUJIOKEHHUS U MPEIOCTABICHUE OTBETA HA 3alpOC MOJIb30BATENS, MOXKET
00pabaThIBaTh OOJIBIIOE KOTHMYECTBO 3aMPOCOB OJTHOBPEMEHHO;

- 0a3a JaHHBIX: KOMIIOHEHT, OTBEYAIOIINE 33 XPaHEHUE PA3TUYHOTO
TUMA JAHHBIX (CUCTEMHBIX, TIOJb30BAaTEAbCKUX WU T. J.) B TMPUIIOKEHUU B
KOppekTHOM BuJe, ynpasisercs CYB/I uepe3 komaH b1 k 0a3e JaHHBIX, C TOMOIIIHIO
KOTOPBIX MOKHO co3xaBaTbh bJl, HacTpaumBaTh €€ CcxeMy, U3MEHATb JaHHBIE C
MOMOIIBIO s13b1Ka SQL u T. 1.

Mpb1 paccMOTpUM OTAENIBHO BHIOOP HEOOXOJIMMON TEXHOJOTUM peau3aluu
MPWIOKEHUST I KaXJIOTO0 W3 OINHCAHHBIX KOMIIOHEHTOB BBIOpAaHHOUW paHee
apxuTeKTyphl. Hadats aHanu3 BeIOOpa sI3bIKA I pa3pabOTKu web — IpHiIoKeHHs
CTOUT C PaCCMOTPEHUSI COBPEMEHHBIX SI3BIKOB MPOrPAMMHUPOBAHHUS, MOAXOIAIINX
JUISl pealn3alyy cepBepHOM 4acTu. Ha cerogHsmHui JeHb AaHHBIA pas3zieln

p3.3pa60TKI/I mpecaoCTaBJIACT AOCTATOYHO OO0JIBIIION BLI60p, OJHAaKO Ka)K,HbIﬁ S3BIK
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UMEET KaK CBOM ONpenen€HHbIE JOCTOMHCTBA, TaK M HeAocTaTtku. Kpurepusmu
BbIOOpA sI3bIKa OYIIYT SIBISITHCS €0 ‘“OKOocUcTeMa” — yeM Oouibllie OyJeT peleHui
BOKPYT SI3bIKa, TAKUX KaK OMOIMOTEKH U PpelMBOPKH, TEM Tpoiie OyAeT BeIOpaTh
HE0OX0AMMOe ISl HAIMX HYXJ pelIeHuEe W TeM Ipoile OyaeT cama pa3padoTka,
COBPEMEHHOE COCTOSIHME S3bIKa, T. €. fA3BIK JOJDKEH aKTHBHO pPa3BUBATHCA B
TEKYyIIUH MOMEHT BPEMEHHU U UMETh “Bec”’ B COOOIIECTBE pa3pabOTYUKOB, YTOOBI
MOXHO OBUIO HCHOJB30BaTh pa3jMYHbIE MOIXOJbl K pa3paboTke (Hampumep,
yaoOHbIM 00Opa3zoM coBmeniaTh pynkuuonansHoe u OOII nporpammupoBanue), a
TaKk)Ke OBICTPO HAXOAUTH PEUICHUS BO3HHUKAIOIIUX MPOOJIEM, YTO TIOBOJBHO JIETKO
CIENaTh, €CIIN Y SI3bIKA €CTh AKTUBHOE “KOMMBIOHUTH , a TAKXKE SI3bIK JJOJHKEH UMETh
aBTOMATHUYECKUI COOPIIMK MycOpa, MOCKOJIBKY Y HAIIEro MPIIOKEHUS HET KpaitHe
BBICOKOM  MOTPEOHOCTH B  MPOU3BOJUTEIBHOCTH, W HE XOTEJIOCh  Obl
COCpEI0TAaYNBATh CBOM YCUJIMS TOMUMO Pa3pabOTKU CaMOT0 MPUIIOKESHHSI TAKKE Ha
acTieKTe yMpaBJICHUs €ro maMmsaThio. Ha OCHOBE MaHHBIX KpUTEpUEB U OyIeT
OCYUIECTBJISATH CBOM BBIOOD.

Obnaynoe xpaHwauiie (aigoB MOXKET OBITh pPEaTM30BaHO Ha TaKHUX
COBPEMEHHBIX S3bIKaX MpOorpaMMHpoBaHus, kak Java, Python, C#, Go. Paccmotpum
UX MPEUMYIIECTBA U HETOCTATKH.

Java — 93TO OOBEKTHO-OPUEHTHUPOBAHHBIA S3BIK MPOTrPAMMHUPOBAHUS,
CO3/IaHHBIN KoMIIaHuer Sun Microsystems (HbIHe npuHaexariei Oracle) B 1995
rogy. OcHoBHas nenp Java — obOecneunTs IUIaTHOPMOHE3aBUCUMOCTH, YTO
JIOCTUTAETC 3a CYET MCIOJIb30BaHUsI BUPTyalibHOM Mamuubl Java (JVM),
MO3BOJIAIONIEH 3alyCKaTh MPOrpaMMbI Ha JIF0OOM YCTpOWCTBE C YCTaHOBICHHOU
JVM. Java xapakrepu3syercs CTpOror TUNU3AUENH, aBTOMAaTHYECKUM yIIPABICHUEM
aMsIThIO TIOCPEJICTBOM COOpKHM Mycopa (garbage collection), a Takke MoIIEePKKON
MHOTOTIOTOYHOCTH, YTO  JeNaeT ero MNOAXOAAIIUM I  pa3paboTKu
MacHITaOMPyEMBIX W TPOU3BOAUTENBHBIX NpUIOKeHU. biaromaps mmpokomy

Habopy OMOJIMOTEK M pPa3BUTOW JKOCUCTEME, Java aKkTUBHO HCHOJB3YETCS B
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KOPIOPAaTUBHBIX TMPUIIOKEHHSIX, BeO-pa3pab0TKe, MOOUIBHBIX MPUIIOKEHUIX
(ocobenno mis Android) u 60IBIIMX CHCTEMaX JaHHBIX

Python — 3TO BBICOKOYpPOBHEBBII SI3bIK NPOrPAMMHPOBAHHUS, CO3JAHHBIN
I'Buno Ban PoccymoM u BriepBbie BhiNylIeHHBIN B 1991 roay. OH u3BecTeH cBOEH
IPOCTOTOM M YWUTAEMOCTBIO, YTO JI€JAeT €ro JOCTYIHBIM JUJIi HAuYWHAIOIIMX
IPOrpaMMHUCTOB U 3(PGEKTHUBHBIM JUIsl pa3paOOTKH CIOXKHBIX MpoekToB. Python
MOJJIEP)KUBAET HECKOJBKO IMApagurM MPOrpaMMHUPOBAHMS, BKIIIOYast OOBEKTHO-
OpHEHTHpPOBaHHOE, mporenypHoe u ¢yHkuuonagbHoe. Ocobennoctu Python
BKJIFOYAIOT IMHAMUYECKYIO TUITH3AIMI0, aBTOMATHYECKOE YIIPABICHUE MaMSThIO U
OOIIMPHYIO CTaHJAPTHYIO OMOIMOTEKY, KOTOpast yCKopsieT pa3padoTky. biarogaps
CBOEH YHHBEPCAIbHOCTH U MOIIHBIM OubnuoTekam, Python mmupoko ucnonb3yercs
B BeO-pa3paboTKe, aHAIKM3E JaHHBIX, MAIIMHHOM 00YY€HUH, HAYYHbIX BEIYMCICHUIX
Y aBTOMaTHU3alluy 3a/1ay.

C# — 92TO0  COBpEMEHHBI  OOBEKTHO-OPUEHTUPOBAHHBIA  SI3BIK
IporpaMMHUpOBaHus, pa3padoTaHHbiii Microsoft u Beimymenasii B 2000 rony B
cocraBe miargopmbl NET. C# npennasnaueH st cO3JaHUsS Pa3sHOOOPA3HBIX
NPWIOKEHUH, OT HACTOJBHBIX M BEO-MPHIOKEHUN N0 OOJAYHBIX U MOOMIIBHBIX
pemienuit. OH oObenuHsieT B ce0€ MOIIHBIE BO3MOXHOCTH M YI00CTBO
UCIIOJIb30BAHUS, TOJACPKUBAasi TaKhMe OCOOEHHOCTH, KaK CTporas TUIH3AIus,
yOpaBJICHHE MaMsIThIO Yepe3 cOOpKy Mycopa, M pa3BUTasi CUCTEMa COOBITHI U
neneratoB. C# Takke MNOAAEPKUBAET ACHUHXPOHHOE NPOrPAMMHUPOBAHHUE U
napayjiebHble BBIYUCICHHS, YTO JI€TAeT €ro MOAXOMSIIAM JUIsi pa3paOOTKh
BBICOKOIIPOM3BOAMTENBHBIX NpUIoKeHu. bmarogaps unrterpamuu ¢ NET, C#
penoCTaBIsAeT OOMMPHBIE ONOIMOTEKH U (PEHMBOPKH, YIIPOILIAKOIIKE Pa3pabOTKy
1 00€CIIeYnBAIOIINE BHICOKYIO MPOU3BOIUTENBHOCTD, U O€30I1aCHOCTh KOJIA.

Go — 3TO s3bIK NporpamMmMmupoBanusi, pazpadorannsii Google B 2009 rony,
OTJIMYAIONTUINCA TPOCTOTOW W 3(P(HEKTUBHOCTHIO B HaMMCaHUM Koja. OgHuUM H3
IJIaBHBIX NpeuMyIecTB GO SIBISETCS €r0 BbICOKAs IPOU3BOAUTENILHOCTD U ObICTpast

KoOMIIWJBAUA, 4TO ACIACT €ro MACAJIBbHBIM IJIs1 CO3JaHWA BBICOKOHAIPYIKCHHBIX
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CEepBEpHBIX TNpWIOKeHHH. Takke s3bIK 00JagaeT BCTPOCHHOM MOJICPKKON
napajuiesin3mMa, 4To oosierdaer pa3paboTKy MHOTONMOTOYHBIX iporpamM. OaHako Go
UMEET W HEIOCTAaTKH, HANpUMep, OTPAaHUYEHHYI0 OWONIMOTEKY CTaHIapTHBIX
GyHKUMA TIO CpaBHEHHUIO C JAPYTMMH S3bIKAMH M OTCYTCTBHE OOOOUIEHHOTO
nporpaMMHUpoBaHus (generics) 10 HeaaBHero BpemeHu. B uenom, Go cinaBuTCs
CBOEH MPOCTOTOM, HANEKHOCThIO U IP(HEKTUBHOCTHIO B Pa3pabOTKE CETEBBIX U
MHOT'OMOTOYHBIX MPUIIOKEHUN.

YuuThiBas onvcaHHbIE BO3MOXKHOCTH KaXKJOTO U3 SI3BIKOB, ISl pa3padOTKu
IPWIOKEHUST ObUTIO pelieHo BbIOpaTh s3bIK Java. OH MOTHOCTBIO YIOBIETBOPSET
BCEM KPUTEPHUSIM, YTO MO3BOJUT YCHENIHO HAMUCATh U MPOTECTUPOBATH HA HEM
CEPBEPHYIO YaCTh MPUIIOKEHUS.

Takxe HeMaI0BaXKHBIM JOCTOMHCTBOM 3TOTO S3bIKA ABJISIETCSA HAJIMYUE B €70
sKocuctemMe (QpeiimBopka Spring, pasBuBarwIierocs yxe Oosnee 20 et u
MPEIOCTABISIONIETO OTPOMHOE KOJMYECTBO HMHCTPYMEHTOB It OBICTPOTO
HanucaHus BeO — MPUIIOKEHUH, TAKMX KaK BCTPOEHHBIN BeO — cepBep, KOHTEHHEP
JUISl HACTPOMKHU U XpaHEHUsI 00bEKTOB B MPUJI0KEHUHU, BOZMOXKHOCTh 00paIlaThCs K
0a3e JaHHBIX Yepe3 METOJIbl camoro si3blka 0e3 ucnonb3zoBanus SQL u 1. 1.
Paccmotpum nosipobHee Bce MpeumMyIiiecTBa JaHHOTO (GperMBOpKa.

Spring — 3T0 KOMILIEKCHBIN U THOKHI HPEHMBOPK TSI pa3pabOTKU CEpBEPHOI
yacTu BeO — MpuiiokeHui Ha si3bike Java. OH TMpeAocTaBiseT IIUPOKUN Pl
(GYHKIIMOHATHHBIX BO3MOXHOCTEH, KOTOpBIE OOJIETYAIOT 3a/ady HaHCaHUs
HAJE)KHOTO, PACHIUPSIEMOTO U TeCTUPyeMoro kKoja. ['maBHOW KoHIeniuen Spring
SIBJISIFOTCSI TIPUHIIMIIBI BHEIPEHUS 3aBUCUMOCTEHN U aCIIEKTHO — OPUEHTUPOBAHHOTO
MpOrpaMMHUPOBaHUs, KOTOPhIE MOMOTAIOT Pa3pabOTYMKy YMEHBIIUTH CBA3HOCTH
MOZYJIEW B IPUJIOKEHUH, U HATMCATh MPOCTOM JJI TECTUPOBaHUs KoJI. PaccMoTpum
KJIFOUEBBIE YaCTH JaHHOTO (hperiMBOpKa.

Spring Core — riaBHas 4acTh (¢peitmBopka Spring. CocTOUT M3 TaKuUX
BOKHEUIIMX YacTeld KOMIIOHEHTOB KaK “SAp0” — BaXKHEHIITUH MOYJIb (PpeiMBOpKa,

BKJIFOYAIOIIMI B ce0sl TPUHIMI BHEIPEHUS 3aBUCUMOCTEN M MHBEPCUU YITPaBJICHUS,
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Onarosiapsi KOTOPHIM 3aBUCUMOCTHU B KJIACCHI BHEAPSIOTCS caMUM (pEHMBOPKOM, a
HE MPOMUCHIBAIOTCS pa3pabOTUUKOM, “OMHBI” — OOBIUHBIE Java OOBEKTHI, HO MOJ
yhnpasieHueM ¢peilMBopka Spring, a TakXke KOHTEKCT — crmoco0 goctyma K
o0bekTaM BO ¢peiimBopke. Bcé BbllieonrcaHHOE MO3BOJISET MUCATh THOKUNA KO/,
JIETKO “BHeNpsieMble” B 00BEKThI 3aBUCUMOCTH.

Spring AOP — koMmmoHeHT Spring, KOTOpBIM MPEAOCTaBIsET peaTu3aifio
aCleKTHO —  OpPUEHTUPOBAHHOTO  MPOrPAMMHUPOBAHMS, UYTO  MO3BOJSET
pa3pabOTYMKAM OMpPEAEIATh “NepeXBAaTUYMKU JII METOJIOB U “KIIFOUEBBIE TOUKH ,
4yepe3 KOTOpble MOKHO OTACNIHUTH ‘‘CKBO3HBIE 3aJauM’ (TaKUE€ Kak JOTTUPOBAHUE,
HACTPOMKY TpaH3aKIUH JJ1s B3auMoieucTBus ¢ BJ{ 1 T. 11.) oT 00beKTOB, Ha KOTOpPbIE
OHM BIIKAIOT. Yallle Bcero JaHHbIE NEUCTBHS MOYHO JIETKO TOOABUTH C MOMOIIBIO
aHHOTAIUK Spring.

Spring Data Access — yacTb Spring, ynponiaroiiasi Jo0CTyn K 0a3e JaHHBIX U
MPEAOCTABJISAIONIAs HHCTPYMEHTHI JJ1s1 YIIPaBJICHUS TpaH3akuuaMu. OHa COCTOUT U3
JDBC (uHkancynupyer B cebe KOJ MO yMNpaBJICHUIO JOCTYNOM K 0a3e JaHHBIX,
HacTpoiike coeauHeHuid U T. 1.), ORM (uHCcTpyMeHT mjisi oToOpaxeHus Java —
00BEKTOB Ha OOBEKTHI TaOiUIl B 0a3e gaHHBIX), JMS (MOaynb BKJIIOUYaeT B ceOs
(GyHKUHMIO 17151 CO3[aHuUs U UCII0JIb30BaHUSI COOOIICHUH).

Spring Web — Moyb, ClipOeKTUPOBAHHBIN 11 CO3AaHUS HAIEKHBIX web —
npwioxkeHuit. OCHOBHBIMHM €T0 COCTaBIIIONIMMU SBJISIIOTCS: web (4acTh, KoTopas
COJZIEPKUT B ceOe OCHOBHBIE (DYHKIIMM MHTETPALINY, HALIETICHHBIC HA Web, TaKue Kak
3arpy3ka COCTaBHBIX (DaillIoB M MHUIIMATU3AINS KOHTEHHEepa “OMHOB” ¢ TTOMOIIIBIO
IpocCIyIllIuBaTesis cepBieToB), web — servlet (comepxkuT B cebe peanu3aluio
natrepaa MVC B pamkax Spring).

Spring Security - MomHas U JIETKO HacTpauBaemas Iuiatopma
ayTeHTU(PUKAUKUU U KOHTPOoJIs AocTyna. OHa mpenocTaBisieT KOMIUIEKCHBIE YCITYTH
0€30MacHOCTH ISl KOPIIOPATUBHBIX MPOTPaMMHBIX MPUIOKEHUH Ha Oa3e Spring

dbperiMBOpKa.
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OT0 BaxHeWmme dactu (peldMBOpKa, HO, pasymeercs, 3a Oojee dYeMm
JIBAJIIIATWIIETHEE PA3BUTHE MOSBUIUCH TAK)KE U WHbBIC, HE MEHEE BAXKHBIC MOJTYJIH,
HO OHU B JJaHHOU paboTe yxke He OyAyT Tak MOAPOOHO pacCMaTPUBATHCA.

Juist Toro, 4yToObl yOenuTbcs B HAAEKHOCTU TMPUIOKEHUS U HAUTH
BO3MOJKHBIE 0aru B ero OM3HEC — JIOTHKE MPUIIOKEHUE JTOHKHO OBITh “TIOKPHITO”
TectaMu. B paMkax nmanHo# paboThl HanbOoJIee ONTUMATBHBIM BUIOM TECTUPOBAHUS
MPEACTABIISAECTCS UHTErPALIMOHHOE TECTUPOBAHUE.

NurterpaninoHHoe TeCcTUpOBaHUE — 3TO ypoBeHb TecTupoBaHus 110, Ha
KOTOPOM OTJIEJIbHBIE MOAYJU TPUIOKECHHS OOBEAMHSIIOTCS U TECTHPYIOTCA Kak
rpyIna Jjisi BbISBICHUS MPOOJIEM, CBS3aHHBIX C MX B3aUMOJCHCTBHEM. DTOT THII
TECTUPOBAHUSI HAIpPABIICH HA BBISBICHHUE TAaKUX MpoOJieM, Kak HempaBUJIbHAs
nepenaya JAaHHBIX MEXIY MOIYJISIMH, HECOOTBETCTBHE HUHTEpP(EHcOB U 00IIue
npoOsieMbl HMHTETpPallMM, KOTOPbIE MOTYT OBITh HE3aMETHBI MPU MOAYJIHLHOM
TECTUPOBAHUM.

Jnst mpusoxkenuid Java Spring MHTErpalluOHHOE TECTUPOBAHKE BKIIIOYAET B
ceOst TECTUPOBAHKE TIPUIIOKCHHSI B IIEJIOM WJIM €T0 00JIee KPYITHBIX YacTel, 4TOOBI
yOenuTbCsl, YTO pa3jM4Hble YPOBHM U KOMIIOHEHTHI (HANpUMEp, KOHTPOJUIEPHI,
CITY>KObI, peno3uTOpuu) paboTalOT BMECTE JOJDKHBIM oOpazoMm. Ha pucynke 1.3
MpEACTaBIECHA CXE€Ma, B KOTOPOM BHJIHO, KAKO€ MECTO 3aHMMAET MHTETrPAllMOHHOE

TECTUPOBAHUE B OOLIEH MepaAPXUU TECTUPOBAHUS MPUIIOKEHUN.

3. CucTemubie

TeCTh! + B TOM YKCNe BAPHaHTLI

HCNONBIOBAHKA

2. MHTerpansHbie
TOCTh

i i .. Maxeme:
OMBHMHaUKA Moayned Knaccoe
N\

1. MopyneHeie = KomGunayuu
TeCTh! WO \f memodos & knacce

>/ DYHKUKA \Q - - Memods!

Pucynoxk 1.3 — Uepapxust TecTupoBanus web — nmpuioxeHuit

Nuer

nry1.090301.12.001 13

Nam.

Nner Ne nokym Mognuck [ata

16




1.1.4 Beioop CYB/

JUisi IpOEKTUPOBaHUSI NMPUIIOKEHUSI TaKXke HEOOXOJIUMO BbIOpATh CUCTEMY
ynpasieHus: 0a3amMu JaHHbIX. I perieHus MOCTaBJIEHHOM 3aaud HEe0OXOAMMO
BBIOpaTh COBPEMEHHYIO, THOKYI0, cTabuibHy0 U HajexHyo CYBJl. PaccMorpum
psn HanboJee NOMyJIsPHBIX U3 HUX.

PostgreSQL — 310 Mo1iHast 00BEKTHO - PESIMOHHAS CUCTEMA YIPABIICHUS
6a3zamu naHHBIX (CYB]]) ¢ OTKpBITBIM UCXOIHBIM Koj1oM. OHa Obla pa3paboTaHa B
Kanudopuuiickom ynusepcurere B bepknu u Bnepssie BoimylneHa B 1989 roxy.
PostgreSQL mnoanepxkuBaer crangapT SQL u mnpenocTaBisieT paclldpEHHbIE
BO3MOXHOCTH JIJIsl pa0OThI C JAHHBIMU, BKJIIOUast OAepKKyY TpaH3akiuii ¢ ACID -
CBOMCTBaMH (aTOMAapHOCTbh, COINIACOBAHHOCTh, H30JIMPOBAHHOCTb, JOJITOBEYHOCTB),
CJIOKHBIE€ 3aIlpOChl, BHEIIHUE KIIKOYH, TPUITEPhI, MPEICTABICHUS, U XPaHUMBbIEC
npouenypsl. CYBJl Takxke NOAAECPKUBACT PACIIUPSIEMOCTb, YTO IO3BOJSET
MOJIB30BATENSIM JJOOABIISATH HOBBbIC (PYHKITMHU, TAKHE KaK TUIIbI JaHHBIX, OTIEPATOPHI
U GyHKIUH, O6€3 U3MEHEHUSI UCXOTHOTO KOJa.

Oracle — 3T0 mHMPOKO HCIONB3yeMas KOMMEpUEcKas CUCTeMa yIpaBIICHUS
6azamu nmanHeix (CYBJ]), paspaborannas kommanueir Oracle Corporation.
Breinymiennas snepsoie B 1979 rony, Oracle Database 3apekoMenioBaia ce0s Kak
HAJIEKHOE U BBICOKOIIPOU3BOIUTEIIBHOE PEIICHUE JIJIsl YIIpaBJIeHUs JaHHbIMH. OHa
MOJIJIEP)KUBAET KaK PEISIMOHHYIO, TaK U 00bEKTHO-PENIAIIMOHHYIO MOJICIHN JaHHBIX,
obOecnieunBas OoraTelii HAaOOp QYHKOMA 1711 pabOThl C JAaHHBIMHU, BKIIOYas
tpan3zakuuu ¢ ACID - cBoiicTBamMH, CJIOKHBIE€ 3alPOChI, UHAEKCAIUIO, XPAaHUMbIE
npouenypsl U Tpurrepsl. Oracle Database mmpoko mnpumeHsieTcss B KPYIHBIX
OpEANPUSATUSIX U KPUTUUECKHM BaXXHBIX MPUIIOKEHUAX Oyarogapsi CBOUM
BO3MOHOCTSIM MacIITa0UPyEeMOCTH U BHICOKOM MPOU3BOIUTEILHOCTH.

MySQL — »sto nomynspHas CVYDBJl ¢ OTKpBITBIM HCXOAHBIM KOJOM,
nepBOHAYaNbHO  paspaboranHas kommanweit MySQL AB wu  rtemeps
noaaepxxkuBaeMast Oracle Corporation. Beimymennas B 1995 roxy, MySQL crana

OCHOBOW MHOTHX BEO-IPUIIOKEHUN M HCIIOJB3YETCS B TaKUX IUIaTQopMax, Kak
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WordPress, Joomla u Drupal. Ona nognepxuBaer cranaapt SQL u mpennaraer
Takue (QYHKIUMHU, KaK TpaH3aKIuu, uHaeKcalus, u permkanus. MySQL u3BecTHa
CBOCH TPOU3BOAMTEILHOCTHIO, MPOCTOTON UCIHOJIB30BaHUS U AP PexTHBHON
00paboTKOM 0ONBIINX 0O0BEMOB JIAHHBIX.

B kauectBe ocHoBHOM CYB]I Obuta BeiOpana Postgres, qaHHbIN BHIOOp OBLI
ceJIaHa 110 HECKOJIbKUM IMPUYNHAM.

Bo-nepBbix, PostgreSQL HaaexHa M NpOU3BOAUTEIBHA, YTO OYEHH BAXKHO
It pabOThl ¢ OOJIBIIMMU OOBbEMaMU JAHHBIX W TOAJIEPXKAHUSI CTAOMIBHOCTH
cuctembl. OHa TrapaHTUPYET, YTO BCE OMEpaIMi C JAHHBIMU OyJyT BBITIOJIHEHBI
MPaBUWIBHO U MOJHOCTHIO, JaKE MPU BHICOKON HArpy3Ke U OJTHOBPEMEHHOM JIOCTYIIC
MHO’KECTBA MOJIb30BATEIEH.

Bo-BTopsix, PostgreSQL nerko macmrabupyercs, 4To MO3BOJISIET CUCTEME
pacTd BMECTE€ C YBEJIMYEHHMEM KOJUYECTBA JAaHHBIX U TMojb3oBaTened. OHa
MOJJICP)KUBAET CJIOXKHBIE 3allPOChl W PACHIMPAETCS TOJ 0B MOTPEOHOCTH
poekTa Garogaps BO3MOXHOCTSIM JI00aBJICHHS HOBBIX TUIIOB TaHHBIX U (QyHKIIUM.
Takxke y PostgreSQL ecTb akTUBHOE COOOIIECTBO, KOTOPOE PETYJIAPHO BBITYCKAET
OOHOBJIEHUS, 00ECIIEUNBAIOIIME BRICOKYIO 0€30MaCHOCTh U aKTYaJIbHOCTh CUCTEMBI.
Bce >t kauectBa pgemaror PostgreSQL oTiauyHbIM BbIOOpOM Jjisi 00JIa4HOTO
Xpanwiumia  ¢aiioB, TpeOyromero HaJAeKHOCTH, THUOKOCTH UM BBICOKOU
MIPOU3BOIUTEIIBHOCTH.

1.1.5 Bei6op pperiMBopka 1151 peamu3anuyl KIUSHTCKON 9acTH MPUIIOKEHUS.

KnuenTtckas 4acTh Halero nNpuioKeHus OyneT mpejacTaBieHa web —
KJIIMEHTOM, 3TOT'0 OYJET J0CTaTOYHO, JI TOTO YTOOBI UMETh JOCTYI K 00JIaYHOMY
XpaHuiuily (aiios c JIF000ro ycTporucTBa, UMEIOIIEro JoCTyM K cetu HTepHer,
a 0e3 mocTyna K JaHHOW CETH MOJIb30BaHUE UM B IIEJIOM HE MPEICTABIISIETCS
BO3MOKHBIM, MIOATOMY Web — KIIMEHT JOJKEH MOJTHOCTBIO YIOBJIECTBOPUTH BCE
MOJIb30BaTeNbCKUE 3a/1a4u. [lo1 web — KITMeHTOM MOHUMAaeTCsl HeKuid web —
o0o3peBaresb, Ik, PoIle TOBOps, Opay3ep, Takoii, Harpumep, kak Google

Chrome wnu Safari, kKoTopbli €CTh CEroHs Ha 11000M MOOUIILHOM YCTPOMCTBE.
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Yare Bcero, UCTOIB30BaHNE Opay3epa MOTHOCTHIO MPEIONPeIeseT TOT
CTEK TEXHOJIOTHA, KOTOPBIN OyIE€T UCIOJIb30BAaThCS AJIs Pa3padO0TKH KIMEHTCKON
yacTu. KOHEUHO, CyIIeCTBYIOT pa3IMYHbIC “DK30TUUYECKUE™ PELICHUs, TAKHE,
HarnpuMmep, kak Blazor (ppeitmBopk, paspadoTanHbiii komnanue Microsoft mis
HaIMCAHUsl MHTEPAKTUBHBIX CIIEHAPUEB Ha CTpaHulax cetu HTepHeT), HO yailie
BCET'0 OHU TOJIKO YCIIOXKHSIOT pa3pabOTKy MPOEKTa, TaK KaK TPEOYIOT st
HAIMMCaHUs KaUeCTBEHHBIX PEIICHUHN TIIyOOKOT0 MOrPYKEHUs, IPU 3TOM HE
MpEeAOCTaBIsIA HUKAKUX SIBHBIX TpeuMyIiecTB. OCHOBBIBasl Ha 3TOM, KIIMEHTCKas
qyacTh npuioxkenus Oyaet Hamucan Ha creke HTML, CSS u Javascript. Kpatko
pPaccMOTPUM JIaHHBIE TEXHOJIOTUH.

HTML — runepTekCcTOBBIN S3bIK pa3METKH, SIBISIONIUNCSA CTAHAAPTHBIM
pElIeHUEM JJIsl CO3[]aHus U CTPYKTYPUPOBAHUS KOHTEHTa Ha web — ctpanunax. [lo
cyTu hopMupyeT codoi “kapkac” caifTa, MpeIoCTaBIIsIsA AJIsl 3TOTO TaKUe
WHCTPYMEHTHI, KaK T€TH JJI1 Pa3METKH “‘IIanku’”’, “ojiBana’, ab3ama u Apyrux
BaKHEHUITUX 371eMeHTOB. [loMHMO TeroB MOIU(PUIIMPOBATH 3JEMEHTHI MOXKHO C
MTOMOIIBIO MPUHAJJICKAIINX UM aTpuOyToB. bpaysep oOpabaTeiBacT naHHBIE TETH
U 3aTe€M OTOOpakaeT MoJIb30BaTENI0 FTOTOBYIO Web — CTpaHuIly ¢ MyJIbTUMEANa
KOHTEHTOM.

CSS — sa3pIK TaOJHIBI CTUIICH, ONTMCHIBAIOIIUN BU3yaIbHBIN TU3aliH
AJIEMEHTOB caiiTa. OH MO3BOJISET pa3padOTYMKAM YNPABIATh BHEIIIHUM BUIOM
HTML — snemeHTOB, BKITIOUas 1IBETA, MPUQPTHI, HHTEPBAIBI U aHUMAIIHIO.
BaxxneimuM npegHa3HaueHUEM 3TOTO A3bIKa SABISETCA OTAEICHUE KOHTEHTA
(HTML) ot nuzaiina (CSS), yTo 1aéT ruOKOCTh U YJI0OCTBO COMIPOBOKICHUS
JA3aliHa CTPaHUIL CaiTa.

Javascript — A3BIK TPOrpaMMHUPOBAHMS BBICOKOTO YPOBHS, KOTOPBIi
obecrnieynBaeT TUHAMUYHOE M MHTEPAKTUBHOE MOBEJCHUE Ha BeO — cTpaHuiax. B
ommmune oT HTML u CSS, xoTopble HCHOIB3YIOTCSA AJISI CTPYKTYPUPOBAHUS U
cTwim3anuu, JavaScript mo3BosisieT pa3paboTuMKaM pPeaqu30BbIBATH CIIOKHbBIC

(yHKUMH, TaKHE KaK NpoBepka (opMbl, OOHOBIIEHHE KOHTEHTa 0€3 mepe3arpy3ku
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ctpanuubl (AJAX), UHTEpaKTUBHbBIE KapThl U aHUMAalUs. DTO HEOThEMIIEMAasi YacTh
coBpeMeHHOro MHrepHera, wacto ucnons3yemas Hapsagy ¢ HTML u CSS m
NOJJIep>KMBaeMasi BCEMH OCHOBHBIMU Opay3epamu.

[Tocne Toro, xak ObLT BhIOpaH SI3bIK JJIS HAMKMCAHUS KIMEHTCKOW YacTH,
HEO0OX0AMMO Takxke BblOpaTh (peiiMBOpK. OH 3HAYMTENIBHO YCKOPUT HANMCaHUE
KO/1a, IOCKOJIbKY B HEM YK€ pellieHbl MHOTO TUIIOBbIE IPOOJIEMBbI, BCTAIOLIHUE MTEPET
pa3pabOTUYMKOM MpU HAMCaHUU Kojia. [l sa3bika Javascript Ha CeroIHAIIHUN IeHb
HauOoJiee MOMYJSIPHBIM penieHueM sBisieTcsi React, MOCKOJIBbKY OH IO3BOJISET
nucaTh THOKUE M KaCTOMHU3UpYyeMbIe MpuioxeHus. Jlanabiii ppeiMBOPK OTIIMYHO

MOJAOMIET JIJIsl HAlMCaHUs CepBUCa XpaHEeHUs (ailyios.
1.2 IIpoexkTrpoBaHmne U pa3padoTKa

KoHnuenrtyanbHO npuiioxkeHue OyAeT COCTOSTh U3 IBYX BaXKHEHUILIUX yacTen —
KIIMEHTCKAasi CTOPOHA W CEpBEpHas YacTh. Peann3oBaHO OHO OyJeT ImyTeM
CTaHJAPTHOTO HAa CETOAHSIIHUN JI€Hb KIMEHT — CEPBEPHOr0 B3aUMOJCHCTBUSL:
KJIMEHT OTBEYAeT 3a MPEAOCTaBIIEHUE MOJIb30BATENIO rpauyecKkoro mHTepderca
(mMyTE€M OTPHUCOBKH 3JIEMEHTOB B3aUMOJICUCTBUSA) U, B COOTBETCTBUU C JICUCTBUSIMU
IIOJI30BATEISI, OTIPABKOM TE€X WM HMHBIX 3allpOCOB HA CEPBEPHYIO 4YacTh, a
CepBEpHasl 4acTb OTBeYaeT 3a 00pabdOTKYy AaHHBIX 3alPOCOB B COOTBETCTBUM C
Ou3HEC — JIOTUKOW MPUJIOKEHUs (HalpuMep, COXpaHeHHEeM (ailioB Ha >KECTKHM
JIUCK) ¥ TIPEIOCTaBICHUEM OTBETOB Ha MOIYYEHHBIE 3alIpOChI MO http — mpoToKoy.
B mpunoxenun OyneT HCMoOIb30BaThes apXUTEKTypHb moaxon REST, nmns
nepeaayr caMmoro “rena’” 3ampocoB OyaeT ucrnonb3oBaThes popmar JSON.

OcCHOBHOM (PYHKIIMOHAJI COCTOWT M3 JIBYX BaXHEHIIMX dYacTeil: pabora c
MOJIB30BATENISIMU U padoTa ¢ ¢ainamu u nankamu. [lox paboTtoii ¢ monp3oBarene
nojapazyMeBaercss  (DYHKIMOHal IO WX  PErucTpaluy, aBTOpU3ALMS U
“paznorunuBanuio’”’. Ilox paboroit ¢ daimamMu U mankamu MOJpa3yMeBaeTCs HX
3arpy3ka, BO3MOYKHOCTh CO3/IaHUSI HOBOM IIyCTOM MamnKW, a TaKXe YJaJeHUe U

INEPpECUMCHOBAHHUEC.
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1.2.1 Peanuzanus cepBepHOI 4acTH.

Kapkacom cepBepHOW YacTH TPWIOKEHUS BBICTyMaeT KOMIIOHEHT
dbperimBopka Spring — SpringBoot. Ero ocobGeHHOCTBIO SBISETCS TO, YTO OH
3HAYUTENFHO YIPOIIaeT Co37aHue BeO — MPUIIOKEHHI, Cpa3y CO cTapTa co3jaBas
OTPOMHOE KOJHMYECTBO HEOOXOMUMBIX ISl (DYHKIIMOHUPOBAHUS TPUIOKEHUS
“OMHOB”, TaKuX, HapuUMep, KaK OWH JJIs B3aMMOJICUCTBUS ¢ 0a30¥l JaHHBIX, U,
COOTBETCTBEHHO, HAM HE HYKHO BPYYHYIO CO37aBaTh U KOH(PUTYPUPOBATH JTaHHBIC
OWHBL. 3a MOJKIIOYEHUE B MPOEKT PA3IMUHBIX OMOIMOTEK U 3aBUCUMOCTEHN OyIeT
oTBe4aTh PperiMBopk Maven.

Jlnst ObIcTpOro M yAOOHOTO CO3/IaHMSI MPWIOKEHHS, C BKIIOUYEHHBIMU CO
cTapTa 3aBHCUMOCTSIMH BOCIIOJIb3yeMcs cepBrucoM Spring Initializr. 1o oHmaitH —
matrgopMa, B KOTOPOU 3aaf0TCS KIIFOUYEBBIC HACTPOMKH Web — MPUIIOKEHUs Ha
Spring, Takue kak BBIOOp si3bIKa mpuiokeHus (momumo Java moctymnHsl Kotlin u
Groovy), Bepcus Spring Boot, kirodeBbie 3aBUCUMOCTH, KOTOpPbIE HEOOXOAMMBI
OyIlyT co crtapTta B IpoOekTe, Hampumep, ApaiiBep PostgreSQL, a cepBuc 3arem
dbopMUpyeT Zip — apXUB, KOTOPHIN MPE/ICTABISAET COOON HACTPOCHHOE IPHUIIOKEHHE
U Ha OCHOBE KOTOPOTO MOXXHO HA4YMHATh IMHCAaTh CBOM COOCTBCHHBIC KJIACChI B
npwioxkennu. Ha pucynke 1.4 mpexacraBien web — wuHTepdelc TaHHOTO

IMPUITOKCHUA.
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initializr

Project Language Dependencies ADD DEPENDENCIES... CTRL+8
O Gradle - Groovy O Kotlin O Groovy

O Gradle - Kotlin No dependency selected

Spring Boot
O 3.3.1 (SNAPSHOT) O 327 (SNAPSHOT) O 326
Project Metadata

Group  com.example

Attifact  demo

Name demo

Description  Demo project for Spring Boot

Package name  com.example.demo

Packaging O War

Java O2 O21

l GENERATE CTRL + & ll EXPLORE CTRL + SPACE ll SHARE... l

Pucynok 1.4 — CepBuc spring initializr ajist ObICTPOTO CO3/IaHUS U

WHUIIMATIN3alun Spring — MpUI0KEHHH

[Tocne Toro, Kak Kapkac MPUIIOKEHHS ObUT CHOPMUPOBAH, CIEAYIOIIUM
[1aroM SIBJISIETCSl CO3/IaHWE TIAKeTOB B TMPHUJIOKEHUU, KaXABIA M3 KOTOPBIX
NPEACTaBIAIOT COOOM OTHENBHBIA CIOM MPWIOKEHUS WU KE TpyHnnupyer
OTIPEICIICHHBIA HAOOp CBSA3aHHBIX KjaccoB. KiroueBbIe TMaKeThl B HAIIEM
npuioxkenuu: controllers, dto, exceptions, models, repositories, services.
PaccMoTpum moapoOHee KaK bl U3 JaHHBIX MTAKETOB U KaKYIO POJIb B MMPUIIOKEHUN
UTPAIOT CTPYNIUPOBAHHBIE B HUX KJIACCHI.

[Taker controllers Bkiowaer B ceOs KOHTPOJUIEPHl —  KIIACCHI,
oOpabaTeIBaroniue http — 3ampockl, MOChUIAEMbIE KJTUEHTCKOM YacThIO MPUIIOKCHUS
Ha CepBEpHYIO Mg 00paboTku NaHHBIX. [IpencTaBieH YETHIPEMS CXOJHBIMU T10
cmbiciy kinaccamu: AuthenticationController — mpuHUMaeT 3anpockl, CBS3aHHbBIE C
peructpaiueil u ayrTeHTuguKanuei monp3zoBarens B npmwioxkeHnu; FileController —
oOpabarbiBaeT 3ampochl, CBsI3aHHbIE € paboTON C daiinamu, Takue Kak HUX
niepelieHne, 3arpyska, ynaienue u 1.7.; FolderController — kiacc, oTBedarommii 3a
paboTy ¢ mamkamMu B 00JIAYHOM XPaHWJIMIIE, 1O CMBICIY CXOX C MPEeIbITyIIUM
knaccoB; SearchController — otBewaer 3a mnouck (ailloB B MNPUIIOKEHUU.
Ob6ocobnenno ot Hux ctouT kinace GlobalExeptionHandler — on peanuzyet noruky
00pabOTKH MCKIIOYEHUH B KOHTPOJUIEpAX, UYTO IMO3BOJISIET LIEHTPAIU30BAHHO

INpOBOJWUTL MOAHHYIO OIICpalyvio, a4 HC B paMKax KaXAOro KOHTPOJIJICpa B
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otaenbHocTH. Ha pucynke 1.5 mpencraBiena UML — aumarpamma ONHCAaHHBIX
KJIACCOB.

9= AuthenticationController
LOGGER Logger
userService UserService

er(User, BindingResult) String

getl String
@ getSi (Model) String
9« SearchController 9% GlobalExceptionHandler
D & searchService SearchService D & MAX_UPLOAD_SIZE String
@ searchByEntry(UserDetailsimpl, SearchDto, Model) Strin ) & L0 Logger =
: z ) sung ® loadExcept ©= FolderController
@ ption (HttpSen g
@ logAllunhandledExceptions (Exception) string D & LOGGER Logger

olderService FolderService

Folder(UserDetailsimpl, String) String

loadZippe dFolder (UserDetailsimpl, String, HttpServietResponse
Folder(UserDetailsimpl, String, FolderCreationDto, BindingRest
) String

9 = FileController
LOGGER Logger

FileService Isimp}, String, Model, HttpServietRe
@ uploadFiles(UserDetailsimp, String, FilesUploadDt i | String, ObjectMoveDto, Model,
le{UserDetailsimpl, String) String eFoldeUserDetailsimpl, String, ObjectRenameDto, BindingRes
adFile (UserDetailsimpl, String, HttpSer void P, String, ObjectMoveDto, RedirectAttribut

| String, Model) String
Detailsimpl, String, FilesUploadDt

File(UserDetailsmp), String, ObjectRenameDto, BindingResult

moveFile(UserDetailsimpl, String, ObjectMoveDto, RedirectAttributes
@ getFileM

orm(UserDetailsimpl, String, ObjectMoveDto, Model, Ht
@ getFileRenameF orm(UserDetailsimpl, String, Model, HttpServietRequ:

Pucynok 1.5 — UML auarpamma Kj1acCoB — KOHTPOJJIEPOB

Crnenyromuii mpeCTaBICHHBIA B CEPBEPHON YaCTH MPUIIOKEHUS TTakeT — dto.
B nannom nakere cobpansl kinaccsl rpymnmbl DTO — 9T0 maTTepHsb! MO/ Ha3BaHUEM
“Data Transfer Object”, cyTb KOTOPOTO COCTOUT B TOM, UTOOBI OTIETUTH COCTOSIHUE
O00BEKTOB MPHJIOKEHUS Ha CJI0€ MPECTaBICHUS OT COCTOSIHUS Ha CJIO€ JOMEHHOMN
Mozenu. Hampumep, HaM MOXeET MOHAI00UThCs y oObekTa moje id, yToObl MbI
MOTJIM COXPaHUTh €ro B 0a3y JaHHBIX U 3aTE€M MPOU3BOJIUTH IOUCK IO JAHHOMY
HOJII0, OJTHAKO JaHHasi MH(OpMAalLKs U3IUIIHAS Ha CJI0€ NMPEICTaBICHUS, TIO3TOMY
MBI CO3J1aeM NpOMeKyTOUHbIN Kitacc — DTO, B KOTOpoM IpeacTaBiieHbl KIKOYEBBIE
noJisi Kiacca, Ho orcyTcTByeT mnoje id. Ha pucynke 1.6 mpencraBnena UML —

AuarpamMma KJjiaCCoB U3 IMAKCTa dto.
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©* ObjectinfoDto

isFolder boolean

@

©* FolderCreationDto ©* ObjectRenameDto

—~

(f) & parentFolderPath String ®

N
—

-

path String

\

newName String

=

N
= (=
p—y ~

lastModified LocalDateTime

)

(f) & newFolderName String ®

objectPath String

size String

)
)

—_
=
=

name String

©* FilesUploadDto
() # files List<MultipartFile> 0

®

ObjectMoveDto

newQbjectPath String
oldObjectPath  String

©®« SearchDto
() & query String

~

,A
—h

[

=

(f) @ parentFolderPath String

Pucynoxk 1.6 — UML nuarpamma DTO knaccos

Crnenyromuii makeT B MPWIOKEHUH — MakeT exceptions. [[aHHBIN maker
XpaHUT B ce0e Kiacchl, OTOOpa)kalollMe BO3HUKILYI0 B MPUIOKEHUU
UCKITFOUNTEIBHYIO CUTYAILMIO — TO €CTh HEKYIO OIIHOKY, KOTOPYIO IIPU KOPPEKTHOU
paboTe nporpaMmMbl ObITh HE TOJKHO. B 11e10M, B s3bIke Java ecTh KIII0UueBOM Kiiacc,
OTOOpaXKAIOMIMKM HCKIIOYEHHS, BO3HUKILKE BO BpeMsi pPabOThl MpOrpaMMbl —
RuntimeException, 1 MOXHO OBLIO OBl MOJB30BAaTHCS HCKIIOUHUTEIBHO ATUM
pelieHreM, HO KpaiiHe kelaTesbHO, YTOObl UCKIII0OUEHHE HE MPOCTO OTOOpaXkajo
UCKJTFOUNTEIBHYIO CUTYAINIO, HO U3 €r0 Ha3BaHMs (Ha3BaHMs Kacca UCKIIOYEHUS)
TaK)K€ MOKHO ObLIO OBbI BBISICHUTH KOHTEKCT MOSBIICHUS JAHHOTO HMCKIIIOUEHHUS, TO
€CTh M0 KaKOW MpHUUYMHE OHO OBbLIO BBIOpOIIEHO. J{J1s 3TOro pa3paboTYUKU CO3AA0T
CBOM KJIaCChI — HCKIIFOUEHMSI, HACIeqysICh OT Kiacca RuntimeException, u Takas xe
JIOTUKA pealii3allii HUCKIIOYEHHUH TpeACTaBleHa U B JaHHOM mpuioxeHuu. Ha
pucynke 1.7 ma UML — paumarpamme oTOOpa)K€Hbl KJIACChl — HCKJIIOUYEHUS,

IpeCTaBIICHHBIC B ITAKETE exceptions.
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00J1acTh npuiiokeHus. JlaHHbIe KJIacChl HA3bIBAIOTCA MOJIEISIMU, TOCKOJIbKY UMEIOT
B ce0e TOJBKO ToJisA, 0e3 METO/IOB, a TaAKKE OTOOPaKAIOT JIBE TJIABHBIE CYIIHOCTH

npwiokeHuss — (aitnel 1 nons3oBarenu. Ha pucynke 1.8 mokazana UML —

@» UsernameAlreadyExistsException

™ % UsernameAlreadyExistsException(String, Throwable)

© = ObjectUploadException
%« ObjectUploadException(String)

(@ % ObjectUploadException(String, Throwable)

[Taker models xpanuT B cebe Kiacchl, MPEACTaBISIONINE CO00 JOMEHHYIO

© = ObjectAlreadyExistsException
M = ObjectAlreadyExistsException(String)

© = ObjectNotExistsException
@ = ObjectMNotExistsException(String)

& * MinioOperationException
™ = MinioOperationException (Throwable)

Pucynok 1.7 — UML nuarpamma KjaaccoB UCKIIOUCHUN

JuarpamMma JaHHBbIX KJIdCCOB.

U UX pealu3auus s JOCTyINa K UCIHOJIb3YEMbIM B IMPUJIOKEHUM XpaHUIUIIAM
(koukpetrnee, CYBJ| mig xpaneHnus uHOOpMAIMK O IMMOJIL30BATEIAX U Minio s
xpanenus (¢aiinoB). JlanHple Kimaccel (QOPMUPYIOT KOHKpETHBIN 3ampoc k API
XPaHWINII, 3aMKUChIBAIOT B HUX HEOOXOAUMYIO0 MH(POPMAIIUIO, COOTBETCTBYIOIIYIO
OW3HEC — JIOTMKE MPWIOKEHHS W BO3BpamawT €€ Ha ciod “Beuue”. U3
0COOEHHOCTEH peanu3aluu JAHHOTO CJI0sI B IPUIIOKEHUU MOKHO BBIIETUTH TO, UTO
st poctyna k CYBJl mocraTtouno yHacnenoBaTbes OT kiacca JpaRepository,
KOTOPBIA MO YMOJYaHUIO MPEIOCTABISET java — METOJIbl, KOTOpBIE 3aTeM OyAyT
KOHBEPTUPOBaHbI B Sql — 3ampockl, TO €cTh pa3pabOTYMKy HY>KHO MPOMHUCHIBATH

TOJIBKO KOHKPETHYIO, “KaCTOMHYIO” JIOTHKY, OTHOCSILIIYIOCS K €r0 IPUIIOKEHUIO, B

[TakeT repositories — BAXKHEUIINN MaKeT, B HEM MpeICTaBIEeHbI HHTEPENCHI

© % ObjectInfo ©= User
(f) & objectPath ObjectPath @ & id int
® & size long (f) @ username String
(1) & lastModified LocalDateTime (f) & password String

Pucynok 1.8 — UML nuarpamma kiaaccoB MOEIEH

Nam.

Nner

Ne nokym

Mognuck [ata
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TO BpeMs Kak Ui JOCTyHa K XpaHwiuiry Minio BCIO JIOTHKY HEO0OXOIMMO

INOJHOCTBIO IIPOIMHUCBIBATH C HYJA, OAHAKO B HCJIIOM Ha CKOPOCTH pcainu3alnu

NPWIOKEHUS 3TU OCOOEHHOCTH HE CKa3blBalMch. Ha pucynke 1.9 mpexacraBieHsl

UML — nuarpamma KJ1accoB, BXOJSIIIMX B MaKeT repositories.

B
boalean

int
MinioOtjectPath
boalean
MiniaObjectPath
String

String
String, Stringl  MinioObjectPath
NatNullAndNotEmpty(String) void

MiniaObjectPath
MiniaObjectPath
0k

String
String
String

1= ObjectPathFactory
T otFeldedint) ~ ObjectPath @-——--—————7——- \
int, String) ObjectPath

(D« ObjectPath

ObjectPath
x{String, String) ObjectPath

) ) boolean

i = getPath) String

—=—P|fi & getFullPath) String

ge amel) String
sinFolder(ObjectPath)

<« MinioObjectPathFactory

( « compase(int, String) ObjectPath

ObjectPath
ObjectPath

"« FileRepository
slder(ObjectPath, ObjectPath) void
t{ObjectPath)
{ObjectPath) List<Objectinfo>
Recursive{DbjectPath, boalean) List<Objectinfo>
Path) u
{ObjectPath)
bjectPath)
bjectPath, InputStreany
eFolde{ObjectPath)
veFile{ Object Path, DbjectPath)

UserRepository
sername(String)

boolean
boolean

rname(String) Cptional<User>

== MinioRepository

Logger
client MiniaClient

String

(Item, ObjectPath)
)
ecursiveObjectPath, baolean)
teFilObject Path, InputStrean) vaid
bjectPath, ObjectPath) vaid
tPath, ObjectPath) vaid
ObjectPath)
ctPath)
ObjectPath) boolean
ilePath(ObjectPath} vaid
jectPath) InputStream
jectPath) vaid

List<Objectinfa>

arams(ObjectPath, boolean, boolean) List<Objectinfo>
ObjectPath) vai
LeFild ObjectPath) vaid
jectPath, ObjectPath) vaid

sjectinfoliter) Objectinfo

Pucynok 1.9 — UML auarpamma kjiaccoB — “perno3uTopuen”

[Taker services BKJItOUAET B c€0sl KJIACCHI, MPEACTABIISIONINE CO00M OM3HEC —

JIOTUKY npuitokeHus. Ilociie Toro, kak Ha KjIacChl IPYIIEI “‘KOHTPOJUIEP” MPUXOIUT
9

KOHKPETHBIN 3ampoc, JaHHBIN 3ampoc “MOChUIAeTCs’ HA YPOBEHb OM3HEC — JIOTHKH,

IJIC Yalie BCEro BBITIONHSAIOTCS pas3IndHbie OM3HEC — “POBEPKH’’, TMPOUCXOIHT

oOpareHre K BHEIIHMM HCTOYHHMKAM XpaHeHuss MHoOpMaiuu, UAeT oOpaboTka

IMOJIYYCHHOTO OTBCTAa MW HNPCACTABICHHUC JaHHBIX B YI[O6HOM A CJIOs

npcaACTaBJICHUSA BUC. Haz:o 3aMCTHUTDh, YTO OIIMCAHHBIC OIICPpAllMK OIINMOHAJIbHBI U

BBITIOJIHAKOTCA B 3aBHCHUMOCTH OT TOIO,

KaKOW KOHKPETHO MeToj OyJer

BBINIOJIHATHCS. B ciyuae pazpabaThiBaeMOro npujioKeHUs KIacchl ¢ios “cepBuca’

Nam.

Jner Ne nokym

Mognuck [ata

Nuer
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peanu3yoT JIOTHKY M0 paboTe ¢ daiiamu, rmarnkamu, mojab30BaTeIs MU U MTOUCKOM

¢aiinos u nmanok. Ha pucynke 1.10 nokazana UML — nuarpamma 1aHHBIX KJIacCOB.

© = SearchService

) = fileRepository FileRepository
) & objectPathFactory ObjectPathFactory © = FolderService

@ &« areNamesMatch(String, String) boolean (0 & fileRepository FileRepository
@) = searchObjectsByString (int, SearchDto) List<ObjectinfoDto> (® = fileService FileService
(1) = objectPathFactory ObjectPathFactory
@ = writeObjectToZip(ZipOutputStream, ObjectPath)  void
@ = createSingleFolder(int, FolderCreationDto) void
L= UserService @ = renameFolder(int, ObjectRenameDto) String
() = passwordEncoder PasswordEncoder @ = getFolderObjects(int, String) List<ObjectinfoDto>
() & objectPathFactory ObjectPathFactory . . @ = createFolderWithintermediate(ObjectPath) void
() & userRepository UserRepository filsSenics @ = saveFolder(int, FilesUploadDto) void
(0 = fileRepository FileRepository ) & fileRepository FileRepository @ = moveFolder(int, ObjectMoveDto) String
) & LOGGER Logger objectPathFactory ObjectPathFactory @ = getMoveCandidatesForFolder(int, String) List<String>
@ = createUserHomeFolder(int) void “n} renameFie{int, ObjectRenameDto) String @ = writeFolderContent(int, String, OutputStream) void
@ = loadUserByUsername(String) UserDetails UE) getFileContent(int, String) InputStream @ = validateFolderExists (int, String) void
@ % createUser{User) wvoid l[:y‘ deletefile(int, String) String @ W deleteFolder{int, String) String

@ = validateFileExists (int, String) void

@ = saveFiles(int, FilesUploadDto) woid

@ % moveFile(int, ObjectMoveDto) String

@ = saveFile(ObjectPath, InputStream) void

@ = getMoveCandidatesForFile(int, String) List<String>

Pucynok 1.10 — UML puarpamma kiaccoB — “CepBHCOB”

[Taker utils — oObenuHseT “yTUnuTapHble” KJIacChl — BCIOMOTAaTEIbHBIC
KJIACChI, B KOTOPBIX MPEACTABICHBI TOJBKO CTATUYECKUE MOJsl U METO/bl. JlaHHbIE
METO/Ibl BBINOJHAIOT CXOXKHE MO CMBICIY 3aJayd (Hampumep, MaTeMaTHYecKue
OMepaly HaJ YUCIOBBIM THUIIOM JaHHBIX W T. 1.). B JaHHOM MNpuUIIOXKEHUU
OCHOBHBIE OIEpallii, BBHIMOJIHAEMbIE KllacCaMu: ‘‘TiepeBOjl’ pa3mepa (Qaiina B
gyuTaeMbli  (opmar, “MmammuHr” KiaaccoB — wmoxaenedr B DTO — kmaccsl,
nepeKoHBepTUpoBaHue myTei k daitmy u 1.1. Ha pucynke 1.11 mokazana UML —

AuarpaMma JaHHBIX KJIaCCOB.

© = ObjectinfoMapper
@ toDtoForList(ObjectInfo) ObjectinfoDto
(™ = toDtoForSearch(Objectinfo) ObjectinfoDto

©#= PathConverter © = FileSizeConverter

® i
@ = fromUrlParam(String) String D @ units String[]
@ & convert(String, boolean) String @ = toHumanReadableSize{long) String
@ = toUrlParam(String) String

@ fromUrlParam(String, boolean) String

© = PathUtils
@ = extractObjectName(String) String
@ = extractFirstFolderName(String) String
@ & assemble(String, boolean) Map<String, String>
@ = getPathParam(String) String
@ assembleBreadcrumbsFromPath(String, boolean) Map<String, String>
@ = assembleBreadcrumbsFromPath(String) Map<String, String>

Pucynok 1.11 — UML auarpamma “yTHUIHTapHBIX KJIACCOB
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[Tocnennuii maker, NMpeACTaBICHHBIA B NMpuiokeHuu — maker validators. B
HEM TIPEACTaBIICHbl KJACChl, MPOBEPSIOUIME BAJIUAHOCTh Ha3BaHUsA (DAIIIOB,
co3maBaeMbIX nosb3oBaresieM. Ha pucynke 1.12 npencraBnena UML nmarpamma

KJIaCCOB B JaHHOM IIaKCTC.

(@« FilenamesPattern

~
i

3

N N

message() String

~

3

payload() Class<Payload>[]

73

regexp() String

=

4N

groups() Class<?>[]

© = FileNameValidator
(® & regexp String
(M % initialize (FilenamesPattern) void

(M = isValid(List<MultipartFile>, ConstraintValidatorContext) boolean

Pucynox 1.12 — UML auarpamma kiraccoB maketa validators

1.2.2 Pazpabotka b/

B npunoxenun OyaeT WCMONB30BAaThCA JIBa THUNA XpaHWIWIIA IS
coxpaHeHus AaHHbIX — PostgreSQL u Minio. PaccMoTpum noapoOHee Kaxablid U3
HUX.

[Ipensapurensuyto HacTpoiiky CYBJ] PostgreSQL, a uMmeHHO co3gaHue
caMoi 0a3bl JaHHBIX U 3aIIUTY 0a3bl JAHHBIX MAPOJIEM MOKHO Peaii30BaTh Yepe3
rpaduaeckuit kimeHt st OC Windows pgAdmin 4. Ha pucynke 1.13 uzo0paxén

JAHHBIN rpaduYeCcKuiil KIIUEHT.
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W pgAdmind - o x
File Object Tools Help

wser =
Browsel 3

Y |Q »>_| Dashboard Properties SQL Statistics Dependencies Dependents Processes < > '%gl

v B Servers (1) & | postgres/postgres@PestgresalL 15 v B vl

v B} PostgresaL 15 N = o I —
m v /A Y v Nolmt v m pvO @O~ % D=0

v = Databases (1)
~ postgres | Query  Query History /' ScratchPad X v
> [ casts 1_| _
> & catalogs
> [ Event Triggers
> T Extensions
> = Foreign Data Wrappers

> 5 Languages

» & publications Data Output Messages Notifications 2

> % schemas

s 43 Subscriptions @ No data output. Execute a query to get output

> &b, Login/Group Roles

> Tablespaces

Total rows: 0 of 0 Ln1,Col 1

Pucynox 1.13 — I'paduaeckuit kmuent pgAdmind

[Tocne Toro, kak 6a3a TaHHBIX HACTPOEHA, HEOOXOAUMO MOAKIIOUNTHCS K Her
yepe3 Haule Java npuiokeHue. [ 3Toro nmponumemM HaCTPOWKHU MOAKIKOYEHUS B
daiine application.yml. Ha pucynke 1.14 nmokaszansl IpoONUCaHHbBIC TSI COSTUHEHUS
HacTpoiiku. Ham He HyXHO OyAeT Bpy4yHYIO cO3JaBaTh OWH cOeAUMHEHUs ¢ 0azoi
naHHbIX, SpringBoot caemnaer 310 3a Hac.

spring:
datasource:
username: postgres

password: postgres
url: jdbc:postgresql://localhost:5432/cloud-file-storage

Pucynok 1.14 — Hactpoiiku Ay nogxatoyeHus K 0a3e TaHHbIX

[Tocne 3TOro Mbl MOXKEM CBOOOIHO OOpamaThes K 6a3e TaHHBIX U COXPAHATD
B He€ 00BEKTHI Halllero npuioxxeHus. Hanbonee y100HO 3T0 MOXKHO CAENaTh Yepe3
oubnuoreky SpringDatalJpa. Oto unTepdeiic, Bxondmuid B 3KocHCTEMY Spring,
koTopsiii npenoctaBisier API nns Bzaumopeiicteus ¢ CYBJl. Ucnonk3oBaTh ero
MO>KHO CO3J1aB CBOM KJIacC, yHACJIEJOBaHHBIN OT TaHHOTO UHTEep(eiica, a B generic
TUIIE UHTepdeiica yKazaTh THII, UCIIOIb3yEMbIi B COOTBETCTBYIOIICH TabIuIe KaK
id, ¥ camy CYIITHOCTb, KOTOpasi OyAeT COXpaHAThCS B 0a3y JaHHBIX.

baza nanHbIX Oyner XpaHuTh B ce0€ BCEro OJHY TaOJMILy MOJ Ha3BaHHEM

users. B Heli Oynet xpanutbcst nHGOpMaIHs o mosib3oBaTesne (Tadmnumia 1.1).

Nuer
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Tabnuna 1.1 — AtpulyTsi cymuoctu “Ilonbp3oBaTenn’

HaumenoBanwne atpubyra Tun O0s3aTeNbHBIM
Wnentudukarop nonap3osarens | Llenbri [a
O3epneiim nosib3oBaTes Crpoka Ja
[Taposs nosb30BaTEIS Crpoka Ha

XpaHenue (ailioB B MpWIOKEHUU OyAeT peaau3oBaHO uepe3 Amazon
S3(Simple Storage Service). DTo cepBUC O0O0JAYHOTO XPAaHWIMINA JIAHHBIX,
npeacTaBiseMblid komnanuii Amazon Web Services (AWS). OH nipeHazHaveH s
XpaHEHUs U U3BJICYCHHUSI TIOOBIX 00bEMOB JIaHHBIX B JIF000€ BpeMsl U3 000 TOUKU
Mupa. S3 HCHONB3yeTCA IS XPaHCHWs] JAHHBIX, TAaKUX Kak wmeauadanibl,
JIOKYMEHTBI, PE3E€PBHBIC KOTIMH, JIOTH, U APYTHX TUIIOB JaHHBIX.

Jnst Toro, 4TtoOBI BOCIOJB30BATHCS JAHHOM TEXHOJIOTHEH, HEOOXOIUMO
Oylner 3arpy3uthb M JIOKaJlbHO pa3BepHyTh Minio. Minio mpeaocTaBiseT
BBICOKOTIPOM3BOIUTEIHLHOE, MACIITAOMPyEeMOe B O€30ITaCHOE XPAHIIIHIIE TAHHBIX C
unTepdeiicom, coBMectumMbiM ¢ Amazon S3. K ero riaBHbIM mpeumMymiecTBaM
OTHOCSATCS  BBICOKAasi  MPOU3BOJUTENBHOCTh, 0O€30MaCHOCTb M MPOCTOTA
pasBepTbiBaHus W ynpasieHus. Ha pucynke 1.15 mokazaHo NOIKIIOYEHUE K
JAHHOMY XpaHUJIUIILY B KOHCTPYKTOpe Kiacca MinioRepository. [Tocne sToro B HéM
MOHO co31aTh bucket u coxpaHnsTh B 1aHHBIN bucket monbs3oBaTenbckue Qanbl.

public MinioRepository(Environment env) {
String endpoint = env.getProperty( key: "minio.endpoint"”, defaultValue: "Localhost");
String accessKey = env.getRequiredProperty( key: "minio.username");
String secretKey = env.getRequiredProperty( key: "minio.password");

client = MinioClient.builder()
.endpoint(endpoint)
.credentials(accessKey, secretKey)
.build();
LOGGER.info("Connected to MinIO0 server successfully. Endpoint: {}", endpoint);

createRootBucket();

Pucynok 1.15 — IMoakimrodenue k xpanunuiry Minio

Nuer
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Bce daiiner OyayT nexats B onHOM bucket, a monubIil myTh 10 Qaitna Oyaet
COCTOSITh M3 COBOKYMHOCTH PpOJUTENBCKOW TAamKd — HWMEHHU TIOJIbh30BaTels,
coxpanuBiero ¢aina, u camoro HazBanus (aiina. Ilonp3oBaTtens Oyner uMeTh
JIOCTYII TOJIBKO K CBOEH Marke.

1.2.3 Pa3paboTka KJIMEHTCKOM 4acTu

Knuentckyro wacTh mpuioxkeHus peanusyeMm Ha (perimBopke React.
['enepanysi MCXOIHOTO KOAA KIMEHTCKOM YacTH W YCTaHOBKAa HEOOXOIUMBIX
OUONMMOTEK MPOU3BOAUTCS C TMOMOINBIO npX. NpX — HHCTPYMEHT, KOTOPBIH
UCIIOJIb3YETCSI JUIsl BBIMOJTHEHUS MaKeTOB node.js W MO3BOJSET JIETKO BBIMOIHATH
HEOOXOMMbIC OMNEpalUy IS MPEeIBAPUTEIIHON HACTPONKM MPUIOKECHHUS 4Yepes3
KOHCOJBHBIA TepMHHAN. Takke HWMIOPTUPYEM B MPHIOKEHUH OHOIMOTEKY
Bootstrap nnst ucnosib30BaHUsI TOTOBBIX CTHJICH. B JaHHBI MOMEHT KIMEHTCKas
4acTh  MPWIOXKEHHS YK€ MOXeT ObITh  3alylieHa s [POBEpPKHU
paboTOCIOCOOHOCTH, OAHAKO MOKAa OHAa HUKAK HE CBSI3aHA C CEPBEPHOM 4YacTb.
3anmycTUM KOJl U OTKpoeM npuiioxkeHue o aapecy http://localhost:3000. Pesynsrat

JTAHHBIX JICVCTBHE NOKAa3aH Ha pucyHke 1.16.

Editsrc/App.is

Learn B

Pucynok 1.16 — Pe3ynbTaT 3anmycka KIMEHTCKOW YaCTU NMPUII0KEHUS

s Toro, d9roOBl KIMEHTCKas 4YacTh MOIJIA TIOCHUIATh 3ampoChl Ha
KJIMCHTCKYI0, HEOOXOJMMO SIBHO IpomnucaTh B package.json cBoiicTBO "proxy':

http://localhost:8080.

Nuer

nry1.090301.12.001 13

Nam.

Nner Ne nokym Mognuck [ata

31




[IpunoxxeHue Ha react COCTOMT U3 KOMIIOHEHTOB, NPEACTABISAIOMUX U3 ce0s
coueranue html u javascript koza, KOTOpbIil 3aTem OyaeT 00paboTan ppeiMBOPKOM
u BcTpoeH B DOM — nepeBo caita. Bce KOMIIOHEHTHI HACIEAYIOTCS OT TJIABHOTO
Component ¢ MoOMONIbIO KJIOYEBOTO ciioBa s3bika extends. Ha pucynkxe 1.17
pUBEeHa YacTh KOJa KOMIIOHEHTa login.

Bcero B mnpwioxkennn 10 OCHOBHBIX KOMIIOHEHTOB: login, signup,
breadcrumbs, navbar, error, main, move, rename, search, app. KommnoHeHTHI
MOCBUTAIOT 3aMpOC HAa CEPBEPHYIO YacTh C MOMOIIBI0 MeToa await fetch(), a Taxxke

0TOOpaXKAIOT KIMEHTCKUN nHTEpdelc ¢ moMoIsio Metoa render().

import React, { Component } from 'react’;
import 'bootstrap/dist/css/bootstrap.min.css’;
import 'bootstrap/dist/js/bootstrap.bundle.min’;

Login Component {
(props) {
props);
.state =
username:

password: R
error: g

3

.handleSubmit = .handleSubmit.bind 8
.handleInputChange = .handleInputChange.bind

}

handleInputChange(event) {
name, value = event.target;
.setState({ [name]: value });

Pucynok 1.17 — Ko xomnonenTa Login

ITocne Toro, Kak Bce KOMIIOHEHTBI Oy1yT CO3/1aHbI, C TIOMOILIbI0 MHCTPYMEHTA
React Router nmponumeM B INITaBHOM KOMIIOHEHTE app POYTHHI, 3aKpEIUISIOLINN
KOMIIOHEHTHI 32 KOHKpeTHBIM url anpecom. [Ipumep kojia poyTHHra pecTaBieH Ha

pucyske 1.18.
Route path="/" exact={ } component={Main}

Pucynok 1.18 — POyTUHT KIIMEHTCKON 4acCTH MPUIOKEHUS
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1.3 AHajau3 pe3yJbTaToB

Pe3ynbraTom paboThl BBITIOJIHEHUS BHIIICONMCAHHBIX ACHCTBUM SBIsSETCS
KJIIMEHT — CEpPBEpPHOE MpUJIOKEeHHE, oOnayHoe Xpanunuule ¢ainos. JlanHoe
NPUIOKECHUE  TPEAOCTABISACT  CICAYIOMMUA  HAOOp  BO3MOXHOCTEH IS
MOJIb30BATEIA:

— perucTtpanusi HOBOro moJib30BaTels;

— aBTOpPU3aLIMS CYIIECTBYIOLIETO MOJb30BATES;

— 3arpy3ka (aiioB U Namnok;

— MOUCK (PailyIoB M MoK M0 Ha3BAHMIO;

— oToOpaxeHue cnucka (HaiyioB B TEKyIEH TUPEKTOPUH;

— MEepEeuMEHOBAHNE U y1alieHue (paiioB U Marok.

Ha pucynke 1.18 npencraBnena UML — auarpamma BapuaHTOB
UCIIOJIb30BAHUS IPUIIOKEHUS TI0JIb30BATEIIEM.

[TpoBepuM pabOTOCTIOCOOHOCTH MPUIIOKEHUS TyTEM PYYHOTO TECTUPOBAHUS.

IIpu 3amycke MpUIOKEHUS, MOCKOJIBKY Y HAac €HI€ HET MO0JIb30BATEIbCKOIO
aKKayHTa, HaM OTKPBIBAE€TCSI OKHO PETUCTPALlUM U aBTOpPU3AIMU, TTPEICTABICHHOE

Ha pucyHke 1.19.

Drive

Welcome to Drivel

Username

Password

em o

Pucynok 1.19 — OxHO peructpanuu 1 aBTOpU3aLUHU B IPUIOKEHUN

3ap€FI/ICTpI/Ipy€M HOBOI'O IIOJB30BaTcijii 1104, TCCTOBBIMHM JAaHHBIMH

admin/admin. [Tociie Toro, kak peructpaius ycremHo 3aBepIlieHa, aBTOpU3yemcs B
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IIPUITOKCHHU. ABTOpI/IBaHI/IH TAKIKC IIpOoIjia YCIICHIHO, XU MBI II0IIaAdCM Ha I'NTaBHYTO

CTPaHMILY IPUIIOKEHUS, UYTO OTOOpakeHo Ha pucyHke 1.20.

Home Upload file | Upload folder

This folder is empty

Pucynok 1.20 — I'naBHast cTpaHua npuioKEeHHs

Co3naguM HOBYIO MankKy — JJisi 9TOTO HaxxMeM Ha kHOTMKY New folder u
HazoBeM manky folder — 1. Ha pucynke 1.21 ortoOpaxeHa yCIEIIHO CO3JaHHAas

Imarka.

—
Home New folder | Upload file | Upload folder

Name Size Last modified

£ folder — - (L)

Pucynok 1.21 — HoBas manka folder — 1 cozmana u oro6pakaercs Ha

rJIaBHOU CTpaHUILC ITPHUIIOKCHUSA

[IpoBeprM BO3ZMOXKHOCTH 3arpy3KU TaHHOM MAaMNKu K cede Ha komnbiotep. s
3TOTO HAaXXMEM Ha CTPENKY 3arpy3K, KOTOpas pacIoyiaraercsi OKOJIO Ha3BaHUs
KoMmaHuu. Buaum, uto manka ycnemrHo 3arpy3miachk Ha [IK. 910 orobpaxeno Ha

pucyske 1.22.
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NcTopua nocnegHUX ckaumMBaHUN ® ‘

folder-1.zip

22 b * 3 MWMHYTEI H32343

Pucynox 1.22 — Ianka ycnemrno 3arpyxena Ha [1K gepes Opaysep

[TompoOyem coXpaHUTh B CO3AaHHYIO HaMU Manky (aiin. [ 3Toro HaxxmMeM
Ha He€ W momageM BHYTpb manku. [locnme storo Haxxmem kHomky Upload file u
3arpy3uM ¢ KOMIIbIOTEpPA 3apaHee 3arOTOBICHHBIA TeCTOBbIN (aiin. daiin ycnemHo

3arpy’keH B 00JIauHOE XPaHWIIMIIE, ITO NMOKa3aHO Ha pucyHke 1.23.

Drive 3dm.n —
Home / folder-1 Upload file | Upload folder

Name Size Last modified

O testfiletst b 05 vioH. 2024, 22:18 ‘:‘ ‘:

Pucynok 1.23 — ®aiin1 ycnemHo 3arpy>keH B CO3JJaHHYIO paHEE ManKy

[TpoBeprM BO3MOKHOCTH NepenMeHoBaHus (aiina. /[yt 5Toro HyKHO HaXXaTh
Ha TPU BEPTHKAIBHO PACMOJIOKEHHbIE TOYKHA OKOJIO Ha3BaHuA (haiia U BbIOpaTh
kHonKy Rename. HoBoe na3Banume ykaxem kak test file — 2. IlepeumenoBanue

MIPOU30LUIO YCIEUIHO, PE3YJIbTAaT MOKEM BUJIETh HA pUCYHKe 1.24.

Dnve ad m.n Sea’ -
Home / folder-1 New folder | Uploadfile | Upload folder

Name Size Last modified

D) testfile- 2.txt 0b 05 uton. 2024, 22:27 \:\ |:\

Pucynok 1.24 — Ycneuninsie pe3ynbTar nepeMMeHoBanus Qaitna

[IpoBepum Terneps BO3MOKHOCTD NepeMenieHus gaitna Mexay nankamu. s
storo BHyTpu nanku folder — 1 cozpagum nmanky folder — 2. Jlanee Haxxmem cHOBa

Ha TPU TOYKH, PACTIOJIOKEHHbBIE OKOJIO Ha3BaHue ¢aiiia, U BHIOEPEM OIIIMIO MOVE.

Nuer
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B pesynbraTe y Hac otkpoercs okHo “Target location”, B KOTOpOM MOKHO BBIOpATh
Tr00YI0 MarKy, CO3aHHYI0 B MPUJIOKEHUH, KPOME TOH, B KOTOPOH XpaHHUTCS caM
¢aitn. Beibepem e€ u Haxkmem kHOMKY move. [lepememienue ¢aiina mpousomnuio

YCHEIIHO, MOKEeM HaOJI01aTh 3TO Ha pUCYHKe 1.25.

orive . —

Home / folder-1 / folder-2 New folder | Upload file | Upload folder

Name Size Last modified

D) testfile- 2.t 0b 05 wioH. 2024, 22:35 \:\ \:\

Pucynok 1.25 — Pe3ynbTaT nepemMeniienus ¢aiisia B Ipyryro Nanky

[IpoBepuM nmanee BO3MOXHOCTH Toucka aima. s 3TOro BBEpXy B

MOMCKOBOM cTpoke BBesieM Ha3zBaHue nanku folder — 1. Ha pucynke 1.26 nokasano,

YTO IMOUCK IIAIIKH YCIICHIIHO OCYHICCTBJ'IéH.

fo‘de’-1

Search results

Name Size Last modified

0 folder-1 — 05 nioH. 2024, 22:02

Pucynok 1.26 — Pe3ynpTrar 1moucka B IpUiI0KEHUN PaHEE CO3JaHHOU ITANKH

AHaIOTUYHO YCIENTHO HalIeH U (aiiy, 3TO OTpakeHo Ha pucyHke 1.27.

Drlve adn"‘“ - f”e . 2

Search results

Name Size Last modified

[) folder-1/ folder-2 / test file - 2.txt Ob 05 ntoH. 2024, 22:35

Pucynox 1.27 — Co3nannblii paHee (aiin yCrenrHo Hai/IeH B PUIOKEHUU

Teneps nmpoBeprM BO3MOXKHOCTh yaanieHus (aitmos. J[s 3Toro HakMeMm Ha
TPU TOYKHM Yy Ha3BaHMs CO3JIaHHOTO ¢aiiia u aanee HaxkmeM Ha KHomKy delete. Ha

pucyHke 1.28 nokaszaHo, 4To ¢aiisl yCrenHo y1anéH.
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Drlve adn_’"“ —

Home / folder-1 / folder-2 New folder | Upload file | Upload folder

This folder is empty

Pucynok 1.28 — Co3nannblii panee (aitn ycnemHo yaainés u3 nanku folder-2

Ocy11ecTBUM MOCJEAHIOI0 TPOBEPKY B MPUIIOKEHUU — BOBMOKHOCTH BBIX0/1a
n3 npunoxxenus. Haxxmém Ha kHonky Logout B mpaBoM BepxHeM yriry. Pesynprarom
OyJzieT To, 4TO HAC “TEPEKUJIBIBACT HA CTPAHUILy aBTOPH3AIMH. DTO OTPAKECHO Ha

pucyHke 1.29.

Drive

Welcome to Drive!

Username

Password

. JER

Pucynox 1.29 — BbIxo/1 U3 NpuiIoKeHUs yCIEIIHO OCYIIECTBIEH

Takum oOpazoM, pydHOE TECTHPOBAHHUE TIOKA3allo, YTO TMPUIIOKECHHE
YCHEIHO (PYHKIIMOHUPYET U BBIMOJIHSIET BECh paHEE 3asBJICHHBIA (PYHKIIMOHAIL.

baros B xo/1e sKcIUTyaTauy NpUiI0KeHHsI OOHAPYKEHO HE ObLIO

Nuer
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2 Oxpana Tpyna

B coBpemenHoMm oO0miectBe, OYEBHMJIHO, NPOUCXOAUT BCE OobILIAs
nudpoBuzanms Bcex chep B KU3HU, YTO BICYET 3a COOOM TO, UTO YK€ HE TOIBKO
pa3paboTYMKH MPOBOJAT MPAKTUUECKH BCE CBOE pabouee Bpems 32 DBM, HO Takxke
U y OrPpOMHOIO psAlla HUHBIX mpodeccueid pabouas NeATeNIbHOCTh CTAaHOBUTCS
Hepa3pbiBHO cBsizaHa ¢ [IK. DTo, B cBOIO odepenp, MOAHUMAET BOIPOC TOTO, KAK
JOJKHA PETYJIMPOBATHCS OXpaHa Tpy/ia B 3TOU cepe uea0BeUeCcKOil e TeIbHOCTH,
TO €CTh KaKue JOJKHBI YCTAaHABIIMBATHCS MpaBuia pabOThl [JIsi COXpPaHEHUs
$u3NYIECKOro, MICUXUUECKOTO U HHBIX BHIOB 3/J0POBBS JIOJICH.

C omnoit croponsl, pabotsl 3a [IK He Hec€T sBHOU mpsSMON (U3HUECKOM
OMAacHOCTU [UJIs 4eJIOBEeKa, Kak, HampuMmep, paboTa Ha NPOU3BOJACTBE 3a
cnenu(UUeckuM 00OpyAOBAHUEM, CIIOCOOHBIM HAHECTH (PU3HYECKUI Bpen
YeJIOBEKY, C JIPYroil CTOPOHBI, TaKkas AeSTEIbHOCTh MPAKTUUYECKU BCETa CBA3aHAa C
CUASYMM 00pa3oM >KM3HU, BPEAOM JUIsl 3pEHUS U PSJIOM IPOYUX HETaTUBHO
BIMSIONIMX Ha 4eJoBeKa (PAKTOpOB, 4YTO, pa3yMmeeTcs, BeAEeT K HEraTUBHBIM
nocieacTBusM B OyaymeM. Takum o00pa3oM, BaXHO SBHBIM 0OpazoM
chopMyUpOBaTh W OMHCATHh TpaBuia Mo padore 3a IBM, KoTopsie CMOTYT Kak
MO>KHO 00Jiee 3HaYNTEIbHO CHU3UTh ONMKMCAHHBIA paHee BPe/l.

Paccmotpum nannbie GakTops:

— HE00X0 MO, 9TO pabouee MecTo pa3padoTunka ObLIO TUIONIAIBI0 HE MEHEE
5 KBaJpaTHBIX METPOB, JUJIsl TOTO YTOOBI B HEM MOXHO OBLIO pa3MeCTUTh pabouee
000pyJl0BaHME U HE YYBCTBOBAJICS AUCKOM(MOPT OT HAXOXKACHUS B HEM, TaKKe
JKeJlaTeIbHO 00ecreYeHrne KaK €CTECTBEHHBIM, TaK U HCKYCCTBEHHBIM OCBEIICHUEM
JUIsl KOM(OPTHOM paboThl B BEUepHEE BPEMs CYTOK, U 00ecriedeHre moMenieHueM
BEHTWJISILUU ISl BO3MOKHOCTH €r0 IPOBETPUBAHUS CBEKUM BO3IyXOM;

— npu padore 3a [IK u3 — 3a moctossHHON (OKYCHUPOBKH YEIOBEK PEIKO
MOPTaeT, YTO BBI3BIBAET MEPEChIXaHUE CIU3UCTOM TIia3a, MOATOMY PEKOMEHIYEeTCs

pa60Ta B CICOUAJIBHBIX 3alIMTHBIX OYKaX, KOTOPBLIC 3a CUeT CIICOHUAaJIbHOIO
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MOKPBITUS OJIOKUPYIOT W3Iy4YeHHE CHUHE — (DUOJETOBOrO CHEKTpa W OJMKHA OT
MOHHUTOPA;

— BO BpeMs pabOThl B CHIIYEM PEKUME KpallHe PEKOMEHAYETCs Moa00paTh
yAOOHBIA CTYyd HIJisi TOAJEPKAHUS TPABUIBHOM OCAHKH M COXPAaHEHHS padOThI
CIMHBI, TEPHOAMYECKH JIeJaTh Pa3sMHHKY, a TakKXke IoA00paTh MpaBUIbHOE
MOJIOXKEHUE MOHHTOpAa [JIi TOTO, YTOOBI HE TeperpykaTh IICHHBIA OTACI
M03BOHOYHHKA,;

— JKEJIaTeIbHO HE Meperpy’kaTh HEPBHYIO CHCTEMY KpaiHe OOJIBIION To
BPEMEHHBIM HHTEpBaJiaM pabOTOM 3a KOMIBIOTEpOM, U paboTtaTh He Oosee 8 — 10
4acoB B JICHb, MOCJE 3aBEPIICHUs] PaOOThI PEKOMEHIYIOTCS TEIINe MPOTYyJIKH Ha
CBEXEM BO3JIyXE.

CoOumroast  BBINIICONHMCAHHBIC TIPABWJIA MOXKHO 3HAYUTEIBHO CHHU3UTH

HeratuBHbIC (P PEKTHI 0T J0JT0i padoThl 32 IBM 1 coxpaHUTh CBOE 3710POBhE.

2.1 XapakTepuCTUKH NOTEHIHAJIbHBIX OIIACHOCTEH U BPEIHOCTEH,

KOTOpPbI€ MOT'YT BO3HHKHYThH Npu padore ¢ IBM

Jlns toro, 4toObl emEé pa3 NOMYECPKHYTh 3HAYUMOCTh W BaKHOCTH
COOJIFOZICHUS BBIIICONMUCAHHBIX MPaBUJI, OMHIIEM Oojee MOAPOOHO, K KaKuM
CEpBHE3HBIM MOCIIEICTBUSM CO 3/I0POBbEM MOKET MPUBECTU UX HECOOIIIOICHUE.

Bo3MosKHBIE HETaTUBHBIE OCIIEACTBHS:

— npobiemMbl ¢ 1iazaMu. CHMNOTOMBI TaK HAa3bIBAEMOI'O ‘‘KOMITBIOTEPHOIO
3peHus”’ BKJIIFOYAIOT B CEOsI CYyXOCTh TJIa3, JKKEHUE, 3y/1, yCTAIOCTh, TOJIOBHYIO 0O0JTh
U B JIJaJJbHECHUIIIEM CHUKEHHE OOIIETO yPOBHS 3peHHS 000HUX TJ1a3 YeJIOBEKA;

— npo0JeMbl ¢ ONMOPHO—JBUTaTENIbHBIM ammaparoM. Y mnojb3oBatens [IK
MOTYT MOSIBIISAITbCSI OOJIM B II€E U CIIMHE, CBA3AHHBIE C JOJITON paboTOi B cUAsTUEM
peXrMe B HEYJI00HOH 1Mo3e, BO3MOKHO OHEMEHHE B 3aIIACThSAX M IMaJIbIlaX U3 — 3a
JIOJITOM pabOThI C KJIABUATypOW M Ha)KaTHEM Ha MbIIllb, BOCTIAJICHUE CYXOXKWIHM,

CBA3aHHOC C ITOBTOPAIOIMUMHACA ABMKCHUAMA KHUCTEH 1 Hpe/:umeqeﬁ;
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— MpOOJIEMBI C TMCUXUYECKUM 30pOBbeM. M3 —3a OIIyIIeHus: MOCTOSTHHOTO
JaBJICHUST U HEOOXOJUMOCTH MHOT033a/[ayHOCTH TpH paboTe ¢ OOJbIIUM
KOJIMYECTBOM IIPWIOKEHUN M “MECCEHJ)KEpPOB” BO BPEMS  BBIIOJIHEHUSA
npo(heCCUOHATIBHON JIEATENBbHOCTH Y JIIOJEH MOKET 3HAYMTENbHO IMOBBIIIATHCS
YPOBEHB CTPECCA U TPEBOKHOCTH;

— poOJIeMbl € CEepAeYHO — cocyAucTor cuctemoi. Huskas Qusnueckas
aKTUBHOCTH Mpu nonroi padore 3a I1IK yBennuuBaeT puck pa3BUTHS CEpICYHO —
COCYIUCTBIX 3a00JIeBaHUM, TAKUX KaK TMIEPTOHUS, OKUpPEHUs, AuabeTa u APyrux
3HAYUTENIbHBIX 3a00JIeBaHU.

Takum 00pa3oM, BBIIEONUCAHHBIE MPUMEPHI JEMOHCTPUPYIOT HaM, 4TO
OoXpaHa Tpy/Ja B JIFOOOM NEeATEIIbHOCTH, CBI3aHHOM C IiuTenbHOU padortoi 3a T1K,
KpaiiHe BaXKHA, TaK Kak HecoOItoJieHHe €€ YCIOBUU BICUET KpalHHE CEPbE3HbIC
PHUCKH ISl 3I0POBbsi, @ COOJIO/ICHNE 3HAUUTEIBbHO JaHHbIE PUCKHU CHHXKAET, XOTS

MOJIHOCTBIO UX YOpaTh Ha TEKYIIUA MOMEHT, K COXKAJIEHUIO, HEBO3MOKHO.
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3akJroueHue

B pe3ynbrare HanmucaHus OUILUIOMHOM paOOThl ObLI MPOU3BENEH aHAIIU3
BBHIOPaHHOM TEMbI, BKIIOYAIOIINI B ce0sl M3yUECHHE aHAJIOTOB pa3padaThiBAEMOIo
MPOYKTa, BHIOOP MHCTPYMEHTOB JUIsl pa3pabOTKHU U UX MPUMEHEHUE Ha MPAKTUKE,
YTO TMO3BOJIMJIO JIOCTHYb (UHAIBHOTO pe3ysbTara — pa3pabOTaHHOTO U
MPOTECTUPOBAHHOTO CepBHCA JIJIsi 00JAYHOTO XpaHWIHIIA (HaiioB.

Hannoe IO mo3Bomsier mnyTéM yHOaJIeHHOrOo coXpaHeHus (haisoB
oOecreunBaTh HAJIEKHOE XpaHeHne HHpopMaluu, padoTy ¢ JaHHBIMU C OOJIBIIOTO
KOJIMYECTBA YCTPOMCTB, a TAaKXE BO3MOYKHOCTb ITIOMCKA M NEPEMMEHOBAHUS
COXpaHEHHBIX (aNIoB.

B npouecce pa3paboTku ObUIH 3aKpeIIEeHbl HABBIKH paOOTHI C S3BIKOM Java,
ObLJI0O HW3Y4EeHO MHOrooOpasue 3KocucTeMbl (pelMBOpKa Spring, H3yYeH U
3aKpeIIEH Ha MPAKTUKE MyTEM HANMCAHUS MPUIIOKEHUS apXUTEKTYPHBIN 11a0JI0H
MVC, taxke m3yuena CYBJl PostgreSQL myrem paboTel ¢ Hel yepe3 eé
rpadguyeckuii KaueHT pgAdmin4.

JlanbHeilliee yiydlleHHEe TPHIOKEHUS MOXKET BKIIOYAaTh BO3MOXHOCTb
penaktupoBaHusi (aillioB B pekMMe MHOT033a/IayHOCTH OHJIAWH OJHOBPEMEHHO
HECKOJBKUMH TIOJIb30BATEIISIMU, @ TaKKe BO3MOXHOCTh BBEJIECHUS IUIATHOU
HOJIMUCKHU JJIs 3aKYTIKH OOJIBIIET0 KOJMYECTBA YCTPOMCTB ISl XpaHEHUS JaHHbBIX U
pacHIMpPEeHHs TEM CaMbIM JOCTYITHOTO MeCTa JIJisl XpaHeHus (aiiIoB MOJIb30BaTENEH.

B xone HamucaHbl BBITYCKHOW KBaJIM(PUKALMOHHON padOThl BBIOpaHHOE
IpUJIOKEHUE OBLIO YCHEIIHO pa3paboTaHO, MPOTECTUPOBAHO, OATOB B XOJI€ €ro
AKCIUTyaTallM OOHApy>KeHO He ObU1o. JIaHHBIA OMNBIT BBINOJIHEHUS PaOOTHI
OJIHO3HAYHO MPUTOAUTCS B OyylieM npu paboTe Haja OONBIIMMU KOMIUIEKCHBIMU

KOMMCPYCCKUMHU ITPOCKTAMH.
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IMpunoxenne A.1 — /lmarpamma BapuaHTOB MCIOJIb30BAHUS
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IMpunoxenne A.3 — /lmarpamma BapUuaHTOB MCNOJIb30BAHUS
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Ipuaoxenue A.4 — lmarpamma BapUaHTOB MCIOJIb30BAHUS
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Ipuioxenue b

(oGs3aTenbHOE)

OO0uauHbIil cepBUC XpaHeHUs (aliIoB

JIuctuHr mporpaMmel
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®aiin CloudStorageApplication.java
@SpringBootApplication
public class CloudStorageApplication {
public static void main(String[] args) {
SpringApplication.run (CloudStorageApplication.class,
args) ;
}
}
@aiin SecurityConfig.java
@Configuration
public class SecurityConfig {
@Bean
public PasswordEncoder passwordEncoder () {

return new BCryptPasswordEncoder() ;

@Bean
public AuthenticationManager

authManager (UserDetailsService detailsService) {

DaoAuthenticationProvider daoProvider new
DaoAuthenticationProvider () ;
daoProvider.setUserDetailsService (detailsService);
daoProvider.setPasswordEncoder (passwordEncoder () ) ;

return new ProviderManager (daoProvider);

@Bean
public SecurityFilterChain filterChain (HttpSecurity
httpSecurity) throws Exception {
return httpSecurity
.csrf (AbstractHttpConfigurer: :disable)
.authorizeHttpRequests (auth -> auth
.requestMatchers ("/signup",
"/login") .permitAll ()

.anyRequest () .authenticated())
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.formLogin(login -> login

.loginPage ("/login™)

.loginProcessingUrl ("/login/process")
.defaultSuccessUrl ("/", true)
.failureUrl ("/login?error"))
.logout (logout -> logout
.logoutUrl ("/logout")
.logoutSuccessUrl ("/login"))
Lbuild() ;

}
daiin GlobalExceptionHandler.java
@ControllerAdvice

public class GlobalExceptionHandler

private static final Logger LOGGER

LoggerFactory.getlLogger (GlobalExceptionHandler.class) ;

@Value ("S${spring.servlet.multipart.max-file-size:10MB}")

private String MAX UPLOAD SIZE;

@ExceptionHandler (MaxUploadSizeExceededException.class)
public String
handleMaxUploadException (HttpServletRequest request,

RedirectAttributes redirectAttributes) {
LOGGER.warn ("Max upload size exceeded: {1,
MAX UPLOAD SIZE);
redirectAttributes.addFlashAttribute ("failureAlert",
"Uploaded object size must not exceed " +
MAX UPLOAD SIZE);
String path = request.getParameter ("path");

return "redirect:/" + getPathParam(path);
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@ExceptionHandler (Throwable.class)
public String logAllUnhandledExceptions (Exception

exception) {
LOGGER.error ("An error occurred", exception);

return "redirect:/error";

}

daiin AuthenticationController.java
@Controller
@RequiredArgsConstructor

public class AuthenticationController {

private static final Logger LOGGER
LoggerFactory.getlLogger (AuthenticationController.class);

private final UserService userService;

@GetMapping ("/login")
public String getLoginForm() {

return "auth/login";

@GetMapping ("/signup")
public String getSignupForm (Model model) {
model.addAttribute ("user", new User());

return "auth/signup";

@PostMapping ("/signup")
public String signUpUser (@ModelAttribute ("user") @Valid
User user,
BindingResult bindingResult) {
if (bindingResult.hasErrors()) {
return "auth/signup";
}
try {

userService.createUser (user);
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LOGGER.debug ("Sign up successful for user \"{}\"
(id={})", user.getUsername (), user.getlId());

return "redirect:/login";

} catch (UsernameAlreadyExistsException exc)

LOGGER.debug ("Sign up failed for wuser \"{}\"",
user.getUsername (), exc);

bindingResult.rejectValue ("username",
"user.alreadyExists", "User with this username already exists");

return "auth/signup";

}
®aiin FileController.java

@Controller

@RequestMapping ("/file")

@RequiredArgsConstructor

public class FileController {

private static final Logger LOGGER =

LoggerFactory.getlLogger (FileController.class) ;

private final FileService fileService;

@GetMapping ("/download")
public void downloadFile (
@AuthenticationPrincipal UserDetailsImpl
userDetails,
@RequestParam String path,
HttpServletResponse response) {
try (InputStream fileContentStream =
fileService.getFileContent (userDetails.getUserId(), path)) {
response.setHeader ("Content-Disposition",
String.format ("attachment;
filename=\"%s\"", extractObjectName (path))):;
FileCopyUtils.copy(fileContentStream,

response.getOutputStream()) ;
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} catch (ObjectNotExistsException | IOException exc)

LOGGER.warn ("Failed to download file \"{}\":",

path, exc);

@PostMapping ("/upload")
public String uploadFiles (
@AuthenticationPrincipal UserDetailsImpl
userDetails,
@RequestParam String path,
@ModelAttribute ("filesUploadDto") @valid
FilesUploadDto filesUploadDto,
BindingResult bindingResult,
RedirectAttributes redirectAttributes) {

if (bindingResult.hasErrors()) {

redirectAttributes.addFlashAttribute ("failureAlert",
bindingResult.getFieldError () .getDefaultMessage()) ;
return "redirect:/" + getPathParam(path);
}
try {
fileService.saveFiles (userDetails.getUserId(),
filesUploadDto) ;
} catch (ObjectAlreadyExistsException exc) {
LOGGER.debug ("Failed to upload files", exc);

redirectAttributes.addFlashAttribute ("failureAlert", "File with
this name already exists");
} catch (ObjectUploadException exc) {
LOGGER.warn ("Failed to upload files"™, exc);

redirectAttributes.addFlashAttribute ("failureAlert", "An error

occurred during uploading");
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}

return "redirect:/" + getPathParam(path);

@GetMapping ("/rename")
public String getFileRenameForm (
@AuthenticationPrincipal UserDetailsImpl
userDetails,
@RequestParam String path,
Model model,
HttpServletRequest request) {

try {

fileService.validateFileExists (userDetails.getUserId(), path);
} catch (ObjectNotExistsException exc) {
LOGGER.warn ("Failed to get file renaming form for
path \"{}\":", path, exc);

return "redirect:/";

if (!model.containsAttribute ("objectRenameDto")) {
ObjectRenameDto renameDto = new
ObjectRenameDto () ;
renameDto.setNewName (extractObjectName (path)) ;
model.addAttribute ("objectRenameDto",
renameDto) ;
}
model .addAttribute ("requestURI",
request.getRequestURI ()) ;
model .addAttribute ("breadcrumbs",
assembleBreadcrumbsFromPath (path)) ;
model .addAttribute ("searchDto", new SearchDto());

return "rename";
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@PatchMapping ("/rename")
public String renameFile (
@AuthenticationPrincipal UserDetailsImpl
userDetails,
@RequestParam(required = false) String path,
@ModelAttribute ("objectRenameDto") @valid
ObjectRenameDto objectRenameDto,
BindingResult bindingResult,
RedirectAttributes redirectAttributes) {

if (bindingResult.hasErrors()) {

redirectAttributes.addFlashAttribute ("org.springframework.valida

tion.BindingResult.objectRenameDto", bindingResult);

redirectAttributes.addFlashAttribute ("objectRenameDto",
objectRenameDto) ;
return "redirect:/file/rename" +
getPathParam(path) ;
}

try {
String parentFolderPath =
fileService.renameFile (userDetails.getUserId (), objectRenameDto);
return "redirect:/" +
getPathParam(parentFolderPath) ;
} catch (ObjectAlreadyExistsException exc) {
LOGGER.debug ("Failed to rename file", exc);

redirectAttributes.addFlashAttribute ("failureAlert", "File with

this name already exists");

redirectAttributes.addFlashAttribute ("objectRenameDto",
objectRenameDto) ;
return "redirect:/file/rename" +

getPathParam(path) ;
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@GetMapping (" /move")
public String getFileMoveForm (
@AuthenticationPrincipal UserDetailsImpl
userDetails,

@RequestParam String path,

@ModelAttribute ("objectMoveDto") ObjectMoveDto
objectMoveDto,
Model model,
HttpServletRequest request) {
try {

model .addAttribute ("moveCandidates",
fileService.getMoveCandidatesForFile (userDetails.getUserId(),
path));
} catch (ObjectNotExistsException exc) {
LOGGER.warn ("Failed to get file moving form for
path \"{}\":", path, exc);
return "redirect:/";
}
model .addAttribute ("requestURI",
request.getRequestURI ()) ;
model.addAttribute ("breadcrumbs",
assembleBreadcrumbsFromPath (path)) ;
model.addAttribute ("searchDto", new SearchDto());

return "move";

@PutMapping (" /move")

public String moveFile (

@AuthenticationPrincipal UserDetailsImpl
userDetails,
@RequestParam(required = false) String path,
Jlner
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@ModelAttribute ("objectMoveDto") ObjectMoveDto
objectMoveDto,
RedirectAttributes redirectAttributes) {
try |
String oldParentPath =

fileService.moveFile (userDetails.getUserId(), objectMoveDto);

redirectAttributes.addFlashAttribute ("successAlert", "File was
moved successfully");
return "redirect:/" +
getPathParam(oldParentPath) ;
} catch (ObjectAlreadyExistsException exc) {
LOGGER.debug ("Failed to move file", exc);

redirectAttributes.addFlashAttribute ("failureAlert",
"File with this name already exists in
target location");
}

return "redirect:/file/move" + getPathParam (path);

@DeleteMapping
public String deleteFile(
@AuthenticationPrincipal UserDetailsImpl
userDetails,
@RequestParam String path) {
String parentFolder =
fileService.deleteFile (userDetails.getUserId(), path);

return "redirect:/" + getPathParam(parentFolder) ;

}
®aiin FolderController.java

@Controller
@RequiredArgsConstructor

public class FolderController {
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private static final Logger LOGGER =
LoggerFactory.getlLogger (FileController.class) ;

private final FolderService folderService;

@GetMapping
public String listFolder (

@AuthenticationPrincipal UserDetailsImpl
userDetails,

@RequestParam(required = false) String path,
Model model) {
try |

model .addAttribute ("objects",
folderService.getFolderObjects (userDetails.getUserId (), path));

model.addAttribute ("breadcrumbs",
assembleBreadcrumbsFromPath (path)) ;

model.addAttribute ("folderCreationDto", new
FolderCreationDto ());

model .addAttribute ("folderUploadDto", new
FilesUploadDto()) ;

model .addAttribute ("filesUploadDto", new
FilesUploadDto()) ;

model.addAttribute ("searchDto", new SearchDto());
} catch (ObjectNotExistsException exc) {

LOGGER.debug ("Failed to list folder \"{}\"", path ==
null || path.isEmpty() ? "/" : path, exc);

model.addAttribute ("wrongPath", path);

}

return "main";

@PostMapping
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public String createFolder (

@AuthenticationPrincipal UserDetailsImpl
userDetails,

@RequestParam(required = false) String path,

@ModelAttribute ("folderCreationDto") @Valid
FolderCreationDto folderCreationDto,

BindingResult bindingResult,
RedirectAttributes redirectAttributes) {
if (bindingResult.hasErrors()) {

redirectAttributes.addFlashAttribute ("failureAlert",
bindingResult.getFieldError () .getDefaultMessage()) ;

} else {

try |

folderService.createSingleFolder (userDetails.getUserId(),
folderCreationDto) ;

} catch (ObjectAlreadyExistsException exc) {

LOGGER.debug ("Failed to create folder", exc);

redirectAttributes.addFlashAttribute ("failureAlert", "This
folder already exists");

}
}

return "redirect:/" + getPathParam (path);

@PostMapping ("/upload")
public String uploadFolder (

@AuthenticationPrincipal UserDetailsImpl

userDetails,

@RequestParam String path,

@ModelAttribute ("folderUploadDto") @Valid

FilesUploadDto filesUploadDto,

BindingResult bindingResult,

RedirectAttributes redirectAttributes) {
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if (bindingResult.hasErrors()) {

redirectAttributes.addFlashAttribute ("failureAlert",
bindingResult.getFieldError () .getDefaultMessage()) ;

return "redirect:/" + getPathParam(path);

try |

folderService.saveFolder (userDetails.getUserId(),
filesUploadDto) ;

} catch (ObjectAlreadyExistsException exc) {
LOGGER.debug ("Failed to upload folder", exc);

redirectAttributes.addFlashAttribute ("failureAlert",
"Folder with this name already exists");

} catch (ObjectUploadException exc) {
LOGGER.warn ("Failed to upload folder", exc);

redirectAttributes.addFlashAttribute ("failureAlert",
"An error occurred during uploading");

}

return "redirect:/" 4+ getPathParam(path);

@GetMapping ("/download")
public void downloadZippedFolder (

@AuthenticationPrincipal UserDetailsImpl
userDetails,

@RequestParam String path,
HttpServletResponse response) {
response.setHeader ("Content-Disposition",

String.format ("attachment; filename=\"%s\"",
composeZipArchiveName (path))) ;

try {

folderService.writeFolderContent (userDetails.getUserId(), path,
response.getOutputStream()) ;
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} catch (IOException exc) {

LOGGER.warn ("Failed to download folder", exc);

private String composeZipArchiveName (String path) {
String zipArchiveName;
try {
zipArchiveName = extractObjectName (path);
} catch (IllegalArgumentException exc) {
zipArchiveName = "all-files";

}

return zipArchiveName + ".zip";

@GetMapping ("/rename")
public String getFolderRenameForm (

@AuthenticationPrincipal UserDetailsImpl
userDetails,

@RequestParam String path,
Model model,
HttpServletRequest request) {

try {

folderService.validateFolderExists (userDetails.getUserId(),
path); // protection from manual url editing

} catch (ObjectNotExistsException exc) {

LOGGER.warn ("Failed to get folder rename form for
path \"{}\"", path, exc);

return "redirect:/";

if (!'model.containsAttribute ("objectRenameDto")) {
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ObjectRenameDto renameDto = new ObjectRenameDto () ;
renameDto.setNewName (extractObjectName (path)) ;
model.addAttribute ("objectRenameDto", renameDto);

}

model .addAttribute ("requestURI",
request.getRequestURI()) ;

model.addAttribute ("breadcrumbs",
assembleBreadcrumbsFromPath (path)) ;

model.addAttribute ("searchDto", new SearchDto());

return "rename";

@PatchMapping ("/rename")
public String renameFolder (

@AuthenticationPrincipal UserDetailsImpl
userDetails,

@RequestParam(required = false) String path,

@ModelAttribute ("objectRenameDto") @Valid
ObjectRenameDto objectRenameDto,

BindingResult bindingResult,
RedirectAttributes redirectAttributes) {

if (bindingResult.hasErrors()) {

redirectAttributes.addFlashAttribute ("org.springframework.valida

tion.BindingResult.objectRenameDto", bindingResult) ;

redirectAttributes.addFlashAttribute ("objectRenameDto",
objectRenameDto) ;

return "redirect:/rename" + getPathParam (path);

try |

String parentFolderPath =
folderService.renameFolder (userDetails.getUserId(),
objectRenameDto) ;
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return "redirect:/" +
getPathParam(parentFolderPath) ;

} catch (ObjectAlreadyExistsException exc) {
LOGGER.debug ("Failed to rename folder", exc);

redirectAttributes.addFlashAttribute ("failureAlert",
"Folder with this name already exists");

redirectAttributes.addFlashAttribute ("objectRenameDto",
objectRenameDto) ;

return "redirect:/rename" + getPathParam (path);

@GetMapping (" /move")
public String getFolderMoveForm (

@AuthenticationPrincipal UserDetailsImpl
userDetails,

@RequestParam String path,

@ModelAttribute ("objectMoveDto") ObjectMoveDto
objectMoveDto,

Model model,
HttpServletRequest request) {
try |

model .addAttribute ("moveCandidates",
folderService.getMoveCandidatesForFolder (userDetails.getUserId()
, path));

} catch (ObjectNotExistsException exc) {

LOGGER.warn ("Failed to get folder moving form for
path \"{}\"", path, exc);

return "redirect:/";

model .addAttribute ("requestURI",
request.getRequestURI()) ;
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model.addAttribute ("breadcrumbs",
assembleBreadcrumbsFromPath (path)) ;

model.addAttribute ("searchDto", new SearchDto());

return "move";

@PutMapping (" /move")
public String moveFolder (

@AuthenticationPrincipal UserDetailsImpl
userDetails,

@RequestParam(required = false) String path,

@ModelAttribute ("objectMoveDto") ObjectMoveDto
objectMoveDto,

RedirectAttributes redirectAttributes) {

try |

String oldParentPath =
folderService.moveFolder (userDetails.getUserId(),
objectMoveDto) ;

redirectAttributes.addFlashAttribute ("successAlert",
"Folder was moved successfully");

return "redirect:/" + getPathParam(oldParentPath) ;

} catch (ObjectAlreadyExistsException exc) {
LOGGER.warn ("Failed to move folder", exc);
redirectAttributes.addFlashAttribute ("failureAlert",

"Folder with this name already exists in
target location");

}

return "redirect:/move" + getPathParam (path);

@DeleteMapping
public String deleteFolder (

@AuthenticationPrincipal UserDetailsImpl
userDetails,
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@RequestParam String path) {

String parentFolder =
folderService.deleteFolder (userDetails.getUserId(), path);

return "redirect:/" + getPathParam(parentFolder) ;

}

®aiin SearchController.java
@Controller
@RequiredArgsConstructor
@RequestMapping ("/search")
public class SearchController {

private final SearchService searchService;

@GetMapping
public String searchByEntry (

@AuthenticationPrincipal UserDetailsImpl
userDetails,

@ModelAttribute ("searchDto") SearchDto searchDto,
Model model) {

model .addAttribute ("objects",
searchService.searchObjectsByString (userDetails.getUserId(),
searchDto) ) ;

return "search";

}

®aiin FilesUploadDto.java
@Data
public class FilesUploadDto
private String parentFolderPath;

@FilenamesPattern(regexp = " ([\\w PUORNNIANNT " O NN\
1+/7)*[\\w DoxANNNNT T ONN=T+8",
message = "File names must not contain

unsupported characters or non-English letters")

Nuer

nry1.090301.12.001 13

Nam.

Nner Ne nokym Mognuck [ata

65




private List<MultipartFile> files;
}
®aiin FolderCreationDto.java
@Data
public class FolderCreationDto {
private String parentFolderPath;

@Pattern (regexp = "~[\\w !.*+"\\[\\] O)\\-]+S", message =
"Folder name must not contain unsupported characters or non-
English letters™)

private String newFolderName;

}
®aiin ObjectinfoDto.java

@hata

@AllArgsConstructor

public class ObjectInfoDto {
private String name;
private boolean isFolder;
private String path;
private String size;
private LocalDateTime lastModified;

}

daiin ObjectMoveDto.java

@Data

public class ObjectMoveDto {
private String oldObjectPath;
private String newObjectPath;

}

daiin ObjectRenameDto.java

@Data

public class ObjectRenameDto implements Serializable {
private String objectPath;

@Pattern (regexp = "~ [\\w !.*+"\\[\\] )O\\-]+$", message =
"Name must not contain unsupported characters or non-English
letters™")
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private String newName;

}

®aiin SearchDto.java

@Data

public class SearchDto {
private String query;

}

daiin MinioOperationException.java

@Repository

public interface ProductDao extends CrudRepository<Product,
Integer> {

public List<Product> findAll (Pageable pageable);

public List<Product>
findByProductNameContainingIgnoreCaseOrProductDescriptionContain
ingIgnoreCase (

String keyl, String key2, Pageable pageable
) ;
}
daiin ObjectAlreadyExistsException.java
public class ObjectAlreadyExistsException extends

RuntimeException {
public ObjectAlreadyExistsException (String message) {

super (message) ;

}

daiin ObjectNotExistsException.java

public class ObjectNotExistsException extends RuntimeException ({
public ObjectNotExistsException (String message) {

super (message) ;
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®aiin ObjectUploadException.java

public class ObjectUploadException extends RuntimeException ({

public ObjectUploadException (String message) {

super (message) ;

public ObjectUploadException(String message,
cause) {

super (message, cause);

}
®aitn UsernameAlreadyExistsException.java
public class UsernameAlreadyExistsException
RuntimeException {

public UsernameAlreadyExistsException (String
Throwable cause) {

super (message, cause);

}
®aiin UserDetailsImpl.java

public class UserDetailsImpl implements UserDetails ({
private final String password;
private final String username;

private final int userId;

public UserDetailsImpl (User user) {

this.username user.getUsername () ;

this.password = user.getPassword()

this.userId = user.getlId();

@Override

Throwable

extends

message,
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public Collection<? extends GrantedAuthority>

getAuthorities () {

return new ArrayList<>();

@Override
public String getPassword() {

return password;

@Override
public String getUsername () {

return username;

public int getUserId() {

return userId;

@Override
public boolean isAccountNonExpired() {

return true;

@Override
public boolean isAccountNonLocked() {

return true;

@Override
public boolean isCredentialsNonExpired() {

return true;
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@Override
public boolean isEnabled() {

return true;

}

daiin Objectlnfo.java

@Data

@AllArgsConstructor

public class ObjectInfo {
private ObjectPath objectPath;
private long size;

private LocalDateTime lastModified;

}
@aiin User.java
@Data
@NoArgsConstructor
@Entity
@Table (name = "users")
public class User {
@Id
@GeneratedValue (strategy = GenerationType.IDENTITY)
private int id;
@Column (name = "username", unique = true)

@Size(min = 2, max = 50, message = "Username length must be
in between 2 and 50 symbols")

private String username;
@Column (name = "password")

@Size(min = 5, max = 100, message = "Password length must be
in between 5 and 100 symbols")

private String password;
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public User (String username, String password) {

this.username username;

this.password = password;

}

daiin MinioObjectPath.java

@EqualsAndHashCode

@RequiredArgsConstructor (access = AccessLevel.PRIVATE)

public class MinioObjectPath implements ObjectPath {
private final String homeFolder;

private final String objectPath;

static MinioObjectPath parse (String fullPath) {
validatePathIsNotNullAndNotEmpty (fullPath) ;

Pattern pattern = Pattern.compile ("" (?<home>user-\\d+-
files) (?<path>/.*)$");

Matcher matcher = pattern.matcher (fullPath);
if (!matcher.matches()) {

throw new IllegalArgumentException ("Wrong path
format: " + fullPath);

}

String homeFolder matcher.group ("home") ;

String objectPath matcher.group ("path") ;
validatePathFormat (objectPath) ;

return new MinioObjectPath (homeFolder, objectPath);

static MinioObjectPath compose (int userId, String
objectPath) {

validatePathIsNotNullAndNotEmpty (objectPath) ;

validatePathFormat (objectPath) ;
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String homeFolder = getUserHomeFolder (userId) ;

return new MinioObjectPath (homeFolder, objectPath);

private static void validatePathIsNotNullAndNotEmpty (String

path) {
if (path == null) {
throw new IllegalArgumentException ("Path cannot be
null");
}
if (path.isEmpty()) {
throw new IllegalArgumentException ("Path cannot be
empty") ;

private static void validatePathFormat (String objectPath) {

if
(!objectPath.matches (" ("/ (["/1+/)*S|~/2(["/1+/)*[~/1+8)")) |
throw new IllegalArgumentException("Invalid path
format: " + objectPath);

}

private static String getUserHomeFolder (int userId) ({

return String.format ("user-%d-files", userId);

@Override
public boolean isRootFolder () {

return objectPath.equals ("/");
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@Override
public String getObjectName () {
if (objectPath.equals("/")) {
return "";
}
String path = objectPath;
if (isFolder()) {
path = path.substring (0, path.length() - 1);

}
return path.substring(path.lastIndexOf("/") + 1);

@Override
public String getPath () {

return objectPath;

@Override
public String getFullPath() {

return homeFolder + objectPath;

@Override
public MinioObjectPath getParent () {
if (objectPath.equals("/")) {

throw new UnsupportedOperationException ("Root folder
has no path without object name");

}
String path = objectPath;

if (isFolder()) {

path = path.substring (0, path.length() - 1);
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path = path.substring (0, path.lastIndexOf("/") + 1);

return new MinioObjectPath (homeFolder, path);

@Override
public boolean isFolder () {

return objectPath.endsWith ("/");

@Override
public boolean isInFolder (ObjectPath folderPath) {
if (!folderPath.isFolder()) {
throw new IllegalArgumentException (String.format (

"isInFolder () for objectPath %s failed,
because passed object is not a folder: %s",

this, folderPath));

}

return
this.getFullPath () .startsWith (folderPath.getFullPath());

}

@Override

public MinioObjectPath replacePrefix(String prefixToReplace,
String replacement) {

validateFolderPathFormat (prefixToReplace) ;

validateFolderPathFormat (replacement) ;

if (!objectPath.startsWith (prefixToReplace)) {
return this;

}

String newObjectPath =
objectPath.replaceFirst (prefixToReplace, replacement);

return new MinioObjectPath (homeFolder, newObjectPath);
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@Override
public MinioObjectPath resolve (String objectName) {
if (!isFolder()) {

throw new UnsupportedOperationException ("Cannot
append for path that is not a folder: " + this);

}
if (objectName == null) {

throw new IllegalArgumentException ("Cannot append
null value for path: " + this);

}
String newObjectPath = objectPath + objectName;

return new MinioObjectPath (homeFolder, newObjectPath);

private void validateFolderPathFormat (String folderPath) {

if (!folderPath.matches ("*/ ([\\w !.*" ()O\\=1+/)*$")) {
throw new IllegalArgumentException ("Invalid folder
path format: " + folderPath);
}
}
@Override

public MinioObjectPath renameObject (String newName) {
if (objectPath.equals("/")) {

throw new UnsupportedOperationException ("Cannot
rename root folder");

}
String pathWithoutName = objectPath;
if (isFolder()) {

pathWithoutName = pathWithoutName.substring (O,
pathWithoutName.length() - 1);

}
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pathWithoutName = pathWithoutName.substring (O,
pathWithoutName.lastIndexOf ("/") + 1);

String newObjectPath = pathWithoutName + newName +

(isFolder () 2 "/" "
return new MinioObjectPath (homeFolder, newObjectPath);

@Override
public String toString () {

return getFullPath{();

}
daiin MinioObjectPathFactory.java
@Component
public class MinioObjectPathFactory implements ObjectPathFactory
{
@Override
public ObjectPath compose (int userId, String objectPath) {

return MinioObjectPath.compose (userId, objectPath);

}
daiin MinioRepository.java
@Service

public class MinioRepository implements FileRepository {

private static final Logger LOGGER =
LoggerFactory.getLogger (MinioRepository.class);

private static final String ROOT BUCKET = "user-files";

private final MinioClient client;

public MinioRepository (Environment env) {
String endpoint = env.getProperty("minio.endpoint",

"localhost") ;
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String accessKey =
env.getRequiredProperty ("minio.username") ;

String secretKey =
env.getRequiredProperty ("minio.password") ;

client = MinioClient.builder ()
.endpoint (endpoint)
.credentials (accessKey, secretKey)

Lbuild();

LOGGER.info ("Connected to MinIO server successfully.

Endpoint: {}", endpoint);

createRootBucket () ;

private void createRootBucket () {
try |

boolean exists =
client.bucketExists (BucketExistsArgs.builder ()

.bucket (ROOT_ BUCKET)
build());
if ('exists) {
client.makeBucket (MakeBucketArgs.builder ()
.bucket (ROOT_ BUCKET)
build());
LOGGER.info ("Root bucket created");
}

LOGGER.debug ("Root bucket not created: already
exists");

} catch (Exception exc) {

throw new MinioOperationException (exc);
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@Override
public boolean isObjectExist (ObjectPath objectPath) {
try {
client.statObject (
StatObjectArgs.builder ()
.bucket (ROOT_BUCKET)
.object (objectPath.getFullPath())
build());
return true;
} catch (ErrorResponseException exc) {
return false;
} catch (Exception exc) {

throw new MinioOperationException (exc);

@Override

public List<ObjectInfo> listFolderObjects (ObjectPath
folderPath) {

return listFolderObjectsWithParams (folderPath, false,
false);

}

@Override

public List<ObjectInfo>
listFolderObjectsRecursive (ObjectPath folderPath, boolean
includeSelf) {

return listFolderObjectsWithParams (folderPath, true,
includeSelf) ;

}

private List<ObjectInfo> listFolderObjectsWithParams (
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ObjectPath folderPath, boolean recursive, boolean
includeSelf) {

validateFolderPath (folderPath) ;
try |
Iterable<Result<Item>> results = client.listObjects(
ListObjectsArgs.builder ()
.bucket (ROOT BUCKET)
.prefix (folderPath.getFullPath())
.recursive (recursive)
build());
List<ObjectInfo> objects = new ArrayList<>();
for (Result<Item> result : results) {
Item item = result.get();

if (isSameFolder (item, folderPath) &&
'includeSelf) {

continue;
}
objects.add (composeObjectInfo (item)) ;
}
return objects;
} catch (Exception exc) {

throw new MinioOperationException (exc);

private boolean isSameFolder (Item item, ObjectPath
folderPath) {

return
item.objectName () .equals (folderPath.getFullPath());

}

private ObjectInfo composeObjectInfo(Item item) {

LocalDateTime lastModified = item.isDir ()
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? null

item.lastModified () .withZoneSameInstant (ZoneOffset.of ("+03:00"))
.toLocalDateTime () ;

return new ObjectInfo (

MinioObjectPath.parse (item.objectName () ),

item.size (),

lastModified

@Override

public void createFile (ObjectPath filePath, InputStream
fileInputStream) {

validateFilePath (filePath) ;
try {
client.putObject (
PutObjectArgs.builder ()
.bucket (ROOT_ BUCKET)
.object (filePath.getFullPath())

.stream(fileInputStream, -1,
10485760)

.build());

} catch (Exception exc) {

throw new MinioOperationException (exc);

private void validateFolderPath (ObjectPath folderPath) {

if (!folderPath.isFolder()) {

throw new IllegalArgumentException ("Passed path is
not a folder: " + folderPath.getFullPath()):;

}
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private void validateFilePath (ObjectPath filePath) {
if (filePath.isFolder()) {

throw new IllegalArgumentException ("Passed path is
not a file: " + filePath.getFullPath());

}

@Override
public void createFolder (ObjectPath folderPath) {
validateFolderPath (folderPath);
try {
client.putObject (
PutObjectArgs.builder ()
.bucket (ROOT BUCKET)
.object (folderPath.getFullPath())

.stream(new ByteArrayInputStream (new
byte[]{})r Or _1)

Jouild());
} catch (Exception exc) {

throw new MinioOperationException (exc);

private void moveObject (ObjectPath oldPath, ObjectPath
newPath) {

if (newPath.equals(oldPath)) {

return;

try |

client.copyObject (
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CopyObjectArgs.builder ()
.bucket (ROOT BUCKET)
.object (newPath.getFullPath())
.source (CopySource.builder ()

.bucket (ROOT_BUCKET)

.object (oldPath.getFullPath())
.build())

.build());

client.removeObject (
RemoveObjectArgs.builder ()
.bucket (ROOT BUCKET)
.object (oldPath.getFullPath())
build());
} catch (Exception exc) {

throw new MinioOperationException (exc);

@Override

public void moveFile (ObjectPath oldFilePath, ObjectPath
newFilePath) {

validateFilePath (oldFilePath);
validateFilePath (newFilePath) ;

moveObject (0ldFilePath, newFilePath);

@Override

public void moveFolder (ObjectPath oldFolderPath, ObjectPath
newFolderPath) {

validateFolderPath (oldFolderPath) ;

validateFolderPath (newFolderPath) ;
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if (newFolderPath.equals (oldFolderPath)) {

return;

listFolderObjectsWithParams (oldFolderPath, true,
true) .forEach (

objectInfo -> {

ObjectPath oldSubfolderObjectPath
objectInfo.getObjectPath () ;

ObjectPath newSubfolderObjectPath
oldSubfolderObjectPath.replacePrefix(

oldFolderPath.getPath (),
newFolderPath.getPath())

moveObject (oldSubfolderObjectPath,
newSubfolderObjectPath);

1)

@Override
public void deleteFile (ObjectPath filePath) {
validateFilePath (filePath) ;
try {
client.removeObject (
RemoveObjectArgs.builder ()
.bucket (ROOT_BUCKET)
.object (filePath.getFullPath())
build());
} catch (Exception exc) {

throw new MinioOperationException (exc);
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@Override
public void deleteFolder (ObjectPath folderPath) {
validateFolderPath (folderPath) ;

List<DeleteObject> objectsToDelete =
listFolderObjectsRecursive (folderPath, true).stream()

.map (objInfo -> new
DeleteObject (objInfo.getObjectPath () .getFullPath()))

.tolList () ;
try |

Iterable<Result<DeleteError>> results =
client.removeObjects (

RemoveObjectsArgs.builder ()
.bucket (ROOT BUCKET)

.objects (objectsToDelete)

Louild()) ;
for (Result<DeleteError> result : results) {
DeleteError deleteError = result.get();

LOGGER.debug ("Error deleting object {}: {}",
deleteError.objectName (), deleteError.message());

}
} catch (Exception exc) {

throw new MinioOperationException (exc);

// returned stream must be closed in order to release
network resources

@Override
public InputStream getFileContent (ObjectPath filePath) ({
validateFilePath (filePath) ;
try |
return client.getObject (

GetObjectArgs.builder ()
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.bucket (ROOT BUCKET)
.object (filePath.getFullPath())
.build()
) ;
} catch (Exception exc) {

throw new MinioOperationException (exc);

}
daiin FileRepository.java
public interface FileRepository {
boolean isObjectExist (ObjectPath objectPath);

List<ObjectInfo> listFolderObjects (ObjectPath folderPath);

List<ObjectInfo> listFolderObjectsRecursive (ObjectPath
folderPath, boolean includeSelf);

void createFile (ObjectPath filePath, InputStream
fileInputStream) ;

void createFolder (ObjectPath folderPath);

void moveFile (ObjectPath oldFilePath, ObjectPath
newFilePath) ;

void moveFolder (ObjectPath oldFolderPath, ObjectPath
newFolderPath) ;

void deleteFile (ObjectPath filePath);

void deleteFolder (ObjectPath folderPath);
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InputStream getFileContent (ObjectPath filePath);
}
®aiin ObjectPath.java

public interface ObjectPath {
String getObjectName () ;
String getPath () ;
String getFullPath();
ObjectPath getParent();
boolean isFolder();
boolean isRootFolder();

boolean isInFolder (ObjectPath folderPath);

ObjectPath replacePrefix (String prefixToReplace, String
replacement) ;

ObjectPath renameObject (String newName) ;

ObjectPath resolve(String objectName) ;

}

®aiin ObjectPathFactory.java
public interface ObjectPathFactory {
ObjectPath compose (int userId, String objectPath);
default ObjectPath getRootFolder (int userId) {

return compose (userId, "/");
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®aiin UserRepository.java
@Repository

public interface UserRepository extends JpaRepository<User,
Integer> {

Optional<User> findByUsername (String name) ;
boolean existsByUsername (String username) ;

}

daiin FileService.java

@Service

@RequiredArgsConstructor

public class FileService {
private final FileRepository fileRepository;

private final ObjectPathFactory objectPathFactory;

public void wvalidateFileExists (int userId, String path) {

ObjectPath filePath = objectPathFactory.compose (userld,
fromUrlParam(path, true)):;

if (!fileRepository.isObjectExist (filePath)) {

throw new
ObjectNotExistsException (String.format ("File %s not exists",
filePath));

}

public void saveFiles (int userId, FilesUploadDto
filesUploadDto) {

List<MultipartFile> files = filesUploadDto.getFiles();
if (files == null || files.isEmpty()) {

throw new ObjectUploadException("No files were
provided") ;

}
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ObjectPath parentFolderPath =
objectPathFactory.compose (userlId,
fromUrlParam(filesUploadDto.getParentFolderPath()));

for (MultipartFile file : files) {

try {
ObjectPath newFilePath =
parentFolderPath.resolve(file.getOriginalFilename () ) ;
saveFile (newFilePath, file.getInputStream()):;

} catch (IOException exc) {

throw new ObjectUploadException ("An error
occurred during uploading file to " + parentFolderPath, exc);

}

public void saveFile (ObjectPath filePath, InputStream
fileInputStream) {

if (filePath.isFolder()) {

throw new IllegalArgumentException ("Ehe object being
saved is not a file: " + filePath);

}
if (fileRepository.isObjectExist (filePath)) {
throw new ObjectAlreadyExistsException (

String.format ("File with name %s already
exists", filePath.getFullPath()));

}

fileRepository.createFile(filePath, filelInputStream);

public InputStream getFileContent (int userId, String path) {

ObjectPath filePath = objectPathFactory.compose (userld,
fromUrlParam(path, true));

if (!fileRepository.isObjectExist (filePath)) {
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throw new
ObjectNotExistsException (String.format ("File %s not exists",
filePath));

}

return fileRepository.getFileContent (filePath);

public String renameFile (int userId, ObjectRenameDto
objectRenameDto) {

ObjectPath oldFilePath =
objectPathFactory.compose (userld,

fromUrlParam (objectRenameDto.getObjectPath (),
true));

ObjectPath newFilePath =
oldFilePath.renameObject (objectRenameDto.getNewName () ) ;

if (fileRepository.isObjectExist (newFilePath)) {
throw new ObjectAlreadyExistsException (

String.format ("File with name %s already
exists", newFilePath));

}
fileRepository.moveFile (oldFilePath, newFilePath);

return toUrlParam(oldFilePath.getParent () .getPath());

public List<String> getMoveCandidatesForFile (int userId,
String path) {

ObjectPath filePathToMove =
objectPathFactory.compose (userId, fromUrlParam(path, true));

if (!fileRepository.isObjectExist (filePathToMove)) {
throw new ObjectNotExistsException (

String.format ("File with name %s does not
exist", filePathToMove)):;

}

ObjectPath parentFolderPath =
filePathToMove.getParent () ;
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ObjectPath rootFolderPath =
objectPathFactory.getRootFolder (userId) ;

return
fileRepository.listFolderObjectsRecursive (rootFolderPath,
true) .stream()

.map (ObjectInfo: :getObjectPath)

.filter (objectPath -> objectPath.isFolder () &&
!objectPath.equals (parentFolderPath))

.map (folderPath ->
toUrlParam(folderPath.getPath()))

.tolist ()

public String moveFile (int userId, ObjectMoveDto
objectMoveDto) {

ObjectPath oldFilePath =
objectPathFactory.compose (userld,

fromUrlParam(objectMoveDto.getOldObjectPath (),
true));

ObjectPath newFolderPath =
objectPathFactory.compose (userld,

fromUrlParam (objectMoveDto.getNewObjectPath()))

ObjectPath newFilePath =
newFolderPath.resolve (oldFilePath.getObjectName()) ;

if (fileRepository.isObjectExist (newFilePath)) {
throw new ObjectAlreadyExistsException (

String.format ("Cannot move file, because
target file with name %s already exists", newFilePath));

}
fileRepository.moveFile (oldFilePath, newFilePath);

return toUrlParam(oldFilePath.getParent () .getPath());

public String deleteFile(int userId, String path) {

ObjectPath filePathToDelete =
objectPathFactory.compose (userId, fromUrlParam(path, true));
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fileRepository.deleteFile (filePathToDelete) ;

String parentFolderPath =
filePathToDelete.getParent () .getPath () ;

return toUrlParam(parentFolderPath);

}

®aiin FolderService.java

@Service

@RequiredArgsConstructor

public class FolderService {
private final FileRepository fileRepository;
private final FileService fileService;

private final ObjectPathFactory objectPathFactory;

public void validateFolderExists (int userId, String path) {

ObjectPath folderPath =
objectPathFactory.compose (userId, fromUrlParam(path));

if (!'fileRepository.isObjectExist (folderPath)) {
throw new ObjectNotExistsException (

String.format ("Folder with name %s does not
exist", folderPath));

}

public List<ObjectInfoDto> getFolderObjects (int userld,
String path) {

ObjectPath folderPath =
objectPathFactory.compose (userId, fromUrlParam(path));

if (!'fileRepository.isObjectExist (folderPath)) {
throw new ObjectNotExistsException (

String.format ("Folder with name %s does not
exist", folderPath));

}
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return
fileRepository.listFolderObjects (folderPath) .stream()

.map (ObjectInfoMapper: :toDtoForList)

.sorted (Comparator.comparing (ObjectInfoDto::isFolder) .reversed ()
.thenComparing (ObjectInfoDto: :getName))

.tolList ()

public void saveFolder (int userId, FilesUploadDto
filesUploadDto) {

List<MultipartFile> files = filesUploadDto.getFiles();

if (files.size() == 0) {

return;

ObjectPath parentFolderPath = objectPathFactory.compose (

userld,
fromUrlParam(filesUploadDto.getParentFolderPath()));

String uploadedFolderName = extractFirstFolderName (

Objects.requireNonNull (files.get (0) .getOriginalFilename())) ;

if
(fileRepository.isObjectExist (parentFolderPath.resolve (uploadedF
olderName + "/"))) {

throw new ObjectAlreadyExistsException (

String.format ("Cannot upload folder $%s,
because folder with this name already exists",
uploadedFolderName)) ;

}

for (MultipartFile file : files) {

Nuer

nry1.090301.12.001 13 92

Nam. | Jnet Ne nokym Mognuck [ata




ObjectPath filePath =
parentFolderPath.resolve(file.getOriginalFilename () ) ;

if (filePath.getObjectName () .startsWith(".")) { //
exclude hidden files
continue;
}
try |

fileService.saveFile (filePath,
file.getInputStream()) ;

createFolderWithIntermediate (filePath.getParent());
} catch (IOException exc) {

throw new ObjectUploadException ("An error
occurred during uploading folder to " + parentFolderPath, exc);

}

public void createSingleFolder (int userId, FolderCreationDto
folderCreationDto) {

String parentFolder =
fromUrlParam(folderCreationDto.getParentFolderPath());

ObjectPath newFolderPath =
objectPathFactory.compose (userId, parentFolder)

.resolve (folderCreationDto.getNewFolderName () +

H/H);
if (fileRepository.isObjectExist (newFolderPath)) {
throw new ObjectAlreadyExistsException (

String.format ("Folder with name %s already
exists", newFolderPath)):;

}

fileRepository.createFolder (newFolderPath) ;

public void createFolderWithIntermediate (ObjectPath path) {
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if (!path.isFolder()) {

throw new IllegalArgumentException ("Saved object is
not a folder: " + path);

}
while (!path.isRootFolder()) {
if (fileRepository.isObjectExist (path)) {
break;
}
fileRepository.createFolder (path);

path = path.getParent();

public String moveFolder (int userId, ObjectMoveDto
objectMoveDto) {

ObjectPath oldFolderPath =
objectPathFactory.compose (userld,

fromUrlParam (objectMoveDto.getOldObjectPath()));

ObjectPath newParentFolderPath =
objectPathFactory.compose (userld,

fromUrlParam (objectMoveDto.getNewObjectPath()))

ObjectPath newFolderPath =
newParentFolderPath.resolve (oldFolderPath.getObjectName () +

H/H);
if (fileRepository.isObjectExist (newFolderPath)) {
throw new ObjectAlreadyExistsException (

String.format ("Cannot move folder, because
target folder with name %$s already exists", newFolderPath));

}
fileRepository.moveFolder (oldFolderPath, newFolderPath) ;

return toUrlParam(oldFolderPath.getParent () .getPath()):;
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public String renameFolder (int userId, ObjectRenameDto
objectRenameDto) {

ObjectPath oldFolderPath =
objectPathFactory.compose (userId,
fromUrlParam (objectRenameDto.getObjectPath()));

ObjectPath newFolderPath =
oldFolderPath.renameObject (objectRenameDto.getNewName () ) ;

if (fileRepository.isObjectExist (newFolderPath)) {
throw new ObjectAlreadyExistsException (

String.format ("Cannot rename folder, because
target folder with name %$s already exists", newFolderPath));

}
fileRepository.moveFolder (oldFolderPath, newFolderPath);

return toUrlParam(oldFolderPath.getParent () .getPath()):;
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