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IlepevyeHb cokpameHuid 1 0003HAYEHU

B nacTosimieit pabote NpUMEHSIOT CIIEIYIONINE COKpAIIeHUsI 1 0003HAYEHUS
API (Application Programming Interface) - uatepdeiic npuxkiagHoro
CRUD (Create, Read, Update, Delete) — 0003Hau€HNE OCHOBHBIX (DYHKIIHIA
CYIIHOCTH, XpaHAIIUICS B 0a3e TaHHBIX
Framework — nporpammuas miargopma, KoTopas yrnpoluaeT pazpadoTky
MPOTPaMMHOTO TIPOJIYKTa, ONPEEseT CTPYKTYPY MPOEKTa
JAR (Java ARchive) - 310 Java-apxuB
JDBC minatgpopMeHHO HE3aBUCHUMBIN MPOMBIIIUICHHBIN CTaHAAPT B3aUMOICHUCTBUS
Java-npunoscenuti ¢ paznuuabivu CYBJ]
JSON (JavaScript Object Notation) — TEeKCTOBBIN popMaT oOMEHa JaHHBIMU,
OCHOBAHHBIN Ha JavaScript
JWT (JSON Web Token) - 310 oTKpBITHIN cTanaapT (RFC 7519) nnst co3manus
CEKpPETHBIX KIIIOUeHl 10CcTyIa, OCHOBaHHbIN Ha popmate JSON
MAVEN - ppeiiMBOPK 1711 aBTOMATH3aI[uK COOPKHU IMIPOEKTOB Ha OCHOBE OMUCAHUS
UX CTPYKTYpHhI B (paitnax Ha si3bike POM
MpOrpaMMHPOBAHMS, KOTOPBIN MpeICTaBIsIeT COO0M HAOOP ONMpeaeIeHUN U
MPOTOKOJIOB JIJIsl CO3/IaHUS U UHTErpaIluy MPUKIIATHOTO MPOrPAMMHOI0O
obOecrnieueHust
Postgresql - cBoO0oaHAs pelsiiMOHHAs CUCTEMA yIIpaBlieHUsl 0a3aMU JIaHHBIX
REST - apXUTEKTypHBII CTUJIb B3aUMOJICUCTBHSI KOMIIOHEHTOB PACIpPEIeIIEHHOTO
MPUJIOKEHUS B CETH
SOL (Structured Query Language) - NeKIapaTUBHBIN S3bIK TPOTPAMMUPOBAHUS,
MPUMEHSIEMBIN JJIsI CO37aHus, MOIU(DHUKAIIMY U YTIPABJICHUS JaHHBIMU
B PEISILIMOHHON 0a3e TaHHBIX
Ul (User Interface) — nonb3oBatenbckuil uHTEpPeEiic

UML (Unified Modeling Language) — yHu(QpUUUPOBAHHBIN A3bIK MOJECIUPOBAHUS
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BBenenue

TexHonornueckass peBOJIIOLMS, HAYaBIIAsCA B MOCIenHEN yerBepTu 20-ro
BEKa, TMpUBEJIa K HEBEPOSITHOMY paclBeTy HH(OPMALIUOHHBIX TEXHOJIOTHUH,
3aTparvBarollleM MHOTHE AacCleKThl Hamiero oOmiectBa. OIHUM M3 KIHOYEBBIX
MOMEHTOB ASTOM PEBOJIOLMH OBUIO TIOABJICHHE M OBICTPOE pacHpOCTpaHEHUE
KJIMEHT-CEpBEPHBIX cucTeM. Bo3nukmasa B 1980-x romax, sta KOHUENLMS cTana
OCHOBOI COBPEMEHHOTO MOJIX0/1a K 00MeHYy U 00paboTke nH(pOpMalUK, a CETOqHS
MPUMEHSIETCS B IIMPOKOM JHANa3oHe o0JacTei, OT KOMMEPYECKOro CEKTopa 0
o0pa30BaHus U HAyKH.

B snoxy mpocsemenust, B Hauane X VI Beka, BO3HUKIIA UIEs TPOEKTHOTO
yIOpaBlIE€HUS KAaK METOJla, IMOMOTAIOIIET0 YEJIOBEKY YIPAaBIATH CIOKHBIMU
3a/lauaMy. 3a TMPOUIIEAIINE CTOJIETHUs, 3TOT MOAXOJ MpeTepnen 3HAYUTENbHbIC
M3MEHEHHUs], COBEPIIEHCTBYSICh B COOTBETCTBUH C TPEOOBAHUSIMU Pa3BUBAIOIIETOCS
Mupa. B HoBeilliee Bpemsi, B CBA3U C TJI00aNM3alMedl U pacTylUM KOJIUYECTBOM
MPOEKTOB, MAacIITad W CIIOXKHOCTh KOTOPBIX HEYKJIOHHO pacTyT, 0Opa3oBajiach
ocTpasi HeoO0XoIUMOCTh B 3((PEKTUBHBIX CpEeACTBAX [Jisi I[UIAHUPOBAHUSA,
pacrpeneieHus U yIpaBJIeHUs] TPOCKTAMH.

Uctopuss MHPOPMAIMOHHBIX TEXHOJOTUM — ATO HCTOPUSI MOCTOSIHHOTO
noucka 0osiee 3PPEKTUBHBIX U TUOKUX MHCTPYMEHTOB Jisg paboThl ¢ JaHHbIMU. C
ATOM TOYKH 3pEHMUS, YIIPABICHHUE MMPOEKTAMU MPEJICTABISIET COOOM OJTHY U3 CaMbIX
CJIOKHBIX U BaXKHBIX 3a/lad, KOTOpPbIE TPEOYIOT PEIICHUS B COBPEMEHHOM MHpE.
CerogHsi Mbl UMEeM JIeJI0 C TI00aNbHBIMH MPOEKTaMHU, B KOTOPBIX yYaCTBYIOT
TBICSYU JIFOJIEH, pabOTaIOIINX B Pa3HbIX YACOBBIX MOSICAX U C Pa3HBIMU KYJIbTYypaMH.
[Monnep:xxanue >QPEKTUBHOIO M CHAXEHHOTO Mpollecca YMPaBICHUS B TaKUX
YCJIOBUSX — 3TO HE MPOCTO 3a]1a4ya, 3TO HACTOAILIUM BbI30B. OHAKO, TPAAUIIMOHHBIE
METOJbl YTPABJICHUSI MPOEKTaMH, BKIIOYasi pa3lIMYHbIE BapUAHTHl TaOJIUIl U
nuarpamMMm ['aHTa, MOTYT HE CHOPaBUTHCS C YPOBHEM CIOKHOCTH, KOTOPBIN
MPECTABIAIOT CO00 COBPEMEHHBIE MPOEKThI. ITO MOMKET MPUBECTU K MHOXKECTBY

HpO6JIeM, HaypHasg OT OmuOOK u IIPOITYCKOB, BbISBAHHLBIX HCIOCTATKOM
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nHpOpMaIIMU WM €€ yCTapeBaHHEM, W 3aKaHYMBasl CEPhE3HBIMU 3aJEP>KKaMH,
KOTOpBIE MOTYT MOAOPBATh JOBEPHUE KIMEHTOB U MOBJIEYH 32 COOOM CYIIECTBEHHbIE
(bUHAHCOBBIE TOTEPH.

HamnpoTus, KIMeHT-cepBepHasi CUCTEMA JUIsl TUIAHUPOBAHUS, pacpeIeICHHs
U YIpPaBICHUS MPOEKTAMU MOXET MPEIT0XUTh 3PPEKTUBHOE U THOKOE pelieHue
JUISL 9TUX BBI30BOB. DTOT MOAXOJ TMpearoiaraeT LEHTPATU3alUI0 JaHHBIX U
aBTOMATH3alMI0 MHOTUX IPOIIECCOB, YTO MO3BOJISIET ONEPATUBHO pEarupoBaTh Ha
M3MEHEHHUs U MPUHUMAaTh 000OCHOBaHHBIE peleHus. biarogaps cBoeit cnocoOHOCTH
oOpabatbeiBaTh OOJbIINE 00BEMBI HH(POPMALIMKU U TIPEAOCTABISATh IOCTYI K HEH B
peXKUME peaTbHOTO BPEMEHHU C JTI000r0 YCTPOMCTBA C MOAKIIOYEHUEM K HHTEPHETY,
Takasi CUCTeMa MOXKET CYIIECTBEHHO YJIYUIIUTh MPOIIECC YIPABICHUS IPOEKTAMHU.

OcHOBOM JJ1s1 CO3/IaHUSI TAKOM CUCTEMBI CTAJIM COBPEMEHHBIE TEXHOJIOTUU U
METO/IbI, pa3paboTaHHbIe U ONMPOOOBAHHBIE B TEUCHHUE MOCIEIHUX JAECATUIICTUM, a
TaKK€ HUCTOPUYECKUM OMBIT, KOTOPBIM MMO3BOJMJI HAM HAy4YUThCA YIPABIATH
npoektamMu Oosiee 3PdextnBHO. OHAKO, CTOUT IOMHHTBH, YTO BHEIPECHHUE H
pa3paboTKa TaKUX CUCTEM — 3TO CIIOXKHAas W TpyloeMkas 3amada. OHa TpeOyeT
TIIATETLHOTO aHalli3a MHOXXECTBa (DAKTOPOB, OT TEXHUYECKUX XAPAKTEPUCTUK U
(YHKITMOHATBHBIX TpeOoBaHU 10 BOIIPOCOB 0e30MmacHOCTH 151
KOH(puAeHInaNIbHOCTH. [l03TOMY, aHaIN3, MPOEKTUPOBAHUE U pa3pabOTKa KIUEHT-
CEpPBEPHOM CUCTEMBI /IS INIAHUPOBAHUS, pACTIPE/IETICHUS] U YIIPABICHUS POESKTaMU
—3TO HE TOJIBKO CII0HAsA, HO U BeChMa aKkTyajbHas U 3HaUMMasi 3aJiaya JJis Hallero

BPEMEHHU.
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1 KiimeHT-cepBepHas cucTeMa /M IVIAHUPOBAHUS,

pacrnpeaeJeHusi U yIIPaBJIeHUS MPOEKTAMHU

1.1 Anasu3 npeaMeTHO# 00J1acTH

B coBpeMeHHOM OBICTPO pa3BUBAIOIIEMCS OM3HEC-TaHaIadTe, 1 0COOSHHO B
IT-chepe, KOMNETEHTHOCTb B YIPaBICHUM MPOCKTAMH CTajda KPUTHUYECKUM
¢dakTopoM ycmnexa. Beap NOpoeKkTl MOTYT BapbUpOBAThCS OT Ppa3pabOTKU
MPOTPaMMHOT0 00eCTICYeHUs 10 yIpaBICHUS U3MEHEHUSIMU B UH(PPACTPYKTYype U
IU(POBBIX MAPKETUHTOBBIX KaMIIaHHSX.

[IpoexThl, KaK MpaBHIIO, BKIIOYAIOT B C€0S MHOXKECTBO Pa3IMYHBIX 3ajad,
KOTOPBIE MOTYT OBITh PactpeAesieHbl MO OTAEIbHBIM COTPYIHUKAM HJIM KOMaH]IaM.
HexoTopble U3 3THX 3aady MOTYT BBINOJHATHCS MAapajijIebHO, B TO BpeMs Kak
JIpyrue MOTYT TpeOOBaTh MOCIEAOBATEILHOIO BBIMIOJIHEHUS, TaK KaK CIeayIolast
3a/laya 3aBUCHUT OT YCIEHIHOIO 3aBeplieHusl mnpenbiaymieit. [ns obecneueHus
3(p(EeKTUBHOTO BBIMOJHEHUS TAaKUX IPOEKTOB HEOOXOJAMMO HMMETh XOPOIIIO
pa3paOOTaHHBIHN TJIaH, KOTOPBIM YYUTHIBAET BCE aCMEKTHI MPOIIECcca.

Onnako pa3paboTKa IjIaHa — 3TO TOJBKO Hauano. BaxHO Takxke yMeTh
KOHTPOJIMPOBATh XOJI BBIMOJTHEHMUS STHUX 3ajady. ITO MOXKET BKJIOYaTh B ceOs
peryJisipHble MPOBEPKHU CTaTyca 3ajlay, OOHOBJIEHUE MJIAHOB B OTBET HA U3MEHEHUS
B CPOKaX WJIU JIOCTYIHBIX PECypcax, a TakKe OOIeHHE C KOMaHIaMH U OTJEIbHBIMU
y4aCTHUKaMU, YTOOBI yOEIUTHCS, YTO BCE MPOJIBUTAIOTCS B COOTBETCTBUU C TUIAHOM.

Kpome Toro, sddextrBHOE ympaBieHUE NPOEKTaMH TPeOyeT CTPOroro
COOJIFOICHHS IEJIaMHOB. DTO MOJKET BKJIIOYATh B c€0s1 HE TOJILKO OTCIICKMBAHHE
CPOKOB BBITIOJIHEHHUS 3a/1a4, HO U YIIPaBJI€HUE PUCKaMH, KOTOPbIE€ MOTYT MPUBECTU
K 3azepxkkaM. Hampumep, ecnm KpuTHuUecKkas 3ajgada oOTCTaeT OT rpaduka,
MEHEKEpP TMPOEKTa MOXET IOTpeOOBaThCA MPEANPUHATDH JCHCTBUS, YTOOBI
YCKOpUTH €€  BBHIIIOJIHEHUWE WM  [epepacrnpefieuTh  Pecypchl, UTOOBI

MHWHHUMU3UPOBATH BJIMAHUC HA O6H.[PII>1 IIPOCKT.
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Haxonen, »>¢dexTuBHOE ympaBleHHE MPOEKTAMU BKIIOYAET B ceOs
IrPaMOTHOE pacHpeiesieHue pecypcoB. OTO MOXKET O3HayaTh ACCUTHOBAHUE
COTPYJHUKOB Ha ONpPEACIICHHBbIC 3a/laud, YIMpPaBJICHUE OIIKETOM IMPOEKTa,
obOecrnieueHue HEOOXOAUMOTO OOOPYIOBAHUS WIIM MPOTPAMMHOTO OOECIieueHusl, a
TaKke KOOpAUHAIMS C BHEIITHUMU MMOCTABIIMKAMMU.

WUrak, ymnpaBnenne mnpoektamu B [7T-chepe — OTO CIOXKHBIA U
MHOT'0ACIEKTHBIN MPOIIECC, KOTOPBIN TpeOyeT HE TOJIBKO TEXHUUECKUX HABBIKOB, HO
Y HaBBIKOB JIUJEPCTBA, CTPATETMUECKOTO TUIAHUPOBAHUSA, YNPABJICHUS PUCKAMH,
KOMMYHUKAIIMH U MHOTOTO JAPYToro.

Cy1iecTByonme HHCTPYMEHTHI YIIPABICHUS MPOEKTaMU MOTYT MPEIOKUTD
0a30BbI (PYHKIIMOHAJI NJis PEIICHHS ATUX 3a/ad, OJHAKO 3a4acTyl0 OHHM He
00J1aJal0T TOCTaTOYHON THOKOCTBIO WIIM CIUIIKOM CJIOXKHBI B HCIOJIb30BaHUMU.
Kpome Toro, MoxeT BO3HUKHYTh MOTPEOHOCTh B aBTOMATH3AlIMK OIMPEIEICHHBIX
MPOIIECCOB, HANpPUMEP, B CO3/IaHUM OTYETOB O BBHIMOJHEHUU 3aJlad WIH B
OMOBENIEHUN YYAaCTHUKOB IIPOEKTA O HACTYMHAIOIIUX JeIaiiHaX.

B sTOM ciiyuae pernieHreM MOXKET CTaTh pa3paboTka COOCTBEHHOM KIIMEHT-
CEpPBEPHON CHCTEMBbI [JIsl [UIAHUPOBAHUS, pACHpPENENCHUs] U  YNpaBJICHUs
npoektamu. [lpu mpaBUIBHOW peanu3alii, OHa MOXKET O00ecneuuTh YAOOHBIN
uHTepdeic ams padoThl C MPOEKTaMH, TMOKME HACTPOWKH ISl aJanTallld TOJ
KOHKPETHbIE OM3HEC-TPOIECChl U MEXaHU3Mbl aBTOMATHU3allUU JIJIs TOBBIIIECHUS
MPOAYKTUBHOCTH PaOOTHI.

Hamnpumep, cucrema MOXeT aBTOMaTUYECKHU CO3aBaTh U OTIPABIISITH OTYETHI
0 cTaTyce MPOEeKTa PYKOBOJCTBY KOMIIAaHHH, OINOBEIIATh YYACTHUKOB MPOEKTA O
HACTYMAIMIIUX CPOKaxX BBIMOJHEHHS 3a/lady WU JaXKe aBTOMATHYECKU Ha3HAyaTh
3a/laud HAa COTPYJAHUKOB HA OCHOBE MX TEKYIEW 3arpy3Kd U HaBBIKOB. Takoi
MOAXO/ HE TOJBKO YIPOCTUT YIPABJICHUE MPOEKTAMH, HO U 3HAYUTEIHHO MOBBICUT
ux 3¢ (HEKTUBHOCTD.

KitoueBble WHCTPYMEHTHI YINpaBJICHUS MNPOEKTaMH, Takue Kak Trello,

Microsoft Project wm Jira, o0nanaioT ¢GyHKIMOHAJIOM IUIAHUPOBAHUS U
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pacripenieneHus 3aiad. OTH BO3MOXKHOCTHU TO3BOJISIIOT IUIAHUPOBATH MPOEKTHI,
Ha3HayaTh 3aJla4yd U OTCJIEKUBATH UX BBINOJNHEHUE. Trello w Jira npencTaBisioT
CJIeIyIOIME TPEUMYILECTBA:

- CO3J]aHUE JIOCOK U KapTOUeK JUIs 3a/lad, YTO MO3BOJSET BU3YaJlU3UPOBATh
MPOEKT;

- Ha3HAUYCHHWE UCIOJHUTEJIEH Ha KOHKPETHbIE 3aJaud M YCTaHOBKA
JIeUTafHOB;

- o0cykeHue 3a/1a4 B KOMMEHTApUSIX U I00aBIECHUE BIOXKEHU;

- UHTErpalus ¢ APyruMU CEpBUCAMU U MPOTPAMMAMH.

Ho cTtouT oTMETUTh U HEKOTOPHIE OTPAHUYECHUS ITUX CUCTEM:

- B KaXJOM CUCTEME MMEIOTCS OrpaHUYEHUs HA KOJIUYECTBO OECIIaTHBIX
JIOCOK WJIU TIPOEKTOB;

- HACTpOMKa MPOEKTa U 3a7a4 TpeOyeT BPEMEHH U ONPe/IeIEHHBIX HABBIKOB,;

- uHTEpdelic MOKET OBITh CIOKEH /11 HOBBIX MOJIb30BATEIIEH;

- HE BCerja NpeAOoCTaBISIOT yAOOHBbIE WHCTPYMEHTHI NJii AHAJUTUKU U
OTYETHOCTH,;

- HeT API, yepe3 KOTOPHIA MOKHO ObUIO OBl YNPaBJISTH BCEMU (DYHKIUIMU
CUCTEMBL.

Microsoft Project — 3T0 cielluaiu3uPOBAHHBIA HHCTPYMEHT JIJIsl TPOCKTHOTO
MEHEP)KMEHTa, KOTOpBIM TmpeaocTaBisieT Oosiee TIIyOOKHE BO3MOXKHOCTHU
yrpasiieHus mpoekTaMu. [1rockl 3TOro HHCTpyMEHTA:

- TPEJOCTaBJsICT PACIIMPEHHBbIE HWHCTPYMEHTHI ISl IUIAHUPOBAHUS M
yIpaBlIeHUs TPOECKTaAMU;

- IO3BOJISIET COCTABIIATH JIeTAlIbHbIE rpaduKku padorT;

- MO3BOJISIET YIPABIATh pecypcaMu U OIOIKETOM MPOEKTa;

- UIHTETpalus ¢ APyruMu npoaykramu Microsoft.

Munycer:

- JUIs UCIONb30BaHUs TpeOyeTcs TMOJMUCKA, KOTopas MOXET OBbITh

CYIIECTBEHHOW JIJIs1 HEKOTOPBIX KOMIIAHHIA;
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- TpeOyeT 00yueHust ajis 3PPEeKTUBHOTO UCTIOJIb30BAHMUS;

- uHTEpderic MOKET ObITh IEPETPYHKEH SISl HOBBIX MOJB30BATENEH;

- HET yJ100HOTO AP 11 UHTETPaLlK C IPYTUMU CUCTEMaMU;

- OTpaHMYEHHAsI BO3MOXHOCTh COBMECTHOM pabOThI B peaiIbHOM BPEMEHHU.

[IpakTdecku co Bcemu mpoOIeMaMu BhIIIe cpaBisieTcs miargopma Asana,
KOTOpasi mpeaJiaraet Ueabli psal GyHKIIUN [J1 TOBBIIIEHUS IPOU3BOAUTEIHLHOCTH U
s PexkTuBHOCTH pabOThl. DTO MHTYUTUBHO MOHSATHBIA HHCTPYMEHT, C KOTOPHIM
KaXXIbIi TTOJIB30BaTENIb CMOXKET OBICTPO OCBOMTHCSI. KpoMe Toro, oHa mpemiaraet
OOILIUPHYIO TOAJIEPKKY MOJIb30BaTENEH MOCPECTBOM YaTa, JIEKTPOHHOM MOUTHI U
TenedoHa.

C mnomomplo Asana, MOXHO IUJIAHUPOBaTh U OTCIIEKHUBATH 3aJ1a4H,
pacrpenensTh UX MEXAy KOMaHJAaMU M YCTaHABIUMBATH CPOKHU BBIMOJHEHHUS.
VYrpaBieHue NpoeKkTaMH CTaHOBHUTCS OoJiee MpO3pavyHbIM Ojiarojaps AeTalbHOM
BU3yalM3allMM KaXJoro oJTamna. bnaromaps ynoOHomy wuHTepdeiicy, MOXHO
HAaCTPOUTH YBEJOMJICHUS U HAIOMUHAHUS O CPOKaX UCMONHEHUs 3a1a4. K Tomy xe,
Asana npennaraeT UHTETPALMIO C MHOXXECTBOM JPYTUX CEPBUCOB, UTO yHPOIIAET
mpoiecc padboTHI.

Oco0eHHOCThIO Asana SIBJISIETCS BO3MO>XHOCTh CO3JaHMUs
MEePCOHATU3UPOBAHHBIX JOCOK U CIIUCKOB 3aJ1a4y. ITO MO3BOJISIET YIOOHO yIIPaBIsATh
paboToil Kak B paMKax OJHOTO IPOEKTa, TAK U Ha YPOBHE BCEl OpraHu3aiuu.
NHCTpyMEHTBl aHAIUTUKU TMO3BOJISIIOT OTCIEKUBATH BBHIMIOJIHEHUE 3a7ad U
aHaIu3upoBaTh 3P(HEKTUBHOCTH paOOTHl KOMaHbI, YTO CIIOCOOCTBYET MOBBIIICHUIO
MIPOU3BOIUTEIIHBHOCTH.

OnHako, y Asana eCTb U1 CBOU HEAOCTATKHU:

- Asana — nnatHas miatgopma, XOTh U MpeajiaraeT OeCIJIaTHYI0 BEPCHUIO C
OTpaHUYCHHBIMHU (PYHKIIUSIMU;

- OTCYTCTBHE PYCCKOSI3BIUHOW MOJACPKKHA MOXET CTaTh MpOOIEeMOM ist

HEKOTOPBIX MOJIb30BATENIEH;
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- MHOXECTBO JIMIIHUX TEXHOJOTMW HEHYXHBIX MU pealu3aliyd Hallen
3a7a4¥, 32 KOTOPBIE HAJO MIJIATUTh.
N3 Bcex CymIecTBYIOIIMX TEXHOJIOTHM, HA JaHHBII MOMEHT B OTKPBITOM

nocTymne HeT 6ecruiaTHoro u ruokoro 1O anis yrnpaBieHus: IPOSKTAMH.
1.2 ITocTanoBka 3agaun

Heo6xonumo pazpaboTath KIMEHT-CEPBEPHYIO CUCTEMY, KOTOpasi Oy et
YIPaBIATh MPOECKTaAMHU.

Cuctema JOJKHA YOBIETBOPSATD CIEAYIOIUM TPEOOBAHUSIM:

- BO3MOXXHOCTb CO3/1aBaTh/yJaIsiTh/pelaKTUPOBAThH MIPOEKTHI;

- BO3MOXKHOCTb CO3/1aBaTh/y1aJsiTh/pEeIaKTUPOBATD 3aa4M Jis MPOEKTOB;

- HEOOXOAMMO peain30BaTh CUCTEMY ayTEHTU(UKAIIUUA U aBTOPU3AIIUH;

- uHTEpdelic Hy)KHO pealn30BaTh B BUJIE CalTa.

TpeboBanus kK ayTeHTU(DUKAIUKA U ABTOPU3ALINU:

- KQXIbIA MOJb30BaTEIh MMEET POJM U TMpaBa: MOJIb30BATEIU C POJIbIO
«Develovery nOIKHBI UMETh OTpaHUYEHHBIE MpaBa, MO3BOJSIONINE 3aKPHIBATh
3amauun. [lonp3oBaTensm ¢ ponbto « Teamleady nocTynHa BO3MOXKHOCTh CO3/1aBaTh
3a/laun, pPACHpeiesisiTh HMX MEXIAy IMOJb30BaTesIMU C poiiblo «Developer» u
yCTaHaBJIMBATh CPOKH, a TAKXKE 3aKphIBaTh NPOEKThl. [lonp3oBaTenu ¢ poibio
«Manager» MOTyT co3daBaTh MPOEKThI, YCTAHABJIMBATH CPOKM M Ha3HA4aTh Ha
MOJIb30BATENIEN POJIH.

TpeboBanus k uHTEpEUCY:

- MPOCMOTP IMPOEKTOB U 3a/ay;

- nobaBneHue, yaaleHue U peIakTUPOBAHKUE IIPOCKTOB U 3a/1au.

- U3MEHEHUE JaHHBIX MOJb30BATENS;

- oTHeNbHas opMa aBTOPHU3AIUH.

Jlucm
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1.3 ApxuTeKkTypa NpHI0KEHUS
1.3.1 MukpocepBuCHas apXuTeKTypa.

[IporpammHoe perienne OyeT pa3padoTaHO C UCIIOJIb30BAHHEM HECKOJIBKUX
MHUKPOCEPBUCOB, MOCKOJIbKY Ha JIAaHHBIM MOMEHT ATOT MOJXO]I SIBJISETCS Hanbolee
yAOOHBIM U aKTyaJIbHBIM.

MuKpocepBUChl  MPEACTABISIIOT  cOOOM  CTpaTeruio  pa3paboTKu U
CTPYKTYPHUPOBAHUS MPOTPAMMHOTO OOECIeUeHusl, TJe MpuiokeHue GopMupyercs
n3 Habopa MalbIX CaMOCTOSITEIBHBIX CIyX0, paboTaroIux Yepe3 YeTKO
onpenenennsie APl. Otu ciayxObl ynpaBisltOTCS OTAEIBHBIMU aBTOHOMHBIMU
KOMaHJaMHU.

MukpocepBUCHas apXUTEKTypa OOJerdaer mpolecc MaclTaOupoBaHUS U
YCKOpSIET CO3/JaHUE NPWIOKEHHUM, CHOCOOCTBYSI BHEAPEHUIO WMHHOBALUM U
OBICTPOMY 3aIyCKY HOBBIX (DYHKIIMI Ha PBIHOK.

XapakTepucTUKU MUKPOCEPBUCOB:

- aBTOHOMHOCTh. Kaxpgas KOMIOHEHTHas CiIy}k0a B apXUTEKType
MHUKPOCEPBUCOB MOXKET pa3pabaThiBaThCs, pa3BEPTHIBATHCS, IKCILTYaTUPOBATHCS U
MacmTabupoBaTbes 0€3 BIMSHUSA Ha (yHKIHOHUPOBAHUE APYruX ciyx0. CirykObl
HE [IOJDKHBI JIETUTHCSI CBOMM KOJAOM WM pealu3aluel C JApyruMmu
cinyk0amu. JIro0ast CBsI3b MEXKAY OTJAEIbHBIMU KOMIIOHEHTAMH ITPOUCXOIUT Yepe3
YeTKO onpeaeneHubie 4PI,

- KXl CEpBUC pacCcyuTaH Ha HAO0Op BO3MOKHOCTEM M OPUEHTUPOBAH HA
peleHne KOHKpeTHOUW 3amauu. Ecnu paspabotumku 100aBisitoT OOJbllie Kojaa B
CIy>k0y C TeUeHHEM BPEMEHH, U CITyk0a CTAHOBUTCS CJIOKHOM, €€ MOKHO pa30UTh
Ha 00JIe€ MEJIKUE CITYKOBbI.

[Ipeumy1iecTBO MUKPOCEPBUCOB:

- THOKOCTh. MHUKpPOCEPBUCHI CIOCOOCTBYIOT OpraHu3aluu HeOOIbIINX
HE3aBUCHUMBIX KOMaHJ, KOTOpbleé OTBETCTBEHHO 3a CBou yciayru. Komanasi

HCfICTBYIOT B HEOOJIBIIIOM U XOpomo MOHATHOM KOHTCKCTC U UMCIOT BO3MOKHOCTD
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pabotaTh 0OoJyiee HE3aBUCUMO M ObICTpee. DTO COKpallaeT BpeMs IUKJIa
pa3paboTku. Bel monydaeTe 3HaYUTENbHYIO BBITOAY OT COBOKYIHOM MPOITYCKHOM
CIIOCOOHOCTH OpraHu3aluu;

- MacmTabupyemMoctb.  MHUKpPOCEpPBUCHI  MO3BOJISIIOT  HE3aBHCUMO
MaclmTabupoBaTh  KaXAyw  CIOy:kOy sl yIOBIETBOPEHHUSI  cOpoca Ha
MOAJCP)KUBAEMYI0 €10 (PYHKUIMIO MPUIOKEHHUS. DTO TMO3BOJISIET KOMaHJaM
MPAaBWJIBHO OMNPEACNSITh MOTPEOHOCTH MHMPACTPYKTYPhl, TOYHO HU3MEPSTH
CTOMMOCTH (DYHKIIMU U TIOJJIEPKUBAThH JOCTYIMHOCTb, €CIIU Ha YCIYTy HaOIIOAaeTCs
BCILJIECK CIIPOCA;

- IPOCTOTa pa3BepThIBaHUSA. MUKPOCEPBUCH 00€CTICUMBAIOT HEMPEPHIBHYIO
MHTETPAIMIO U HEMPEPHIBHYIO JTOCTABKY, YTO MO3BOJSET JIETKO MPOOOBATH HOBBIC
€W U OTKAThIBATbCS, €CIM 4YTO-TO He pabotaeT. Huzkas CTOMMOCTh OTKa3a
MO3BOJISIET SKCIIEPUMEHTUPOBATH, YIIPOIAET OOHOBJIEHUE KOJIa U YCKOPSIET BBHIBOJI
Ha PHIHOK HOBBIX (DYyHKIIHIA;

- TeXHOJoruueckas cBo0oAa. APXUTEKTYpbl MUKPOCEPBUCOB HE CIEAYIOT
MOAXOJYy «OAWUH pa3Mep NoAXOAUT Bcem». KomaHawsl MMEIOT CBOOOAY BbIOOpa
Jy4IlleT0 UHCTPYMEHTA JUIsl pEIIeHUs CBOUX KOHKPETHBIX Mpobiiem. Kak cnenctaue,
KOMaH/bl, CO3/IaI0II1ME MUKPOCEPBUCHI, MOTYT BBIOpaTh JYUIIUA UHCTPYMEHT JJIs
KaX10¥ paboThI;

- MHOTOpa3oBblii kojA.  Pa3nenenue mnporpaMmMHOTO oOecnedeHus Ha
HEOOJIbIINE, YETKO OMpPEEICHHbIE MOJYJIM TMO3BOJISIET KOMaHAaM HCIOJIb30BaTh
GyHKIIUU Ui pa3nuyHbIX 1eneid. CepBUC, HAMMCAHHBIM JUIsl  ONpe/leNIEHHON
(YHKIIUU, MOXET MCHOJIb30BATHCS B KAYECTBE CTPOUTEIHHOTO OJOKa ISt Ipyrou
byHKIUY;

- codetaHue TexHonoruil. Komanapl MOryT BbIOpAaTh TEXHOJIOTHIO, KOTOpAst
JydIlle BCETO MOJIXOAUT ISl UX CIY>KObI, UCTIONB3Ysl COYETAHUE TEXHOJIOTUYECKHUX
CTEKOB 10 Mepe HEOOXOIMMOCTH;

- u3oJdsAuUs AaHHBIX. ['opa3fgo mporne BHINOTHATH OOHOBJIECHUSI CXEMBI,

IMOCKOJIbKY 3aTparuBacTCsd TOJIBKO OAHH MHUKPOCCPBHUC. B MOHOJIMTHOM
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IMPUITO0KCHHUHN OOHOBJICHHE CXEMBI MOJXET CTaTh OYECHb CJIOKHBIM, ITIOCKOJIbKY
Pa3HBIC YaCTH NPUITOKCHUA MOTI'YyT KaCaTbCA OJHUX M TCX KE JAaHHBIX, YTO ACJIACT

T100bIe U3MEHCHHS CXEMbI PUCKOBAHHBIMH.
1.3.2 [lla6non Controller-Service-Repository

[Tabnon Controller-Service-Repository sBAsieTCd pPacHpOCTPAaHEHHBIM B
OOJIBIIMHCTBE MpUIOXKeHUM Spring Boot. ITOT mabIOH MPUMEHSETCS U3-3a €ro
3 PeKTUBHOCTU B pa3iesieHuu 00s3aHHOCTEH. B 3TOM KOHTEKCTe, KOHTPOJLIED,
HaxOJSIIMICA Ha BEPXHEM YPOBHE, MOJHOCTHIO OTBEYAET 3a MPEAOCTaBJICHUE
(YHKIIMOHATBHOCTU i1 HMCIOJIb30BAHUS BHEIIHUMH CYIIHOCTSIMHM, BKIJIOYas,
BO3MOYKHO, 3JIEMEHTHI MOJIb30BaTeIbCKOro MHTepdeiica. Cioi, oTBeUarOmUi 3a
paboty c naHHbIMH (Repository), HAXOIUTCS B HUXKHEW 4acTU U 0OecrieurBaeT
XpaHEHUE U TMOJY4YEHHE OIpe/eIEHHOr0 Habopa JaHHBIX. YPOBEHb CEpBHUCA
3aHUMaeTcs Bcel Ou3Hec-norukoil. Ecnu OusHec-noruka TpedyeT mojlydyeHus Wiu
COXpAaHEHMS JTaHHBIX, OHA B3aUMOJICHCTBYET C cioeM JaHHbIX. Ecau Tpelyercs
JOCTYT K OM3HEC-JIOTHUKE, OH OCYIIECTBISETCSA Yepe3 KOHTPOJILIED.

DTO JI0CTaTOYHO NPOCTOE pa3rpaHuueHue ooOs3aHHocTedl. Ecaum  kon
OTHOCHTCS K XpaHEHUIO WM TIOUCKY, OH pacrojiaraeTcs B clioe JaHHbIX. Eciu peun
UJET O IPeAOoCTaBlIeHUN (GYHKIIMOHAIBLHOCTH, 3TO OTHOCUTCS K KOHTposuiepy. Bee
YHUKaJIbHOE JJ1s1 OM3HEC-IOTMKU HAaXOJUTCA Ha YPOBHE CEpBUCA. Y POBEHb CEPBUCA
He 3a00TUTCS O TOM, KaKk K HEMy OOpalllatoTCsi, €ro 3ajaya - BBIIOJIHATH CBOIO
paboTy, UCTIONB3YS CIOM TaHHBIX TaM, TJI€ 3TO HEOOXOAUMO. A KOHTPOJIIEP MPOCTO

Jenerupyer paboTy ypOBHIO CEPBHCA, UTO MO3BOJISIET EMY OCTABATHCS «JIETKUM)).
1.4 UacTpymMeHTHI pa3padoTKu

1.4.1 S35k Java

Cucrema Oyzaet pa3paboTaHa Ha s3bIKE Java, TOCKONbKY Java npeacTaBiseT
coOOM HaJIe’)KHBIM, TOHSATHBIA U IIMPOKO HCIOJB3YEMBIM cpelu pa3pabOTYMKOB

A3bIK TPOTPAMMHUPOBaHUA. B KOHTEKCTE CO3JaHNsI MUKPOCEPBUCHOW APXUTEKTYPHI,
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Java ocobeHHo oie3eH Oaarogapsi CBOeMy IPOCTOMY CHHTAKCUCY aHHOTAIUH, U4TO
obieryaer mporecc paspadbotku. bomee Toro, Java mnpeacTtaBisieT coOOM
MPEKPACHBIM BBIOOpP, TaK KakK IPEJOCTaBISICT BO3MOXXHOCTH II0 CO3JaHHIO
MOJI30BATENIHCKOTO HWHTepdelica, WHTETpallud C BHYTPEHHUMHU pEeCypcaMu H
AJIEMEHTAMH MOJICIIH.

Java neMOHCTPUPYET BBICOKYIO CTOMMOCTHh B KOHTEKCTE YMTAeMOCTH KOJIa,

0COOEHHO TIpU padOTe ¢ CIOKHBIMU CHCTEMaMH.
1.4.2 Spring Boot

['maBHo#t OuOMUOTEKOM, obOneryarmieil pa3zpaboTky 0o mabdjIoHaM U
MOJJEPKUBAIOIIEN MOCTPOCHUE MUKPOCEPBUCHON apXUTEKTYPbI, SIBIAETCA Spring
Boot.

Spring Boot obnerdaet npoIecce co3aHusi aBTOHOMHBIX TPUIJIOKEHH Ha 0aze
Spring, KOTOpble MOXHO MPOCTO 3aMyCTUTHh 0€3 0COOBIX XJOMOT. BOJNBIIMHCTBY
MPUJIOKEHUH, pa3paboTaHHbIX Ha Spring Boot, TpebyeTcss MUHUMYM HACTpPOMKU
Spring.

[IpeumyiectBa Spring Boot Bkito4aiot B ceos [2]:

- YIIPOIIEHHOE U KOH(JIMKT-CBOOOAHOE YIPABICHUE 3aBUCUMOCTSIMU;

- BO3MOXHOCTh OBICTPO HACTpaumBaTh U 3alyCKaTh AaBTOHOMHBIE BeO-
MPUJIOKEHUSI U MUKPOCEPBUCHI;

- IPOCTOTY COOPKU apTePaKTOB, KOTOPHIE MOCTABISIOTCS CO BCTPOCHHBIMU
cepBepaMu MPWIOKECHUM, TaKUMH Kak Tomcat, Jetty nnu Undertow;

- npenoctaBienne API, KOTOpbId OOecreynBaeT IOCTyNl K BHYTPEHHHM
JAHHBIM TPUIOKEHUS, BKIIOYas JACTATU3UPOBAHHBIE METPUKH, BHYTPEHHUM
MEXaHU3M padOThI MPUIIOKEHUS, CTATYC €ro MPOU3BOAUTEIHHOCTH;

- OTCYTCTBUE HEOOXOJUMOCTH B KOHpUTypanuu Ha ocHOoBe XML. Hanuuue
YIPOLIEHHBIX  CBOMCTB. Kitaccel, ympaBisgemble  Spring  KOHTEUHEPOM,

ABTOMATUYCCKH MHUIUAJIN3UPYIOTCA, HACTPAUBAIOTCA N CBA3BIBAKOTCH.
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1.4.3 Spring Data JPA

baza nannpix OyieT XpaHUTh CIIMCOK MOJIb30BaTeNel u ux uadpopmanuro. s
B3aUMOJICUCTBUSL ¢ 0a30M JTaHHBIX MBI BOCIOJIb3yeMcsl TexHosoruen Spring Data
JPA. JPA o3navaer Java Persistence API.

Spring Data JPA nipenocTaBiisieT MpOrpaMMHBIN HHTEpdENC 1S yIpaBIeHUs
PENSIUOHHBIMUA TAHHBIMU, UCIOIB3Ys YIPOIUIEHHbIE METOJIBI JOCTyNa K JaHHBIM.
DTO MO3BOJISIET COXPAHATH, OOHOBJISITh, YAAIATh U U3BIEKaTh MHPOPMAIUIO U3 0a3bl
JTAHHBIX.

Spring Data JPA cyuiecTBEHHO ympouiaeT paboTy ¢ 0a3amMu JaHHBIX M
MO3BOJISIET COCPEAOTOUYUTHCS HA HANMCaHUW OW3HEC-IOTMKU, a HE Ha KOJe MJIA
BbINOJIHEHUA onepauuiit CRUD. OH mpenocTaBisieT TOTOBBIE K HCIOJIb30BAHUIO
uHTepdeiicel peno3uTOpUEeB, a TakkKe JaeT BO3MOXKHOCTh OIpeeiIeHuUs

M0JI30BATENBCKUX 3aMIPOCOB € MMOMOILBIO 3HAKOMOI'O CHHTaKCcHCa
1.4.4 PostgreSQL

B mukpocepsuce a kauectse CYB/] npumensiercss PostgreSQOL. PostgreSQOL
— 9TO MOII[HAsl CUCTEMA YIIPaBIICHUSI PEISLIMOHHBIMU 0a3aMu JAHHBIX C OTKPBITHIM
HCXOJHBIM KOJOM, OCHOBaHHAas Ha si3bike SOL.

[TpenmymectBa PostgreSQL:

- cBoOoaHOE ucnonbzoBanue. Kak u MySQOL, PostgreSQOL siBnseTcst CUCTEMO
yhpaBiieHHusl 0a3aMU JAHHBIX C OTKPBITBIM HMCXOJHBIM KOJIOM, 4YTO IO3BOJISET
HCII0JIB30BaTh €ro OeCINIaTHO;

- MOPTATUBHOCTh. PostgreSQOL monnepKuBaeT MHOXECTBO OIMEPAMOHHBIX
cucreMm, BkIovdas Linux, Windows, MacOS wn np;

- 0Oe3omacHoCTh NOAKIOUEHUS. PostgreSQL mnpepyaraer pa3jiudyHbIe
MEXaHU3MBbI MOJKIIIOYEHUs 111 0€30MaCHOT0 U HAJIEKHOTO JOCTYIa K cepBepy 0a3

JTAHHBIX
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- BBICOKas NPOM3BOJAMTEIBHOCT M HAJIEKHOCTh. brnaromaps cBoeu
BBICOKOO((EKTUBHON  apXxutekrtype, PostgreSOL mnpepnaraeT  OTIMYHYIO
MIPOU3BOIUTENIBHOCTh MPH pabOTe ¢ OOJBIIUMHU HAOOpaMH TaHHBIX.

Henocrartku:

- CIOXHOCTb. PostgreSOL umeeT 0ojiee CIO0XHYIO KPUBYIO OOy4YEHHS I10
CpaBHEHHUIO ¢ HEKOTOphIMU IpyrumMu CYB/I;

- HU3Kasg MPOU3BOJUTENBHOCTh NpH 0OOpabOTKE HEKOTOPHIX BUIOB
TpaH3akuuii, Xxotst PostgreSQL 0OBIUHO XOPOIIO CIpPaBISeTCs ¢ OOJIBIITUHCTBOM
TPaH3aKIIMOHHBIX HArPYy30K;

- HecMOTpss Ha TO, 4ro PostgreSOL npenocTaBisieT MHOXKECTBO
MHCTPYMEHTOB ISl pa3pabOTKU W OTJIAJKH, HEKOTOPbIE W3 HHX MOTYT OBITh
CJIOKHBIMH B MCIIOJIb30BAaHUU JJI1 HAUMHAIOIUX pa3paO0TYHKOB;

- postgreSQL Tpebyet OoJiee TIIATEIBHOM HACTPOWKHA M ONTUMM3ALUU IS

o0OecrieueHUsT BRICOKOM IMPOU3BOAUTEIFHOCTH Ha OOJIBIINX 00beMaX JTaHHBIX.
1.4.5 HikariCP

YToOBl ONTUMHU3UPOBATH PAOOTY MUKPOCEpPBHCA, CTOUT YAECIUTh BHUMAHHE
UCIIOJIb30BAHUIO IyJIa COENMHEHHH ¢ 0a30il naHHbIX. Ilyn coenmHeHunii — 3TO
MOAXO0/, KOTOPBIA MCHOJB3YeTCS [UIsl YBEJIWYEHUS NPOU3BOAMTEIBHOCTH MNpPHU
pabore ¢ 0a30il NaHHBIX B JMHAMHYECKUX NpuiokeHusax. IIpouecc oTKpeITHS H
3aKpBITUS COEAMHEHUH ¢ 0a301 JaHHBIX MOKET Ka3aThCsl HE3HAUNUTEIbHBIM B IJIaHE
3aTpaT, OJJHAKO IIPH MacIITa0MPOBAHUU 3TO MOXKET OKA3aThCS JOPOTOCTOSIIIHM.

JlommycTuM, 3aTpaThl BPEMEHU Ha YCTAHOBJIEHHWE COEJIMHEHMS COCTaBISAIOT 5
MC, a Ha BBINIOJIHEHHUE 3ampoca - eime 5 Mc (nmpumepnsie udpsl). B aTom ciyuae
MOJIOBUHA BpPEMEHHM YXOJUT HMMEHHO Ha YCTAaHOBJEHUE coenuHeHus. Ecmu
KOJMYECTBO 3alpOCOB BO3pPACTA€T JO THICSYM WJIU JECITKOB ThICSY, BpeMs Ha
YCTaHOBJICHHE COEMHEHUN MOKET 0Ka3aThCsl CYILIECTBEHHO OOJIBIINM.

Hcnonb3oBaHue mya0B COEAMHEHU 00OCHOBAHO CIEAYIONIUMU NMPUYNHAMMU:
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- OTKPBITHUE U 3aKPBITUE COETUHEHUM TpeOyeT pecypcoB. UTOObI CAKOHOMUTD
UX, COEIMHEHUS KALIUPYIOTCA U HOBTOPHO UCIOJIb3YIOTCS;

- B Cllydya€ PE3KOro YBEIMYEHUS AKTHBHOCTH MOKHO KOHTPOJHMPOBATH
KOJIMYECTBO MOJKIIOUEHUN K 0a3e MaHHBIX. DTO MO3BOJISIET M30eraTh CUTYalHi,
KOrJa KOJ OXHUJAeT JOCTYIHOTO COEIUHEHUs, YTO OCOOEHHO TMIOJE3HO B
pacupeieNICHHbIX Cpeaax;

- pasneneHue OOIIMX OIMepaluii Ha HECKOJbKO IyJOB IO3BOJSET Oosee
3 PEeKTUBHO YyIPABIATH PECYpCAMU.

HikariCP — 310 nipuMep OBICTPOTO U JIETKOTO IyJa coeaunenuit Java. Ero
APl n xomoBas 0a3a OTJIWYAIOTCS KOMIIAKTHOCTBIO M BBICOKOH CTEIEHBIO
ontTuMuzanuu. BaxueiM npeumyiiectBoM HikariCP sBnsieTcs TO, 4TO OH HE
KEPTBYET MNPOU3BOJAUTEILHOCTHIO B TMOTOHE 3a YIPOIIEHHWEM, B OTJIMYHE OT

HEKOTOPBIX JPYTUX pealu3alui ImyJOB COEAUHEHNH Java.
1.4.6 REST API

Jlist oO1ieHust ¢ MUKPOCEPBUCOM Yepe3 Opay3ep, Ipyrue MUKPOCEPBUCHI WU
CUCTEMBbI, HEOOXOJMMO pa3zpaboTaTh HAOOp OMpPEACIICHUH U MNPOTOKOJOB st
co3nanust API. Otot API OyJeT CTpOUTHCS Ha OCHOBE apXUTEKTYPHOTO IMOJX0]1a
REST. REST — 3T0 cTanjapT B3aMMOAEHUCTBUS MEXy cucteMamu B MIHTEpHETE,
KOTOPBIN YIPOIIAET UX COBMECTHYIO padoTy.

API, cnenywomuii >TuM npunHiunamMm, HaseiBaercs RESTful API. On
obOecrnieunBaeT ruOKOCTh, BEICOKYIO MPOIMYCKHYIO CIIOCOOHOCTh U OBICTPOJIEUCTBUE,
YTO MOJIE3HO NI UHTETPAllUd U KOMMYHUKAIIUU TPOTPAMMHOTO 00eCTICUEHUSI.

REST API BbICTYIIaeT CBS3YIOIIMM 3BEHOM MEXKIy KIMEHTOM M CEPBEPOM,
OTIIPABJISAS 3alpPOChl HA PECYpPCHI U IMOJIy4das OTBETBI 4yepe3 mportokon HTTP. B
KoHTeKkcTe REST, KIMEHT UHUITMUPYET B3auMoeiicteue. Hampumep, obpaiiienue K
BeO-cTpanuiie mo URL oObryHO peanusyetcst uepe3 H1TTP-3amnpoc.

Haun6Gonee yacTto ncnonb3zyemsie MeTobl H1TP BKIIOYAIOT:

- GET: nns nony4eHus pecypcea;
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- POST: nns co3nanust HOBOTO pecypcea;
- PUT: nns oOHOBIIEHUS pecypca;

- DELETE: nis ynaneHus pecypca.
1.4.7 Spring Security Authorization Server

Jlns obecrnieueHusi 0€30MacCHOCTH CUCTEMbl NpUMeHsietcst Spring Security
Authorization Server B KauecTBE OT/AECIIBHOTO MUKPOCEPBHCA.

Spring  Security Authorization Server TPeNOCTaBISIET BO3MOXKHOCTHU
ayTeHTU(UKALMKU U aBTOPHU3ALINU, UCTIONB3Ys ITpoayMaHHbie GuinbTpbl. UHTEpHET-
MPUJIOKEHUS YaCTO MOABEPKEHBI yIpo3aM 0€30MaCHOCTU U aTaKkaMm, MOCKOJIbKY OHU
JOCTYTHBI BCEM IOJB30BATEISIM CETH. BO3MOXKHO, CyIIECTBYIOT KOHEUHbIE TOUKU
REST, noctym K KOTOPBIM JOJXKEH OBITh OrpaHUYEH [Jis OINpe/IeIEHHBIX
nonb3oBateneil. Hampumep, omnepanuu OOHOBIEHUSI [aHHBIX WM JIEUCTBUS,
MpeHa3HAaYeHHBIE JI aIMUHUCTpaTOpa.

Spring Security Authorization Server mo3BonsieT 3amututh URL-anpeca
BalllUX NPWIOKEHHH. ODTo MomHas 1IatdopMma, MOpeaHa3HAuYeHHAs s
obOecrnieueHus: 0€30MaCHOCTH KOPHOPATUBHBIX MPHIOKEHUM, Oarogapsi THOKUM U
HacTpauBaeMbIM (DYHKIIUAM O€30MaCHOCTH.

B ocnoBe pabotsl Spring Security Authorization Server nexat TpHU KIFOYEBBIX
MPUHIINIA:

- ayTeHTU(UKAIUS - IPOIECC MPOBEPKH YUETHBIX JAHHBIX MMOJIH30BATENS;

- aBTOpHU3AIUA - MPOLIECC MPEOCTABICHUSI UM 0TKa3a B IOCTYIIE K pecypcam
MOCJ€ YCHENHOW ayTeHTU(UKAIIUH;

- yIpaBlIeHHE MapojisiMu - Spring Security mpeayiaraeT psiJ KJIaccoB IS UX
0€30IMacHOr0 XpaHEeHHS U XCIIHUPOBAHUS;

- ¢unptparus HTTP-3anpocoB - BaKHas COCTAaBIAIOIIAS OOeCIeYCHUS

0€30MacCHOCTU MPUITOKEHUS.
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1.4.8 Maven

COopka UCHOJHIEMOr0 NPWIOKEHUS U3 HCXOJHOrO Koja Tpedyer
MHCTPYMEHTa COOpPKM, KOTOPBIN TakKe MCHOJb3yeTCs JUIsl TaKUX OMNepaluid, Kak
reHepanusi UICXOAHOrO0 KOJa, CO3JaHue JAOKYMEHTAIMM KOJa, KOMIWIALMS KOJa,
yIaKOBKAa CKOMITHJIMPOBAHHBIX Moiyiel B JAR-dansl unu Docker-o0passl. OnuH
13 HauOosee PaclpOCTPAHEHHBIX U YJIOOHBIX MHCTPYMEHTOB MJi 3THX LEleH -
Maven [4].

Maven daBnsieTCd TOMYJSPHBIM HHCTPYMEHTOM COOPKH C OTKPBITHIM
HCXOJIHBIM KOJ0M OT Apache, npenHa3HaueHHBIM JUIsl CO3/IaHMS], pACIIPOCTPAHEHUS
Y pa3BePThIBAaHUS PA3JIMUHBIX TPOECKTOB, YTO 00JIETYaeT yIpaBlIeHUE MPOEKTaMHU.

brnarogaps ucnonb3oBanuto mojaenu npoekra POM (Project Object Model),
Maven 3HauuTenbHO oOsieryaer paboTy pa3paboTyukoB Java, mTpeaocTaBisis
yA00HbBIE MEXAaHU3MBI ISl CO3/IaHUSI OTYETOB, KOHTPOJII COOPKU U aBTOMATH3aLUU
TECTUPOBAHUS.

Cpenn Hanbonee BaxxHbIX QyHKUNUNA Maven MOXKHO BbIIEIUTS:

- 00JIBIION ¥ TOCTOSIHHO OOHOBJIIEMBIN peMO3UTOpHl OMOIUOTEK;

- y1oOHO€E HacCTpOMKa MPOEKTOB C UCIOJb30BAaHUEM JIYUIIHX PAKTHUK;

- YIIpaBJICHUE 3aBUCUMOCTSAMU C aBTOMAaTUUE€CKUM OOHOBJICHUEM;

- oOpaTHas COBMECTUMOCTD C MPEbIAYIIUMHU BEPCUIMU;

- KA4eCTBEHHAsl OTYETHOCTH MO OIIMOKaM U I€JIOCTHOCTH;

- aBTOMATHUYECKOE YMPABICHUE BEPCUIAMU POJUTEIbCKUX TPOCKTOB;

- TapaHTUPYET €AMHOOOPa3HOE UCIIOIb30BAHUE BO BCEX IIPOEKTAX;

- pacuIMpsieMOCTb 3a CUET BO3MOKHOCTH HalMCaHUsl COOCTBEHHBIX TUIATMHOB
Ha Java W CKPUIITOBBIX S3bIKAX.

LlenHoCTH Maven 0oCHOBaHA HAa UCHOJIb30BAHUN OOBEKTHON MOJENH MPOEKTA
(POM) — »t0 XML-daiin, KOTOpbIA COACPKUT BCIO UHPOPMAIUIO O MPOEKTE U
HacTpOWKH ero KoHpurypauuu. POM BKIIOYaeT ONHCAHME NPOEKTa, AETalld

yIpaBl€HUs] BEPCUSIMH U KOH(DUTypaluen npoekra [5].
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Maven MWHPOKO HCIOIB3YETCSI B NPOEKTaX HAa OCHOBE Java, momoras
YIOPaBIATh 3aBUCUMOCTSMH, CBSI3aHHBIMM C OuOnmorexkamu uinu JAR-daitnamu.
NHcTpyMeHT o0ecrieunBaeT 3arpy3ky MNoAXoasmux Bepcuil JAR-daitno nms
KaXJIOr0 MPOEKTa, YYWUTHIBAs, UYTO MOTYT CYILIECTBOBATh pa3lIMYHbIE BEpPCUU
OT/ICJIbHBIX MTAKETOB.

C nomouipto Maven, 3arpy3ka 3aBUCUMOCTEH He TpeOyeT NOoCeleHus
o(pUIHUAIBHBIX CANUTOB pa3HBIX MPOTPaMM, U OH TaKXKe IMOMOTraeT YCTaHOBUTH

IIPABWJIBHYIO CTPYKTYPY ITPOEKTA.
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2 TexHosi0orHs peaau3anum KJIMeHT-CEPBEPHOI CUCTEMbI ISl

INIAHUPOBAHUSA, PAaCIpeac/JICHUA H YIIPABJICHUA IIPOCKTAMHU

2.1 Peanu3zanus

Jlannast paboTa pazaeneHa 3 MUKpOCepBHCa.

B cootBeTcTBHM € 3TUM pa3pabOTKy CHUCTEMbl MOXHO pa3leluTh Ha
CHEYIOLINE ITAIIBI:

- pa3paboTKa pecypCcHOro CepBepa;

- pa3paboTKa cepBUCa aBTOPU3ALUH U AYTeHTU(UKAIIUH;

- pa3paboTKa KIMEHTCKOTO MPUJIOKECHUS.
2.1.1 PecypcHblii cepBep

B pecypcHoM cepBepe peanuzoBaH apXUTEKTypHbIN nattepH « Controller-
Service-Repositoryy, KOTOPBIA pa3JIeNII€T CUCTEMY Ha CIIOU. B cooTBEeTCTBUM C
ATUM Pa3pabOTKy CUCTEMbI MOKHO Pa3/IeNIUTh Ha CJICIYIOIINE ITAIBI:

- pa3paboTKa CJI0s1 XpaHEeHUs JTaHHBIX;
- pa3paboTKa CepBHUCOB;

- pa3paboTKa KOHTPOJIEPOB.
2.1.1.1 Cnoi1 xpaHeHHs1 JaHHBIX

B paGote Obuio co3maHo S5 TaOmuL: «t user», «t roley, «t user rolesy,
«t_projecty, «t_tasky. JlJornueckast MoJienib 0a3bl JaHHBIX MIPEJICTABIICHA HA PUCYHKE

2.1.
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8 t_role 8 t_user_roles
id #| user_id
name roles_id
[
P8 t_project
id
close_time
create_time
description
finish_date
8 t_task . is_open
P
. ¢ |name
id L _ o
- 2 start_time Y
close_tlme 7 ’ author id Ot \‘
createj_tlme . execadion il \‘:
description & BBt user
finish_date ===~ s3=1=1 SR id
name i bk E YR email
-—wy
start_time N
thor id first_name
au
- assword
executor_id P
ect id second_name
roject_i
Projees username

Pucynok 2.1 - Jlorudeckast Mmojiesib 0a3bl TaHHBIX

Tabmuua «¢ user» mnpeAcTaBisieT BceX IMoib3oBareneil. Tabiuma XpaHUT
MepCOHAIbHBIE JaHHBIE, TaKhe Kak UM, (paMUnio, aJpec JIEKTPOHHOU IMOYTHI,

JIOTUH, apoib. Ee cTpykTypa onucana B Tadsuue 2.1.

Tabmuua 2.1 — CtpykTypa Tabauubl «¢_user»

Hassanue nons OnucaHue moasd Tun manHbIX
id VYHuUKanbHbIN uaeHTUPUKATOP Varchar
first name Nwms Varchar
second_name damMunus Varchar
email DIIeKTpOHHAs TToYTa Varchar
username Jlornn Varchar
password [Taponb Varchar
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Tabnuia 2.2 cofep>KUT onucaHue CTPYKTYphI TaOIUllbIl «¢ roley, B KOTOPO

XpaHUTCS UHPOPMAITUS O POJISAX: UACHTU(PUKATOP U HA3BAHUE POJIH.

Tabnumna 2.2 — Ctpykrypa Tabnuisl «¢_roley

Has3sanue nons OnucaHue moasd Tun manHbIX
id VYHuUKanbHbIN uaeHTUPUKATOD Varchar
name Ha3zanue ponu Varchar

B Tabnuue «¢ user roles» mpencraBieHbl ponu monab3oBareneil. Ilpu
yIaJeHuu TOJIb30BaTelNsd, BCE €ro pojiu Takxke yaamsorcs. CTpykTypa

npejcTaBiieHa B Tabnuiie 2.3.

Ta6numa 2.3 — Ctpykrypa Tabnuisl «¢_user roles»

HazBanue moins Onucanue mousg Tun manHbIX
roles_id Nneatudukarop poau Varchar
user_id Unentudukatop noiap3oBaTens Varchar

HNudopmanus o mpoekTax XpaHUTCS B TAONIHILIE «¢_project», B HEU
COJZIEP>KUTCS JIBa BHEIIHUX KIIIOYa: «author _id» n «executor id», OHU CBA3BIBAIOT C

TaOIuLeh «f_user», CBSI3bIO «OJMH KO MHOTUMY. Ee cTpykTypa onucana B Tabinuiie

2.4.

Tabnumna 2.4 — CtpykTypa TaONuIbl «¢_projecty

HazBanue moins Onucanue moas Tun manHbIX
id VYHuUKaIbHbIN UAEHTUPUKATOP Varchar
close_time Bpewms 3akpeiTus npoekra Timestamp
create_time Bpewms co3nanus npoekra Timestamp
description Onucanue mpoexTa Varchar
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HazBanue nossa

Omnucanue 1moJjsa

Tun manHbIX

finish_date [Inanupyemast nata 3aKpbITUs Timestamp
MPOEKTa
start_time Bpewmst Hauana paboThl HaJ Timestamp
MPOEKTOM
IS_open @dnar OTKPBITHS IPOEKTA Boolean
name HasBanue npoekra Varchar
author_id Nnentudukatop aBTOpa MpoeKTa Varchar
executor _id Nneratudukatop HCTIOTHUTEIS Varchar

MPOEKTa

Nudopmanus o 3amavax XpaHUTca B TaOnHLE «f task», B HEH COOEPKUTCS

TPU BHEUIHUX KIIO4Ya: «author id» u «executor id» CBA3BIBAIOT C TaOIuleH

«t_user», a K04 «project id», ¢ Tabmuuen «¢ project», CBS3bIO «OAHH KO

MHOTHUM». CTpyKTypa JaHHOM TaOauIbl MOKa3aHa B Tabiuie 2.5.

Tabnuna 2.5— Ctpykrypa Tabnuis! «t_task»

HazBanue moins Onucanue moasg Tun manHbIX
id VYHuUKanbHbIN UAEHTUPUKATOP Varchar
close_time Bpewms 3akpeiTus 3agauun Timestamp
create_time Bpewms co3nanus 3amaumn Timestamp
description Onucanue mpoexTa Varchar
finish_date [Inanupyemast nata 3aKpbITUs Timestamp
3a/1aun
start_time Bpewmst nauana paboThl Haf Timestamp
3azauen
Is_open @dar OTKPHITHS 3a/1a4U Boolean
name Ha3anue 3amaun Varchar
author_id WNnentudukatop aBTopa 3aaauu Varchar
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HazBanue nmois Onucanue moasg Tun manHbIX
executor _id N nentudukatop UCIOTHUTENS Varchar
3a/1auu
project id N nentudukatop UCIOTHUTENS Varchar
MPOEKTa

Bo Bpemsi 3amycka MHKpOCEpBHCA, aBTOMATHYECKH  3allyCKalOTCs
MOATOTOBIEHHbIE SOL-CKPUIITHI, KOTOPHIE CO3AaI0T COOTBETCTBYIOIINE TAOIUIILI B
0asze JaHHBIX, €CJIU MX HET.

B3aumoneiicTBue ¢ 6a30i TaHHBIX NMpoucxoauT B 4 kinaccax. Kaxapiil kinacc
MMEET METO/IbI JJIsl B3aUMOJIEHCTBUS ¢ TaOJIUIIAMU, TAKUE KaK BCTaBKa, OOHOBJICHHE,
BBHIOOpKA U yJaJICHUE.

Jlns oOpamienue Kk 0a3e JaHHBIX HCMOJB3YEeTCS HAcJedOoBaHUWE OT Kiacca
«JpaRepository», KOTOPBIN MPEJCTABJIEH B MMAKETE
«org.springframework.data.jpa». JlanHblil kinacc o0ierdaer UCMnoab30BaHuEe Oa3bl
JAHHBIX W BBIMOJHSAET OCHOBHOW paboumii ero mporecc. Kmacc mmeer MHOro
yIAOOHBIX  METOJIOB, KOTOpbIE OCYIIECTBISIOT SQOL-3ampochl, MOMOTaroT
KOHBEPTUPOBAThH MPUXOAIINUNA PE3YILTAT B 00BEKTHI java, a TAKXKE JIOBUTh OITUOKH
JDBC u npeacTaBisiTh UX B IPUBBIYHBIE UCKITIOYEHUS. YTOOBI HCTIONB30BATh 3TOT
KJIacC JOCTAaTOYHO co3aTh uHTepdelic 6e3 peann3alnnu, KOTOPbIM HACIETyEeTCs OT
HEro, HamucaTh B O3TOM HUHTepdelice MEeTOAbl, Ha3BaHMUS KOTOPHIX OyAyT
COOTBETCTBOBATh KEIAEMOMY 3ampocy, HAMpUMeEp, ISl MOMCKA BCEX IMPOEKTOB
MOXHO cnenatb Meroj «List<Project> findAIll()», 4ToObl HAWTHU NPOEKTHI C
OMpENIeICHHBIM aBTOPOM HYKHO J00aBUThb B HazBaHue Mmetona «byAuthorld», n
Bxoasuui napametrp: «List<Project> findAlIByAuthorld(String userld)», nnsa
0oJiee CIIOKHBIX 3alPOCOB UCIOJB3YyeTCsl aHHOTauus @Query, B KOTOPYIO

nepenaerca SQL 3anpoc, nanpumep: «@Query(“SELECT * FROM t _project”)».

dusnueckast MoJieNb 0a3bl JaHHBIX MIPEACTaBICHA HA PUCYHKE 2.2.
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& t_role ) B t_user roles

I3 name roles_id:id .—i user_id

Rid 15 roles_id

user_id:id

Stprojet |  asorign

IE close_time
I3 create_time
3 description
I3 finish_date
B t_task IE is_open
17 close_time IE name
3 start_time
project_id:id I author id
| I3 executor_id

o—?'d

3 create_time
executor_id:id

> EH t_user

3 email

| description
|3 finish_date
I H is_open 3 first_name

E name author_id:id 3 password

| start_time V"W 3 second_name
|5 author_id executor_jd:id 8 username

9 executor_id e — TN

| project id

$Rid

Pucynok 2.2 - ®usnueckas MoJienb 0a3bl JaHHBIX
2.1.1.2 Crnoit cepBucoB

Crnolt cepBUCOB CIIyKUT OCHOBOMW JJisi OCHOBHBIX (DYHKIIMH MUKpPOCEpBHUCA,
BBITIOJIHSSA 33/1a4d BaJIUJIAlIMKM JTAHHBIX U peanu3anuu OusHec-moruku. OH Takke
o0ecrnieunBaeT CBA3b MEXKIY KOHTPOJJIEPOM U YPOBHEM YIIPABIICHUS JaHHBIMU.

CepBuCHl, TOpeACTaBISAIONIME CcO00M MeToabl il BeimonHeHus CRUD-
omepaluil ¢ TaKUMH 0OBEKTaMH KaK IMOJIb30BaTellb, MPOCKT U 3ajlaya, HAMPSIMYIO
CBSI3aHbl C YPOBHEM YIPABJICHUS JAHHBIMH. JTU METOJbl NMPUHUMAIOT BXOJIHbBIC
JAHHBIE OT KOHTPOJIJIEPOB, KOTOPBIE 3aTEM IMOJIBEpraroTcs Banuganuu. Banunanus
MpEeJICTaBIsAET COOOM MpollecC MPOBEPKH IPABUIBHOCTH JaHHBIX, OOBIYHO Ha
npeaMeT OTCYTCTBUSL 3HaueHWil. Eciau gaHHble HE MNPOXOJAT MPOBEPKY,

TEHEPUPYIOTCA CcoOoTBeTCTBYyromue omubku. [locne ycnemHoW Baauganuu
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BBITIOJTHSIETCST HEeoOxoaumasi OM3HEC-JIOTHMKA, BKJIIOYas oOpalleHue K YpPOBHIO
ympaBiieHusl AaHHbIMU. [IpuMep MeTona moucka mOpoekTa Mo id B CEpBUCE

«ProjectServicelmpl» npencraBieH HUKE:

@Override
public Project findById(String id) {
if (StringUtils.hasLength(id)) throw new
ProjectIdEmptyException () ;
final Optional<Project> project = projectDao.findById(id);
if (project.isEmpty()) throw new ProjectNotFoundException();
return project.get () ;

Ha BX01 JTaHHOTO METOAa MPUXOUT CTPOKA, KOTOPYIO MBI ITPOBEPSIEM Ha ITyCTOTY C
MTOMOIIIBIO YTUIUTHOTO KJiacca «StringUtils» OMOIMOTEeKN
«org.springframework.utily u ero merona hasLength. Ecnu mone mycroe, TO
BBIOpACBIBAETCS COOTBETCTBYIONIHE HCKITIOUeHKE. Jlanee uaer oobpalieHue K Kiaccy,
paboTaromeMy ¢ 6a30il TaHHBIX JJIS MMOMCKA MPOEKTa, 3aTeM HAET MPOBEpKa, YTO
MpOeKT HaiineH. [locre ycrmenrHoro HaxoKACHHsI B METO1 BO3BPAIIAET 3TOT OOBEKT.

[TogoOHast cTpykTypa XapakTepHa W JjIsi METOJOB BCTaBKH, OOHOBJIECHUS U

yaanaeHusl.
2.1.1.3 Cnoit KOHTpOJIEPOB

YpoBeHb KOHTPOJUIEPOB 3aHUMAETCS 0O0paOOTKOM BXOMSIIMX 3alpOCOB OT
MOJI30BaTENIe U BO3BpAIlleHUEM Pe3yJIbTaTOB 3TUX 3ampocoB. Ha 3ToM ypoBHE He
JOJKHO OBbITh HUKAKOW OW3HEC-JIOTMKHU, WU3MEHEHUM COCTOSHUS MOJEIN WU
HETMOCPEJCTBEHHOT0 o0pallieHus! K 0aze TaHHbIX.

B stom MumkpocepBuce, KOHTpoJuiepbl yrpabisitoT REST-API, KoTOpbli
ucnoas3yer HTTP-3anpocsl sl U3BJeUYeHUs!, OOHOBJICHUS, YIaJICHUs] U CO3JaHUs
JTAHHBIX. Spring o0jerdaer peaiu3anuio 3TON (QYHKIMOHAIBHOCTH C MOMOIIBIO
CIeUANIbHBIX aHHOTanui. Eciau 3anpoc npenHazHaueH Jyisi CO3JaHus JAHHbBIX, OH
JIOJKEH OBITh MOMedeH aHHoTanued «@PostMappingy». [ns 3anmpocoB Ha mouck
ucnoas3yercs anHoramus «@GetMappingy, 11s ynanenus - « @DeleteMappingy, a

JUIsi OOHOBJIEHUS MaHHBIX - «@PutMapping». B mapameTrpax >TuX aHHOTanuu
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yKa3bIBaeTCsl YHHUBEpCalIbHBIN wuaeHTudukatop pecypca - URL pecypca B
UHTEepHETEe, a Takxe QopMar oOMeHa JaHHBIMH. B 3TOM MHKpocepBuce
ucnoaszyercs ¢popmatr JSON, KOTOPHIA JIETKO YUTAETCS M BBITVISIAUT BU3YaJIbHO
MpUBJIEKATENBHO. ECaM monb30BaTeNb MEPENAECT TENO 3ampoca, KOTOPOE HYKHO
npeoOpa3oBaTh B 00BbEKT Java, TO MCHONb3yeTcsa aHHOTauus «@RequestBody». B
Cllydyae HECOOTBETCTBHUSI Tejla 3ampoca 0XKUIAeMOMY 00bEeKTy Java, reHepupyercs
uckmtouenue. Ilpu mnepenaue uudopmanmu B camoM URL 3ampoca cieayer
UCIIOJB30BaTh aHHOTALUIO «(@PathVariable». IIpumep Takoro Mmeroa nNpeacTaBieH
HIUKE:
@GetMapping ("/projectId={projectId}")

public List<Task> findAllByProjectId(@PathVariable String

projectId) {

return taskService.findAl1ByProjectId (projectId);

3neck uaeHTU(PUKATOP MOIH30BATENs MEpEAaeTCs BHYTPH ajpeca 3ampoca u
BCTaBJIsIETCS B OOBEKT «idy Kilacca «Stringy.

[Ipumep metona, B KOTOPBIN MEPEIAETCA TEIO 3aIpoca:
@PostMapping
public void createUser (@RequestParam User user) {

userService.createUser (user) ;

3anpoc npu TakoM METOE JAOJKEH COOTBETCTBOBATh CTPYKTYpE:

"id". "id",

"email": "email@mail.ru",
"firstName": "Oleg",
"lastName": "Andreev",
"username": "username",
"password": "password"

Jlucm
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2.1.2 CepBuc aBTOpU3aIluU U ayTEHTUPUKAITU

be3zonacHocTh B MHUKPOCEpBUCE pealnM30BaHa C MOMOIIBIO OTIAEIHLHOIO
cepBepa aBTtopuzanuu. Spring Authorization Server — 3TO TMPOEKT OT KOMAaHJbI
Spring, KOTOpPBIA TMPEIOCTABISECT BO3MOXKHOCTM JUIsl CO3JIaHUS  CepBeEpa
aBTopu3aluu B cooTBeTcTBUM co cneuudukaruenn OAuth 2.0. OAuth 2.0 — 310
CTaHJapT, UCIIOJIb3YEMBIH JJIsl IEIETUPOBAHUS IOCTYTA K pecypcam 0e3 pacKpbITUs
MapoJisi MOJIb30BaTENs TPEThe cTOpoHe. BMeCTO 3TOTO, TpeThsl CTOPOHA MOTYyYaeT
TOKEH, KOTOPBIM MOXHO HCIOJB30BaTh MJisd JOCTylla K pecypcaM OT HUMEHH
nosb3oBatens. Bot o0muii 0630p Toro, kak padbortaet Spring Authorization Server:

1) Peructpanus Knuenra: mepen wucnonbzoBanueM QAuth 2.0, KIHEHT
(OOBIYHO 3TO MPHUIIOKEHUE, KOTOPOMY TpedyeTcsl NOCTYyN K IOJIb30BaTEIbCKUM
pecypcam) J0JKEH OBbITh 3apEeTUCTPUPOBAH Ha CEPBEPE ABTOPU3ALINK. DTOT MPOIECC
BKJIIOYAET B ceOsl MOJydeHUE KII0Uel KIHMEHTa, KOTOphle OyAyT UCIOIb30BaThCs
JUTsl ayTeHTU(UKALIUKY Ha CEPBEPE aBTOPU3ALINU

2) ABTopuzanusi: Korja IOJIb30BaTellb NBITAETCS MOJIYyYUTh JOCTYI K
pecypcy, KOTopblid TpeOyeT ayTeHTU(UKAIUK, OH MEPEHANPABIISIETCS HA CTPAHUILY
BXOJIa CepBeEpa aBTOpU3aALUU. 3[E€Ch M0JIb30BATEb BBOJUT CBOU YUETHBIEC IAHHBIC U
MPEOCTaBISET pa3pellieHns Ha JOCTYIl K CBOUM JJAaHHBIM;

3) Ilonmyuenue TokeHa: mocie YyCHEUIHONW ayTeHTU(DUKALMKU, CEPBEP
aBTOpHU3AIlMM  OTMPABJSIET  KOJA  aBTOpU3AllMM HAa  yKa3aHHBIM  ajapec
nepeHanpanyieHusi. KiueHT 3atreM 0OMEHUBAET 3TOT KOJ Ha TOKEH JOCTyMa, Jeas
3ampoc Ha CepBEp aBTOPHU3AIMHU U IPEAOCTABISASA KOJI aBTOPU3AIIUU U CBOU YUETHbBIC
JAaHHBIE;

4) MHUcnonb3oBanue TokeHa: KIMEHT TeNepb MOXKET UCIOIb30BaTh
MOJTYYEHHBIA TOKEH JOCTYMA JIJIsl BEIOJIHEHUS 3aPOCOB K 3alllUIIIEHHBIM pecypcaM
OT UMEHU Tob30BaTeNst. TokeH J00aBisieTCs B 3ar0JIOBOK 3arpoca U nepeaacTcs
Ha cepBep pecypcoB. CepBep pecypcoB B CBOIO Ouyepelb MPOBEPSIET TOKEH C
CEpBEpPOM aBTOPHU3AIIUY;

5) Oxonuanue Ceccun: TOKEHBI JOCTyNa OOBIYHO MMEKT OIPaHHYEHHBIN
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cpok >ku3HU. Koryma TOKeH HCTEKaeT, KIUEHT MOXKET OOHOBUTH €ro, MCIHOJIb3Ys
OOHOBJISIFOIIUN TOKEH, KOTOPBIN OBbLI MPEOCTABIEH BMECTE C TOKEHOM JIOCTYIIA.
[Taponu  monp30oBaTened  XeWMpPyKTCs ¢ moMouiblo  berypt -
kpunrtorpadpuueckas xeu-QyHkuus dopmMupoBaHus kitouda. [lonb3oBarenb Takxke
UMEET poiu. B 3aBUCUMOCTH OT POJM MOJB30BATENIO MPEIOCTABISIOTCA T€ WU
MHBIA QYHKIMH U BO3MOXHOCTH. BIIOK KO1a, B KOTOPOM paclpeestoTCs poiau Ha

ajipeca, MPeJICTaBIICH HIDKE:

httpSecurity
.csrf()
.disable()
.authorizeRequests ()
.antMatchers ("/css/**", "/Js/**") .permitAll ()

.antMatchers ("/registration") .not () .fullyAuthenticated()
.antMatchers ("/admin/**") .hasRole ("MANAGER")
.antMatchers ("/") .permitAll ()
.anyRequest () .authenticated()

.and ()

.formLogin ()

.defaultSuccessUrl ("/")

.permitAll ()

.and ()

.logout ()

.permitAll ()

.logoutSuccessUrl ("/");

OcHOBHOUM  KOMIOHEHT B Spring Authorization Server —  3TO
AuthorizationServerConfigurerAdapter, KOTOPBII HCTHONB3YETCS NJisi HACTPOUKHU
cepBepa aBropuzanuu. OH MO3BOJISET BaM OMPEACIUTh, KaKUE KIUEHTHl MOTYT
COEIMHUTHCS C CEPBEPOM, KaKHe€ MOJb30BATEIM MOTYT MOJIYYHUTh JOCTYII, KaKue
TOKEHBI OYyT UCIOJIb30BATHCS U T.J.

BaxHO OTMETUTBH, YTO HA MOMEHT MOETO MOceHero 00HOBIeHU (Maii 2023
rona) Spring Security OAuth noaaep;KUBaeTCA B peKUME 00CITy>KUBAaHUS, U HOBbBIE

MPOEKTH PEKOMEHIYETCs UCTI0JIb30BaTh Spring Authorization Server.
2.1.3 KnueHTCKOe NpUIoKEeHUE

KnneHnTckoe mpuiiokeHue peain3oBaHO ¢ Momoubko Spring Boot, HTML,

CSSu JS. B otiiume oT pecypcHOro cepBepa, 3/1€Ch MPUCYTCTBYET UCKIFOUUTEIBHO
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CJIOM KOHTPOJIJIEPOB, OTBEYAIOIIUX 32 00paOOTKY BXOJHBIX JIAHHBIX U3 UHTEpdelica

U UX TIocyeAytoIiee oToopaxkeHue. J[edcTBust TUX KOHTPOJUIEPOB OOJbIIEH YaCThIO

COBNAAAIOT C ACUCTBUAMU REST-KOHTpoOuiepoB. OCHOBHOE Pa3IMYME€ COCTOUT B

TOM, 4YTO B OTBET OHHU BoO3BpamarwT He JSON, a HTML-ctpanunupl. s

BU3yaJIM3allMM Mbl HcHodb3yeM kinacc "ModelAndView", nanHblil Kilacc naer

BO3MOXXHOCTh Tepesiadyu 00bEKTOB Java, Mo KOTOPBIX MOXHO BHeAPSIT B HTML

C HCMOJIb30BAaHHEM CEPBUCHON (QyHKIMH Java-mabioHoB - Thymeleaf. Ilpumep

MCTOAA AJIA TaKOT'O0 KOHTPOJUICpA IIPUBCACH HUXKC!

@GetMapping
public String
@AuthenticationPrincipal User
Model

model.addAttribute ("projects",
projectService.findAl1ByUserId (user.getId()));

return

2.2 Onucanue padoThbl CHCTEMbI

getProjects (
user,
model

{

PROJECTS;

UToObI 0JIH30BATHCS (DYHKIIUAMH MPUIOKEHUS 1JI1 Haualla He00X0IUMO

npoiiTu GopmMy aBTOpHU3ALINU, PEJICTABICHHON HA pUCYHKE 2.3.
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Please sign in

Username

Password

Pucynok 2.3 — ®opma aBTopusanuu

Ecnu naxxath Ha KHOIIKY ((LOgil’l» IIpH MYCTHIX IIOJIAX BBOJA, ITOABUTCA

MpEyIPEKICHUE, TPEICTABICHHOE HA PUCYHKE 2.4.

Please sign in

Username

p::__,,,C‘ 3anonHuTe 370 none.

Pucynok 2.4 — ®opma aBropusanuu

[locne ycnemHol aBTOpU3AallMM IOJIB30BATENIb IEPEHAIPABIsAETCA Ha

IVIABHYIO CTPAHMUILY CaiTa, KOTOpas MOKa3aHa Ha PUCYHKE 2.5.
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Project-manager Projects  Tasks user LOGOUT

Welcome to Project Manager!

Pucynok 2.5 — I'naBHas cTpaHuIia MOJIB30BATENS C pOiblo «Teamleady.

B 3aBHCHMOCTH OT poM MOJIB30BATENS HA CTPaHUIIE OyAyT OTOOpakaThCs T
WM WHBIE KHOMKHU. J{J1s mosib30BaTens ¢ poibto «Teamleady oToOpakaeTcss TOJIbKO
KHONIKU «Projectsy, «Tasks» u «Logouty. [Ins nonb3oBarens ¢ poibio «Managery
MMOMUMO BBIIICYTIOMSIHYTHIX KHOTIOK TaKXe MOsBIIsieTCs KHOMKA « Usersy. JlanHas

CTpaHHMIlA MTPEICTABICHA HA PUCYHKE 1.6.

Project-manager Projects  Tasks  Users Manager LOGOUT

Welcome to Project Manager!

Pucynok 2.6 — I'maBHas cTpaHuIla OJIb30BATENS C pOJIbIO «Manager».

[Ipu HaxkaTuu KHONIKU «Project» OTKPOETCS CTpaHUlla ¢ MPOEKTaMH, Ha HEH
TaKKe MPUCYTCTBYIOT (PUIIBTPHI JJIs1 TOMCKA O Ha3BAHUIO, aBTOPY U
HCTIOJIHUTENI0, a Taxe (iar, 4ToObI TOKa3aTh CKPBITHIEC MPOEKTHI, CTPAHMIIA

MOKa3aHa Ha pUCYHKe 2.7.

Jlucm
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Project-manager Projects  Tasks  Users manager LOGOUT

Filters
Project! Project2

05-10-2023 2200 23-06-2023 2201

Pucynok 2.7 — Ctpanuna ¢ npoekramu

UtoO0bI MOTYy4nuTh 0OJIbIIIE MH(DOPMALIMK O TPOEKTE, HEOOXOAUMO HaXaTh Ha
KHOTMIKY «Morey»: KapTOuKa pacKpoOeTCs U B Hel OyJeT onucaHue, AaTa CO3JaHus,
JaTa Hayana pabOThl, aBTOP, UCIIOJIHUTENb U (pJar, 4TO MPOEKT OTKPHIT, TAKKE TYT
MOXHO TMOCMOTPETh BCE 3a/laud CBSI3aHHBIE C MPOEKTOM, PEAAKTUPOBATH €ro U
3aKPBITh, KHONIKH PEAAKTUPOBAHUS U 3aKPBITUS JOCTYIHBI TOJBKO MOJIH30BATEISIM

¢ poiibto «Managery, npuMep MPEACTABICH HA PUCYHKE 2.8.

Jlucm
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Projectl

Deadline: 16-06-2023 23:49
Description: description1
Create time: 16-06-2023 23:49
Start time: 17-06-2023 23:49
Author: manager

Executor: dev1

Is open: true
m

Less

Pucynok 2.8 — Pactmupennas uagopmanus o mpoeKTe

UToOBbl €O3/1aTh HOBBIM MPOEKT, HEOOXOAUMO Ha)XXaTh HA KHOMNKY «+»,
PaCIONOKEHHYIO CIIpaBa BHU3Y, MOSABUTCA (popMa, B KOTOPYO HEOOXOJIUMO BBECTH
Ha3BaHUE, OINHMCAHUWE, IUIAHHUPYEMYIO JaTy 3aBEpIICHUS IPOEKTa, NAaTy Hadaia

paboTHI HAJl MPOEKTOM U UCTIOJHUTEIIS, IPUMEP Ha pUCYHKE 2.9.

Jlucm
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Add project X

Name

Name

Description

Description

Deadline

AAMM.ITIT --:-- 0

Start time

AAMM.ITIT --:-- 0

Executor

Executor

Pucynoxk 2.9 — ®opma co3gaHus MpoeKTa

d)opMa PCAAKTUPOBAHNA BBIITIAUT IIOXO0KC, HO BCC IIOJA TaM YXKE

3aI0JIHEHBI, TpUMeEp Ha pucyHke 2.10.

Jlucm
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Edit project X
Name
Project1

Description

Description1

Deadline

16.06.2023 23:49 0

Start time

17.06.2023 23:49 0

Executor

devi

Pucynok 2.10 — ®opma pegakTHpOBaHUs MPOEKTa

YT0oOBI MOCMOTPETH BCE 3a7a4l, HY>KHO Ha)aTh HAa KHONIKY «Tasks» B
BEpPXHEI 4acTu FKpaHa, TaKKe MOKHO Cpa3y MEPEeNTH K 3aa4aM KOHKPETHOIO
MIPOEKTa HaXkKaB Ha KHOMKY «7asks» Ha KapTOUYKe MPOEKTa, CTPAHULIA C 3aja4aMu

MoKa3zaHa Ha pucyske 2.11.
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Project-manager Projects  Tasks  Users manager LOGOUT

Filters
task1 task2

23-06-2023 00:37 17-06-2023 00:38

Pucynok 2.11 — Crpanuna ¢ 3agayamu

YtoObl y3HaTH Oosiee MOAPOOHYI0 HHGOpPMALUIO O 3ajadye HEeoOXOIUMO
HaXaTh KHOMKY «More», Ha3BaHHUS BCEX TOJEH AHAJIOTHYHBI TE€X, YTO OBUIH Y
MPOEKTa, TOIHKO JO0ABISETCS OJTHO HOBOE ITOJIE C HA3BAHUEM MPOEKTa K KOTOPOMY

OTHOCHTCS 3aJlaua, a TAKKe OTCYTCTBYET KHOMKA «Tasksy» npumep Ha pucyHke 2.12.

Jlucm
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task1

Deadline: 23-06-2023 00:37
Description: desc1

Create time: 16-06-2023 23:49
Start time: 17-06-2023 23:49
Author: manager

Executor: dev1

Is open: true

Project: Project

Pucynoxk 2.12 — Ilonnast undopmanus o 3agade

YtoOsl co31aTh 3a7a4y HEOOXOAMMO HAaKaTh HA KHOMKY «1», CIIpaBa BHU3Y
’KpaHa, (opMa CO3LaHMs 3alayd AHAJOTUYHA CO3JAHMIO IPOEKTAa, TOJIBKO

no0aBisieTcs MoJje ¢ BBIOOpOM MPOEKTA, MPUMEDP MPECTaBICH Ha pucyHke 2.13.
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Add task X

Name

2
Y]
=
-
g}

Description

Description

Deadline

AAMM.ITTT -=:-- 0

Start time

AAMM.ITTT --:-- 0

Executor

m

xecutor

(4]

Project

Project1 v

(e Lo

Pucynok 2.13 — ®opma co3nanus 3a1adn

PGI[EIKTI/IpOBaHI/Ie 3aJa4M IIPOUCXOAUT aHAJIOIMYHO PCAAKTHPOBAHUIO

MPOEKTA, TOJIBKO JO0OABISETCA MOJE C BHIOOPOM MPOEKTA, pUCYHOK 2.14

U3m.
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Edit task X

Name

task1

Description

desc1

Deadline

23.06.2023 00:37 0

Start time

17.06.2023 23:49 0

Executor

devi

Project

Project1 v

Coee Lo

Pucynok 2.14 — ®opma penakTupoBaHus 3a1a4u

Y mnonp3oBareneit ¢ poibto «MANAGER», Takxke €CTb BO3MOXXHOCTh
MPOCMATPUBATh, PEIAKTUPOBATh M YIAIATh MOJIB30BATEIEH, IJISI 3TOTO HYKHO
HaQ)KaTh HA KHOIIKY «Users» B BEpXHEN YUCTU SKpaHa, CTPAHULA C MMOJIb30BATEISIMA

MPEJICTABICHA HA pUCYHKE 2.15.
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Project-manager Projects  Tasks  Users manager LOGOUT

Email Username Role Delete Manage

test@mail.ru dev1 DEVELOPER Delete Manage

test@mail.ru manager MANAGER

test@mail.ru teamlead1 TEAMLEAD

Pucynok 2.15 — Crpanuna ¢ noyib30BaTeasiMu

Jlnst penakTUpoOBaHUS TMOJB30BaTENsl HEOOXOJUMO HaXaTh HA KHOIKY
«Manage» psAOM C HYXXHBIM IOJB30BaTEJIEM, MOCJIE 4YEro OTKpoeTcs (opma
peIaKTUPOBaHUs, B HEM MOXKHO MOMEHSTh MOUTY, JOTUH, UMs, (PaMUIIUIO U POJIb

WJIY YJAJWTh MOJIb30BaTENs, IPUMEP HA pUCYHKE 2.16.

Email address

test@mail.ru

Username

dev1

First name

name2

Second name

namez2

Role

DEVELOPER v

Delete

Save Cancel

Pucynok 1.26 — PenaktupoBanue nosap30BaTens
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3 DxoHOMHYECKOe 000CHOBAHME Pa3pPadOTKH

Pa3paboTka KJIMEHT-CEPBEPHON CHUCTEMBI HJis YIPABICHUS MPOEKTAMHU
ocyuecTBisuiachk B opuce miomansio 100 kB.M. ConeprkaHue moMenieHus B MECSIII,
C y4eToM apeHibl U yoopku npubnuzuteasno ctout 100000 pyOnei.

st pa3paOOTKu ObUIM  3aKyIUIEHBl  BBIYUCIUTEIBHBIE MAIIMHBI U
JULEH3UOHHOE MPOrpaMMHOE 00ecTIeueHue.

JlanHble 10 TOTPpeOHOCTU B OOOPY/IOBAHUU U JIMIIEH3MOHHOM MPOTPAaMMHOM

obOecrieueHn  MpeICTaBICHbl COOTBETCTBEHHO B Tabnwmie 3.1 u 3.2.

Ta6numna 3.1 - Micnions3oBanHOE 000py10BaHUE

O6opynoBanue Kon-Bo OpueHTUpPOBOYHAS 1IEHA 32

eauHuIy, pyo

MacBook pro 3 200000

Tabauna 3.2 - Mcnonp30BaHHOE JUIIEH3MOHHOE IMTPOrpaMMHOE 00ecTieueHHE

JIneH3uoHHoe Hctounuk Llena, Cpoxk neictBust
IIPOrPaMMHOE pyOueit JVLEH3UH, THEN
obOecreueHmne

- . cauT
Intellij idea ultimate 12000 30
MIPOU3BOAUTEIIS

B pa3paboTke cucTteMbl MOHUTOPUHIa MOKa3aHUW CUETUUKOB PECYpPCOB
OCYILIECTBIIsLIACh KOMaH10M pazpaboTunkoB. CocTaB KOMaHbl U HHPOPMAITUS O UX

3apaboTHOM TIaTe MpeacTaBieHa B Tabauie 5.3.
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Tabnuua 3.3 - CocTaB KOMaHIbI

I1aThl, pyosen

Cnennanuct KonmuecTBo, yenosek Cymma 3apaboTHOI

Backend pazpaboTunk 1 60000
Frontend pazpabotuux 1 50000
TecTupoBIIMK 1 40000

CebectoumMocTh  pa3pabOTKH  KJIMEHT-CEPBEPHON CHUCTEMBI  BKJIIOYAET
CJIeAYIOIIUE CTaThU 3aTparT:

- 3aTpaThl Ha IpHUOOpPETEHNE 000PYIOBAHMUS;

- 3aTPAThl Ha JIOMIOJIHATEILHBIE MaTEPHUAIThI;

- 3aTpaThl Ha 3apabOTHYIO IJIATY;

- 3aTpaThl Ha OOCITYyKUBAHUE.

3aTpaThl Ha 000pyJOBaHUE B nepuoj pazpadotrku coctaBiaT 600000 pyOneit
Ha OCHOBAaHMM JaHHBIX B Tabnure 3.1.

3aTpaThl Ha MPOrpaMMHOE OOecreYeHUuEe B MEpUo]; pa3padOTKU COCTaBST
12000 py6uieit u npencTaBieHsl B Tadbuuie 3.2.

3aTpaThl Ha IOMOJHUTEIbHBIE MaTEpHAIIbl B EPUO] pa3paboTKu cocTaBsT 0
pyOJieil B COOTBETCTBUHU C YCIOBUEM UTO MOTPEOHOCTHU B 3aKYTIKE HET.

3aTpaThl Ha 3apa0OTHYIO IUIaTy BKJIIOYAIOT 3aTpaThl HAa OCHOBHYIO M
JOTIOJIHUTEIIbHYIO 3apa00THYIO IIATY pa3pad0TUUKOB MIPOrPaMMHOI0 00ECTICUEHUS
¥ OTYHCJICHUSX HAa CTPAXOBBIC B3HOCHI.

3aTpaThl HA OCHOBHYIO 3apa0OTHYIO IUIATy pa3pabOTUMKOB OMPEIEHSIOTCS
UCXO/sl U3 YCTAHOBJICHHOW 3apaOOTHOM IJIaThl, KOJIMYECTBA CIEHHAIMCTOB U HUX
3aHSTOCTH B Mpoliecce pa3paboTKH MPOrpaMMHOI0 TPOAYyKTa (MIPOAOIKUTEILHOCTD
paboTHI B THSIX).

JlonmonnuTtenbHas 3apaboTHas 1iaTta cocTtaBiasgeT 15% oT 3arpar Ha

OCHOBHYIO 3apabOTHYIO IUIATy pa3paOOTUYMKOB.
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C ydeToM BBIXOJIHBIX JIHEW Mpu S-THEUBHOUN paboueil Henene KOIUYECTBO

pabouux gHEH B MeCsIe B CpeaHEM COCTaBlseT 21 eHb.

3aTpaTbl

Ha OCHOBHYKO W JONOJHHUTCIIBHYIO

3apa0OTHYIO IJIaTy

pa3paboOTYMKOB MPOTPAMMHOT0 0OECIIeUeHHs TIpeIcTaBIeHbI B TabmuIe 3.4.

Takum oO6pa3oM, 3aTpaThl Ha 3apabOTHYIO IIATY pa3pabOTUYUKOB COCTaBST

450000 py6ureit.

OTuncienus Ha CTpaxoOBBIC B3HOCEI

o HOopMaM, YCTAaHOBJICHHBIM

3akoHOAaTeabCTBOM B [TPD, DOMC, ®CC PD BBIYHUCIISAIOTCS UCXOIS U3 JaHHBIX

npcaCTaBJICHHBIX HUXKC.

Tabnuua 3.4 —3aTpaThl HA OCHOBHYIO U IOIIOJIHUTENBHYIO 3apa00THYIO IJIaTy

pa3paboOTYNKOB
0% = -
=w & = 0]
=8¢ |5 3828 5 Eg 4
3 < = = cero
Wcnonuutens | & g = s 5|8 8 & |5 g &
5 SU © S| E & « I 8 o Greii
3 s E = B 2 &« & 5 & K pyoien
S | 2 & =|© § 8 |2 8 E
3 O © N
=
Backend 63
1 60000 180000 27000 207000
pazpaboTunK
Frontend
1 50000 63 22500 172500
150000
pazpaboTunK
Tectnpopupx | 1 | 40000 | 63 120000 18000 | 138000
HUtoro 3 150000 189 450000 67500 517500

OTunciieHus: Ha CTPaxOBbIe B3HOCHI MPOU3BOAUTCA cornacHo «Hamorosomy

koJziekcy Poccuiickoit @enepanuu (4acts BTopas)» oT 05.08.2000 Ne 117-D3 (pen.

ot 26.03.2022).
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HelictBytonue Tapudbsl Ha  CTpaxoBble B3HOCHI  paboTtojareneit
yctaHoBieHbl crtatheil 34 HK P® wu cocrasmstor: OIIC (oOs3aTenbHOE
MEHCUOHHOE cTpaxoBaHue) — 22%, BHuM (cTpaxoBanue BpeMEHHOU
HETPYAOCTIOCOOHOCTH U B CBS3U C MaTepuHCTBOM) — 2,9%, OMC (o0si3aTenbHoe
MEIMITMHCKOEe cTpaxoBaHue) — 5,1%.

OO6miass cymMma OTYHMCIIEHUMH Ha CTpaxoBble B3HOCHI cocTaBUT 155250
pyOJIei.
OO6m1as cymMma 3aTpar SBjIsIeTCS CYMMOM: 3aTpaT Ha OIJIaTy TpyJa BKIOYas

HaJOTU U cOOpBI, 3aTpaThl HA 3aKyNKy 000pyaoBaHus U juieH3noHHoro 110 u

cocrasisget 1308750 pyOuiei.
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4 OxpaHna Tpyaa

4.1 AHaIu3 HeraTUBHBIX (AKTOPOB, BO3/IeliCTBYIOIIHE HA

YeJI0BCKa

WM3numnauit Tpaduk B UHTepHETE M HA KOMIIBIOTEPE MOXKET CTaTh MPUUUHOMN
MHOXECTBa 3JI0pPOBbE  CBsI3aHHBIX mpoOieM. [IpomomkutenbHoe  Bpems,
MIPOBEJICHHOE 332 KOMITBIOTEPOM, MOXKET HETATUBHO OTPA3UTHCS Ha KaK (PU3UYECKOM,
TaK U ICUXUYECKOM COCTOSIHUM YeN0BeKa. K HeraTuBHbIM NOCIEACTBUSM OTHOCATCS
HEMpaBWIbHAs OCaHKa, OOJIM B OMNOPHO-ABUTATEIBLHOM ammapare, OKHpPEHHE,
npoOJieMbl CO 3pEHUEM M TICUXWYECKHe paccTpoiicTBa. [loTeHImaibHbIe yrpo3bl
3I0pOBbIO, CBSA3aHHBIE C HCIIOJIb30BAHMEM KOMIIBIOTEpPA, TPEOYIOT CEPhE3HOIO
BHUMAHMUSL.

JIns MHUHMMH3alMM HETaTUBHOIO BIJIMSHHUS KOMIBIOTEPAa Ha 3I0POBBE,
CIENYET MPUICPKUBATHCSA HECKOJIBKUX MPUHIUIIOB. OCHOBHBIE U3 HUX BKJIIOYAIOT:

— KOPPEKTHOE OpraHu30BaHHOE paboyee NPOCTPAHCTBO;

— coOmro/IeHne pexxrma paboThl U IEPEPHIBOB

— MPUHLIHUIBI 3JIEKTPOOE30MACHOCTH;

— aJICKBaTHAs OCBEIEHHOCTh pab0dero MecTa.
4.1.1 DproHomuka pabo4ero Mecra

Bor kimtoueBble TpeOoOBaHUs 11 YIOOHOT0 U 6€301acHOro pabovero Mecra:

- CTYJI IOJDKEH UMETh BO3MOXKHOCTh MOIEP)KUBATh CITUHY 10 €€ U3rudy, ero
BBICOTY MOYKHO PEryJIHpOBaTh TAKUM 00pa3oM, 9TOOBI HOTH MTOKOMIIUCH Ha MOy HIIN
Ha CIeUUaIbHOW TMOJCTaBKe, a Oempa ObLIM mapaisenbHbl mony. [lomoxkenue
MOJIJIOKOTHUKOB TaKXe JOJDKHO OBITh pPErylupyeMbIM, YTOOBI PYKH MOTJIH
cBOOO/IHO Ha HUX JIeXKAaTh, a TUIEYH MPU ITOM OCTABATUCH pacciabIeHHBIMU;

- MBIIIb KOMIBIOTEPA TOJDKHA HAXOAUTHCA B MPEJeNax JIETKOTO JO0CTyNa H

OBITh Ha OJTHOM yYpOBHE C KiaBuaTypoi. [Ipu Habope TekcTa Wiu UCIOIb30BaHUU
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MBIIINA 3aISICThsl CIEIYyET NEpPKATh B HATYpPaJbHOM ITOJOKEHWUH, MPEAIIICYbs -
OJIM3KO K TeNy, a PYKHU - Ha YPOBHE JIOKTEH WM 4yTh HUXKE;

- TOJ CTOJIOM JOJDKHO OBITh JOCTATOYHO MecTa JUisi KOMQOPTHOIO
pa3MelieHus kKoyieHel, Oenep u Hor. Eciu ¢Tonm HE MOAXOIWUT MO BBICOTE U €ro
HEJIb3s OTPETYJIUPOBATH, CIEAYET CKOPPEKTUPOBATh BBICOTY CTYJIA;

- MOHUTOP JOJKEH OBITh PACIOJIOKEH Ha PACCTOSHUU BBITSIHYTOM PYKH OT
nosib3oBatesst. Bepx skpaHa J10/KeH ObITh HAa YPOBHE B3TJIsA/1a UJIM HEMHOTO HIKE.
MoHuTOp CTaBUTCS NPSIMO Tiepe] KiiaBuatypoil. Eciu nucnonas3yrorces oudokanbHbIe
OYKH, KPaH CJIeAYyEeT OMYyCTUTH elle Ha 1-2 aroiima jyist 6osiee KOMPOPTHOTO UTSHUSI.
Pacnonoxute MOHUTOpP TakuM OOpa3oM, YTOObI OCHOBHOW HMCTOYHUK CBETa ObLI

cOOKy, UTOOBI N30€XKaTh OTPaKEHHUS CBETA.
4.1.2 IlpaBuiia nepepriBOB U pexUMa padOThI

CotpyaHuk, paOoTalolmMiii Ha TMEPCOHATBHOM KOMIIBIOTEpPE, IOJKEH
COBEpIIaTh pETYIspHbIE TMEpephIBbl s Toaaepxkanus SPEGEeKTUBHOCTH U
n30eranus nepeyTomiieHus. JJist 3Toro eMy peKoMeHyeTcCs:

- YMEHbIIATh MPOJIOKUTENHHOCTh HEPEPHIBHON pabOThl HA KOMIBIOTEPE,
€CJIM 3TO BO3MOXKHO;

- pa3densaTh CBOIO palbOTy Ha MEHBIIME YacTH W 4YepeloBaTh 3aJlaHus,
TpeOyrole pa3auyHbIX TUIIOB JBIWKEHUH. Hampumep, MOXHO CMEHUTH
WCIIOJIB30BaHUE MBIIIN HA YTEHUE WUITU MTOMCK UH(OPMALIUU B UHTEPHETE;

- nenath HeOonbpiime mnepepbiBbl (10-20 cexyHn) npumepHo kKaxasie 10
MUHYT, OTBOJSI PYKHU OT KJIABUATYPbl © HEMHOT'O Pa3MSIBIIIKCH;

- kaxaeie 30-60 MuHYT AenaTh HEMHOro Oojiee JJIMHHBIE MEepephIBhI (2-5

MUHYT), 9TOOBI HEMHOTO PACTSHYTHCS WUJIH TPOTYIISTHCA.
4.1.3 DnexkTpobe301acHOCTh

[lepcoHanbHble  DJIEKTPOHHO-BBIUUCIUTENbHBIE  MamuHbl  (IIDBM),

MOJKJIIOYECHHBIE K CETH ¢ HampspkeHueM 220 B, mpeAcTaBisilOT NOTEHUHATBHYIO
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yrpo3y sl uejaoBeka. Bo3gelcTBUE SIEKTPUUECKOTO TOKAa MOXET BbI3BATH
CEphE3HBIE 0XKOTH U HAPYIIUTh (PYHKIIMOHUPOBAHUE BHYTPEHHHUX OPTraHOB.

UtoObl M30exkaTh TaKUX WHIUJIEHTOB, HEOOXOJIUMO COOJIIOAATh CTaHAAPTHI
oezomacnoctu, onucanuble B ['OCT  12.2.007-75. OcHOBHbBIE  MEpBI
MPEJOCTOPOKHOCTH BKIIFOYAIOT:

- COOTBETCTBUE PO3ETOK JICKTPOMUTAHUS BUIIKAM YCTPOICTB;

- 3ampeT Ha MOJKIIOYEHHE U OTKIIOUYEHHE COCIMHUTENBHBIX Kabelell BO
Bpems padoTsl [I9BM;

- o0s3arenbHas MapKHUPOBKA BCEX JJIEKTPUYECKUX PO3ETOK C yKa3aHUEM
HaIpPsHKEHMUS;

- HAHECEHHE HOMHUHAJIBHOTO HAIPSDKEHUS CETU SIPKOM KpacKOM, KPYMHBIMU
cuMBoJiamu (He MeHee 50 MM B BBICOTY) Ha CTEHE WJIU IIUTE PSIIOM C PO3ETKOM.

[Ipu pabGoTe ¢ KOMIOBIOTEPHOM TEXHUKOW KaXAbId COTPYIHUK JTOJKEH
OTHOCHUTBCS ¢ 0COO0M BHUMATEIBHOCTHIO U OTBETCTBEHHOCTHIO K AJIEKTPOIIPOBOIKE
u Oo0OpYyIOBaHMIO, TMOMHSI O pHUCKaX, KOTOpPbIE HECET HapyIIeHHE MPaBUI
31eKTPOOE30MacHOCTH.

HeoOGxonumo  peryisipHO  HPOBEPSTh  COCTOSIHHE  AJIEKTPONPOBOJIKH,
BBIKJIFOYATEEH U PO3ETOK Ha cBoeM paboueM Mecte. B ciydae oOHapyxeHus
HEUCTIPABHOCTEN CJEAYeT OTKIIOUHUTH 3JIEKTPOOOOpyJ0BaHHE OT ceTu. PaboTty

MOXHO BO300OHOBUTH TOJBKO MOCIIE YCTPAHEHUS BCEX OOHAPYKEHHBIX MPOOIIEM.
4.1.4 OcBenieHHOCTh paboyero MecTa

Kaxk HaTypanbHOe, TaKk 1 UICKYCCTBEHHOE (JTIOKaJIbHOE) OCBEIICHUE OKA3bIBAIOT
3HAYUTEILHOE BIMSHUE HA HAlIe 3JI0POBbE U OJArocOCTOSHHE, BIUAS Ha HaIly
YMCTBEHHYIO AaKTUBHOCTh W SMOLMOHAIBHOE cOCTOsHUE. OCOOEHHO OIIYTHUMO
BO3JICIICTBUE OCBEIIEHUST Ha 3peHue pabouux. Hapymienuss 3peHus u
TUCKOMGOPTHBIE OIIYLIEHUS] MOTYT BO3HHMKHYTh, KOTJIa Kau€CTBO OCBEUICHUS
3aTpyJqHSAET paOOTHUKAM YBHUJIETh TO, YTO HEOOXOIUMMO [JIsl BBINOJTHEHUS HX

podeCcCHOHANIBHBIX O00S3aHHOCTEH. IJTO, B CBOIO OYepe/lb, MOXKET CHHU3UTHh HX
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paboTtocnocoOHOCTh. OCHOBHBIMHU (pakTOpaMu, KOTOpPbIE OOBIYHO BBI3BIBAIOT
BU3YyalIbHBIN TUCKOMDOPT, ABISIOTCS HEAOCTATOYHOE WK U30BITOYHOE OCBEIIICHHUE,
TeHeBble A(PeKThl, OTpakeHus, ONWKU U MeplaHue cBera. Mcxonas u3 3toro,
OMpEeIeNIUM MapaMeTPbl UCKYCCTBEHHOTO OCBEIICHUS.

Pacuer ocBeleHus MpOU3BOAUTCS JIJIs KOMHATHI: JJIUHA (a) - 6 M, mupuHa (0)
- 3 M, BbicoTa (4) — 3 M. PacdeT npon3BOaAUTCS MO TUTIOBOM PACTPOBBIM CBETUILHUK
¢ 4-10 TMHEWHBIMHU JIFOMUHECTIEeHTHbIMU JTaMnamu (Kit), momHocThio 18 BT kaxnas
(1 namma naér ceeroBoit motok (CILt), paBubiit 900 1Kk).

[TockonbKy  JOJKHOCTH  MpPOrpaMMHUCTa  MIPEANoJiaraeT  JJIUTEIbHbIE
MOHOTOHHBIE OMEPAIlMA — CO BBICOKUM YPOBHEM 3pUTEIBHON paOOTHI (pa3nnyeHue
00BEKTOB, pa3MePOM OT 3 110 5 MM), TO BO3bMEM 32 HOPMY — OCBEILIEHHOCTh €r0
pabouero mecta (E) B 500 mrokcoB.

Koaddunuent 3anaca o6brano paseH 1,2 (K3).

OnpenenseM naaekc nomemienus (Mm), pacuer:
Un = S/((h1-h2) * (a+0)) = (6*3)/((3-0,8)*(6+3)) = 0,9

s maHHOTO HWHAEKCa moMmelleHus koddduuueHt ucnosb3zoBanus (U)
MIPUMEPHO paBeH 65.
BeimomauM, pacder koimdecTBa cBeTHiIbHHKOB (KCB.) 1a maHHOTO

nomenieHus [7]:
Kcg. = (E*5*100*K3)/(U*Kn*CIln)
CremoBartenbHO:
Kcs. = (500*%18*100*1,2)/(65*%4*900) = 5 cBETUIILHUKOB

[Tonyuaercs, 4To AJig KaOMHETa MPOTrpaMMHKCTa pa3MepoM S X 4 M JOCTATOUYHO

OyJleT yCTAaHOBUTH 5 PACTPOBBIX CBETUIILHUKOB.
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3aK/JIo4YeHue

B xoje BbINOTHEHHUS] IUILNIOMHOTO MpOEKTa Oblla pa3paboTaHa KIUEHT-
cepBepHas cucTema Jijisl INIaHUPOBAHUS, pacpeieICHUs U YIIPABICHHS MPOECKTaMHU.

Ha ocHoBanuu npojienaHHoi paboThl CUCTEMA TTO3BOJISIET:

- CO37aBaTh/yNalATh/PeAAKTUPOBATH MPOEKTHI;

- CO3/1aBaTh/yIalsATh/peIaKTUPOBAThH 3aJ]a4UM JJIsl IPOEKTOB;

- yIpaBJe€HUE BCEMU MPOIECCAMU C TTIOMOIIBIO YA00HOT0 MOJIH30BATEIHCKOTO

unreppeiica.

Bo BpeMs BbINIOJIHEHUS TaHHOU pabOThI ObLIH MOJTYYEHbI HAaBBIKU Pa3paboTKu
CUCTEMBI Ha sI3bIKE Java C UCTIOJBb30BaHUEM Spring Boot 1 cUCTEMOM yNpaBJICHUS
O0azoit nmanHbIX MySql, a Ttaxxke peanusanuu Oe3zonacHoro REST APl ¢
ucrnosas3oBanueM Spring Authorization Server.

[Iporpamma HamucaHa ¢ UCIOJIB30BAHUE CPEJibl MporpamMmMupoBanus Intelli)
IDEA Ultimate Edition.

B nmanbHeiilmeM MOXHO YCOBEPIIEHCTBOBAaTh pa3pabOTaHHYIO CHCTEMY
MOKHO J00aBHUTh Tpa(MKH BBITIOJHEHHS 3aJa4 U MPOEKTOB. B 100aBOK mMOMHUMO

poJieit 100aBUTh KOMaH/Ibl U pacipeiesICHUE 3a/1a4 0 KOMaH 1aM.
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Ipuioxenue A

(O6s3aTenbHOE)

Knuenrt-cepBepHas cucrema Jyisl INIAHUPOBAHMUS, PACIIPEICIICHUS U YIIPABICHUS

MPOEKTaMHU
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[Tpunoxenue A.1 — JlnarpaMmma BapuaHTOB UCITOJIb30BAHUS
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package ru.apanyaev.authserver.config;

import com.nimbusds.jose.jwk.JWKSet;
import com.nimbusds.jose.jwk.RSAKey;

import com.nimbusds.jose.jwk.source.JWKSource;
import com.nimbusds.jose.proc.SecurityContext;

import lombok.extern.log4j.Logdj2;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;
import org.springframework.core.Ordered;
import org.springframework.core.annotation.Order;
import org.springframework.security.config.Customizer;

import

org.springframework.security.config.annotation.web.builders.Http

Security;
import

org.springframework.security.config.annotation.web.configuration
.OAuth2AuthorizationServerConfiguration;

import

org.springframework.security.ocauth2.core.AuthorizationGrantType;

import
org.springframework.security.oauth?
hod;

import org.springframework.security.
import org.springframework.security.

import

org.springframework.security.oauth?2.

InMemoryRegisteredClientRepository;
import

org.springframework.security.oauth?2.

RegisteredClient;
import

org.springframework.security.oauth?2.

RegisteredClientRepository;
import

org.springframework.security.oauth?2.

ProviderSettings;

import org.springframework.security.

import java.security.KeyPair;

ocoauth?

ocoauth?2.

server.

server.

server.

server

.core.ClientAuthenticationMet

.core.oidc.OidcScopes;

jwt.JwtDecoder;

authorization.client.

authorization.client.

authorization.client.

.authorization.config.

web.SecurityFilterChain;

import java.security.KeyPairGenerator;
import java.security.NoSuchAlgorithmException;
import java.security.interfaces.RSAPrivateKey;
import java.security.interfaces.RSAPublicKey;

import java.util.UUID;

@Log4dj?2
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@Configuration
public class AuthorizationServerConfig {

@Bean

@Order (Ordered.HIGHEST PRECEDENCE)

public SecurityFilterChain
authorizationServerSecurityFilterChain (HttpSecurity http) throws
Exception {

OAuth?2AuthorizationServerConfiguration.applyDefaultSecurity (http
)
return
http.formLogin (Customizer.withDefaults()) .build();
}

@Bean
public RegisteredClientRepository
registeredClientRepository () {
var registeredClient =
RegisteredClient.withId(UUID.randomUUID() .toString())
.clientId("user-client")
.clientSecret ("{noop}secret")

.clientAuthenticationMethod (ClientAuthenticationMethod.BASIC)

.authorizationGrantType (AuthorizationGrantType.AUTHORIZATION COD
E)

.authorizationGrantType (AuthorizationGrantType.REFRESH TOKEN)

.redirectUri ("http://127.0.0.1:8080/1ogin/cauth2/code/user-
client-oidc")
.redirectUri ("http://127.0.0.1:8080/authorized")
.scope (0OidcScopes.OPENID)
.scope ("user")
Jbuild();
log.debug ("client id: {} || client name: {} || client
redir: {} ", registeredClient.getClientId(),
registeredClient.getClientName (),
registeredClient.getRedirectUris());
return new
InMemoryRegisteredClientRepository (registeredClient) ;

}

@Bean
public JwtDecoder jwtDecoder (JWKSource<SecurityContext>
jwkSource) {
return
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OAuth?2AuthorizationServerConfiguration. jwtDecoder (jwkSource) ;

}

@Bean
public JWKSource<SecurityContext> jwkSource () throws
NoSuchAlgorithmException {
var rsaKey = generateRsal();
var JjwkSet = new JWKSet (rsaKey);
return (jwkSelector, securityContext) ->
jwkSelector.select (jwkSet) ;
}

private static RSAKey generateRsa () throws
NoSuchAlgorithmException {
var keyPair = generateRsaKey () ;
RSAPublicKey publicKey = (RSAPublicKey)
keyPair.getPublic () ;
RSAPrivateKey privateKey = (RSAPrivateKey)

keyPair.getPrivate () ;
return new RSAKey.Builder (publicKey)
.privateKey (privateKey)
.keyID(UUID.randomUUID() .toString())
Jbuild();

private static KeyPair generateRsaKey () throws
NoSuchAlgorithmException {
var keyPairGenerator =
KeyPairGenerator.getInstance ("RSA") ;
keyPairGenerator.initialize (2048);
return keyPairGenerator.generateKeyPair () ;

@Bean
public ProviderSettings providerSettings () {
return new
ProviderSettings () .issuer ("http://localhost:9000") ;
}

package ru.apanyaev.authserver.config;

import org.springframework.context.annotation.Bean;

import
org.springframework.security.config.annotation.web.builders.Http
Security;
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import
org.springframework.security.config.annotation.web.configuration
.EnableWebSecurity;

import org.springframework.security.core.userdetails.User;
import
org.springframework.security.core.userdetails.UserDetails;
import
org.springframework.security.core.userdetails.UserDetailsService
import
org.springframework.security.provisioning.InMemoryUserDetailsMan
ager;

import org.springframework.security.web.SecurityFilterChain;

import static
org.springframework.security.config.Customizer.withDefaults;

@EnableWebSecurity
public class SecurityConfig {

@Bean
SecurityFilterChain defaultSecurityFilterChain (HttpSecurity
http) throws Exception {
http.authorizeRequests (authorizeRequests ->

authorizeRequests.anyRequest () .authenticated ()
)
.formLogin (withDefaults());
return http.build();

@Bean
UserDetailsService users() {
UserDetails user = User.withDefaultPasswordEncoder ()
.username ("user")
.password ("pass")
.roles ("ROLE")
.build();
return new InMemoryUserDetailsManager (user);

}

server:
port: 9000
spring:
Jlucm
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application:

name: auth-server

package ru.apanyaev.server.controller;

import lombok.AllArgsConstructor;

import org.springframework.web.bind.annotation.*;
import ru.apanyaev.server.model.Project;

import ru.apanyaev.server.service.ProjectService;

import java.util.List;

@QRes

tController

@RequestMapping ("/projects")

@All
publ

}

ArgsConstructor
ic class ProjectController {

private final ProjectService projectService;

@GetMapping ("/find/{projectId}")
public Project findProjectById(@PathVariable Long projectId)

return projectService.findProjectById(projectId);
@GetMapping ()

public List<Project> findProjectAll () {
return projectService.findAll () ;

@PostMapping ("/delete")

public void deleteProjectById(@RequestParam Long projectId)
projectService.deleteProject (projectId);

@PostMapping

public void createProject (@RequestBody Project project) {
projectService.createProject (project);

package ru.apanyaev.server.controller;

impo
impo
impo
impo

rt lombok.AllArgsConstructor;

rt org.springframework.web.bind.annotation.*;
rt ru.apanyaev.server.model.Task;

rt ru.apanyaev.server.service.TaskService;
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import java.util.List;

@RestController
@RequestMapping ("/tasks")
@Al11ArgsConstructor

public class TaskController {
private final TaskService taskService;

@PostMapping
public void createTask (@RequestParam Task task) {
taskService.createTask (task);

@PostMapping ("/delete")
public void deleteTask (@RequestParam Long taskId) {
taskService.deleteTask (taskId);

@GetMapping ("/{taskId}")
public Task findTaskById(@PathVariable Long taskId) {
return taskService.findTaskById(taskId);

@GetMapping
public List<Task> findAll () {
return taskService.findAll () ;

@GetMapping ("/projectId={projectId}")
public List<Task> findAllByProjectId(@PathVariable Long
projectId) {
return taskService.findAllByProjectId (projectId);

}

package ru.apanyaev.server.config;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.beans.factory.annotation.Value;
import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;
import
org.springframework.security.config.annotation.authentication.bu
ilders.AuthenticationManagerBuilder;

import
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org.springframework.security.config.annotation.web.builders.Http
Security;

import
org.springframework.security.config.annotation.web.configuration
.EnableWebSecurity;

import org.springframework.security.web.SecurityFilterChain;

import javax.annotation.PostConstruct;
import java.util.Collections;

@EnableWebSecurity
public class SecurityConfig {

@Bean
SecurityFilterChain securityFilterChain (HttpSecurity http)
throws Exception {

http.csrf ()
.disable ()
.authorizeRequests ()
.antMatchers ("/css/**", "/Js/**") .permitAll ()

.antMatchers ("/registration") .not () .fullyAuthenticated()
.antMatchers ("/admin/**") .hasRole ("MANAGER")
.antMatchers ("/") .permitAll ()
.anyRequest () .authenticated ()

.and ()

.formLogin ()

.defaultSuccessUrl ("/")

.permitAll ()

.and ()

.logout ()

.permitAll ()

.logoutSuccessUrl ("/");
return http.build();

}

package ru.panyaev.server.config;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;
import
org.springframework.security.crypto.bcrypt.BCryptPasswordEncoder

.
14

@Configuration
public class BCryptPasswordEncoderBean ({
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@Bean
public BCryptPasswordEncoder bCryptPasswordEncoder () {
return new BCryptPasswordEncoder();

}

package ru.panyaev.server.config;

import
import
import
import

lombok.extern.log4j.Log4j2;
org.springframework.beans.factory.annotation.Autowired;
org.springframework.context.annotation.Bean;

org.springframework.security.config.annotation.authentication.bu
ilders.AuthenticationManagerBuilder;

import

org.springframework.security.config.annotation.web.builders.Http
Security;

import

org.springframework.security.config.annotation.web.configuration
.EnableWebSecurity;

import

org.springframework.security.config.annotation.web.configuration
.WebSecurityConfigurerAdapter;

import

org.springframework.security.config.annotation.web.configuration
.WebSecurityCustomizer;

import

org.springframework.security.crypto.bcrypt.BCryptPasswordEncoder

import
import
import
import
import

import
import

org.springframework.util.ObjectUtils;

ru.panyaev
ru.panyaev
ru.panyaev
ru.panyaev

.Server.
.Server.
.Server.
.Server.

exception.user.UserNotFoundException;
model .Role;

model .User;
service.impl.UserServicelImpl;

javax.annotation.PostConstruct;
java.util.Collections;

@Log4dj?2
@EnableWebSecurity
public class WebSecurityConfig extends
WebSecurityConfigurerAdapter {

@Bean
WebSecurityCustomizer webSecurityCustomizer () {
return web -> web.ignoring() .antMatchers ("/webjars/**");
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@Autowired
private UserServiceImpl userService;

@Autowired
private BCryptPasswordEncoder bCryptPasswordEncoder;

@Override
protected void configure (HttpSecurity httpSecurity) throws
Exception {

httpSecurity
.csrf()
.disable()
.authorizeRequests ()
.antMatchers ("/css/**", "/js/**") .permitAll ()

.antMatchers ("/registration") .not () .fullyAuthenticated()
.antMatchers ("/admin/**") .hasRole ("MANAGER")
.antMatchers ("/") .permitAll ()
.anyRequest () .authenticated ()

.and ()

.formLogin ()
.defaultSuccessUrl ("/")
.permitAll ()

.and ()

.logout ()

.permitAll ()
.logoutSuccessUrl ("/");

@Autowired
protected void configureGlobal (AuthenticationManagerBuilder

auth) throws Exception {

auth.userDetailsService (userService) .passwordEncoder (bCryptPassw
ordEncoder) ;

}

@PostConstruct
private void createUsers () {
try {
userService.save ("user", "user");
} catch (Exception e) {
log.warn (e.getMessage () ) ;
}
try {
userService.findByUsername ("1") ;
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} catch (UserNotFoundException e) {
log.warn (e.getMessage ()) ;
var admin = new User("1", "1");
admin.setRoles (Collections.singleton (new

Role ("ROLE MANAGER"))):;

admin.setPassword (bCryptPasswordEncoder.encode ("1")) ;
admin.setRole ("MANAGER") ;
admin.setEmail ("test@mail.ru");
userService.save (admin) ;
}

try {
userService.findByUsername ("devl") ;

} catch (UserNotFoundException e) {
log.warn (e.getMessage ()) ;
var admin = new User ("devl", "1");
admin.setRoles (Collections.singleton (new

Role ("ROLE DEVELOPER")));

admin.setPassword (bCryptPasswordEncoder.encode ("1")) ;
admin.setRole ("DEVELOPER") ;
userService.save (admin) ;
}

try {
userService.findByUsername ("managerl") ;

} catch (UserNotFoundException e) {
log.warn (e.getMessage () ) ;
var admin = new User ("managerl", "1");
admin.setRoles (Collections.singleton (new

Role ("ROLE MANAGER"))):;

admin.setPassword (bCryptPasswordEncoder.encode ("1")) ;
admin.setRole ("MANAGER") ;
userService.save (admin) ;
}

try {
userService.findByUsername ("teamleadl") ;

} catch (UserNotFoundException e) {
log.warn (e.getMessage ()) ;
var admin = new User ("teamleadl"™, "1");
admin.setRoles (Collections.singleton (new

Role ("ROLE TEAMLEAD")));

admin.setPassword (bCryptPasswordEncoder.encode ("1")) ;
admin.setRole ("TEAMLEAD") ;
userService.save (admin) ;
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}
package ru.panyaev.server.dao;
import org.springframework.data.jpa.repository.JpaRepository;

import org.springframework.stereotype.Repository;
import ru.panyaev.server.model.Project;

import java.util.List;
import java.util.Optional;

@Repository
public interface ProjectDao extends JpaRepository<Project,
String> {

List<Project> findAllByAuthorId(String userId);

Optional<Project> findByNameAndAuthorId(String name, String
userId) ;

}

package ru.panyaev.server.dao;

import org.springframework.data.jpa.repository.JpaRepository;
import org.springframework.stereotype.Repository;
import ru.panyaev.server.model.Role;

@Repository

public interface RoleDao extends JpaRepository<Role, String> {

}

package ru.panyaev.server.dao;
import org.springframework.data.jpa.repository.JpaRepository;
import org.springframework.stereotype.Repository;

import ru.panyaev.server.model.Task;

import java.util.List;
import java.util.Optional;

@Repository
public interface TaskDao extends JpaRepository<Task, String> {

List<Task> findAllByProjectId(String projectId);
List<Task> findAllByAuthorId(String userId);

Optional<Task> findByNameAndAuthorId(String name, String
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userId);

}

package ru.panyaev.server.dao;

import org.springframework.data.jpa.repository.JpaRepository;
import org.springframework.stereotype.Repository;
import ru.panyaev.server.model.User;

import java.util.Optional;

@Repository
public interface UserDao extends JpaRepository<User, String> {

Optional<User> findByUsername (String username) ;

}

package ru.panyaev.server.exception.handler;

import org.springframework.beans.factory.annotation.Autowired;
import
org.springframework.security.core.annotation.AuthenticationPrinc
ipal;

import org.springframework.ui.Model;

import org.springframework.web.bind.annotation.ControllerAdvice;
import org.springframework.web.bind.annotation.ExceptionHandler;
import
ru.panyaev.server.exception.project.ProjectAlreadyExistsExceptio
n;

import ru.panyaev.server.model.User;

import ru.panyaev.server.service.ProjectService;

@ControllerAdvice
public class ProjectExceptionHandler ({

private final ProjectService projectService;

@Autowired
public ProjectExceptionHandler (ProjectService
projectService) {
this.projectService = projectService;

@ExceptionHandler ({ProjectAlreadyExistsException.class})

public String projectAlreadyExistsExceptionHandler (
ProjectAlreadyExistsException ex,
@AuthenticationPrincipal User user,

rry 1.090501.09.001 13

U3m.

Jluecm Ne dokym. lMoodnuck | Jama

Jlucm

73




Model modelProject,
Model modelError

modelProject.addAttribute ("projects",

projectService.findAl1ByUserId (user.getId()));
modelError.addAttribute ("error", ex.getMessage()):
return "projects";

}

package ru.panyaev.server.exception.handler;

import org.springframework.beans.factory.annotation.Autowired;
import
org.springframework.security.core.annotation.AuthenticationPrinc
ipal;

import org.springframework.ui.Model;

import org.springframework.web.bind.annotation.ControllerAdvice;
import org.springframework.web.bind.annotation.ExceptionHandler;
import
ru.panyaev.server.exception.task.TaskAlreadyExistsException;
import ru.panyaev.server.model.User;

import ru.panyaev.server.service.ProjectService;

import ru.panyaev.server.service.TaskService;

@ControllerAdvice
public class TaskExceptionHandler ({

private final ProjectService projectService;
private final TaskService taskService;

@Autowired
public TaskExceptionHandler (ProjectService projectService,
TaskService taskService) {
this.projectService = projectService;
this.taskService = taskService;

@ExceptionHandler ({TaskAlreadyExistsException.class})
public String taskAlreadyExistsExceptionHandler (
TaskAlreadyExistsException ex,
@AuthenticationPrincipal User user,
Model modelTask,
Model modelProject,
Model modelError

modelTask.addAttribute ("tasks",

rry 1.090501.09.001 13

U3m.

Jluecm Ne dokym. lMoodnuck | Jama

Jlucm

74




taskService.findAl11ByUserId (user.getId()))
modelProject.addAttribute ("projects",

projectService.findAl1ByUserId (user.getId()));
modelError.addAttribute ("error", ex.getMessage()):
return "tasks";

}

package ru.panyaev.server.exception.handler;

import
org.springframework.security.core.annotation.AuthenticationPrinc
ipal;

import org.springframework.ui.Model;

import org.springframework.web.bind.annotation.ControllerAdvice;
import org.springframework.web.bind.annotation.ExceptionHandler;
import
ru.panyaev.server.exception.user.PasswordNotMatchingException;
import
ru.panyaev.server.exception.user.UsernameAlreadyExistsException;
import
ru.panyaev.server.exception.user.UsernameAlreadyExistsRegistrati
onException;

import ru.panyaev.server.model.User;

@ControllerAdvice
public class UserExceptionHandler {

@ExceptionHandler ({UsernameAlreadyExistsException.class})
public String usernameAlreadyExistsExceptionHandler (
UsernameAlreadyExistsException ex,
@AuthenticationPrincipal User user,
Model modelUser,
Model modelError

modelUser.addAttribute ("user", user);
modelError.addAttribute ("error", ex.getMessage()):
return "user-profile";

@ExceptionHandler ({UsernameAlreadyExistsRegistrationException.cl
asst)
public String
usernameAlreadyExistsRegistrationExceptionHandler (
UsernameAlreadyExistsRegistrationException ex,
Model modelError

Jlucm
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modelError.addAttribute ("error", ex.getMessage()):
return "registration";

@ExceptionHandler ({PasswordNotMatchingException.class})
public String passwordNotMatchingExceptionHandler (
PasswordNotMatchingException ex,
Model modelError

modelError.addAttribute ("error", ex.getMessage()):
return "change-password";

}

package ru.panyaev.server.exception.project;
import ru.panyaev.server.exception.AbstractException;

public class ProjectAlreadyExistsException extends
AbstractException {

public ProjectAlreadyExistsException () {
super ("Project already exists!");

}

package ru.panyaev.server.exception.project;
import ru.panyaev.server.exception.AbstractException;

public class ProjectIdEmptyException extends AbstractException {

public ProjectIdEmptyException () {
super ("Project id is empty!");

}

package ru.panyaev.server.exception.project;
import ru.panyaev.server.exception.AbstractException;

public class ProjectNameEmptyException extends AbstractException

{

public ProjectNameEmptyException () {
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super ("Project name is empty!");

}

package ru.panyaev.server.exception.project;
import ru.panyaev.server.exception.AbstractException;

public class ProjectNotFoundException extends AbstractException

{

public ProjectNotFoundException () {
super ("Project not found!");

}

package ru.panyaev.server.exception.task;

import ru.panyaev.server.exception.AbstractException;

public class TaskAlreadyExistsException extends
AbstractException {

public TaskAlreadyExistsException () {
super ("Task already exists!");

}

package ru.panyaev.server.exception.task;
import ru.panyaev.server.exception.AbstractException;

public class TaskIdEmptyException extends AbstractException {
public TaskIdEmptyException () {

super ("Task i1id is empty!");

}

package ru.panyaev.server.exception.task;
import ru.panyaev.server.exception.AbstractException;

public class TaskNameEmptyException extends AbstractException {

public TaskNameEmptyException () {
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super ("Task name is empty!");

}

package ru.panyaev.server.exception.task;
import ru.panyaev.server.exception.AbstractException;

public class TaskNotFoundException extends AbstractException {

public TaskNotFoundException () {
super ("Task not found!");

}

package ru.panyaev.server.exception.user;

import ru.panyaev.server.exception.AbstractException;

public class PasswordNotMatchingException extends

AbstractException {

public PasswordNotMatchingException () {
super ("You must provide a valid current password!");

}

package ru.panyaev.server.exception.user;
import ru.panyaev.server.exception.AbstractException;

public class UserIdEmptyException extends AbstractException {

public UserIdEmptyException () {
super ("User id is empty!");

}

package ru.panyaev.server.exception.user;
import ru.panyaev.server.exception.AbstractException;

public class UsernameAlreadyExistsException extends
AbstractException {

public UsernameAlreadyExistsException () {
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super ("Username already exists!");

}

package ru.panyaev.server.exception.user;
import ru.panyaev.server.exception.AbstractException;

public class UsernameAlreadyExistsRegistrationException extends

AbstractException {

public UsernameAlreadyExistsRegistrationException () {
super ("Username already exists!");

}

package ru.panyaev.server.exception.user;
import ru.panyaev.server.exception.AbstractException;

public class UserNameEmptyException extends AbstractException {

public UserNameEmptyException () {
super ("User name is empty!");

}

package ru.panyaev.server.exception.user;
import ru.panyaev.server.exception.AbstractException;

public class UserNotFoundException extends AbstractException {

public UserNotFoundException () {
super ("User not found!");

}

package ru.panyaev.server.exception;

public abstract class AbstractException extends RuntimeException

{

protected AbstractException () {
}
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protected AbstractException (Throwable cause) {
super (cause) ;

protected AbstractException (String message)
super (message) ;

}

package ru.panyaev.server.model;

import lombok.Data;
import lombok.NoArgsConstructor;

import javax.persistence.*;
import java.time.LocalDateTime;
import java.util.List;

import java.util.UUID;

@Data

@Entity

@Table (name = "t project")
@NoArgsConstructor

public class Project {

@Id

String id = "id" + UUID.randomUUID() ;

String name;

String description;

Boolean isOpen;

LocalDateTime createTime = LocalDateTime.now() ;
LocalDateTime startTime;

LocalDateTime finishDate;

LocalDateTime closeTime;

@ManyToOne

User author;

@ManyToOne

User executor;

@OneToMany (mappedBy = "project", cascade = CascadeType.ALL,
orphanRemoval = true)

List<Task> taskList;

}

package ru.panyaev.server.model;

import lombok.Data;
import lombok.NoArgsConstructor;
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org.springframework.security.core.GrantedAuthority;

import

import javax.persistence.Entity;
import javax.persistence.Id;
import javax.persistence.Table;
import java.util.UUID;

@Data

@Entity

@Table (name = "t role")

@NoArgsConstructor
public class Role implements GrantedAuthority {

@Id
String id = "id" + UUID.randomUUID() ;
String name;

public Role (String name) {

this

.name =

@Override
public String getAuthority () {
return getName () ;

}

name;

package ru.panyaev.server.model;

import
import

import
import
import
import
import
import

@Data

lombok.Data;
lombok.NoArgsConstructor;

javax
javax
javax
javax

@Entity
@Table (name = "t task")
@NoArgsConstructor
public class Task {

@Id

String id = "id"

.persistence

.persistence.

.persistence
.persistence
java.time.LocalDateTime;
java.util.UUID;

Entity;
Id;
.ManyToOne;
.Table;

+ UUID.randomUUID() ;
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String name;

String description;
LocalDateTime createTime = LocalDateTime.now() ;
LocalDateTime startTime;
LocalDateTime finishDate;
LocalDateTime closeTime;
@ManyToOne

User author;

@ManyToOne

User executor;

@ManyToOne

Project project;

}

package ru.panyaev.server.model;

import lombok.Data;

import lombok.NoArgsConstructor;

import org.springframework.security.core.GrantedAuthority;
import
org.springframework.security.core.userdetails.UserDetails;

import javax.persistence.*;
import java.util.Collection;
import java.util.List;
import java.util.Set;
import java.util.UUID;

@Data

@Entity

@Table (name = "t user")

@NoArgsConstructor

public class User implements UserDetails {

@Id

String id = "id" + UUID.randomUUID() ;

String username;

String firstName;

String secondName;

String email;

String role;

String password;

@ManyToMany (fetch = FetchType.EAGER, cascade =
CascadeType.ALL)

Set<Role> roles;

@OneToMany (mappedBy = "author", cascade = CascadeType.ALL,
orphanRemoval = true)
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List<Project> projectlList;

@OneToMany (mappedBy = "author", cascade = CascadeType.ALL,
orphanRemoval = true)

List<Task> taskList;

public User (String username, String password) {
this.username = username;
this.password = password;

@Override
public String getUsername () {
return username;

@Override
public boolean isAccountNonExpired() {
return true;

@Override
public boolean isAccountNonLocked() {
return true;

@Override
public boolean isCredentialsNonExpired() {
return true;

@Override
public boolean isEnabled() {
return true;

@Override
public Collection<? extends GrantedAuthority>
getAuthorities () {
return getRoles ()

}
package ru.panyaev.server.service.impl;
import lombok.extern.logdj.Log4]j2;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Service;
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import ru.panyaev.server.dao.ProjectDao;

import
ru.panyaev.server.exception.project.ProjectAlreadyExistsExceptio
n;

import
ru.panyaev.server.exception.project.ProjectIdEmptyException;
import
ru.panyaev.server.exception.project.ProjectNameEmptyException;
import
ru.panyaev.server.exception.project.ProjectNotFoundException;
import ru.panyaev.server.exception.user.UserIdEmptyException;
import ru.panyaev.server.model.Project;

import ru.panyaev.server.service.UserService;

import java.time.LocalDateTime;
import java.util.List;
import java.util.Optional;

@Log4dj?2

@Service

public class ProjectServiceImpl implements
ru.panyaev.server.service.ProjectService {

private final ProjectDao projectDao;
private final UserService userService;

@Autowired
public ProjectServiceImpl (ProjectDao projectDao, UserService
userService) {
this.projectDao = projectDao;
this.userService = userService;

@Override
public void save (Project project) {
if (project == null) throw new
ProjectNotFoundException () ;
projectDao.save (project) ;

@Override
public void save (String name, String description,
LocalDateTime finishDate, String userId) {
if (name == null || name.isEmpty()) throw new
ProjectNameEmptyException () ;
if (projectDao.findByNameAndAuthorId (name,
userId) .isPresent()) throw new ProjectAlreadyExistsException();
if (userId == null) throw new UserIdEmptyException () ;
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var project = new Project();

project.setAuthor (userService.findById (userId));
project.setName (name) ;

project.setStartTime (LocalDateTime.now()) ;
project.setExecutor (userService.findByUsername ("1")) ;
project.setIsOpen (true) ;

if (description != null && !description.isEmpty())
project.setDescription (description);
if (finishbDate != null)

project.setFinishDate (finishDate) ;
projectDao.save (project) ;
log.info ("Project created: name: {}, description: {},
finishDate: {}, userId: {}", name, description,
finishDate, userId);

@Override
public Project findById(String id) {
if (id == null) throw new ProjectIdEmptyException();

final Optional<Project> project =
projectDao.findById(id) ;

if (project.isEmpty()) throw new
ProjectNotFoundException () ;

return project.get();

@Override
public void deleteById(String id) {
if (id == null) throw new ProjectIdEmptyException();

projectDao.deleteById(id) ;

@Override
public List<Project> findAllByUserId(String userId) {
if (userId == null) throw new UserIdEmptyException () ;

List<Project> allByAuthorId =
projectDao.findAl1ByAuthorId (userId);
return allByAuthorId;

package ru.panyaev.server.service.impl;

import lombok.extern.logdj.Log4]j2;
import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Service;
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import ru.panyaev.server.dao.TaskDao;

import
ru.panyaev.server.exception.project.ProjectIdEmptyException;
import
ru.panyaev.server.exception.task.TaskAlreadyExistsException;
import ru.panyaev.server.exception.task.TaskIdEmptyException;
import ru.panyaev.server.exception.task.TaskNameEmptyException;
import ru.panyaev.server.exception.task.TaskNotFoundException;
import ru.panyaev.server.exception.user.UserIdEmptyException;
import ru.panyaev.server.model.Task;

import ru.panyaev.server.service.ProjectService;

import ru.panyaev.server.service.UserService;

import java.time.LocalDateTime;
import java.util.List;

@Log4dj?2

@Service

public class TaskServiceImpl implements
ru.panyaev.server.service.TaskService {

private final TaskDao taskDao;
private final ProjectService projectService;
private final UserService userService;

@Autowired
public TaskServiceImpl (TaskDao taskDao, ProjectService
projectService, UserService userService) {
this.taskDao = taskDao;
this.projectService = projectService;

this.userService = userService;
}
@Override
public void save (Task task) {
if (task == null) throw new TaskNotFoundException () ;

taskDao.save (task) ;

@Override
public void save (String name, String description,
LocalDateTime finishDate, String userId, String projectId) {
if (name == null || name.isEmpty()) throw new
TaskNameEmptyException () ;
if (taskDao.findByNameAndAuthorId (name,

userId) .isPresent()) throw new TaskAlreadyExistsException();
if (userId == null) throw new UserIdEmptyException () ;
if (projectId == null) throw new
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ProjectIdEmptyException () ;
var task = new Task();
task.setName (name) ;

if (description != null && !description.isEmpty())
task.setDescription (description);
if (finishDate != null) task.setFinishDate(finishDate);

task.setAuthor (userService.findById (userId));
task.setProject (projectService.findById (projectId))
taskDao.save (task) ;
log.info ("Task created: name: {}, description: {},
finishDate: {}, userId: {}, projectId: {}", name,
description, finishDate, userId, projectId);

@Override
public List<Task> findAllByProjectId(String projectId) {
if (projectId == null) throw new

ProjectIdEmptyException () ;
return taskDao.findAllByProjectId (projectId);

@Override
public List<Task> findAllByUserId(String userId) {
if (userId == null) throw new UserIdEmptyException () ;

return taskDao.findAllByAuthorId (userId);

@Override
public void deleteById(String id) {
if (id == null) throw new TaskIdEmptyException();

taskDao.deleteById(id) ;

}

package ru.panyaev.server.service.impl;

import org.springframework.beans.factory.annotation.Autowired;
import
org.springframework.security.core.userdetails.UserDetails;
import
org.springframework.security.core.userdetails.UserDetailsService
import
org.springframework.security.core.userdetails.UsernameNotFoundEx
ception;

import
org.springframework.security.crypto.bcrypt.BCryptPasswordEncoder
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;

import org.springframework.stereotype.Service;
import ru.panyaev.server.dao.UserDao;

import ru.panyaev.server.exception.user.*;
import ru.panyaev.server.model.Role;

import ru.panyaev.server.model.User;

import ru.panyaev.server.service.UserService;

import java.util.Collections;
import java.util.List;
import java.util.Optional;

@Service
public class UserServiceImpl implements UserDetailsService,
UserService {

private final UserDao userDao;
private final BCryptPasswordEncoder passwordEncoder;

@Autowired
public UserServicelImpl (UserDao userDao,
BCryptPasswordEncoder passwordEncoder) {
this.userDao = userDao;
this.passwordEncoder = passwordEncoder;

@Override
public UserDetails loadUserByUsername (String username)
throws UsernameNotFoundException ({

var user = userDao.findByUsername (username) ;
if (user.isEmpty()) {
throw new UsernameNotFoundException ("User not
found") ;
}
return user.get ()’
}
@Override
public void save (User user) {
if (user == null) return;
userDao.save (user) ;
}
@Override
public void save(String username, String password) {
if (username == null || username.isEmpty()) return;
if (password == null || password.isEmpty()) return;
if (userDao.findByUsername (username) .isPresent()) throw
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new UsernameAlreadyExistsRegistrationException();
var user = new User (username, password);
user.setRoles (Collections.singleton (new
Role ("ROLE _USER"))) ;

user.setPassword (passwordkEncoder.encode (user.getPassword()));
userDao.save (user) ;

@Override
public List<User> findAll () {
return userDao.findAll ();

@Override
public User findByUsername (String username)
if (username == null || username.isEmpty()) throw new

UserNameEmptyException () ;
var user = userDao.findByUsername (username) ;
if (user.isEmpty()) throw new UserNotFoundException () ;

return user.get();

@Override
public User findById(String userId) {
if (userId == null) throw new UserIdEmptyException () ;
Optional<User> userFromDb = userDao.findById (userId);
if (userFromDb.isEmpty()) throw new
UserNotFoundException () ;
return userFromDb.get () ;

@Override
public void deleteById(String id) {
if (id == null) return;

userDao.deleteById(id) ;

@Override
public void changePassword (String id, String oldPassword,

String newPassword) {
if (id == null || id.isEmpty()) throw new

UserIdEmptyException () ;
Optional<User> user = userDao.findById(id)

if (user.isEmpty()) throw new UserNotFoundException () ;
if (!passwordEncoder.matches (oldPassword,
user.get () .getPassword())) throw new

PasswordNotMatchingException () ;
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user.get () .setPassword (passwordEncoder.encode (newPassword) ) ;
userDao.save (user.get());

}

package ru.panyaev.server.service.validation;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Service;

import ru.panyaev.server.dao.UserDao;

import
ru.panyaev.server.exception.user.UsernameAlreadyExistsException;

@Service
public class UserValidationService {

private final UserDao userDao;
@Autowired

public UserValidationService (UserDao userDao) {
this.userDao = userDao;

public void validateUsername (String username) {
if (userDao.findByUsername (username) .isPresent ()) throw
new UsernameAlreadyExistsException();

}

}

package ru.panyaev.server.service;
import ru.panyaev.server.model.Project;
import java.time.LocalDateTime;

import java.util.Date;

import java.util.List;

public interface ProjectService {
void save (Project project);

void save (String name, String description, LocalDateTime
finishDate, String userId);

Project findById(String id);

void deleteById(String id);
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List<Project> findAllByUserId(String userId);
}

package ru.panyaev.server.service;
import ru.panyaev.server.model.Task;
import java.time.LocalDateTime;
import java.util.Date;

import java.util.List;

public interface TaskService {
void save (Task task);

void save (String name, String description, LocalDateTime
finishDate, String userId, String projectId);

List<Task> findAllByProjectId(String projectId);
List<Task> findAllByUserId(String userId);

void deleteById(String id);
}

package ru.panyaev.server.service;
import
org.springframework.security.core.userdetails.UserDetails;
import
org.springframework.security.core.userdetails.UsernameNotFoundEx
ception;
import ru.panyaev.server.model.User;
import java.util.List;
public interface UserService {
UserDetails loadUserByUsername (String username) throws
UsernameNotFoundException;
void save (User user);
void save (String username, String password);
List<User> findAll () ;

User findByUsername (String username) ;

User findById(String userId);
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void deleteById(String id);

void changePassword(String id, String oldPassword,
newPassword) ;

}

server:
port: 8090

spring:
security:
oauth2:
resourceserver:
Jwt:
issuer-uri: http://localhost:9000
datasource:
url: jdbc:postgresqgl://localhost:5432/postgres
username: postgres
password: passWord
jpa:
hibernate:
ddl-auto: update

package ru.panyaev.client.config;

import nz.net.ultraqg.thymeleaf.LayoutDialect;
import org.springframework.context.annotation.Bean;

String

import org.springframework.context.annotation.Configuration;

@Configuration
public class ThymeleafConfig {

@Bean
public LayoutDialect layoutDialect () {
return new LayoutDialect () ;

}

package ru.panyaev.client.controller;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.stereotype.Controller;
import org.springframework.ui.Model;

import org.springframework.web.bind.annotation.*;
import ru.panyaev.client.service.UserService;
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import
ru.panyaev.client.service.validation.UserValidationService;

@Controller
@RequestMapping ("/admin")
public class AdminController {

private static final String ADMIN USERS = "admin-users";

private static final String ADMIN MANAGE USER = "admin-
manage-user";

private static final String REDIRECT USERS =
"redirect:/admin/users";

private final UserService userService;
private final UserValidationService userValidationService;

@Autowired
public AdminController (UserService userService,
UserValidationService userValidationService) {
this.userService = userService;
this.userValidationService = userValidationService;

@GetMapping ("/users")

public String getUserList (Model model) {
model.addAttribute ("users", userService.findAll());
return ADMIN USERS;

@GetMapping ("/users/delete/{id}")

public String deleteUserById(@PathVariable String id) {
userService.deleteById(id) ;
return REDIRECT USERS;

@GetMapping ("/users/manage/ {id}")

public String manageUser (
@PathVariable String id,
Model model

model.addAttribute ("user", userService.findById(id))
return ADMIN MANAGE USER;

@PostMapping ("/users/manage")

public String manageUserPost (
@RequestParam(required = false) String email,
@RequestParam String username,
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@RequestParam String userId

var user = userService.findById(userId);

if (!user.getUsername () .equals (username))
userValidationService.validateUsername (username) ;

user.setUsername (username) ;

user.setEmail (email) ;

userService.save (user) ;

return REDIRECT USERS;

}

package ru.panyaev.client.controller;

import org.springframework.stereotype.Controller;
import org.springframework.web.bind.annotation.GetMapping;

@Controller
public class IndexController {

@GetMapping
public String index () {
return "index";

}

package ru.panyaev.client.controller;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.format.annotation.DateTimeFormat;
import
org.springframework.security.core.annotation.AuthenticationPrinc
ipal;

import org.springframework.stereotype.Controller;

import org.springframework.ui.Model;

import org.springframework.web.bind.annotation.*;

import ru.panyaev.client.model.User;

import ru.panyaev.client.service.ProjectService;

import java.time.LocalDateTime;
import java.util.Date;

@Controller
@RequestMapping ("/projects")

public class ProjectController {

private static final String PROJECTS = "projects";
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private static final String REDIRECT PROJECTS =
"redirect:/projects";

private final ProjectService projectService;

@Autowired
public ProjectController (ProjectService projectService) {
this.projectService = projectService;

@GetMapping

public String getProjects(
@AuthenticationPrincipal User user,
Model model

model.addAttribute ("projects",
projectService.findAl1ByUserId (user.getId()));
return PROJECTS;

@PostMapping
public String createProject (
@AuthenticationPrincipal User user,
@RequestParam String name,
@RequestParam(required = false) String description,
@RequestParam(required = false) @DateTimeFormat (iso
= DateTimeFormat.ISO.DATE TIME) LocalDateTime finishDate
) A
projectService.save (name, description, finishDate,
user.getId());
return REDIRECT PROJECTS;

@GetMapping ("/delete/{id}")

public String deleteById(@PathVariable ("id") String id) {
projectService.deleteById(id) ;
return REDIRECT PROJECTS;

@GetMapping ("/{id}")
public String getProject (@PathVariable ("id") String id) {
return null;

}

package ru.panyaev.client.controller;
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import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.format.annotation.DateTimeFormat;
import
org.springframework.security.core.annotation.AuthenticationPrinc
ipal;

import org.springframework.stereotype.Controller;

import org.springframework.ui.Model;

import org.springframework.web.bind.annotation.*;

import ru.panyaev.client.model.User;

import ru.panyaev.client.service.ProjectService;

import ru.panyaev.client.service.TaskService;

import javax.servlet.http.HttpServletRequest;
import java.time.LocalDateTime;
import java.util.Date;

@Controller
@RequestMapping ("/tasks")
public class TaskController {

private static final String TASKS = "tasks";
private static final String REDIRECT TASKS =
"redirect:/tasks";

private final TaskService taskService;
private final ProjectService projectService;

@Autowired
public TaskController (TaskService taskService,
ProjectService projectService) {
this.taskService = taskService;
this.projectService = projectService;

@GetMapping

public String getAllTasks (
@AuthenticationPrincipal User user,
Model modelTask,
Model modelProject

modelTask.addAttribute ("tasks",
taskService.findAl11ByUserId (user.getId())):;
modelProject.addAttribute ("projects",
projectService.findAl1ByUserId (user.getId()));
return TASKS;

@GetMapping ("/{id}")
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public String getAllTasksByProjectId(
@AuthenticationPrincipal User user,
Model modelTask,
Model modelProject,
@PathVariable ("id") String id

modelTask.addAttribute ("tasks",
taskService.findAl1lByProjectId(id));
modelProject.addAttribute ("projects",
projectService.findAl1ByUserId (user.getId()));
return TASKS;

@PostMapping (value = {"", "/*"})

public String createTask(
@AuthenticationPrincipal User user,
@RequestParam String name,
@RequestParam(required = false) String description,
@RequestParam(required = false) @DateTimeFormat (iso

= DateTimeFormat.ISO.DATE TIME) LocalDateTime finishDate,

@RequestParam String projectId

taskService.save (name, description, finishDate,
user.getId(), projectId);
return REDIRECT TASKS;

@GetMapping ("/delete/{id}")
public String deleteById(@PathVariable ("id") String id,
HttpServletRequest request) {
taskService.deleteById(id);
String referer = request.getHeader ("Referer");
return "redirect:"+ referer;

}

package ru.panyaev.client.controller;

import org.springframework.beans.factory.annotation.Autowired;
import
org.springframework.security.core.annotation.AuthenticationPrinc
ipal;

import org.springframework.stereotype.Controller;

import org.springframework.ui.Model;

import org.springframework.web.bind.annotation.GetMapping;
import org.springframework.web.bind.annotation.ModelAttribute;
import org.springframework.web.bind.annotation.PostMapping;
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import org.springframework.web.bind.annotation.RequestParam;
import ru.panyaev.client.model.User;

import ru.panyaev.client.service.UserService;

import
ru.panyaev.client.service.validation.UserValidationService;

@Controller
public class UserController {

private static final String REDIRECT LOGIN =
"redirect:/login";

private static final String REDIRECT = "redirect:";

private static final String USER PROFILE = "user-profile'";

private static final String REGISTRATION = "registration";

private static final String CHANGE PASSWORD = "change-
password";

private final UserService userService;
private final UserValidationService userValidationService;

@Autowired
public UserController (UserService userService,
UserValidationService userValidationService) {
this.userService = userService;
this.userValidationService = userValidationService;

@GetMapping ("/registration")
public String registrationPage () {
return REGISTRATION;

@PostMapping ("/registration")

public String registration/(
@ModelAttribute ("username") String username,
@ModelAttribute ("password") String password

userService.save (username, password);
return REDIRECT LOGIN;

@GetMapping ("/profile")

public String profile(
@AuthenticationPrincipal User user,
Model model

model .addAttribute ("user", user);
return USER PROFILE;
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@PostMapping ("/profile")
public String changeProfile (
@AuthenticationPrincipal User user,
@RequestParam(required = false) String email,
@RequestParam String username,
@RequestParam String userId
) A
if
('userService.findById(userId) .getUsername () .equals (username))
userValidationService.validateUsername (username) ;
user.setEmail (email) ;
user.setUsername (username) ;
userService.save (user) ;
return REDIRECT;

@GetMapping ("/change-password")
public String changePasswordPage () {
return CHANGE PASSWORD;

@PostMapping ("/change-password")

public String changePassword (
@AuthenticationPrincipal User user,
@RequestParam String currentPassword,
@RequestParam String newPassword

userService.changePassword (user.getId(),
currentPassword, newPassword) ;
return REDIRECT;

}

<!DOCTYPE html>

<html lang="en"
xmlns:layout="http://www.ultrag.net.nz/thymeleaf/layout"
layout:decorate="~{layouts/base}">

<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-
scale=1">

<!-- The above 3 meta tags *must* come first in the head;
any other head content must come *after* these tags -->
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<title>Page not found!</title>

<!-- Google font -->

<link
href="https://fonts.googleapis.com/css?family=Cabin:400, 700"
rel="stylesheet">

<link
href="https://fonts.googleapis.com/css?family=Montserrat:900"
rel="stylesheet">

<!-- Custom stlylesheet -->
<link rel="stylesheet" type="text/css"
th:href="@{/css/notFound404.css}">

<!-- HTML5 shim and Respond.js for IE8 support of HTML5
elements and media queries -->

<!-- WARNING: Respond.js doesn't work if you view the page
via file:// -->

<!--[if 1t IE 9]>

<script

src="https://oss.maxcdn.com/html5shiv/3.7.3/html5shiv.min.js"></
script>

<script
src="https://oss.maxcdn.com/respond/1.4.2/respond.min.js"></scri
pt>

<!lendif]-->

</head>

<body>
<main layout:fragment="content">
<div id="notfound">
<div class="notfound">
<div class="notfound-404">
<h3>0ops! Page not found</h3>

<hl><span>4</span><span>0</span><span>4</span></hl>
</div>
<h2>we are sorry, but the page you requested was not

found</h2>
</div>
</div>
</main>
</body><!-- This templates was made by Colorlib
(https://colorlib.com) -->
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</html>

<div class="pb-100"
xmlns:sec="http://www.thymeleaf.org/thymeleaf-extras-
springsecurity5" th:fragment="header">

<nav class="navbar navbar-dark fixed-top bg-primary">
<div class="container-fluid">
<a class="navbar-brand" href="/">Task-manager</a>
<div class="col-9">
<a class="btn btn-primary btn-1g"
href="/projects">Projects</a>
<a class="btn btn-primary btn-1g"
href="/tasks">Tasks</a>
<span sec:authorize="hasRole ('ROLE MANAGER') ">
<a class="btn btn-primary btn-1g"
href="/admin/users">Users</a>
</span>
</div>
<span sec:authorize="isAuthenticated()">
<a class="hb5" style="color: aliceblue"
href="/profile"><span sec:authentication="name"></span></a>
&nbsp; &nbsp; &nbsp; &nbsp;
<a class="navbar-brand"
href="/logout">LOGOUT</a>
</span>
<span sec:authorize="!isAuthenticated()">
<a class="navbar-brand"
href="/login">LOGIN</a>
<a class="navbar-brand"
href="/registration">REGISTRATION</a>
</span>
</div>
</nav>

</div>

<!DOCTYPE html>
<html lang="en" xmlns:th="http://www.thymeleaf.org">
<head>

<title layout:title-pattern="SLAYOUT TITLE -
$CONTENT_TITLE"></title>

<meta http-equiv="Content-Type" content="text/html;
charset=UTF-8"/>

<title layout:title-pattern="SLAYOUT TITLE -
$SCONTENT TITLE">Title</title>

<link href="https://cdn.jsdelivr.net/npm/bootstrap@5.0.0-
beta3/dist/css/bootstrap.min.css" rel="stylesheet"
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integrity="sha384-
e0JMYsd5311+scO/bJIGFsiCZc+5NDVN2yr8+0RDgr0Q10h+rP48ckxlpbzKgwrab
" crossorigin="anonymous">
<link rel="stylesheet" type="text/css"
th:href="@{/css/style.css}">
</head>
<body>
<div th:replace="fragments/header :: header"></div>
<div class="col" layout:fragment="content">
<h1>This is the Layout's main section</hl>
<p>This is the main content placeholder. This content will
be replaced if the page
using the layout also defines a
layout:fragment="content" segment. </p>
</div>
</body>
<script src="https://cdn.jsdelivr.net/npm/bootstrapR5.0.0-
beta3/dist/js/bootstrap.bundle.min.js"
integrity="sha384-
JEWIXMcG8R+pH31 JmWHOWWPOWintQrMb4s720dauHnUtxwoG2vISDkLtS3gmOEkf
crossorigin="anonymous"></script>
<script type="text/javascript"
th:src="Q{/js/index.js}"></script>
</html>

<!DOCTYPE html>
<html lang="en"
xmlns:layout="http://www.ultrag.net.nz/thymeleaf/layout"
layout:decorate="~{layouts/base}">
<head>
<meta charset="UTF-8">
<title>Projects</title>
</head>
<body>
<main layout:fragment="content">
<div class="container w-25">
<div class="row justify-content-md-center">
<button id="addProject" type="button" class="btn
btn-primary col-5" data-bs-toggle="modal"
data-bs-target="#addProjectModal">
Add project
</button>
<div class="modal fade" id="addProjectModal"
tabindex="-1" aria-labelledby="addProjectModallabel"
aria-hidden="true">
<div class="modal-dialog">
<div class="modal-content">
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<div class="modal-header">
<h5 class="modal-title"
id="addProjectModalLabel">Add project</h5>
<button type="button" class="btn-
close" data-bs-dismiss="modal" aria-label="Close"></button>
</div>
<form method="post">
<div class="modal-body">
<div class="col">
<div class="mb-3">
<label for="name"
class="form-label">Name</label>
<input type="text"
class="form-control" name="name" id="name" placeholder="Name"
required>
<span
id="errorSpanProject" th:if="S${error != null}"
th:text="${error}"
class="text-
danger">
</span>
</div>
<div class="mb-3">
<label for="description"
class="form-label">Description</label>
<textarea
name="description" class="form-control" id="description"

placeholder="Description"></textarea>
</div>
<div class="mb-3">
<label for="finishDate"
class="form-label">Deadline</label>
<input type="datetime-
local" name="finishDate" class="form-control" id="finishDate">
</div>
</div>
</div>
<div class="modal-footer">
<button type="button" class="btn
btn-secondary" data-bs-dismiss="modal">Close</button>
<button type="submit" class="btn
btn-primary">Add</button>
</div>
</form>
</div>
</div>
</div>
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</div>
</div>
<div class="container mt-15">
<div class="row">
<div data-th-each="project : ${projects}"
class="col-sm-3 mt-15">
<div class="card">
<div class="card-body">
<h5 data-th-text="S${project.name}"
class="card-title"></h5>
<hr>
Deadline: <div data-th-
text="${#temporals.format (project.finishbDate, 'dd-MM-yyyy
HH:mm') }" class="card-text">
</div>
<div class="collapse"
th:id="${project.id}">
<hr th:if="${project.finishDate}">
Description: <div data-th-
text="S${project.description}">
</div>
<hr th:if="${project.name}">
Create time: <div data-th-
text="${#temporals.format (project.createTime, 'dd-MM-yyyy
HH:mm') } ">
</div>
<hr th:if="${project.name}">
Start time: <div data-th-
text="${#temporals.format (project.startTime, 'dd-MM-yyyy
HH:mm') } ">
</div>
<hr
th:if="${project.author.username}">
Author: <div data-th-
text="S${project.author.username}">
</div>
<hr
th:if="${project.executor.username}">
Executor: <div data-th-
text="S${project.executor.username}">
</div>
<hr th:if="${project.isOpen}">
Is open: <div data-th-
text="${project.isOpen}">
</div>
<hr th:if="${project.description}">
<span
sec:authorize="hasRole ('ROLE MANAGER') ">
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<div class="row justify-content-md-
center">
<a class="btn btn-primary col-4"
data-th-href="@{'/tasks/"' +
S{project.id}}">Tasks</a>
<div class="col-3"></div>
<a class="btn btn-danger col-4"

data-th-
href="@{'/projects/delete/' + S$S{project.id}}">Delete</a>
</div>
</span>
</div>

<div class="row justify-content-md-
center">
<a class="btn-link col-auto mt-10"

data-bs-toggle="collapse"

data-th-href="Q@{"#' +
S{project.id}}"

role="button" aria-
expanded="false">

More

</a>
</div>
</div>
</div>
</div>
</div>
</div>
<script type="text/javascript"

th:src="Q@{/js/project.js}"></script>
</main>
</body>
</html>

<!DOCTYPE html>
<html lang="en"
xmlns:layout="http://www.ultrag.net.nz/thymeleaf/layout"
layout:decorate="~{layouts/base}">
<head>

<meta charset="UTF-8">

<title>Task Manager</title>
</head>
<body>
<main layout:fragment="content">

<div class="container w-50">

<p class="row justify-content-md-center">Welcome to Task

Manager!</p>

</div>
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</main>
</body>
</html>

<!DOCTYPE html>
<html lang="en"
xmlns:layout="http://www.ultrag.net.nz/thymeleaf/layout"
layout:decorate="~{layouts/base}">
<head>
<meta charset="UTF-8">
<title>Manage user</title>
</head>
<body>
<main layout:fragment="content">
<div class="container w-25">
<form method="post" action="/admin/users/manage"
class="row justify-content-md-center">
<div class="mb-3 col-7">
<label for="exampleInputEmaill" class="form-
label">Email address</label>
<input data-th-value="${user.emaill}l"
type="email" name="email" class="form-control"
id="exampleInputEmaill">
</div>
<div class="mb-3 col-7">
<label for="exampleInputEmailll" class="form-
label">First Name</label>
<input data-th-value="${user.firstName}"
type="text" name="email" class="form-control"
id="exampleInputEmailll">
</div>
<div class="mb-3 col-7">
<label for="exampleInputEmaill2" class="form-
label">Second Name</label>
<input data-th-value="${user.secondName}"
type="text" name="email" class="form-control"
id="exampleInputEmaill2">
</div>
<div class="mb-3 col-7">
<input type="hidden" th:value="${user.id}"
name="userId">
<label for="username" class="form-
label">Username</label>
<input th:value="${user.username}" type="text"
name="username" class="form-control" id="username"
required>
<span th:if="S${error != null}"
th:text="${error}"
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class="text-danger">
</span>
</div>
<div class="mb-3 col-7">
<label for="projectSelect" class="form-
label">Role</label>
<gselect class="form-select" id="projectSelect"
name="projectId">
<option>Developer</option>
<option>Manager</option>
<option>Teamlead</option>
</select>
</div>

<div class="col-7">
<div>
<a data-th-href="@{'/admin/users/delete/"' +
S{user.id}}" class="btn btn-warning col-12">Delete</a>
</div>
<div class="row mt-15 justify-content-md-
center">
<button type="submit" class="btn btn-primary
col-5">Save</button>
<div class="col-1"></div>
<a href="/" class="btn btn-danger col-
5">Cancel</a>

</div>
</div>
</form>
</div>
</main>
</body>
</html>

<!DOCTYPE html>
<html lang="en"
xmlns:layout="http://www.ultrag.net.nz/thymeleaf/layout"
layout:decorate="~{layouts/base}">
<head>
<meta charset="UTF-8">
<title>Users</title>
</head>
<body>
<main layout:fragment="content">
<div class="container w-50 margin-container">
<table class="table">
<thead>
<tr>
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<th scope="col">Email</th>
<th scope="col">Username</th>
<th scope="col">Role</th>
<th scope="col">Delete</th>
<th scope="col">Manage</th>
</tr>
</thead>
<tbody>
<tr data-th-each="user : S${users}">
<td data-th-text="${user.email}"></td>
<td data-th-text="${user.username}"></td>
<td data-th-text="${user.role}"></td>
<td><a data-th-href="@{'/admin/users/delete/'
S{user.id}}">Delete</a></td>
<td><a data-th-href="@{'/admin/users/manage/"'
${user.id}}">Manage</a></td>

</tr>
</tbody>
</table>
</div>
</main>
</body>
</html>

<!DOCTYPE html>
<html lang="en"
xmlns:layout="http://www.ultrag.net.nz/thymeleaf/layout"
layout:decorate="~{layouts/base}">
<head>
<meta charset="UTF-8">
<title>Profile</title>
</head>
<body>
<main layout:fragment="content">
<div class="container w-25">
<form method="post" class="row justify-content-md-
center">
<div class="mb-3 col-7">
<label for="currentPassword" class="form-
label">Current password</label>
<input type="password" name="currentPassword"
class="form-control" id="currentPassword" required>
<span th:if="S${error != null}"
th:text="${error}"
class="text-danger">
</span>
</div>
<div class="mb-3 col-7">
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<label for="newPassword" class="form-label">New
password</label>
<input type="password" name="newPassword"
class="form-control" id="newPassword" required>
</div>
<div class="mb-3 col-7">
<label for="newPassword2" class="form-
label">Password confirmation</label>
<input type="password"
oninput="validatePassword ()" name="newPassword2" class="form-
control"
id="newPassword2" required>
</div>
<div class="container col-7">
<div class="row mt-15 justify-content-md-
center">
<button type="submit" class="btn btn-primary
col-5">Save</button>
<div class="col-1">
</div>
<a href="/profile" class="btn btn-danger
col-5">Cancel</a>

</div>
</div>
</form>
</div>
</div>

<script type="text/javascript"
th:src="@{/js/user.js}"></script>
</main>
</body>
</html>

<!DOCTYPE html>
<html lang="en"
xmlns:layout="http://www.ultrag.net.nz/thymeleaf/layout"
layout:decorate="~{layouts/base}">
<head>

<meta charset="UTF-8">

<title>Registration</title>
</head>
<body>
<main layout:fragment="content">

<div class="container w-25">

<form method="post" class="row justify-content-md-
center">
<div class="mb-3 col-1g-7">
<label for="username" class="form-
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label">Username</label>
<input type="text" name="username" class="form-
control" id="username" required>
<span th:if="S${error != null}"
th:text="${error}"
class="text-danger">
</span>
</div>
<div class="mb-3 col-1g-7">
<label for="password" class="form-
label">Password</label>
<input type="password" name="password"
class="form-control" id="password" required>
</div>
<div class="row col-7 mt-15 justify-content-md-
center">
<button type="submit" class="btn btn-primary
col-5">Registration</button>
<div class="col-2"></div>
<a class="btn btn-primary col-5" data-th-
href="@{'/'}" role="button">Cancel</a>

</div>
</form>
</div>
</main>
</body>
</html>

<!DOCTYPE html>
<html lang="en"
xmlns:layout="http://www.ultrag.net.nz/thymeleaf/layout"
layout:decorate="~{layouts/base}">
<head>
<meta charset="UTF-8">
<title>Tasks</title>
</head>
<body>
<main layout:fragment="content">
<div class="container w-25">
<div class="row justify-content-md-center">
<button id="addTask" type="button" class="btn btn-
primary col-5" data-bs-toggle="modal"
data-bs-target="#addTaskModal">
Add task
</button>
<div class="modal fade" id="addTaskModal"
tabindex="-1" aria-labelledby="addTaskModallLabel"
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aria-hidden="true">
<div class="modal-dialog">
<div class="modal-content">
<div class="modal-header">
<h5 class="modal-title"
id="addTaskModalLabel">Add task</h5>
<button type="button" class="btn-
close" data-bs-dismiss="modal" aria-label="Close"></button>
</div>
<form method="post">
<div class="modal-body">
<div class="col">
<div class="mb-3">
<label for="name"
class="form-label">Name</label>
<input type="text"
class="form-control" name="name" id="name" placeholder="Name"

required>
<span id="errorSpanTask"
th:if="${error != null}" th:text="S${error}"
class="text-
danger">
</span>
</div>

<div class="mb-3">
<label for="description"
class="form-label">Description</label>
<textarea
name="description”" class="form-control" id="description"

placeholder="Description"></textarea>
</div>
<div class="mb-3">
<label for="finishDate"
class="form-label">Deadline</label>
<input type="datetime-
local" name="finishDate" class="form-control" id="finishDate">
</div>
<div class="mb-3">
<select class="form-
select" id="projectSelect" name="projectId">
<option data-th-
each="project : ${projects}" th:value="S${project.id}"

th:text="${project.name}"></option>
</select>
</div>
</div>
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</div>
<div class="modal-footer">
<button type="button" class="btn
btn-secondary" data-bs-dismiss="modal">Close</button>
<button type="submit" class="btn
btn-primary">Add</button>
</div>
</form>
</div>
</div>
</div>
</div>
</div>
<div class="container mt-15">
<div class="row">
<div data-th-each="task : S${tasks}!" class="col-sm-3
mt-15">
<div class="card">
<div class="card-body">
<h5 data-th-text="S${task.name}"
class="card-title"></hb5>
<hr>
<div data-th-
text="${#temporals.format (task.finishbDate, 'dd-MM-yyyy HH:mm') }"
class="card-text"></div>
<div class="collapse"
th:id="${task.id}">
<hr th:if="${task.finishDate}">
<div data-th-
text="${task.description}">
</div>
<hr th:if="${task.description}">
Project: <span data-th-
text="${task.project.name}"></span>
<hr>
<div class="row justify-content-md-

center">
<div class="col-4"></div>
<div class="col-3"></div>
<a class="btn btn-danger col-4"
data-th-
href="Q{'/tasks/delete/' + ${task.id}}">Delete</a>
</div>
</div>
<div class="row justify-content-md-
center">

<a class="btn-link col-auto mt-10"
data-bs-toggle="collapse"

rry 1.090501.09.001 13

U3m.

Jluecm Ne dokym. lMoodnuck | Jama

Jlucm

112




data-th-href="Q@{"#' +
S{task.id}}"
role="button"
aria-expanded="false">
More
</a>
</div>
</div>
</div>
</div>
</div>
</div>
<script type="text/javascript"
th:src="@{/js/task.js}"></script>
</main>
</body>
</html>

<!DOCTYPE html>
<html lang="en"
xmlns:layout="http://www.ultrag.net.nz/thymeleaf/layout"
layout:decorate="~{layouts/base}">
<head>
<meta charset="UTF-8">
<title>Profile</title>
</head>
<body>
<main layout:fragment="content">
<div class="container w-25">
<form method="post" class="row justify-content-md-
center">
<div class="mb-3 col-7">
<label for="exampleInputEmaill" class="form-
label">Email address</label>
<input data-th-value="${user.email}l"
type="email" name="email" class="form-control"
id="exampleInputEmaill">
</div>
<div class="mb-3 col-7">
<input type="hidden" th:value="${user.id}"
name="userId">
<label for="username" class="form-
label">Username</label>
<input th:value="${user.username}" type="text"
name="username" class="form-control" id="username"
required>
<span th:if="S${error != null}"
th:text="${error}"
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class="text-danger">
</span>
</div>

<div class="col-7">
<div>
<a href="/change-password" class="btn btn-
secondary col-12">Change password</a>
</div>
<div class="row mt-15 justify-content-md-
center">
<button type="submit" class="btn btn-primary
col-5">Save</button>
<div class="col-1"></div>
<a href="/" class="btn btn-danger col-
5">Cancel</a>

</div>
</div>
</form>
</div>
</main>
</body>
</html>

* |
-webkit-box-sizing: border-box;
box-sizing: border-box;

body {
padding: 0O;
margin: O;

#notfound {
position: relative;
height: 100vh;

#notfound .notfound {
position: absolute;

left: 50%;
top: 50%;

-webkit-transform: translate(-50%, -50%);

-ms—-transform: translate (-50%, -50%);
transform: translate (-50%, -50%);
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.notfound {
max-width: 520px;
width: 100%;
line-height: 1.4;
text-align: center;

.notfound .notfound-404 {
position: relative;
height: 240px;

.notfound .notfound-404 hl {
font-family: 'Montserrat',
position: absolute;
left: 50%;
top: 50%;
-webkit-transform:

-ms—-transform:

transform:

font-size: 252px;
font-weight: 900;
margin: Opx;
color: #262626;
text-transform: uppercase;
letter-spacing: -40px;
margin-left: -20px;

sans—-serif;

translate (-50%, -50%);
translate (-50%, -50%);
translate (-50%, -50%);

.notfound .notfound-404 hl>span {
text-shadow: -8px Opx Opx #fff;

.notfound .notfound-404 h3 {
font-family:
position: relative;
font-size: 1l6px;
font-weight: 700;
text-transform: uppercase;
color: #262626;
margin: Opx;
letter-spacing: 3px;
padding-left: 6px;

.notfound h2 {
font-family:
font-size: 20px;

'Cabin', sans-serif;

'Cabin', sans-serif;
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font-weight: 400;
text-transform: uppercase;
color: #000;

margin-top: Opx;
margin-bottom: 25px;

@media only screen and (max-width: 767px) {
.notfound .notfound-404 {
height: 200px;
}
.notfound .notfound-404 hl {
font-size: 200px;

@media only screen and (max-width: 480px) {

.notfound .notfound-404 {
height: 162px;

}

.notfound .notfound-404 hl {
font-size: 162px;
height: 150px;
line-height: 162px;

}

.notfound h2 {
font-size: 16px;

}

.mt-15 {
margin-top: 15px;

.mt-10 {
margin-top: 10px;

.pb-100 {
padding-bottom: 100px;
}

let projects = document.getElementsByClassName ("card-title")
let projectName = document.getElementById("name")
function validateProject () {
projectName.setCustomValidity ('"');
for (let item of projects) {
if (item.textContent === projectName.value)
projectName.setCustomValidity ("Project already exists!");
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}

projectName.onkeyup = validateProject;

let tasks = document.getElementsByClassName ("card-title")
let taskName = document.getElementById("name")

taskName.onkeyup = validateTaskByName;

function validateTaskByName () {
taskName.setCustomValidity ('');
for (let item of tasks) {
if (item.textContent === taskName.value)
taskName.setCustomValidity ("Task already exists!");

}

let projectSelect = document.getElementById("projectSelect");
function validateTaskByProject () {

if (projectSelect.childElementCount < 1)
projectSelect.setCustomValidity ("Please choose or create a
project!");
}
taskName.onkeyup = validateTaskByProject;

let password = document.getElementById("newPassword")
let confirm password = document.getElementById("newPassword2");

function validatePassword () {
if (password.value !== confirm password.value) {
confirm password.setCustomValidity ("Passwords don't
match") ;
} else {

confirm password.setCustomValidity('");

}

password.onchange = validatePassword;
confirm password.onkeyup = validatePassword;
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