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Pa3paboTaTh KIMEHT-CEpPBEpPHOE TpPHIOXKEHHE. SI3pIK mporpaMmupoBaHMs — Java,
rpaduueckuit untepdeiic — Java Swing, cpema paspabotku Intelli] IDEA. Ceppepuas uacts
JIOJDKHA 00eCeYnBaTh HANEKHOE B3aUMOZICHCTBHE C KIMEHTCKIM HHTEp(EHCOM H pealn30oBLIBATE
cnenyronme GpyHKIMOHAIBHBIE BO3MOKHOCTH:

1. ABTOpH3AIMIO NOJIB30BATENEH;
2. OTtnpaBka coofurenuii Ha cepsep B 3alIM()POBAHHOM BHJIE:

3. Jemundposanne cooOMEHNH, NONYYEHHBIX C CEpPBEpA;

4. Xpanenue u 06paboTKy JaHHBIX B (aiine:

5. Tlepeuens MOJUIEKAIIUK pa3paboTKe BOPOCOB

TpebyeTcs mpOBECTH aHANM3 NPEAMETHON 00NAacTH: M3Y4HThL CYIMIECTBYIOUIHE AHATOIH
UM(POBBIX TOPTOBBIX MIATHOPM. IPOAHATU3MPOBATH APXUTEKTYPHBIE PEMICHMS M TOJXOIBI K
TIOCTPOEHHMIO apXUTEKTYphl. Ha ocHOBE aHanu3a BHIOpaTh S3BIK MPOTPAMMHPOBAHHS M CpPEy
paspaboTku. OnucaTh apXUTEKTyPY B3aUMOIEHCTBHS KOMITOHEHTOB CHCTEMBI.
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4 PazpaboTka npuiokeHus 35% 16.05.2025 —
21.05.2025 %!{
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30.05.2025 ‘/}/
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Pedepar

baxanaspckas pabora couepxur 96 mucToB, 20 pucyHKOB
MCTOYHHKOB, 3 MpUIIOKEHUS

KIIMEHT-CEPBEPHOE [TPUJIOXKEHME, MECCEH/DKEP, TECTUPOBAHMUE,

JAVA, SWING
Llens paGorer

3aH(POBAHHBIME COOBIIEHMAMY.

PaspaGarsisaemas cucrema TNPEACTaB/IACT COOOM 3aIMIEHHBIA MecCeHDKep,
NPEIHA3HAYEHHBIH U1 6e30MacHOro 06MeHa COOBIEeHUAMY MEKIY MOJIb30BATEIISIMH.
Knuenrckast wacts npwnoxkenus mossonser [I0JIb30BATENIAIM  YCTAHABJIMBATh
COCIMHCHME C CEPBEPOM, OTNPABIATE M MOMY4YaTh COOOMEeHWsA, mwHppys HX ©
HCTIO/Ib30BAHHEM COBPEMEHHBIX KPHMNTOTpaMUYECcKHX airoputMoB. B cucreme
pCan30BaHa TNOMAEPKKA Kak CHUMMETpuuHOro mmdposanus (AES), Tak wu
acummerpuuHoro (RSA), uro ofecneunBaeT HaméXHYIO 3amUTy NepexaBaeMoit
uHOpMaIHu,

B pesyabrare BHIMONHEHHs BBIMTYCKHOM KBaIM(HKALMOHHON paboThl Oblia
pa3zpaboTaHa KJIHEHT-CepBepHas cucrema Ha sa3bike Java. CepeepHas wacTh
peanu3oBaHa C MCMOJB30BAHHEM MHOTOMOTOYHONM ApXHTEKTYphl: W1 00paboTKH
KayK/JI0r0 NMOAKIIIOYEHHOTO KIMEHTa C03/1aéTcs OTAebHbIH noToK. KimenTckas gacts
nocTpoena 1o apxurtexrypHomy mabnony MVC. Takum obpasom, paspaboTanHas
cucTeMa Mo3BojseT obecneunTsh 0a3z0BYIO 3ALMINEHHYIO KOMMYHHKALHIO MEKIY
[OJIB30BATENIAMH M MOJMKET CIYXKHTh OCHOBOH Ul JaJbHEHIIEro PpacLInpeHus,
BKTIOUAs PEATM3ALMIO MCTOPHM MEPENUCKH, ayTeHTH(HKALMK Mo/b3oBaTesel u

unTerpauuy 6osiee yCTOMUMBBIX KPUITOrPaQHUIECKUX MPOTOKO/IOB.
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Ilepevyens cokpameHuid 1 0003HAYEHUT

B nannoit paboTte mpuMEeHSIIOTCS CIEAYIOIINE COKpAIEHUS U 0003HAUCHUS
AES — cuMMeTpuuHBId alropuT™M MU(pOBaHUS, NPUMEHSEMBIA ISl 3aIIUTHI
JAHHBIX
GUI — rpaduueckuii monb30BaTeIbCKUN UHTEPDEIC
IDE — unTerpupoBanHas cpefia pa3paboTKU NPOrPaMMHOTO 00eCTieYeHuUs
[P — mpoToko1, 00ecieunBarOIINi aIpecalfio U MapIIpyTU3AIUIO TaKETOB JaHHBIX
B CETHU
JDK — KOMIIIEKT CpeliCTB pa3pabOTKU MporpaMm Ha si3bIKe Java
JRE — cpena BeinosiHeHUs Java-mporpamMm
MVC — mabnoH NpoeKTUPOBaHUA, Pa3ACNSIONMNA TMPUIIOKEHUE HA MOJIENb,
MPEJICTABJICHUE U KOHTPOJLIIEP
PKI — wundpacTpykTypa OTKpBITBIX KJIIOUEH, oOecreuyuBaronias ynpaBieHUE
UPpoBbIMU cePTUPUKATAMU U KITHOUYAMHU
RSA — anroputm acUMMETpUYHOTO MHU(PPOBAHUS, UCTIOJIBb3YEMBIH 1151 O€30MacHON
nepe1avyu KIouen
SKZI — cpenctBa kpunrorpapuyeckoit 3auThl HHGOpMaUU
Swing — 6ubnuoTteka Java ns co3nanus rpaguyeckoro nHTepdeiica

TCP/IP — cTek ceTeBbIX MPOTOKOJIOB, UCIIOIB3YEMbIN JIJISl Iepeauu JaHHBIX

Jlnct
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BBenenue

B coBpemenHom 1mudpoBom o0I1ecTBe, T/I€ 3HAYNTENIbHAS YaCTh OOIIECHUS U
oOMeHa  uH@opMalMed  OCYyIIECTBISETCS ~ 4Yepe3  UHTEpPHET,  3aluTa
MOJIL30BATEILCKUX JAHHBIX CTAHOBUTCS KPUTHUYECKU Ba)KHOM 3amadeii. OCOOCHHO
OCTPO CTOUT BOIPOC O€30MACHOCTU JIUYHON MEPENUCKHU, KOTOpask HEPEIKO MOKET
cojepkath KOHGUICHIHAIbHYIO HUH(OpManuio. MecceHKephbl, Kak OJUH U3
CaMbIX PacHpoCTPaHEHHBIX HHCTPYMEHTOB OOIIeHUs, TPeOyIOT 0COO0r0 BHUMAaHUS
B IJITaHE 00ECIIeUeHUs MPUBATHOCTU U COXPAHHOCTH MEPEAABAEMbIX COOOIIEHUM.

JIaHHBIM JUIUIOMHBIM TIPOEKT TOCBAIIEH pa3pabOTKe 3allUIIEHHOTO
MECCEH/Kepa, pEaJlM30BaHHOTO Ha s3bIKe MporpaMmupoBaHus Java ¢
UCIIOJB30BAaHUEM AapPXUTEKTYpbl KIHEHT-cepBep. OCHOBHOM akIeHT cjeiaH Ha
oOecrieyeHnn 0€30MACHOCTU OOMEHa COOOIICHHMSIMU MEXKIYy IOJIb30BaTEIsIMU 32
CY€T HCIOJIB30BAHUS COBPEMEHHBIX KpHNTOrpadUuecKnX MeToJoB. B Xxome
peanu3anry  MPUMEHSIOTCS aJITOPUTMbl ACHUMMETPUYHOTO M CHMMETPUYHOTO
mu@poBaHus, B TOM YHCJIE OpraHM3amus Iepeaadd COOOIIEHHWH C MOMOIIBIO
CECCHUOHHBIX Kitouel. KimeHTckas yacTh NpuioKeHus oOecreduBaeT yA0OHBIN
MOJIL30BATENILCKUN HHTEP(EIC, a cepBepHas 00pabaThIBaCT BXOIAIINE COOOIICHUS
U MapUIpyTU3UPYET UX MEXKAY YUACTHUKAMU OOIICHUSI.

Pa3paboTka naHHOTO MeECCEH/Kepa MO3BOJISET MPOAEMOHCTPUPOBATH HA
MPAKTUKE MPUHIUIBI MMOCTPOCHUS 3AIUINEHHBIX KOMMYHHUKAIIMOHHBIX CHUCTEM,
M3YUYUTh OCHOBBI Kpunrorpadhuv U CETEBOTO MPOTpaMMHPOBAHUS, a TaK¥kKe
peanu3oBaTh B3aUMOJICUCTBUE MEXKY Pa3IUYHBIMU KOMIOHEHTAMH MPUIIOKEHUS.
[IpoekT MOXeT OBITh UCIONB30BaH KaK yueOHas pa3paboTka, JEMOHCTPUPYIOLIAs
0a30BBIC MEXaHM3MbI MU(PPOBAHUS U TIepeladn JaHHBIX, a TaKKe KaK OCHOBA JIJIA
MOCHEAYIONIEr0  paciiupeHuss  (QYHKIMOHAIBLHOCTA WM  HUHTErpalud B

KOPIOPAaTUBHBIC CPEALI C ITIOBLINICHHBIMHA Tp€60BaHHSIMI/I K 3aII1UTC I/IHCI)OpMaI_II/II/I.
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1 Meccenmkep ¢ munppoBaHueM
1.1 AHasu3 nmpeaMeTHO 00J1acTH

B coBpemennom 1nudpoBoM oOmecTBe 0€30MacHOCTh U KOH(DUACHIINATBLHOCTD
JUYHOW TIEPENUCKH CTAHOBATCS KIIOYEBBIMH TPEOOBAaHUSMU K JFOOOMY CpEICTBY
KoMMyHUKaru. OCOOCHHO OCTPO ATOT BOMPOC CTOWT B YCIOBUAX POCTAa dYHUCTA
kubeparak, uinHra, nepexsara COOOIIEHUN UM HECAHKIIMOHUPOBAHHOTO JOCTYIA K
JTaHHBIM TTOJb30BaTeseii. IMeHHO MoATOMY MM(POBAHHBIE MECCEHKEPHI CTAHOBSITCS
HE TMPOCTO YIOOHBIM CpPEICTBOM OOIICHUS, HO W HEOOXOIUMBIM HHCTPYMEHTOM
obecrieueHus: UG POBOM 0€30MTaCHOCTH.

Meccenmkep ¢ mMQPOBAaHWEM  HEOOXOAUM  PA3IMYHBIM  KaTETOPHUSIM
nmoyib3oBaTene. YacTHele JHIA, IMEHANME KOH(PUACHIIMAIBHOCTh, CTPEMATCS
00€30IMacuTh JUYHYIO MMEPENMUCKY OT HECAHKIIMOHUPOBAHHOTO J0CTyNa. JKypHAIUCTHI 1
MPaBO3aNTUTHUKHA, OCOOCHHO pabOTaIoNMe B YCIOBHIX OTPaHUYEHHON CBOOOIBI CIIOBA,
HY)KJTAalOTCS B HaA&XHBIX KaHAJIaX CBS3W C MCTOYHMKaMU umH(popmarmu. B memosoii
chepe KOMITAHWHM PETYISIPHO OOMEHUBAIOTCA KOHOMUIACHIIMATHHBIMA JTaHHBIMH —
KOMMEpPYECKUMH  TPEJIOKEHUSIMA, KIMEHTCKOW uH()OpMaruel, BHYTPCHHUMH
CTPATETUSIMH — M YT€YKa TaKMX CBEICHHUI MOXKET TOBJIEYh CEPhE3HBIE (PMHAHCOBBIC U
penyTtanuoHHble yOBITKH. Takke MOTPEeOHOCT, B 3AMIMINEHHOW KOMMYHHUKAITUU
UCIBITHIBAIOT TOCYJAPCTBEHHBIC CTPYKTYPHI U OPTaHBI YIIPABJICHUS, KOTOPHIM Ba)KHO
COXpaHUTh 0€30MacHOCTh CciykeOHou mnepenucku. Crynentel u WT-cnenuanuctol
UCITOJIB3YIOT TMOAOOHBIE TIPOEKTHI IS TPAKTUYECKOTO OCBOCHHUS KpHUMNTOrpadum,
MOCTPOEHHUSI CETEBOTO B3aUMOJCUCTBUS W Pa3pabOTKU apXUTEKTYPHl 3aITUIIEHHBIX
CUCTEM.

Ucnonb3oBaHue MecceHkepa C MUQPPOBAHUEM TMO3BOJIIET OOECHEYUTh
KOH(DHICHIIMATEHOCTH MepelaBaeMbIX JaHHBIX, TPEIOTBpAIIas JOCTYII K COACPKUMOMY
COOOIICHWI €O CTOPOHBI TPEThUX JHUIl. Kpome TOro, peanm3yroTcs MEXaHH3MEI,
oOecreunBaIIMe IEJIOCTHOCTh COOOIIEHUM, WCKIIOYAIOMIMEe BO3MOXKHOCTh HMX

HCKaXXeHUs B Mpolecce nepenaun. B o6pa3zoBarenbHoi chepe Takoil MPOEKT CIYKUT
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OTJINYHON BO3MOXHOCTBIO U3YUEHHSI OCHOB CETEBOTO MPOrPAMMUPOBAHUS, TPUMEHEHHUS
KpuntorpauuecKux METOJIOB, CO3JaHUs KIHEHT-CEPBEPHON apXUTEKTYphl U
pa3pabOTKH MOJIb30BATENbCKUX UHTEP(ENCOB.

PazpabateiBaeMblli MecceHkep € (yHKIueHd mu@poBaHUs HE HapyIlaeT
JNEUCTBYIONIEE 3aKoHOAATENbCTBO Poccuiickorn @enepaunu. HanpoTtus, oH peanusyer
MPaBo rpaXkJaH Ha 3alUTy JUYHON nHpOpMaKU U KOH(GUIEHIINATHHOCTh MEPENUCKHU.
B coorBerctBun co crateéi 23 Koncturymum P®, kaxapli uMeeT mnpaBo Ha
HEMPUKOCHOBEHHOCTh YaCTHOM >KU3HM, JUYHYIO U CEMEWHYIO TaiHy, a TakKe TalHy
MepenucKH, TeIe(OHHBIX MEPETOBOPOB U MHBIX COOOIMIEHUN. ITO MPaBO MOXKET OBITh
OTPAaHUYEHO TOJBKO HAa OCHOBaHUU CyJeOHOTro pemnieHus. Takke BaXKHBIM
HOPMAaTUBHBIM akToM siBisieTcss DenepanbHbiil 3aKkoH Ne 149-D3 «O06 undopmanuu,
MH(QOPMAIIMOHHBIX TEXHOJIOTHSX M O 3amuTe HHGOpMalUW», KOTOPHIA HOMYyCKaeT
UCIOJb30BaHuE MUQPOBANBHBIX (KpUNTOrpaduuecKux) CpeICTB, €CIU OHU He
HaIpaBJICHbl HA HAPYIIEHUE 3aKOHA UM COKPBITUE TPOTUBOMPABHON JIEATEILHOCTH.

YacTo B moJ0OHBIX MPOEKTaX YIMOMHHAETCS TaK Ha3bIBaeMbli «mMakeT SpoBoil»
(®enepanbubie 3akoHbl Ne 374-D3 u Ne 375-®03 ot 6 utons 2016 ropa), KOTOpHIH
YCTaHaBJIMBAET OOS3aHHOCTH [IJIi OPraHU3aTOPOB paCIpPOCTpaHEHUs HHPOpMAIUU
(OPH), Bkitouas xpaHEHUE JAHHBIX MOJIb30BaTeNed W MPEIAOCTaBICHUE KIHOYEH
mudpoBaHus 1Mo TPeOOBAHUIO YIOJHOMOYEHHBIX OpraHoB. OJHAKO B paMKax JaHHOTO
MPOEKTa HE CO3MaETCs CEPBHC MAacCOBOTO pPAacHpOCTpaHeHUsT MHGOpMalMK U HE
MPOU3BOJIUTCS €€ XpaHEHHE Ha CepBepax — MECCEHKep (PyHKUHOHUpYeT B (opmare
y4eOHOr0 KIHUEHT-CEPBEPHOTO MPWIOKEHHS, HE NOJIekKaIIero o0s3aTenbHON
peructpanuu B PockomuHamzope kak OPU. Ilporpamma He Hapyiiaer TpeOOBaHHM K
TEXHUYECKUM CpEJICTBAM IMH(PPOBAHUS, TaK KaK HE UCIOJIb3YET CEepTUPUIUPOBAHHbBIC
CK3H1 (cpeactBa kpunrorpadudeckoi 3amuThl HHOOpMAIMU), 00sS3aTEIbHBIC IS
HEKOTOpPBIX cep (Hampumep, Npu nepeiade rocy1apcTBEHHOMN TailHbI).

Takum oOpa3oMm, peanu3anus 3alIUMIIEHHON Tepeaadyd COOOIIEHWM B paMKax
JAHHOTO TPOEKTAa TMOJHOCTBIO COOTBETCTBYET POCCUHUCKOMY 3aKOHOIATEIbCTBY, HE

HapymacT KOHCTUTYUNMOHHBIC HOPMbI U HE Tpe6yeT JOITIOJIHUTCIBbHBIX J'II/II_ICHSI/Iﬁ 500041

Jlnct
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pa3pelleHnii Tpu HUCIOJb30BAHUU B YUYEOHBIX M HCCIEAOBATEIbCKUX MHemsx. Jis

OTO6pa)KCHI/I$I BApUAaHTOB HCIIOJB30BaHUA Ha PUCYHKC 1 npcacraBjicHa AJuarpaMma

MPELEH/IEHTOB.

obuenute APyriM KnueHTam ) >( fl06aBNT, CooBlieHve B Nor aTa

Pucynok 1 — UML-aunarpamMmma npeueHaeHToOB

1.2 AHa/IM3 AaHAJIOTOB

Ha PBIHKE CYIICCTBYCT MHOKCECTBO MCCCCHIKCPOB, UCITOJIL3YIOIIHUX

pa3uuHylo cTeneHb mudpoBanus. Huxke npeacTaBieHbl Kak NPsSMble aHAJIOTH

(BBITIOJHSAIOT T€ )K€ 3aJ1a4M), TAK U KOCBEHHBIE (COAEPkKAT dJIEMEHTHI, CXOHBIC TI0

JIOTUKEC NN TCXHOHOFI/IH).

1.2.1 Signal

Meccenmxep ¢ MOTHOM MOAAEPKKOM 3aM(POBAHHBIX FOJIOCOBBIX U TEKCTOBBIX

COOOIIEHU, BUACO- U ayANO03BOHKOB. [loanep:KuBaeT rpynioBbie YaThl, BIOXKEHUS,

TaliMep CaMOYHHUUYTOKEeHHsI cooOmennid. Ha pucynke 2 nokasaHo okHo yara Signal.

n3m. | Jluct

Ne nokym. Moanuce | Aata
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= Maya Johnson

S >
—
>
'm on my way! What's the address? o oo

nNere at 118 68th Ave

Is there a buzzer? Don’'t want to
ruin the surprise zom © D

>win and

Thanks!

Pucynoxk 1 — Meccenmxkep Signal

OnTtuManeH il MOJib30BaTeled, IS KOTOPHIX KOH(MHUACHIIUAIBHOCTD -
npuoputeT. IlogxoautT s  UHAMBUAYAIBHOTO U IPOQPECCHOHATBLHOIO
ucnoap3oBanusa. Mcnonb3dyemble TEXHONOTHMM M airopuTmbl: IIpotokon Signal
(Bkimoyaer Double Ratchet, X3DH, u Prekeys); Kpuntorpadus (Bxirouaer
Curve25519, AES-GCM, HMAC-SHA256).

JlocToMHCTBA:

— OTKPBITBIN UCXOIHBIN KOJ — MPOEKT aKTUBHO MOAACPKUBACTCS COOOIIECTBOM;
— MOJHOIIEHHAsI peain3alys CKBO3HOTO MU(POBAHUS IO YMOIYAHUIO;

— MUHHMMAaJIbHBIM COOp METalaHHBIX;

— MOJJIEP’KKa COBPEMEHHBIX CTaHIapTOB 0€30MMaCHOCTH.

Henocrarku:

— MpUBS3aH K HOMePY TeaedoHa HET BO3MOKHOCTH Y3HATh ACCOPTUMEHT 3apaHee;
— BO3MOXHBI IPOOJIEMBI C IOCTYIIOM B CTPAHAX C OTPAaHUYCHUSIMU,

— HET 00JIaYHOr0 XpaHEHUs YaTOB (J1JIsl MOBBIIICHUS] TPUBATHOCTH).

Jlnct
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1.2.2 Telegram (cexpeTHbIe YaThI)

Telegram A4acT BO3MOXKXHOCTBb HCIIOJIB30BATb CTAHJAAPTHBIC WM CCKPCTHBIC 4YaThl.

[TocnegHue UCnoNb3yIOT CKBO3HOE MIM(POBaHKE, a TaKKe (PYHKIIUU CAMOYHUYTOKEHUS

cooOuenuii. Ha pucyHke 2 oToOpakeH mpoiiecc co3aanus cekpernoro yata B Telegram.

6c fd 62 d3 le

Pucynok 2 — cekpernsiif uat B Telegram

YHuBepcalIbHbIN

JlocToMHCTBA:

HHCTPYMCHT C BO3MOXHOCTAMHU MOBBIIIICHHOU

O0e3zonacHoctu. Hcmonb3yeTcss Kak B JIMYHBIX, TaKk M B pabodyux IeJsX.
Ucnonb3yembie TexHonoruu u anroputmbl: MTProto (coOCTBEHHBIM MPOTOKOI

Telegram); cexpeTHbIe YaThl HCIOIB3YIOT KIMEHT-KIMEHTHOE MU POBAHUE.

— BBICOKAsi CKOPOCTb pabOThI, XOpOIIas ONTUMH3ALINS;

— mIMpoKas miargopma — OT CMapT(HOHOB /10 JECKTOIOB U BeOa;

— rubkocth uHTEpdeiica u APL.

HenocraTtku:

— CKBO3HO€ IU(pOBAHUE TOJIBKO B pEKUME "CEKPETHOT0 yata', He UCTIOIb3YeTCs

10 YMOJIYaHU1O,

— UCXOJHBIN KOJI KIMEHTCKOW YaCTH OTKPBIT, CEPBEPHOM — 3aKPBIT;

— BO3MOXKHOCTBb XpaHCHHU:A IICPCIIMCKU B 00J1aKe CHMKACT IIPUBATHOCTL.

N3m.

Jlnct
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cooO11eHnii, 3BOHKOB, ¢aiiioB. He TpedyeT Homepa TenedoHa uin e-mail.

1.2.3 Threema

Threema oOecneunBaeT mudpoBaHUE BCEX BUIOB CBSI3M — TEKCTOBBIX

Ucnonb3yembie TexHomoruu 1 anroputmel: E2E-mudposanue ¢

ucnoisb3zoBanueM NaCl-0u0auoTeKH; MPOTOKOI COOCTBEHHOTO IM3aifHa Ha

OCHOBE MTPOBEPEHHBIX KpUNTorpapuiyeckux npuMuTUBOB. Ha pucynke 3

I[IOKa3aHa rjiaBHad CTpaHula MCCCCHKCpPaA.

M@CCCHI{)KGP IoAXOAUT I HOJ'IBSOBEITGJI@IZ, JKCJIAIOMIUX COXPAHUTH IMOJIHYTO

Threema.

Hanna Schmidt
L)

Emily Yeung
| have some important news for you anc

Foodies
('Roberto Diaz

Roberto Diaz

®

Lisa Goldman

) Peter Schreiner

Mom

Pucynok 3 — I'nmaBHas crpanuna Threema

AHOHUMHOCTb U HE HCIO0JIb30BaTh HOMEPA TeJIe(POHOB.

JlocToMHCTBA:

— MOJIHAsi aHOHUMHOCTH Ttostb3oBatens (Threema ID Bmecto Homepa Tenedona);

— BBICOKAsl 0€30MaCHOCTh U KOH(QUICHIIUAIHBHOCTD;

— He TpeOyeT MPUBSI3KU K 00JIAUHBIM XPaHUIIUIIAM.

HenocraTtku:

— INIATHOC IIPHUIIOKCHUC,

— OTHOCUTEIIBHO HU3Kasi NOMYJISIPHOCTH 3a npenesiamu EBpornsi;

N3m.
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— OrpaHM4YCHHAas OTKPBITOCTHb KOJA.

1.2.4 WhatsApp

WhatsApp - mupoko UCHONIb3yeMblid MECCEHIKEP C MOAACP>KKON TOI0COBOM U

BUJACOCBA3HU, I'PYIII, IICPECBUJIKM MEAna U JOKYMCHTOB. Ha PUCYHKC 1 npeacTaBjiICcHO

okHO yata WhatsApp.

@

Archived

% Kevin Johnes

Charlotte Sophie

' a Jacob Anderson
>

David Garcia

Mia Patel

‘t) Kevin Johnes

-

Yeah, I've been trying 1o go at
least twice a week. I'm ahways
looking to improve my technique
and build strength.

I've been focusing more on
bouldering kately, but | ke to
it Up every now and then.

Pucynok 4 — I'nmaBHas crpanuna WhatsApp

Meccenmxep ocHoBaH Ha mnpotokosne Signal. CkBo3Hoe muppoBaHHe MO

JlocToMHCTBA:

— orpomMHas 6a3a moyb30BaTeNeH;

yMmomganuto ¢ 2016 rona.

— MpocTas aBTOpU3alus 0 HOMepY TenedoHa;

— XOpoI10 paboTaeT Ha BCEX THUMAaX YCTPOUCTB.

HenocraTtku:

— 3aKPBITHIN UCXOJIHBIN KOJ;

— IPHUHAOJICKHUT KOMITaHUHN Meta (CCTI) OIIaCCHUA 10 MMoBOaY
KOH(PUIAEHIIUATBHOCTH);
- HOTGHHI/IELHBHHﬁ C60p 1 aHaJIU3 ME€TaJdaHHBIX.
Juct
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1.2.5 Matrix

Matrix ~ MCHOJB3yeT  OTKPBITHIM  MPOTOKONA  JCHEHTPATU30BaHHBIX
koMmmyHuKanuii. Knuent Element noanepxuBaeT 4atsl, BUIEO3BOHKH, OOMEH
daiinaMu ¥ UHTErpaluMu Cc ApyruMu cepBucamu. Ha pucyHke 5 mokaszaHa
rJ1aBHAsl CTPAHUIA MECCEHKEPA.

¢ e Element Web/Desktop <

@® QG .0«

*  Allrooms

@ Halku - Main
Q Otaku
-

=
€¢" Anime & Manga

;ia PepperaCarrot

“A~ t2bot.o status

Pucynok 5 — I'maBuas crpanuiia Matrix

[Mogxonut st TEXHUYECKU MOJIKOBAHHBIX IMOJb30BaTENEH M OpraHU3allnid,
KENAOIMINX  KOHTPOJIMPOBAaTH BCIO HMHPPACTPYKTYypy cBs3u. Fcmonwsyer
TEXHOJIOTHM: TpoTokon Matrix + monyns mmdposanus Olm/Megolm u E2E-
mudpoBaHUE I YaTOB.

JlocToMHCTBA:

— BO3MO’KHOCTb Pa3BEPTHIBaHUS COOCTBEHHOTO CEPBEPA;
— r'u0KOCTh, MaCIITaOMPYEMOCTh;

— MOJHOCTBIO OTKPBITHIN KOJI.

Henocratku:

— CJIO’)KHOCTBh HACTPOMKH J171s1 OOBIYHOIO MOJIb30BATENS;

— HEKOTOpHbIE KOMITIOHEHTHI BCE €I11¢ HeCTaOMIbHBI.

Jlnct
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1.2.6 Retroshare

Retroshare - nenentpanuzoBanHas miargopma as 3anuniéHaon P2P-

koMmyHuKauu. IlpengocraBisier oOMmeH cooOuieHusMu, ¢GopyMmamu,

daiinaMmu 1 KaHamamu HoBocTell. Ha pucyHke 6 mnokazaHa TIjiaBHas

CTpaHulla MECCEHKEPA.

People

A Sea

File sharing

e

@ Chat Lobbies E o
i

Qe | R

D

®

()

Channels (2)

marc
Forums

Posted Shani

RetroChess Sheila

BETR

| @onine v | & Friends:5/6 NAT: O DHT: O | & 912 (44.0K)

Friend nodes

HType a message here

©e0a0

& Down:0.08 (8/s) | Up:8.13 (B/s) [NormaiMode v | & A

5

o

Pucynoxk 6 — I'naBnas crpanuna Retroshare

[TInatdhopma xoporia ajs mMoab30BaTeNiei, KOTOPHIM KPpUTHIHA aHOHUMHOCTD

W HE3aBUCHUMOCTh OT ULEHTPAIM30BaHHBIX cepBUCcOB. Hcmomszyer OpenSSL,

ACUMMETPUYHOE U CUMMETPUYHOE MIHU(PPOBAHUE, a BCE COCTUHECHUS MUPPYIOTCS

end-to-end.

JlocToMHCTBA:

— IOJIHaAd ACHCHTpPAINU3alA;

— HET UEHTPAIBHBIX CEPBEPOB WM €IMHON TOUKH OTKa3a;

— BBICOKHUM YPOBCHb daHOHMMHOCTH.

HenocraTtku:

— CJIOZKHOCTB OCBOCHHMHI,

— uHTEp(EiC He UHTYUTHUBEH;

N3m.
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Ne nokym. Moanucb

[ata

[1ry1.090301.05.001 13

Jlnct

15




— TpeOyeTcsl TeXHUYecKasi MOATOTOBKA MOJIb30BATEIS.
1.2.7 BeiBon

Ananus CymCCTBYIOIINUX peH_IeHI/Iﬁ IIO3BOJIICT  BBIACIHNTD Ba’KHBIC

XapaKTEPUCTHKU  JJI  peaju3allid  COOCTBEHHOTO  MECCEHKepa C

mudpoBaHreM: o0s3aTeabHas TMOAJAEpPKKAa CKBO3HOTO IU(pOBaHUS MO
YMOJIYaHUIO; OTKPBITOCTh aApXUTEKTYphl, MUHUMU3AIUsI cOOpa MeTaJaHHBIX;
yA0OCTBO TMOJB30BATENLCKOrO HHTEpdeica U JOCTYIMHOCTh Ha Pa3HbIX
maTdopMax; BO3MOKHOCTh UCIIOB30BaHUs 0€3 MPUBSI3KU K HOMEpY Tenedona

WIM LEHTpaln30BaHHOMY oOnaky. Ha tabnume 1 mpeacraBieHO CpaBHEHHE

XapaKTePUCTHUK aHAJIOTOB.

Tabauma 1 — JIocToMHCTBA U HEAOCTATKH aHAJIOTOB

Signal | Telegram | Threema | WhatsApp | Matrix | Retroshare
CkBO3HOE
mudpoBaHue + + + + + -
OTKpBITHIN
KOJI
+ + + - + -
Nner
riry1.090301.05.001 13 16
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Signal | Telegram | Threema | WhatsApp | Matrix | Retroshare

[Ipusszka
K HOMEpPY

+ + - + - +
XpaHeHue
TaHHBIX - + - + + )
ITimatHOCTH

- - + - - -

CoOCTBEHHBIN MPOEKT MOMKET 3aHATh HHUIILY MEXAY YJIOOCTBOM M TOJHOU
MPUBATHOCTHIO, MPEJIOKHUB YIPOIIEHHYIO anbTepHaTUBY Threema ¢ OTKPBITHIM
KOJIOM M pacuIupsieMON apXUTEKTypOou, OCOOEHHO aKTyaJdbHOW IJisi OOy4YeHUs M
MHTETpalli B KOPIOPATUBHYIO HHPPACTPYKTYPY.

Takum oOpa3oM, akTyalnbHOW 3ajaued SBIAETCS CO3JaHUE HAAEKHOTO HU
0€30MacHOr0 MECCEeH/Kepa C MOAJAEpKKoM 1mudpoBanus, 00eCHEeYUBAIOIIETO
KOH(PUIECHIUAIbHYIO TIepefavy JaHHbBIX, YOOHBIM MOJb30BaTENbCKUN UHTEpDEIic 1
MPOCTOTY HMHTErpauuu. Peanmus3anus Takoro peumieHus IO3BOJSET YIOBIECTBOPUTH
MOTPEOHOCTh B 3alIMIIEHHON KOMMYHHUKAIMM Kak [JJs JIMYHOTO, TaK W JJIs

po(dEeCCHOHATIBHOTO UCTIOTH30BAHMUS.
1.3 IlocTaHoBKA 3aaa4u

[lenbto maHHOTO MpOEKTa SBISIETCS pa3paboTKa MecCeHIkepa ¢ (QyHKIHei

mudpoBaHus cooOlIeHUM, obecreunBaroilero 0e30nacHyo mnepeaady uHpopMaiuu

MCKAY MNOJIb30BATCIIAMHU 4YCPEC3 CCPBEP. OCOOEHHOCTBIO CHUCTEMBI SIBJISICTCS TO, 4YTO

Jlnct
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CEpPBEP BBICTYMAET TOJIBKO KaK PETPAHCIATOpP 3alliM(PpOBaHHBIX JaHHBIX, HE HMeEs
JIOCTyMa K COAEPKUMOMY COOOIICHUH.

[Tonp30BaTenb 10MKEH UMETh BO3MOXHOCTD MOJIKIIOUATHCS K CEPBEPY, YKa3bIBast
uMsi. KiweHT momkeH moilyyaTh CIHCOK BCEX MOJKIIOYEHHBIX IOJb30BaTENEH,
OOMEHUBATHCS COOOIIECHUSIMU, KOTOpble IudpyroTcs mnepea oTmnpaBkoil. I[lepsbrit
MOAKIIOUUBIINICS MOJIb30BATENb CTAHOBUTCS KIIFOUEBBIM XPaHUTEIEM, OTBEUAIOIIUM 32
TE€HepaIMi0 CECCHOHHOro Kitoda. CepBep NMPUHUMAET COOOIIEHHS OT KIMEHTOB H
nepechulaeT WX OCTallbHBIM, He pacimudpoBbiBas. KiMeHTsl 00MEHUBAIOTCS
MyOJIMYHBIMU KJITFOUaMH Yepe3 cepBep g 0€30MacHOM nepeiaud CECCHOHHOTO KIT0Ya.
CepBep Ben€T jor cooOimieHwil U oToOpaxaer ero B rpaduueckom uHTepdeiice,
oTOOpaxkaeT TEKYLUX OHJIAMH-TI0JIb30BaTEIeH U OOHOBIISIET CHUCOK MPU MOAKIIOUYECHUH
WJIU OTKIIFOYEHUU. AJIMUHUCTPATOP CEPBEPA MOXKET COXPAHUTH UITU 3arPY3UTh UCTOPUIO
cooomenuii. IlIudpoBanue CcooOlIEHUH  peaM30BaHO C  HMCIOJb30BaHUEM
CUMMETPUUYHBIX AITOPUTMOB (Hanpumep, AES), a 0OMeH KiirouamMu OCyIECTBISIETCS IO
OTKPBITOMY KaHaJIy C HMCIOJIb30BAHHEM ACUMMETPUUYHOTO Iu(pOBaHUS (HATIpPUMED,
RSA).

[Iporpamma poikHa OBITH KpocciuiaTOpMEHHOM M (YHKIIMOHUPOBATH O]
Windows u Linux. UuTepdeiic cepBepa nomkeH ObITh BBITIONHEH Ha Java Swing, ObITh
NpPOCTHIM U yAOOHBIM. Bce coenuHeHHs KIMEHTOB C CEpBEpOM 0o0padaThIBalOTCS B
OTZIENIbHBIX MOTOKAaX, YTOOBI N30€xkaTh OMOKUPOBOK. [Ipu moTepe coenMHEHUsT KIUEHT
JIOJDKEH OBITh KOPPEKTHO YJal€H M3 CHUCKA aKTUBHBIX Mojb3oBateneil. Cepep He
XPaHUT CECCUOHHBIC KJIIOYU U OTKPBITHIC KIIFOYHU TMOCJE 3aBEPIICHUS] CECCUM, a TAKKE
COOOIIEHUsI B JIOTaX CepBepa HE JIOJDKHBI COJEpKaTh pacmmdpoOBAHHOTO TEKCTa (B
uensix 0eszonacHoctu). [Iporpamma fgomxkHa ObITH YCTOMYMBA K HEKOPPEKTHOMY BBOJY
Y UCKJIFOYEHUSM Ha CETEBOM YPOBHE.

Takum o0pa3oM, peanuzanus MECCEHIKepa C MHUGPOBAHUEM TO3BOJIUT
o0ecrneunTh 3alUIIEHHYI0 TIepeaady COOOIIEHUN MEXTy MOJb30BATENSIMHU, MOBBICUTh
yPOBEHb KOHPUACHIIUATBHOCTU OOIIIEHUS, a TAKKE YIYUIIUTh MOJI30BATEIbCKUI OMBIT

3a CU€T MPOCTOTO U MOHATHOTO UHTEpdeiica U CTabMIbHON pabOThl CUCTEMBI.

Jlnct
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1.4 TpeGoBanus k anmaparype ¥ NIPOrpaMMHOMY 00eCIIe4EeHH IO

1.4.1 KnueHTckas 4acTh

JIns monHOLIEHHOW paloThl KIMEHTCKOM YacTH HEOOXOIUMBI CIEAYIOIINE
MUHHUMAaJbHbBIE TPEOOBaHUS K YCTPOUCTBY:

— oneparonHas cucteMa — Windows 7+, Linux, MacOS;

— Java Runtime Environment (JRE) 8 unu BbItie;

— 00BéM onepaTuBHOM MamsaTu oT 512 Mb;

— cTaOWJIBHOE MOJKIIIOYEHUE K UHTEPHETY.

1.4.2 CepBepHas 4acThb

Jlns pa3MeleHusi CepBEpPHOM 4YacTU TMPUIIOKEHUS, peaiu30BaHHOW Ha Java ¢
UCIIOJIB30BaHUEM SWing, IPEAbIBISIOTCS CIEAYIONINE MUHUMAIIbHBIE TPEOOBAHUS K
cepBepy:

— omneparonHas cucteMa — Windows 7+, Linux, MacOS;

— Java Development Kit (JDK) 8 nunu BbIie;

— 00bEM onepaTuBHOi mamsitu oT 1 I'b (pekomenayercs 4 I'b u Beiiie);

— yanuyue cBOOOAHOTO MOpTa JIJisl MOJKIIOUCHUS;

— CETh — MOCTOSHHOE MOAKIIOYEHUE K HHTEPHETY C MPOILYCKHOW CIIOCOOHOCTHIO

ot 10 Mour/c.

Jlnct
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2 ApXHUTEKTYpa NPUJIOKEHUSA

PazpabarpiBaemMoe mporpaMMHOe oOeCIeueHHE MpPEACTaBIIsIET COOOM KIMEHT-

CEpBEpPHOE MPUJIOKEHUE, peanu3yroiiee GyHKIIMOHATLHOCT, 0OMEHa COOOIIEHUSMU C

WCIIOJIb30BaHUEM ACMMMETPUYHOTO M CHUMMETPUYHOTO IMH(ppOoBaHUSI. APXUTEKTypa

pasacicHa Ha TPH OCHOBHBIC JIOTHYCCKHMEC KOMIIOHCHTA: CCPBCPHAd 4aCTh, KIIMCHTCKAA

4acTh U OOIIUN MOJYJIb COOOIIEHUM, UTO M300paKEHO HA TUarpaMMe KOMIIOHEHTOB Ha

pucyHke 6.

Knuentckoe npnnomeuue\

‘ Client

OteeT c coobuieHvem
N

CepBepHOe NpunoXeHue
] [ £
ClientController >l Server
'REST / Socket|cogauHenne
g ] g1
ClientModel ClientHandler

Message
T

:VlcnonbzyeT BCTPOEHHYI0 noruky AES+RSA

|
Y

‘ Wndposanue (BHyTpu Message/ClientModel)

Pucynok 6 — UML-aunarpaMma KOMIOHEHTOB

CepBepHast 4acCTh:
- KJIacc Server OTBEUaeT 3a 3amyCK cepBepa;
- ServerModel yIpaBiseT XPaHUJIUIIEM COOOIIIECHU, CITUCKOM
MOIKTIOYEHHBIX TIOJIB30BATEIICH, COXpAaHEHUEM U 3arpy3KOi NCTOPUH YaTa,
- ServerView peanuszyer rpaduyeckuii wuHTEphEc ¢ BO3MOXKHOCTHIO

BU3yaIU3alMU COOOIIEHUN U YIIPABIICHUS CEPBEPOM;

Jlnct
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ServerController coenunsier Mojenb U MPEACTaBICHHE, a TaKxke
oOpabaTbiBaeT JCHCTBUS TMOJB30BaTENsl (HAMpHUMEpP, 3alyCK CepBepa,
COXpaHEHHE YaTa);

ClientHandler o6pabaTbiBaeT MOAKIIOUYEHHE KaXKIOTO KIMEHTa B OTACILHOM
MOTOKE, YIpaBisieT MEePechUIKOW COOOIEeHUM, CIMCKaMU MOJIb30BaTelel u

JIOTUKOM pacipeiesieHus KIo4el mudppoBaHus.

KiauenrTckas 4acTthb:

Client ynpaBisieT OCHOBHBIM CO€IMHEHUEM C CEPBEPOM U JIOTUKOM 3aIycka
KIIUEHTA;

ClientModel conepxut noruky oOpaboTKu cooOiieHui, mudpoBaHus u
nemudpoBaHus;

ClientView oto0paxkaeT rpadguyeckuili uHTEpdeiic moabp30BaTENs;
ClientController ~o00pa0atbiBaeT JAEHCTBHUS  MOJIB30BATEINsA, OTIPABKY
COOOIIEHUM, MOJKIIFOYEHUE K CEPBEPY U B3aUMOJICUCTBUE C MOJIEIBIO.

OO0muit MOAyJIb COOOIICHUI:

KJ1acc Message ucnoiab3yercs Aisl nepegayr COOOIEHUN MeXTy KIMEHTaMu
1 CEPBEPOM;

noaaepxkuBaeT Quaru (Harpumep, SBISETCS JIM COOOIIEHHE CEaHCOBBIM
KJIFOYOM, OOBIYHBIM COOOIIEHUEM WJIU CUCTEMHBIM YBEJIOMIICHUEM ).

Ilepenaua naHHBIX MEXAY KIMEHTOM M CEPBEPOM OCYIIECTBIAETCA 4YEPE3
cepuaan3oBaHHbIe Java-00beKThl. JlJist 31U Thl KOHPUAESHIIUATBHOCTH pPealn30BaH
MEXaHU3M:

reHepanuu acuMMeTpudHbIX Kinrouel (RSA) Ha cTopoHe KIMEHTOB;

oOMeHa CEaHCOBBIMU CUMMETpPUYHBIMU Kitodamu (AES) depe3 OTKpbITHIM
KJIOY;

mu(poBaHUS TEKCTOBBIX COOOIIIEHHUI Ha CTOPOHE KIIMEHTA MEepe]] OTIPABKOIA.

Takum oOpa3zoM, cepBep HE UMEET JIOCTyla K COAEPKUMOMY COOOIIEHUM U
CIIY>KUT JIMIIb PETPAHCISATOPOM 3alIU(DPPOBAHHBIX JAHHBIX.

Ha pucynke 6 cneBa mpencTaBiieHa KIMEHTCKass 4YacTb, COCTOSIIAS U3
CHEAYIOIMNX KOMIIOHEHTOB:

Client - Touka BX0oJa KJIMEHTA, MHUIIUUPYET pabOTy MPUIOKEHHUS;
ClientController - cBs3pIBa€T MOJIETb U MPECTABICHUE, YIPABISAET JOTUKOM
MOJIb30BATEILCKOT'O B3aUMOIEUCTBHUS,

ClientModel - copepxxut OM3HEC-TOTUKY KIUEHTA, BKItoUasi (GOpMUpPOBaHUE
U OTIPaBKYy COOOIICHUM;

ClientView - oTBedaeT 3a oToOpakeHrue UHTepdeiica Moabp30BaTelNo;
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- Crypto (RSA/AES) - peanuzyet mudpoBanue u gemudppoBaHue COOOIIECHUM.
Mopens KIMEHTa B3aUMOJECUCTBYET C ATHUM MOJIYJEeM i OOecredeHUs
0e30IMacHOCTH JAaHHBIX;

- Message - 00BEKT COOOIIEHUS, HCHOIB3YETCS IS MPEICTaBICHUs
CTPYKTYPBI ITepeaBaeMbIX JTaHHBIX.

Kmuenr  ycranaBnuBaer  TCP-coenmnenne ¢ cepBepoM,  Iepenact
3amu@poBaHHBIE COOOIEHMS, a Takke OOMEHHMBAeTCSd JaHHBIMH dYepes
ClientHandler na ctopone cepBepa. CmpaBa pacrojo)XeHa cepBepHas 4YacThb,
BKJTFOYAFOTIIAS:

- Server - ToYKa 3aITycKa CEpBEPHOTO MPUIIOKCHHUS,;

- ServerController - opranuzyer paboTy MeXay MOJEIbI0 U MPEICTABIECHUEM

cepBepa;

- ServerModel - 00pabatbiBaeT TOTUKY PaOOTHI C KIIMEHTAMH U COOOIIEHUSIMU;

- ServerModel - 00pabatbiBaeT JOTUKY PaOOTHI C KJIMEHTAMH U COOOIIEHUSIMU;

- ClientHandler - mnoTox wiIM MOMIYJb, BBIACICHHBII Ha KaXJIOro
MOAKITIOYEHHOTO KITMEHTa, 00padaThIBaeT MHANBUIYATBHBIE COCTUHCHNS,

- Message - Takxke HUCIOJb3YETCS HA CEPBEPHOM CTOPOHE [IJIsi NpuEMa U
00pabOTKH COOOITICHMIA.

Mexnay monynsmu ClientHandler u Client mpoucxoaut IByCTOPOHHUN OOMEH
JAHHBIMHU, BKJIOYas TpUEM UM OTHOpaBKy coobuieHuid. ServerModel mnepenaér
naHHble B ServerView JUisi 0OTOOpa)K€HUsl TEKYLIEro COCTOSHHSL.

B mentpe cxembl BhIIeNeH oOmuii KOMIIOHEHT Message, MCIOIb3yeMbIi Kak
KIIMEHTCKOW, TaK W CEpBEpPHOM CTOPOHAMH i OOMEHa JaHHBIMH B
yHUpUIIEpOoBaHHOM (Popmare.

Ora apxurekTypa oOecrneyuBaeT MOAYJbHOCTh, MAacIITa0UPYyEeMOCTh U
0€30MacHOCTh MPWJIOKEHHS 32 CUET YETKOTO pa3ACICHUs] OTBETCTBEHHOCTH MEXKTY

KOMIIOHCHTAaMH M HUCIIOJIb30BaHUA KpI/IHTOFpa(l)I/I‘-IeCKI/IX MCTOOOB 3allIUTHI.
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Knuenrt

Beog coobuweHns o
>

onSendMessage()
T

sendMessage(text)
-

OTnpaeka 3awudpoBaHHOro coobLieHus

nony4mTb cooblieHne
e

nepeaaTb KAWEHTY

pacwwupoeka n obpaboTka (oTeeT)
<

oTnpaeka ApyruM kameHTam (oTser) |

3awndposaHHoe cooblieHne

nokasaTb coobuieHne

S

K"”—e‘“T ‘ Client ‘ ‘ ClientModel ClientController

Pucynok 7 — UML-auarpaMma mociae10BaTeIbHOCTH

Knuentckoe npunoxeHue paboTaeT MOJA YNPABICHUEM OINEPAIIMOHHBIX
cuctreM Windows wmiaum Linux u peanu3oBaHo Ha s3bike Java. CepBepHoe
MPUJIOKEHHE, TAK)KE HATMCAHHOE Ha Java, pa3MeIIeHo Ha cepBepE C ONEPAUOHHOMN
cuctemoir Linux m wucnonb3yer Java ServerSocket mist 06pabOTKM BXOIAIIUX
noAkiaoueHnii. Ha pucynke 7 mnokazaHa JuarpamMma IOCIEJ0BaTEIbHOCTU
B3aMMO/ICHCTBUS KIIMEHTOB.

B3aumoneiicTBue MeXAy KIMEHTOM U CEPBEPOM OCYILIECTBISIETCA IO
npotokonry TCP/IP ¢ nepenaueit 3ammdppoBaHHbIX COOOIIEHH, YTO 0OecieunBaeT
0€30MacHOCTh MepeaBaeMbIX JaHHBIX. JIJIsi cOXpaHEHHs] UCTOPUM COOOIICHUN U
COOBITUI CUCTEMBI UCIIOIB3YETCS 3alUCh B (haidyl, YTO UCKIIOYAET HEOOXOIUMOCTh
npuMmeHeHuss CYB/] u ynpoiiaer XxpaHeHue U JOCTYIN K JaHHbIM. Takoi moaxon
MO3BOJISIET COXPAHATH JIOT U 00ECIEUUBATh €ro JIOCTYMHOCTh JIJISl MOCIEAYIOIIEro

ananu3a. Ha pucynke 8 npencrasiieHa o01as quarpaMma pa3BEpThIBAHMS.

‘ Client ‘ ‘ ClientModel ClientController ‘ ‘ ClientView ‘ Cepsep ServerModel ClientHandler

‘ ClientView | | Cepeep ServerModel ClientHandler
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OuarpaMMa pasBepTbiBaHUA

KnuenT Cepsep
{O0C = Windows/Linux} {OC = Linux, Java ServerSocket}
€] £ ]
KnueHTckoe npunoxeHue CepBepHoe NnpunoXxeHue
(Java) (Java)
KnyenT

TCP/IP
3awundgposBaHHble coobueHus

Cepsep
Pucynok 8 — UML-auarpamma pa3BépThIBAHUS

ApXUTEKTypa 3allUIIEHHOTO MECCEH/Kepa, pa3lieliéHa Ha TPU JOTUYECKUX
nakerta: client (KTueHTCKas 4acTh), Server (CepBepHas 4acTh) U message (CTpyKTypa
nepeaaBaeMbIX cooOeHnit). OHa OTpakaeT CTPYKTYPY IPHIIOKEHUS, CBSI3U MEXKIY
OCHOBHBIMU MOAYJISIMU Y UX KITFOYEBBIC METOIBI U TTOJISI.

B xnmenTckoit yactu npuioxenus: peannsoBana mojeias MVC (Model-View-
Controller):

- Client - OCHOBHOM KJacC KJIMEHTA, YCTAHABJIMBAIONIMN COEAMHEHUE C
cepBepoM. OH COZEPKUT COKET, MOTOKH BBOAA/BBIBOAA, UMSI TIOJIb30BATENIS U
CUMMETPUYHBIN KITF0U c€CCUU. IMEHHO 3TOT KJIacC UHUIUUPYET KIMEHTCKYIO
JacTh TMPUIIOKCHHS;

- ClientModel - monenb, xpaHsinas CIUCOK COOOIIEHUN W OTBeYarolas 3a
OTHPABKY U MpUEM coobmieHuit. CBsizaHa ¢ TOTOKOM JUIsl IEPEAauu IaHHbBIX;

- ClientView - wuntepdeiic mnonb3oBarens. CoaepXUT TEKCTOBOE IMOJE U
o6sracTs yata. OOHOBIIAET OTOOpPAKEHUE COOOICHMUI;

- ClientController - xoHTpoJIIep, CBSI3BIBAIOIIUMNA MOJIENIb U MPEACTaBICHUE.
Nuannmanu3upyer oOpaOOTKy COOBITHI M YHpaBlsSIET B3aUMOJACHCTBHEM
MEXy HUMH.

B3aumopenicTBre CBA3€H MEXKIY KIIACCAMU:

- Client co3gaét u ucnonnzyer ClientModel, ClientView u ClientController;
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- ClientController = HampsMyi0  B3aUMOJIEUCTBYET Kak C  MOJENbBIO
(ClientModel), Tak u c npeacrasienuem (ClientView).

CepBepHast 9aCTh TaKXKe JIOTHYECKU CTPYKTYPHUPOBAHA:

- Server — Touka Bxo/a cepBepa. 3aimyckaeT OCHOBHOM MPOIIECC;

- ServerController - koopauHupyeT paboTy cepBepHOIl Mosienn U uHTEpdeiica.
OTBeuaeT 3a MHUIIUATN3AIIHIO;

- ServerModel - normka pa®oTHl cepBepa: CIHCOK OHJIAMH-TIONIb30BaTEIICH,
npuém/CoxpaHeHue CoOOOIeHNM, paboTa C COKeTaMu,

- ServerView - maTepdeiic aaMUHUCTpATOpPa CepBepa, OTOOpa)aeT CIHMCOK
MOJIb30BaTENIeH U HCTOPUIO COOOIIICHHUI;

- ClientHandler - noTok, oOpabaTbeiBaronuii oTeabHOr0 KineHTa. ConepKut
MOTOKW JTaHHBIX, KJIFOY CECCHM W UMs TOJIb3oBaTens. Peammsyer JOTuKy
YTEHUS, paCIIM(PPOBKHU U MEPECHUIKUA COOOIICHUH.

B3aumopericTBrue CBA3€H MEXIY KIIACCAMU:

- ServerController ynpasinsier ServerModel u ServerView;

- ServerModel B3aumoneiictByer c¢ ClientHandler nns oOcnyxuBanus
MOJIb30BaTeIICH;

- ServerView nonydaet 1aHHbI€ OT MOJEIH JJISI OTOOpaKEHUS;

- ClientHandler TecHo cBsizan ¢ ServerModel n o0bekTamu Message.

Message mpeacTaBisieT CTPYKTYPY OJHOTO COOOIIeHHsS. BKiro9aeT moms yis
TEKCTa, MPU3HAKOB MMU(POBAHUS U TUIA COOOIICHUS (HAIpUMeEp, KITH0Y CECCUU WU
oObsiBnenue). Mcnons3yercss kak Ha cropoHe kiueHta (ClientModel,
ClientHandler), Tak u Ha cepBepe (ServerModel, ClientHandler), uro orpaxaer
YHUBEPCAITHHOCTh €ro Ha3HaueHus. J[marpamma K1accoB U CBS3EH MpecTaBIcHa Ha

pucyHke 9.
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e|ooooo

(@© CclientModel

@© Cclient
socket: Socket
inputStream: ObjectinputStream
outputStream: ObjectOutputStream
username: Strin
sessionKey: SecretKey

main(args: Stringl]): void

(© clientController

o model: ClientModel
o view: ntView

Controller(): void

(© clientview

000 (0D

outputStream: ObjectOutputStream
messages: List<String>
sendMessage(text: String): void
receiveMessage(): void
getMessages(): List<String>

server

chatArea: JTextArea
inputField: JTextField
updateChat(message: String): void
getUserlnput(): String

oo (oD

(@© serverController
serverModel: ServerModel ‘

(@© server

serverView: ServerView I

o
o
e ServerController()
m startServer(): void

@© serverview
chatArea: JTextArea
onlineUsersArea: JTextArea
updateUsers(): void

updateMessages(): void
clearChat(): void

000 (0O

@© serverModel |

messages: List<String>
onlineUsers: List<String>
serverSocket: ServerSocket

startServer(): void
addOnlineUser(usemame: String): void
removeUser(usemame: String): void
saveChat(): void

loadChat(): void

00000 (00D

(@© clientHandler

clientSocket: Socket
inputStream: ObjectinputStream
outputStream: ObjectOutputStream
username: Strin

sessionKey: SecretKey

run(): voi
readMessage(): void
closeConnection(): void

Emo(0DDOD

| e main(args: String[): void |

message\

I3

~
(© Message

text: String

encrypted: boolean
sessionKey: boolean
isSessionKey(): boolean
isAnnouncement(): boolean
getText(): String

ee0o0 (00D

Pucynok 9 — UML-guarpamma kinaccos
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3 Bb100p HHCTPYMEHTOB Pa3padoTKH

3.1 Bb10op si3blKa NPOrpaMMHPOBAHUA

Jlns  peanusanuu  MecceHIKepa ¢ mudpoBaHueM ObLT  BBIOpAaH  S3BIK

porpaMMupoBaHus Java. DTOT BbIOOp 00YyCIOBIIEH PSJIOM IPUYHH, CPEAN KOTOPBIX

MOJHO BBIACINUTH CICAYIONINC:

Java komnunupyercst B 0alT-KOJI, KOTOPbIA UCIIOIHSETCS HAa BUPTYalIbHOU
Maiuae Java (JVM). DTo mo3BoJisieT 3amyckaTh NPUIIOKEHHUE Ha JIOOBIX
onepanoHHbIX cucteMax (Windows, Linux, macOS), 4To 0cCOOEHHO Ba)KHO
TUTSL KITHEHT-CEPBEPHOTO B3aNMOICHCTBYS;

Java mpenocraBnser Ooratblii HaOOp BCTPOEHHBIX KJIACCOB JJIsI PaOOTHI C
CeThIO (Hampumep, Socket, ServerSocket, ObjectInputStream,
ObjectOutputStream), uyto ynpomaer peanusanuto HanaéxHoro TCP-
COCIMHCHUS MEXKTy KITUEHTOM U CEPBEPOM;

BO3MOKHOCTh CO3J]JaHUSI MHOTOIIOTOYHBIX TPHIOKEHUH cpeacTBamu Java
(Thread, Runnable, ExecutorService) genaet 3TOT A3bIK OTJIMYHBIM BEIOOPOM
JUISL pealid3allii TapajuleibHOM 00pabOTKM MOAKIIOUEHHI Ha CTOpPOHE
cepBepa - B yacTHOCTH, yepe3 kiacc ClientHandler;

MPOCKT TOCTPOEH C  HCIOJB30BAaHUEM OOBEKTHO-OPUEHTHPOBAHHBIX
MPUHITUIIOB: HWHKANCYJSAIAY, HACIeAOBaHWs | moiauMopdusma. Java
nmoJTHOCTRIO ToaepxkuBaeT OOIL, 9ToO MO3BONMIIIO pa3eIUTh KINEHTCKYIO U
CEpPBEpPHYIO JIOTMKY IO OTAENbHBIM Kiaccam (Hampumep, ClientModel,
ServerModel, Message u np.);

BCTpOEHHAsl  Kpunrorpadguueckas Oubnmnoreka Java  (javax.crypto,
java.security) TpeIOCTaBJISIET BCE€ HEOOXOAUMBIE MHCTPYMEHTHI JUIs
peanm3anuy muGpPOBaHUsSA, BKIIOYAS TEHEPAIMIO KIIOUeH, mudpoBaHuEe U

nemudpoBanue, paboTy C CECCHOHBIMU KITIOUaMU;
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Java umMmeeT 0JHO M3 KpyNHEUIIMX COOOIIECTB M OOJBIIOE KOJIHUYECTBO

JOKYMEHTAIINH, YTO 3HAYUTEIBHO YCKOPSIET pa3padOTKy U MOUCK PELICHUM.

Takum oOpaszom, Java nmpeaocTaBiseT MOITHBIE CPEICTBA Il padOTHI ¢ (hailiamu

U IIOTOKaMH BBOJA-BbBIBOJA, 4YTO ACJIACT I[aHHBII\/’I nmoaxon YI[O6HBIM )51 3(1)(1)6KTI/IBHI)IM.

3anuchk ucropuu B (aiin oOecrneunBaeT COXPAHHOCTh JAHHBIX MEXKY CECCUSIMHU U

nmoMoracT OTCJIC)KMBATh KOMMYHHKAIIHUIO HOHBBOB&TCHCﬁ, dTO BaXXHO I ayJuTa U

JIMarHOCTUKHU paOOThl MpUoKeHUs. Takoi MOJX0Jl TaKKe CIOCOOCTBYET CHUKEHHIO

CJIOKHOCTHU apXUTCKTYPLI U YIIPOIIACT COIIPOBOKACHUC ITPOCKTA.

3.2 Be10op cpensbl pa3padoTku

B kauectBe ocHOBHOM cpennl pa3pabotrku Obuta BbeiOpana Intelli] IDEA,

KoTopas mpenocTaBisercss kommnanuweid JetBrains. Breibop ummenno stoit IDE

00yCIOBJIEH CleAYIONUMHU (PaKkTOpaMu:

Java mMeeT OJHO M3 KpYMHEUIIMX COOOIIECTB U OOJBIIOE KOTUYECTBO
JOKYMEHTAIINH, YTO 3HAYUTEIBHO YCKOPSIET pa3padOTKy U MOUCK PEIICHHUI;
IntellilJ] IDEA wu3HauanpHO cripoeKTHUpOBaHa A pa3paboTku Ha Java. OnHa
oOecrieunBaeT: MHTEIJIEKTYaJIbHYIO MOJICBETKY CHUHTaKcHuca u
aBTOJIOTIOJIHEHHE, OBICTPBIN MEPEX0/1 MO KJIaccaM U METO/aM, PaclIupeHHbIE
¢byukiuu pedaxkropunra, noaaepxkky Maven u Gradle, a taxxe Apyrux
cucreM cOOpKH;

TaK KakK KJIMEHTCKass U CEpBEpHAasl 4acTU NPOEKTa MMEIT rpaduyuecKuit
untepdeiic, MOCTPOCHHBIM Ha Swing, BaxHO OBUIO HUMETh YHOOHBIN
BU3yanbHbIl pegaktop popm (GUI Designer), KOTOPHIii TO3BOJIIET CO3/1aBaTh
U HacTpauBaTh KOMIIOHEHTHI MHTep(eiica B peKuMe pealibHOTO BPEMEHH.
IntellilJ IDEA npenocTaBiisieT BCTpOCHHBIN penakTop ¢popm *.form, koTopbIit
3HAYUTENHHO YIPOIIAeT paboTy C BU3YaIbHOM YaCThIO;

BCTPOCHHbIC MHCTPYMEHTHI OTJIAJIKU TO3BOJISIOT MOIIArOBO OTCIEXKUBATh

BBIIIOJIHCHHUEC IIPpOIrpaMMBbl, YCTAHABJIIMBATH TOYKHW OCTAaHOBA, IIPOCMATPUBATDH
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3HAQYEHUs TEPEMEHHBIX, YTO OCOOEHHO TOJIE3HO MPU OTJIAJIKE KIUEHT-
CEpPBEPHBIX B3aUMOICHCTBUM U MIUPPOBAHUS,

nogaepxkka Git W APYrux CHUCTEM YHOpPaBICHUS BEPCHUSIMU MO3BOJISIET
OpraHu30BaTh yAOOHYI0O KOMaHAHYIO paboTy, BEPCHOHHUPOBAHHE KOJa, a
TAKXK€ CO3JaBaTh PE3EPBHBIC KOMIUH MPOECKTA;

IntelliJ] IDEA 3apexomenpoBana ce0s kak ctabuiabHas u HaaéxkHas IDE,
MOAXOAIIAs JIJIsl TPOEKTOB JIF0O0U CIIOKHOCTH;

WHTETpaIus C IUlarnHaMu Ui nmoctpoeHus UML-auarpamm (Hampumep,
PlantUML  Integration,  Diagram  support) mo3BoisieT  OBICTPO
BU3yaJIN3UPOBATh APXUTEKTYPY MPWIOKEHHS, BAPUAHTHI MCIOJIB30BAHUS U
CXEMbl B3aUMOJICUCTBUM, YTO OCOOEHHO BaXKHO MPHU JOKYMEHTUPOBAHUU

JUIITIOMHOTO IIPOCKTA.

Bri0op Java B kauecTBe 0CHOBHOTO si3biKa pa3padoTku u IntelliJ IDEA kak cpesb

pa3paboTKM TMO3BOJUII peaan30BaTh KpocciuiarhopMeHHoe, Oe30rmacHoe |

MacuTadupyeMoe NPUIOKEHHE I 0OMeHa COOOIIEHUSIMU. DTHU UHCTPYMEHTHI

o0ecrnedmsiv BHICOKYIO MMPOU3BOAUTENBHOCTD, YA0OCTBO B pa3paboTKe, MOIIEPKKY

paboThI ¢ rpaduyeckuM UHTEpPENHCOM U KpUNITOrpadhuueCKUMU MOTYJISIMU, a TAKXKE

CIOCOOCTBOBAJM CO3/IAaHUIO THOKON apXUTEKTYPHI.
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4 Peanuzanus npujioKeHust
4.1 Onucanmne pyHKIHOHAIA

Pa3zpabarpiBaemMoe  MpHIIOKEHUE  TPEACTABIsACT COOOM  3alUINEHHBIN
MECCEH/KEp, pealu3ylIui KIHEHT-CEPBEPHYI0 apXuTeKTypy. OCHOBHOM
(yHKIIMOHAT HampaBlieH Ha O€30MacHyl0 Tmepefady COOOIIEHUN MExXIy
noib3oBaressiMu. Bce mepenaBaeMble JaHHbIE MUQPPYIOTCA C HUCIOIb30BAaHUEM
TUOPUIHOTO MOJIX0/Aa — CHMMETPUYHOTO M ACUMMETPUYHOTO MU(PPOBaAHUS.

OYHKIMOHAJIBHBIE BO3MOXHOCTH CUCTEMBI BKIIIOYAIOT B C€0s PETUCTPAIUIO U

UJECHTU(PUKAIIMIO TOJb30BaTENsl MO HMMEHU (username) MpU MOJKIIOYEHUU K
cepBepy.

® @ Client
Main Settings Help
Username

Server IP Address

Default: Localhost

Connect

Pucynok 10 — Ctpanuna apropusannu

Haxopsick Ha riaBHO# cTpanuile, n300paxkeHHo Ha pucyHke 10, moab3oBaTelb
MOXKET 3apETUCTPUPOBATHCS, €My HEOOXOAUMO YKa3aTh:

— UM,

— IP agpecc cepsepa.

[Tocne peructpanmm M NOAKIIOYEHUS K HY>KHOMY CEPBEpPY KIHEHTHI MOTYT

OOMEHHBAThCS COOOIIEHUSIMH, YTO TOKA3aHO Ha pUCYHKe 11.
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Main  Settings  Help Main  Settings  Help
Chat Online Users Chat Online Users
<14:09:53> SERVER: b has connect | a <14:09:38> SERVER: a has connect | a
ed to the server b ed to the server
<14:10:14> b: hello! <14:09:53> SERVER: b has connect
ed to the server
<14:10:14> b: hello!

Pucynok 11 — OkHa KJIUEHTOB 71 0OMeHa COOOIIEHUSIMU

[IudpoBanue cooOImIEHUH TPOUCXOIUT C HUCIIOIB30BAHUEM CECCHOHHBIX

KIIo4ell u acuMmmeTpuuHod kpumnrtorpadpun. RSA wucnonb3yercs myist oomeHa

kiovyamu, a AES nns mmdpoBanus texcra. Ha pucynke 12 mokazaHo 0KHO cepBepa

H TO, B KAKOM BHJIC HAa CCPBEP ITOCTYIIAIOT COO6IHCHI/I$I OT KJIMCHTOB.

00 Server

End-to-End Encrypted Chat Online Users

<14:08:59> SERVER: Server has | a
been started and is listening for | B
connections on port 1234
<14:09:38> SERVER: a has conn
ected to the server

<14:09:53> SERVER: b has conn
ected to the server
WgBXYLsbOYKxIuJKwOTVVzAlo2
Mqo5cVTQJX7DcXFSY=

Save Chat
Load Chat
| Start Server |

Shut Down

Pucynok 12 — OkHO cepBepa v OTIPABICHHOE KIUEHTOM 3allu(pPOBAHHOE

Cco00I1IIeEHNE
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OOMEH CEeCCHMOHHBIMU KJTIHOYaMU MEXAY KIUEHTaMH IIPOUCXOUT YEPE3 CEPBEP
JUTSl yCTAHOBJICHUS 3aIIUIIEHHOTO KaHaa cBsi3u. YaT oToOpakaercs B rpaduueckoM
nonb3oBatenbckoM uHTepdeiice (GUI), peanuzoBanHom Ha Java Swing. Ha
KJIIMEHTCKOW M CEpBEPHON YaCTH €CTh OTOOPAKEHUE CIHICKA OHJIANH-TI0JIb30BaTeNen

Ha CEpBEPHOM CTOPOHE, MMOKAa3aHHOE Ha pUCYHKE 13.

Online Users
a
b

Pucynok 13 — OkHO cepBepa v OTIPABICHHOE KIUEHTOM 3allIu(pPOBAHHOE

CcOo00I1IIEHNE

B mpoekre Takke uMeeTcss BO3MOXKHOCTh COXpaHEHUs ucrtopuu yara. [lpwu
MMOMOIILHA KHOIIOK, MPEICTAaBICHHBIX HA PUCYHKE 14 MOJIb30BaTENb MOXKET 3arpy3UTh

CTapbIi YaT WA COXPAHUTH TEKYIIUH.

Save Chat
Load Chat

Pucynoxk 14 — OkHO cepBepa AJisi COXpAaHEHHUS TEKYIIETO WIH 3arpy3Ku

CTaphbIX 4aTOB
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4.2 Onucanue padoTHI NPHUJIOKEHUS

PazpaboranHoe npunoxeHue mpeacTaBisieT coOol MecCceHKep ¢ PyHKUue
mudpoBaHUs COOOIICHUM, peaTu30BaHHBIN MO KIUEHT-CEPBEPHON apXUTEKTYpE.
Pabora mpunoxkeHusi CTpoOUTCS HAa OOMEHE NaHHBIMU MEXAY KIHMEHTaMU 4Yepe3
LEHTpaJbHBIA CepBep, MPU ITOM OOecCleunBaeTCs OE30MaCHOCTh MepeaaBaeMoin
nH(popMaIu 3a CU€T MPUMEHEHUSI KpUNTOrpahuuecKux METOOB.

Ha xnueHTCcKkO# CTOpOHE MOJIB30BATENbh 3aMyCKAeT MPUIIOKEHUE, YKa3bIBACT
uMsl (username) U MOJKIIIOYAETCS K CEpBEPY, UTO MOKa3zaHo Ha pucyHke 15. Ilocne
YCTAHOBJICHUSI COCIMHEHUSI KIMEHT CO3AaET CECCHOHHBIN KII0Y (CHUMMETPUYHBIN
kiou mudposanuss AES), koTopblii UCmonb3yercst sl MUQPPOBAHUS TEKCTOBBIX
COOOIIEHUM. DTOT KJII0U MepeaéTcs cepBepy B 3alTIU(DPOBAHHOM BUJIE C TOMOIIBIO
anroputMa RSA (acummerpuyHoe mu@poBaHUE), UYTO TMO3BOJISIET H30EkKaTh

nepexnsara Kiiro4a TPCTbUMHU JIULIAMHU.

Main Settings Help
Username

Peter
Server IP Address

Localhost

Connect

Pucynok 15 — ABTopu3zainus nojgb30BaTens

[Tonb3oBaTens BBOAUT cooOlieHne B rpaduueckoM uHTepdeiice. CoobieHue
mUGPyeTcss CECCHOHHBIM KIFOUOM W OTHPABISIETCS Yepe3 COKET-COCTUHEHUE Ha

cepBep. OTmpaBka cooOllleHHs TTOKa3aHa Ha pUCyHKe 16.
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[ ] [ ] Client- Peter
Main Settings Help

Chat Online Users

<14:09:38> SERVER: a has connected to the server | Peter
<14:09:53> SERVER: b has connected to the server
<14:10:14> b: hello!

<14:16:30> SERVER: b has disconnected from the s

erver

<14:16:40> SERVER: ab has connected to the serve

r
<14:18:31> SERVER: Peter has connected to the ser
ver

<14:18:33> SERVER: ac has disconnected from the
server

<14:18:48> Peter: Hi im Peter how are you?

Back
Send

Pucynoxk 16 — OTnpaBka cooOUIeHUs 0JIb30BATEIEM

[[IndpoBaHHBIN TEKCT MOCTYIMAET HA CEPBEP, Ie 00OpabaThIBAETCSI CEPBEPHOI
MOJIC/IBI0. 3aTeM COOOIICHUE JOCTABISICTCSA OCTAIBHBIM KIIMEHTaM depe3 IOTOK

ClientHandler. 3amudpoBanHoe cooOlieHre noka3aHo Ha pucyHke 17.

End-to-End Encrypted Chat Online Users

<14:08:59> SERVER: Server has | Peter
been started and is listening for
connections on port 1234

<14:09:38> SERVER: a has conn

ected to the server

<14:09:53> SERVER: b has conn

ected to the server
WgBXYLsb0YKxIuJKwOTVVzAlo2
Mqo5cVTQIX7DcXFSY=

<14:17:45> SERVER: ab has disc
onnected from the server

<14:18:31> SERVER: Peter has c

onnected to the server

<14:18:33> SERVER: ac has disc

onnected from the server
MUPdxUIzRBvZAGilaPdmcandK8
QZQcah8/PeVtF9hbql71F497AB Save Chat
DDPpDWYEHADy

Load Chat
Start Server

Shut Down

Pucynok 17 — OtoOpaxkeHnue 3amnupoBaHHOTO COOOIIEHHS Ha CEPBEPE
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Ha cepBepHoii cTopoHe TpHIOKEHHE TPUHUMAET MOAKIIOUEHUSI OT KJIMEHTOB,
co3aéT Uil KaXJIOTro OTHENbHBIA TOTOK W 00paldaThlBaeT IepeaaBaeMble
cooOmenusi. CepBep BeNET Yu€T MOAKIIOUEHHBIX IOJIb30BATENe, OTOoOpa)kaer
HUCTOPUIO COOOIIEHWH U coxpaHseT dYaT B Qain no 3ampocy. llomydeHHble
COOOIIEHUS JOCTABISIOTCS APYTUM KJIMEHTaM, TJA€ OHU paciinpOBBIBAIOTCSA C
UCIIOJIb30BAaHUEM  JIOKAJIbHOTO CECCHOHHOIO KJI4Ya U OTOOpa)karTcs B
MOJIb30BaTEILCKOM HHTEpdeiice.

Takum 00pa3om, NpUIOKEHNE 00ECTIEUNBAECT:

— Oe3omacHylo nepeiaqyy CooOIIEeHUIH;
— YIPaBJICHHUE MOJKIIOUYCHUSMH KIHCHTOB;
— COXpaHEHUE UCTOPUH MEPENUCKH;
— [IPOCTOE U MOHATHOE B3aUMOJCHCTBUE C MOJIB30BATEIEM Yepe3 IpapuuecKuit
unrepdeiic.
Cucrema peasn3oBaHa Ha s3bIKe Java, C HCHOJB30BAHMEM CTaHIAPTHBIX
oubnmorek s paboThl ¢ cerbio (Socket), monp3oBaTENbCKUM HHTEpPEHcOM

(Swing), cepuanuzanueit 00bEKTOB U Kpunrtorpaduei (javax.crypto, java.security).
4.3 Onucanune uaTepgeiica NPUIOKEeHUS

[Tonap3oBaTenbckuii MHTEPhEHC pa3pabOTaHHOIO MECCEHJKEpa BBHIIOIHEH C
UCIIOJb30BaHUEM OMONMOTeKH Swing, BXOHSINEW B CTaHAApTHBIA Habop Java.
WuTepdeiic MUHIMATUCTUYEH, MHTYUTHBHO TIOHATEH U MPETHA3HAYEH JUTsl paOOThI
C OCHOBHBIM  (GYHKIMOHAJIOM  TPWIOXKECHHS: OTHPABKOH ©  MpUEMOM
3amu@pPOBaHHBIX  COOOINEHMM, OTOOpakeHHWeM dYaTa W IMOJKIIOYEHHBIX
noJsib3oBaTenei. [locie 3amycka KIMEHTCKOTO MPHIOKEHUS TOJb30BAaTElIb BHIIUAT
TJIABHOE OKHO 4aTa, COCTOAIIEE U3 CIAEAYIOIIUX 3JIEMEHTOB:

— o0nacTh oToOpakeHus: coodmenuii (chatArea) — oCHOBHasl TEKCTOBAsI IMaHENb,

MPE/ICTAaBIICHHAass Ha pHCYHKe 18, Ha KOTOpOH B XPOHOJOTHYECKOM TIOPSIKE
oroOpaxaroTcsi BXonsdimue U ucxoxasmme coobmienua. Kaxmoe cooOienue

COIMPOBOKAACTCA HMCHEM OTIIPABUTCIIA,
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<14:09:38> SERVER: a has connected to the server

<14:09:53> SERVER: b has connected to the server

<14:10:14> b: hello!

<14:16:30> SERVER: b has disconnected from the s
erver

<14:16:40> SERVER: ab has connected to the serve
r

<14:18:31> SERVER: Peter has connected to the ser
ver

<14:18:33> SERVER: ac has disconnected from the

server

<14:18:48> Peter: Hi im Peter how are you?

Pucynok 18 — O6nacts oToOpakeHus cooOIeHu

— T0JIe BBOJA COOOIIEHUS HA PUCYHKE 19 — TekcTOoBOE MoJje, Ky/la MoJb30BaTelb
BBOJUT HOBOE COOOIIEHHE;

— KHONIKa OTIpaBKU CcoOOlIeHuss Ha pucyHke 19 (B mpoekre oOTIpaBKa
WHULIMUPYETCsl HaxkatheM Enter miam uyepe3 COOTBETCTBYIOUIUMN OOpabOTUMK) — TPHU

aKTUBALUK COOOIIeHUE MUMPYETCS U OTIPABIISAETCS HA CEPBEP;

Send

Pucynok 19 — Knonka oTnpaBku cooOUIeHUH U 10JI€ BBOJA

— o0nacTh cOUCKa NOAKIIOUEHHBIX Mojb3oBaTened  (onlineUsersArea) (Ha
CEpPBEPHOM CTOPOHE) — OTOOpakaeT CIHCOK aKTHUBHBIX IOJIh30BATElIe B pealbHOM

BpeMeHu. OToOpakeHne CucKa MOJKIIYEHHBIX MOJIb30BaTeNeH OKa3aHO Ha PUCYHKE

20.
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Online Users
Peter

Back

Pucynoxk 20 — o6nacTh cnyrcka NOAKIIOYEHHBIX MOJb30BaTeNen

Nurepdeiic peanuzoBan B kiaccax ClientView Ha kinueHte u ServerView Ha

cepBepe. OOHOBIEeHHE HHTEpdelica MPOUCXOAUT aBTOMATUUECKU MPHU MOJTYYECHUU

HOBOT'O COOOIICHUS UM U3MEHEHUH COCTaBa yuacTHUKOB. KomnoHeHThI uHTEpdeiica

OOHOBJISITOTCS ¢ coJib30BaHreM MeTo10B UupdateChat, updateMessages, updateUsers

U APYTUX BCIIOMOTAaTENbHbBIX (PYHKIUH.

I'maBuas uenp uHTepdeiica — odecneyuTh MaKCUMaIbHO MPOCTYIO U OBICTPYIO

KOMMYHHKAIIUIO MCIKAY IMOJIb30BATCIIAAMU, IIPU 3TOM CKPbIBAs OT HUX BCIO CIIOKHOCTDH

kpunrtorpapuueckoit 00padotku cooOuienuit. [loap30BaTens HE B3aUMOIEUCTBYET C

MeXaHU3MaMH MU(PPOBAHUS HAMNPSIMYI0 — OHHM TOJHOCTHIO aBTOMATU3UPOBAHBI
MHTETPUPOBAHBI B pabOTY MPUIIOKEHUSI.

Takum oOpazom, unTepderic peanuszyer 0a30Bbie TPEOOBAHUS K MECCEHIKEPY:

n

— nojne BBoja coobmenust (inputField) — TekcToBoe mosie, Kyna Mmoab30BaTENb

BBOJUT HOBOE COOOIIEHHE;
— OBICTPBIN TOCTYT K TIEPETIHCKE;
— MTHOBEHHAas OTIIpaBKa COOOIIEHUI;
— BH3yaJIbHOE OTOOPAKEHUE UCTOPHUH 4YaTa;

- 0T06pa)KeHI/Ie AKTUBHBIX YYaCTHHUKOB.
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[Ipu HeoOXxoaumocT UHTEPPENHC MOKHO PACHIUPUTH JIOMOTHUTEIBHBIMU
GyHKIUSMH, TAKUMH Kak: OTIpaBka (ailioB, HCTOpUSI IEPENUCKH, BEIOOp alroputrMma

mudpoBaHusi, CMEHa TeMbl 0()OPMIICHUS.
4.4 TectupoBaHMe NPUJIOKEHUSA

[Tocne 3aBepiiienus 3tamna pa3pabOTKH ObLIO MPOBEACHO (DYHKIMOHATHLHOE U
MHTETPAllMOHHOE TECTHUPOBAHUE KIMEHTCKOW M CEPBEPHON YacTel MPUIIOKEHUS.
[lenpto TecTUpoOBaHUs SBIISIACH MPOBEPKA KOPPEKTHOCTH peaiu3alliid OCHOBHBIX
(GyHKIUH, cTaOMIBHOCTH TMepelaun 3aiupoBaHHBIX COOOIICHUN U HAIEKHOCTU
COEIMHEHUS MEXTY KIIMEHTOM U CEPBEPOM.
OYHKIMOHAIBHOE TECTUPOBAaHUE TMPOBOJUIOCH BPYYHYIO M OXBaThIBAJIO
CJIEIyIOIUE CLIEHAPHU:
— YCIICIIHOE MOJKIIOUeHUE KIIMEeHTA K CEPBEPY;
— peructpanus u ayTeHTU(UKAIUS T0JIb30BaTENs;
— nepeaayda TEKCTOBBIX COOOIIEHHI MEXTy IBYyMsI U 00Jiee KIMEHTAMH;
— mudpoBaHue U pacumdpoBka COOOIIEHUM MPU Mepeaye;
— 00paboTKa OTKIIIOUEHHUS KIIMEHTA BO BPEMS CECCHM;
— OTOOpaKEHUE HCTOPUM YaTa M CIHUCKA MOJKIIYEHHBIX MOJIb30BaTENe Ha
CTOpPOHE cepBepa.

Bo Bcex TecTrpyeMbIX ciaydasix IPHIOKEHHUE TTOKa3auo cTabmIbHYI0 padoTy 0e3
KPUTHYECKUX OIIHOOK.

Ocoboe BHUMaHHME OBLIO YIEIEHO B3aMMOJACUCTBUIO MoayJed mudpoBaHUs
(RSA/AES) ¢ octanbHOM J0TUKON MpHiioKeHus. TecTUpoBaiuCh CAEAYIONIUE CIyYan:

— reHepanusi CECCHOHHOTO cuMMeTpuyHOro kintoua AES Ha kinenre;

— yCIIellIHasl TIepeiada Kiirova Ha cepBep B 3amudpoBanHoM Buje (RSA);

— UCTOJIb30BAHUE CECCUOHHOIO KiIoYa [JIsi CUMMETPUYHOrO IU(POBaHUS

COOOIIEHHN;

— KOppeKTHas pacuiudpoBka cOOOIIEHUN Ha MPUHUMAIOIIEH CTOPOHE.
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Bce tecThl ObulM MpOBENEHBI C KMCIOJIB30BAHMEM 3apaHee MOATOTOBICHHBIX
TECTOBBIX JAHHBIX, BKJIOUasi TEKCTOBbIE COOOIICHHUS Pa3HOW JIMHBI, CHEIUaIbHbIE
cuMmBosibl u cuMBoiibl  Unicode. B pamkax oOrpaHu4eHHOro0 TECTUPOBAHMS
MPOU3BOIUTENILHOCTH ObLIO 3amyiieHo A0 10 ogHOBpeMEHHbIX KIUEHTOB. [Ipunoxenue
YCIHEUIHO CHPaBWIOCh C MHOTOMOTOYHBIM OOCTY>XKMBaHHEM 0€3 MOTepH JaHHBIX U
omuOOK, 4YTO MOATBEpkKAaeT KoppekTHyro paboty ClientHandler na cepBepHoit
CTOpOHE.

[IpoBea€HHOE TECTUPOBAHUE MTOKA3AJI0, YTO MPUIIOKEHHE pabOTaeT CTAOUIIBHO B
paMKax MpeJroiaaracMoil Harpy3Ku U peaiu3yeT 3asBiIeHHbIN QyHkunonan. [Tpodnem ¢
YTEUYKON JaHHBIX, HAPYIICHUEM IEJIOCTHOCTH COOOICHUIN WU MaJEHUEM COCTUHECHUS

BBIABJIEHO HE OBLIIO.
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5 be3onacHOCTD KN3HeAeATEJIbHOCTH

Hcnonb3oBaHue MepcoOHAIBLHOIO KOMIBIOTEpPAa M cMapTdoHA COBCEM HE Tak
0e30MmacHo, KaKk MOXHO MOJyMaTh. ITO YOSAUTEIBHO MOATBEPKIAETCA HH(POpMaIIEH,
conepxkamiercs B ctranaapte ['OCT 12.0.003-2015, onuckiBaroieM OCHOBHBIE BpEAHBIC
U omacHble (pakTOphel Takoro TpyAoBoro mnporecca. [ns obecneyenus Oe3omacHOM
paboTHI MOIB30BaTENEH U pa3pabOTUYMKOB OBLIIN pa3paboTaHbl CHEIMaIbHbIE TPaBUIIa U
HOpMaTuBbl. HecoOnrojeHne JaHHBIX NPaBUI MOXKET MPUBECTH K HETAaTUBHBIM

HOCIEACTBUAM IJIA (I)I/ISI/I‘-IGCKOFO COCTOAHMA TOJIB30BATCIIA 1 €T0 UMYIICCTBA.
5.1 IlpaBuia u Texuuka 0e3onacHoctu npu paoore c IIK

CornmacHo tpeboBanusm craggapta ['OCT 12.0.003-2015, mpu pabote ¢
MIEPCOHATLHBIM KOMITBIOTEPOM MOTYT BO3CHCTBOBATH CIICAYIONINE BpEaHbIC (DAKTOPHI:

— BBICOKAss ~ TEeMIlepaTypa, MCXOAAIas OT  OTAEIbHBIX  KOMIIOHEHTOB
KOMITBIOTEPHOTO O0OpPYZOBaHUSI W CO3/ArOIIasi MOBHIIICHHBIA TeMIIEpaTypHBIA (HOH B
MTOMETICHAH,

— BBICOKAsl CTETIEHb OJIHO00PA3Hs BHIMOIHIEMOU padOThI;

— 3HAUMTENbHAS 3pUTETbHAS Harpy3Ka Ha paOOTHUKA;

— BEPOSITHOCTh TIOPAKEHHUS CTAaTUYECKUM DJIIEKTPUUYECTBOM TMIPU CIy4aHOM
MIPUKOCHOBEHUH K OT/ICILHBIM JJIEMEHTAM TEXHUKH;

— HEeJIOCTAaTOYHBIA YPOBEHH OCBEIICHHOCTH pab0vero mMpOCTPAHCTBA;

— MOBBHINICHABIC YPOBHU  JJIEKTPOMATHUTHBIX W DJIGKTPUUYECKHUX  TIOJIEH,
BO3HUKAIOUIUX IIPHU paboTe 000pyA0BaHUS;

— ype3MepHasi SPKOCTh M KOHTPACTHOCTh dKpaHa, CIOCOOHBIC HETATUBHO BJIUSTH
Ha 3pEHUE TIPH ITTUTEITHHOM BO3/ICHCTBUU.

JIIsi CHIDKEHUST BPETHOTO BIMSIHHUS HEOOXOIMMO COOMIOAATh OIpEAcIICHHBIS
MEpBI U PEKOMEHIATTHH.

Crnenyer nmpaBUWJIbHO OPTraHU30BATh SPTOHOMUKY pabovero Mecra:
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— MpaBUIbHAS Tocaka. [lop30BaTeNb JOMKEH CUIETh C TIPSIMOU CITUHOM, PYKHU
JOJDKHBI HAXOJUTHCS Ha YPOBHE KJIaBHATYPhI. CTYII TOJDKEH PEryJIMpOBaThCS IO BRICOTE
U MMETh CIHUHKY, 00€CIeYNBAIONIYI0 BO3MOXHOCTh TOJHOCTBIO BBINPSIMHTh HOTH U
YCTOWYMBO TTOCTABUThL CTYITHH Ha TOJI. PaccTosiHne 10 skpaHa JOHKHO OBITh MPUMEPHO
Ha BBITSIHYTYIO PYKY, TIPH 3TOM DJKpaH KeJIaTelbHO HAKIOHWUTh Ha 30 rpamycoB mis
YMEHBITICHUSI HATPY3KHU Ha CTIHHY, IS0 U PYKH;

— ocBelenre. Pabodasgs MecTO HOKHO OBITH JOCTATOYHO OCBEIIEHO, HO 0Oe€3
UBJIIUIITHEN SIPKOCTH, YTOOBI M30€kKaTh 3PUTEIHLHOTO MEepeyTOMIICHHS. Takke BakHO
HCKJIFOYUTH TOSBIICHUE OJIMKOB Ha SKpPaHE MOHHUTOPA.

B memsix 6e30macHOCTH 3ampeniaeTcsi UCIOIb30BaTh KOMIBIOTEPHYIO TEXHUKY
IpY HATMYHAHA BUIUMBIX MOBpexacHU. CleayeT peryisspHO MPOBEPSITh TEXHHUECKOE
COCTOSIHUE OOOPYIOBaHWUS W HE OCTaBJIATH €r0 BKIIOUEHHBIM 0O€3 MpUCMOTpa Ha
JUTATENIbHOE BpeMs. Pabounme mecta peKOMEHIyeTcsl pa3MeniaTh BIOJb CTEH, YTOOBI
3a/IHsIS CTOPOHA MOHUTOpA OblLa oOpaleHa K CTeHE — 3TO CIIOCOOCTBYET CHUKEHUIO

YPOBHSI BPETHOTO JEKTPOMArHuTHOTO U3JIy4YeHUs [S].

5.2 TlpaBwia u TexHUKa 0€30MACHOCTH NPHU padoTe €O

cMapT(PoHOM

Tak kak pazpaboTaHHOe MpUIokKeHUEe OyAeT GyHKIIMOHUPOBATh Ha TenedoHe, TO
CJIeyeT TaK)Ke U3yUYUTh BO3MOXKHOE BPEAHOE BIMSIHUE U BCE TIpaBuiia 6€30MaCHOCTHU 1O
00OpaIlIeHUIO C HUM.

[Tockonbky pa3paboTanHOe Web-NpuUIoXKeHHEe MOXKET MCIOJIb30BAThCS Ha
MOOMJIBHBIX YCTPOMCTBaX, BaXXHO YUYUTHIBATH BO3MOXXHOE BpEIHOE BO3JEHCTBUE
cMapT(HOHOB U cOOII0/IaTh OCHOBHBIE MpaBuiia 0€30MaCHON IKCILUTyaTalluu

He pexomenmyercsi camMOCTOSTENbHO BCKPBIBATh, pa30upaTh WIM HU3MEHSTh
KOHCTPYKIIMIO ycTpoiicTBa. Takxke ciemyeT uzberaTh (hU3WUECKUX BO3JAEHCTBUN Ha
cMapT(HOH — €ro HeJb3sl POHATH, CTU0aTh, OpOCaTh, MPOKAIBIBATh, @ TAKKE MOIBEPTaTh

BO3I[€I>'ICTBHIO OI'Hd HUJIM BJIaru.
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Hcnonp3oBanne MOOWIBHOTO TeneoHA WIM 3apsSAHOTO YCTPOKMCTBA MPHU
HAJIMYUHA HEUCIIpaBHOCTEH 3ampemieHo. UToObl m30ekaTh meperpeBa W KOPOTKOTO
3aMBIKaHUS, CIIEAyeT MPUMEHATHh TOJBKO OPUTHHAIBHBIC 3apsSIHBIC YCTPOWCTBA H
kabenu. He octammnsiite cMapThOH MOAKITIOUEHHBIM K 3apsIKe TOJ MOAYIIKONW WU B
TJI0XO MPOBETPUBAEMBIX MECTaX — ATO MOXKET MPUBECTH K TIEPETPEBY YCTPOUCTBA.

MoOwunbHbIE Tee(OHBI MOCTOSHHO HM3IY4alOT PaJUOBOHBI, TIOITOMY B IEJISX
0€30macHOCTH HE CIIeTyET AepKaTh UX OJM3KO K )KU3HEHHO BaXKHBIM OpraHaM. Bo Bpems
pasroBopa PEKOMEHIYETCs TEPUOAUYECKH MEHATHh TOJOKEHHE  YCTPOWCTBA
OTHOCUTEIHHO TOJNIOBEL. CreayeT Takke YYUTHIBaTh, YTO Ha JaHHBIA MOMEHT
OTCYTCTBYIOT JIOCTOBEPHBIC M BCECTOPOHHHE WCCJICIOBAHMS, TTOATBEPKIAIONINE BPET
panuousnydeHus [6].

CobmroieHue 3TUX peKOMEHAANNH CIIOCOOCTBYET HE TOJBKO MPOJJICHHIO CPOKa
CIIyObl MOOWIBHOTO YCTPOWCTBAa, HO W COXPAHEHHWIO 370POBbS IOJIH30BATEIS,
oOecnieunBas 6e30macHoe U KOM(POPTHOE UCIOIb30BaHUE cMapTPoHa B TOBCEIHEBHOM

KHU3HU.
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3aKJIo4YeHue

B xozme BbINOTHEHUS BBITYCKHOW KBalu(UKAIIMOHHOW pPabOThl OBLIO
pa3pabOTaHO JECKTOMHOE KIueHT-cepBepHoe mpuioxenue «llludpoBannsiii
MecceHkep». OCHOBHOM 1EJIbI0 MPOEKTa SIBJISJIOCH CO3JaHUE 3al[UIIEHHOTO
KaHajia oOOMEHa COOOLIEHUSIMU MEXIY T0JIb30BATEIIMU C UCIOIb30BaHUEM
MEXaHU3MOB mudpoBaHus, 00ecIeunBaroIIuX KOH(GUICHIINATBHOCTD
nepenaBaemMoil HHPOpPMaIHH.

Bo Bpewmst pa3paboTku ObUTH 3a/1eiCTBOBAHBI CIEAYIONIUE TEXHOJIOTHU:

— Java — OCHOBHOWU SI3bIK POrPaMMUPOBAHUS, UCIIOJIb30BAHHBIN JJIsI peIN3alun

KaK KJIMEHTCKOMW, TaK U CEPBEPHOMN YaCTH MPUIOKEHHUS;

—Java Swing — Owubnuoreka g co3naHus rpadudeckoro uHTepdeiica

nosb3oBarens (GUI) Ha cTopoHe KiMeHTa;

— Socket API — ayig opranusamuu ceTeBoro B3auMoAEHCTBUS MEXKIY KIMEHTOM U

CEPBEPOM;
— MEXaHU3M cepuanu3anuu Java-o0beKTOB — JIJIsl Iepeadyul CTPYKTYPUPOBAHHBIX
COOOIICHMI MO CETH;

— anroputmbl  mudpoBanuss AES u RSA — wucnons3yroTcs uisi 3allUdThl

cooOIIeHnI U 0€30ITacHOr0 oOMeHa KIHUYaMHu;

— MOJIeNIb KIIMEHT-CEPBEPHON apXUTEKTYpbl — OOecreunsa pa3JeieHue JOTUKU

00paboTKH JTaHHBIX U MOJIL30BATEILCKOT0 UHTEP(PETica.

PazpaboranHoe mNpunoXeHUE MNPENOCTABISIET TMOJIB30BATEII0 BO3MOXKHOCTD
OTHPABIATh U MOJyYaTh 3alM(PpOBaHHBIE COOOIIEHUS, TEM CaMbIM OOecleunBas
0a30BbIli ypoBeHb HHpOpMalMoHHON Oe3omacHocTH. [ludpoBanue coolOiieHUM
peaau30BaHO Ha CTOPOHE KJIMEHTA, YTO IPEAOTBPAIIAeT BO3MOXKHOCTD MepexBara u
pacuinpoBkr JaHHBIX Ha cepBepe. Cuctema MOAACPKUBAET CHUMMETPUUYHOE
mudpoBanue ¢ ucnosibzoBanuem anroputma AES, a 6e3onacHas nepegada kirouen
o0ecrnieunBaeTCsl C MOMOIIBbI0 ACUMMETPUYHOTO airoputMa RSA.

OmHuM M3  KIIOYEBBIX MPEUMYIIECTB pa3paO0TaHHOIO MECCEHKepa

ABIACTCA IMPOCTOTA UCIIOJIB30BaHMsA, 4 TAKIKC Oa3zoBas 3aiurTa JIMYHOM ICPCIIUCKH,
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peanu3zoBaHHas Oe3 TMPHUBICUEHHUS] CTOPOHHMX OMOMMOTEK WM CEPBUCOB.
[Iporpamma wumeeT yJIOOHBIM HHTEpPENC W MOXKET HCIOIB30BaThCAd Ha
KOMITBIOTEpAX ¢ omneparmonHou cucremort Windows/Linux.

B nanpHeiiiieM BO3MOXHO pacuiupeHue GyHKIMOHAIBHOCTH MPUIIOKEHUS:
no0OaBieHue TPYNIOBBIX 4YaToB, nepedaun (aiiaoB, HUCTOPUU COOOIICHUH,
yBEIOMJICHUM, IBYX(AKTOPHOM ayTeHTH(UKAIMU, a TaKKe peanusaius Ooiiee
rUOKOM CHCTEMBI yIpaBJieHUS KIIOYaMHU U MHTErpanus ¢ o0JayHbIMU CEpBHCAMU
XpaHEHUSI. ot YCOBEPIIEHCTBOBAHUS cIenarT MPOAYKT oonee
KOHKYPEHTOCTIOCOOHBIM u BOCTPEOOBaHHBIM JUTSt MOJIb30BaTeNEeH,

3aMHTCPCCOBAHHBIX B KOH(i)HHGHHHaHBHOfI KOMMYHHKAIIHUN.
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®aiin «Client.java»

package client;

/**
* The main class for running our client
*/
public class Client {
public static void main (String[] args) ({
new ClientController();

}

®aiin «ClientController.javay

package client;

import javax.crypto.BadPaddingException;
import javax.crypto.IllegalBlockSizeException;
import javax.crypto.NoSuchPaddingException;
import javax.swing.*;

import java.awt.*;

import java.awt.event.*;

import java.io.IOException;

import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;

/**

* The client controller will connect the client view and the

client model.

* When a user clicks on a button or interacts with the client

view, it will call methods in the client model
* and update the client view.

* Ex: When a user clicks the send button to send a message in

the client view, it will call the logic

* method in the client model that actually sends the message to

the server.
*/

public class ClientController extends JFrame ({

private ClientModel clientModel;
private ClientView clientView;

public ClientController () {
this.clientModel = new ClientModel () ;

this.clientView = new ClientView(clientModel) ;

//Add the client view as observer to the client model

clientModel.addObserver (clientView) ;

clientView.getConnectButton () .addActionListener (new

ActionlListener () {
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@Override
public void actionPerformed (ActionEvent e) {
String username = clientView.getUserName () ;
String serverIPAddress =
clientView.getServerIPAddress () ;
if (username.isBlank()) {
clientView.setErrorMessage ("Please provide a
valid username") ;

} else {
try {
clientModel.connect (username,
serverIPAddress) ;
clientModel.listenForMessages () ;
//System.out.println ("Change to
chatPanel") ;

clientView.showChat () ;
setTitle ("Client- " + username);
} catch (IOException exception) {
clientView.setErrorMessage ("Failed to
connect to the server");
exception.printStackTrace() ;
} catch (NoSuchPaddingException
noSuchPaddingException) {

noSuchPaddingException.printStackTrace () ;
} catch (IllegalBlockSizeException
illegalBlockSizeException) {

illegalBlockSizeException.printStackTrace() ;
} catch (NoSuchAlgorithmException
noSuchAlgorithmException) {

noSuchAlgorithmException.printStackTrace() ;
} catch (BadPaddingException
badPaddingException) {
badPaddingException.printStackTrace () ;
} catch (InvalidKeyException
invalidKeyException) {
invalidKeyException.printStackTrace () ;
} catch (ClassNotFoundException
classNotFoundException) {

classNotFoundException.printStackTrace () ;
}
}

1)

clientView.getBackButton () .addActionListener (new
ActionListener () {
@Override
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public void actionPerformed (ActionEvent e) {

//System.out.println ("Change to connect panel");

clientModel.disconnect () ;
clientView.showHome () ;

1)

clientView.getHomeMenultem() .addActionListener (new
ActionListener () {
@Override
public void actionPerformed (ActionEvent e) {
//System.out.println ("Change to connect panel");
clientModel.disconnect () ;
clientView.showHome () ;

1)

clientView.getSendButton () .addActionListener (new
ActionListener () {
@Override
public void actionPerformed (ActionEvent e) {
String message = clientView.getMessage() ;
try |

clientModel.sendMessage (message) ;

//clear the text in the message field after
a client has sent a message

clientView.getMessageField () .setText ("");

} catch (IOException ex) {
ex.printStackTrace () ;
clientModel.disconnect () ;
clientView.showHome () ;

} catch (IllegalBlockSizeException

illegalBlockSizeException) {
illegalBlockSizeException.printStackTrace() ;

} catch (NoSuchPaddingException

noSuchPaddingException) {
noSuchPaddingException.printStackTrace () ;

} catch (BadPaddingException

badPaddingException) {
badPaddingException.printStackTrace () ;

} catch (NoSuchAlgorithmException

noSuchAlgorithmException) {
noSuchAlgorithmException.printStackTrace() ;

} catch (InvalidKeyException

invalidKeyException) {
invalidKeyException.printStackTrace () ;

}
1)

//Also allow the client to send messages by pressing
enter on the keyboard
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clientView.getMessageField () .addKeyListener (new
KeyAdapter () {

@Override

public void keyPressed (KeyEvent e) {
String message = clientView.getMessage () ;
if (e.getKeyChar () == KeyEvent.VK ENTER) {

try {
clientModel.sendMessage (message) ;

clientView.getMessageField () .setText ("");
} catch (IOException ex) {
ex.printStackTrace () ;
} catch (IllegalBlockSizeException
illegalBlockSizeException) {

illegalBlockSizeException.printStackTrace() ;
} catch (NoSuchPaddingException
noSuchPaddingException) {

noSuchPaddingException.printStackTrace () ;
} catch (BadPaddingException
badPaddingException) {
badPaddingException.printStackTrace () ;
} catch (NoSuchAlgorithmException
noSuchAlgorithmException) {

noSuchAlgorithmException.printStackTrace() ;
} catch (InvalidKeyException
invalidKeyException) {
invalidKeyException.printStackTrace () ;

1)

clientView.getSaveMenultem() .addActionListener (new
ActionListener () {
@Override
public void actionPerformed (ActionEvent e)
try |
clientModel.saveChat () ;
} catch (IOException ex) {
ex.printStackTrace () ;

}

1)

clientView.getServerAddressField () .addFocusListener (new
FocusListener () {
@Override
public void focusGained (FocusEvent e) {
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if
(clientView.getServerAddressField () .getText () .equals ("Default:
Localhost™)) {

clientView.getServerAddressField () .setText ("");

clientView.getServerAddressField() .setForeground (Color.black);
}
}

@Override
public void focusLost (FocusEvent e) {
if
(clientView.getServerAddressField () .getText () .isBlank ()) {

clientView.getServerAddressField () .setForeground (Color.gray) ;

clientView.getServerAddressField() .setText ("Default:
Localhost");
}

1)

//JFRAME Methods

add(clientView.getClientPanel ());

setDefaultCloseOperation (JFrame.EXIT ON CLOSE) ;

setJMenuBar (clientView.getMenuBar () ) ;

setTitle ("Client");

//Pack () makes sure the JFrame gets the same size as the
preferred size of the client view.

pack () ;

//Centers the JFrame at the center of the window

setLocationRelativeTo (null) ;

setVisible (true);

®aiin «ClientModel.java»

package client;
import message.Message;

import javax.crypto.*;

import javax.crypto.spec.SecretKeySpec;
import javax.swing.*;

import java.io.*;

import java.net.Socket;

import java.security.*;

import java.util.ArrayList;

import java.util.Base64;
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/**

* Stores all the data of our application such as the chat log
between the client and the server as well

* as a list of all the online users

* Contains methods for communicating with the server: Methods

for

the client to send messages to the server

* and methods for the client to read messages from the server

*/

public class ClientModel {

//messages can't be null because otherwise we will not be

able to add any elements to it

//Initialize it to an empty arraylist

private ArraylList<String> messages = new ArrayList<>();
private ArrayList<String> onlineUsers = new ArrayList<>();
private ObjectOutputStream objectOutputStream;

private ObjectInputStream objectInputStream;

private Socket clientSocket;

private String username;

//NEW FIELDS
//The private and public RSA key will be used to securely

exchange the session key with the server

key

private PublicKey publicKey;
private PrivateKey privateKey;
private SecretKey sessionKey;

private static KeyPair generateKeyPair () {
//Create a new keypailr generator that generates an RSA
pair
KeyPairGenerator keyPairGenerator = null;
try {
keyPairGenerator =

KeyPairGenerator.getInstance ("RSA") ;

for

key

//Set the key size to 2048 bits, this will be enough
our l-time use of the key
keyPairGenerator.initialize (2048);
} catch (NoSuchAlgorithmException e) {
e.printStackTrace() ;

}

return keyPairGenerator.generateKeyPair () ;

private void generateSessionKey () {
//Create a key generator that generates a symmetric AES

KeyGenerator keyGenerator = null;

try {
keyGenerator = KeyGenerator.getInstance ("AES");
//Initialize the key size to 256 bits
keyGenerator.init (256) ;
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} catch (NoSuchAlgorithmException e) {
e.printStackTrace() ;

}

this.sessionKey = keyGenerator.generateKey () ;

public ClientModel () {
KeyPair keyPair = generateKeyPair();
this.privateKey = keyPair.getPrivate();
this.publicKey = keyPair.getPublic();

//OBSERVER. ClientView observes the clientModel. The
clientModel is OBSERVABLE
private ClientView clientView;

public void connect (String username, String serverAddress)

throws IOException, ClassNotFoundException,
NoSuchPaddingException, IllegalBlockSizeException,
NoSuchAlgorithmException, BadPaddingException,
InvalidKeyException {

clientSocket = new Socket (serverAddress, 1234);

this.username = username;

objectOutputStream = new
ObjectOutputStream(clientSocket.getOutputStream()) ;

objectInputStream = new
ObjectInputStream(clientSocket.getInputStream()) ;

//The first thing the client writes to the server is
their username

//this is so that the server can add them to their
online user list

objectOutputStream.writeObject (username) ;

this.onlineUsers = (ArrayList<String>)
objectInputStream.readObject () ;

clientView.updateUserList () ;

System.out.println (onlineUsers.size());

Message announcement = (Message)
objectInputStream.readObject () ;

messages.add (announcement.toString()) ;

clientView.updateMessages () ;

if (onlineUsers.size() == 1) {
//generate session key. Don't send it unless another
client joins
generateSessionKey () ;
} else {
//send public key to server, server relays it to key
warden
objectOutputStream.writeObject (this.publicKey) ;
//key warden sends message to its client handler,
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which relays it to our client handler
Message encryptedSessionKey = (Message)
objectInputStream.readObject () ;
//Decrypt the message to obtain a string
representation of the unencrypted session key
String sessionKey =
encryptedSessionKey.decrypt (this.privateKey) ;
this.sessionKey = new
SecretKeySpec (Baseb4.getDecoder () .decode (sessionKey), "AES");
}
}

public void sendMessage (String message) throws IOException,
IllegalBlockSizeException, NoSuchPaddingException,
BadPaddingException, NoSuchAlgorithmException,
InvalidKeyException {
//send a message that is encrypted using the symmetric
session AES session key

objectOutputStream.writeObject (new Message (username + ":

+ message, this.sessionKey));

}

public void readMessage () throws IOException,
ClassNotFoundException, NoSuchPaddingException,
IllegalBlockSizeException, NoSuchAlgorithmException,
BadPaddingException, InvalidKeyException {
Object obj = objectInputStream.readObject ()
if (obj instanceof Message) {
Message message = (Message) obj;
if (message.isAnnouncement ()) {
//print out message to see if it is the same
encrypted string that we observe in wireshark
//System.out.println (message.toString());
//Decrypt all messages that the server sends to
us (client) and add them to the client log in plain text
//so that the client can read the messages
messages.add (message.toString()) ;
clientView.updateMessages () ;
} else {
//print out message to see if it is the same
encrypted string that we observe in wireshark
//System.out.println (message.toString()) ;
//Decrypt all messages that the server sends to
us (client) and add them to the client log in plain text
//so that the client can read the messages
messages.add (message.decrypt (this.sessionKey)) ;
clientView.updateMessages () ;
}
} else if (obj instanceof PublicKey) {
//if key warden receives public key from client
PublicKey publicKey = (PublicKey) obj;
objectOutputStream.writeObject (new
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Message (Base64.getEncoder () .encodeToString (sessionKey.getEncoded
()), publicKey));

} else {
ArrayList<String> onlineUsers = (ArrayList<String>)
ob7j;
this.onlineUsers = onlineUsers;

clientView.updateUserList () ;

}

public void listenForMessages () {
new Thread(new Runnable () {
@Override
public void run() {

try {

while (true) {
readMessage () ;

}

} catch (IOException e) {
e.printStackTrace();

} catch (ClassNotFoundException e) {
e.printStackTrace() ;

} catch (NoSuchPaddingException e) {
e.printStackTrace();

} catch (IllegalBlockSizeException e) {
e.printStackTrace();

} catch (NoSuchAlgorithmException e) {
e.printStackTrace();

} catch (BadPaddingException e) {
e.printStackTrace();

} catch (InvalidKeyException e) {
e.printStackTrace();

}

}) .start () ;
}
public void disconnect () {
try {
if (clientSocket.isConnected()) {

clientSocket.close();

}

if (objectOutputStream != null) {
objectOutputStream.close () ;

}

if (objectInputStream != null) {
objectInputStream.close();

}

} catch (IOException e) {
e.printStackTrace () ;

}
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public String getLatestMessage () {
return messages.get (messages.size() - 1);

}

public ArrayList<String> getOnlineUsers () {
return onlineUsers;

}

//Observer pattern will be necessary because the clientmodel
needs to notify the clientview when

//it has read a new message. The client controller can not
do that because the client controller does not know

// when the client has read a new message from the server.
Therefore the client model needs to notify the view.

public void addObserver (ClientView clientView) ({

this.clientView = clientView;

}

public void saveChat () throws IOException ({
JFileChooser jFileChooser = new JFileChooser();

if (jFileChooser.showSaveDialog(null) ==
JFileChooser.APPROVE_OPTION) {
File file = jFileChooser.getSelectedFile();
BufferedWriter bufferedWriter = new
BufferedWriter (new FileWriter (file));
for (String msg : messages) {
bufferedWriter.write (msqg) ;
}

bufferedWriter.close();

®aiin «ClientView.java»

package client;

import javax.swing.*;
import java.awt.*;

public class ClientView {
private JPanel clientPanel;
private JPanel connectPanel;
private JTextField usernameField;
private JTextField serverAddressField;
private JButton connectButton;
private JLabel errorMessage;
private JPanel chatPanel;
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private JTextArea chatArea;
private JTextArea onlineUsersArea;
private JTextField messageField;
private JButton sendButton;
private JButton backButton;
private JMenuBar menuBar;

private JMenultem saveMenultem;
private JMenultem homeMenultem;

private ClientModel clientModel;

public ClientView (ClientModel clientModel) {
this.clientModel = clientModel;
}

//GETTER METHODS

public JPanel getClientPanel () {
return clientPanel;

}

public String getUserName () {
return usernameField.getText ().trim();

}

public String getServerIPAddress () {
if (serverAddressField.getText () .isBlank () ||

serverAddressField.getText () .equals ("Default: Localhost")) {
return "localhost";
} else {

return serverAddressField.getText ()

public JButton getConnectButton () {
return connectButton;

}

public JButton getBackButton () {
return backButton;

}

public String getMessage () {
return messageField.getText () ;

}

public JMenuBar getMenuBar () {
return menuBar;

}

public JButton getSendButton () {
return sendButton;

Jlnct

[1ry1.090301.05.001 13 64

n3m. | Jluct Ne nokym. Moanuce | Aata




}

public JTextField getServerAddressField () {
return serverAddressField;

}

public void showChat () {
CardLayout cardLayout = (CardLayout)

clientPanel.getLayout () ;
cardLayout.show(clientPanel, "chat");

}

public void showHome () {

CardLayout cardLayout = (CardLayout)
clientPanel.getLayout () ;
cardLayout.show(clientPanel, "home");

}

public void updateMessages () {
chatArea.append(clientModel.getLatestMessage());

}

public void updateUserList () {
onlineUsersArea.setText ("");
for (String user : clientModel.getOnlineUsers()) {

onlineUsersArea.append (user) ;

}

public JTextField getMessageField() {
return messageField;

}

public JMenultem getSaveMenultem() {
return saveMenultem;

}

public void setErrorMessage (String errorMessage) {
this.errorMessage.setText (errorMessage) ;

}

public JMenultem getHomeMenultem() {
return homeMenultem;

}

®daiin «ClientView.form»

<?xml version="1.0" encoding="UTF-8"?>
<form xmlns="http://www.intellij.com/uidesigner/form/"
version="1" bind-to-class="client.ClientView">

<grid id="27dc6" binding="clientPanel" layout-
manager="CardLayout" hgap="0" vgap="0">
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<constraints>
<xy x="20" y="20" width="638" height="834"/>
</constraints>
<properties/>
<border type="none"/>
<children>
<grid id="ed8fc" binding="connectPanel" layout-
manager="GridLayoutManager" row-count="10" column-count="1"
same-size-horizontally="false" same-size-vertically="false"
hgap="-1" vgap="-1">
<margin top="0" left="0" bottom="0" right="0"/>
<constraints>
<card name="home"/>
</constraints>
<properties/>
<border type="none"/>
<children>
<component i1d="9%ed67" class="javax.swing.JLabel">
<constraints>
<grid row="2" column="0" row-span="1" col-span="1"
vsize-policy="0" hsize-policy="0" anchor="0" £ill="0" indent="0"
use-parent-layout="false"/>
</constraints>
<properties>
<font size="16" style="1"/>
<text value="Username"/>
</properties>
</component>
<vspacer id="58daz2">
<constraints>
<grid row="9" column="0" row-span="1" col-span="1"
vsize-policy="6" hsize-policy="1" anchor="0" £ill="2" indent="0"
use-parent-layout="false"/>
</constraints>
</vspacer>
<component 1d="622c9" class="javax.swing.JTextField"
binding="usernameField">
<constraints>
<grid row="3" column="0" row-span="1" col-span="1"
vsize-policy="0" hsize-policy="6" anchor="0" £ill="0" indent="0"
use-parent-layout="false">
<preferred-size width="150" height="-1"/>
</grid>
</constraints>
<properties>
<font size="16"/>
</properties>
</component>
<component 1d="9881b" class="javax.swing.JLabel">
<constraints>
<grid row="4" column="0" row-span="1" col-span="1"
vsize-policy="0" hsize-policy="0" anchor="0" £ill="0" indent="0"
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use-parent-layout="false"/>
</constraints>
<properties>
<font size="16" style="1"/>
<text value="Server IP Address"/>
</properties>
</component>
<component 1d="76a83" class="javax.swing.JTextField"
binding="serverAddressField">
<constraints>
<grid row="5" column="0" row-span="1" col-span="1"
vsize-policy="0" hsize-policy="6" anchor="0" £ill="0" indent="0"
use-parent-layout="false">
<preferred-size width="150" height="-1"/>
</grid>
</constraints>
<properties>
<font size="16"/>
<foreground color="-8355712"/>
<text value="Default: Localhost"/>
</properties>
</component>
<component 1d="52441" class="javax.swing.JButton"
binding="connectButton" default-binding="true">
<constraints>
<grid row="7" column="0" row-span="1" col-span="1"
vsize-policy="0" hsize-policy="3" anchor="0" £ill="0" indent="0"
use-parent-layout="false"/>
</constraints>
<properties>
<font size="18" style="1"/>
<text value="Connect"/>
</properties>
</component>
<vspacer id="55el7">
<constraints>
<grid row="1" column="0" row-span="1" col-span="1"
vsize-policy="6" hsize-policy="1" anchor="0" £ill="2" indent="0"
use-parent-layout="false"/>
</constraints>
</vspacer>
<component 1d="23887" class="javax.swing.JLabel"
binding="errorMessage">
<constraints>
<grid row="6" column="0" row-span="1" col-span="1"
vsize-policy="0" hsize-policy="0" anchor="0" £ill="0" indent="0"
use-parent-layout="false"/>
</constraints>
<properties>
<font size="16" style="1"/>
<text value=""/>
</properties>
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</component>
<component id="fedce" class="javax.swing.JLabel">
<constraints>
<grid row="8" column="0" row-span="1" col-span="1"
vsize-policy="0" hsize-policy="0" anchor="0" £ill="0" indent="0"
use-parent-layout="false"/>
</constraints>
<properties>
<icon value="end to end encrypted chat logo.jpg"/>
<text value=""/>
</properties>
</component>
<grid id="d52fa" class="javax.swing.JMenuBar"
binding="menuBar" layout-manager="GridLayoutManager" row-
count="1" column-count="4" same-size-horizontally="false" same-
size-vertically="false" hgap="-1" vgap="-1">
<margin top="0" left="0" bottom="0" right="0"/>
<constraints>
<grid row="0" column="0" row-span="1" col-span="1"
vsize-policy="3" hsize-policy="3" anchor="0" £fill="1" indent="0"
use-parent-layout="false"/>
</constraints>
<properties/>
<border type="none"/>
<children>
<grid id="d7b48" class="javax.swing.JMenu" layout-
manager="FlowLayout" hgap="5" vgap="5" flow-align="1">
<constraints>
<grid row="0" column="0" row-span="1" col-
span="1" vsize-policy="3" hsize-policy="3" anchor="0" fill="0"
indent="0" use-parent-layout="false"/>
</constraints>
<properties>
<text value="Main"/>
</properties>
<border type="none"/>
<children>
<component 1id="f1d9c"
class="javax.swing.JMenultem" binding="homeMenultem">
<constraints/>
<properties>
<text value="Home"/>
</properties>
</component>
<component 1d="43a09"
class="javax.swing.JMenultem" binding="saveMenultem">
<constraints/>
<properties>
<text value="Save"/>
</properties>
</component>
</children>
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</grid>
<hspacer id="fdedc">
<constraints>
<grid row="0" column="3" row-span="1" col-
span="1" vsize-policy="1" hsize-policy="6" anchor="0" fill="1"
indent="0" use-parent-layout="false"/>
</constraints>
</hspacer>
<grid id="bc4ed" class="javax.swing.JMenu" layout-
manager="FlowLayout" hgap="5" vgap="5" flow-align="1">
<constraints>
<grid row="0" column="1" row-span="1" col-
span="1" vsize-policy="3" hsize-policy="3" anchor="0" fill="0"
indent="0" use-parent-layout="false"/>
</constraints>
<properties>
<text value="Settings"/>
</properties>
<border type="none"/>
<children>
<grid id="dbaOf" class="javax.swing.JMenu"
layout-manager="FlowLayout" hgap="5" vgap="5" flow-align="1">
<constraints/>
<properties>
<text value="Sound"/>
</properties>
<border type="none"/>
<children>
<component 1d="94d09"
class="javax.swing.JMenultem">
<constraints/>
<properties>
<text value="On"/>
</properties>
</component>
<component id="d51db"
class="javax.swing.JMenultem">
<constraints/>
<properties>
<text value="Off"/>
</properties>
</component>
</children>
</grid>
<grid id="69f13" class="javax.swing.JMenu"
layout-manager="FlowLayout" hgap="5" vgap="5" flow-align="1">
<constraints/>
<properties>
<text value="Timestamp"/>
</properties>
<border type="none"/>
<children>
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<component id="4ebob"
class="javax.swing.JMenultem">
<constraints/>
<properties>
<text wvalue="On"/>
</properties>
</component>
<component 1d="14889"
class="javax.swing.JMenultem">
<constraints/>
<properties>
<text value="Off"/>
</properties>
</component>
</children>
</grid>
<grid id="3d624" class="javax.swing.JMenu"
layout-manager="FlowLayout" hgap="5" vgap="5" flow-align="1">
<constraints/>
<properties>
<text value="Color"/>
</properties>
<border type="none"/>
<children>
<component id="15coed"
class="javax.swing.JMenultem">
<constraints/>
<properties>
<text value="White"/>
</properties>
</component>
<component 1id="f5a97"
class="javax.swing.JMenultem">
<constraints/>
<properties>
<text value="Black"/>
</properties>
</component>
</children>
</grid>
</children>
</grid>
<grid id="c510b" class="javax.swing.JMenu" layout-
manager="FlowLayout" hgap="5" vgap="5" flow-align="1">
<constraints>
<grid row="0" column="2" row-span="1" col-
span="1" vsize-policy="3" hsize-policy="3" anchor="0" fill="0"
indent="0" use-parent-layout="false"/>
</constraints>
<properties>
<text value="Help"/>
</properties>
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<border type="none"/>
<children>
<component id="5b236"
class="javax.swing.JMenultem">
<constraints/>
<properties>
<text value="About"/>
</properties>
</component>
</children>
</grid>
</children>
</grid>
</children>
</grid>
<grid id="f6l1fc" binding="chatPanel" layout-
manager="GridLayoutManager" row-count="4" column-count="2" same-

size-horizontally="false" same-size-vertically="false" hgap="-1"
vgap="-1">
<margin top="10" left="10" bottom="10" right="10"/>
<constraints>
<card name="chat"/>
</constraints>
<properties/>
<border type="none"/>
<children>
<scrollpane id="48985">
<constraints>

<grid row="1" column="0" row-span="2" col-span="1"
vsize-policy="7" hsize-policy="7" anchor="0" £ill="3" indent="0"
use-parent-layout="false"/>
</constraints>
<properties/>
<border type="none"/>
<children>
<component id="cbdae"
class="javax.swing.JTextArea" binding="chatArea">
<constraints/>
<properties>
<editable value="false"/>
<font size="16"/>
<lineWrap value="true"/>
<margin top="0" left="5" bottom="0"
right="0"/>
</properties>
</component>
</children>
</scrollpane>
<component i1id="6ed59" class="javax.swing.JTextArea"
binding="onlineUsersArea">
<constraints>
<grid row="1" column="1" row-span="1" col-span="1"

[1ry1.090301.05.001 13

N3m.

Jlnct Ne nokym. Moanuce | Aata

Jlnct

71




vsize-policy="6" hsize-policy="0" anchor="4" £ill="2" indent="0"
use-parent-layout="false">
<preferred-size width="150" height="50"/>
</grid>
</constraints>
<properties>
<editable value="false"/>
<font size="20" style="1"/>
<lineWrap value="true"/>
<margin top="0" left="5" bottom="0" right="0"/>
</properties>
</component>
<component 1d="d25a4" class="javax.swing.JLabel">
<constraints>
<grid row="0" column="0" row-span="1" col-span="1"
vsize-policy="0" hsize-policy="0" anchor="0" £ill="0" indent="0"
use-parent-layout="false"/>
</constraints>
<properties>
<font size="16" style="1"/>
<text value="Chat"/>
</properties>
</component>
<component 1d="11d0" class="javax.swing.JLabel">
<constraints>
<grid row="0" column="1" row-span="1" col-span="1"
vsize-policy="0" hsize-policy="0" anchor="0" £ill="0" indent="0"
use-parent-layout="false"/>
</constraints>
<properties>
<font size="16" style="1"/>
<text value="Online Users"/>
</properties>
</component>
<component 1d="e0644" class="javax.swing.JTextField"
binding="messageField">
<constraints>
<grid row="3" column="0" row-span="1" col-span="1"
vsize-policy="0" hsize-policy="6" anchor="8" fill="1" indent="0"
use-parent-layout="false">
<preferred-size width="150" height="-1"/>
</grid>
</constraints>
<properties>
<font size="16"/>
</properties>
</component>
<component id="a3aba" class="javax.swing.JButton"
binding="sendButton" default-binding="true">
<constraints>
<grid row="3" column="1" row-span="1" col-span="1"
vsize-policy="0" hsize-policy="3" anchor="0" £fill="1" indent="0"
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use-parent-layout="false"/>
</constraints>
<properties>
<font size="18" style="1"/>
<text value="Send"/>
</properties>
</component>
<component id="a8ale" class="javax.swing.JButton"
binding="backButton" default-binding="true">
<constraints>
<grid row="2" column="1" row-span="1" col-span="1"
vsize-policy="0" hsize-policy="3" anchor="0" £fill="1" indent="0"
use-parent-layout="false"/>
</constraints>
<properties>
<font size="18" style="1"/>
<text wvalue="Back"/>
</properties>
</component>
</children>
</grid>
</children>
</grid>
</form>

daiin «Message.java»

package message;

import javax.crypto.*;

import java.io.Serializable;

import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import java.security.PrivateKey;

import java.security.PublicKey;

import java.time.LocalDateTime;

import java.time.format.DateTimeFormatter;
import java.util.Base64;

/**

* Class for adding timestamp to messages as well as newline
character necessary to display different messages on different
lines

*/

public class Message implements Serializable {

private final String message;

private boolean isSessionKey = false;
private boolean announcement = false;
/**

* Prepends the current time to the string and stores it.
*
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* @param message given String
*/
public Message (String message) {
announcement = true;
String time;
DateTimeFormatter dtf =
DateTimeFormatter.ofPattern ("HH:mm:ss") ;

LocalDateTime now = LocalDateTime.now () ;
time = "<" + dtf.format (now) + "> ";
this.message = time + message + "\n";

}
/**

* This constructor is used to encrypt a message sent from
the client to the server using the symmetric session key
generated by the server

*

* @param message

* @param sessionKey A symmetric session key generated by
the server and securely shared with the client

*/

public Message (String message, SecretKey sessionKey) throws

IllegalBlockSizeException, NoSuchPaddingException,
BadPaddingException, NoSuchAlgorithmException,
InvalidKeyException {

String time;

DateTimeFormatter dtf =
DateTimeFormatter.ofPattern ("HH:mm:ss") ;

LocalDateTime now = LocalDateTime.now () ;

time = "<" + dtf.format (now) + "> ";
this.message = encrypt(time + message + "\n",
sessionKey) ;

}
/**

* This constructor is used to encrypt messages sent from
the server to the client using the Public key generated by the
client

* This constructor is only used once by the server to
encrypt the session key and share it securely with the client

*

* @param message

* @param publicKey An assymetric Public Key generated by
the client and shared with the server

*/

public Message (String message, PublicKey publicKey) throws
NoSuchPaddingException, IllegalBlockSizeException,
BadPaddingException, NoSuchAlgorithmException,
InvalidKeyException {
//the only thing you ever encrypt with a public key is
the session key.
this.isSessionKey = true;
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this.message = encrypt (message, publicKey);

}
/**

* Helper function used to encrypt messages with a symmetric
session key

*

* @param message

* @param sessionKey

* @return

*/

public static String encrypt (String message, SecretKey

sessionKey) throws IllegalBlockSizeException,
BadPaddingException, InvalidKeyException,
NoSuchPaddingException, NoSuchAlgorithmException {

//Create a new cipher instance that uses AES
encryption(since our sessionKey is an AES key)

Cipher cipher = Cipher.getInstance ("AES");

//Initialize the cipher to be used with encryption and
to use our session key

cipher.init (Cipher.ENCRYPT MODE, sessionKey);

//Encrypt the message (you have to provide the message
bytes) and store the encrypted bytes

byte[] encryptedBytes =
cipher.doFinal (message.getBytes())

//Convert the encrypted message bytes into its
corresponding string representation so that it can be sent as a
message

return
Base64.getEncoder () .encodeToString (encryptedBytes) ;

}

/**
* Helper function used to encrypt messages with an
assymetric public key
*
* @param message
* @param publicKey
* @return
*/
public static String encrypt (String message, PublicKey
publicKey) throws BadPaddingException, InvalidKeyException,
NoSuchPaddingException, NoSuchAlgorithmException,
IllegalBlockSizeException {
//Create a new Cipher that uses RSA encryption (The
reason is that our public key will be an RSA key)
Cipher cipher = Cipher.getInstance ("RSA");
//Initialize the cipher to be used with encryption and
to use our public key
cipher.init (Cipher.ENCRYPT MODE, publicKey);
//Encrypt the message and store the encrypted message
bytes
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byte[] encryptedBytes =
cipher.doFinal (message.getBytes());

//Convert the encrypted message bytes into corresponding
encrypted string so that it can be sent as message

return
Base64.getEncoder () .encodeToString (encryptedBytes) ;

}
/**

* Instance method used to decrypt message and return
decrypted message
*
* @param sessionKey AES symmetric session key
* @return
*/
public String decrypt (SecretKey sessionKey) throws
NoSuchPaddingException, NoSuchAlgorithmException,
InvalidKeyException, IllegalBlockSizeException,
BadPaddingException {
//Create a new Cipher instance that uses AES encryption
Cipher cipher = Cipher.getInstance ("AES");
//Initialize the cipher to be used for decryption with
the provided session key
cipher.init (Cipher.DECRYPT MODE, sessionKey);
//Get the encrypted bytes back from the string message
//Here you must use Base64.Decoder, since the bytes were
encoded to string using Base64 encoder
byte[] encryptedBytes =
Base64.getDecoder () .decode (this.message) ;
//decrypt the encrypted bytes using cipher
byte[] decryptedBytes = cipher.doFinal (encryptedBytes);
//return the decrypted bytes as a string message
//Here you CAN and SHOULD use the String constructor
since the decrypted bytes can
//be represented as a string.
return new String(decryptedBytes);
}

/**
* Instance method used to decrypt message and return
decrypted message
* This method will be used when the client decrypts the
encrypted session key that the server sends to it
*
* @param privateKey RSA assymetric private key
* @return
*/
public String decrypt (PrivateKey privateKey) throws
NoSuchPaddingException, NoSuchAlgorithmException,
InvalidKeyException, IllegalBlockSizeException,
BadPaddingException {
//Create a new Cipher that uses RSA encryption
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Cipher cipher = Cipher.getInstance ("RSA");

//Initialize the cipher to be used with decryption and
use the private RSA key

cipher.init (Cipher.DECRYPT MODE, privateKey);

//Decode the String message to its corresponding
encrypted bytes

//Important to use Base64 decoder and not
this.message.getBytes ()

//The reason is that the String has been encoded with
Base64.encoder

byte[] encryptedBytes =
Base64.getDecoder () .decode (this.message) ;

//decrypt the encrypted bytes and store the decrypted
bytes

byte[] decryptedBytes = cipher.doFinal (encryptedBytes);

//return the decrypted bytes as a regular String using
the String constructor

//Do not use Baseb64.encoder here. We want a regular
string.

return new String(decryptedBytes);

}

/**

* Returns the encapsulated String message
*

* @return String object message
*/
public String toString () {
return message;

}

public String getMessagePart () {
return message.substring(message.indexOf (">") + 1);

}

public boolean isSessionKey () {
return this.isSessionKey;

}
public boolean isAnnouncement () {

return announcement;

}

®aiin «ClientHandler.java»

package server;
import message.Message;

import javax.crypto.BadPaddingException;
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import javax.crypto.IllegalBlockSizeException;
import javax.crypto.NoSuchPaddingException;
import javax.crypto.SecretKey;

import java.io.IOException;

import java.io.ObjectInputStream;

import java.io.ObjectOutputStream;

import java.net.Socket;

import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import java.security.PublicKey;

import java.util.ArrayList;

public class ClientHandler implements Runnable {

private ObjectInputStream objectInputStream;

private ObjectOutputStream objectOutputStream;

private Socket clientSocket;

private String username;

//Can't be null, otherwise we will not be able to add items
to it

private static ArraylList<ClientHandler> clientHandlers = new
ArrayList<>();

private ServerModel serverModel;

private SecretKey sessionKey;

private ClientHandler keyReceiver;

public ClientHandler (Socket clientConnection, ServerModel
serverModel) throws IOException, ClassNotFoundException,
NoSuchPaddingException, IllegalBlockSizeException,
BadPaddingException, NoSuchAlgorithmException,
InvalidKeyException {
this.clientSocket = clientConnection;
this.serverModel = serverModel;

clientHandlers.add(this) ;

this.objectInputStream = new
ObjectInputStream(clientSocket.getInputStream()) ;

this.objectOutputStream = new
ObjectOutputStream(clientSocket.getOutputStream()) ;

//read the username that the client sends to the server,
this is the first item that client sends
this.username = (String) objectInputStream.readObject ()

serverModel.addOnlineUser (username) ;
broadCastUsers (serverModel.getOnlineUsers()) ;

//the announcement should be sent unencrypted because
the server does not have any encryption key

//if the client instead sent the announcement to the
server to broadcast it, the server would not be able to decrypt
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//we want the announcement to be visible in server log
amongst all the other encrypted ciphertext-

Message announcement = new Message ("SERVER: " + username
+ " has connected to the server");

serverModel.addMessage (announcement) ;

broadCastMessage (announcement) ;

if (serverModel.getOnlineUsers () .size() > 1) {
// Only read public key from clients that are not
the key warden
//if client replies with their public key, this
means they don't have a session key
PublicKey publicKey = (PublicKey)
objectInputStream.readObject () ;

// Find the key warden
ClientHandler keyWarden = getKeyWarden () ;
if (keyWarden != null) {
// Forward the new client's public key to the
key warden
keyWarden.setKeyReceiver (this) ;
keyWarden.sendPublicKey (publicKey) ;

}

public void setKeyReceiver (ClientHandler clientHandler) {
this.keyReceiver = clientHandler;

}

private void sendPublicKey (PublicKey publicKey) throws
IOException {
objectOutputStream.writeObject (publicKey) ;

}

private ClientHandler getKeyWarden () {
// Assuming the first client in the list is the key
warden
if (!clientHandlers.isEmpty()) {
return clientHandlers.get (0);
}

return null;

}

private void broadCastUsers (ArrayList<String> onlineUsers)
throws IOException ({
for (ClientHandler clientHandler : clientHandlers) {
clientHandler.sendUsers (onlineUsers) ;
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public void sendUsers (ArrayList<String> onlineUsers) throws
IOException {
objectOutputStream.writeObject (onlineUsers) ;
//reset () 1s necessary to prevent the objectOutputStream
from "remembering" an old version of
//the onlineUsers array that it has sent, since we will
be sending it multiple times. We always want it to
//use the newest, up-to-date version of the onlineUsers
array
objectOutputStream.reset () ;
}

private void broadCastMessage (Message message) throws
IOException {
for (ClientHandler clientHandler : clientHandlers) {
clientHandler.sendMessage (message) ;

public void sendMessage (Message message) throws IOException

//These messages do not need to be encrypted with
session key since they are already encrypted

//The server simply receives encrypted message from
client and broadcasts it to all other clients.

objectOutputStream.writeObject (message) ;

public void readMessage () throws IOException,
ClassNotFoundException, NoSuchPaddingException,
IllegalBlockSizeException, NoSuchAlgorithmException,
BadPaddingException, InvalidKeyException {
while (true) {

Message message = (Message)
objectInputStream.readObject () ;

System.out.println (message.isSessionKey());

if (message.isSessionKey()) {

//if the message is a session key, we want to

send it to the client that sent their public key

keyReceiver.objectOutputStream.writeObject (message) ;
} else {
broadCastMessage (message) ;
//the server can not decrypt the message so we
simply add the encrypted ciphertext to the server chat log.
serverModel .addMessage (message) ;

}

@Override
public void run() {
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try {
readMessage () ;

} catch (IOException e) {
closeConnection () ;
e.printStackTrace () ;

} catch (ClassNotFoundException e) {
closeConnection () ;
e.printStackTrace () ;

} catch (NoSuchPaddingException e) {
closeConnection () ;
e.printStackTrace () ;

} catch (IllegalBlockSizeException e) {
closeConnection () ;
e.printStackTrace () ;

} catch (NoSuchAlgorithmException e) {
closeConnection () ;
e.printStackTrace () ;

} catch (BadPaddingException e) {
closeConnection () ;
e.printStackTrace () ;

} catch (InvalidKeyException e) {
closeConnection () ;
e.printStackTrace () ;

}

private void closeConnection() {
try |
if (clientSocket.isConnected()) {

clientSocket.close();

}

if (objectInputStream != null) {
objectInputStream.close() ;

}

if (objectOutputStream != null) {
objectOutputStream.close () ;

}

//remove the client handler

clientHandlers.remove (this);

//remove the username and update the server online

user list
serverModel.removeUser (username) ;
Message announcement = new Message ("SERVER: " +
username + " has disconnected from the server");

serverModel.addMessage (announcement) ;

broadCastMessage (announcement) ;

broadCastUsers (serverModel.getOnlineUsers()) ;

} catch (IOException e) {
e.printStackTrace() ;

}
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®aiin «Server.java»

package server;

/**
* The main class for running our server
*/
public class Server {
public static void main (String[] args) ({
new ServerController();

}

®aiin «ServerController.javay

package server;

import javax.crypto.BadPaddingException;
import javax.crypto.IllegalBlockSizeException;
import javax.crypto.NoSuchPaddingException;
import javax.swing.*;

import java.awt.event.ActionEvent;

import java.awt.event.ActionListener;

import java.io.IOException;

import java.security.InvalidKeyException;

import java.security.NoSuchAlgorithmException;

/**
* The ServerController deals with user input and connects the
serverView and the serverModel together.
* For example, when a user clicks on a button in the
ServerView, the controller will call a method
* in the serverModel.
*/
public class ServerController extends JFrame ({
private ServerModel serverModel;
private ServerView serverView;
public ServerController () {
this.serverModel = new ServerModel ();
this.serverView = new ServerView (serverModel)
this.serverModel.addObserver (serverView) ;
serverView.getSaveChatButton () .addActionListener (new
ActionListener () {
@Override
public void actionPerformed (ActionEvent e) {
try |
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serverModel.saveChat () ;
} catch (IOException ex) {
ex.printStackTrace() ;

}

1)

serverView.getLoadChatButton () .addActionListener (new
ActionListener () {
@Override
public void actionPerformed (ActionEvent e) {
try |

serverModel.loadChat () ;

} catch (IOException ex) {
ex.printStackTrace () ;

} catch (ClassNotFoundException ex) {
ex.printStackTrace () ;

}

1)

serverView.getStartServerButton () .addActionlListener (new

ActionListener () {
@Override
public void actionPerformed (ActionEvent e) {

startServer () ;

}
1)

serverView.getShutDownButton () .addActionListener (new

ActionListener () {
@Override
public void actionPerformed (ActionEvent e) {

System.out.println ("Shut down the
server...TODO") ;
}
1)

//JFRAME METHODS
add (serverView.getServerPanel ());

pack () ;
setDefaultCloseOperation (JFrame.EXIT ON CLOSE) ;

setLocationRelativeTo (null) ;
setTitle ("Server");
setVisible (true) ;

}

private void startServer () {
new Thread(new Runnable () {
@Override
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public void run() {
//We run this on a separate thread because it is
a blocking operation
//We want to be able to use the other buttons as
well, so we need to run this on a

//separate thread

try {
serverModel.startServer () ;

} catch (IOException e) {
e.printStackTrace();

} catch (NoSuchPaddingException e) {
e.printStackTrace();

} catch (IllegalBlockSizeException e) {
e.printStackTrace();

} catch (BadPaddingException e) {
e.printStackTrace();

} catch (NoSuchAlgorithmException e) {
e.printStackTrace() ;

} catch (InvalidKeyException e) {
e.printStackTrace();

} catch (ClassNotFoundException e) {
e.printStackTrace() ;

}) .start () ;

®aiin «ServerModel.java»

package server;
import message.Message;

import javax.crypto.*;

import javax.swing.*;

import java.io.*;

import java.net.ServerSocket;

import java.net.Socket;

import java.security.InvalidKeyException;
import java.security.KeyPairGenerator;

import java.security.NoSuchAlgorithmException;
import java.util.ArrayList;

/**

* The server model stores all the data of our application, such
as all the messages that have been sent

* between the clients and the server as well as a list of all
online users

*/

public class ServerModel {

private final int PORT NUMBER = 1234;
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private ArraylList<String> messages = new ArrayList<>();
private ArrayList<String> onlineUsers = new ArrayList<>();
private ServerSocket serverSocket;

private ServerView serverView;

public void startServer () throws IOException,
NoSuchPaddingException, IllegalBlockSizeException,
BadPaddingException, NoSuchAlgorithmException,
InvalidKeyException, ClassNotFoundException ({
serverSocket = new ServerSocket (PORT NUMBER) ;
addMessage (new Message ("SERVER: " + "Server has been
started and is listening for connections on port " +
PORT NUMBER) ) ;
//blocking operation
while (true) {
Socket clientConnection = serverSocket.accept();
ClientHandler clientHandler = new
ClientHandler (clientConnection, this);
Thread thread = new Thread(clientHandler);
thread.start ()

public void addOnlineUser (String username)
//The line break is necessary so that the users display
on new lines in the online users text area.
onlineUsers.add (username + "\n");
serverView.updateUsers () ;

public void removeUser (String username) {
onlineUsers.remove (username + "\n");
serverView.updateUsers () ;

public ArrayList<String> getOnlineUsers () {
return onlineUsers;

}

public void addMessage (Message message) {

if (message.isAnnouncement ()) {
messages.add (message.toString()) ;
} else {

messages.add (message.toString () + "\n");

}

serverView.updateMessages () ;

public String getLatestMessage () {
return messages.get (messages.size() - 1);

}
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public void addObserver (ServerView serverView)
this.serverView = serverView;

}

public void saveChat () throws IOException
JFileChooser jFileChooser = new JFileChooser();

if (jFileChooser.showSaveDialog(null) ==

JFileChooser.APPROVE_OPTION) {

File file = jFileChooser.getSelectedFile();

BufferedWriter bufferedWriter = new
BufferedWriter (new FileWriter (file));

for (String msg : messages) {

bufferedWriter.write (msg.toString());
}

bufferedWriter.close();

}

public void loadChat () throws IOException,
ClassNotFoundException {
JFileChooser jFileChooser = new JFileChooser();

if (jFileChooser.showSaveDialog(null) ==
JFileChooser.APPROVE_OPTION) {

//when loading a chat log, we clear the messages
array so that it only contains the messages in the loaded chat
log

messages = new ArrayList<>();

//we have to clear the serverView as well, otherwise
the old messages will not dissapear

serverView.clearChat () ;

File file = jFileChooser.getSelectedFile();

BufferedReader bufferedReader = new
BufferedReader (new FileReader (file));

String line = bufferedReader.readLine();

while (line != null) {

//we can not add a message agalin as a message.
this will put 2 timestamps on it

//therefore we don't store Message class in the
messages array, but simply string

messages.add(line + "\n");

serverView.updateMessages () ;

line = bufferedReader.readLine();

}

bufferedReader.close () ;
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daiin «ServerView.java»

package server;

import javax.swing.*;
import java.awt.*;

public class ServerView {

private JPanel serverPanel;
private JTextArea chatArea;
private JTextArea onlineUsersArea;
private JButton shutDownButton;
private JButton startServerButton;
private JButton loadChatButton;
private JButton saveChatButton;

private ServerModel serverModel;

public ServerView (ServerModel serverModel) {
this.serverModel = serverModel;
serverPanel.setPreferredSize (new Dimension (450,500)) ;

public JPanel getServerPanel () {
return serverPanel;

}

public JButton getSaveChatButton () {
return saveChatButton;

}

public JButton getLoadChatButton () {
return loadChatButton;
}

public JButton getShutDownButton () {
return shutDownButton;

}

public JButton getStartServerButton () {
return startServerButton;

}

public void updateUsers () {
onlineUsersArea.setText ("");
for (String user : serverModel.getOnlineUsers()) {
onlineUsersArea.append (user) ;

public void updateMessages () {
chatArea.append (serverModel .getLatestMessage()) ;
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}

public void clearChat () {
chatArea.setText ("")

’

}

®daiin «ServerView.form»

<?xml version="1.0" encoding="UTF-8"?>
<form xmlns="http://www.intellij.com/uidesigner/form/"
version="1" bind-to-class="server.ServerView">
<grid id="27dc6" binding="serverPanel" layout-
manager="GridLayoutManager" row-count="6" column-count="2" same-
size-horizontally="false" same-size-vertically="false" hgap="-1"
vgap="-1">
<margin top="10" left="10" bottom="10" right="10"/>
<constraints>
<xy x="20" y="20" width="500" height="400"/>
</constraints>
<properties/>
<border type="none"/>
<children>
<scrollpane id="b730b">
<constraints>
<grid row="1" column="0" row-span="5" col-span="1"
vsize-policy="7" hsize-policy="7" anchor="0" £ill="3" indent="0"
use-parent-layout="false"/>
</constraints>
<properties/>
<border type="none"/>
<children>
<component 1d="ffc40" class="javax.swing.JTextArea"
binding="chatArea">
<constraints/>
<properties>
<editable value="false"/>
<font size="16"/>
<lineWrap value="true"/>
<margin top="0" left="5" bottom="0" right="0"/>
</properties>
</component>
</children>
</scrollpane>
<component 1d="35b06" class="javax.swing.JTextArea"
binding="onlineUsersArea">
<constraints>
<grid row="1" column="1" row-span="1" col-span="1"
vsize-policy="6" hsize-policy="0" anchor="4" £ill="2" indent="0"
use-parent-layout="false">
<preferred-size width="150" height="50"/>
</grid>
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</constraints>
<properties>
<editable value="false"/>
<font size="20" style="1"/>
<lineWrap value="true"/>
<margin top="0" left="5" bottom="0" right="0"/>
</properties>
</component>
<component id="af74" class="javax.swing.JLabel">
<constraints>
<grid row="0" column="0" row-span="1" col-span="1"
vsize-policy="0" hsize-policy="0" anchor="0" £ill="0" indent="0"
use-parent-layout="false"/>
</constraints>
<properties>
<font size="16" style="1"/>
<text value="End-to-End Encrypted Chat"/>
</properties>
</component>
<component 1id="7fdfe6e" class="javax.swing.JLabel">
<constraints>
<grid row="0" column="1" row-span="1" col-span="1"
vsize-policy="0" hsize-policy="0" anchor="0" £ill="0" indent="0"
use-parent-layout="false"/>
</constraints>
<properties>
<font size="16" style="1"/>
<text value="Online Users"/>
</properties>
</component>
<component 1d="42f2f" class="javax.swing.JButton"
binding="shutDownButton" default-binding="true">
<constraints>
<grid row="5" column="1" row-span="1" col-span="1"
vsize-policy="0" hsize-policy="3" anchor="0" £fill="1" indent="0"
use-parent-layout="false"/>
</constraints>
<properties>
<font size="18" style="1"/>
<text wvalue="Shut Down"/>
</properties>
</component>
<component 1d="8707a" class="javax.swing.JButton"
binding="startServerButton" default-binding="true">
<constraints>
<grid row="4" column="1" row-span="1" col-span="1"
vsize-policy="0" hsize-policy="3" anchor="0" £fill="1" indent="0"
use-parent-layout="false"/>
</constraints>
<properties>
<font size="18" style="1"/>
<text value="Start Server"/>
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</properties>
</component>
<component 1d="62d0c" class="javax.swing.JButton"
binding="loadChatButton" default-binding="true">
<constraints>
<grid row="3" column="1" row-span="1" col-span="1"
vsize-policy="0" hsize-policy="3" anchor="0" £fill="1" indent="0"
use-parent-layout="false"/>
</constraints>
<properties>
<font size="18" style="1"/>
<text value="Load Chat"/>
</properties>
</component>
<component 1d="78027" class="javax.swing.JButton"
binding="saveChatButton" default-binding="true">
<constraints>
<grid row="2" column="1" row-span="1" col-span="1"
vsize-policy="0" hsize-policy="3" anchor="0" £ill="1" indent="0"
use-parent-layout="false"/>
</constraints>
<properties>
<font size="18" style="1"/>
<text value="Save Chat"/>
</properties>
</component>
</children>
</grid>
</form>
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IMpuioxenue B

(obs13aTenbHOR)

Meccenmxep ¢ mudpoBanuemM

[IpesenTanus

MecceHaep C
LWNGpPOBaHMEM

ABTOp paboTbi: cTyaeHT rp. 21BBM1 bpaHues A. T.

HayuHblIli pyKoBOAUTEND: K.T.H. AoUeHT Kadeapbl BT Akudbes WU. B.

Llenb 1 akTyanbHOCTb MPOEKTA

Q/ @BNO®O

\

B ycnoBusAx pocTta kubepyrpos Bcé 6onblue
nosib3oBaTtenei HyxgatoTca B 6e30nacHbix
KaHanax ceAsu. boNbLIMHCTBO MecceHaKepoB
He 4aloT NOIHOTO KOHTPOIA Hag
KOHUAEHLUMANbHOCTbIO.

Llenbto npoekTa aBnserca paspaboTtka
Kpoccnaat$popmMeHHOro MecceHaKepa Ha
Java c wndposaHmem coobieHunii (AES + RSA)
W KNNEHT-CcepBepHOit apxmuTeKTypoit. Cepsep
He UMeeT JOCTyna K COAepPKUMOMY
coobLeHni.

MPOEKT AEMOHCTPUPYET Ha NPaKTUKe
NPUHLMMNbI CETEBOrO B3aMMOAEINCTBUA U
KpunTorpaduu, NoaxoauT AN1A y4ebHbIX U

nccnenosatesibCKUX 3agad.

\_
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KpaTKaAa NOCTaHOBKA 3a43a4u

* NOAKNIOYEHWNE NO/b30BaTENEN K CEPBEPY NO UMEHM;

* 06bmeH 3awmndpoBaHHbIMK COOBLLEHNAMN MeXAY KaneHTamu (AES + RSA);

* nepenayvy CECCMOHHbIX Ktoyei yepes cepsep 6e3 4oCTyna K CoAepXKUMOMY;

* oTobparkeHune cnucka oHalH-Nnonb3oBaTeneld;

¢ COXpaHeHue un 3arpysky UCTtopmumn nepenmncku.

O630p aHanoros

Signal — OTKpbITbI KOA, NOSHOE CKBO3HOE
WwKdpoBaHNE, MUHUMYM METaJaHHbIX.

Telegram — wndpoBaHMe TONbKO B «CEKPETHBIX
yaTax», 4acTb KOAa 3aKpbITa.

Threema — BbICOKas aHOHUMHOCTb, NNATHbIN, He
TpebyeT Homepa TesnedoHa.

WhatsApp — maccosblit, wndpoBaHue no
YMONYaHu1Io, NpUHagnexut Meta.

Matrix — feueHTpanM3aumsa, OTKPbITbIA NPOTOKOA,
CNIOXKEH B HACTpOIiKe.

Retroshare — P2P, BbicOKass aHOHUMHOCTb, C/IOXKHbIN
UHTepdeic.
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Mporpamma NpeAcTaBAAET CO60W KAMEHT-CEPBEPHbI MECCEHAXEP C
WwrdppoBaHMeM. KNMeHTbI NOAKNIOYAIOTCA K CEpBepY, YKasbiBasa UMA U
O I-l M Ca H Vl e IP-agpec. NMocne NoAKNIOYEHWA NPOUCXOAUT 06MEH NyBANYHBIMM
KAloYamMu U nepegada CECCUOHHOTO KAtoYa, C MOMOLLbIO KOTOPOro
wudpytotea sce coobeHns (AES + RSA). Cepsep Aulwb
d)y H K |_|I M O H a fI a peTpaHcAupyeT 3alwndpoBaHHble JaHHbIe, He UMeA A0CTyna K
coaepxumomy. Nonb3oBaTeNbCkuUii UHTEpdEIC, peannsoBaHHbIA Ha
|‘| p O rp a M M b| Java Swing, no3Bo/AeT NPOCMaTPUBAThL YaT, BUAETb CNUCOK OHNAMNH-
nosb3oBaTesielt U COXPaHATb UCTOPUIO Nepenucku. Bece coeamHeHunn
06pabatbiBalOTCA B OTAE/NbHbIX NOTOKaX A/1A CTabuabHON paboTbl
CUCTEMBI.

Nwnarpamma npeueHaeHTOB

Moy re s nonsscaarens
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CTeK TexHONormm

KnuneHTcKan YacTb MecceHapKepa paspaboTaHa Ha A3blKe Java ¢
UCNONb30BaHWEM apXUTEKTypHoro WwabnoHa MVC. Mpaduyeckunin
uHTepdeic peannsosaH ¢ nomoLupto 6ubnnorekm Java Swing.
[lnA ycTaHOB/IEHWA COEMHEHMA C CEPBEPOM M 0bMeHa aHHbIMU
npumeHsieTcs npotokon TCP/IP U MexaHM3M COKeTOB.
LndposaHMe coobLLeHNIt BbINOIHAETCA Ha CTOPOHE KIUEHTa:
MCMO/b3yeTcA CUMMETPUYHBIN anroputm AES, a 06MeH Kitodamu
ocylecTAAeTca ¢ nomouubto RSA. Bea kpuntorpadusa
peanusoBaHa Yepes cTaHAapTHylo Java Cryptography
Architecture (JCA). O6paboTKa BXOASALLMX COOBLLEHUIA BbIHECEHA
B OTAE/bHbII NOTOK, 4To 0becneynsaer crabuibHOCTL
No/1b30BaTe/IbCKOTo MHTepdelica U BO3MOXHOCTb NpUéma
AaHHbIX B peanbHOM BPEMeHU.

Anarpamma
Pa3BEPTbIBAHUA

Knent

Cep!

CepBepHas YacTb TaKxe peann3oBaHa Ha Java U Ucnosnbsyet
MHOTOMOTOYHYIO apXUTEKTYPY: /1A KaX4Oro KAWeHTa Co3AagTca
oTaenbHblii notok (ClientHandler). Cepsep npuHumaer
noAk/loYeHus Yepes ServerSocket u nepecbinaer
3awWwmndpoBaHHble COOBLLEHUA MEXKAY KIMEHTaMK, He
pacwmdposbiBan ux. lpaduuecknin uHtTepdeiic agMmHUcTpaTopa
peanusoBaH Ha Swing 1 oTOBpasKaeT CNUCOK Nonb3osarenei n
nor coobuieHwid. Mepeaaya coobLieHNI MeXaY KIMEHTOM U
CepBepOM OCYLLECTB/IAETCA B BUJE CEPUa/IM30BaHHbIX Java-
06bekToB. Kpome Toro, cepsep nogAepKUBaeT coXxpaHeHWe U
3arpysKy UCTOPUM NEpPEenuUCKM Yepes daitnosylo cuctemy, 6es
ncnonb3oBaHua 6asbl aHHbIX.

- / . %

Knuent Cepeep
{0C = Windows/Linux} {0C = Linux, Java ServerSocket}
KnueHTckoe npunoxeve CepaepHoe Npunoxexue
(Java) (Java)

TCPIP
3aWwnppoBaHHble cooBleHNR

Bep
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Knmenr Client | | ClientModel CIientControI\er‘ ‘C\ientView Cepeep ServerModel ClientHandler

Baon coobuenns
onSendMessage()
sendMessagetext)
QOtnpaska 0 Co06LLeHIA

noAy b coobuieHme
TIOMySHTH COODLEHHE o,

IDI M a r p a M M a NepeAarb KAueHTy
nocsie40oBaTe/IbHOCTHU (LR )

0TNPaBKa APyrMM KneHTaM (oTaer) N

coobuenie

noka3aTb coofluenue

KMMEHT | Cent | | ClientModel CIientControI\er‘ ‘ch‘entView Cepep ServerModel ClientHandler

KnueHTCcKOE I'IPHJ'IO)KEHIIE\

=

Nnarpamma | clen

=

~

KON\HOHeHTOB h OTeeT c coobuweHnem

~

CepeepHoe npunomenne\
£ ]
Server
F>

‘REST / Socket| codaunrenune

£

‘ ClientController

ClientModel ClientHandler

(|

= 1
Message
R

:lﬂcnonbzye'r BCTPOEHHYIO NOrvky AES+RSA

|
Y

LWuncpposarme (BHyTpu Message/ClientModel)
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Cliant

@® cien:

2 socket Socket

3 ipusstream: OblectingutStream

5 outputstream: ObjectOutputSirean

(@ ServerController

 serverModel: ServerModel
= ServerView: ServerView

= ServerControlier()

u startserver(): void

a nkey: Sacretkey
& main{args: Stringl]): void

/ \

(©) cliemcontrolier \ ‘ i

@© servorviow

onlineUseisAres: [TextArea
7 view: Cl

\ e woid

| = initcontrotier(): voia \ \ | o wndatei aesi); void
. \ \ \ | dearchat(): void

/ / \ \ /

[ |

|

v

© Cliontviow

ObjectOutputStream eI TR
b o L inputFleld: [Textield

ring=
2 Serversocket: Serversocket

[narpamma
K/1acCcoB

UpdateChatimessage: String): void
o GetUserinputl): String

me: String): veid
moveUser(usemane: String): void
(

¥ cliontSocket. Sackot
5 inputstream: ObjectinputStream \
3 culputStream: ObjectOutpulStream [ |

© wesae
ot Siring
2 enryated: boolean
bovieen

boolean
shnouncement(): boolean
getText(): String

NTorm paspaboTkun nporpamme

Co3aHO KINeHT-cepBepHoe

[ECKTOMHOEe NPUIoXKeHe —

MECCEH/)KEP C BCTPOEHHbIM
wundposaHmem, obecneunBatomi

Mcnonb3oBaHbl TexHonornu Java n
Java Swing gna peanusaupm
$yHKLMOHaNbHOrO U yao6Horo

[na 3aWwmTbl AAHHLIX TPUMEHEHbI
anroputmbl AES 1 RSA: wndposaHune
BbIMO/IHAETCA Ha CTOPOHE K/IMEHTA,

3aLMLLEHHYIO U KOHOUAEHUMANbHYO
nepeaavy coobLieHniA mexay
No/Ib30BATENAMM.

4TO MCK/IIOYAET BO3MOXKHOCTb
nepexsaTa 1 paclumdpoBKu
coobLLeHUM Ha cepBepe.

nHTepdelica, a Takke Socket APl n
cepuanunsaumn 06beKToB Ans
cTabunbHOro ceTeBoro

B3aumoge MCTBUA.

B nepcneKkTuee npeaycMoTpeHo
paclumpeHue dyHKLMOHaNa:
rpynnosble 4aTbl, 0bmeH darinamu,
MUCTOPUA COOBLLEHMI U
[ONONHUTE/IbHbIE MEXaHWU3MbI

MpunoxkeHue paboraer Ha Windows u
Linux, oTaM4aeTca npocToTon
MCMONb30BaHWA U 6a30BbIM YPOBHEM
6esonacHocT 6e3 npusieveHusa

CTOPOHHUX 6ubnunoTeK. ayTeHTUdUKaLMM A1 NOBbILIEHUA
yBo6cTBa n 6esonacHocTu.
O/ BNO®O
Juct
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