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IlepeyeHb cOKpameHU 1 0003HAYCHUH

B nanHO# paboTe UCTIONB3yeTCs CIICAYIONIUE COKPALICHUS W 0003HAUCHHS.
OC — onepanmonHasi cucrema
[IK — nepcoHanbHbI KOMIIBIOTED
AES (Advanced Encryption Standard) — ctanmapT cuMMeTpUYHOTO IIH(POBAHUS
API (Application Programming Interface) — mporpammubIii HHTEphEHC MPUITOKEHUS
APK (Android Package Kit) — maker npwioxennii nius Android
ART (Android Runtime) — cpena BemoaHeHus npwioxennidi Android
BIP39 (Bitcoin Improvement Proposal 39) — crangapt aiis reHepaiui MHEMOHHUYECKO i
dpa3sl (cua-dpasbn)
BTC (Bitcoin) — GUTKOWH, KPUNTOBATIOTA
CBC (Cipher Block Chaining) — pexxum mudpoBanus CHEIUICHHST 0JI0KOB
CPU (Central Processing Unit) — rieHTpanbHbIi IpoIieccop
dApps (Decentralized Applications) — nerieHTpann3oBaHHbIC TPUITOKEHHS
EIP1559 (Ethereum Improvement Proposal 1559) — mpemnokeHue 1o yiIydlmICHHIO
Ethereum, mensiroriee MexaHu3M KOMHUCCHI
ERC20 (Ethereum Request for Comments 20) — craHgapT TOKEHOB B OJIOKUCHHE
Ethereum
ETH (Ethereum) — sdupuym, kpunroBanioTa u riathopma
GUI (Graphical User Interface) — rpaduueckuii maTepdeiic moap3oBares
HTTP (HyperText Transfer Protocol) — mpoTokos nepenaun runeprekcra
IDE (Integrated Development Environment) — uaterpupoBaHHasi cpejia pa3padoTKu
OS (iPhone Operating System) — onepanmonHas cuctema Juisi yeTpoicTB Apple
IV (Initialization Vector) — BekTop nHHIIMaNM3amu (B KpUTOorpadumn)
JSON (JavaScript Object Notation) — TekcToBbIii (hopMaT 0OMEHa TaHHBIMH
JVM (Java Virtual Machine) — BupryanbpHas mamiuda Java
MVVM (Model-View-ViewModel) — apxurexTypHbIii aTTepH IS OJIb30BATEIbCKIX

uHTepecoB
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PIN (Personal Identification Number) — nepcoHanbHbIi WACHTUPUKAIMOHHBIA HOMED
QR (Quick Response) — ObICTpBIi OTKIUK (THI MATPUIHOTO IITPUXKOIA)

RAM (Random Access Memory) — onepaTiBHas aMsITh

RSA (Rivest-Shamir—Adleman) — xpunrorpadgudeckuii aarOpUTM C OTKPBITHIM
KITIOYOM

SDK (Software Development Kit) — komriuiekr miis pa3pabOTKH MPOTPaMMHOIO
obecrieueHus

SHA (Secure Hash Algorithm) — agropurm 6€30MacHOrO XEIIMPOBAHUS

SOL (Solana) — kpunroBaitoTa u O0K4YEHH-TIIaTPOpMa

TON (The Open Network) — 6;iokueitH-urarGopma U KPUNTOBATIOTA

Ul (User Interface) — monb3oBaTenbckuii HHTEpQEiic

UML (Unified Modeling Language) — yHuGuIMpoBaHHbINA S3bIK MOICTUPOBAHUS
USDT (Tether USD) — creiibnkoun, npuBsizanHbii k posutapy CIIIA

WORA (Write Once, Run Anywhere) — npyHIMI «HAMWIIK OJHAXK/bI, 3aIlyCKal Trie
YTOJTHOY

XML (Extensible Markup Language) — pacmupsieMblii SI3bIK pa3MeTKA
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BBeaenue

B ycnoBusix crpemutenbHOM UM(pPOBH3AMM  MUPOBOW SKOHOMHUKU U
NOBCEMECTHOTO PpACIPOCTPAHEHHUsI MOOWIBbHBIX TEXHOJIOTUH, JEUEHTPAIU30BaHHbIC
U(GPOBBIC aKTUBBI, W3BECTHHIE KaK KPUMNTOBAIIOTHI, 3aHSAIM IPOYHOE MECTO B
CTPYKTYp€ JIMYHBIX (PUHAHCOB MWJLJIMOHOB JIIOJIeH 110 BceMy Mupy. butkonn, Ddupuym
u creionkounsl, Takue kak USDT, nepectanu ObITh MHCTPYMEHTOM HCKIIOUHUTEIbHO
TEXHUYECKUX  HHTY3MACTOB, TpaHC(HOPMUPOBABUIMCH B  MOJHOLEHHBIH  KJacc
WHBECTHUITMOHHBIX W PacueTHBIX cpeAcTB. [1o MaHHBIM aHATUTUYECKUX areHTCTB, YHUCIIO
1oJib30Barened KpuntoBantoT B 2026 rony mnpeBbicwio OTMETKY B 700 MUIIMOHOB
YeJoBeK, IPH ATOM 00Jiee IBYX TPETel BCeX OIeparii HHUIIMUPYETCS C MTOPTATHBHBIX
YCTPOWCTB TMOJ YMpaBiIeHUEM oImepanuoHHolW cucreMbl Android. B oTiawuume ot
TpaJMLMOHHBIX OAHKOBCKUX CEPBHUCOB, IJI€ OTBETCTBEHHOCTb 32 COXPAHHOCTb CPEJCTB
JEXKUT Ha (UHAHCOBOM YUPEKIEHHH, OCOOCHHOCTHIO KPHUIITOBATIOTHOW HKOCHUCTEMBI
ABJISAETCA NPUHLMII HEKAaCTOIMAJIbHOCTU: BIIAJIENIELl AKTHBA CaMOCTOSITEIBHO HECET
MOJIHYI0 OTBETCTBEHHOCTh 3a XpaHEHHWE M 3allUTy MNPUBATHBIX KpUNTOTpaduuecKux
kmoueil. Komnpomeranus wim yTpara Kiiroda BiaedeT 3a co00ii 6€3B03BpaTHYIO MOTEPIO
cpencTB 0e3 BO3MOKHOCTH aleuIsiiul K TPEThed CTOPOHE.

OcHOBHas 1IeNIb IAaHHOM BBITYCKHOW KBATM(PUKAITMOHHON pabOThI 3aKII0YACTCS B
pa3paboOTKe HEKACTOAHAIBHOTO MYJIbTHUBAIIOTHOTO KPUNTOKOIIENIbKA IS MIaT(hOPMBbI
Android, peanu3yoiiero COBpeMeHHbIE METO/IbI 3aIIUTHl KPUNTOTPAPUIECKUX KITIOUEH.

Pe3ynbTaTOM BBINOJHEHHSI BBIMYCKHOW KBAIM(PUKAUMOHHOW pabOThl CTaHET
TOTOBBIM K YCTaHOBKE THporpamMHbiii mponaykr B ¢opmare APK, orBeuarommit
aKTyaJIbHbIM TpeOOBaHHUSIM B 00JaCTH MOOWIBLHOU pa3pabOTKH U HMH(OPMAIMOHHO U
O0e3zonmacHocTH. [IpakThueckas 3HAUMMOCTh pPa0OTHl 3aKIOYAETCS B  CO3JaHUU
MHCTPYMEHTA, KOTOPBIA TMO3BOJIMUT IOJIH30BATENSIM O€30MaCHO W yNOOHO YNpaBIsATH
JUYHBIMHA LU(POBBIMU aKTHBAaMU B YCJIOBHSX PACTyILEN CIOKHOCTH U BOJATUILHOCTH

KPHIITOBAJIFOTHOT'O PBIHKA.

JInct

II'Y 1.090301.29.001 113 6

Wzm. | JIuct] Ne moxym. |Ilognucs] /lara




1. PazpaboTka MyJIbTHBAJOTHOI0 KPUIITOKOIIEIbKA /1JIA
miaargopmbl Android ¢ HCII0IB30BaAHMEM COBPEMEHHbIX

METOJ0B 3aLIUTHI KPUNITOrPapPUIeCKUX KII0Yeil.

1.1 AHayu3 npeaMeTHO 00J1acTH

KiroueBbIM TpEeHIOM MOCIEAHUX JIET SBISIETCS CMEIIEHHE TMOJIb30BaTENbCKON
aKTUBHOCTM B MOOWJIBHBIN cerMeHT: Oosiee 65% Bcex omepanuit ¢ 1uppoBbIMH
AKTUBaMH WHUIIMHPYETCS C OPTATUBHBIX YCTPOMUCTB MO/ YIIPABICHUEM OTIEPAIIMOHHBIX
cuctem Android u 10S.

Pa3pabotka Android-mpunoskeHust [ajisi  YNOpaBlICeHUS  KPUIITOBAIIOTHBIMU
AKTUBAMU SIBJISETCA CJIOXKHOM MEXIUCUMIUIMHAPHOM 3aJayel, JIeKallle Ha CThIKE
¢unancoBeix  Texnosnorud  (FinTech), wundpopmammonHold  Ge30mMacHOCTH U
POEKTUPOBAHUS MOOMIBHBIX UHTEp(ECcoB. B oTiiuume oT TpaiuIIMOHHBIX OAHKOBCKUX
NPWIOKEHUH, TJe OTBETCTBEHHOCTh 3a COXPAHHOCTh CPEJICTB HeceT (UHAHCOBOE
yUpEXJICHUE, KPUMNTOKOIIEeNeK paldoTaeT MO MNPHUHLUITY HekactoauanbHocTH (Self-
Custody): mpuBaTHbIE KITIOYH, SBJISIIOIIMECS €IUHCTBEHHBIM JI0KA3aTEILCTBOM IpaBa
COOCTBEHHOCTHU Ha aKTHBBI B OJIOKUEWHE, TEHEPUPYIOTCS U XPAHATCS UCKIIOUUTEIHHO
Ha YCTPOWCTBE MOJIb30BaTENsl. YTpara WIM KOMIPOMETAlUs KJIro4a BJIEYET 3a cO0OoM
0€3BO3BpaTHYIO MOTEPIO CPEACTB O€3 BO3MOKHOCTH aleJISAINU K TPEThEe CTOPOHE.

[Ipu npoBeneHnr aHanu3a MNPEAMETHON O0JIACTH MOYKHO BBIJEIUTH HECKOIBKO
KPUTUYECKU 3HAUMMBIX ACIIEKTOB, KOTOPBIE ONPEIENAIOT Ka4eCTBO U BOCTPEOOBAHHOCTh
n000HOT0 MPOTPAMMHOTO MPOAYKTA!

— (YHKIUOHATBHOCTh W MYJbTHBIIOTHOCTHh.  [IpuimoxkeHHe  JOJKHO
obecreunBaTh MOJTHOIICHHBIN UK pabOThI ¢ HECKOJILKHUMH HE3aBUCHMBIMH OJIOKYECHH-
ceramu. Ha Tekymuii MOMEHT je-(aKkTo CTaHIapTOM SBIISETCS MOJAJIepKKa butkonHa
(BTC) kak ocHoBHOTO cpezcTBa coepexxenus, Dpupuyma (ETH) kak mnardopmsl s
CMapT-KOHTPakToB U TOKeHOB ctaHaapta ERC-20, B yactHocTn creitonkouna USDT,

o0ecreunBaroIIero cBsi3b ¢ (HUaTHOM IKOHOMUKOM.
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— (GYHKIMOHAN JOJKEH BKJIIOYaTh TIEHEpPAlUI0 aApecoB, (POPMUPOBAHUE W
NOANUCh TPAH3AKIMA C YYETOM AaKTyaJbHbIX MEXAaHU3MOB pacyeTa KOMHUCCUU
(marmpumep, EIP-1559 nns cern Ethereum), a Takxke oToOpaxeHue AeTaabHON UCTOPUN
omepaluii ¢ yKa3aHHEM CTaTyca IOJATBEPKIEHUS B CETH;

— 0e30macHOCTb W YNPABIEHHE JOCTYNIOM. YYUTBIBas HEOOPATHUMOCTb
TpaH3akiui B OJIOKYEHHE, 3al[uTa KII0UYeBON MHPOPMAIIMA BBIXOIUT Ha MEPBBIM IJIaH.
[IpunosxeHue AOJKHO peaqu30BbIBaTh MHOTOYPOBHEBYIO CUCTEMY JIOKAIIBLHOM 3aIUTHI:
muppoBaHUE MPUBATHBIX KiItoued U seed Ha BHYTPEHHEM XpaHWIMILE YCTPOICTBA,
3alpeT Ha aBTOMAaTH4ecKoe 00JIayHOe pe3epBUPOBAaHME KOH(UIEHIMATBHBIX JaHHBIX,
00s13aTeNTbHYI0 ayTeHTU(UKAIMIO TI0JIh30BaTeNlsl ¢ ucnoJyib3oBanueM PIN-koma u
OMOMETPUYECKHUX JTaHHBIX;

— yn00CTBO HCMOIB30BaHUS ¥ APTOHOMUKA. DUHAHCOBBIE MPUI0KEHHS TPEOYIOT
UHTYUTUBHO TOHSATHOIO HHTep(erica, MUHUMHU3UPYIOUIEr0 PUCK MOJIb30BaTEIbCKON
omuOKd. BaXHBIMU »3lIeMEHTaMU SABISIOTCS: MHTerpauus ckaHepa QR-xoma s
6e30macHOTO BBOJA ajpeca Mojaydareis (MCKII0UeHHe aTak MmoJAMeHbl 0ydepa oOMeHa),
peXuM CKpbITUS OanaHca (3aMeHa CyMM CHUMBoOJIaMU «7» I oOecriedueHus
NPUBATHOCTH B MyOJWYHBIX MeECTaxX), a Takke THOKHE HAaCTPOWKU BHU3YaJIbHOTO
odopmieHus (Tema, IIBET aKIIEHTHBIX 3JIEMEHTOB U TEKCTa);

— UHTepHauuoHanu3anus. KpUNTOBaTIOTHBIM PBHIHOK T100alIeH, W YCIENIHOE
NPWIOKEHUE JOJKHO OBITh OPUEHTHUPOBAHO HAa IIHUPOKYI MEXAYHAPOIHYIO
aynutroputo. llogaepkka HECKOJIBKHUX SI3BIKOBBIX JIOKaleh (PyCCKHM, aHTIUNCKHH,
KUTAWCKUW, XUHIW, WCHAHCKUH) sBIsEeTCS 0O0s3aTelbHBIM TpeOOBaHUEM ISt
obecrieueHrs: KOHKYpPEHTOCIIOCOOHOCTH MPOAYKTA.

Takum o6pa3zom, Android-mpunoxenue «BETUS» mnpencraBiser coboi
BBICOKOTEXHOJIOTMYHBIM ~ MPOTpaMMHBI  TPOJAYKT, MPU3BaHHBIA  0OECHEUUTH
Oe3omacHoe, yJ100HOe U MEPCOHATU3UPOBAHHOE YIpaBlieHUE U(PPOBHIMU aKTUBAMHU B
YCIOBUSX pacTylIed CIOXKHOCTH U BOJIATHILHOCTH KPUIITOBATIOTHOTO PBIHKA.

1.1.1 Ananu3 aHamoros

Jlns onpeneneHus: HUIIM pa3pabaThiBAEMOTO MPUIOKEHUS U 0OOOCHOBAHMS €ro
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KOHKYPEHTHBIX MPEUMYIIECTB ObLI MPOBEAEH CPaBHUTENBHBIA aHaNU3 TPEX HambOoliee

pel'Ipe?;eHTaTI/IBHBIX HCKACTOAUAJIbHBIX KpI/IHTOBaJ'I}OTHBIX KOHICIIBKOB:
— Metamask;
— Phanton;
— Tonkeeper.

PaccmoTpum npuiioxkenne — MetaMask (pucyHok 1).

23:59 ¥ R R R GG

Account 2 v 0 =

MononHuTe cBOM KoLwenek

MoaroToBbTE CBOW KOWenek K

ucnonb3oBaHuio web3

BHecTu cpeacrtea

S Lo B> 4

Kynute ObmeHs.. Otnpasu.. [MonyunTtb

HanuyHble >
MetaMask USD
1,00 $ » BoHyc 3%
TokeHbl >

0 Ethereum

221N1A . -3 Kyn“Tb

] Q + C]

MasHan Ob630p Topros..

Pucynok 1 — Unrepdeiic npunoxenus «MetaMask»

PaccMoTpuM IUTFOCEI M MUHYCBI JAHHOTO TPWIOKEHUS.

[ rocsr:

— mnojHoleHHas nojaepkka Ethereum u ToxkeHos crangapta ERC-20;

— BCTPOEHHBIN Opay3ep s JeUeHTPATU30BaHHbIX Npuioxenuit (dApps);
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— renepaus u xpanenue seed (BIP39) u npuBaTHBIX KIIOUEH ¢ UCIOIb30BAHUEM

JOKaJbHOTO UG POBAHUS,
— ayTeHTU(]UKAIMSA 10 OMOMETPHH.
Munychr:
— OTCYTCTBHE HAaTUBHOW MOAAEPK KU bUTKOWHA;
— OrpaHUYEHHas MepcoHanu3anus UHTepdeiica;
— Teperpy>KeHHOCTh UHTepdelica;

— 3aBHCUMOCTb OT UHGpacTpykTypsl Infura.

Paccmotpum npumnokenune — Phantom (pucyHox 2).

00:00 % RE T SR SED

@Graveyardbroke
L AKKayHT 1 O Q

$0.00

MononHute 6anaHc, YTobbl HayaTb. BbiBeCTU
MOXHO B fitoboe Bpems.

Jo6aButb cpeacTBa

[lna Baweu nepBou caenku

o ()

PUMP SWIF
$0.00182317 $0.19

MonynapHoe >

ﬁ BURNIE $0.00482482
5 $4.7M MC

g5 BULL $0.00478025
@ s48MMC

e LoL $0.0069446
"g $6.9M MC

Pucynoxk 2 — Unrepdetic npunoxenus «Phantom»
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PaccmoTpuM IITIOCEI U MUHYCBI JAHHOTO TPUJIOKEHUS.

ITrocer:

— OecmoBHas pabota ¢ HaTuBHBIM TokeHOM SOL u crangapramu SPL;
— BCTPOCHHBIH OOMEH TOKEHOB U cTeMkuHr SOL;

— TOJJIepXKKa anmnaparHbIX KouienbkoB Ledger;

— BBICOKas MPOU3BOAUTENIBHOCTh U OT3BIBUMBOCTh UHTEP(ENica.
MuHycChbI:

— MOHODKOCUCTEMHOCTD;

— CJIOKHOCTU MHTEIPALN C IPYTMMH CETSAMY;

— OTCYTCTBHE TOHKOW HACTPOWKHU IPUBATHOCTH.

PaccmoTpum npunoxxenne — Tonkeeper (pucyHok 3).

183
RER

® Kowenék v

0

3aBepLUUTb YCTaHOBKY

‘ Bknouute yBegomMneHusa
O TPpaH3aKumax

Bkntoyute 6uomMeTpuio
ANa NoaTBepXAeHUa
TpaH3aKuumn

MpucoeauHanTecb
K KaHany Tonkeeper

Co3panTe pesepBHYIO KOMUIO
CEeKPETHOro K/to4a Kollenbka

Pucynok 3 — Unrepdeiic npunoxenus « Tonkeeper»

JInct

II'Y 1.090301.29.001 113 1

Wzm. | JIuct] Ne moxym. |Ilognucs] /lara




PaccMOTpuM MITIOCHI M1 MUHYCBI IAHHOTO TPHIIOKEHUS.

[Lmrocer:

— pabota ¢ HatuBHOW MoHeToM TON u TokeHamMu craHmapta Jettons (BKIro4as
USDT Hna cetu TON);

— unterpamus ¢ cepsucamu Telegram (TON DNS, TON Storage, pparmeHTbI
QHOHUMHBIX HOMEPOB);

— HU3KHE KOMHUCCUU 3a TpaH3akiuu BHYTpH cetu TON;

— TOJJIep’KKA OMOMETPUUECKON ayTeHTHU(PUKAIUN.

Munycsl:

— OTCYTCTBHE MOJJICPKKH KIACCUUECKUX KPUITOAKTUBOB;

— TEXHHMYECKas CIIOKHOCTh KPOCCUEHH-UHTErpaIii.

1.1.2 ITocranoBKa 3aga4uu

[{enbro BBITyCKHON KBaIM(PUKAITMOHHONW pabOoTHI siByisieTcst pa3paboTka Android-
npwioxenuss «BETUS», mnpennasHadeHHoro Jjisi  0€30IacHOrO  yIpaBJlCHUs
mubpoBbIMU akTUBaMH B ceTsx Bitcoin, Ethereum u Tokenax cranmapta ERC-20
(USDT).

[IpunoxeHne AOJKHO MPEACTaBIATh COOOW HEKACcTOJHaIbHOE MPOrPAMMHOE
pelieHne, B KOTOPOM MPUBATHBIE KIIOYM T€HEPUPYIOTCS, XPAHATCS B 3alIU(PpOBAHHOM
BUJI€ U 00pabaTHIBAIOTCS UCKIIOYUTEIBLHO Ha YCTPOWCTBE MOJIb30BaTeNs 0€3 nepeaayu
Ha BHEIIHUE cepBepbl. OCHOBHOM yNOp MU NPOEKTUPOBAHUY JI€TIAETCS HA 00ecrieueHune
uH)OpPMAITMOHHON 0€30MacHOCTH, YIO0OCTBO TIOJB30BATEIBCKOTO UHTEpdeiica u
BO3MOKHOCTh TOHKOU MEPCOHAITM3AIMN BHEITHETO BHJIa U TIOBEJACHUS MTPUIOKECHUS.

OyHKIIMOHATIbHBIE TPEOOBAHUS TIPUIIOKEHUS

— BO3MOHOCTb CO3/IaHUSI HOBOTO KOIIIETbKa WM MPUBS3KA CYIIECTBYIOIIETO TI0
seed dpa3ze;

— peanu3anys 0€30MacCHOrO0 XPaHEHUs U 3allUThl KOHQUIECHIIMATbHBIX JTaHHBIX;

— peanuzaiysi (yHKIMOHANA OTHPABKA U TMOJYYEHHS] KpPHUITOBAIIOTHL C
ucnoyab3oBanueM QR-kona;

— BO3MOHOCTb IPOCMOTPA UCTOPUHU TPAH3AKIUI U €€ OUHILECHUE;
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— oOecrieueHne NPUBATHOCTU OTOOpaKEHHUs] AAHHBIX (CKpbITHE (UHAHCOBBIX

nokasaresen);

— MOJJEPkKKa MYJIbTUA3BIUHOCTH (MHTEpHALIMOHAIN3ALINA );

— HaJIMYHUE WHCTPYMEHTOB YIIPABJIEHUS YUETHOM 3allMChi0 M OE€30MacCHOCTHIO

(KacTOMHM3alMs BHEIIHETO BUAA MPUIOXKeHHsS U cMeHa PIN-koza);

— TIPWIOXKEHUE JOJKHO oOecrneurBaTh KOPPEKTHYI0 padboTy ¢ 0a30BBIMU

kpunroaktuBamu (BTC, ETH, USDT);

— OTOOpa)K€HUE AaKTyallbHOM CTOMMOCTH AaKTHUBOB C wucHoJib3oBaHueM API

3ampoCoB ¢ Pa3OMBKOM MO TOKEHAM M OOIIEH CyMMOi;

— HaJIM4YMe cepBepa JJis LeHTpatu3upoBanHoro ynpasienus API 3anpocamu.

Ha pucynke 4 npencraBieHa guarpaMmMa HUCIOJIb30BaHUS TPUIOKEHUS.

OTnpaeka
KpUNTOBAMNKTHI

Co3naHue HoBoro

KOLENbKA MonyyeHue

KpUATOBanOThl

MpocmoTp 6anaxca

Monb3oBaTgnb

AsTopu3auma

{
POCMOTP MCTOPHM

TpaH3aKkyMA

MpwsA3zka
CyLecTayroLWwero
KOLEenbKa

Hactpoiku

J
h
;
J
Cmena useta
; TekcTa
;
: { CwmeHa nuH-kona
' ,"
" "’
!
J
!
|

O4MCTKa UCTOPMK
h TpaH3aKLMiA
/
h
/

CKpbITHE MK
- packpeITHe
- BanaHca
CmeHa uBeTa
KHOMOK
"4 Bbixoa 13 akkayHTa

' .
v N

' .

" Y

V .

: .

" N

H .

' ~

: -/ CmeHa usHTa
' TEMBI

|

CmeHa Asblka

Pucynok 4 — UML-nuarpamMmma npereneHToB

Texunueckuii TpeOOBaHUS MPUITIOKEHUS:

— HaJIMYUC HMHTCPHCTA JId OCYLICCTBJIICHUA OTIIPABKH TOKCHOB, 0T06pa)KeHI/I$I
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aKTyaJlbHOM CTOMMOCTU aKTUBOB U OTOOPaXKEHUsI HOBBIX TPaH3AKIIHIA;

— MOOWJIBHOE YCTPOMCTBO € OTNEparmoHHO cuctemoit Android Bepcun He HUXKE
6.0 (API 23);

— HAJIMYHE CKaHepa OTIeYaTKa Mablia s Ay TCHTU(UKAIIAMT;

— HaJIM4YMWe KaMmepbl (OMIMOHAIBHO) [JIs OCYIUECTBICHUS TpaH3aKIHMid ¢
nomoibio QR xona;

— Hanuuue 2 I'b omepatuBHOM mamsatu (RAM) u okono 100 Mb cBoGoaHOTO
MeCTa BO BHYTPEHHEM XPaHWIHILE AJISI KIMIUPOBAHUS JaHHbBIX;

— BBIJAHHBIE pa3pEeIICHUS IS KaMEPHIL.
1.2 Bb100p MHCTPYMEHTOB pa3padoTKu

B nanHom paszene OyayT paccMOTpEeHbI U 00OCHOBAaHbI OCHOBHBIE MHCTPYMEHTHI
pa3pabOTKH, HCNOJb30BaHHbIE MPU  peaju3aludud  [OPOTPaMMHOTO  KOMIUIEKca
«MynbTuBantotHelii  kpuntokomenek BETUS». Kommuekc coctour W3  IBYX
KOMIIOHEHTOB: KJIHEHTCKOTO Android-mpuiioxeHuss 1 BCIOMOTaTeIbHOTO CEPBEPHOTO
MOMYJIS 11 arperalyy JaHHBIX O PBIHOYHBIX Kypcax. /(s kakIoro KoMmoHeHTa Obul
NpoBeNEH CpPAaBHUTENbHBI aHadu3 JOCTYNHBIX Cpel pa3padOTKu U BBIOpaH
OINTUMAaJIbHBI UHCTPYMEHTAPHUH.

1.2.1 Boibop cpeasl pa3pabOTKU KIUEHTCKOM YacTu

KnroueBbiM 3TanoMm mnepen HavyalloM peai3alud MOOWIBHOTO MPUIOXKEHHS
ABJISIETCS] BBIOOP MHTErpupoBaHHOM cpenbl pazpadbotku (IDE). beutn paccmoTpens Tpu
HauOoJiee pacrnpocTpaHEHHbIE Cpedbl, MpuMeHsieMble st co3nanus Android-
npuiioxkenuit: Microsoft Visual Studio, IntelliJ IDEA u Android Studio.

1.2.1.1 Microsoft Visual Studio

Microsoft Visual Studio — 310 MHOrOQyYHKIMOHAIBHAS HUHTETPUPOBAHHAS Cpea
pa3paboTku kopmnopauud Microsoft, mpeaHazHaueHHas I CO3JaHMS, OTIAIKU U
pa3BEPTHIBAHUSA MPOTPaMMHOTO obecnieueHus HAa  PAa3IMYHbIX A3bIKaX

nporpaMMmupoBanuss W Tuiarpopmax. bmaromaps pacmmpenmro  Xamarin - cpena
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MO3BOJISIET BECTU KpOcCC-MIaT(GOpMEHHYI0 MOOWUIBbHYIO pa3pabOTKy, BKJIOUas COOPKY
nox Android [1].

[IpeumymectBa Microsoft Visual Studio:

— TOJJEep’KKA IIMPOKOTO CHEKTpa s3bIKOB IporpammupoBanus (C#, C++, F#,
JavaScript u np.) u mnardopwm;

— 1iyOokas MHTerpamus ¢ o0JlauHbIMU cepBucamMu Microsoft Azure u cuctemoit
KOHTpoJis1 Bepcuit Azure DevOps;

— MOUIHBIE HHCTPYMEHTHI NMPO(OUIUPOBAHUS U OTIAAKU KOJa, BKIIOYAs aHAIU3
IPOU3BOIUTEIBLHOCTH U MOTPEOICHUS TAMSTH.

Henocrarku:

— BBICOKME CHCTEMHbIE TpeOOBaHMA, YTO MOXXET NPHUBECTH K CHIDKCHHIO
MPOU3BOAUTENBLHOCTH TIpU padboTe ¢ amynsTopamu Android Ha KoMIIbIOTEpax CpeaHE
MOTIIHOCTH;

— CIIOKHOCTb HACTpPONKM OKpYyKeHus mjisi HaTuBHOM Android-pa3paboTku Ha
Java/Kotlin no cpaBHeHHIO CO CHEMATIN3UPOBAHHBIMU CPEIaMU;

— orpaHuydeHHas (QyHKIMOHaIbHOCTH OecruiaTHOM Bepcuu (Community Edition),
a TaKke HEOOXOAUMOCTh MPUOOPETeHHs] TUIATHOM JHUIEH3UM [Jsi JOCTyNa K
pacIIMPEHHBIM KOPTIOPATUBHBIM BO3MOXKHOCTSIM.

1.2.1.2 IntelliJ IDEA

Intelli] IDEA — 510 wWHTeIUIeKTyalbHas cpeaa pa3padOTKH OT KOMIIAHHHU
JetBrains, opueHTHpOBaHHas MpEeUMyLIECTBEHHO Ha s3bIkM Java u Kotlin. OHa siBiisieTcst
6azoBoii mimarpopmoit s Android Studio W MMPOKO UW3BECTHA CBOUMU
BO3MO>KHOCTSIMHU CTaTUYECKOTO aHainu3a U peakTopuHra Koja.

[Tpeumymectsa IntelliJ IDEA:

— TPEeBOCXOJIHAs MOJeprKKa A36IKOB Java u Kotlin, BkiIrouast HHTEIEKTyaabHOE
aBTOJIOTIOJTHEHUE, aHAJIU3 «HA JIETY» U 0€30TMacHbIi pedakTOpUHT;

— TuOKas CUCTeMa IUIarMHOB, TO3BOJISIONIAS PACHIMPUTH (HYyHKIMOHAIHHOCTD
Cpenbl NMoJ KOHKPETHbIE 3a/1a4l;

— eIHMHAas DKOCUCTEeMa C ApyTuMH rnpoaykramu JetBrains, uto yao6Ho npu padote
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HaJl MHOTOMOAYJIbHBIMH IIPOEKTaMHU.

Henocrarku:

— BBICOKHE CHCTEMHBIE TpeOoBanus, aHanornuneie Android Studio, uto mosxer
3aTpyAHUTH pabOTy Ha ycTapeBlIeM 000pyI0BaHHM;

— W30BITOYHBIM (PYHKIMOHAT W CJHOXKHBIM HMHTepQEhc I HAYMHAIOIIHUX
pa3pabOTYMKOB; HACTpOIKa OKpy KeHus 1 Android-pa3paboTku TpeOyeT yCTaHOBKHU U
KOH(QUTYpAIMX TOTIOJTHUTEIHHBIX TUTaTHHOB;

— monHo(dyHKIMOHaIbHas Bepcus Ultimate sBisieTcs miaTHOM, a OecruiaTHas
Community Edition He BkiItouaeT B ceOsl CHEMATU3UPOBAHHBIE HHCTPYMEHTHI IS
Android-paspaboTku, npucyrcrBytomue B Android Studio.

1.2.1.3 Android Studio

Android Studio — 310 o¢uIMaTbHas UHTErPUPOBAaHHAS Cpela pa3pabOTKU IS
mwiatgopmel Android, co3zmannas kommnanuei (Google Ha OCHOBE OTKpPBITONM BEpCUU
IntelliJ IDEA. Ona npegocTaBisieT MOJHBIA HA0OP MHCTPYMEHTOB, HEOOXOUMBIX JIJIsI
NPOEKTUPOBAHUS, KOJUPOBAHHUS, OTIAIKU U TECTUPOBAHUS MOOMIBHBIX MPUIT0KEHUH.

IIpeumymiecrsa:

— mnonHas u OecmioBHast uHTerpamus ¢ Android SDK, smynaropamu ycTpoicTB u
yTWIMTaMu KoMaHaHou ctpoku (ADB, Gradle);

— BCTpoeHHbIN penakTop MaketoB (Layout Editor) ¢ monnepxkoi BU3yanibHOTO
KOHCTpyupoBaHus uHTepdeiicoB (Drag-and-Drop) u mpeampocMoTpa Ha pa3THYHBIX
KOHUTYpaIMIX 3KPaHOB;

— MoIuHbli npodunupoBiuk npousBoautensbHoctn (CPU Profiler, Memory
Profiler), Heo6X0auMBIiA 1711 ONTUMH3ALMK KPUNITOTPAPUUECKUX OMEpalii U CETEBBIX
3aIpoCOB;

— HaTUBHas TMojaepxkka cuctembl cOopku Gradle, uTto ympoiiaer ymnpaBieHHE
croporanMu Oubimorekamu (Web3j, Bitcoin], BouncyCastle), ucmoms3yembiMu B
NPOEKTE;

— perynspubele oOHoBieHus oT Google, obecneunBarone COBMECTUMOCTh C

HOBeHmMMU BepcusiMu APL.
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Henocrarku:

— BBICOKOE TIOTpEOJICHHE ONEepPaTUBHON MaMsATH U PECypcoB Mpoleccopa,
0COOEHHO IPU 3aITyCKe HECKOJIBKHUX dMYJISITOPOB OJTHOBPEMEHHO;

— OpHEeHTalusl WCKIIoYUTeNbHO Ha mmiaTtdpopmy Android m orpanudeHHas
NOJ/IepKKA APYTUX A3bIKOB M TEXHOJIOTUH 3a MpeieIaMi MOOMIbHON 3KOCUCTEMBI.

B kauecTBe cpenpl pazpabOTKH KIMEHTCKOW 4acTH MpoeKTa Oblla BhIOpaHa
Android Studio. /lannblil BEIOOp 00yCIOBIEH HEOOXOAUMOCTBIO UCIIOJIb30BaHUS
CHEIMATU3UPOBAHHBIX UHCTPYMEHTOB AJisi paboThl ¢ Android SDK, BcTpoennoi
noaepkkoit si3pika Kotlin (Ha KoTopoM HamucaH MPOEKT) U YIOOHBIM yIpaBIeHUEM
3apucuMocTsaMu uepe3 Gradle, 4To KpUTHUECKH BaXXHO MPHW MHTErPAIMd MHOXKECTBA
Kpunrorpaguueckux M cereBbix OuOIMoTeK [3].

1.2.2 Beibop cpenbl pa3pabOTKH CEpBEPHOM YacTu

CepBepHas 4acTb NMPUIOKEHUs IMPEACTaBIseT COOOM JIETKOBECHBIH MOAYJIb Ha
S3bIKe Java, TpeaHa3HAUYCHHBIM JJIS arperailyy JaHHbIX O PBIHOYHBIX Kypcax U
KOLIMpOBaHUsT MHpOpMaIuK, noaydaemMoit ot myOnuuHbeix API. Jlns ero peanuzanuu
OBLTM paccMOTpeHBI JBe momyJsipHbie OecriathHeie cpenbl: Eclipse IDE u Apache
NetBeans [2].

1.2.2.1 Eclipse IDE

Eclipse — 310 MoayabHas cpema pa3pabOTKH C OTKPBITHIM HCXOJHBIM KOJIOM,
UCTOPUYECKH SIBIISIIONIASCS OJIHOM W3 TEPBBIX MOJHOIEHHBIX IaTdopMm s Java-
pazpaboTtku. OHa obJiaiaeT THOKOM apXUTEKTYpOil, OCHOBaHHOU Ha ruiaruHax OSGi.

[Tpenmymiecrna:

— IIMpOKash pPacnpoCTPaHEHHOCTb U OTPOMHOE KOJIUYECTBO OOYYaroluX
MaTepHUaJIOB U IJIaTMHOB B OTKPHITOM JOCTYIIE;

— OTHOCHUTEJIBHO HM3KOE NOTPEOJIEHHE CHCTEMHBIX PECYpPCOB IO CPABHEHHIO C
aHaJIOTaMu;

— OecmiaTHOE pacnpoCTPaHEHUE U OTCYTCTBHE JIMIIEH3UOHHBIX OTPAHUYECHHM.

Henocrarku:

— YCTapeBIIMA U TeEperpyXeHHbI UHTepQeic, TpeOYIoMMUil NPUBBIKAHUS U
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JOTIOJTHUTENTbHOW HACTPOUKH pabouuX MEPCHEKTUB;

— MEHEE MHTEJJIEKTYaJbHOE aBTOJOINOJHEHWE U CTATUYECKUH aHalu3 Koja 10
cpaBHeHHIO ¢ npoaykramu JetBrains u NetBeans;

— CIJIOKHOCTU C HACTPOMKOW COOpPKHM M 3aIlycKa MPOEKTOB 0€3 MCHOJIb30BAHUSA
Maven/Gradle (pyunoe ynpasinenue classpath).

1.2.2.2 Apache NetBeans

Apache NetBeans — 310 cBOOOJHAas HWHTErpHpPOBaHHAs cpeaa pa3pabOTKH,
noanaepxkusaemas pougom Apache Software Foundation. Ona n3nauanbHO co3gaBajiach
Kak HMHCTPYMEHT s Java-pa3paOoTKu M MNPEOCTaBiseT MOIIHBIE CpEeACTBa IS
CO3/IaHUS JIECKTOITHBIX M BEO-TIPHIIOKEHUI.

[IpeumymiecTna:

— BCTpPOEHHAsI MOJJIEpKKa cucTteMbl cOopku Maven n Ant «u3 KOpOOKW», YTO
yIPOILAET YIPABIECHUE 3aBUCUMOCTSIMU CEPBEPHOIO MO JIS;

— BBICOKOE KaueCTBO peakTopa koja Java ¢ pyHKIMIMU pedaKkTOpHUHra, MOUcKa
WCIIOJIb30BAHMS U HABUTALIMK 110 UEPAPXUU KITACCOB;

— ynoOHbI Bu3yanbHbIH KOHCTpYkTOp Swing GUI (Matisse), KOTOpbIii MOXKET
OBITh HCIIOJIB30BaH MPU HEOOXOJAMMOCTU CO3JaHUS AJIMUHUCTPATUBHOW TMaHENIU
MOHUTOPHHTA;

— TOJHOCTBIO OecryiaTHas JUIEH3UA U CTa0WibHasg pabdoTa Ha Pa3IUIHBIX
ONIEPALIMOHHBIX CHUCTEMaX.

Henocrartku:

— MeEHbIIasg TOMyJISPHOCTh B KOPIOpATUBHOM cpene mo cpaBHenuto ¢ Intelli]
IDEA Ultimate;

— MeaJieHHee BHEIPSeT MOJAJEPKKY HOBEHIIMX Bepcuil crnienmdukanuii Jakarta
EE 1o cpaBHEHHIO C KOHKYpEHTaMH.

B xauecTtBe cpespl pa3paboTKu cepBepHOM yacTu ObUT BhIOpaH Apache NetBeans.
JlanHbiil BEIOOp 0OOOCHOBAH €ro MpOCTOTOM HacTpoilku 1is uynucroro Java SE mpoekra,
OTJIMYHOW uHTerpanmuet ¢ Maven (ucnolsib3yercss AJisl YIpaBiI€HUS 3aBUCUMOCTIMHU

JSON-napcepoB u HTTP-kinueHtoB) u oTcyTCTBHEM HEOOXOAMMOCTH MPUOOpETeHUS
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KOMMEPYECKOM JIULICH3UH.

1.2.3 BeiOop sA3bIKa MPOrpaMMHUPOBAHUS

B pamMkax nmaHHOrOo mpoekTa pa3paboTka Belach JIs JIByX KOMIIOHCHTOB:
KIueHTckoro Android-mpuinokeHuss U CepBEpPHOTO MOAYJIA arperainuu JaHHbIX. Jlis
Ka)XXJOTO M3 HUX OBUIM MPOAHAIM3WPOBAHBI JIBAa KIIFOYEBBIX $3bIKA, MPUMEHSIEMBIX B
skocucreme Java Virtual Machine (JVM): Java u Kotlin.

1.2.3.1Java

Java — 9T0 0OBEKTHO-OPHEHTUPOBAHHBIA S3BIK MPOTPAMMHUPOBAHUS OOIIEro
Ha3HaueHus, pa3paboTaHHblil Komnanuend Sun Microsystems (HbiHe Oracle). C MmoMenTa
nosinenus mwiatdhopmel Android u 1o 2019 roga Java sSBisCS OCHOBHBIM SI3BIKOM JIJIS
HamucaHusg MOOWIBHBIX NpWIOXKeHud mnoj ynpasieHue nanHoit OC. bnaromaps
MHOTOJIETHEH HCTOPUM UCHOJb30BaHUA, SI3bIK 00JIalaeT Pa3BUTON HKOCUCTEMOM,
OTPOMHBIM KOJMYECTBOM TMPOBEPEHHBIX BPEMEHEM OHOJIMOTEK W OJHUM U3 CaMbIX
00JIbIINX COO0IIECTB pa3pabOTUYUKOB B MHpE.

IIpeumyiecta s3bika Java:

— OTPOMHBIM O00BEM HAKOIUIEHHBIX 3HAHUM, y4EOHBIX MaTEpHaAIOB M PEIICHUI
TUIMOBBIX MPOOJIEM MO3BOJISIET 3HAYUTEIHLHO YCKOPUTH MPOIIECC pa3padOTKU U OTIIAJIKU
KOJa;

— Ooraras »kocucTteMa OumOnamoTek. Jlms Java HammcaHO KOJOCCAJIbHOE
KOJIMYECTBO oOpen-source (PpeiMBOPKOB W YTHWIWT, BKJIIOYash Kpunrtorpaduueckue
npoBaiiziepsl (Bouncy Castle) u unctpyMeHTsl aiisi paboThel ¢ OnokueitHoMm (Web3j,
Bitcoin]J), akTUBHO MCHOJIb3yEMbI€ B HACTOSIIIIEM MPOEKTE;

— BBICOKAs MPOU3BOJAUTEIBLHOCTh U CTAaOMIBLHOCTh. baronaps JIT-kommunsimm
B BupTyanbHOil MamuHe ART (Android Runtime) u 3penoctu komnuisitopa, Java-kon
JEMOHCTPUPYET CTAOMJIbHYI0 M BBICOKYIO CKOPOCTH BBIIOJHEHHS, UYTO KPUTUYECKHU
BAXXHO [JI BBIYMCIMUTENBHO EMKHUX OINEpaluii, TakKuX KakK IMOJIMUCh TPaH3aKUUd U
reHepanusi KpUnrorpaguueckux KIrouei;

— KkpoccmiargopmeHHocTh. [Ipuammn «Write Once, Run Anywhere» (WORA)

MO3BOJISIET UCTIOJIH30BaTh OJWH M TOT K€ Java-KoJ Kak Ha CepBEpHOM cTOpoHE (B cpele
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JVM), Tak ¥ B KIMEHTCKOM MPHIOKEHUH, YTO OBUIO MCIOJb30BAaHO TPHU pa3paboTKe
cepepHoro moayJist Ha NetBeans.

Henocrarku s3pika Java:

— mHorocnoBHOCTh (Boilerplate Code). Ilo cpaBHeHHIO C COBpEeMEHHBIMU
A3bIKaMM, CHUHTAKCHUC Java TpeOyeT HamucaHus OOJIBIIOTO KOJWYECTBA IIa0JIOHHOTO
KOJIa JUIsl peain3aliy MPOCThIX KOHCTPYKIMMA (T€TTEphl, CETTEPhl, KOHCTPYKTOPHI), YTO
yBEIUYUBAET 00BEM UCXOIHOTO (haiiia U yCIOXKHIET €ro BOCIPUSITHUE;

— npobnema HyneBbix cchUIok (NullPointerException). OTcyTcTBHE BCTpOEHHOM
Ha ypOBHE s3bIKa 3aIIMUTHl OT nhull-3HayeHWil SBISIETCS YacTOW NPUUMHOW Kparen
NPWIOKEHUH BO BPEMs BBIOJTHEHUSI, YTO TPEOyeT OT pa3padOTUYHKa JOTIOJIHUTETbHBIX
IPOBEPOK U OCTOPOIKHOCTH.

1.2.3.2 Kotlin

Kotlin . — »93T0  cOBpeMeHHBIH  CTATUYECKH  TUIMHM3UPOBAHHBIA  SI3BIK
nporpaMMHpOBaHus, padpaboranublii koMmmanued JetBrains. Hauunas ¢ koHbepeHuu
Google I/0 2019, Kotlin 00bsBIIeH NPUOPUTETHBIM S3BIKOM JJi pa3paboTku Android-
npunoxxenuit (Kotlin-first). On mosHOCTBIO coBMecTuM ¢ Java Ha ypoBHe OaiT-kojda U
NpU3BaH yCTPaHUTh (PyHIIaMEHTaJIbHbIE HEAOCTATKU MpEAIIeCTBEHHHKA, oOecreuuBas
0oJiee TaKOHUYHBIM U 0€30TMAaCHBI CHHTAKCHLC.

[IpenmymectBa s3bika Kotlin:

— nakoHW4HOCTh cuHTakcuca. Koa na Kotlin B cpennem na 30-40% kopoue
SKBUBAJIEHTHOTO Java-koJa, 4YTO TOBBIIIAET YUTAEMOCTh U CHUXKAET BEPOSTHOCTh
omnOoK. B npoekre 3T0 akTUBHO npumeHsiercsa npu onucanuu Ul-noruku B Activity u
Fragment;

— BcrpoeHHass 3amurta oT NullPointerException. Cuctema Ttunos Kotlin
paznenser nullable u non-nullable nepemenHsle Ha ypOBHE KOMOWISIIUM, YTO
NPAKTUYECKU TMOJTHOCTHIO MCKIIOYAET PHUCK BO3HUKHOBEHHSI OIIMOKM JIOCTyHa K
HYJIEBOM CCBUIKE B PaHTaNME;

— moyiHasgs coBMecTuMocTh ¢ Java (Interoperability). Kotlin mo3Bonsier

6eCHpeHHTCTBeHHO BbI3bIBATb JaVa-KO,Z[ N HCIOJB30BaTh BCC CYIICCTBYIOIIUC
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Ooubnuoreku 0e3 JOMOJHUTEIbHBIX 00EPTOK. B pamkax mpoekra Ha Kotlin Hanmucansl
HOBBIE MOJAYJHU (HampHuMep, JOTUKA YIIpaBJieHus 0alaHcoM M HacTpoilku mHTepderica),
B TO BpemMsa Kak Java-koJ OTBeYaeT 3a B3aUMOJCHUCTBUE C  TKEIBIMU
Kpunrorpapuueckumu OMOJIMOTEKAMU;

— noanepxka kopyTud (Coroutines). Hanuduue BCTpOEHHOTO B SI3bIK MEXaHU3Ma
ACHHXPOHHOTO TPOTPaMMHPOBAHUSI TIO3BOJISIET THCATh HEONOKUPYIOMIMA KOJ B
HociaeA0BaTeIbHOM (MMIIEPATUBHOM) CTHJIE, YTO YIPOIIAET BBINOJTHEHHUE CETEBBIX
3arpocoB k Etherscan u Blockstream 6e3 0110kupOBKH 10TB30BaTENBCKOT0 HHTEP(EiCa.

Henocratku si3pika Kotlin:

— ckopocTh nostHOM cOopku. Kommumnsinus Kotlin-nipoekTa MOKeT BBITOTHATHCS
HEMHOTO JOJIbIIIE IO CPABHEHUIO C YUCTHIM Java-MpoeKTOM aHAJIOTMYHOTO pa3Mepa;

— MEHbIIMKA O0BEM MOKYMEHTAIlMH ISl Y3KOCTICIUATIM3UPOBAHHBIX — 3aj1ad.
HecmoTpst Ha CTpEeMHUTENBHBIA POCT TMOMYJSPHOCTH, B HEKOTOPBIX HUIIEBBIX
6unbnuoTekax (0COOEHHO cTapbIX BepcHii Kpunrorpadhudeckux GpperiMBOPKOB) MPUMEPHI
UCNoJb30BaHusg Bc€ emé mpeoOnagaroT Ha Java, 4YTO MOXeT mnoTpeboBaTh
JOTIOJTHUTEbHOTO BPEMEHHU Ha aJalTaluIo.

1.2.4 BbiOop apXHUTEKTYyphI MPUITOKEHUS

Br160op apXHUTEKTYphl — 3TO BaXKHBIH M HEOOXOIUMBIN 3Tal pa3padOTKU KaXKI0TO
npunoxenuss. C e€ MOMOUIbIO ONpeAensercs CTPYKTypa, B3aUMOJICHCTBHE MEXIY
KOMIIOHEHTaMU TPUIOXKEHHUS, a Takke oOmas ynpasiseMocTb mpoekTa. Ilpu
pa3paboTKe MYyJIbTUBAIIOTHOTO KPUIITOKOIIENbKa Obula BeiOpaHa apxutektypa MVVM
(Model-View-ViewModel), koTopast siBIsieTCS OJHAM W3 HauOOJIee PEKOMCHyEeMbIX H
HIMPOKO MPUMEHSIEMBIX apXUTEKTYPHbIX 11a0a0HOB /yis atr@opmel Android. JlanHblid
mablioH pasfeiser MNpPUIoKEHHWE Ha TPU OCHOBHBIX KOMIIOHEHTAa: MOJIENb,
npe/CTaBICHUE ¥ MOJIeb IpecTaBieHus [4].

Model (Moaensb) — 3T0 c10i, OTBEUArOIMi 3a MPEACTABICHUE JaHHBIX U OU3HEC-

JOTUKY NpPWIOXKEHUs. B KOHTekcTe pa3pabOTaHHOTO KOUIENbKa MOJENb BKIIOYAET B

ceOst:
— MEHEIKEPHI 151 PENo3UTOpUH, TaKue KaK BalanceManager,
Jluct
[y 1.090301.29.001 113 1
Wzm. | JIuct] Ne moxym. |Ilognucs] /lara




TransactionHistoryManager, EthereumTransactionChecker u
BitcoinTransactionChecker;

— HMCTOYHMKH JaHHbIX: myOnunuHble APl Gnokueitn-o0o3peBareneii (Blockstream,
Etherscan) s monmyuenust ”HGOpMAIMK O TPAH3AKIUSIX U COOCTBEHHBIN JIETKOBECHBIM
cepBep AJIsl MOJYyUYEHUS aKTyaJbHBIX PBIHOYHBIX KypPCOB;

— JIOKaJIbHBIE XpaHWIHINA: (aioBas cUCTeMa BHYTpPEHHEH MaMsATH yCTPOMCTBA
Ui 3aliu(pOBAHHOTO  XpaHEHUsl MNPUBATHBIX KIoued U seed, a Takxke
SharedPreferences s coxpaHeHHUs] MOJIb30BAaTENbCKUX HACTPOEK (TeMa, S3bIK, I[BETa
uHTepdeiica) u ciyxkeOHbIX (hraros.

Mojenp MoTHOCTHIO HE3aBUCHMA OT MPECTABICHUS U HE COJIEPIKUT CChUIOK Ha
Ul-xomnonenTsl. E€ rnaBHOM 3amauel sIBISETCS MPEAOCTaBIECHUE YHUCTBIX, TOTOBBIX K
OTOOpaXEHUI0 JIaHHBIX uepe3 HaOmwogaembie 00bekThl (LiveData, StateFlow) wu
BBITMIOJIHEHUE OTEepaluidi M0 U3MEHEHHUIO COCTOSIHUS (Hampumep, MOJAMUCh U OTIIpaBKa
TpaH3akiuu, mudpoBaHue Kitodei). biaarogaps Takoi U30JSIMH MOJIENb MOXKET ObITh
JIETKO MPOTECTUPOBAHA U TIOBTOPHO KCIIOJIb30BaHa B PA3JIMUHBIX YaCTSIX MPUIOKEHUSI.

View (IlpencraBnenne) — oTBeUaeT 3a OTOOPaKEHHE JAHHBIX MOJIL30BATEIIO U
00paboOTKy TMOJB30BaTENLCKOTO BBOJA. B pa3paboTaHHOM NPUITOKEHUH CIOU
NpeACTaBICHUsS pealu3oBaH B BuAe HaOopa Activity (mampumep, MainWindow,
HistoryAction,  SettingsActivity) ¥  KacTOMHBIX  JJIEMEHTOB  uHTepdeiica.
[IpencraBnenne mNOANMMCHIBAETCA Ha HAOMIOJAEMbIe JIaHHBIE, TPEIOCTaBIIsIEMbIE
ViewModel, u aBTOmMaTnuecku OOHOBISET MOJIb30BATENbCKUN HHTEpPENC MNpH HUX
U3MEHEeHUU. B 3ajaum npeacTaBieHus] TaKKe BXOJIUT:

— oToOpaxxeHue 6anaHCOB, UCTOPUU TpaH3akuuid U QR-K010B;

— TIepexBaT JEUCTBUM mMoOJib30BaTens (HaxaTtws KHOMOK, BBOJ PIN-kona,
ckaanpoBanue QR-kom0B) u nepegaya komana Bo ViewModel;

— YNpaBJICHHE BU3YaAJIbHBIMU COCTOSHUSIMH (MHIUKATOPHI 3arpy3KH, COOOIIECHNUs
00 omuoKax).

KiroueBoit 0COOEHHOCTHIO TPENICTABIICHUS SIBJISIETCSI TO, YTO OHO HE COJEPIKHT

OW3HEC-JIOTUKU M HE MPUHHUMAET pEUIeHUuil O TOM, Kak 0o0palarbiBaTh JaHHbIe. Bes
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JOTHKa HaBUrauuu v (opMaTUpOBaHUs 3HaYEHUI BbIHeceHa nubo0 B ViewModel, nubo
B YTWJIHTapHBIC KJIACChI, YTO JIeJaeT CJIOW MPEeACTaBICHUS MAaKCHMAaJIbHO TOHKUM H
JIETKUM IS MOTU(DUKAITIH.

ViewModel (Monens mpeacTaBieHusi) — SBISETCS CBSA3YIOIMIUM 3BEHOM MEXKIY
MOJENbI0 M TPEICTABICHWEM. OJTO KOMIIOHEHT, KOTOPBIA XpaHUT W YyIpPaBISIET
JAaHHBIMHU, HEOOXOJMMBIMU JJIi OTOOpaXKEHUS Ha DKpaHe, U MEPEKUBACT HU3MEHEHUS
KOH(Urypamu ycTpoicTBa (Hampumep, MOBOpPOT 3kpaHa). ViewModel mnomnyuaer
3ampochl OT TPEACTaBIICHHs (HAmpuUMep, «OOHOBHUTH OalaHC» WU «OTIPABUTH
TpaH3aKIMo»), oOpaiaercss K COOTBETCTBYIOIIMM KOMIIOHEHTaM MOJENTU IS
BBITMIOJIHEHHUSI OMEpali U MPEAOCTaBISET pe3yJbTaT 00paTHO MPEACTaBICHUIO B BHJIE
PEaKTUBHBIX MMOTOKOB JaHHBIX. BaxkHo oTMeTUTH, 4yTOo ViewModel He coepKUT CChLUTOK
HAa KOHKpeTHble View wim Activity, uto oOecrneyunBaeT €€ HE3aBUCHUMOCTh OT
xu3HeHHoro 1ukiaa Ul u npenoTBpamiaer yreuku namsTy.

B3anmoneiictBue Mexay kommnoHeHTamu MVVM opraHu3oBaHO CIIEAYIOMIUM
oOpazom:

— mnpexacrasinenne (Activity) nmoamuceiBaetcss Ha LiveData wnm StateFlow Bo

ViewModel;

—  TIOJB30BaTeNb COBEPIIACT JCHCTBHE;

— TpPEeJCTaBJICHUE BBI3BIBAET COOTBETCTBYIONIUNA MeToa ViewModel;

— ViewModel 3amyckaeT acMHXpPOHHYIO OTNEpaIuio, JEIETUPYs BBINOJHEHHUE
CIIOI0 MOJICIH;

— MOJelb BBIMOJHIET CETEBOM 3ampoc WIM KPUNTOTpaGUUECKYyH0 OIepaluio,
COXpaHSeT pe3yJbTaT B JIOKaJIbHOEC XpaHwiuile (daiin HCTOpurd WIH
SharedPreferences) u Bo3Bpariaer nqanasie Bo ViewModel;

— ViewModel oOHOBIsET HAOIIOAAEMBbIE TOJIS JAHHBIX

— TPEACTABJIICHHE AaBTOMATHYECKU IMOJy4aeT yBeAOMJEHHE 00 H3MEHEHUU U
MIEPEPHUCOBBIBAECT UHTEPPEIIC.

[IpeumyiiecTBa HCMONAB30BaHUSI aApXUTEKTypHOro madnmona MVVM  nns

pa3pa60TaHHOro KpUNTOKOIICIIbKA BKIIFOUAKOT:

JInct

Wzm. | JIuct] Ne moxym. |Ilognucs] /lara

II'Y 1.090301.29.001 113 23




— 4éTKoe pazjelieHne OTBeTCTBeHHOCTH. Koa, oTBeudarommuii 3a mudpoBaHue
KJIIOUe U CeTeBOE B3aMMOJICMCTBHE, H30JIMPOBAaH B MOJIENHU; JOTHUKA IMOJArOTOBKHU
nauubix 171 Ul — Bo ViewModel; a oTpricoBka — B npejicTaBIeHUN.

— YCTOMYMBOCTH K W3MEHEHUsSM KoHpuryparum. bmaromaps Ttomy, dYTO
ViewModel He yHuuTOXaercs IMpu MOBOPOTE dKpaHa, JaHHbIE O OajlaHCE WU UCTOPUU
TpaH3aKIUH COXPaHAIOTCS 0€3 He0OX0AUMMOCTH MOBTOPHBIX 3alIPOCOB K CETH;

— ynoOcTBO TecTUpoBaHusl. buzHec-noruka, MHKancyiaupoBanHas Bo ViewModel
U MOJIENIH, MOKET OBITh MPOTECTUPOBAHA C MOMOIILIO MOAYJIBHBIX TecToB (JUnit) 6e3
3amycka smyJsitopa Android;

— CHIKEHHE pHCKa yTeuek namsatu. OTcyTcTBHE NMPAMBIX cChUTOK n3 ViewModel
Ha Activity UCKIIIO4aeT ciydaiiHoe yjaep)kKaHue YHUUYTOKEeHHbIX UIl-KOMIIOHEHTOB B
namsTH;

— TOJJIEpPKKA PEAKTUBHOrO mnporpammupoBanus. Mcnonb3zoBanue LiveData u
kopyTuH Kotlin mo3BojsieT CTpOUTh aCHHXPOHHBIE IEMOYKH 0OpPabOTKU JaHHBIX, YTO
0COOEHHO BaXKHO MpHU paboTe C CETEBBIMU 3ampocaMmu K OnmokueitH-API, Bpems oTkinka
KOTOPBIX MOKET OBITh HEMPEACKA3yEMbIM.

Bribop B monb3y apxutektypsl MVVM o00ycioBieH HE TOJIbKO €€ cTaTycoM
PEKOMEHTyeMOro Moaxoaa st coBpeMeHHol Android-pa3paboTku, HO U CHEIUPUKO U
peanm3yeMoro  mpoekra. HekacTonuambHBIA ~ XapakTep — Komienabka — Tpedyer
MaKCHUMaJIbHON HaAE&KHOCTH U NPEICKa3yeMOCTH TOBEACHHS MPUIOXKEHHS, a YETKOE
paszeneHue CIOEB MO3BOJISIET MUHUMU3ZHPOBATh BEPOSTHOCTH OIMIMOOK, CBSI3AHHBIX C
HAPYIICHUEM J>KW3HEHHOTO IIMKJIa KOMIIOHEHTOB WM HEKOPPEKTHBIM YIIPaBICHUEM
COCTOSIHUEM.

Cxema narrepHa apxutektypbel MV VM mnpencraBinena Ha pucyHke 5.
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Cobbmua B UI CoBbiTHA W3MEHEHUA

__________________________ >| o MomEe

CoObITHA M3MEHEHKMA OBHoBNEHWE MOAENK
OaHHBIX )
View e e e e ViewModel Model

HaHHble
MonyyeHne gaHHbIX

Pucynok 5 — Apxurektypa MVVM
1.3 Peanuzanms npujioKeHust

1.3.1 I'paduueckuii uuTEpdEiic

JUist  Toro, 49TOOBI TPHUIOKEHHWE CMOIVIO MPHUBJICYD  IMOTCHIHUATbHBIX
MOJI30BATENIC, OHO JOJKHO 00Jagarh NPHUATHBIM JIH3AMHOM H  TIOHSATHBIM
uHTepPeiicom.

1.3.1.1 Layout

B Android Studio nans paspaboTku wuHTepdeiica HCIOIb3yeTCsl PeaakTop
xomroHoBku Layout Editor, xoTtopsli 3aaeiicteyer XML ¢ainbl. [ns peanuzanuun
nu3aitHa uHTepdeiica CTpaHUIl U BCIUTBIBAIOIINX OKOH, UCTIONB3YIOTCS CTHIIH, KOTOPHIC
XpaHATCS B MaIke ¢ pecypcamu — layout.

PaccMoTpuM HazHaueHUE BCEX CTUJICHU:

— activity_asset_set.xml — COmepKHUT CHOHCOK TOKCHOB JJIs COBEPIICHHS
UCXOJIAIICH TpaH3aKIIUHY,

— activity_asset_get.xml — comepXHT CIOHCOK TOKEHOB JUISI COBEPIICHHUS
BXOJISIIEH TPaH3aKIUH;

— activity_button_color.xml — comepuT CHHCOK I[BETOB Jisi BbIOOpa I[BETa
KHOTIOK;

— activity_connection_old_wallet.xml — coxep:xur 24 most ajis BBoaa seed mist
TIOJIKJTFOUCHUS YK€ CYIIECTBYIOIIETO KOIIESIbKA;

— activity_create_new_wallet_stagel.xml — coaepXUT HMHCTPYKLIHUIO IO

CO3JaHHUIO HOBOI'O KOIIICIIbKA,
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— activity_create_or_connect_walletxml — coxgepxxur crapToBO€  OKHO
NPUWIOKEHHUS C BBIOOPOM IMOJKIIFOUCHHS CYIISCTBYIOMIETO KOIIEIbKa WIN CO3JIaHHEeM
HOBOTO;

— activity_create_pin_code.xml — coxepxut okHo ¢ co3zmanuem PIN-koma u
MOJKIIOYEHUEM OMOMETPUH;

— activity_enter_pin_code.xml — coxepxut okHO ¢ BBogoM PIN-koma u
ouomerpuy;

— activity_get.xml — comepkut qr-KoJ JUIsl MOJTy9YeHUs] BRIOPAHHOTO TOKCHA;

— activity_history_action.xml — coiep>XHuT CIIUCOK BCEX BXOJMSIINX H HCXOISITUX

TPaH3aKUMN U KHOIIKY IO €€ OYUIICHUIO;

— activity_just send.xml — coxmepxur moyie a8 BBOAA aapeca KOIIEIbKa
HOJTyYaTess;
— activity _language_selection.xml — comep:kuT CHHCOK S3BIKOB (CHCTEMHBIH,

PYCCKHI, aHIJIMMCKUI, UCIIAHCKUM, KUTANCKUI, XUHAM) ISl IPUMEHEHHS HYKHOTO;

— activity_main_window.xml — comepKuT riaBHOE OKHO MPHIIOKEHHS, KOTOPOE
oToOpakaeT: 00IIYI0 M HHIUBHUIYaJIbHYIO CyMMY TOKEHOB B JJOJUIOPOBOM SKBUBAJIEHTE,
CIIMCOK TOKEHOB C MX aKTyaJIbHBIM KOJIMYECTBOM, aJPEC KAXKIOT0 TOKEHA, MEpexo] B
aKTUBHOCTb C HACTpOMKaMu, BBOJOM ajJpeca IMoJydaress, BbIOOPOM TOKEHa JIJIs
MOJTy4YEHUS, CKAHEPOM (r-KOJIOB U CIIMCKOM TPaH3aKIUH.

— activity_seed_phrase.xml — coxmepxur nmemoHcTpamuio seed i ee
COXpaHEHUs;

— activity_seed_phrase2.xml — coxepxur 4 moJist AJisE IPOBEPKH 3aIIOMUHAHHUSI
seed;

— activity_send_by_scaner.xml — cogepxwur ckanep (r-Koos;

— activity_settings.xml — coaep>KuUT OKHO C HACTPOWKAMHU C BHIOOPOM IMEpexoia
K CMEHE 53bIKa, IIBEThI TEMbI, TEKCTA, KHOMOK, CKphITHIO OanmaHca, cMmeHe PIN-koma u
BBIXOJY U3 AKKAYHTA,

— activity_text_color.xml — coaepkKuT CIIUCOK 1IBETOB JIJIsi CMEHBI I[BETA TEKCTA;
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— activity_themes_setting.xml — comepuT CIUCOK IBETOM JJIsI CMEHBI IIBETa
TEMBI TIPUITOKCHUS;

— activity_transaction_amount.xml — coxepxur mosie s BBOJA KOJHMYECTBA
TOKEHOB JUII HCXOJAIICH TpaH3aKIUU M OTOOpaKCHHWE HMCIOIIMXCS TOKCHOB Ha
OaJrance;

— bottom_sheet_exit.xml — coxepkuT mHpeRyNpeKIACHUH O OCE3BO3BPATHOM
BBIXOJI€ M3 aKKayHTa C BO3MOYKHOCTh MIOJTBEPAUTH I OTMEHUTH BBIXO/I.

1.3.1.2 Anim

bruta co3gana oTaenbHAs Manka ¢ aHUMUPOBAHHBIMH CTHJISIMH, KOTOPAst XpPaHUT
cTiib pulse.xml — coepKuT aHUMaIUIO Mpu coxpaHenuu u nposepku PIN-koza.

1.3.1.3 Font

JUIst OCyIIeCTBICHHS TOAYEPKUBAHUS HEKOTOPHIX CIOB WM MPEITIOKCHUM
UCTIOJB3YIOTCS HECKOJIBKO BUAOB MIPU(TOB, KOTOPHIE XpaHATCS B Kartaiore font.

PaccMOTpHM CIUCOK MCIIOTB3YEMBIX MIPUPTOB:

— almendra_display.xml,

— atomic_age.xml;

— delius_unicase_bold.xml;

— lemon.xml.

1.3.1.4 Values

B manke Values xpansiTcs iBeTa, HCIOJIb3yEMbIE B IPUIIOKEHUH, W CEPTUPHUKATHI
mpudTOB onucaHHbIX B 1. 1.3.1.3

Conepxumoe nanku Values:

— colors.xml — copepxuT HaMMEeHOBaHUSI IIBETOB UCIIOJb3YEMbIX B IPUIOKCHHUH;

— font-certs — copepkuT cepTU(UKATHI UCIIOJIB3YEMBIX IIPUPTOB B MPUIIOKCHUY;

— preloaded_fonts.xml — coxepxur HauMeHOBaHHS IPUPTOB UCIOIH3YEMBIX B
TPHUI0KCHUU.

1.3.1.5 Strings

JIJIsi ICTIONTb30BaHMsI MHTEPHAINIMOHATIBHOTO KCIIOJIb30BAHUS TPUIIOKEHUS ObLTa

I[O6aBJ'IGHa nmoaacpIKKa CaMbIX IIOITYJISAPHBIX SA3BIKOB.
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PaccmoTpuMm conepxkumoe manku Strings:

— strings.xml — cogepKuT NOIIEPKKY PYCCKOTO SI3BIKA;

— strings.xml (en) — coaep>XKUT MOAAEPKKY aHTTTUHCKOTO SI3BIKA;

— strings.xml (es) — comepKUT NOEPIKKY HCIIAaHCKOTO SI3bIKa;

— strings.xml (hi) — comepxuT noaaepKKy XUHAM (MHIUNCKUN SI3BIK);

— strings.xml (zh) — comepxuT noaAEPIKKY KUTAHCKOTO (YIPOILICHHOTO) SI3bIKA.

1.3.2 Java/Kotlin-kmaccer

B stom pasmene Oynyt paccmotpensl Java/Kotlin-kmaccbl mpumokeHusi, ux
GYHKIMHA 1 Ha3HAYCHUS.

PaccmoTpuM Java-kiaccel, ucmoab3yromme Activity:

— AssetSelectionGet — 3to Activity, koTopas nepenaeT UISHTH(OUKATOP TOKCHA
JUTSI TEHEepaIK (r-KOoJla M aJipec BRIOPAHHOTO TOKCHA;

— AssetSelectionSet — ato Activity, KoTOpasi IPOBEPSICT SABISICTCS JIM BaTUIHBIM
aJipec, KOTOPBIA BBEJ MOJIB30BATEIb JUISl OCYIICCTBICHUS HCXOISIICH TPAH3aKIHIH;

— BalanceManager — 3to kitacc, KOTOpBIi yIpaBiseT OalaHCaMH U aJpecaMu
KPUIITOBAIIOTHBIX TOKEHOB, XpaHs WX B BUJE Map "KIO4Y-3HA4YCHUE";

— BiomemricAuthManager — oTBeuaeT 3a OMOMETPUYECKYIO ayTCHTH()HKAIIUIO
(ckaHep oTHedaTka najiblia);

— BitcoinManager — 310 00BEKT, KOTOPBIA ympaBiser Bitcoin-KomeabkoM,
oOecrnieunBas TeHepalmio ajapecoB o cranmapty BIP84, monydenue 6amanca u UTXO,
a TaK)KE CO3JIaHUE W MOJANMMUCAHUE TPAH3AKIUK C JUHAMHYECKUM PacuyéToOM KOMUCCHH;

— BitcoinTransactionChecker — 310 kiacc, KOTOpBIH TPOBEPSET BXOJSIIKEC
TpaH3akuu B OsiokdeiH Bitcoin ans ykazanHoro anpeca, 3ampamuBas APl u
AHAJIU3UPYs BBIXOJbl TPAH3AKLMM, HAWAS HOBYIO TPaH3AKLHIO, OH COXpaHseT €€ B
UCTOPHIO;

— ButtonColorActivity —sto Activity, B KOTOpO# M0JIb30BaTEIh MOXKET BBIOPATH
IO IXOISITITMIA JUTST HETO IIBET KHOTIOK;

— ButtonsColorManager —3To kiacc, KOTOPBIiA: COXpaHsAeT BRIOPaHHBIN 1BET (110
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unenrudukatopy) B SharedPreferences m mpumenser coxpaHEHHBI LBET KO BCEM
nepesaHHbIM KHOTIKaM. [Ipu OTCYyTCTBMM COXPaHEHHOTO 3HAYEHHS MCIOJIb3YETCs LBET
10 YMOJTYaHHUIO;

— ConfirmPinCode — sto Activity, KoTopasi pean3yeT dKpaH IOATBEPKICHUS
PIN-koma, rie nojib30BaTenb BBOAUT 4 1Tuphl 151 MPOBEPKU PaHee COXPaHEHHOTO KOJia
¥ MOJKET UCTIOJIb30BaTh OMOMETPUUECKYIO ay TEHTU(DUKAIHUIO;

— ConnectionOldWalletActivity — 310 Activity, KoTopas  MO3BOJISIET
BOCCTAHOBUTH CYILIECTBYIOIIMIA KOWIENEK, BBOAS 24-cilioBHy0 seed, mocie dYero
NpoBepseT e€ KOHTPOJIBHYIO CyMMY U reHepupyer aapeca i Bitcoin, Ethereum, Solana
u TON;

— CreateNewWalletStagel — 5310 Activity, B KOTOpOH TOJb30BaTEIb
3HAKOMUTHCS C MpaBUiIaMH pabOTHI ¢ seed U MOATBEPKAAET COXpPaHEHUE CUA-Ppasbl C
MOMOIIIBIO TPEX YEKOOKCOB;

— CreateOrConnectWallet — sto craproBast Activity, koTopas oToOpaxaercs,
€CIIM T0Jh30BaTelb BIEPBBIE OTKPBHIBAECT MNPUIOKEHHUH WIM OCYIIECTBHJ BBIXOJ M3
akkayHTa. [lonb30BaTenb MOKET BHIOPATh MOAKIIOYUTH CYLIECTBYIOMIMNA KOIIEIEK WU
CreHEpHUpPOBATh HOBBIN;

— CreatePinCode — sto Activity, peamusyeTr 3kpaH co3manus PIN-koma, rae
MOJIb30BATENb ABAXKABI BBOJIUT 4-3HAUHBIA KOJ JUISl TOATBEPXKICHHS, IOCIE YEro
NpOBepsAETCsS HaTW4YNe MHTEepHET-coeanHeHus. [Ipu oTcyTCTBUUM CBsI3U OTOOpakaercs
npeaynpexeHe ¢ aHuMalmed mysbcalud Ha Kpykkax PIN-xoma u BbImosiHsercs
nepuoanyYecKas MpoBepKa Kaxk/ble 2 CEKYHJIbI, a MOCiIe BOCCTAHOBIEHUS COEIUHEHUS
koJ coxpansiercs B SharedPreferences u BoimosiHsgeTcs nepexo/1 Ha TIIaBHBINA HKpaH;

— CrypthoHelper — »sToT KIacc, KOTOPBIA MPEIOCTABISACT YTWIMTBI IS
cumMerpuaHoro mudposanus AES-256 B pexxume CBC ¢ PKCS5Padding: renepupyet
clydaiHbIi  kitou, mmdpyer TekcT (moOaBnss ciuydaisHeii IV B Hauano
3amu(poBaHHBIX JaHHBIX) U pacimuppoBbiBaeT oOparHo. IV renepupyercs ciyuyailHO
JUTSL KaXKA0ro MU(GPOBaHUS M COXpaHSIETCsl BMECTE C 3allM(PpPOBAHHBIM TEKCTOM, YTO

obOecrieurBaeT KOPPEKTHOE pacuiudpoBanue 06e3 He0OXOauMOCTH TmepenaBatb [V
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OT/EJIbHO;
— DoubleBlackClickIManager — stoT kimacc peanu3yer MexXaHu3M 'IBOWHOTO
Ha)KaTUsl Ha3aj JJisl BBIXOJa": P MEPBOM HaXKaTUH MOKasbiBaeTca Toast-coobiienue, a
€CIIM TIOBTOPHOE HAXKaTHe MPOUCXOJIUT B TEUCHUE 2 CEKYH]I, aKTUBHOCTh 3aBEPIIAETCS;
— EnterPinCode — sto Activity, koTopas OTBeYaeT 3a ayTCHTH(HKALUIO C
noMoibio BBoja PIN-kofa nin OMoMeTpuu, Mpu ycrexe MepexoauT B INIaBHOE OKHO
PUII0KCHNUS;

— EthereumManager —stoT 00beKT ympaBiisieT TokeHamu B Osokdeint Ethereum,
obecrieurBasi reHepaiuo aapecoB no crangapty BIP44, nonyuenue 6anancoB ETH u
ERC20 uyepe3 Web3j, a Takke OTHpaBKy TpaH3aKIMHA C AUHAMHUYECKAM pacuEToM
KOMFWCCHU W OKHJIAaHUEM TIOITBEPIKICHUS,

— EthereumTransactionChecker — sTo kmacc, KOTOpBIM MPOBEPSIECT BXOJSIIKE
tpan3akimu ETH n ERC20-toxenoB mist ykasanHoro agpeca depe3 Etherscan API,
COXpaHsis oOHapy KEeHHBIE TpaH3aKIUH B UCTOPHIO C TIOMOTIBIO
TransactionHistoryManager;

— GetActivity — sTo Activity, KoTOpas OTOOpa)kaeT dKpaH IS MOJYyYCHHUS
KPUNTOBAIIOTHI, IJIe Ha OCHOBe BhIOpaHHOTO TokeHa (BTC, ETH, TON, USDT, SOL)
U3BJIEKAET COOTBETCTBYIOIIUN anpec u3 BalanceManager u renepupyer QR-kox ¢
nBeToM (OHA, XapaKTepHbIM [JIs JIaHHOTO TOKeHa. Takke TeHepupyercs
NpeaynpekIeHIe O OCYIIEeCTBICHHE TePEeBOa Ha 3TOT apec TOJIBKO JJIs BHIOPAHHOTO
TOKEHa;

— HDWalletManager — 3ToT 00beKT ympaBiseT co3qaHneM U xpaHennem HD-
KOIIeTbKa: TeHEpUpYyeT MHEMOHUYECKYyto ¢pa3y (12 wiu 24 ciora), npeobpa3yer e€ B
seed m co3maér wmactep-kiatou s BIP32 nepuBamun. OH Takke oOecreduBaeT
Oe3omacHoe coxpaneHue seed B 3ammdpoBanHoM BHje yepe3 AndroidKeyStore (AES +
RSA) u ero nocnexayroiiee u3Bieuenue [5];

— HistoryAction — »3ToT Ki1acc 0TOOpaXkacT HCTOPHIO TPaH3aKIMH I BCEX
HOJIIep>KMBAEMbIX TOKEHOB, YUTas JaHHbIe U3 ¢aitia yepe3 TransactionHistoryManager

u nuHamudecku popmupys UI-6510ku ¢ MKOHKaMU, CyMMaMu, aJjpecaMu U JaTamu,

JInct
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— JustSend — 3to Activity, koTopas mpeaoCTaBIseT dKpaH JUIsi PYYHOTO BBOJA
aZipeca nojayyvaresisi KpunToBaltoThl. [Ipy HaXkKaTUU KHOMIKKA OH MPOBEPSIET, YTO AAPEC HE
MyCTOM U coziepkUT He MeHee 10 cUMBOJIOB;

— LanguageSelectoin — ato Activity, B KOTOpO#i IOJIB30BaTEh MOXKET BHIOpPATh
WHTEPECYIOIINI €ro s3bIK, NOANCPKUBAIOTCA: PYCCKUM, AHIVIMWCKUN, HWCIAHCKUM,
XUHIU U KUTAUCKHUH S3BIKH;

— LocalHelper — »ToT KiTacc TO3BOJSET IUHAMHYCCKH W3MEHSTH  SI3BIK

nn

NPWIOKEHUS: OH MPUHUMAET KOJ sA3blka (Hampumep, "en", "ru") wiu 3Hauenue "system"”
JU1S1 KCTIOJTb30BaHUsI CHCTEMHOM JIOKAJIH, MMOCJIE YErO YCTAaHABIMBAET COOTBETCTBYIOIIYIO
JIOKaJIb U OOHOBJISIET KOH(DUTYPAIMIO PECYPCOB KOHTEKCTA,

— MainWindow - »3to TnaBHas Activity KpPUNTOBAIIOTHOTO KOIIEIbKa,
oToOpaxaromuMm Oanancel U Tekymue 1eHsl gt BTC, ETH, TON, SOL u USDT c¢
BO3MOJKHOCTBIO PAaCKpBITHS aApecoB TOkeHOB. OH ympaBiseT NEPUOANYECCKUM
obHoBieHreM OanancoB uepe3 RPC-3ampocs! u 1ieH uepe3 API, o6pabarbiBaeT HaxaTHs
JUIs1 OTIIPABKH, TIOJIy4eHus1, CKaHupoBaHusi QR-k010B, MpOCMOTpa UCTOPUU U HACTPOECK,
a TaKXe MPOBEPsCT HATUIUE UHTEPHET-COCTNHCHNS,

— PressEffectHelper - sror xmacc obecreumBaeT TaKTWIBHBIA BH3YyaIbHBIN
OTKJIMK MpU HakaTuu Ha paznuunble Ul-snemenTts! (kHOMKH, ImageButton, kacToMHbIE
GradientDrawable) myTém BpemeHHOTO M3MeHeHHs 1BeTa (pona Ha 100 MULTHCEKYHT,

— PriceManager — »TOT Kjacc ympaBiseT MMOJYYEHHEM W KIIIUPOBAHHEM
6anancoB u 1nen kpunroBainoT (BTC, ETH, TON, SOL, USDT) uepe3 3ampocsl K
JOKaTbHOMY CepBepyY, coxpansis nanueie B SharedPreferences nns odnaiin-nocryma;

— QRCodeGenerator — stot kiacc rerepupyer QR-koJ I 3aaHHOTO ajapeca
TOKCHAa C YyKa3aHHBIM IIBeTOM (oOHA U Ha3BaHWEM TOKEHa, CO3/1aBasi HMTOTOBOE
nzo0paxenue, cocrosiiee u3 QR-koma cBepxy U TEKCTOBOM MOJAMKUCH CHHU3Y;

— SeedPhraseActivity — ato Activity, xoTopas otoOpaxaeTr seed u3 24 cios,
pazaensisg e€ Ha JIBE KOJOHKH IO 12 CJIOB B KaX0H, JIJIsI TOTO YTOOBI MOJIL30BaTEIb MOT

€C COXPAaHUTb OJIA z[anLHeﬁmero HCIIOJIB30BaHMA KOIICJIbKAa HA HOBOM YCTpOP'ICTBe nin

IMpHU BOCCTAHOBJICHUA OJOCTYIIA,

JInct

II'Y 1.090301.29.001 113 31

Wzm. | JIuct] Ne moxym. |Ilognucs] /lara




— SeedPhraseActivity2 — »sto Activity, koTopas oOecrne4rBaeT IPOBEPKY
NpaBWILHOCTU COXpaHEHHOU seed: OH ciiyyaliHbIM 00pa3oM BbiOupaeT 4 cioBa u3 24,
NPOCHT IOJIB30BATENSI BBECTH UX B COOTBETCTBYIOIIKE TOJISI U CPABHUBACT BBEIEHHBIC
3HAYCHUSI C OPUTMHAIBHBIMHU. [Ipu ycremHoil mpoBepKe BBIMOJIHSACTCS NEPEXoJ] K
skpany co3znanus PIN-koxaa (CreatePinCode), mpu ommnbdke — BUOpaiusi 1 yBeJIOMJICHUE;

— SendByScaner — sToT Kitacc oOpabaThiBaeT pe3ysbTar ckaHupoBaHus QR-
KOa;

— SettingsActivty — 310 Activity, KoTOpas TNpEICTaBJISICT 3KpaH HACTPOEK,
MO3BOJISIONIUN M3MEHSTH SI3bIK, TEMY, IIBET TEKCTa M KHOMOK, cOpacwiBaTh PIN-ko,
CKpBbIBaTh WM OTOOpaxaTh oOmui Oamanc (¢ moarBepkaeHuem 1o PIN-kony) u
BBIXOJIUTh W3 aKkkayHTa. [Ipu BBIXOJE OH OYMINAET BCE IMOJL30BATEIILCKUE JTaHHBIE U
BO3BpAIACT TMPUIOKEHWE K HAYAIbHOMY OJKpaHy CO3JaHHsS WIH TIOJKIIOYCHHUS
KOIIIENIbKA;

— SolanaManager — 3ToT 00beKT yIpaBisieT TOkeHOM Solana: remepupyer aupec
u3 seed (uepe3 SHA-256 nepuBanuio) u nojayvaer OagaHc;

— SolanaTransactionChecker — 3ToT kitacc oTcineKuBaeT BXOASIINE TPAH3AKITUN
SOL nns yka3zaHHOTO ajpeca, CpaBHUBAs TEKYIIMA OalaHC C COXpPaHEHHBIM B
SharedPreferences u coxpanss pa3Huily B uctopuro uepes TransactionHistoryManager;

— SystemBarColorHelper — stot kitace ynpaBiseT IIBETOM CUCTEMHBIX MaHEICH
(cratyc-0apa W HABUTAlIMOHHOW TMAaHENN), MPUMEHSSI COXPAHEHHBIA IIBET TEMBl U TPHU
HEOOXOJMMOCTH 3aTEMHSISI €TO JIJISI CBETJIBIX OTTCHKOB;

— TextColorActivity —sTo Activity, KoTOpas MO3BOJISICT ITOJIb30BATEIII0 CMCHUTh
[BET TeKCcTa U3 15 mpemsiokeHHbIX BapuaHTOB. JlaHHBIN (QyHKIMOHAT HEOOXOAUM IS
KacTOMM3AIMsl TPUIIOXKEHUS, YTOOBI T0JIb30BAaTElb MOT HACTPOWTH WHTepdehc B
3aBHCHMOCTH OT CBOMX MOTPEOHOCTEN IIBETOBOU MaIUTPHI;

— TextColorManager — 3ToT kjacc ympamiseT BETOM TEKCTa B MPUIOKCHUU:
coxpansieT BbIOpaHHbIid 11BeT B SharedPreferences u mpumMeHseT ero Ko BceM yKa3aHHBIM
TextView;

— ThemeManager — 3ToT Ki1acc ympaBiser IBeTOM (OHA TEMbI MPHIOKCHHS:
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coxXpaHseT BhIOpaHHBIA Mmojb30oBareneM 1BeT B SharedPreferences u mpumensier ero k
yKa3aHHOMY KOPHEBOMY MaKeTy BO BCEX OKHAaX MPWIOKEHUS 32 HCKIIOYECHUEM
CTapTOBBIX MPHU CO3/IAaHUU HOBOTO KOIIEIbKa WM UMIIOPTE CYIIECTBYIOIIETO;

— ThemesSetting — ato Activity, KoTOpas MO3BOJISET IOJb30BATCIIIO CMEHHUTH
BET TeMbl (3agHero gona) u3 15 mpeamokeHHbIX BapuaHTOB. JlaHHBIN (QyHKIIMOHAI
HEOOXOJMM [IJIsi KACTOMU3AIUS TMPUIOKEHHSI, YTOOBI TOJIb30BaTeNIb MOT HACTPOUTH
uHTEepQEiic B 3aBUCUMOCTH OT CBOUX MOTPEOHOCTEH IIBETOBOM MAIUTPHI,

— TransactionAmount — 3to Activity, KOTOpasi OTBEYaeT 3a IKpaH BBOJIa CyMMBI
OTMpaBISEMON KpPUIITOBAIIOTHL TOCJIE BBIOOpa ajpeca Mojdydarens, OToOpakas
JNOCTYNHBI OamaHc TokeHa. [IpW TOATBEPXICHUM OTIPABKH OH 3arpykaeT
MHEMOHHYECKYI0 (hpa3zy M3 3alIUIIEHHOTO XPAHWJIUIA, BRIOJIHIET TPAH3AKIUIO Yepes
cooTBeTCTBYIOIIMI MeHekep (BitcoinManager, EthereumManager), coxpaHseT 3anuch
B UCTOPUIO U OOHOBIISAET JIOKAJIbHBIC KAIIN 0aaHCOB;

— TransactionHistoryManager — DToT kiacc ynpasisieT UCTOPUEH TpaH3aKIHH,
COXpaHSs 3alUCU O MEPEBOJIC WU MOJYyYEHUH KPUIMITOBATIOTHI B TEKCTOBBIA (Daiim BO
BHEIITHEM XPaHWINIE TPWIOKEHUSA. B HeM y4UTBIBaeTCS BpEeMS OCYIICCTBICHHS
TpaH3aKIUU, TP TOJYUYCHHUU TPAH3AKIIMKA apec OTIPABUTENS, a IPU UCXOIAIICH ajpec
MOJIy4aTesisi, T TOKEHA U KOJIUYECTBO TOKEHOB;

— VibrationHelper — stoT KiIacc WHHUIMMPYET TAKTHUIBHYIO OOpPATHYIO CBSI3b
(BuOpammio) ycrpoiictBa Ha KopoTkoe Bpems (100 mc) B oTBeT Ha JAeMcTBUsA
M0JIH30BAaTeN s, TaKhe Kak omnOka BBoga PIN-koa uiain HEKOpPEKTHBIE TaHHEBIC.

CTpyKTypa Bcex KJIacCOB IPUIIOKEHUS IPEACTaBICHa Ha PUCYHKE ©.
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Pucynok 6 — UML-guarpamma kiaccos

1.3.3 CtpykTypa npuiIoKeHus
Tononorust cucremMbl U Qu3nueckoe pa3BEPTHIBAHWE KOMIIOHEHTOB Ha y37ax,

IIPEJCTABJICHBI HA PUCYHKE 7.

Knuent NokaneHag §asa AaHHBIX Cepsep Binance

Mpunoxerue <:> ROOM ® LieHbl TOKEHOB <:> LieHbl TOKEHOB

Pucynok 7 — UML-nuarpamMmma pasBepTsiBaHus

[Ipuniun pa®oThl NPUTOKEHUSI OCHOBAH HAa B3aUMOJACHUCTBUM KIIMEHTCKOW 4acTH
¢ cepBepoM. CepBep aKKyMyJHUPYET aKTyaJbHYI0 CTOMMOCTbh TOKEHOB M MEpenaéT 3TU
JTAHHBIE BCEM NOJKIIOUYEHHBIM KIIMEHTAM.

1.3.4 CtpykTypa JoKanbHOU 0a3bl TaHHBIX

Jlns  peanuzani  aBTOHOMHOM pabOThl € TMOCIENYIOIed CHHXPOHHU3AINU
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NPWIOKEHUs1 OblIa peaii30BaHa JIOKalbHas 0a3a TaHHBIX.

Tabnuna 1 — AtpuOyTsl cyuiHoctu WalletData

[Tone Tun 1aHHbBIX Onucanue

eth_balance string KommuectBo TokenoB ETH

eth_price float CroumocTs 1 Tokena ETH

ton_price float Croumocts 1 Tokena TON
ton_balance string KomuuectBo TokenoB TON
btc_balance string KomuuectBo TokeHoB BTC

btc_price float Croumocts 1 Tokena BTC
sol_balance string KonmuuectBo TokeHoB SOL

sol_price float CroumocTts 1 Tokena SOL
usdt_balance string KonuuectBo Tokenos USDT (ERC-20)

Tabnuna 2 — AtpuOyTsl cyuHoctu MyPrefs

ITone Tun naHHbIX Onucanne

ton_address string [Ty6muunsbnii kiroa TON
bitcoin_address string [Ty6nuuneii kirou BTC
user_pin string PIN-ko1 monb30BaTes
encrypted_aes_key string Kirou mudpoBanust
solana_address string [Ty6muunsbnii kimroa SOL
ethereum_address string [Ty6muunblii kirou ETH
encrypted_seed string Zammdposannas seed

Ta6muma 3 — AtpubyTth cynHoctr UserElement

3m.

Jluct| Ne moxym.

Iognuce
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[Tone Tun 1aHHbBIX Onucanne

color_theme string L[BeT TeMBI IPUITOKEHUS
color_text string [[BeT TexcTa MPHIIOKEHUS
color_button string [{BeT KHOIOK MPHIIOKEHHUS
language string SI3BIK TIPUIIOKEHUS

Tabnuna 4 — ATpuOyThI cyniHocTH bts_txs

[Tone Tun naHHbBIX Onucanne

oty | o o e
Tabnuna 5 — ATpuOyTsl cynrHocTr eth_txs

Tlone Tun nagHbBIX Onucanue

ETH boolean(] E:Hﬁng::gmz u B;Zi{;)aKHHH (apee
Ta6nuna 6 — AtpuOyThl cynHocTH USAy_tXs

[Tone Tun naHHbIX Onucanue

USDT boolean[] Wndopmanuss o  TpaHzakuum  (agpec

KOHTpAarcHTa, 1aTa U BPeMs)

JlnarpamMma nmocieaoBaTeIbHOCTU JIEUCTBUIN MPEACTABICHA HA PUCYHKE 8.
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Pucynok 8 — UML-nuarpamMmma nocnenoBaTesbHOCTH
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1.4 TectupoBanue

UT0OBI 3aIyCTUTH MPUI0KEHNE HY)KHO Ha)XXaTh HA €ro MKOHKY (PUCYHOK 9).

EYS

BETUS

Pucynok 9 — koHKa NpUioKeHUs

Jlns 1eMOHCTpaly MEePBUYHOTO 3amycka HEO0OXOIMMO BBIUTH U3 TEKYIIETO

aKKayHTa, YTOOBI MPOWUTH MyTh C caMOro Hadaja (pucyHok 10).

QR 3= Gk SIE

lMoaTeepxpaeHue

Bce kntoum 6yayT yaaneHbl ¢ ycTpouicTBa.
Y6eauTech, 4TO y Bac ecTb pe3epBHas
Konus cekpeTHow ppa3sbl. bes Heé gocTyn
K aKkTuBaM 6yneT HEBO3MOXKEH.

BbINTY U3 akKayHTa

Pucynoxk 10 — Beixoa 13 TEKyLIEro akkayHTa

3m.
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IIpy mepBHUYHOM 3aMyCKE NPWIOKEHHS KIWUEHTY NPEAIaraercs IOIKIIOYNUTh

CYUIIECTBYIOIIUI KOIIIENEK WIN CO3AaTh HOBBIN (pUCyHOK 11).

= P
QR E T G 5% SIEE)

[o6po noxkanoBaTtb B BETUS

Co3aaTh HOBHI Kowenek

MpuBA3aTb cTapbiil Kowenek

Pucynok 11 — CrapTroBoe 0kHO

HpI/I CO3JaHHMK HOBOI'O KOHICJIBbKA IIOJB30BaTClIb MOOJIDKCH O3HAKOMUTBCA C

npaBwiaMu paboThI ¢ seed, A1t ITOTO OH JIOJKEH 3al0JHUTh 3 YyeK-00Kca (pUCYyHOK 12).
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OyayliieM y Hero Oblia BO3MOKHOCTh BOCCTAHOBUTH JaHHbIE (PUCYHOK 13).

2208 ® & s B/ NI SIGE e

Co3naHue ceKpeTHOoro Kito4a

Bbl npucTynunu K co3aaHuto YHUKanbHoro
KNKoYa, NpeXxae Yem ero nonyyuTb,
NPOYUTaNTE BAXHYHO UHOpMaUuIO.

Hukoraa He cooblanTe u He
BBOAUTE CBOW CEKPEeTHbIN KNoY 3a
npuaenamu BETUS. JTio6o# KT0
NONYYUT AOCTYN K Ballemy
CEKPETHOMY KJTKO4Y CMOXeT
NONYYUTb AOCTYN K BalLUM aKTUBaM

Mopaepxka BETUS Hukoraa He
3anpawmnBaeT CeKPeTHbIN KoY,

CoxpaHuTe CeKpPeTHbIN KNY Ha
6yMaXkHbl HOCUTENb UK caenanTe
CHUMOK 3KpaHa.

MpoaoIXuTH

Pucynok 12 — 3HakoMCcTBO ¢ mpaBuiiaMu paboThI ¢ seed

Jlanee moibp30BaTEN0 HEOOXOAUMO COXPAHUTh CTeHEpUPOBaHHYI0 seed, 4TOObI B

IIT'Y 1.090301.29.001 I13
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B2 Gl I

CeKpeTHbIX KNy

. hurt 13. abuse

. agree 14. evolve

9.
10
11

. food 15. drip

5
4. latin 16. twenty
sl
6
-
8

human 17. try

. broom 18. hero
. midnight 19. mirror

. bounce 20. column

s 21. canyon
. crime 22. camera

. version 23. tooth

12. guard 24. finger

MNpoponxnThb

Pucynoxk 13 — CrenepupoBanHnas seed

YroObl 06e30macuTh MOJb30BaTENsI OT HEOOJyMaHHBIX MOCTYIKOB HEOOXOIUMO

POBEPUTH COXPAHWJ JIM OH CBOIO seed, M1t ATOTO0 OH JOJIKEH BBECTU 4 CilyuyalHbIX

cioBa u3 cBoeii seed (pucyHok 14).
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[lpoBepKa CeKpeTHOro Knoya

Beeaute cnoea: 4, 14, 16 1 18.

14:  evolve

16:  twenty

lNpoponxnuTe

O

Pucynok 14 — Boa 4 cnyuaiinbix cioB u3 seed

ITocne YCIICHIHOT'O BBOJA 4 cnoB seed MoIB30BATEIIO npeajaaracTcda nmpuayMarb

PIN-kox u3 4 mudp (pucyHok 15).
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2209 ® & R = GIE SIE)s

[puaymanTe NUH-KOA

Pucynok 15 — Co3nanue PIN-kona

Jlanee HyHO NOATBEPAUTH co3aaHHbli PIN-kox (pucynok 16).
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[loBTOpPUTE NUH-KOQ,

Pucynok 16 —IloaTeBepxnenne PIN-koma

ITocne ycnemnoro mnoxareepxkacHuss PIN-kona OTKpBIBA€TCA I71aBHOE OKHO

npuioKeHus: (pucyHok 17).
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200 % R 2R S GIE

SO

OTnpaBuTh Mony4unts CKaHupoBaTh

® -

1 BTC - $67350.0079

® - -

i 4
1 ETH - $2068.3301

Y TON ~

1 TON - $1.2331

@ Tether

SOL ~

1 SOL - $80.85

TpaH3axkuuu

4

PucyHok 17 — 'naBHOE OKHO NPUIOKEHUS

[lepeiinem B HacTpO¥KH, YTOOBI KACTOMU3UPOBATh UHTEpPeiic (pucyHok 18).
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A3bIK

Tema

TekeT

KHonku

CKpbITb 6anaHc

415 m
N = 4.{il| XTOE 4&!"*

HacTtpownku

CMEeHUTb NUH-KoA

BbINTK N3 akkayHTa

Pucynok 18 — Paznen «Hactporiku»

IIo YMOJIYAaHUIO UCHOJIb3YIOTCA A3bIK, KOTOpBIﬁ YCTAHOBJICH Ha YCTpOfICTBG

IMOJIb30BATCIIA, HO IIPpU KCJIIAHUHU MOIKHO BLI6paTB 1 w3 5 SA3BIKOB, KOTOPBIC

MO/IIEPXKUBAIOTCS, MPUMEHUM aHTJIMMCKHUI S3BIK (PUCYHOK 19).

3m.
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2209 0 & REE = G5 SE

Language Selection

System Default (Pycckuit)

English

Pycckum

R (f&14)

Pucynox 19 — BeiOop aHTIIHIICKOTO SI3BIKA

YTtoObI YBUIACTh HU3MCHCHHA MOXKHO IIOCCTUTH OCHOBHOC OKHO IIPHUITOKCHUA

(pucyHok 20).
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2209 © &

SO

Receive

® -

1 BTC - $67350.0079

'T ETH ~

A\ 4
1 ETH - $2068.3301

Y TON ~

1 TON - $1.2331

Tether

= SOL -~

1 SOL - $80.85

7N
X

Balance

2,23
RS = Gl SE) ¢

Transactions

d

Pucynok 20 — OCHOBHOE OKHO MPWIOKEHHSI C U3MEHEHHBIM SI3BIKOM

Jlanee U3MEHUM LBET TEMBbI MPUIIOKEeHUS (PUCYHOK 21).
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RIET QR GE

Bei6op Tembl

]

Pucynok 21 — IIprmMeHeHrE HOBOTO LIBETA TEMBI

N3MeHnM 1BEeT TeKCTa MPUIOKEHUs (PUCYHOK 22).

2100 a ROE S SR SIE

Bbi6op uBeTa TekcTa

PucyHnok 22 — MI3MeHEHHBIN [BET TEKCTa MPUI0KECHUS

N3MeHnM 1BeT KHOTIOK (PUCYHOK 23).
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Bbi6op LBETa KHOMOK

PucyHnok 23 — MI3MeHeHue 1BeTa KHOIIOK

Pe3ynbTar cMeHBl 1[BE€Ta KHOMOK MOKHO YBHJIETh B OKHE BBOJA ajapeca
nojiydyaTensi MPHU HUCXOJAIIEH TpaH3aKIMH, BBEIEM aJpec, Ha KOTOPBIA OyaAeT

OCYUIECTBJIEH NIEPEBOJI (PUCYHOK 24).

[Monydartensb

Anpec

0xe9430f3cfcd2b1183c858b1347a
b6015f5be54d4

MNpoaonxuTeb

O

Pucynok 24 — BBoa anpeca noiaydarens
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HpI/IJ'IO)KeHI/Ie ABTOMATHYCCKHU OIIPpCACINIIO, YTO aApeCC IMOJYydaTCiisd OTHOCHUTCA K

ETH u npennioxxuio nepenTu Ha cleayronui mar (pUucyHok 25).

2214 = O - R = %G SEDs

BbibepuTe akTUB ANA nepesoja

(O Bitcoin (BTC)
(®) Ethereum (ETH)

(O Tether (USDT)

O Toncoin (TON)

O Solana (SOL)

MNpogonknuTe

O

PucyHnok 25 — ABToMaTH4YeCcKOE€ OMNPEICIEHUE CETH

Jlanee HEOOXOAMMO BBECTH KOJIUYECTBO TOKEHOB JJIs MEPEBOA (PUCYHOK 26).
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Pucynok 26 — BBojJ KoJinuecTBa TOKEHOB JJIs1 UCXOISIIEN TpaH3aKIUH

RAE = GG GE

CymMmMa nepeBoja

HoctynHo - 0.05 ETH

[oTOBO

O

[Ipunosxenue mpeiaraeT CKONMPOBATH XOLI TPaH3aKUUHM, YTOOBI MPOBEPUTH B

o0o03peBarese OCyUIeCTBIICHUE TPaH3aKIUU (PUCYHOK 27).
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ETH ycnewHo oTnpaBneHo

0x49a2b35

5ea7b1b14d882117216a929d24bd1c

8b26d32fc39589c401d481df585

CkonupoeaTtk

Pucynox 27 — Xsu TpaH3akuuu

[IpoBepuM [aHHYI0 TpaH3aKIMIO B 0003peBaresie MO TMOJYYEHHOMY XO3IIy

(pucyHok 28).
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(A %5 olia.etherscanio +

Search by Address / Txn Hash / |

0x49a2b355ea7b1b14d882117216a929d24b
d1c8b26d32fc39589c401d481df585

® Status: @ Success

® Block:
10796636 4 Block Confirmations
® Timestamp:

May-05-2026 07:15:12 PM +UTC v

® From:

0x7AB2cBc85570E2f7a302FBeD08770aCf78
ee8239

® To:

OxE9430F3cFcD2B1183C858B1347AB6015f
5be54D4

® Value:
¢ 0.01 ETH

® Transaction Fee:

0.000000021000504 ETH

Pucynok 28 — IloaTBep kieHrE yCIENTHON UCXOISAIIEH TpaH3aKIUK

Jlnst Toro 4ToOBl OBLIO YIOOHO TMOMOJHATH CBOM KOIIENeK, Oblia go0aBieHa
redeparus QR-koma u konmupoBaHue agpeca JaHHOW ceTH. B riaBHOM MeHIO (PUCYHOK
21) Heobxonumo Haxkatb Ha «IlomOMHUTEY, 3aTeM BbIOpaTh HY>KHBIA TOKEH (PUCYHOK

25) n otkpoercs okHo ¢ QR-konoM 1 agpecom aiist nepeBojia (pucyHok 29).
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[MononHeHue

OTnpaBnsanTe Ha 3TOT aapec Tonbko ETH,
MHa4ye BalUM aKTUBbI ByAyT HaBceraa
yTpayeHbil.

Baw agpec ETH

0x7ab2cbc85570e2f7a302fbed087
70acf78ee8239

Pucynox 29 — QR-ko1 ¢ agpecom i BXOAAIIEH TpaH3aKIIuU

UtoObl HE 3aXx0AUTh B CTOPOHHUE 0003peBaTENM €CTh OTIEIBHBIN pa3iedn,

KOTOpBIﬁ Ha3bIBaACTCA «TpaHSaKHI/II/I» B HCM XPaHATCA BCA HCTOpUA TpaHSaKI_[I/Iﬁ

(pucynox 30).

II'Y 1.090301.29.001 113
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BepxHeM yriy (pucyHok 30) U MOATBEpAUTD TaHHYIO omepaiuto (pucyHok 31).

=l 5 e s

Oxe943013cfcd2b1183¢85801347ab601 515beS44d4

Ox5211984cd3e4601214db222d31163712¢7aceedd

Pucynoxk 30 — Mcropus TpaH3akiuiil

I1o ’xenanuo MOXKHO YAAIUTh UCTOPUIO TpaHSaKLII/Iﬁ Ha’>KaB HAa KOP3WHY B IIpaBOM
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NoaTBep)xaeHue

YaanuTb UCTOPUIO TPpaH3aKLMn?

Pucynok 31 — IloaTrBepxkaeHue ynaieHus UCTOPUS TPaH3AKIUAN

Pe3YJ'IBTaT yYAaJIICHUs UCTOPHUHU TpaH3aKI_[PII>'I MOKHO YBHUACTH IIOCJIC HAXKATHA Ha

KHOTIKY «J{a» (pucyHok 32).
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NcTopua TpaH3akummn nycra

UcTopusa yaaneHa

=7

IpaH3akumm

4

Pucynok 32 — OuuiiieHHas UCTOpHS TpaH3aKIUN

ITocine ocyniecTBiIeHNs] BXOAAIIEH U UCXOASIIEH TPAH3aKIIMKA Ha TJIaBHOM SKpaHe

OoTOOpakaeTcsi aKTyaJbHOE KOJMYECTBO TOKEHOB M oOmuii 6ananc B nostapax CIIIA

(pucyHox 33).
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$82.7332

OTnpaBuTb Monyuntb

@ -

1 BTC-$67350.0079

® -

v
1 ETH - $2068.3301

Y TON ~

1 TON - $1.2331

Tether

= SOL ~

1 SOL - $80.85

=
banaHc TpaH3akuumn

4

Pucynoxk 33 — I'maBHbBIN 3KpaH NPUIOKEHUA

CkaHupoBaTtb

0
$0

0.04

$82.7332

0

Jlns yoO6cTBa OCYIIECTBICHHST UCXOISIIITUX TPaH3aKIUi ObUT 100aBJIEH CKaHEP

QR-k0/10B, 4TOOBI €0 OTKPBITh HY’KHO HaxkaTh Ha « CKaHUPOBaTh» (pUCYHOK 33), mocie

ckannpoBanue QR-koa aBTOMaTHYECKH TOJACTABUTCS afpec moaydaTens (pUCYHOK 34).
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Pucynok 34 — ABroMaTuyeckasi yCTaHOBKA aJpeca Moydares

2219 5 @ &

1,08 P
RE = NS G E)

MonyyaTens

Anpec (He pekoMeHAyeTCs peAaKTMPOBaTh)

0x71C7656EC7ab88b098defB751B
7401B5f6d8976F

OTOM IIPOUCXOOAT

MpoponxnThb

O

INPpOBCPKHU HaA BBGI[GHHBIﬁ ajapcec,

HarpuMmep,

OTCK&HHpOBaHHBIﬁ paHec anpcec ABJIACTCA HeﬂeﬁCTBHTeHBHBIM, T.C. C HUM pPAHCC HC

NPOUCXOIUIIH OTiepalu B O10K4eiHe (pucyHok 35).
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BbibepuTe akTKUB AN\ NnepeBoaa

(O Bitcoin (BTC)
(®) Ethereum (ETH)
(O Tether (USDT)
O Toncoin (TON)

O Solana (SOL)

§ ETH anpec HepeACTBUTENEH

MNogreepawTe NepeBof Ha
HelenCTEMTeNLHLIA agpec

MpogonxnTe

O

Pucynok 35 — I[IpoBepka BBEIEHHOTO aapeca

OcymecTBUM BXOJ B aKKayHT, M3 KOTOPOTO OBLI BBIOJHEH BBIXOJ B CaMOM
Havane (pucyHok 10). Haxxnem Ha «[IpuBsA3aTh CyIIeCTBYIOMMM KOIIEIEK» (PUCYHOK
11). ITocne 3Tor0 OTKpOETCS OKHO s BBoJa seed m3 24 CIOB JJIsI BOCCTAHOBJICHUS

KolIenbKa (pUCYHOK 36).
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BBeauTe ceKpeTHbIN KoY

[na nonyyeHus gocTtyna K CBOUM
aKTuBaMm, BBeauTe 24 ceKpeTHbIX CNOB3,
KOTOpble Bbl MOSYy4YUIN NpU CO34aHUN

KOLleJibKa.

Pucynok 36 — Beona seed

ITocne BBOJa 24 HaunHaAETCS MPOBCPKa Ha KOPPCKTHOCTb BBO/J4, CCIIN XOT:A OnI 1

CJIOBO OBLJIO BBEJICHO C OIIUOKOM, TO BOCCTAHOBUTH JOCTYT HE MOJTYy4YUTCs (pUcyHOK 37).

II'Y 1.090301.29.001 113
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BBeauTe ceKpeTHbIN KoY

[na nonyyeHus AocTtyna K CBOUM
aKTuBam, BBegnte 24 ceKpeTHbIX C/10Ba,
KOTOpbIle Bbl NOMYYUIN NPU CO3AaHUN
KoLlLenbKa.

18: uncover

depth

«« HeKOTOPbI€ CNOBa BBe/jeHbl HEBEPHO

MpoAonknThb

O

Pucynox 37 — HekoppekTHsblii BBoa seed

[Tocne ycnemnoro BBoja seed MmoJsib30BaTento mpeanaraercs npuaymarb PIN-

KoJia (pucyHok 15) u noarBepauts ero (pucyHok 16). [Tociie 3Toro oTkpoercs OKHO C

KOILIEJIbKOM, KOTOPBIA UCTIONBb30BAJICS paHee (PUCYHOK 38).
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$841.6453

OTtnpaBuTb Monyuntb CkaHupoBaTtb

QBTC v 0

1 BTC- $67350.0079 S0

@' ETH ~ 0.2097

1ETH - $2068.3301 $433.6683

Y TON ~ 0

1 TON - §1.2331 SO

Tether 407.977

1SOL - $80.85

Tl
BanaHc TpaH3akumm

4

PucyHok 38 — 'maBHOE OKHO NPUITI0KEHUS
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2 be3onacHOCTD )KM3HEAeATEeILHOCTH

B name Bpems paboTa 3a KOMIIBIOTEPOM CTaja HEOTHEMJIEMOW YacThIO JKU3HU
MHOTHX JIFOJICH, YTO MPUBOIUT K MOSBIICHUIO PA3IMUHBIX POOJIEM CO 3I0POBHEM, TAKUX
KaK HamnpsOKCHUE TIJIa3, HENpaBWIbHAsS OCAaHKA, TYHHEJBHBIM CHHAPOM M JPYTHX
3abosieBannii. B ocoOeHHOCTH 93TO Kacaercs Jwojaed ubsi mnpodeccuoHalbHas
JESTEIIFHOCTh CBSI3aHHA C JIOJITUM HaXOXKJEHHEM Iepea dKpaHoM MoHuTopa. Jis Toro,
yT0OBI 00€30MmacuTh cedsi OT MPOOIEM MPOJIOTKUTEIHLHON PabOThl 32 KOMITBIOTEPOM,
HEOOXOMMO COOJIFOIaTh Ps MpaBwi. B 3TOW TiaBe MBI pacCMOTPHM HEOOXOIUMBIC
MEpBI, IPH COOTIOCHIHA KOTOPBIX, MOXKHO MPEAOTBPATUTH BCE BO3BMOIKHBIC MPOOJIEMBI,

CBSI3aHHBIE C JTOJITOM paboTOM 32 KOMITBIOTEPOM.

2.1 TpeOoBanus Kk opranusanum padouero Mecra

[1pu opranuzanuu padodero Mecta He0OXO0IMMO COOIOAATh PSJI PEKOMEH AN,
KOTOPbhIE TOMOTYT MHUHHMHU3UPOBATh PHUCKH JJ 3I0pOBbs. PaccMOTpUM CIHCOK
MpeIaraéMbIX pEKOMEHIALIMIA:

— JproHoMu4HOe Kpecio. J[ms kom@opTHO# pabOThI 32 KOMIIBIOTEPOM Ba)KHO
MPUOOPECTH XOpoIlllee W KauyeCTBEHHOE Kpeclo, KOTOopoe 00yagacT BO3MOYKHOCTHIO
PEryJIUPOBKH BBICOTHI M yIVIa HAKJIOHA, W HEOOXoAuMOH ¢GopMOH IS CHUHBI M
KOMIUICKIIMH YEJIOBEKa;

— TIpaBWIbHas BBICOTA cToja. Paboumii cTON AOJKEH OBITh Ha TaKOW BBHICOTE,
YTOOBI PyKH HAXOAWIHNCH M0 yriioM 90 rpagycoB nipu padoTe ¢ KIIaBUATYPOU U MBIIIBIO;

— ToJ0XeHHe MoHuTopa. UToOBl mMpenoTBpaTUTh MPOOJEMBI CO 3pPEHUEM,
MOHHTOP JOJKEH HaXOJUThCS HA KOM(GOPTHOM pacCTOSHUU OT TJa3. PekomeHyeMbIM
3HaueHueM sBusgercss 50-70 cm oT mouuTopa. [losokeHne MOHHUTOpaA JOJIAKHO OBITh
TaKoe YTOOBI, BEPXHSSI YaCTh DKpaHa OblJIa HA YpPOBHE IJ1a3.

[Ipumep cobmroieHre BCEX MPABUII MOXKHO YBUAETh Ha pUCyHKE 39.
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Pucynok 39 — IIpaBuiibHOE MOJI0KEHNE TIPH paboTe 32 KOMIBIOTEPOM

2.2 TpeOGoBaHus K OCBELICHUIO

OmgHa w3 TIaBHBIX MpoOJIeM, KOTOpas BO3HHUKAET TPHU JOJNTON padore 3a
KOMIIBIOTEPOM — 3TO BpeJ 4 r11a3. HenpaBuibHOE OCBElIeHHE TOMEUIEHUS U HACTPOEK
SPKOCTH MOHHUTOpPA, MOXKET TPHUBECTH K YCTAJIOCTH TJa3, CYXOCTH, MOKPACHEHUIO,
Pa3MBITOCTH 3PEHUSI U TOJIOBHBIM 00JIsiM. UTOOBI MpenoTBpaTUTh 3TO, HEOOXOAUMO
coOJIro1aTh HEKOTOPHIC TPEOOBAHUS K OCBEIICHUIO B TIOMEIIICHUU:

— ©CTECTBEHHOE OCBeIIeHHe. PekoMeHayeTcs, 1Mo BO3MOXKHOCTH, UCTIOIb30BaTh
€CTECTBEHHBIN CBET, MPHW 3TOM K30erarh MOMAJaHWs TPSIMBIX COJHEYHBIA JIyded Ha
MOHUTOpP. ECTEeCTBEHHBI CBET CHWXKACT HANpsHKEHHWE TJ1a3 W yJydiiaeT oolee
CaMOYyBCTBHUE;

— HMCKyCCTBEHHOE ocBemieHue. s paboThl B BedepHEee BpeMsi PEKOMEHIYeTCs
UCTIOJIb30BaTh MCKYCCTBEHHOE OCBEIICHUE, TaKWe KaK HACTOJILHOE JamIla, KOMHATHOE
ocBemienue u T.4. [IpenmnodrurenbH0O KOMOMHUPOBATH OCBEIICHUS NIJIsi 0OJIee JTydIlero
a¢dekra. OcBerieHre T0KHO OBITh IPKUM, YTOOBI M30€KaTh HANPSXKEHUS TJ1a3, HO He
CJIMIIIKOM WHTEHCUBHBIM, YTOOBI UCKITIOYUTH MOSIBIICHUSI OJIMKOM Ha SKpaHe MOHHUTOPA.

Taxxe HYKHO YYUTBHIBATH IPABUJIBHOC PACIIOJIOKCHUC UCTOYHUKOB CBCTA, JIOKAJIbHBIN
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UCTOYHUK, HalpuUMep, HACTOJIbHAs JIaMIla, JOJDKEH OBbITh YCTAHOBJIEH COOKY OT
MOHHUTOPA, YTOOBI HE CO37aBaTh NPSIMBIX OJIMKOB HA SKpPaHE;

— HacTporka moHuTopa. [IpaBuibHas HacTpoWkKa SPKOCTH UM KOHTPACTHOCTH
MOHHUTOPA, TAKKE MOKET YMEHBIIUTh HANPS)KEHUE TI1a3 IPU JUIUTENIbHOM padoTe 3a [1K.
Pexomenayercss B BedepHee BpeEMsI MCIOJIb30BaTh HOYHOM PEXUM, KOTOPBIM JI€JIaeT
[[BETa 3KpaHa 0oJiee TeIUIBIMU. JTO MOMOXET YMEHBUIUTh HArpy3Ka Ha IJ1a3a, a TaKkkKe

YJIIy4liuTbh Ka9€CTBO CHA.
2.3 TpeOoBaHUA K pe;KMMY OTABIXA

UroObl u30exarh MpobOJieM €O 3J0pOBbEM MpHU JJIUTEIbHOM padoTe 3a
KOMITIBIOTEPOM, HEOOXOIMMO €KE€YaCHO JieJaTh HEOOIbIION nepepbIB, s BBITOJIHEHU S
Pa3MMHKH, 4TOOBI M30€KaTh MBIIIEYHOTO HANPSKEHUS U YIyYIIUTh KPOBOOOpAILlEHHUE B
CyCcTaBax W MBbIIIIAX.

He crout 3a0biBaTh M NpoO TIJ1a3a, KOTOPBIE TAK K€ MOJBEP>KEHbI BO3ICHCTBUIO,
No3ToOMy OyJAeT MOJIE3HO CAeNaTh 3apslKy, KOTOpas BKJIIOYAeT B ce0sl KPYyroBbIe
JBIKEHUSI OTKPBITHIMHU TJ1a3aMH, CMEHAa TOUKU (POKYCHPOBKH B3IJIsila C OJU3KOU 10
JalIbHEN.

BaxxHo Taxke coOmroaTh cTporuii rpaduk pabOThl U OTIIBIXa, BEIb ITOCTOSHHBIN
TPYA MOKET MPUBECTH K HETATUBHBIM MOCIEACTBUSAM. HeoOX01MMO cOCTaBUTh YETKOE
pacrnucaHie U pacnucaTh IUlad paboThl, 15 ONTUMHU3ALMK cBoero Bpemenu. He cinenyer
paboTark B AHHU OTJIbIXa, EPEPAOOTKU MOTYT IUIOXO CKa3aThCd Ha BalieM (GU3NYECKOM
Y MEHTaJIBbHOM 3]I0POBBE.

[Ipu cobGmiogeHne MAaHHBIX PEKOMEHIAIM BB CMOXeTe olecneunTh cebde

KOM(OPTHYIO pab0oTy ¢ MUHUMAIBHBIM PHCKA ISl CBOETO 310POBBSI.
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3aKjJII04YeHue

B xone BBIMOJHEHMS TaHHOW BBIMTYCKHOW KBaTM(PUKAIMOHHOW pPabOThI, OBLIO
paspaborano  Android-mpwiokeHne —  HEKaCTOAWAJIBHBIA  MYJIbTUBATIOTHBIN
kpunrokomenék s mwiarpopmer Android. B mporiecce pa3paboTku ObUTH OCBOCHBI
COBPEMEHHBIEC TOJXOJbI K CO3/IaHUI0 3AIMUIIEHHBIX MOOWIBHBIX MPUIOKEHUH B Cpele
Android Studio ¢ ucnosns3zoBanuiem s3pik0B Kotlin u Java, a Taxke kpunrorpaduueckux
oubnuorek (Hampumep, Bitcoin], Web3j) u cucremHoro xpanunuiia kirodeit Android
Keystore nis n3onsmuu NpuBaTHBIX KITIOYEH.

PazpaboranHoe TPHIIOKEHUE COOTBETCTBYET MPHUHIMIIAM HEKACTOIUATBLHOCTH:
BCe Kpumnrorpadguueckue KIHYM TCHEPUPYIOTCS, XPAHITCS U HCIOJb3yIOTCS
UCKJIIOUUTEIBLHO Ha YCTPOMCTBE MOJb30BaTesl. Peann3oBaHa mojajiepiKKa HECKOIbKHUX
kpunroBantor (BTC, ETH, USDT wu ap.), a takke (QyHKIUMU CO3MIaHUS U UMIIOPTA
KOIIETBKOB 1O cua-(dpasze, OTIPaBKH U TOJYYEHUS CPEJICTB, MPOCMOTpa OajaHca |
uctopun Tpauzakiumid. [IpuioxxkeHune obecrneurBaeT HAASKHYIO 3alUTy KIOUEH OT
HECAHKIIMOHUPOBAHHOIO JIOCTyIa U KOMIIPOMETAIIHH.

B mepcnekTriBe BO3MOXHBI CIEIYIONINE YIy4YIlIeHUs: H0OaBICHUE MOAIECPKKH
JOTIOJITHUTENbHBIX ~KPUIITOBANIOT U TokeHOB (Hampumep, BSC, Solana, TON),
uHTerpamss ¢ anmapatHeiMu  komenbkamu  (Ledger, Trezor), BHeapeHue
OMOMETPUYECKOW ayTeHTU(DUKAIMH ISl TIOATBEPXKICHUS ONEpanui, peanu3arms
PE3EepPBHOTO KOMUPOBAHHS C MIU(PPOBAHHEM, a TAKXKE PACHIMPEHUEC AHATUTHYECKHUX
MOJyJIeM W yJyYIlIeHHE I0Jb30BaTeIbCKOTO HHTep(deiica s Oosiee ya00HOTO

YIIPpaBJICHHA aKTHBAaMHU.
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Cnucox HCI0JIb30BAHHBIX HCTOYHHKOB

1. Pa3zpaboTka KOHCOJBHBIX MPUIOKEHUN ¢ nmoMoibio Microsoft Visual Studio
2017: yuebnoe nocodue / F0.B. Tpakumyc — HoBocubupck: M3a-so HI'TY, 2018. -3 c.

2. YueOHoe nocobue 1o s3bIky Java Hacte 1: yueOHOe mocodue / A. B. I'apuiios,
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[Ipunoxenune A.1 — UML-nuarpamma npeneieHToB
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[Ipunoxenune A.2 — UML-nuarpamma kiaccoB
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[Ipunoxenune A.3 — UML-nuarpamma nocienoBareabHOCTEN
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®aiin MainWindow.java

package com.example.coldbitwallet;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

Jjava.mat
java.mat
Jjava.uti
java.tex
java.tex
jJjava.uti
Jjava.uti
java.uti
android
android.
android.
android.
android.
android.
android.
android.
android.
android.
android
android.
android.
android.
android.
android
android.
android.
android.
android.
android.

androidx.
androidx.

androidx

androidx.
androidx.
androidx.
androidx.
androidx.

h.BigDecimal;

h.RoundingMode;

1.Locale;

t.DecimalFormat;
t.DecimalFormatSymbols;
1.concurrent.Executors;
l.concurrent.ScheduledExecutorService;
l.concurrent.TimeUnit;

.Manifest;

app.AlertDialog;
content.BroadcastReceiver;
content.Context;
content.Intent;
content.IntentFilter;
content.SharedPreferences;
content.pm.PackageManager;
content.res.ColorStatelist;
net.ConnectivityManager;

.net.NetworkCapabilities;

net.Uri;
os.Bundle;
os.Handler;
os.Looper;

.provider.Settings;

util.Log;

view.View;

widget.TextView;

widget.Toast;
widget.ImageButton;
activity.EdgeToEdge;
activity.OnBackPressedCallback;
.appcompat.app.AppCompatActivity;
core.app.ActivityCompat;
core.content.ContextCompat;
core.graphics.Insets;
core.view.ViewCompat;
core.view.WindowInsetsCompat;

com.example.coldbitwallet.wallet.bitcoin.BitcoinManager;
com.example.coldbitwallet.wallet.ethereum.EthereumManager;

import com.journeyapps.barcodescanner.CaptureActivity;
public class MainWindow extends AppCompatActivity {

private static final int REQUEST CODE SCAN 1;
3anpoca CKaHUPOBAHUSA

private static final int CAMERA PERMISSION REQUEST CODE
// Kon sBampoca pa3peleHus Ha Kamepy

private boolean isBalanceHidden;

private DoubleBackClickManager doubleBackPressHandler;

// Kom nnsa

100;
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private Handler LoopForPriceCryptho = new

Handler (Looper.getMainLooper()); // Ina oBHOBJEHUS LI€H, pas3 B IATb
MUHY T
private static final String PREFS NAME = "PriceUpdatePrefs"; //

Kmwou pna SharedPreferences
private static final String KEY LAST UPDATE TIME =
"lastUpdateTime"; // Bpems nocjemHero OOHOBJIEHUS
private static final long UPDATE INTERVAL = 300000; // 5 MuHyT
private boolean isConnected;
@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
EdgeToEdge.enable (this) ;
// SETTINGS
String lang = getSharedPreferences ("settings", MODE PRIVATE)
.getString ("language", "system");
LocaleHelper.setlocale (this, lang);

SharedPreferences settings = getSharedPreferences ("settings",
MODE PRIVATE) ;
isBalanceHidden = settings.getBoolean ("hide balance", false);

setContentView (R.layout.activity main window) ;
doubleBackPressHandler = new DoubleBackClickManager (this);
SystemBarColorHelper.applyColors (this, true);
ThemeManager.applySavedBackground (this, R.id.mainLayout);
ThemeManager.applySavedBackground (this, R.id.main);
// UI INIT
prepareCryptoBalanceFields () ;
int savedColor = TextColorManager.getSavedTextColor (this);
int[] textViewIds = {

R.id.textHistory, R.id.textHome, R.id.ReceiveHint,
R.id.ScanHint,

R.id.textView2, R.id.BalanceText,

R.id.title btc, R.id.amount btc, R.id.price per btc,
R.id.total value btc, R.id.address btc,

R.id.title eth, R.id.amount eth, R.id.price per eth,
R.id.total value eth, R.id.address eth,

R.id.title ton, R.id.amount ton, R.id.price per ton,
R.id.total value ton, R.id.address ton,

R.id.title usdt, R.id.amount usdt, R.id.price per usdt,
R.id.total value usdt, R.id.address usdt,

R.id.title sol, R.id.amount sol, R.id.price per sol,
R.id.total value sol, R.id.address sol
i
for (int id : textViewIds) {

TextColorManager.applySavedTextColor (this, id);
}
ViewCompat.setOnApplyWindowInsetsListener (findViewById(R.id.main),
(v, insets) -> {
Insets systemBars =

insets.getInsets (WindowInsetsCompat.Type.systemBars());
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v.setPadding (systemBars.left, systemBars.top, systemBars.right,

systemBars.bottom) ;

})

return insets;

r

getOnBackPressedDispatcher () .addCallback (this, new
OnBackPressedCallback (true) {

}) g

//

@Override
public void handleOnBackPressed () {

doubleBackPressHandler.onBackPressed (R.string.toast exit app);

}

14

BALANCE MANAGER INIT

SharedPreferences prefs = getSharedPreferences ("MyPrefs",
MODE PRIVATE) ;
BalanceManager bm = BalanceManager.getInstance();

//

bm.
bm.
bm.
bm.
bm.

//

ampeca

setAddress ("btc", prefs.getString("bitcoin address", ""));

setAddress ("eth", prefs.getString("ethereum address", ""));
(

setAddress ("ton", prefs.getString("ton address", ""));
setAddress ("usdt", prefs.getString("ethereum address", ""));
AJIPECA UI

(
(
setAddress ("sol", prefs.getString("solana address™, ""));
(
(

setupAddress (R.id.address btc, R.id.expand btc, "btc", savedColor);
setupAddress (R.id.address eth, R.id.expand eth, "eth", savedColor);
setupAddress (R.id.address ton, R.id.expand ton, "ton", savedColor);

setupAddress(R.id.add?ess_sol, R.id.expand sol, "sol",

savedColor) ;

// INTERNET
TextView internetWarningText =

findViewById (R.id.internetWarningText) ;

internetWarningText.setVisibility(isInternetAvailable() ?

View.INVISIBLE : View.VISIBLE)

registerReceiver (internetReceiver,

new
IntentFilter (ConnectivityManager.CONNECTIVITY ACTION)) ;
loadCachedBalances () ; // xem
startBalanceUpdater(); // RPC
updateBalances () ; // Ulne

}

updatePricesPeriodically ()

private void setupAddress (int textId, int expandId, String token,
int color) {

TextView addressView = findViewById (textId);

ImageButton expand = findViewById (expandId) ;

String address = BalanceManager.getInstance () .getAddress (token);

addressView.setText (address) ;

expand.setImageTintList (ColorStatelList.valueOf (color));

expand.setOnClickListener (v -> {

if (addressView.getVisibility () == View.GONE) {

addressView.setVisibility(View.VISIBLE) ;
expand.setImageResource (R.drawable.ic arrow up);
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} else {
addressView.setVisibility (View.GONE) ;
expand.setImageResource (R.drawable.ic_arrow_down);

}) g
}
// MeTon nJjsg MOJIyUYeHMS BPEMEeHU IIOCJeOHeT o OOHOBJIEHUS U3
SharedPreferences
private long getLastUpdateTime () {
SharedPreferences prefs = getSharedPreferences (PREFS NAME,
MODE PRIVATE) ;
return prefs.getLong (KEY LAST UPDATE TIME, 0); // Bosepamaem O,
ecniu ODOHOBJIEHUM He OBLJIO
}
// MeTon mia OOHOBJIEHMS BPEMEHM I[IOCJIeOHEerOo OOHOBJIEHMS B
SharedPreferences
private void setLastUpdateTime (long time) {
SharedPreferences prefs = getSharedPreferences (PREFS NAME,
MODE PRIVATE) ;
SharedPreferences.Editor editor = prefs.edit();
editor.putlLong (KEY LAST UPDATE TIME, time);
editor.apply () ;
}
private void loadCachedBalances () {
SharedPreferences prefs = getSharedPreferences ("MyPrefs",
MODE PRIVATE) ;
BalanceManager bm = BalanceManager.getlInstance ()

bm.setBalance ("btc",
Double.parseDouble (prefs.getString ("btc balance",
"0.0")));
bm.setBalance ("eth",
Double.parseDouble (prefs.getString ("eth balance",
"0.0")));

bm.setBalance ("sol",
Double.parseDouble (prefs.getString ("sol balance",
"0.0")));

bm.setBalance ("ton",
Double.parseDouble (prefs.getString ("ton balance",
"0.0")));

bm.setBalance ("usdt",
Double.parseDouble (prefs.getString ("usdt balance",
"0.0")));
}

// MeTon mnsa OOHOBJIEHMS L€H pa3 B 5 MMHYT

private void updatePricesPeriodically () {
LoopForPriceCryptho.postDelayed (new Runnable () {
@Override
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public void run () {
// TlpoBepseM, NOPOWJIO JI¥M 5 MMHYT C MOCJEeOHEero OOHOBJIEHUS
long lastUpdateTime = getlLastUpdateTime () ;
long currentTime = System.currentTimeMillis();
// Eciam npousio ©SoJsibmie 5 MMHYT, OOHOBJISEM LIEHH
if (currentTime - lastUpdateTime > UPDATE INTERVAL) {
updatePrices () ;

}
LoopForPriceCryptho.postDelayed (this, UPDATE INTERVAL);

// BamnyckaeMm 3amadyy CHOBa uepes 5 MUHYT

}
}, UPDATE INTERVAL); // llepBoli 3amnyck udepes 5 MUHYT

}

// MeTon mng OBOHOBJIEHMS LIEH

private void updatePrices () {
if (!isInternetAvailable()) {
Log.d ("PriceManager", "HeT mMHTepHeTa. JVCHOJb3YyeM JIOKAJIbHEE
IOaHHBIE.") ;
updateBalances () ;
return;
}
Log.d ("PriceManager", "3Banpoc k cepeBepy...");
// Anpeca

String btcAddress =
BalanceManager.getInstance () .getAddress ("BTC") ;
String ethAddress =
BalanceManager.getInstance () .getAddress ("ETH") ;
String tonAddress =
BalanceManager.getlInstance () .getAddress ("TON") ;
String solAddress =
BalanceManager.getlInstance () .getAddress ("SOL") ;
PriceManager.fetchBalances (
this,
btcAddress,
ethAddress,
tonAddress,
solAddress,
new PriceManager.WalletCallback() {
@Override
public void onSuccess () {
Log.d ("PriceManager", "IaHHble OOHOBJIEHH") ;
updateBalances () ;
setLastUpdateTime (System.currentTimeMillis () ) ;

}

@Override
public void onError (String error) ({
Log.e ("PriceManager", "Oumbka: " + error);

updateBalances (); // cTapse IaHHBE
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}
@Override
protected void onNewIntent (Intent intent)
super.onNewIntent (intent) ;
setIntent (intent);
// TlpoBepseM, NOPOUUIO JIM 5 MUHYT C MNOCJeIHEeTrO OOHOBJICHMUS
long lastUpdateTime = getlastUpdateTime () ;
long currentTime = System.currentTimeMillis();
// Eciu npouuto OoJibiie 5 MMHYT, paspemaeM OOHOBJIEHME
i1f (currentTime - lastUpdateTime > UPDATE INTERVAL) {
updatePrices(); // OOHOBJSEM LIEHH MPU BaANyCKe IPUIIOXESHUS

}
private void updateCryptoAmountAndTotal (
String cryptoKey,
int amountId,
int totalValueld,
double price,
DecimalFormat df,
double balance

TextView amountTextView = findViewById (amountId);

TextView totalValueTextView = findViewById(totalValueld);

amountTextView.setText (df.format (balance)); // Orobpaxaem
KOJIMUECTBO TOKEHOB

if (!cryptoKey.equalsIgnoreCase ("usdt")) {
double totalValue = balance * price;
totalValueTextView.setText ("S$" + df.format (totalValue)):
} else {
totalValueTextView.setText (""); // USDT 0Oes3 obmer CTOMMOCTM
}
}

private void updateBalances () {

DecimalFormatSymbols symbols = new
DecimalFormatSymbols (Locale.US) ;

DecimalFormat df = new DecimalFormat ("0.00000", symbols);
df.setRoundingMode (RoundingMode .CEILING) ;

DecimalFormat df2 = new DecimalFormat ("O.####", symbols);
df2.setRoundingMode (RoundingMode.CEILING) ;

prepareCryptoBalanceFields(); // 0. UI reset
SharedPreferences prefs =
getSharedPreferences (PriceManager.PREFS NAME, MODE PRIVATE); // 1.
READ PRICES FROM SharedPrefs

double btcPrice = prefs.getFloat ("btc price", 0f);
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double ethPrice = prefs.getFloat ("eth price", 0f);

double tonPrice = prefs.getFloat("ton price", 0f);

double solPrice = prefs.getFloat("sol price", 0f);

double usdtPrice = 1.0;

// 2. UPDATE PRICE UI

updateCryptoPrice ("btc", R ) ;
updateCryptoPrice ("eth", R.id.price per eth, ethPrice, df2);
updateCryptoPrice ("ton", R.id.price per ton, tonPrice, df2)
updateCryptoPrice("sol", R.id.price per sol, solPrice, df2);
updateCryptoPrice ("usdt", R.id.price per usdt, usdtPrice, df2);
if (isBalanceHidden) return; // 3. HIDE BALANCE CHECK

// 4. READ BALANCES ONLY FROM PREFS

.id.price per btc, btcPrice, df2

14

double btc = Double.parseDouble (prefs.getString ("btc balance",
O'Odéiéle eth = Double.parseDouble (prefs.getString("eth balance",
O.Odéiéle ton = Double.parseDouble (prefs.getString("ton balance",
O'Odéiéle sol = Double.parseDouble (prefs.getString("sol balance",
"0.0"));

String usdtRaw = prefs.getString("usdt balance", "0.0");
double usdt = Double.parseDouble (usdtRaw) ;
// 5. UPDATE TOKEN AMOUNTS + TOTALS
updateCryptoAmountAndTotal ("btc", R.id.amount btc,
R.id.total value btc, btcPrice, df2, btc);
updateCryptoAmountAndTotal ("eth", R.id.amount eth,
R.id.total value eth, ethPrice, df2, eth);
updateCryptoAmountAndTotal ("ton", R.id.amount ton,
R.id.total value ton, tonPrice, df2, ton);
updateCryptoAmountAndTotal ("sol", R.id.amount sol,
R.id.total value sol, solPrice, df2, sol);
updateCryptoAmountAndTotal ("usdt", R.id.amount usdt,
R.id.total value usdt, usdtPrice, df2, usdt);
}
// 6. TOTAL BALANCE
double total =
btc * btcPrice +
eth * ethPrice +
ton * tonPrice +
sol * solPrice +
usdt;
TextView balanceText = findViewById(R.id.BalanceText)
balanceText.setText ("S$" + df2.format (total));
// OBHOBJIEHME TOJILKO LEeHH TOKEeHa
private void updateCryptoPrice(String cryptoKey, int pricePerId,
double price, DecimalFormat df) {
TextView pricePerTextView = findViewById (pricePerId);

if (!cryptoKey.equalsIgnoreCase ("usdt")) {
String formattedPrice = df.format (price);
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pricePerTextView.setText (String.format (Locale.US, "1 %s -

$S%s", cryptoKey.toUpperCase (), formattedPrice)):;
pricePerTextView.setVisibility (View.VISIBLE) ;
} else {

pricePerTextView.setVisibility (View.GONE) ;

}
private void prepareCryptoBalanceFields () {
int[] amountIds = {
R.id.amount btc, R.id.amount eth, R.id.amount ton,
R.id.amount usdt, R.id.amount sol
}i
int[] totalValuelIds = {
R.id.total value btc, R.id.total value eth,
R.id.total value ton, ﬁ.id.tgtal_value_usdt,_R.id.Eotal_value_sol
}i
for (int id : amountIds) {
TextView amountTextView = findViewById(id) ;
amountTextView.setText (isBalanceHidden ? "?2" "y
for (int id : totalValuelds) {
TextView totalValueTextView = findViewById(id) ;
totalValueTextView.setText ("");
}
// TexkcT obmero OajlaHCa Cpas’y CKPHTL/OOHOBUTH
TextView balanceText = findViewById(R.id.BalanceText)
balanceText.setText (isBalanceHidden 2 "2" : "™);
}
// OBpaboTumMk nOJjis HaxaTusa Ha KHOOKy "OrnpaBuTh"
public void onSendClicked (View view) {
PressEffectHelper.apply(this, view, "sss");
if (!'isConnected) {
Toast.makeText (this, R.string.check internet connection,
Toast.LENGTH SHORT) .show () ;
retuEn;
}
// Ecim GajlaHC CKpPHT, TO HUUETIO He OejlaeM
if (isBalanceHidden) { Toast.makeText (this,
R.string.toast transaction with hidden balance,
Toast.LENGTH SHORT) .show(); return;}
Intent intent = new Intent (MainWindow.this, JustSend.class);
startActivity (intent);
}
// ObpaboTumk OJjid HaxXaTusa Ha KHONKyY "IloayumTs"
public void onReceiveClicked (View view) {
PressEffectHelper.apply(this, view, "sss");
Intent intent = new Intent (MainWindow.this,
AssetSelectionGet.class);
startActivity (intent);
}

// OBpaboTumMk mOJjisg HaxaTusd Ha KHONKy "CkaHupoBaTh"
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public void onScanClicked (View view) {
PressEffectHelper.apply(this, view, "sss");

(ActivityCompat.shouldShowRequestPermissionRationale (this,
Manifest.permission.CAMERA) )

// TloaBydgeTcda OOBACHEHME II0JIb30BaATEJID,

if

}

// Eciam GajlaHC CKpPHT,
if

if
Manifest.permission.CAMERA)
// Eciu paspelueHue He NpenoCTaBJIEHO,

(!isConnected)
Toast.makeText (this, R.string.check internet connection,
Toast.LENGTH SHORT) .show () ;

retu?n;

{

(isBalanceHidden)
R.string.toast transaction with hidden balance,
Toast.LENGTH SHORT) .show(); return;}
// TlpoBepkKa paspelleHrsa Ha KaMmepy
(ContextCompat.checkSelfPermission (this,

if

paspemeHnue

}

}

TO HMUETO He JejlaeM
{ Toast.makeText (this,

!= PackageManager.PERMISSION GRANTED)

Toast.makeText (this,
getString (R.string.toast gr permission), Toast.LENGTH SHORT) .show () ;

}

// 3BanpamvBaeM pas3peleHyre
ActivityCompat.requestPermissions (this, new
String[] {Manifest.permission.CAMERA},

CAMERA PERMISSION REQUEST CODE) ;

} else {
startScan () ;
CKaHUPOBAaHUE

// PaspemeHue Ha KaMepy YyXe eCThb,

// MeTon nJjsa Hauvajla CKAHMPOBAHUMA
private void startScan ()
Intent intent = new Intent (MainWindow.this,
CaptureActivity.class);

CKaHupoBaHMsa QR-KOOOB

}

// Banyck axTuBHOCTM CaptureActivity mms

startActivityForResult (intent, REQUEST CODE SCAN) ;

// Meron nnsa ofpaboTKy pesylbTaTa CKaHMpOBaHMA QR-koma
@Override

protected void onActivityResult (int requestCode,

Intent data)
super.onActivityResult (requestCode, resultCode, data);

if
&& data

(requestCode

!'= null) {

String scanResult

REQUEST CODE SCAN && resultCode ==

data.getStringExtra ("SCAN RESULT");

llolydyaeM pesyJibTaT CKaHMpoBaHua QR-koma
// OBpaboTka pes3yJbTaTa CKaHMPOBAHMA

if (scanResult

!'= null)

{

3alrpammeaeM €10

3anycKaeM

int resultCode,

{

noueMy HeOoOXOIOMMO

RESULT OK

3m.
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Intent resultIntent = new Intent (MainWindow.this,
SendByScaner.class) ;

resultIntent.putExtra ("SCAN RESULT", scanResult); //
nepenaeM pes3yJibTaT B OPYTYKH aKTUMBHOCTDb

startActivity (resultIntent); // 3amnyckaeM HOBYK
AKTMBHOCTL C PEe3yJIbTaTOM

}
}

}

// OBpaboTuuk mJjgd pes’ysjbTaTa 3alpoca paspeleHunt

@Override
public void onRequestPermissionsResult (int requestCode, String[]
permissions, int[] grantResults) {

super.onRequestPermissionsResult (requestCode, permissions,
grantResults) ;
if (requestCode == CAMERA PERMISSION REQUEST CODE) {
if (grantResults.length > 0 && grantResults[0] ==
PackageManager.PERMISSION GRANTED) {
// PaspemeHue Ha KaMepy I[IOJIY4eHO, MOXHO 3alyCKaThb
CKaHUPOBAHUE
startScan () ;
} else {
// PaspemeHue Ha KaMepy OTKJIOHEHO, I[OKas3kBaeM coobueHue
Toast.makeText (this,
getString (R.string.toast gr permission), Toast.LENGTH SHORT) .show();
// TlpoBepsieM, OTKJIOHEHO JIM pas3pelleHre HaBcerna
if
('ActivityCompat.shouldShowRequestPermissionRationale (this,
Manifest.permission.CAMERA)) {
// Eciu "He mokasbBaTh CHOBA", npenjaraeM NepelTu B
HaCTPOUKU
new AlertDialog.Builder (this)
.setMessage (getString (R.string.go settings activation scan text))
.setPositiveButton (getString(R.string.go to settings text), (dialog,
which) —-> {
// Tlepexon B HACTPOWKM IPUIIOKEHUS
Intent intent = new
Intent (Settings.ACTION APPLICATION DETAILS SETTINGS) ;
Uri uri = Uri.fromParts ("package",
getPackageName (), null);
intent.setData (uri);
startActivity(intent);
1)

.setNegativeButton (getString (R.string.cancel text), (dialog, which)
-> dialog.dismiss{())

.create ()

.show () ;
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public void onHomeClicked (View view) {
PressEffectHelper.apply(this, view, "sss");
}
public void ClickSettings (View view) {
PressEffectHelper.apply(this, view, "sss");
Intent intent = new Intent (MainWindow.this,
SettingsActivity.class);
startActivity (intent) ;
}
public void onHistoryClicked (View view) {
PressEffectHelper.apply(this, view, "sss");
Intent intent = new Intent (MainWindow.this,
HistoryAction.class);
startActivity (intent);
finish () ;
}
@Override
protected void onDestroy () {
super.onDestroy () ;
LoopForPriceCryptho.removeCallbacksAndMessages (null) ;
unregisterReceiver (internetReceiver) ;
if (doubleBackPressHandler != null) {
doubleBackPressHandler.cancel () ;
}
if (scheduler != null) {
scheduler.shutdownNow () ;

private boolean isInternetAvailable() {
ConnectivityManager cm =
(ConnectivityManager)
getSystemService (Context .CONNECTIVITY SERVICE) ;
if (cm !'= null) {
NetworkCapabilities capabilities =
cm.getNetworkCapabilities (cm.getActiveNetwork())
return capabilities != null &&
capabilities.hasCapability (NetworkCapabilities.NET CAPABILITY INTERN
ET);
}
return false;

}

private final BroadcastReceiver internetReceiver = new
BroadcastReceiver () {
@Override

public void onReceive (Context context, Intent intent) {
isConnected = isInternetAvailable();

TextView internetWarningText =
findviewById(R.id.internetWarningText) ;

if (isConnected) {
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internetWarningText.setVisibility (View.INVISIBLE) ;
} else {
internetWarningText.setVisibility (View.VISIBLE) ;
}
}
}i
private ScheduledExecutorService scheduler;
private void startBalanceUpdater () {
scheduler = Executors.newSingleThreadScheduledExecutor () ;
scheduler.scheduleWithFixedDelay (() -> {
try {
String btcAddress =
BalanceManager.getInstance () .getAddress ("btc") ;
String ethAddress =
BalanceManager.getlInstance () .getAddress ("eth");

SharedPreferences prefs =
getSharedPreferences ("wallet data",
MODE PRIVATE) ;
BalanceManager bm = BalanceManager.getlInstance ()
// BTC
BigDecimal btc =
BitcoinManager.INSTANCE.getBtcBalance (btcAddress) ;
Log.d ("BTC BALANCE", "BTC = " +
btc.toPlainString()) ;
bm.setBalance ("btc", btc.doubleValue()):;
// ETH
BigDecimal ethBd =
EthereumManager.INSTANCE.getEthBalance (
ethAddress,
EthereumManager.EthNetwork.SEPOLIA
) ;
double eth = ethBd.doubleValue() ;
Log.d ("ETH BALANCE", "ETH = " + eth);
bm.setBalance ("eth", eth);
// USDT (ERC20)
BigDecimal usdtBd =
EthereumManager.INSTANCE.getUsdtBalance (
ethAddress,
EthereumManager.EthNetwork.SEPOLIA
) ;

double usdt = usdtBd.doubleValue () ;

Log.d ("USDT BALANCE", "USDT RAW(BigDecimal) = " +
usdtBd.toPlainString());
Log.d ("USDT BALANCE", "USDT DOUBLE = " + usdt);

bm.setBalance ("usdt", usdt):;

// SINGLE CACHE WRITE
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prefs.edit ()
.putString ("btc balance",
btc.toPlainString())
.putString ("eth balance",
String.valueOf (eth))
.putString ("usdt balance",
String.valueOf (usdt))
-apply ()7
// UI

runOnUiThread (this: :updateBalances) ;

} catch (Exception e) {
Log.e ("BALANCE", "Updater error", e);

}

}, 0, 15, TimeUnit.SECONDS) ;

daiin AssetSelectionGet.java

package com.example.coldbitwallet;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import androidx.activity.EdgeToEdge;

import androidx.appcompat.app.AppCompatActivity;
import android.widget.Button;

import android.widget.LinearLayout;

import android.widget.Toast;

import android.widget.RadioGroup;

import android.widget.RadioButton;

import androidx.core.content.ContextCompat;
import androidx.core.graphics.Insets;

import androidx.core.view.ViewCompat;

import androidx.core.view.WindowInsetsCompat;

public class AssetSelectionGet extends AppCompatActivity {

@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
EdgeToEdge.enable (this) ;
String lang = getSharedPreferences ("settings",
MODE PRIVATE) .getString("language", "system");
LocaleHelper.setLocale (this, lang);

setContentView (R.layout.activity asset selection get);

// 3aTeMHeHMre HUXHUM ¥ BEepXHEelN [HaHeJu
SystemBarColorHelper.applyColors (this, true);

ThemeManager.applySavedBackground (this, R.id.main);

// Cnucok Bcex 1d nJIeMeHTOB
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int[] textViewIds = {
// CuUCTeMHBe WTYKU
R.id.Recipient, R.id.NextButtonSendByScaner,
R.id.token btc, R.id.token eth, R.id.token ton,
R.id.token usdt, R.id.token sol
}
// lpuMmeHseM LBeT KO BceMm id
for (int id : textViewlIds) {
TextColorManager.applySavedTextColor (this, id);
}
// TlpuMeHeHMe COXPAaHEHHOTO LBeTa IJjis KHOIOK
Button nextButton =
findViewById (R.id.NextButtonSendByScaner) ;
PressEffectHelper.apply(this, nextButton, "spec");
// TlpumeHseMm OOBOIKY
LinearLayout tokenAddressContainer =
findViewById (R.id.tokenList) ;
tokenAddressContainer.setBackgroundResource (R.drawable.rounded bg);
ViewCompat.setOnApplyWindowInsetsListener (findViewById(R.id.main),
(v, insets) -> {
Insets systemBars =
insets.getInsets (WindowInsetsCompat.Type.systemBars());
v.setPadding (systemBars.left, systemBars.top,
systemBars.right, systemBars.bottom);
return insets;
1)
RadioGroup tokenGroup = findViewById(R.id.tokenList);
RadioButton token btc = findViewById(R.id.token btc);
RadioButton token usdt = findViewById(R.id.token usdt);
RadioButton token eth = findViewById(R.id.token eth);
RadioButton token ton = findViewById(R.id.token ton);
RadioButton token sol = findViewById(R.id.token sol);
tokenGroup.setOnCheckedChangelListener ( (group, checkedId) ->
{
resetRadioButtonTints (token btc, token eth, token usdt,
token ton, token sol);
1f (checkedId == R.id.token btc) {
token btc.setButtonTintList (ContextCompat.getColorStatelList (this,
R.color.BTCColor)) ;
} else if (checkedId == R.id.token usdt) {
token usdt.setButtonTintList (ContextCompat.getColorStatelList (this,
R.color.USDTColor)) ;
} else 1f (checkedId == R.id.token eth) {
token eth.setButtonTintList (ContextCompat.getColorStatelList (this,
R.color.ETHColor));
} else 1f (checkedId == R.id.token ton) {
token ton.setButtonTintList (ContextCompat.getColorStatelList (this,
R.color.TONColor)) ;
} else if (checkedId == R.id.token sol) {
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token sol.setButtonTintList (ContextCompat.getColorStateList (this,
R.color.SOLColor)) ;
} else {

RadioButton selected = findViewById (checkedId);
selected.setButtonTintList (ContextCompat.getColorStatelList (this,
R.color.SystemColor)) ;

}
1)
}
public void ClickNext (View view) {
PressEffectHelper.apply(this, view, "spec");
RadioGroup radioGroup = findViewById(R.id.tokenList);
int selectedId = radioGroup.getCheckedRadioButtonId() ;
if (selectedId == -1) {
Toast.makeText (this,
getString (R.string.toast select token), Toast.LENGTH SHORT) .show () ;
VibrationHelper.triggerVibration (this);

} else {
Intent intent = new Intent (AssetSelectionGet.this,
GetActivity.class); // BemeT K 2KpaHy I[OJIyUYeHUS

RadioButton selectedRadio = findViewById(selectedId);
String fullText = selectedRadio.getText () .toString()
String selectedToken =
fullText.split ("\\ (") [1].replace(™)", "").trim();
intent.putExtra ("selected token", selectedToken);
startActivity (intent);
}
}
public void ClickCancel (View view) {
PressEffectHelper.apply(this, view, "sss");
finish();
}
private void resetRadioButtonTints (RadioButton... buttons) {
for (RadioButton btn : buttons) {

btn.setButtonTintList (ContextCompat.getColorStatelList (this,
R.color.SystemColor)) ;
}
}

daiin AssetSelectionSet.java

package com.example.coldbitwallet;

import android.content.Intent;

import android.os.Bundle;

import android.util.Log;

import android.view.View;

import androidx.activity.EdgeToEdge;

import androidx.appcompat.app.AppCompatActivity;
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import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

public

android.
android.
android.
android.
android.
android.
android.
androidx

androidx.

androidx

androidx.
org.json.
org.json.
org.json.

java.io.
okhttp3
okhttp3
okhttp3
okhttp3
okhttp3

class As

widget.
widget.
widget.
widget.
widget.
widget.RadioGroup;
widget.RadioButton;
.core.content.ContextCompat;
core.graphics.Insets;
.core.view.ViewCompat;
core.view.WindowInsetsCompat;
JSONArray;

JSONObject;

JSONException;

IOException;

Button;
ImageView;
LinearLayout;
TextView;
Toast;

.MediaType;
.OkHttpClient;
.Request;
.RequestBody;
.Response;

setSelectionSet extends AppCompatActivity {

private String scanResult;

public static boolean ethAddressPreviouslyWarned = false;
public static boolean usdtAddressPreviouslyWarned = false;
public static boolean solAddressPreviouslyWarned = false;

@Override
protected void onCreate (Bundle savedInstanceState) {

MODE PRIVATE) .getString("language",

super.o
EdgeToE
String

LocaleH

setContentView (R.layout.activity asset selection set);

// 3are
SystemB
ThemeMa
// Cnwuc
int[] t

nCreate (savedInstanceState) ;
dge.enable (this) ;

lang = getSharedPreferences ("settings",
"system") ;
elper.setlLocale(this, lang);

MHEHME HMWXHUM M BEPXHEM IaHEeU
arColorHelper.applyColors (this,
nager.applySavedBackground (this,
OK BCex 1d »JjieMeHTOB
extViewIds = {
// CHUCTeMHBEe WTYKU
R.id.Recipient, R.id.NextButtonSendByScaner,

true);
R.id.main);

R.id.token btc, R.id.token eth, R.id.token ton,

TextColorManager.applySavedTextColor (this,

}s

R.id.token usdt, R.id.token sol, R.id.warningText

// TlpuMmeHnseMm 11BeT kO Bcem id

for (in

}

Buttons

t id textViewIds) {

id);

ColorManager.applySavedButtonColor (this,

R.id.NextButtonSendByScaner) ;

Button

nextButton =
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findvViewById(R.id.NextButtonSendByScaner) ;
PressEffectHelper.apply(this, nextButton, "spec");
// TpumeHseM OOBOIKY
LinearLayout tokenAddressContainer =
findViewById(R.id. tokenList) ;
tokenAddressContainer.setBackgroundResource (R.drawable. rounded bg);
ViewCompat. setOnApplyWindowInsetsListener (findvViewById (R.id.main),

(v, i1nsets) -> {
Insets systemBars =
insets.getInsets (WindowInsetsCompat.Type.systemBars()):;

v.setPadding (systemBars.left, systemBars.top,
systemBars.right, systemBars.bottom);
return insets;
1)
scanResult = getIntent () .getStringExtra ("SCAN RESULT");
RadioGroup tokenGroup = findViewById(R.id.tokenList);
// TlonlyyaeM CCBUIKM Ha KHOIIKU
RadioButton token btc = findViewById(R.id.token btc);
RadioButton token usdt = findViewById(R.id.token usdt);
RadioButton token eth = findViewById(R.id.token eth);
RadioButton token ton findViewById(R.id. token ton);
RadioButton token sol = findViewById(R.id.token sol);
// JloTuka nJjsa BeHIOOpa TOKeHa I10 ampecy
selectTokenByAddress (scanResult, token btc, token eth,
token sol, token usdt, token ton);
// YcTaHaBAMBaeM CJyllaTesb
tokenGroup.setOnCheckedChangelistener ( (group, checkedId) ->

// COpaceBaeM LBET y BCeX

resetRadioButtonTints (token btc, token eth, token usdt,
token ton, token sol);

// YcTaHaBIMBAEM HYXHHI LBET TOJILKO BHOPAHHOM KHOIKE

if (checkedId == R.id.token btc) {
token btc.setButtonTintList (ContextCompat.getColorStateList (this,
R.color.BTCColor));
} else if (checkedId == R.id.token usdt) {
token usdt.setButtonTintList (ContextCompat.getColorStatelList (this,
R.color.USDTColor)) ;

} else if (checkedId == R.id.token sol) {
token sol.setButtonTintList (ContextCompat.getColorStatelList (this,
R.color.SOLColor)) ;

} else 1f (checkedId == R.id.token eth) {
token eth.setButtonTintList (ContextCompat.getColorStatelList (this,
R.color.ETHColor)) ;

} else 1f (checkedId == R.id.token ton) {
token ton.setButtonTintList (ContextCompat.getColorStateList (this,
R.color.TONColor)) ;

} else {

RadioButton selected = findViewById (checkedId)

selected.setButtonTintList (ContextCompat.getColorStatelList (this,
R.color.SystemColor)) ;
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}
)

public void ClickNext (View view) ({
PressEffectHelper.apply(this, view, "spec");
RadioGroup radioGroup = findViewById(R.id.tokenList);
int selectedId = radioGroup.getCheckedRadioButtonId() ;
if (selectedId == -1) {
Toast.makeText (this, getString(R.string.toast select token),
Toast.LENGTH SHORT) .show () ;
VibrationHelper.triggerVibration (this);
} else {
RadioButton selectedRadio = findViewById(selectedId)
String fullText = selectedRadio.getText () .toString()
String selectedToken = fullText.split ("\\ (") [1].replace(™)",
"My .trim () ;
String recipientAddress = scanResult;
switch (selectedToken) {
case "BTC":
checkAddressExistence (selectedToken,
recipientAddress, new AddressCheckCallback() {
@Override
public void onResult (boolean exists) {
if (exists) {
Intent intent = new
Intent (AssetSelectionSet.this, TransactionAmount.class):;
intent.putExtra ("selected token",
selectedToken) ;
intent.putExtra ("SCAN RESULT",
recipientAddress) ;
startActivity (intent);
LinearLayout warningLayout =
findvViewById (R.id.addressWarningLayout) ;
warningLayout.setVisibility (View.GONE) ;
} else {
VibrationHelper.triggerVibration (AssetSelectionSet.this);
LinearLayout warningLayout =
findViewById (R.id.addressWarningLayout) ;
warningLayout.setVisibility (View.VISIBLE) ;
TextView warningText =
findvViewById (R.id.warningText) ;
String warningMessage =
getString(R.string.warning unvalid address, selectedToken);
warningText.setText (warningMessage) ;
ImageView warningIcon =
findvViewById (R.id.warningIcon) ;
int iconResId =
getWarningIconResource (selectedToken); // mMeTonm HuMXe
warningIcon.setImageResource (iconResId) ;
}
}

@QOverride
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public void onError (String errorMessage) {

Toast.makeText (AssetSelectionSet.this, "Oumbka ceTu",
Toast.LENGTH SHORT) .show () ;
VibrationHelper.triggerVibration (AssetSelectionSet.this);
}
}) s
break;
case "ETH":

checkAddressExistence (selectedToken,

recipientAddress, new AddressCheckCallback() {

@Override
public void onResult (boolean exists) {
if (exists || ethAddressPreviouslyWarned) {
// Tlepexon znaJjble
Intent intent = new

Intent (AssetSelectionSet.this, TransactionAmount.class);
intent.putExtra ("selected token",
selectedToken) ;
intent.putExtra ("SCAN RESULT",
recipientAddress) ;
startActivity (intent);
LinearLayout warningLayout =
findViewById(R.id.addressWarningLayout) ;
warninglLayout.setVisibility (View.GONE) ;
} else {
// TlepBHIM pas3 — OpenynpexicHue
ethAddressPreviouslyWarned = true;
Toast.makeText (AssetSelectionSet.this,
R.string.toast warning unvalid address true,
Toast.LENGTH SHORT) .show () ;
VibrationHelper.triggerVibration (AssetSelectionSet.this);
LinearLayout warningLayout =
findViewById(R.id.addressWarningLayout) ;
warningLayout.setVisibility (View.VISIBLE) ;
TextView warningText =
findvViewById (R.id.warningText) ;
String warningMessage =
getString(R.string.warning unvalid address true, selectedToken);
warningText.setText (warningMessage) ;
ImageView warningIcon =
findViewById (R.id.warningIcon) ;
int iconResId =
getWarningIconResource (selectedToken) ;
warningIcon.setImageResource (iconResId) ;
}
}
@Override
public void onError (String errorMessage) {
Toast.makeText (AssetSelectionSet.this,
"Ommbra ceru", Toast.LENGTH SHORT) .show();
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VibrationHelper.triggerVibration (AssetSelectionSet.this);
}
}) s
break;
case "USDT":
checkAddressExistence (selectedToken, recipientAddress, new
AddressCheckCallback () {

@Override
public void onResult (boolean exists) {
if (exists || usdtAddressPreviouslyWarned)
Intent intent = new

Intent (AssetSelectionSet.this, TransactionAmount.class);
intent.putExtra ("selected token",
selectedToken) ;
intent.putExtra ("SCAN RESULT",
recipientAddress) ;
startActivity(intent);
LinearLayout warningLayout =
findvViewById (R.id.addressWarningLayout) ;
warningLayout.setVisibility (View.GONE) ;
} else {
usdtAddressPreviouslyWarned = true;
Toast.makeText (
AssetSelectionSet.this,
R.string.toast warning unvalid address_ true,
Toast.LENGTH SHORT
) .show () ;
VibrationHelper.triggerVibration (AssetSelectionSet.this);
LinearLayout warningLayout =
findvViewById(R.id.addressWarningLayout) ;
warningLayout.setVisibility (View.VISIBLE) ;
TextView warningText =
findViewById (R.id.warningText) ;
String warningMessage = getString(
R.string.warning unvalid address_ true,
selectedToken
) ;
warningText.setText (warningMessage) ;
ImageView warningIcon =
findvViewById(R.id.warningIcon) ;
int iconResId =
getWarningIconResource (selectedToken) ;

warningIcon.setImageResource (iconResId) ;

}
}

@Override
public void onError (String errorMessage) {
Toast.makeText (
AssetSelectionSet.this,
"OQumbka cetu",
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Toast.LENGTH SHORT
) .show () ;
VibrationHelper.triggerVibration (AssetSelectionSet.this);
}
}) s

break;
case "SOL":
checkAddressExistence (selectedToken,
recipientAddress, new AddressCheckCallback() {

@Override
public void onResult (boolean exists) {
if (exists || solAddressPreviouslyWarned)
Intent intent = new

Intent (AssetSelectionSet.this, TransactionAmount.class);

intent.putExtra ("selected token",
selectedToken) ;

intent.putExtra ("SCAN RESULT",
recipientAddress) ;

startActivity (intent) ;

LinearLayout warningLayout =
findvViewById (R.id.addressWarningLayout) ;

warninglLayout.setVisibility (View.GONE) ;
} else {

solAddressPreviouslyWarned = true;

Toast.makeText (AssetSelectionSet.this,
R.string. toast warning unvalid address true,
Toast.LENGTH SHORT) .show () ;
VibrationHelper. triggerVibration (AssetSelectionSet.this);

LinearLayout warningLayout =
findViewById (R.id.addressWarningLayout) ;
warningLayout.setVisibility (View.VISIBLE) ;

TextView warningText =
findViewById (R.id.warningText) ;

String warningMessage =
getString(R.string.warning unvalid address true, selectedToken);

warningText.setText (warningMessage) ;

ImageView warningIcon =
findViewById (R.id.warningIcon);

int iconResId =
getWarningIconResource (selectedToken) ;
warningIcon.setImageResource (iconResId) ;

}
}

@Override
public void onError (String errorMessage) {
Toast.makeText (AssetSelectionSet.this,
"Ommbka cetu", Toast.LENGTH SHORT) .show();

VibrationHelper. triggerVibration (AssetSelectionSet.this);
}
b) g
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recipientAddress,

Intent (AssetSelectionSet.this,

selectedToken) ;

case

break;

"TON":

{

checkAddressExistence (selectedToken,

new AddressCheckCallback() {
@QOverride

public void onResult (boolean exists) {

recipientAddress) ;

if

(exists) {

Intent intent = new
TransactionAmount.class);
intent.putExtra ("selected token",

intent.putExtra ("SCAN RESULT",

startActivity(intent);
LinearLayout warningLayout =

findViewById (R.id.addressWarningLayout) ;
warningLayout.setVisibility (View.GONE) ;

} else {
VibrationHelper.triggerVibration (AssetSelectionSet.this);

LinearLayout warningLayout =

findvViewById(R.id.addressWarningLayout) ;
warningLayout.setVisibility (View.VISIBLE) ;

TextView warningText =
findViewById (R.id.warningText) ;

String warningMessage =
getString (R.string.warning unvalid address,

warningText.setText (warningMessage) ;

ImageView warninglcon =
findViewById(R.id.warningIcon) ;

int iconResId =

getWarningIconResource (selectedToken) ;

@Override
public void onError (String errorMessage) {

}

Toast.makeText (AssetSelectionSet.this,
Toast.LENGTH SHORT) .show () ;

VibrationHelper.triggerVibration (AssetSelectionSet.this);

}

}

P) s

break;

default:
// Ecam Opyrol TOKEeH, I[IOKa MIPONyCKaeM

Intent intent
TransactionAmount.class) ;

intent.putExtra ("selected token",
intent.putExtra ("SCAN RESULT",

new Intent (AssetSelectionSet.this,

startActivity (intent);

selectedToken) ;

"Oumbxra cetu",

selectedToken) ;
recipientAddress) ;

warningIcon.setImageResource (iconResId) ;
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break;

}
public void ClickCancel (View view) {
PressEffectHelper.apply(this, view, "sss");
finish{();
}
private void resetRadioButtonTints (RadioButton... buttons) {
for (RadioButton btn : buttons) {
btn.setButtonTintList (ContextCompat.getColorStatelist (this,
R.color.SystemColor)); // UBeT O yMOJUYAHU
}
solAddressPreviouslyWarned = false;
ethAddressPreviouslyWarned false;

}
private void selectTokenByAddress (String address, RadioButton
token btc, RadioButton token eth, RadioButton token sol, RadioButton
token usdt, RadioButton token ton) {
if (address.matches (""(1]3) [a-km-zA-HJ-NP-71-9]1{25,34}s")) {
// BTC Legacy wmiu P2SH
token btc.setChecked (true);

token btc.setButtonTintList (ContextCompat.getColorStatelList (this,
R.color.BTCColor));
} else if (address.matches (""" (bcl|BC1l)[a-z0-9]1{39,59}1s") ||
address.matches (""" (tbl|TB1) [a—-2z0-9]{39,59}s")) {
// BTC Bech32 (mainnet bcl mnm testnet tbl)
token btc.setChecked(true);
token btc.setButtonTintList (ContextCompat.getColorStatelList (this,
R.color.BTCColor)) ;
} else if (address.matches ("[1-9A-HJ-NP-Za-km-z]{32,44}")) {
// SOL azmpec uMeeT OJIMHY OT 32 mo 44 CHMMBOJIOB UM COCTOMUT
TOJILKO M3 OYyKB U LUOP
token sol.setChecked (true);
token sol.setButtonTintList (ContextCompat.getColorStatelList (this,
R.color.SOLColor)); // YcTaHaBaMBaeM KAaCTOMHEM LBeT mjd SOL
} else if (address.matches (""0Ox[a-fA-F0-9]1{40}s™)) {
// ETH azmpeca HaumHawoTcsa c "0x" um comepxat 40
MeCTHAOLlaTePUUHEX CHUMBOJIOB
token eth.setChecked (true);
token eth.setButtonTintList (ContextCompat.getColorStateList (this,
R.color.ETHColor)); // YcraHaBiIMBaeM KaCTOMHEI LUBeT mnjaa ETH
} else if (address.matches (""" (EQ|Ef|kQ|UL|UQA|O0:) [0-9A-Za-z -
1{30,18")) A
// TON azmpec — HaumHawoTcsa c EQ, Ef, kQ, Uf, UQA mmmum O:
token ton.setChecked (true);
token ton.setButtonTintList (ContextCompat.getColorStateList (this,
R.color.TONColor)) ;
} else {
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// Ecim ampec He pacros3HaH, He aKTUBYPYEM HU OOMUH
pamrofaTToOH M cOpaceBaeM LBeTa

token btc.setChecked (false);

token eth.setChecked(false);

token sol.setChecked(false);

token usdt.setChecked(false);

token ton.setChecked(false);

resetRadioButtonTints (token btc, token eth, token usdt,
token ton, token sol); // COpaceBaeMm LBeTa

}

}

private void checkAddressExistence (String token, String address,
AddressCheckCallback callback) {
switch (token) {
case "BTC": {
String url;
// TlpoBepseMm testnet-npeduxcer: tbl (bech32), m wau n

(legacy/P2SH)
if (address.startsWith ("tbl") ||
address.startsWith("m") || address.startsWith("n")) {
url =
"https://blockstream.info/testnet/api/address/" + address;
} else {
url = "https://blockchain.info/rawaddr/" +
address;
}
Log.d("BTC_CHECK", "IlpoBepka ampeca: " + address);
Log.d("BTC CHECK", "URL szampoca: " + url);

OkHttpClient client = new OkHttpClient ()
Request request = new
Request.Builder () .url (url) .build() ;

new Thread(() -> {
try (Response response =
client.newCall (request) .execute()) {
Log.d("BTC CHECK", "Kom ormera: " +
response.code());
if (response.isSuccessful ()) {

// @Ina testnet API BosspamaeT 200 nmaxe
ecm anpec 0es TpaH3akKUUM

runOnUiThread (() ->
callback.onResult (true));
} else {
runOnUiThread ( () ->

callback.onResult (false)) ;s
}
} catch (IOException e) {
Log.e("BTC CHECK", "CereBasa ommbka: " +
e.getMessage (), e);
runOnUiThread (() ->
callback.onError (e.getMessage())) ;s

}
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}) .start () ;

break;
}
case "ETH": {

String apiKey =
"S5T7TK3YZTZFTS5K6RQH24D7YA8TW/RIVNYVZ3";

String url =
"https://api.etherscan.io/api?module=account&action=txlist&address="
+ address + "&startblock=0&endblock=99999999%&sort=asc&apikey=" +
apiKey;

Log.d("ETH CHECK", "IlpoBepka ampeca: " + address);
Log.d("ETH CHECK", "URL szamnpoca: " + url);
OkHttpClient client = new OkHttpClient ();
Request request = new
Request.Builder () .url (url) .build() ;
new Thread(() -> {
try (Response response =
client.newCall (request) .execute()) {
Log.d("ETH CHECK", "Kom orBeTa: " +
response.code ()) ;
if (response.isSuccessful () &&
response.body () !'= null) {
String body = response.body () .string():;
Log.d("ETH _CHECK", "OreerT: " + body);

JSONObject json = new JSONObject (body);
String status =
json.getString ("status");

boolean hasTransactions =
status.equals ("1");

runOnUiThread (() ->
callback.onResult (hasTransactions)) ;
} else {
runOnUiThread (() ->

callback.onResult (false));
}
} catch (IOException | JSONException e) {
Log.e ("ETH CHECK", "OumwmbOka: " +
e.getMessage (), e);
runOnUiThread (() ->
callback.onError (e.getMessage())) s
}
}) .start (),
break;
}
case "USDT": {
String apiKey =
"S5T7TK3YZT7ZFTS5K6RQH24D7YA8TW/RIVNYVZ3";
String url =
"https://api.etherscan.io/api?module=account&action=tokentx"
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+ "&address=" + address

+
"gcontractaddress=0xdAC17F958D2ee523a2206206994597C13D831ec7"
+
"¢startblock=0&endblock=99999999&sort=asc&apikey=" + apiKey;
Log.d ("USDT CHECK", "IlpoBepka ampeca: " + address);
Log.d ("USDT CHECK", "URL szanpoca: " + url);
OkHttpClient client = new OkHttpClient ();
Request request = new
Request.Builder () .url (url) .build();
new Thread(() -> {
try (Response response =
client.newCall (request) .execute()) {
Log.d ("USDT CHECK", "Kom oreBeTa: " +
response.code()) ;
if (response.isSuccessful () &&

response.body () != null) {
String body = response.body () .string():;
Log.d ("USDT CHECK", "OreeT: " + body);
JSONObject json = new JSONObject (body);
String status =
json.getString ("status");
boolean hasTransactions =
status.equals ("1");

runOnUiThread (() ->
callback.onResult (hasTransactions)) ;
} else {
runOnUiThread (() ->

callback.onResult (false));
}
} catch (IOException | JSONException e) {
Log.e ("USDT CHECK", "OumbOxa: " +
e.getMessage (), e);
runOnUiThread (() ->
callback.onError (e.getMessage())) s
}
}) .start () ;
break;

}
case "SOL": {
Log.d ("SOL_CHECK", "IlpoBepka ampeca: " + address);

OkHttpClient client = new OkHttpClient ();

String json = "{"
+ "\"jsonrpc\":\"2.0\","
+ "\"id\":1,"
+ "\"method\":\"getSignaturesForAddress\","
+ "\"params\":[\"" + address + "\",
{\"Limit\":21}1"
+ "
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RequestBody body = RequestBody.create (

json, MediaType.get ("application/json"));
Request request = new Request.Builder ()

.url ("https://api.mainnet-beta.solana.com")

.post (body)
Lbuild() ;
new Thread(() -> {
try (Response response =

client.newCall (request) .execute()) {

Log.d ("SOL CHECK", "Kom oreeTa: " +
response.code()) ;

if (response.isSuccessful () &&
response.body () != null) {

String responseBody =
response.body () .string();

Log.d ("SOL CHECK", "OreeT: " +
responseBody) ;

JSONObject jsonObject = new
JSONObject (responseBody) ;

JSONArray resultArray =
jsonObject.optJSONArray ("result") ;

boolean hasTransactions = resultArray !=
null && resultArray.length() > 0;

runOnUiThread (() ->
callback.onResult (hasTransactions)) ;

} else {
runOnUiThread ( () ->

callback.onResult (false));
}
} catch (IOException | JSONException e) {
Log.e ("SOL CHECK", "Oumwmbka: " +
e.getMessage (), e);
runOnUiThread (() ->
callback.onError (e.getMessage())) s
}
}) .start () ;
break;
}
case "TON": {
Log.d ("TON_ CHECK", "IlpoBepka ampeca: " + address);
OkHttpClient client = new OkHttpClient();
// Wcnomnep3yem API TON oT tonapi.io

String url = "https://tonapi.io/v2/accounts/" +
address;
Request request = new Request.Builder /()
.url (url)
.get ()
Lbuild() ;
new Thread (() -> {
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try (Response response =
client.newCall (request) .execute()) {
Log.d("TON_ CHECK", "Kom ormeTra: " +
response.code ()) ;
if (response.isSuccessful ()) {
// AIpec cCymecTByeT
runOnUiThread (() ->
callback.onResult (true));
} else if (response.code () == 400) {
// Ampec He CYUEeCTBYeT
runOnUiThread (() ->
callback.onResult (false));
} else {
// Tlpouasa omrbka
runOnUiThread (() ->
callback.onError ("Ommbka: kom " + response.code())):
}
} catch (IOException e) {
Log.e ("TON_ CHECK", "OumbOxa ceTm: " +
e.getMessage (), e);
runOnUiThread (() ->
callback.onkError (e.getMessage()));
}
}) .start ();
break;

}

}
interface AddressCheckCallback {

void onResult (boolean exists);
void onError (String errorMessage) ;

}

private int getWarningIconResource (String token) {
switch (token) {

case "BTC": return R.drawable.nobtc;

case "ETH": return R.drawable.noeth new;

case "USDT": return R.drawable.noeth new;
case "TON": return R.drawable.nonew_gon;

case "SOL": return R.drawable.nosol new;

default: return R.drawable.notfoundpng;

daiin BalanceManager.java

package com.example.coldbitwallet;

import java.util.HashMap;
import java.util.Map;

public class BalanceManager {
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private static final BalanceManager instance = new
BalanceManager () ;
private final Map<String, Double> balances = new HashMap<>{();
private final Map<String, String> addresses = new HashMap<>();
private BalanceManager () {}
public static BalanceManager getInstance () {
return instance;
}
public void setBalance (String key, double value) {
if (key.equalsIgnoreCase ("usdt")) {
value = value / 1 000 000.0;
}
balances.put (key.toLowerCase (), wvalue);
}
public double getBalance (String token) {
if (token != null &&
balances.containsKey (token.toLowerCase())) {
return balances.get (token.toLowerCase ())
}
return 0.0;
}
public void setAddress (String token, String address) {
if (token !'= null && address != null) {
addresses.put (token.toLowerCase (), address);
}
}
public String getAddress (String token) ({
if (token != null &&
addresses.containsKey (token.toLowerCase())) {
return addresses.get (token.toLowerCase())

}

return "";

daiin BiometricAuthManager.java

package com.example.coldbitwallet;

import android.app.Activity;

import android.content.Intent;

import android.os.Build;

import android.widget.Toast;

import androidx.annotation.NonNull;

import androidx.annotation.RequiresApi;
import androidx.biometric.BiometricManager;
import androidx.biometric.BiometricPrompt;
import androidx.core.content.ContextCompat;
import androidx.fragment.app.FragmentActivity;
import java.util.concurrent.Executor;

public class BiometricAuthManager {
private final FragmentActivity context;
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private final Class<?> successActivity;
private final boolean returnResultOnly;
public BiometricAuthManager (FragmentActivity context, Class<?>
successActivity) {
this.context = context;
this.successActivity = successActivity;
this.returnResultOnly = false;
}
public BiometricAuthManager (FragmentActivity context) {
this.context = context;
this.successActivity = null;
this.returnResultOnly = true;
}
@RequiresApi (api = Build.VERSION CODES.M)
public void authenticate() {
BiometricManager biometricManager =
BiometricManager.from(context) ;
int canAuthenticate =
biometricManager.canAuthenticate (BiometricManager.Authenticators.BIO
METRIC WEAK) ;
if_(canAuthenticate != BiometricManager.BIOMETRIC SUCCESS) {
Toast.makeText (context,
R.string.scan fingerprint unavailable, Toast.LENGTH SHORT) .show() ;
return;
}
Executor executor = ContextCompat.getMainExecutor (context);
BiometricPrompt biometricPrompt = new BiometricPrompt (context,
executor, new BiometricPrompt.AuthenticationCallback() {
@Override
public void onAuthenticationSucceeded (@NonNull
BiometricPrompt.AuthenticationResult result) {
super.onAuthenticationSucceeded (result) ;

if (context instanceof EnterPinCode) {
((EnterPinCode) context) .fillPinCirclesOnSuccess|() ;
} else if (context instanceof ConfirmPinCode) {
((ConfirmPinCode)
context) .fillPinCirclesOnSuccess () ;

}

context.runOnUiThread (() -> {
if (returnResultOnly) {
Intent resultIntent = new Intent();

if (context instanceof ConfirmPinCode) {
ConfirmPinCode confirmPinCode =
(ConfirmPinCode) context;
resultIntent.putExtra ("entered pin", confirmPinCode.getSavedPin())
// MeTon NJis MOJIyYEeHMsS COXPAHEHHOTO MMHA
resultIntent.putExtra ("reason",
confirmPinCode.getReason()) ; // MeTon mnJjis NOJIyUeHUS IPUUMHEL

}
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context.setResult (Activity.RESULT OK,

resultIntent);
context.finish ()
} else {
navigateToSuccessActivity () ;
}
}) s
}
@Override
public void onAuthenticationFailed() {

super.onAuthenticationFailed() ;

if (context instanceof EnterPinCode) {
((EnterPinCode)
context) .showAuthenticationError () ;
} else if (context instanceof ConfirmPinCode) {
((ConfirmPinCode)
context) .showAuthenticationError () ;
}
}
1)
BiometricPrompt.PromptInfo promptInfo = new
BiometricPrompt.PromptInfo.Builder ()
.setTitle (context.getString(R.string.enter with finger massage))
.setNegativeButtonText (context.getString (R.string.cancel text))

.setAllowedAuthenticators (BiometricManager.Authenticators.BIOMETRIC
WEAK)
Jbuildy() ;
biometricPrompt.authenticate (promptInfo);

}

private void navigateToSuccessActivity () {
context.runOnUiThread (() -> {
Intent intent = new Intent (context, successActivity);

intent.addFlags (Intent.FLAG ACTIVITY CLEAR TASK |
Intent.FLAG_ACTIVITY_NEW_TASK);

context.startActivity (intent) ;

context.finish () ;

1)

daiin BitcoinManager.kt

package com.example.coldbitwallet.wallet.bitcoin

import android.util.Log

import
com.example.coldbitwallet.wallet.HDWalletManager.HDWalletMaster
import okhttp3.0kHttpClient

import okhttp3.Request

import okhttp3.RequestBody.Companion.toRequestBody

import org.bitcoinj.core.*
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import org.bitcoinj.crypto.*

import org.bitcoinj.params.TestNet3Params

import org.bitcoinj.script.ScriptBuilder

import org.bitcoinj.wallet.DeterministicKeyChain
import org.bitcoinj.wallet.DeterministicSeed
import org.json.JSONArray

import org.json.JSONObject

import java.math.BigDecimal

import java.util.concurrent.TimeUnit

object BitcoinManager {

private val params = TestNet3Params.get ()
private val client = OkHttpClient.Builder ()
.connectTimeout (15, TimeUnit.SECONDS)
.readTimeout (15, TimeUnit.SECONDS)
.build()
private const val DUST = 546L
data class Utxo(
val txid: String,
val vout: Int,
val value: Long,
val script: String
)
// KEY
private fun getKey (
mnemonic: List<String>,
passphrase: String,
change: Boolean,
index: Int
) : DeterministicKey {
val seed = DeterministicSeed (mnemonic, null, passphrase, 0L)
val keyChain =
DeterministicKeyChain.builder () .seed(seed) .build()

val path = 1istOf(
ChildNumber (84, true), // 84"

ChildNumber (1, true), // 1!
ChildNumber (0, true), // 0"
ChildNumber (if (change) 1 else 0, false),
ChildNumber (index, false)

)
return keyChain.getKeyByPath (HDPath (path), true)

fun getAddress (
mnemonic: List<String>,

passphrase: String = "",
index: Int = 0
) : String {

val key = getKey(mnemonic, passphrase, false, index)
return SegwitAddress.fromKey (params, key).toString/()
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private fun request(url: String): String {

val res =

client.newCall (Request.Builder () .url (url) .build()) .execute ()
if (!res.isSuccessful) throw Exception ("HTTP ${res.code}")
return res.body?.string() ?: ""

}
fun getUtxos (address: String): List<Utxo> {

val url =
"https://blockstream.info/testnet/api/address/S$Saddress/utxo"
val response = request (url)
val json = JSONArray (response)
return (0 until json.length()).map { i ->
val o = json.getJSONObject (i)
Utxo (

o.getString ("txid"),

o.getInt ("vout"),

o.getlLong ("value"),

"" // CKPUNT HEe HYyXeH, OH BHUUCIAETCH U3 KJUYa

}
}
fun getFeeRate(): Double {
return try {
val json =
JSONObject (request ("https://blockstream.info/testnet/api/fee-
estimates"))
json.optDouble ("1", 5.0)
} catch (e: Exception) {
5.0
}

}
@OptIn (ExperimentalStdlibApi::class)

fun sendBitcoin (
mnemonic: List<String>,
toAddress: String,
amount: Long,
passphrase: String = "",
index: Int = 0
) : String {
val key = getKey(mnemonic, passphrase, false, index)
val fromAddress = getAddress (mnemonic, passphrase, index)
Log.d ("BitcoinManager", "From address: S$fromAddress")
Log.d ("BitcoinManager", "To address: S$toAddress")
Log.d ("BitcoinManager", "Amount satoshis: S$Samount")
val utxos = getUtxos (fromAddress)
if (utxos.isEmpty()) throw Exception ("Her cpencTs")
val selected = mutableListOf<Utxo> ()
var total = 0L
for (u in utxos.sortedBy { it.value }) {
selected.add (u)
total += u.value
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if (total >= amount) break
}
if (selected.isEmpty()) throw Exception ("HenmocTaTouHO
cpexncTe")

Log.d ("BitcoinManager", "Selected ${selected.size} UTXOs,
total Stotal satoshis")

val tx = Transaction (params)

for (u in selected) {
val outPoint = TransactionOutPoint (
params,
u.vout.toLong (),
Sha256Hash.wrap (u.txid)
)
tx.addInput (TransactionInput (params, tx, ByteArray(0),
outPoint))
}
val feeRate = getFeeRate ()
val vBytes = tx.inputs.size * 68 + 2 * 31 + 10
val fee = (feeRate * vBytes) .toLong()
Log.d ("BitcoinManager", "Fee: Sfee satoshis, rate: S$feeRate
sat/vB, vBytes: S$SvBytes")

val to = Address.fromString(params, toAddress)
tx.addOutput (Coin.valueOf (amount), to)

var change = total - amount - fee
if (change >= DUST) {
val changeKey = getKey(mnemonic, passphrase, true, 0)
val changeAddr = SegwitAddress.fromKey (params,
changeKey)
tx.addOutput (Coin.valueOf (change), changeAddr)
Log.d ("BitcoinManager", "Change: $change satoshis to S$changeAddr")
}
val address = SegwitAddress.fromKey (params, key)
val scriptCode = ScriptBuilder.createP2PKHOutputScript (key)
Log.d ("BitcoinManager", "ScriptPubKey: ${scriptCode}")
tx.inputs.forEachIndexed { i, input ->
val u = selected[i]
val hash = tx.hashForWitnessSignature (
i,
scriptCode,
Coin.valueOf (u.value),
Transaction.SigHash.ALL,
false
)
val sig = key.sign (hash)
val txSig = TransactionSignature (sig,
Transaction.SigHash.ALL, false)
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Log.d ("BitcoinManager", "Input $i: hash=$hash,
sig=${txSig.encodeToBitcoin().joinToString("") { "%02x".format (it)
PEM)

input.scriptSig = ScriptBuilder.createEmpty ()

input.setWitness (TransactionWitness (2) .apply {

setPush (0, txSig.encodeToBitcoin())
setPush (l, key.pubKey)

})

}
tx.verify ()

val hex = tx.bitcoinSerialize().joinToString("") {
"%02x".format (it) }

Log.d ("BitcoinManager", "Raw tx hex: S$hex")

val res = client.newCall(

Request.Builder ()
.url ("https://mempool.space/testnet/api/tx")
.post (hex.toByteArray () . toRequestBody () )

Jouild()
) .execute ()
val body = res.body?.string() ?: throw Exception ("Empty
response")
if (!'res.isSuccessful) {

throw Exception ("Broadcast error: S$body")
}
return body.trim('"")
}
@JvmStatic
fun getAddress (
master: HDWalletMaster,

index: Int = 0,
change: Boolean = false
) : String {

val path = 1istOf (
ChildNumber (84, true),
ChildNumber (1, true),
ChildNumber (0, true),
ChildNumber (if (change) 1 else 0, false),
ChildNumber (index, false)

P

)
// TomaroBas HOepuUBaLMsa
var key = master.masterKey
for (child in path) {
key = HDKeyDerivation.deriveChildKey (key, child)
}

return SegwitAddress.fromKey (params, key) .toString()
}
fun getBtcBalance (address: String): BigDecimal {
return try {
val url =
"https://blockstream.info/testnet/api/address/$address"
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val response = request (url)

val json = JSONObject (response)

val chainStats = json.getJSONObject ("chain stats™")

val funded = chainStats.getLong ("funded txo sum")

val spent = chainStats.getLong ("spent txo sum")

val satoshis = funded - spent

Log.d ("BTC BALANCE", "funded=$funded spent=$spent
sat=$satoshis")

BigDecimal (satoshis)

.divide (BigDecimal (100 000 _000))
} catch (e: Exception) {
Log.e ("BTC BALANCE", "error", e)
BigDecimal . ZERO

daiin BitcoinTransactionChecker.java

package com.example.coldbitwallet;

import android.content.Context;

import android.content.SharedPreferences;
import android.util.Log;

import org.json.JSONArray;

import org.Jjson.JSONObject;

import java.io.BufferedReader;

import java.io.InputStreamReader;

import java.net.HttpURLConnection;

import java.net.URL;

public class BitcoinTransactionChecker {
private static final String TAG = "BTC CHECKER";
public interface Callback {
void onFinished() ;
}
public static void checkIncoming (Context context, String
address, Callback callback) {
new Thread (() -> {
try {
String urlStr =
"https://blockstream.info/testnet/api/address/" + address + "/txs";
URL url = new URL(urlStr);
HttpURLConnection conn = (HttpURLConnection)
url.openConnection () ;
conn.setRequestMethod ("GET") ;
BufferedReader reader = new BufferedReader (
new InputStreamReader (conn.getInputStream())

StringBuilder result = new StringBuilder();
String line;
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while ((line = reader.readLine()) != null) {
result.append(line);

reader.close() ;
JSONArray txs = new JSONArray(result.toString()):
for (int i = 0; 1 < txs.length(); i++) {
JSONObject tx = txs.getJSONObject (i) ;
String txid = tx.getString("txid");
JSONArray vouts = tx.getJSONArray ("vout");
for (int j = 0; j < wvouts.length(); j++) {
JSONObject out = vouts.getJSONObject (j)
String outAddress =
out.optString("scriptpubkey address", "");
if (address.equals (outAddress)) {
long value = out.getlLong("value");
double amount = value / 1le8;

if (!isTxSaved(context, txid)) {
Log.d (TAG, "NEW INCOMING TX: " +
txid) ;
TransactionHistoryManager.saveTransaction (
context,
"BTC",
amount,
address,
false
) ;

saveTx (context, txid);

}
}
} catch (Exception e) {
Log.e (TAG, "Error checking BTC txs", e);
} finally {
// BHIBHIBaeM KOJIOBK B IJIABHOM IIOTOKE
if (callback != null) {
new
android.os.Handler (android.os.Looper.getMainLooper () )
.post (callback::onFinished) ;
}
}
}) .start ()
}
private static boolean isTxSaved (Context context, String txid) {
SharedPreferences prefs =
context.getSharedPreferences ("btc txs", Context.MODE PRIVATE);
return prefs.contains (txid);
}

private static void saveTx (Context context, String txid) {
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SharedPreferences prefs =
context.getSharedPreferences ("btc txs", Context.MODE PRIVATE) ;
prefs.edit () .putBoolean (txid, true).apply():;
}

daiin ButtonColorActivity.java

package com.example.coldbitwallet;

import android.app.Activity;

import android.content.Context;

import android.content.Intent;

import android.graphics.Color;

import android.graphics.drawable.GradientDrawable;
import android.os.Bundle;

import android.view.View;

import android.widget.Toast;

import androidx.activity.EdgeToEdge;

import androidx.appcompat.app.AppCompatActivity;
import androidx.core.content.ContextCompat;
import androidx.core.graphics.Insets;

import androidx.core.view.ViewCompat;

import androidx.core.view.WindowInsetsCompat;

public class ButtonColorActivity extends AppCompatActivity {
private View selectedTextView = null;

@Override

protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
EdgeToEdge.enable (this) ;
setContentView (R.layout.activity button color);
// BaTeMHEeHMEe HIXHMII M BEPXHEN NaHem
SystemBarColorHelper.applyColors (this, true);

ThemeManager.applySavedBackground (this, R.id.main);

TextColorManager.applySavedTextColor (this,
R.id.text button text);

ViewCompat.setOnApplyWindowInsetsListener (findViewById (R.id.main),
(v, insets) -> {
Insets systemBars =
insets.getInsets (WindowInsetsCompat.Type.systemBars())
v.setPadding (systemBars.left, systemBars.top,
systemBars.right, systemBars.bottom);
return insets;
1)
int savedButtonsColor =
ButtonsColorManager.getSavedButtonColor (this);
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highlightSelectedButtonBlock (savedButtonsColor) ;
}
private int getOriginalTextColor (int viewId) {
if (viewId == R.id.blueButtonBlock) {
return ContextCompat.getColor (this, R.color.Blue);
} else if (viewId == R.id.greenButtonBlock) {
return ContextCompat.getColor(this, R.color.Green);
} else if (viewId == R.id.blackButtonBlock) {
return ContextCompat.getColor (this, R.color.Black);
} else if (viewId == R.id.whiteButtonBlock) {
return ContextCompat.getColor (this, R.color.TextColor);
} else 1if (viewId == R.id.pinkButtonBlock) {
return ContextCompat.getColor (this, R.color.Pink);
} else if (viewId == R.id.purpleButtonBlock) {
return ContextCompat.getColor (this, R.color.Purple);
} else if (viewId == R.id.grayButtonBlock) {
return ContextCompat.getColor(this, R.color.Gray):;
} else if (viewId == R.id.redButtonBlock) {
return ContextCompat.getColor (this, R.color.Red);
} else if (viewId == R.id.OrangeButtonBlock) {
return ContextCompat.getColor (this, R.color.Orange);
} else if (viewId == R.id.PaleButtonBlock) {
return ContextCompat.getColor (this, R.color.PaleGold);
} else if (viewId == R.id.yellowButtonBlock) {
return ContextCompat.getColor (this, R.color.Yellow);
} else if (viewId == R.id.brownButtonBlock) {
return ContextCompat.getColor (this, R.color.Brown);
} else if (viewId == R.id.darkGrayButtonBlock) {
return ContextCompat.getColor (this, R.color.darkGray):;
} else if (viewId == R.id.trueMainButtonBlock) {
return ContextCompat.getColor (this,
R.color.MainBackground) ;

} else if (viewId == R.id.AquamarineButtonBlock) {
return ContextCompat.getColor(this, R.color.Agquamarine);
} else {

return ContextCompat.getColor (this, R.color.Blue);

}
}
private void highlightSelectedButtonBlock (int savedTextColor) {
int[] textColorBlockIds = {
R.id.brownButtonBlock, R.id.blueButtonBlock,
R.id.redButtonBlock, R.id.greenButtonBlock,
R.id.purpleButtonBlock, R.id.whiteButtonBlock,
R.id.grayButtonBlock, R.id.PaleButtonBlock,
R.id.OrangeButtonBlock, R.id.blackButtonBlock,
R.id.pinkButtonBlock, R.id.trueMainButtonBlock,
R.id.yellowButtonBlock, R.id.darkGrayButtonBlock,
R.id.AquamarineButtonBlock
}i
for (int id : textColorBlockIds) {
View block = findViewById(id) ;
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if (block != null && getOriginalTextColor (id) ==
savedTextColor) {

boolean isBlack = (id == R.id.blackButtonBlock);
selectButtonColorBlock (block, isBlack);
break;

}
}

private void selectButtonColorBlock (View block, boolean

isBlackBlock) {
if (selectedTextView != null) {

selectedTextView.setBackgroundColor (getOriginalTextColor (selectedTex

tView.getId())); // Cbpoc uBera
}
selectedTextView = block;

GradientDrawable background = new GradientDrawable () ;
background.setColor (getOriginalTextColor (block.getId()));

// lBer 6ioka
background.setStroke (8, isBlackBlock ? Color.WHITE

Color.BLACK); // O6monmka
block.setBackground (background) ;

}
private void applyButtonsColor (View view, int colorResId,
boolean isBlackTheme) {
int normal = ContextCompat.getColor (this, colorResId);
int savedThemeColor = ThemeManager.getSavedColor (this); //

[lolyyaeM TeKymul LBEeT TEeMb
int savedTextColor =

TextColorManager.getSavedTextColor (this); // IlonyyaeM TeKylWMi LBET

TEeKCTa
if (normal == savedThemeColor) {

Toast.makeText (this,
getString(R.string.same background and button warning),
Toast.LENGTH SHORT) .show() ;

VibrationHelper.triggerVibration (this);

return; // He coxpaHsgeMm LBeT TeKCTa

}
else if (normal == savedTextColor) {

Toast.makeText (this,
getString (R.string.same text and button warning),
Toast.LENGTH SHORT) .show () ;

VibrationHelper.triggerVibration (this) ;

return; // He coxpaHsgeM LBeT TeKCcTa
}

ButtonsColorManager.saveButtonColor (this, normal);
selectButtonColorBlock (view, isBlackTheme) ;
returnToMainWindow (this) ;

}
public void ClickCancel (View view) {
PressEffectHelper.apply(this, view, "sss");
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finish{();

}

public void ClickBlue (View view) {
applyButtonsColor (view, R.color.Blue, false);

}

public void ClickGreen (View view) ({
applyButtonsColor (view, R.color.Green, false);

}

public void ClickBlack (View view) {
applyButtonsColor (view, R.color.Black, true);

}

public void ClickWhite (View view) {
applyButtonsColor (view, R.color.TextColor, false);

}

public void ClickPink (View view) {
applyButtonsColor (view, R.color.Pink, false);

}

public void ClickPurple (View view) {
applyButtonsColor (view, R.color.Purple, false);

public void ClickGray (View view) {
applyButtonsColor (view, R.color.Gray, false);

}

public void ClickRed (View view) {
applyButtonsColor (view, R.color.Red, false);

}

public void ClickOrange (View view) {
applyButtonsColor (view, R.color.Orange, false);

}

public void ClickPale (View view) {
applyButtonsColor (view, R.color.PaleGold, false);

}

public void ClickYellow (View view) {
applyButtonsColor (view, R.color.Yellow, false);

}

public void ClickBrown (View view) {
applyButtonsColor (view, R.color.Brown, false);

}

public void ClickDarkGray (View view) {
applyButtonsColor (view, R.color.darkGray, false);

}

public void ClickMain (View view) {
applyButtonsColor (view, R.color.MainBackground, false);

}

public void ClickAquamarine (View view) {
applyButtonsColor (view, R.color.Aquamarine, false);

}

public void returnToMainWindow (Context context) {
Intent intent = new Intent (context, MainWindow.class);
intent.addFlags (Intent. FLAG ACTIVITY CLEAR TOP |

Intent.FLAG ACTIVITY NEW TASK) ;
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context.startActivity(intent);

if (context instanceof Activity) {
((Activity) context).finish();

daiin ButtonsColorManager.java

package com.example.coldbitwallet;

import android.app.Activity;

import android.content.Context;

import android.content.SharedPreferences;
import android.widget.Button;

public class ButtonsColorManager

private static final String PREFS NAME = "button color prefs";
private static final String KEY BUTTON COLOR =
"selected button color";
// TpUMeHeHMre COXPaHEeHHOTO IIBeTa KO BCEeM IepellaHHBEM KHOIIKaM
public static void applySavedButtonColor (Activity activity,
int... buttonIds) {
int color = getSavedButtonColor (activity);
for (int id : buttonIds) {
Button button = activity.findViewById(id) ;
if (button != null) {
button.setBackgroundColor (color) ;

}
}
// CoxpaHeHUe BHOPAHHOTO LBETa KHOIKU
public static void saveButtonColor (Context context, int
colorResId) {
SharedPreferences prefs =
context.getSharedPreferences (PREFS NAME, Context.MODE PRIVATE) ;
prefs.edit () .putInt (KEY BUTTON COLOR, colorResId).apply();
}
// TlolyueHre COXPaHEHHOTO IIBeTa KHOIOK
public static int getSavedButtonColor (Context context) {
SharedPreferences prefs =
context.getSharedPreferences (PREFS NAME, Context.MODE PRIVATE) ;
1f (prefs.contains (KEY BUTTON COLOR)) {
return prefs.getInt (KEY BUTTON COLOR, R.color.Blue); //
[Io yMOJIUaHMIO, €CJIM He HaMIeH
} else {
return R.color.Blue;

JInct

Wzm. | JIuct] Ne moxym. |Ilognucs] /lara

II'Y 1.090301.29.001 113 117




®aiin ConfirmPinCode.java

package com.example.coldbitwallet;

import
import
import
import
import
import
import
import
import
import
import
import
import

public

android.
android.
android.
android.
android.
android.
android.
android.

androidx.
androidx.
androidx.
androidx.
androidx.

class ConfirmPinCode extends AppCompatActivity {

content.Intent;
content.SharedPreferences;
content.res.ColorStatelist;
graphics.drawable.GradientDrawable;
os.Bundle;

view.View;

widget.Button;

widget.TextView;
activity.EdgeToEdge;
appcompat.app.AppCompatActivity;
core.graphics.Insets;
core.view.ViewCompat;
core.view.WindowInsetsCompat;

private View[] pinCircles;

private TextView hintEnterPin;

private String pinCode = "";
private String savedPin;

private St

private St

@Override

ring resetPin;
ring action;

protected void onCreate (Bundle savedInstanceState) {

super.onCreate (savedInstanceState) ;

EdgeToEdge.enable (this) ;

String lang = getSharedPreferences ("settings",
MODE PRIVATE) .getString ("language", "system");

LocaleHelper.setLocale (this, lang);

setContentView (R.layout.activity enter pin code);

resetPin = getlIntent () .getStringExtra ("reason");

action = getlIntent () .getStringExtra ("ACTION") ;

// 3BaTeMHeHMe HUWXHUI U BEpPxXHEN MNaHeu

SystemBarColorHelper.applyColors (this, true);

ThemeManager.applySavedBackground (this, R.id.main);

int savedColor = ThemeManager.getSavedColor (this); //
[TolyyaeM COXPaHEHHBIM 1IBET TEME

int savedColorText =
TextColorManager.getSavedTextColor (this); // IlonyyaeM COXpPaHEHHBI
IIBET TeKcTa

// TlpuMeHeHMe lIBeTa TeKcTa

int[] textElements = {

R.id.HintEnterPin, R.id.ButtonFor(0, R.id.ButtonForl,
R.id.ButtonFor2, R.id.ButtonFor3,
R.id.ButtonFor4, R.id.ButtonFor5, R.id.ButtonForo,

R.i1id.ButtonFor7, R.id.ButtonFor8, R.id.ButtonFor9

bi
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for (int id : textElements) {
TextColorManager.applySavedTextColor (this, id);
}
// TpuMmeHeHMe 3anmHero (QOHa IJig KHOIOK
int[] buttonIds = {
R.id.ButtonFor0, R.id.ButtonForl, R.id.ButtonFor2,
R.id.ButtonFor3, R.id.ButtonFor4,
R.id.ButtonFor5, R.id.ButtonFor6, R.id.ButtonFor7,
R.id.ButtonFor8, R.id.ButtonFor9,
}i
for (int id : buttonIds) {
Button btn = findViewById(id) ;
if (btn != null) {
btn.setBackgroundTintList (ColorStatelList.valueOf (savedColor));
}
}
ViewCompat.setOnApplyWindowInsetsListener (findViewById(R.id.main),
(v, insets) -> {
Insets systemBars =
insets.getInsets (WindowInsetsCompat.Type.systemBars())
v.setPadding (systemBars.left, systemBars.top,
systemBars.right, systemBars.bottom);
return insets;
}) g
pinCircles = new View[] {
findViewById(R.id.circlel),
findViewById(R.id.circle?2),
findvViewById(R.id.circle3d),
findViewById(R.id.circled)
}i
setPinCirclesColor (savedColorText) ;
hintEnterPin = findViewById(R.id.HintEnterPin);
SharedPreferences preferences =
getSharedPreferences ("MyPrefs", MODE PRIVATE) ;
savedPin = preferences.getString("user pin",
BiometricAuthManager authManager = new
BiometricAuthManager (this) ;
authManager.authenticate();

HH);

}

pinCircles = new View[] {
findViewById(R.id.circlel),
findvViewById(R.id.circle2),
findViewById(R.id.circle3),
findViewById(R.id.circled)

bi

setPinCirclesColor (savedColorText) ;

hintEnterPin = findViewById(R.id.HintEnterPin);

SharedPreferences preferences =
getSharedPreferences ("MyPrefs", MODE PRIVATE) ;

savedPin = preferences.getString("user pin",

""),.
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BiometricAuthManager authManager = new
BiometricAuthManager (this) ;
authManager.authenticate () ;
}
public void ClickOnO
public void ClickOnl
public void ClickOn2 (View view
public void ClickOn3 (View view

(View view)
( )
( )
( )
public void ClickOn4 (View view)
( )
( )
( )
( )

View view

onDigitClick("0", view
onDigitClick("1", view
onDigitClick("2", view
onDigitClick("3", view
onDigitClick ("4", view

(

(

(

(

4

4

4

public void ClickOnb (View view
public void ClickOné6 (View view
public void ClickOn7 (View view
public void ClickOn8 (View view onDigitClick("8", view
public void ClickOn9 (View view) onDigitClick("9", view
private void onDigitClick(String digit, View view) {
if (pinCode.length() < 4) {

pinCode += digit;

PressEffectHelper.apply(this, view, "but");

updatePinCircles () ;

onDigitClick("5", view
onDigitClick("e", view
onDigitClick("7", view

e i e T N N e N e N e N e N e e

~— — — — — — ~— ~— ~— ~—
~

e o e e s e e o

14

}

}

public void ClickFingerprint (View view) {
PressEffectHelper.apply(this, view, "imgb");

BiometricAuthManager authManager = new
BiometricAuthManager (this) ;

authManager.authenticate () ;

}
public void ClickClearLastSymbol (View view) {

if (!'pinCode.isEmpty()) {
pinCode = pinCode.substring (0, pinCode.length() - 1);
updatePinCircles() ;

PressEffectHelper.apply(this, view, "imgb");
}
private void setPinCirclesColor (int color) {
for (View circle : pinCircles) {
// TomyuaeMm Tekyummit Drawable

GradientDrawable drawable = (GradientDrawable)
circle.getBackground() ;
drawable.setColor (color); // YcTaHaBJIMBAaeM HOBEIM LIBET
}
}
private void updatePinCircles () {

// OOHOBJSEM KPYXKM C NIMH—KOIOM
for (int i = 0; i < pinCircles.length; i++) {
if (i < pinCode.length()) {

pinCircles[i].setBackgroundResource (R.drawable.pin circle filled);
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} else {

pinCircles[i] .setBackgroundResource (R.drawable.pin circle empty);
}
}

if (pinCode.length() == 4) {
if (pinCode.equals (savedPin)) {
Intent resultIntent = new Intent();

if ("TOGGLE HIDE BALANCE".equals (action)) {
resultIntent.putExtra ("ACTION",
"TOGGLE HIDE BALANCE") ;
N N setResult (RESULT OK, resultlIntent); // Iepemaem
Intent ¢ paHHBIMU

finish{();
} else if ("change pin".equals(resetPin)) {
Intent intent = new Intent (ConfirmPinCode.this,

CreatePinCode.class);
startActivity(intent);
finish(); // BaxpeBaeM aKTUBHOCTb
} else if ("EXIT".equals(action)) {
resultIntent.putExtra ("ACTION", "EXIT");
setResult (RESULT OK, resultIntent);
finish (),
} else {
Intent intent = new Intent (ConfirmPinCode.this,
MainWindow.class) ;
intent.addFlagS(Intent.FLAG_ACTIVITY_CLEAR_TASK
| Intent.FLAG ACTIVITY NEW TASK) ;
N stgrtAEtivity(intent);
finish{();
}
} else {
for (View circle : pinCircles) {
circle.setBackgroundResource (R.drawable.pin circle error);
}
VibrationHelper.triggerVibration (this) ;
hintEnterPin.setText (getString (R.string.error pin code));
pinCircles[0] .postDelayed(() -> {
pinCode = "";
for (View circle : pinCircles) {

circle.setBackgroundResource (R.drawable.pin circle empty);

}

hintEnterPin.setText (getString(R.string.enter pin code));
}, 200);
}
}
}

public void fillPinCirclesOnSuccess () {
for (View circle : pinCircles) {
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circle.setBackgroundResource (R.drawable.pin circle filled);

}

Intent resultIntent = new Intent(); // HoBaBbTe 3TO

if ("TOGGLE HIDE BALANCE".equals (action)) {
resultIntent.putExtra ("ACTION", "TOGGLE HIDE BALANCE") ;
setResult (RESULT OK, resultIntent); // Ilepemaem Intent c

IaHHBIMM
finish{();

} else if ("change pin".equals (resetPin)) {

Intent intent = new Intent (ConfirmPinCode.this,
CreatePinCode.class);

startActivity (intent) ;

finish();

} else 1if ("EXIT".equals (action)) {
resultIntent.putExtra ("ACTION", "EXIT");
setResult (RESULT OK, resultIntent);
finish(); B

} else {

Intent intent = new Intent (ConfirmPinCode.this,
MainWindow.class) ;

intent.addFlagS(Intent.FLAG_ACTIVITY_CLEAR_TASK |
Intent.FLAG ACTIVITY NEW TASK) ;

startActivity(intent);
finish () ;

}
}

public void showAuthenticationError () {
for (View circle : pinCircles) {

circle.setBackgroundResource (R.drawable.pin circle error);
}
VibrationHelper.triggerVibration (this);
pinCircles[0] .postDelayed( () -> {
pinCode = "";
for (View circle : pinCircles) {
circle.setBackgroundResource (R.drawable.pin circle empty);
}
b, 200);

public String getSavedPin () {
return savedPin;

}

public String getReason () {
return action;

}

@Override

protected void onDestroy () {
super.onDestroy () ;

}
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daiin ConnectOldWalletActivity.java

package com.example.coldbitwallet;

import android.content.Context;

import android.content.Intent;

import android.content.SharedPreferences;

import android.graphics.Color;

import android.os.Bundle;

import android.view.View;

import android.widget.Button;

import android.widget.EditText;

import android.widget.TextView;

import android.widget.Toast;

import androidx.activity.EdgeToEdge;

import androidx.appcompat.app.AppCompatActivity;

import androidx.core.graphics.Insets;

import androidx.core.view.ViewCompat;

import androidx.core.view.WindowInsetsCompat;

import com.example.coldbitwallet.wallet.HDWalletManager;
import com.example.coldbitwallet.wallet.bitcoin.BitcoinManager;
import com.example.coldbitwallet.wallet.ethereum.EthereumManager;
import com.example.coldbitwallet.wallet.solana.SolanaManager;
import com.example.coldbitwallet.wallet.ton.TonManager;
import org.bitcoinj.crypto.MnemonicCode;

import java.util.ArrayList;

import java.util.List;

public class ConnectionOldWalletActivity extends AppCompatActivity {

@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
EdgeToEdge.enable (this) ;
String lang = getSharedPreferences ("settings",
MODE PRIVATE) .getString("language", "system");
LocaleHelper.setlLocale (this, lang);
setContentView (R.layout.activity connection old wallet);
TextView hint =
findViewById (R.id.connection old wallet hint);
hint.setHintTextColor (Color.LTGRAY);
// TIpUYMeHeHMe COXPAaHEeHHOTO IIBeTa IJi9 KHOIOK
Button nextButton = findViewById(R.id.CreatePinCode)
PressEffectHelper.apply(this, nextButton, "spec"):;
SystemBarColorHelper.applyColors (this, true);
ThemeManager.applySavedBackground (this, R.id.main);
// YcrTaHoBka XMHTOB miga TextView or wordNumberl mo
wordNumber24
for (int 1 = 1; 1 <= 24; i++) {
// ®opMmmpyeM muMsa pecypca njasa TextView, Hampumep
"wordNumberl"
String textViewld = "wordNumber" + 1i;
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"id",

int resID = getResources () .getldentifier (textViewld,

getPackageName () ) ;
// HaxomuMm TextView mo ID
TextView wordNumberTextView = findViewById (resID);
if (wordNumberTextView != null) {
// YcrTaHaBImBaeM xXMHT nma TextView
wordNumberTextView.setHint ((1i) + ":");

wordNumberTextView.setHintTextColor (Color.LTGRAY) ;

}

ViewCompat.setOnApplyWindowInsetsListener (findViewById(R.id.main),

(v,

insets) -> {

Insets systemBars =

insets.getInsets (WindowInsetsCompat.Type.systemBars());

v.setPadding (systemBars.left, systemBars.top,

systemBars.right, systemBars.bottom);

}

return insets;

)

public void ClickConfirmSeedWords (View view) {

List<String> mnemonicWords = new ArrayList<>();
boolean allFilled = true;
for (int i = 1; 1 <= 24; i++) {

EditText wordInput =

findvViewById(getResources () .getIdentifier ("wordInput" + i, "id",

getPackageName ())) ;
if (wordInput != null) {

String word =
wordInput.getText () .toString() .trim() .toLowerCase () ;
if (word.isEmpty()) {
allFilled = false;

break;

}

mnemonicWords.add (word) ;

}
if ('allFilled) {
Toast.makeText (this,

getString(R.string.toast error enter seed phrase),
Toast.LENGTH SHORT) .show () ;

VibrationHelper.triggerVibration (this);
return;
}
// TlpoBepka checksum
try {
MnemonicCode.INSTANCE.check (mnemonicWords) ;
} catch (Exception e) {
Toast.makeText (this,

getString (R.string.toast error enter seed phrase),
Toast.LENGTH SHORT) .show() ;

VibrationHelper.triggerVibration (this);
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return;

}

// TlepeBon cum-t¢pasu B seedBytes

byte[] seedBytes =
HDWalletManager.mnemonicToSeed (mnemonicWords, "");

// CosnmaHve master key

HDWalletManager.HDWalletMaster master = new
HDWalletManager.HDWalletMaster (seedBytes);
// TlojlyueHre ampecoB

String btcAddress = BitcoinManager.getAddress (master, O,
false);

String ethAddress = EthereumManager.getAddress (master, 0);

String solAddress = SolanaManager.getAddress (seedBytes, 0);

String tonAddress = TonManager.getAddress (seedBytes, true,
false);

// CoxpaHeHue seed m ampecoB uepes HDWalletManager wim
SharedPreferences
HDWalletManager.saveSeed (this, seedBytes);

SharedPreferences prefs = getSharedPreferences ("MyPrefs",
Context. MODE_PRIVATE) ;
SharedPreferences.Editor editor = prefs.edit();

editor.putString("bitcoin address", btcAddress);
editor.putString ("ethereum address", ethAddress);
editor.putString("solana address", solAddress);
editor.putString("ton address", tonAddress);
editor.apply () ;

// Tlepexon Ha Clenyoumy SKpaH
startActivity(new Intent (this, CreatePinCode.class));
}
public void ClickCancel (View view) {
PressEffectHelper.apply(this, view, "sss");
finish{();

daiin CreateNewWalletStagel.java

package com.example.coldbitwallet;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Button;

import android.widget.CheckBox;

import android.widget.CompoundButton;
import android.widget.Toast;

import androidx.activity.EdgeToEdge;

import androidx.appcompat.app.AppCompatActivity;
import androidx.core.content.ContextCompat;
import androidx.core.graphics.Insets;
import androidx.core.view.ViewCompat;
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import androidx.core.view.WindowInsetsCompat;
import java.util.ArrayList;

public class CreateNewWalletStagel extends AppCompatActivity {
private ArraylList<String> seedWords;

@Override

protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
EdgeToEdge.enable (this) ;
setContentView (R.layout.activity create new wallet stagel);

ViewCompat.setOnApplyWindowInsetsListener (findViewById (R.id.main),
(v, insets) -> {
Insets systemBars =
insets.getInsets (WindowInsetsCompat.Type.systemBars());
v.setPadding (systemBars.left, systemBars.top,
systemBars.right, systemBars.bottom);
return insets;

1)

seedWords =
getIntent () .getStringArraylListExtra ("seedWords") ;

CheckBox checkBoxl = findViewById (R.id.checkBoxl) ;

CheckBox checkBox2 = findViewById(R.id.checkBox2) ;

CheckBox checkBox3 = findViewById (R.id.checkBox3) ;

View rootLayout = findViewById(R.id.main);
CompoundButton.OnCheckedChangelListener listener = (buttonView,
isChecked) -> {

updateBackgroundColor (rootLayout, checkBoxl, checkBox2,
checkBox3) ;

}s

// TIpUMeHeHMre COXPaHEeHHOTO IBeTa IJIS KHOIOK
Button nextButton =

findViewById (R.id.NextButtonCreateNewWalletStage?2) ;
PressEffectHelper.apply(this, nextButton, "spec");

checkBox1l.setOnCheckedChangelListener (listener) ;
checkBox2.setOnCheckedChangelistener (listener) ;
checkBox3.setOnCheckedChangelistener (listener) ;

// TlepBOHauajibHass yCTAaHOBKa lIBeTa

updateBackgroundColor (rootLayout, checkBoxl, checkBox2,
checkBox3) ;

}

public void ClickCancel (View view) {
PressEffectHelper.apply(this, view, "sss");
finish ()

}

public void ClickNextButtonCreateNewWalletStage2 (View view) {
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CheckBox checkBoxl = findViewById(R.id.checkBoxl1l) ;
CheckBox checkBox2 findViewById (R.id.checkBox2) ;
CheckBox checkBox3 = findViewById (R.id.checkBox3) ;
if (checkBoxl.isChecked () && checkBox2.isChecked () &&
checkBox3.isChecked()) {
Intent intent = new Intent (this,
SeedPhraseActivity.class);
intent.putStringArraylListExtra ("seedWords", seedWords);
startActivity (intent);
} else {
VibrationHelper.triggerVibration (this);
// TlokaswBaeMm OpenylpexIeHre I[10JIb30BaTesIo
Toast.makeText (this, R.string.toast check box,
Toast.LENGTH SHORT) .show () ;
}

}

private void updateBackgroundColor (View rootLayout, CheckBox
cbl, CheckBox cb2, CheckBox cb3) {

int count = 0;

if (cbl.isChecked()) count++;
if (cb2.isChecked()) count++;
if (cb3.isChecked()) count++;

int colorResId;
switch (count) {
case 1:
colorResId
break;
case 2:
colorResId = R.color.Yellow;
break;
case 3:
colorResId
break;
default:
rootLayout.setBackgroundColor (getResources () .getColor (R.color.MainBa
ckground) ) ;

R.color.PinError;

R.color.Green;

return;
}
int color = ContextCompat.getColor (this, colorResId);
rootLayout.setBackgroundColor (color) ;

daiin CreateOrConnectWallet.java

package com.example.coldbitwallet;

import android.content.Intent;

import android.content.SharedPreferences;

import android.os.Build;

import android.os.Bundle;

import android.security.keystore.KeyGenParameterSpec;
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import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

public

android.security.keystore.KeyProperties;
android.util.Base64;

android.util.Log;

android.view.View;

android.widget.Button;

android.widget.Toast;

androidx.activity.EdgeToEdge;
androidx.activity.OnBackPressedCallback;
androidx.appcompat.app.AppCompatActivity;
androidx.core.graphics.Insets;
androidx.core.view.ViewCompat;
androidx.core.view.WindowInsetsCompat;
com.example.coldbitwallet.wallet.HDWalletManager;
com.example.coldbitwallet.wallet.bitcoin.BitcoinManager;
com.example.coldbitwallet.wallet.ethereum.EthereumManager;
com.example.coldbitwallet.wallet.solana.SolanaManager;
com.example.coldbitwallet.wallet.ton.TonManager;
java.security.KeyPairGenerator;
java.security.KeyStore;

java.security.PublicKey;

java.util.ArrayList;

javax.crypto.Cipher;

class CreateOrConnectWallet extends AppCompatActivity {

private DoubleBackClickManager doubleBackPressHandler;
private ArrayList<String> generatedSeedWords;

@Override

protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
EdgeToEdge.enable (this) ;

String lang = getSharedPreferences ("settings", MODE PRIVATE)

.getString ("language",
LocaleHelper.setlLocale (this,

"system") ;
lang);

setContentView (R.layout.activity create or connect wallet);

doubleBackPressHandler = new DoubleBackClickManager (this);

getOnBackPressedDispatcher () .addCallback (this,
new OnBackPressedCallback (true) {
@Override
public void handleOnBackPressed () {

doubleBackPressHandler.onBackPressed (R.string.toast exit app);
}

}) s
SystemBarColorHelper.applyColors (this,
ThemeManager.applySavedBackground (this,
int[] textViewIds = {

R.id.ButtonNewWallet,

R.id.ButtonOldWallet,

R.id.IceBitText

true) ;
R.id.main);
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for (int id : textViewIds) {
TextColorManager.applySavedTextColor (this, id);

}
Button newWalletButton =

findViewById(R.id.ButtonNewWallet) ;
Button oldWalletButton = findViewById(R.id.ButtonOldWallet);
PressEffectHelper.apply(this, newWalletButton, "spec");
PressEffectHelper.apply(this, oldWalletButton, "spec");

ViewCompat.setOnApplyWindowInsetsListener (findvViewById (R.id.main),
(v, 1nsets) -> {
Insets systemBars = insets.getlInsets(
WindowInsetsCompat.Type.systemBars ()) ;
v.setPadding (systemBars.left, systemBars.top,
systemBars.right, systemBars.bottom);
return insets;

P) s

SharedPreferences preferences =
getSharedPreferences ("MyPrefs", MODE PRIVATE) ;
String savedPin = preferences.getString("user pin", null);

if (savedPin != null) {
startActivity(new Intent (this, ConfirmPinCode.class));
finish{();
return;

}

// He nmaém ynactb npu 6GajaHce
loadBalancesSafe() ;
}
private void loadBalancesSafe () {
try {
WalletApiClient.fetchBalances (this, new
WalletApiClient.BalanceCallback () {

@Override
public void onSuccess () {
if (isFinishing () || isDestroyed()) return;
SharedPreferences prefs =
getSharedPreferences ("MyPrefs",
MODE_PRIVATE);

double btc =

safebParse (prefs.getString ("bitcoin balance", "0"));
double eth =

safeParse (prefs.getString ("eth balance", "0"));
double sol =

safeParse (prefs.getString("sol balance", "0"));
double ton =

safeParse (prefs.getString ("ton balance", "0"));
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double usdt =

safeParse (prefs.getString ("usdt balance", "0"));
BalanceManager manager =

BalanceManager.getlInstance () ;
manager.setBalance
manager.setBalance
manager.setBalance ("sol", sol);
manager.setBalance ("ton", ton);
manager.setBalance ("usdt", usdt);
Log.d("Wallet", "Bamnaunce oOOHOBRJIEHH") ;

4

"btc", btc);

( )
("eth", eth);
( )
(

}

@Override
public void onError (String error) {
Log.e("Wallet", "Oumbxa ©BajlaHcoB: " + error);

}
});
} catch (Exception e) {
Log.e("Wallet", "Crash prevented", e);
}
}

private double safeParse(String wvalue) {
try {
if (value == null || value.trim() .isEmpty()) return 0.0;
return Double.parseDouble (value) ;
} catch (Exception e) {
return 0.0;
}

}
public void ButtonNewWalletClicked (View view) {

Toast.makeText (this,
getString(R.string.toast create wallet),
Toast.LENGTH SHORT) .show () ;try f{

generatedSeedWords =
(ArrayList<String>)
HDWalletManager.generateMnemonic () ;
if (generatedSeedWords == null ||
generatedSeedWords.isEmpty () ) {
Toast.makeText (this,
"Seed generation failed",
Toast.LENGTH SHORT) .show () ;
return; -

}

String seed = String.join(" ", generatedSeedWords);

byte[] aesKey = CryptoHelper.generateRandomAesKey () ;
byte[] encryptedSeed =
CryptoHelper.encryptWithAes (seed, aesKey);
KeyStore keyStore =
KeyStore.getInstance ("AndroidKeyStore") ;
keyStore.load (null);
if (!keyStore.containsAlias ("seed rsa key")) {
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KeyPairGenerator keyPairGenerator =
KeyPairGenerator.getInstance (
"RSA", "AndroidKeyStore");
keyPairGenerator.initialize (
new KeyGenParameterSpec.Builder (
"seed rsa key",
KeyProperties.PURPOSE ENCRYPT |
KeyProperties.PURPOSE DECRYPT) .setDigests (KeyProperties.DIGEST SHAZ25
6’
KeyProperties.DIGEST SHA512)
.setEncryptionPaddings (
KeyProperties.ENCRYPTION PADDING RSA PKCS1)
build());
keyPairGenerator.generateKeyPair () ;
}
PublicKey publicKey =
keyStore.getCertificate ("seed rsa key")
.getPublicKey (),
Cipher rsaCipher =
Cipher.getInstance ("RSA/ECB/PKCS1Padding") ;
rsaCipher.init (Cipher.ENCRYPT MODE, publicKey) :;
byte[] encryptedAesKey =
rsaCipher.doFinal (aesKey) ;
SharedPreferences prefs =
getSharedPreferences ("MyPrefs", MODE PRIVATE) ;
if (Build.VERSION.SDK_INT >= Build.VERSION_C6DES.FROYO)

prefs.edit ()
.putString ("encrypted seed",
Base64.encodeToString (encryptedSeed,
Base64 .DEFAULT) )
.putString ("encrypted aes key",
Baseb64.encodeToString (encryptedAesKey,
Base64 .DEFAULT) )
-apply ()7
}
byte[] seedBytes =
HDWalletManager.mnemonicToSeed (
generatedSeedWords, "");
HDWalletManager.HDWalletMaster master =
new HDWalletManager.HDWalletMaster (seedBytes);
String btcAddress =
BitcoinManager.getAddress (master, 0, false);
String ethAddress =
EthereumManager.getAddress (master, 0);
String solAddress =
SolanaManager.getAddress (seedBytes, 0);
String tonAddress =
TonManager.getAddress (seedBytes, true, false);//
USDT = ETH ampec
String usdtAddress = ethAddress;
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if

(Build.VERSION.SDK INT >=

Build.VERSION CODES.GINGERBREAD) {

prefs.edit ()
.putString("bitcoin address", btcAddress)
.putString ("ethereum address", ethAddress)
.putString("solana address", solAddress)
.putString("ton address", tonAddress)
.putString ("usdt address", usdtAddress)

-apply ()7
}
Intent intent =
new Intent (this,
CreateNewWalletStagel.class);
intent.putStringArrayListExtra (
"seedWords",
generatedSeedWords) ;
startActivity(intent);
} catch (Exception e) {
Log.e ("WALLET", "Create wallet crash", e);

Toast.makeText (this,
"Wallet creation failed",
Toast.LENGTH SHORT) .show () ;
}

}
public void ButtonOldWalletClicked (View view) {

startActivity(new Intent (this,
ConnectionOldWalletActivity.class));

}

@Override

protected void onDestroy () {
super.onDestroy () ;
if (doubleBackPressHandler != null) {

doubleBackPressHandler.cancel () ;

daiin CreatePinCode.java

package com.example.coldbitwallet;

import android.content.Intent;

import android.content.res.ColorStatelist;

import android.graphics.drawable.GradientDrawable;
import android.os.Bundle;

import android.view.View;

import android.os.Handler;

import android.os.Looper;

import android.view.animation.Animation;

import android.view.animation.AnimationUtils;
import android.widget.Button;
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import android.widget.TextView;

import androidx.activity.EdgeToEdge;

import androidx.appcompat.app.AppCompatActivity;
import androidx.core.graphics.Insets;

import androidx.core.view.ViewCompat;

import androidx.core.view.WindowInsetsCompat;
import android.content.SharedPreferences;

import android.widget.Toast;

public class CreatePinCode extends AppCompatActivity {
private View[] pinCircles;
private TextView hintNewPin;

private String pinCode = "";

private String firstPinCode = "";private boolean isConfirming =
false;

private boolean isWaitingForInternet = false;

private Handler internetCheckHandler new
Handler (Looper.getMainLooper()) ;
private Runnable internetCheckRunnable;
@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
EdgeToEdge.enable (this) ;
String lang = getSharedPreferences ("settings",
MODE PRIVATE) .getString("language", "system");
B LocaleHelper.setlLocale (this, lang);
setContentView (R.layout.activity create pin code);
// 3BaTeMHeHMe HUWXHUI U BEpxXHEeN MNaHeu
SystemBarColorHelper.applyColors (this, true);
ThemeManager.applySavedBackground (this, R.id.main);
// llpuMeHeHMe lIBeTa TeKCTa
int[] textElements = {
R.id.HintEnterPin, R.id.ButtonFor0, R.id.ButtonForl,
R.id.ButtonFor2, R.id.ButtonFor3,
R.id.ButtonFor4, R.id.ButtonFor5, R.id.ButtonForo,
R.id.ButtonFor7, R.id.ButtonFor8, R.id.ButtonFor9,
R.id.internetWarningText
I
for (int id : textElements) {
TextColorManager.applySavedTextColor (this, id);
}
hintNewPin = findViewById(R.id.HintEnterPin);

ViewCompat.setOnApplyWindowInsetsListener (findvViewById (R.id.main),
(v, 1nsets) -> {
Insets systemBars =
insets.getInsets (WindowInsetsCompat.Type.systemBars());
v.setPadding (systemBars.left, systemBars.top,
systemBars.right, systemBars.bottom);
return insets;
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1)
int savedColor = ThemeManager.getSavedColor (this); //
[loflyyaeM COXPaHEHHBM 1IBET TEME
int savedColorText =
TextColorManager.getSavedTextColor (this); // TlonyyaeM COXpPaHEHHBI
LBET TeKCTa
int[] buttonIds = {
R.id.ButtonFor0O, R.id.ButtonForl, R.id.ButtonFor2,
R.id.ButtonFor3, R.id.ButtonFor4,
R.id.ButtonFor5, R.id.ButtonFor6, R.id.ButtonFor7,
R.id.ButtonFor8, R.id.ButtonFor9,
}i
for (int id : buttonIds) {
Button btn = findViewById(id) ;
if (btn != null) {

btn.setBackgroundTintList (ColorStatelList.valueOf (savedColor));
}
}

pinCircles = new View[] {
findViewById(R.id.circlel),
findViewById(R.id.circle?2),
findViewById(R.id.circle3d),
findViewById(R.id.circled)

}i
setPinCirclesColor (savedColorText) ;
}
public void ClickOnO
public void ClickOnl
public void ClickOn2 (View view
public void ClickOn3 (View view

(View view)
( )
( )
( )
public void ClickOn4 (View view)
( )
( )
( )
( )

View view

onDigitClick("0", view)

onDigitClick("1", view)

onDigitClick("2", view)

onDigitClick("3", view)

onDigitClick("4", view)
onDigitClick("5", view);

( )

( )

( )

)

public void ClickOnb (View view
public void ClickOné6 (View view
public void ClickOn7 (View view
public void ClickOn8 (View view onDigitClick ("8", view
public void ClickOn9 (View view) onDigitClick("9", view
private void onDigitClick(String digit, View view) {
if (pinCode.length() < 4) {

pinCode += digit;

PressEffectHelper.apply(this, view, "but");

updatePinCircles();

onDigitClick("6e", view
onDigitClick("7", view

e e T e M e N s N s N s N s M e M e
~

}
}
public void ClickClearLastSymbol (View view) {
if (pinCode.length() > 0) {
pinCode = pinCode.substring (0, pinCode.length() - 1);
updatePinCircles();

}
PressEffectHelper.apply(this, view, "imgb");
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private void setPinCirclesColor (int color) {
for (View circle : pinCircles) {
// TomnyuaeMm Tekyumii Drawable
GradientDrawable drawable = (GradientDrawable)
circle.getBackground() ;
drawable.setColor (color); // YcTaHaBJIMBAaeM HOBEIM LIBET
}
}

private void updatePinCircles () {
for (int i = 0; i < pinCircles.length; i++) {
if (1 < pinCode.length()) {

pinCircles[i].setBackgroundResource (R.drawable.pin circle filled);
} else {

pinCircles[i] .setBackgroundResource (R.drawable.pin circle empty);

}
}
if (pinCode.length() == 4) {
if (!'isConfirming) {
// CoxpaHsgeM [epPBHII BBEIOEHHHINM MIMH
firstPinCode = pinCode;
// TomnToToBKa K BTany NOOTBEPXISHMS
pinCode = "";
isConfirming = true;
// CO6pocC KPYyXKOB
for (View circle : pinCircles) {
circle.setBackgroundResource (R.drawable.pin circle empty);

}

// OBHOBJIEHME I[IOICKA3ZKU

hintNewPin.setText (getString(R.string.create pin code2));
} else {
if (pinCode.equals (firstPinCode)) {
waitForInternetAndProceed(); // BHHEeCEHO B METOX
} else {
// Oumbka MNOATBEPXIEHMUS
for (View circle : pinCircles) {

circle.setBackgroundResource (R.drawable.pin circle error);

}
VibrationHelper.triggerVibration (this);

// Uepes 200 mMc cOpPOCHUTH

pinCircles[0] .postDelayed (() -> {
pinCode = "";
firstPinCode = "";
isConfirming = false;

hintNewPin.setText (getString (R.string.create pin codel));
for (View circle : pinCircles) {

circle.setBackgroundResource (R.drawable.pin circle empty);
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}, 200);

}
private void proceedToMainWindow () {
SharedPreferences preferences =
getSharedPreferences ("MyPrefs", MODE PRIVATE) ;
SharedPreferences.Editor editor = preferences.edit();
editor.putString ("user pin", pinCode);
editor.apply();
Intent intent =
MainWindow.class) ;
intent.addFlags (Intent. FLAG ACTIVITY CLEAR TASK |
Intent.FLAG_ACTIVITY_NEW_TASK);
startActivity(intent)
finish{();

new Intent (CreatePinCode.this,

}

private void waitForInternetAndProceed() {
if (isWaitingForInternet) return;
isWaitingForInternet = true;

TextView internetWarningText =
findviewById(R.id.internetWarningText) ;

Animation pulseAnimation =
AnimationUtils.loadAnimation(this, R.anim.pulse); // nomxJjodyaem
AHVMALMIO

if (!PriceManager.isInternetAvailable(this)) {

internetWarningText.setVisibility (View.VISIBLE) ;
Toast.makeText (this,
getString (R.string.check internet connection),
Toast.LENGTH SHORT) .show () ;
// 3BanyCcTuUTb aHMMAlMOD IYJIbCALUUMU OJIS KPYXKOUKOB
startCircleAnimation (pulseAnimation) ;
internetCheckRunnable = new Runnable() ({
@Override
public void run() {
if
(PriceManager.isInternetAvailable (CreatePinCode.this)) {
internetWarningText.setVisibility (View.GONE) ;
stopCircleAnimation(); // OcTaHOBUTH
aHVMAaLMIO
proceedToMainWindow () ;
} else {
internetCheckHandler.postDelayed (this,
2000) ;

i
internetCheckHandler.postDelayed (internetCheckRunnable, 2000);

JInct

II'Y 1.090301.29.001 113 136

Wzm. | JIuct] Ne moxym. |Ilognucs] /lara




} else {
internetWarningText.setVisibility (View.GONE) ;
proceedToMainWindow () ;

}

}

private void startCircleAnimation (Animation animation) {
for (View circle : pinCircles) {
circle.startAnimation (animation) ;
}
}
private void stopCircleAnimation() {
for (View circle : pinCircles) {
circle.clearAnimation () ;

daiin CryphoHelper.java

package com.example.coldbitwallet;

import java.nio.charset.StandardCharsets;
import java.security.SecureRandom;

import javax.crypto.Cipher;

import javax.crypto.KeyGenerator;

import javax.crypto.SecretKey;

import javax.crypto.spec.IvParameterSpec;
import javax.crypto.spec.SecretKeySpec;

public class CryptoHelper {
public static byte[] generateRandomAesKey () throws Exception ({
KeyGenerator keyGen = KeyGenerator.getlInstance ("AES");
keyGen.init (256); // 256-bit AES
SecretKey secretKey = keyGen.generateKey () ;
return secretKey.getEncoded() ;
}
public static byte[] encryptWithAes (String plainText, bytel[]
key) throws Exception {
// TeHepaluus CIYyYaMHOTO MHULMAJIMBALMOHHOTO BekTopa (IV)
byte[] iv = new byte[l6]; // Ins AES 6mok 128 6ur (16 6Ganr)
new SecureRandom () .nextBytes (iv);
SecretKeySpec secretKeySpec = new SecretKeySpec (key, "AES");
IvParameterSpec ivParameterSpec = new IvParameterSpec (iv);
Cipher cipher = Cipher.getlInstance ("AES/CBC/PKCS5Padding") ;
cipher.init (Cipher.ENCRYPT MODE, secretKeySpec,
ivParameterSpec) ;
byte[] encrypted =
cipher.doFinal (plainText.getBytes (StandardCharsets.UTF 8));
// Coxpaunsgem IV BMecCcTe C 3alMOPOBAHHEIMM IaHHEIMU (IV B
HauaJjie)
byte[] encryptedWithIv = new byte[iv.length +
encrypted.length];
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System.arraycopy(iv, 0, encryptedWithIv, 0, iv.length);
System.arraycopy (encrypted, 0, encryptedWithIv, iv.length,
encrypted.length) ;
return encryptedWithIv;
}
// Meron nnsa pmemmbopoBaHMS (OJ18 OpuMepa)
public static String decryptWithAes (byte[] encryptedData, bytel[]
key) throws Exception {
// VizBjexaem IV u3 3amm@pPOBAHHEIX IaHHEX
byte[] iv = new byte[l6];
System.arraycopy (encryptedbData, 0, iv, 0, iv.length);
// VI3BjiexaeMm sBammdpOBaHHBE IaHHEE
byte[] encrypted = new bytel[encryptedData.length -
iv.length];
System.arraycopy (encryptedData, iv.length, encrypted, O,
encrypted.length);
SecretKeySpec secretKeySpec = new SecretKeySpec (key, "AES");
IvParameterSpec ivParameterSpec = new IvParameterSpec(iv);
Cipher cipher = Cipher.getInstance ("AES/CBC/PKCS5Padding") ;
cipher.init (Cipher.DECRYPT MODE, secretKeySpec,
ivParameterSpec) ;
byte[] decrypted = cipher.doFinal (encrypted);
return new String(decrypted, StandardCharsets.UTF 8);

daiin DoubleBackClickManager.java

package com.example.coldbitwallet;
import android.app.Activity;
import android.os.Handler;

import android.widget.Toast;

public class DoubleBackClickManager ({
private final Activity activity;
private final Handler handler = new Handler();
= false;
) >

private boolean doubleBackToExitPressedOnce
private final Runnable resetFlagRunnable = (
doubleBackToExitPressedOnce = false;
public DoubleBackClickManager (Activity activity) {
this.activity = activity;
}
public void onBackPressed(int toastMessageResId) {
if (doubleBackToExitPressedOnce) {
activity.finish{();
return;
}
doubleBackToExitPressedOnce = true;
Toast.makeText (activity, toastMessageResId,
Toast.LENGTH SHORT) .show () ;
handler.postDelayed (resetFlagRunnable, 2000);
}
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public void cancel () {

}

handler

.removeCallbacks (resetFlagRunnable) ;

daiin EnterPinCode.java

package com.example.coldbitwallet;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

android.
android.
android.
android.
android.
android.
android.
android.

androidx.
androidx.
androidx.
androidx.
androidx.

android.
android.

content.Intent;
content.res.ColorStatelist;
graphics.drawable.GradientDrawable;
os.Bundle;

view.View;

widget.Button;

widget.TextView;

os.Build;

activity.EdgeToEdge;
appcompat.app.AppCompatActivity;
core.graphics.Insets;
core.view.ViewCompat;
core.view.WindowInsetsCompat;
content.SharedPreferences;
widget.Toast;

public class EnterPinCode extends AppCompatActivity {

private
private
private
private

View[] pinCircles;
TextView hintEnterPin;
String pinCode = "";
String savedPin;

@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);
EdgeToEdge.enable (this) ;
String lang = getSharedPreferences ("settings",
MODE PRIVATE) .getString("language", "system");
LocaleHelper.setlLocale (this, lang);
setContentView (R.layout.activity enter pin code);
// BaTeMHEHMEe HWXHMIA ¥ BEPXHENM MaHemu N
SystemBarColorHelper.applyColors (this, true);
ThemeManager.applySavedBackground (this, R.id.main);
int savedColor = ThemeManager.getSavedColor (this); //
[TolyyaeM COXPaHEHHBM 1IBET TEME
int savedColorText =
TextColorManager.getSavedTextColor (this);
LIBET TeKCTa
// TlpuMeHeHMe lLBeTa TeKCcTa
int[] textElements = {
R.id.HintEnterPin,
R.id.ButtonFor3,

// TlojlyyaeM COXpaHEHHEBM

R.id.ButtonFor0O, R.id.ButtonForl,

R.1id.ButtonFor2,
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R.id.ButtonFor4, R.id.ButtonFor5, R.id.ButtonForo,
R.id.ButtonFor7, R.id.ButtonFor8, R.id.ButtonFor9
}i
for (int id : textElements) {
TextColorManager.applySavedTextColor (this, id);
}
// TlpuMeHeHUe 3anHeTo GoHa IJIS KHOIOK
int[] buttonIds = {
R.id.ButtonFor0, R.id.ButtonForl, R.id.ButtonFor2,
R.id.ButtonFor3, R.id.ButtonFor4,
R.id.ButtonFor5, R.id.ButtonForo6, R.id.ButtonFor7,
R.id.ButtonFor8, R.id.ButtonFor9,
i
for (int id : buttonIds) {
Button btn = findViewById(id);
if (btn != null) {

btn.setBackgroundTintList (ColorStatelList.valueOf (savedColor));

}
}

ViewCompat.setOnApplyWindowInsetsListener (findViewById(R.id.main),
(v, insets) -> {
Insets systemBars =
insets.getInsets (WindowInsetsCompat.Type.systemBars());
v.setPadding (systemBars.left, systemBars.top,
systemBars.right, systemBars.bottom);
return insets;

)

pinCircles = new View[] {
findvViewById(R.id.circlel),
findvViewById(R.id.circle2),
findViewById(R.id.circle3),
findvViewById(R.id.circled)

} i

setPinCirclesColor (savedColorText) ;

hintEnterPin = findViewById(R.id.HintEnterPin);

SharedPreferences preferences =
getSharedPreferences ("MyPrefs", MODE PRIVATE) ;

savedPin = preferences.getString("user pin",

BiometricAuthManager authManager = new
BiometricAuthManager (this, MainWindow.class);

if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.M) {

authManager.authenticate () ;

"");

}
if (Build.VERSION.SDK INT >= Build.VERSION CODES.M) {
authManager.authenticate() ;
} else {
Toast.makeText (this,
getText (R.string.scan fingerprint unavailable),
Toast.LENGTH SHORT) .show() ;
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}

}
public void ClickOnO

public void ClickOnl
public void ClickOn2 (View view
public void ClickOn3 (View view

(View view)
( )
( )
( )
public void ClickOn4 (View view)
( )
( )
( )
( )

View view

onDigitClick("0", view)
onDigitClick("1l", view)
onDigitClick ("2", view)
onDigitClick("3", view)
onDigitClick("4", view)
public void ClickOnb (View view onDigitClick("5", view);
public void ClickOn6 (View view ( )
public void ClickOn7 (View view ( )
public void ClickOn8 (View view onDigitClick("8", wview)
public void ClickOn9 (View view) onDigitClick ("9", wview)
private void onDigitClick(String digit, View view) {
if (pinCode.length() < 4) {

pinCode += digit;

PressEffectHelper.apply(this, view, "but");

updatePinCircles();

onDigitClick("e", view
onDigitClick("7", view

e N e e e N e N e N e N s e
~
v e e e e A e e

}
}
public void ClickFingerprint (View view) {
PressEffectHelper.apply(this, view, "imgb");
BiometricAuthManager authManager = new BiometricAuthManager (this,
MainWindow.class) ;
if (Build.VERSION.SDK INT >= Build.VERSION CODES.M) {
authManager.authenticate() ;
} else {
Toast.makeText (this,
getText (R.string.scan fingerprint unavailable),
Toast.LENGTH SHORT) .show () ;
}

}
public void ClickClearLastSymbol (View view) {

if (pinCode.length() > 0) {
pinCode = pinCode.substring (0, pinCode.length() - 1);
updatePinCircles();
}
PressEffectHelper.apply(this, view, "imgb");
}
private void setPinCirclesColor (int color) {
for (View circle : pinCircles) {
// TomyuaeMm Tekyummit Drawable

GradientDrawable drawable = (GradientDrawable)
circle.getBackground() ;
drawable.setColor (color); // YcTaHaBJIMBAEM HOBEIM LBET
}
}
private void updatePinCircles () {
for (int i = 0; i < pinCircles.length; i++) {
if (i < pinCode.length()) {
pinCircles[i] .setBackgroundResource (R.drawable.pin circle filled);
} else {
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pinCircles[i] .setBackgroundResource (R.drawable.pin circle empty);
}
}
if (pinCode.length() == 4) {
if (pinCode.equals (savedPin)) {
// YCIeWHBM BXOI
Intent intent = new Intent (EnterPinCode.this,
MainWindow.class) ;
intent.addFlags (Intent.FLAG ACTIVITY CLEAR TASK |
Intent.FLAG ACTIVITY NEW TASK) ;
startActivity(intent) ;
finish();
} else {
// Oumbka: [NOKa3EIBAeM KPACHHE KPYXKU U BUOPALMO
for (View circle : pinCircles) {
circle.setBackgroundResource (R.drawable.pin circle error);
}
VibrationHelper.triggerVibration (this);
hintEnterPin.setText (getString(R.string.error pin code));
pinCircles[0] .postDelayed (() -> {
pinCode = "";
for (View circle : pinCircles) {
circle.setBackgroundResource (R.drawable.pin circle empty);
}
hintEnterPin.setText (getString(R.string.enter pin code));

Y, 200);
}
}
}
public void fillPinCirclesOnSuccess () {
for (View circle : pinCircles) {

circle.setBackgroundResource (R.drawable.pin circle filled);
}
}
public void showAuthenticationError () {
for (View circle : pinCircles) {
circle.setBackgroundResource (R.drawable.pin circle error);
}
VibrationHelper.triggerVibration (this);
pinCircles[0] .postDelayed(() -> {
pinCode = "";
for (View circle : pinCircles) {
circle.setBackgroundResource (R.drawable.pin circle empty);
}
}, 200);

daiin EthereumManager.kt

package com.example.coldbitwallet.wallet.ethereum
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import android.os.Build

import android.util.Log

import androidx.annotation.RequiresApi

import
com.example.coldbitwallet.wallet.HDWalletManager.HDWalletMaster
import org.bitcoinj.crypto.ChildNumber

import org.bitcoinj.crypto.HDKeyDerivation

import org.web3j.crypto.*

import org.web3j.protocol.Web3j

import org.web3j.protocol.http.HttpService

import org.web3j.protocol.core.DefaultBlockParameterName
import org.web3j.utils.Numeric

import java.math.BigInteger

import org.web3j.abi.FunctionEncoder

import org.web3j.abi.FunctionReturnDecoder

import org.web3j.abi.datatypes.*

import org.web3j.abi.datatypes.generated.Uint256

import org.web3j.abi.TypeReference

import org.web3j.protocol.core.methods.request.Transaction
import org.web3j.utils.Convert

import java.math.BigDecimal

object EthereumManager ({

private const val PYUSD CONTRACT =
"0xCaC524BcA292aaade2DF8A05cC58F0a65B1B3bBI"
// NETWORK
enum class EthNetwork (
val rpcUrl: String,
val chainId: Long

) A

MAINNET (
"https://mainnet.infura.io/v3/386100b80dd754126bbabed4633858ed65",
1
)
SEPOLTIA (
"https://sepolia.infura.io/v3/386100b80dd754126bbabed633858ed65",
11155111

)
}
// KEY DERIVATION (BIP44 m/44'/60'/0'/0/index)
private fun deriveKey (

master: HDWalletMaster,

index: Int
) : ECKeyPair ({

val path = 1istOf (

ChildNumber (44, true),

ChildNumber (60, true),
ChildNumber (0, true),
ChildNumber (0, false), // change HE wucnonszayercs B ETH
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}

ChildNumber (index, false)

var key = master.masterKey
for (child in path) {
key = HDKeyDerivation.deriveChildKey (key, child)

}
return ECKeyPair.create (key.privKeyBytes)

// ADDRESS
@JvmStatic
fun getAddress (

)t

}
//

master: HDWalletMaster,

index: Int = 0

String {

val pair = deriveKey (master, index)

return "0x" + Keys.getAddress (pair.publicKey)

BALANCE

fun getErc20Balance (

) 2

}

userAddress: String,
tokenAddress: String,
network: EthNetwork
BigInteger {
val web3 = Web3j.build(HttpService (network.rpcUrl))
val function = Function (
"balanceOf",
1istOf (Address (userAddress)),
1listOf (object : TypeReference<Uint256>() {})

val encoded = FunctionEncoder.encode (function)
val response = web3.ethCall (
Transaction.createEthCallTransaction (
userAddress,
tokenAddress,
encoded
) 14
DefaultBlockParameterName.LATEST
) .send ()
val decoded = FunctionReturnDecoder.decode (
response.value,
function.outputParameters

)

return decoded[0] .value as BigInteger

// SEND ETH
@RequiresApi(Build.VERSION_CODES.N)
fun sendEthereum

master: HDWalletMaster,
toAddress: String,
amountWei: BigInteger,
network: EthNetwork,

II'Y 1.090301.29.001 113
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) :

}

index: Int = 0

String {

val keyPair = deriveKey (master, index)

val credentials = Credentials.create (keyPair)

val web3 = Web3j.build(HttpService (network.rpcUrl))

val fromAddress = credentials.address

val nonce = web3.ethGetTransactionCount (
fromAddress,
DefaultBlockParameterName.PENDING

) .send () .transactionCount
// IVHAMWUUECKUI GAS
val gasPrice = web3.ethGasPrice() .send().gasPrice
val gaslLimit = BigInteger.valueOf (21000)
// TIPOBEPKA BAJIAHCA
val balanceWei = web3.ethGetBalance (
fromAddress,
DefaultBlockParameterName.LATEST
) .send () .balance
val totalCost = amountWei.add(gasPrice.multiply(gasLimit))
if (balanceWei < totalCost) {
throw Exception ("HemocTaTouHO cpencTsB (C kommuccuen)")

val tx = RawTransaction.createEtherTransaction
nonce,
gasPrice,
gasLimit,
toAddress,
amountWei
)
val signed = TransactionEncoder.signMessage (tx, credentials)
val hex = Numeric.toHexString(signed)
val response = web3.ethSendRawTransaction (hex) .send()
if (response.hasError()) {
throw Exception (response.error.message)
}
val txHash = response.transactionHash
wailtForReceipt (web3, txHash)
return txHash

@RequiresApi (Build.VERSION CODES.N)
private fun waitForReceipt (web3: Web3j, txHash: String) {

repeat (30) { // mo 30 cexk
val receipt =

web3.ethGetTransactionReceipt (txHash) .send()

if (receipt.transactionReceipt.isPresent) {
val r = receipt.transactionReceipt.get ()
if (r.isStatusOK) {
Log.d("ETH", "TX SUCCESS")
return
} else {
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throw Exception ("TX failed")

}
}
Thread.sleep(1000)

}

Log.d("ETH", "TX pending (not confirmed yet)")
}
@RequiresApi (BRuild.VERSION CODES.N)
fun sendPYUSD ( B

master: HDWalletMaster,

toAddress: String,

amount: BigDecimal,

network: EthNetwork,

index: Int = 0
): String {
val keyPair = deriveKey (master, index)
val credentials = Credentials.create (keyPair)
val web3 = Web3j.build(HttpService (network.rpcUrl))
val fromAddress = credentials.address
val nonce = web3.ethGetTransactionCount (

fromAddress,
DefaultBlockParameterName.PENDING
) .send () .transactionCount
// PYUSD = 6 decimals
val amountRaw =
amount.multiply (BigDecimal.valueOf (1 000 000)) .toBigInteger()val
function = Function (
"transfer",
1istOf (
Address (toAddress),
Uint256 (amountRaw)
)

emptyList ()
)
val data = FunctionEncoder.encode (function)
val gasPrice = Convert.toWei ("5",

Convert.Unit.GWEI) .toBigInteger ()
val gasLimit = BigInteger.valueOf (100 000)
val tx = RawTransaction.createTransaction (
nonce,
gasPrice,
gasLimit,
PYUSD CONTRACT,
data
)
val signed = TransactionEncoder.signMessage (tx, credentials)
val hex = Numeric.toHexString(signed)
val response = web3.ethSendRawTransaction (hex) .send()
if (response.hasError()) {
throw Exception ("PYUSD send error:
S{response.error.message}")
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}

val txHash = response.transactionHash
waitForReceipt (web3, txHash)
return txHash
}
fun getEthBalance (address: String, network: EthNetwork) :
BigDecimal {
val web3 = Web3j.build(HttpService (network.rpcUrl))
val wei = web3.ethGetBalance (
address,
DefaultBlockParameterName.LATEST
) .send () .balance
return Convert.fromWei (wei.toString(), Convert.Unit.ETHER)
}
fun getUsdtBalance (address: String, network: EthNetwork) :

BigDecimal {
val web3 = Web3j.build(HttpService (network.rpcUrl))

val contractAddress = "0xCaC524BcA292aaade2DF8A05cC58F0a65B1B3bBI"
// PYUSD / USDT-like
val function = Function/(

"balanceOf",
1istOf (Address (address) ),
emptyList ()

val encodedFunction = FunctionEncoder.encode (function)
val response = web3.ethCall (
Transaction.createEthCallTransaction (
address,
contractAddress,
encodedFunction

),
DefaultBlockParameterName.LATEST

) .send ()
val value = response.value
val balance = Numeric.toBigInt (value)

// USDT = 6 decimals
return BigDecimal (balance)
.divide (BigDecimal.TEN.pow (6))

daiin EthereumTransactionChecker.java

package com.example.coldbitwallet;

import android.content.Context;

import android.content.SharedPreferences;

import android.util.Log;

import com.example.coldbitwallet.wallet.ethereum.EthereumManager;
import org.json.JSONArray;

import org.json.JSONObject;

import java.io.BufferedReader;
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import java.io.InputStreamReader;
import java.math.BigDecimal;
import java.math.BigInteger;
import java.net.HttpURLConnection;
import java.net.URL;

public class EthereumTransactionChecker ({
private static final String TAG = "ETH CHECKER";
private static final String API KEY =
"S57K3YZT7ZFTS5K6RQH24D7YA8TW/RIVNYVZ3";
public static void checkIncoming (Context context, String
address, Callback callback) {
new Thread(() -> {
try {
String urlStr =
"https://api.etherscan.io/v2/api" +
"?chainid=11155111" +
"g¢module=account" +
"&saction=txlist" +
"gaddress=" + address +
"&startblock=0" +
"&endblock=99999999" +
"&sort=desc" +
"&apikey=" + API KEY;
URL url = new URL(urlStr);
HttpURLConnection conn = (HttpURLConnection)
url.openConnection () ;
conn.setRequestMethod ("GET") ;

BufferedReader reader = new BufferedReader (
new InputStreamReader (conn.getlInputStream())
)i
StringBuilder result = new StringBuilder();
String line;
while ((line = reader.readLine()) != null) {
result.append(line) ;
}
reader.close();
String response = result.toString();
Log.d (TAG, "RAW RESPONSE: " + response);
JSONObject json = new JSONObject (response);
// TlpoBepka cTaTyca

String status = json.optString("status");
if (!"1".equals(status)) {
Log.e (TAG, "API ERROR: " +
json.optString ("result"));
return;

}

Object resultObj = json.get ("result");
// 3BammTa OT Kpama

if (! (resultObj instanceof JSONArray)) {
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Log.e (TAG, "Result is not array: " +
resultObj.toString());
return;

}

JSONArray txs = (JSONArray) resultObj;

for (int 1 = 0; i1 < txs.length(); i++) {
JSONObject tx = txs.getJSONObject (i) ;
String txHash tx.getString ("hash");
String to = tx.getString("to") .toLowerCase() ;
String from = tx.getString("from");

// éounerp failed TpaH3akKLUuMA

String isError = tx.optString("isError", "0");
if ("1".equals(isError)) continue;
if (address.tolLowerCase () .equals(to)) {
String value = tx.getString("value"); // wei
BigInteger weil = new BigInteger (value);

// Tounwt ETH
BigDecimal eth = new BigDecimal (wei)
.divide (new
BigDecimal ("1000000000000000000™)) ;
if (!isTxSaved(context, txHash)) {
Log.d(TAG, "NEW INCOMING ETH TX: " +
txHash) ;
TransactionHistoryManager.saveTransaction (
context,
"ETH",
eth.doublevValue (),
from,
false // nomyueHo
) ;
BigDecimal balance =
EthereumManager.INSTANCE.getEthBalance (
address,
EthereumManager.EthNetwork.SEPOLIA
) ;
BalanceManager.getInstance () .setBalance ("eth",
balance.doubleValue()) ;
saveTx (context, txHash);

}
}
} catch (Exception e) {
Log.e (TAG, "Error checking ETH txs", e);
}
if (callback != null) {
new
android.os.Handler (android.os.Looper.getMainLooper ())
.post (callback::onFinished) ;

}
}) .start () ;
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public static void checkIncomingERC20 (Context context, String
address, Callback callback) {
new Thread(() -> {
try {
Log.d (TAG, "checkIncomingERC20 started for address:
" + address);
String urlStr = "https://api.etherscan.io/v2/api" +
"?chainid=11155111" +
"gmodule=account" +
"gaction=tokentx" +
"gaddress=" + address +
"¢startblock=0" +
"gendblock=99999999" +
"&sort=desc" +
"sapikey=" + API KEY;
URL url = new URL(urlStr);
HttpURLConnection conn = (HttpURLConnection)
url.openConnection () ;
conn.setRequestMethod ("GET") ;
BufferedReader reader = new BufferedReader (new
InputStreamReader (conn.getInputStream())) ;

StringBuilder result = new StringBuilder();
String line;
while ((line = reader.readLine()) != null) {

result.append(line) ;
}
reader.close();
Log.d (TAG, "ERC20 API response: " +
result.toString()):;
JSONObject json = new JSONObject (result.toString()):

String status = json.optString("status");
if (!"1".equals(status)) {Log.e(TAG, "ERC20 API
error: " + json.optString("result"));
return;

}
JSONArray txs = Jjson.optJSONArray ("result");

if (txs == null) {
Log.e (TAG, "ERC20 result is not array");
return;

}
Log.d(TAG, "Found " + txs.length() + " ERC20

transactions");
for (int 1 = 0; i1 < txs.length(); i++) {
JSONObject tx = txs.getJSONObject (i) ;
String to = tx.getString("to").toLowerCase ()
String tokenSymbol =
tx.getString ("tokenSymbol") ;
String txHash = tx.getString("hash");
String from = tx.getString("from");
Log.d(TAG, "Tx " + i + ": hash=" + txHash + "
to=" + to + " address=" + address.tolLowerCase()):;
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if (!'address.toLowerCase () .equals(to)) {

Log.d(TAG, "Skipping: to != address");
continue;

}

if (isTxSaved(context, txHash)) {
Log.d(TAG, "Skipping: already saved");
continue;

}

BigInteger value = new

BigInteger (tx.getString ("value"));
int decimals =
Integer.parselnt (tx.getString ("tokenDecimal")) ;

BigDecimal amount = new
BigDecimal (value) .divide (BigDecimal .TEN.pow (decimals)) ;
Log.d(TAG, "NEW ERC20 TX: " + tokenSymbol + " "
+ amount + " from " + from);
TransactionHistoryManager.saveTransaction (
context,

BigDecimal balance =
EthereumManager.INSTANCE.getEthBalance (
address,
EthereumManager.EthNetwork.SEPOLIA
) ;
BalanceManager.getlInstance () .setBalance ("eth",
balance.doubleValue())

saveTx (context, txHash);

}

} catch (Exception e) {
Log.e (TAG, "ERC20 check error", e);
}
if (callback != null) {
new
android.os.Handler (android.os.Looper.getMainLooper () ) .post (callback:
:onFinished) ;
}
}) .start (),
}
private static boolean isTxSaved(Context context, String txid) {
SharedPreferences prefs =
context.getSharedPreferences ("eth txs", Context.MODE PRIVATE);
return prefs.contains (txid);
}
private static void saveTx (Context context, String txid) {
SharedPreferences prefs = context.getSharedPreferences ("eth txs",
Context.MODE_PRIVATE); N
prefs.edit () .putBoolean (txid, true) .apply():;
}
public interface Callback {
void onFinished();
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daiin GetActivity.java

package com.example.coldbitwallet;

import android.graphics.Bitmap;

import android.os.Bundle;

import android.view.View;

import android.widget.ImageView;

import android.widget.LinearLayout;

import android.widget.TextView;

import android.widget.Toast;

import androidx.activity.EdgeToEdge;

import androidx.appcompat.app.AppCompatActivity;
import androidx.core.graphics.Insets;

import androidx.core.view.ViewCompat;

import androidx.core.view.WindowInsetsCompat;

public class GetActivity extends AppCompatActivity {
@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
EdgeToEdge.enable (this) ;
String lang = getSharedPreferences ("settings",
MODE PRIVATE) .getString("language", "system");
LocaleHelper.setlLocale (this, lang);
setContentView (R.layout.activity get);
// 3BaTeMHeHMVe HUWXHUM ¥ BEepXHEeN [NaHeJu
SystemBarColorHelper.applyColors (this, true);
ThemeManager.applySavedBackground (this, R.id.main);
// TlpuMeHeHMue 1IBeTa TeKcTa
int[] textElements = {
R.id.Get, R.id.warningText, R.id.tokenText,
R.id.addressText
}i
for (int id : textElements) {
TextColorManager.applySavedTextColor (this, id);

ViewCompat.setOnApplyWindowInsetsListener (findvViewById (R.id.main),
(v, insets) -> {
Insets systemBars =
insets.getInsets (WindowInsetsCompat.Type.systemBars () )
v.setPadding (systemBars.left, systemBars.top,
systemBars.right, systemBars.bottom);
return insets;
b) g
ImageView grImageView = findViewById(R.id.grImageView) ;
TextView addressTextView = findViewById(R.id.addressText) ;
TextView tokenTextView = findViewById(R.id.tokenText);
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TextView warningTextView = findViewById(R.id.warningText) ;
// TlonyuaeM TOKEH U3 MHTEeHTAa
String token = getlntent () .getStringExtra("selected token");
if (token == null || token.isEmpty()) {
Toast.makeText (this,
getString (R.string.toast no detect token),
Toast.LENGTH SHORT) .show () ;
finish{();
return;
}
// BeOupaeMm uLBeT doHa B 3aBUCUMOCTM OT TOKEHA
int backgroundColorRes;
switch (token.toUpperCase()) {
case "BTC":
backgroundColorRes
break;
case "ETH":
backgroundColorRes = R.color.ETHColor;
break;
case "TON":
backgroundColorRes = R.color.TONColor;
break;
case "USDT":
backgroundColorRes = R.color.USDTColor;
break;
case "SOL":
backgroundColorRes = R.color.SOLColor;
break;
default:
backgroundColorRes = R.color.TopBackground;
break;

R.color.BTCColor;

}
// Tonyuaem ampec m3 BalanceManager
String address =
BalanceManager.getlInstance () .getAddress (token) ;
if (address == null || address.isEmpty()) {
Toast.makeText (this,
getString(R.string.toast no address token, token),
Toast.LENGTH SHORT) .show () ;
finish();
return;
}
// TenepupyeMm u oTobBpaxaeM QR-KOI C HYXHHIM GOHOM ¥ TEKCTOM
Bitmap grBitmap = QRCodeGenerator.generateQRCode (this,
address, backgroundColorRes, token);

if (grBitmap != null) {
grImageView.setImageBitmap (grBitmap) ;
} else {

Toast.makeText (this,
getString (R.string.toast no generate gr code),
Toast.LENGTH SHORT) .show () ;
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}

// TlpuMmeHseM LBeT GOHA K KOHTEMHEpY

LinearLayout tokenAddressContainer =
findViewById (R.id.tokenAddressContainer) ;

tokenAddressContainer.setBackgroundResource (R.drawable.rounded bg);

// YcrTaHaBuBaeM TOokeH B TextView
tokenTextView.setText (getString (R.string.address token text,
token));

// YcranaBiuBaeMm ampec B TextView

addressTextView.setText (address) ;

// YcTaHaBIMBaeM MNpenylpexieHre C MOACTAHOBKOM TOKeHa
warningTextView.setText (getString(R.string.warning token hint,
token)) ;

}
public void ClickCancel (View view) {

PressEffectHelper.apply(this, view, "sss");

finish{();

daiin HDWalletManager.java

package com.example.coldbitwallet.wallet

import android.content.Context

import android.os.Build

import android.util.Base64

import androidx.annotation.RequiresApi
import org.bitcoinj.crypto.DeterministicKey
import org.bitcoinj.crypto.HDKeyDerivation
import org.bitcoinj.crypto.MnemonicCode
import java.security.KeyStore

import java.security.SecureRandom

import javax.crypto.Cipher

import javax.crypto.spec.SecretKeySpec

object HDWalletManager
// MNEMONIC
@JvmStatic
fun generateMnemonic () : List<String> {
// Vcrmojb3yeM KOHCTPYyKTOop 0e3 mapaMeTpoB — OH CaM 3aTrpy3uUT
AHTJIMVCKUY CJIOBAPb U3 PECYPCOB
val mnemonicCode = MnemonicCode ()
val entropy = ByteArray(32)
SecureRandom () .nextBytes (entropy)
return mnemonicCode.toMnemonic (entropy)
}
@JvmStatic
fun mnemonicToSeed (mnemonic: List<String>, passphrase: String
""): ByteArray {
return MnemonicCode.toSeed (mnemonic, passphrase)
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}
// SAVE SEED (ENCRYPT)
@RequiresApi (Build.VERSION CODES.FROYO)

@JvmStatic
fun saveSeed(context: Context, seed: ByteArray) {
val prefs = context.getSharedPreferences ("MyPrefs",

Context.MODE PRIVATE)
val aesKey = ByteArray(32) .also {
SecureRandom () .nextBytes (it) }
val aesCipher = Cipher.getlInstance ("AES")
aesCipher.init (Cipher.ENCRYPT MODE, SecretKeySpec (aesKey,
"AES"))
val encryptedSeed = aesCipher.doFinal (seed)
val keyStore = KeyStore.getInstance ("AndroidKeyStore")
keyStore.load (null)
val publicKey =
keyStore.getCertificate ("seed rsa key") .publicKey
val rsaCipher = Cipher.getInstance ("RSA/ECB/PKCS1Padding")
rsaCipher.init (Cipher.ENCRYPT MODE, publicKey)
val encryptedAesKey = rsaCipher.doFinal (aesKey)
prefs.edit ()
.putString ("encrypted seed",
Base64.encodeToString (encryptedSeed, Base64.DEFAULT))
.putString("encrypted aes key",
Baseb4.encodeToString (encryptedAesKey, Base64.DEFAULT))
-apply ()
}
// GET SEED (DECRYPT)
@RequiresApi (Build. VERSION CODES.FROYO)

@JvmStatic
fun getSeed(context: Context): ByteArray {
val prefs = context.getSharedPreferences ("MyPrefs",

Context.MODE PRIVATE)
val encryptedSeed =
Baseb64.decode (prefs.getString ("encrypted seed", null),
Base64 .DEFAULT)
val encryptedAesKey =
Baseb64.decode (prefs.getString ("encrypted aes key", null),
Base64 .DEFAULT)
val keyStore = KeyStore.getInstance ("AndroidKeyStore")
keyStore.load (null)
val privateKey = keyStore.getKey ("seed rsa key", null)
val rsaCipher = Cipher.getInstance ("RSA/ECB/PKCSl1Padding")
rsaCipher.init (Cipher.DECRYPT MODE, privateKey)
val aesKey = rsaCipher.doFinal (encryptedAesKey)
val aesCipher = Cipher.getlInstance ("AES")
aesCipher.init (Cipher.DECRYPT MODE, SecretKeySpec (aesKey, "AES"))
return aesCipher.doFinal (encryptedSeed)
}
// HDWalletMaster
class HDWalletMaster (
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val masterKey: DeterministicKey

constructor (seed: ByteArray)
this (HDKeyDerivation.createMasterPrivateKey (seed))

}

@JvmStatic

fun createMasterFromMnemonic (
mnemonic: List<String>,
passphrase: String = ""

) : HDWalletMaster {
val seed = mnemonicToSeed (mnemonic, passphrase)
return HDWalletMaster (seed)

daiin HistoryAction.java

package com.example.coldbitwallet;

import java.io.BufferedReader;

import java.io.File;

import java.io.FileReader;

import java.io.IOException;

import java.text.DecimalFormat;

import java.text.DecimalFormatSymbols;

import java.util.Locale;

import android.util.TypedValue;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import static android.view.ViewGroup.LayoutParams.WRAP CONTENT;
import android.widget.LinearLayout;

import android.widget.ImageView;

import android.widget.TextView;

import android.view.Gravity;

import android.view.ViewGroup;

import android.graphics.Typeface;

import android.widget.Toast;

import androidx.activity.OnBackPressedCallback;
import androidx.appcompat.app.AlertDialog;
import androidx.appcompat.app.AppCompatActivity;

public class HistoryAction extends AppCompatActivity {
private int ColorText;
private DoubleBackClickManager doubleBackPressHandler;
private boolean emptyMessageShown = false; // dmar monsa
IpenoTBpalleHMa OyOJIMPOBAHUSA COOOIEHUA
@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
String lang = getSharedPreferences ("settings",
MODE PRIVATE) .getString("language", "system");
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LocaleHelper.setlLocale (this, lang);

setContentView (R.layout.activity history action);

doubleBackPressHandler = new DoubleBackClickManager (this);

// llpuMeHeHMre COXPaHEHHOTO GoHa

ThemeManager.applySavedBackground (this, R.id.main);

// TlpuMeHeHMe I1IBeTa TeKcTa

int[] textElements = {

R.id.textHome, R.id.textHistory

}i

for (int id : textElements)
{TextColorManager.applySavedTextColor (this, id);

}

ColorText = TextColorManager.getSavedTextColor (this);

SystemBarColorHelper.applyColors (this, true);

// TlojlydaeM KOHTEeMHep IJis UCTOPUM

LinearLayout historylLayout =
findvViewById (R.id.historyLayout) ;

String btcAddress =
BalanceManager.getInstance () .getAddress ("btc") ;

String ethAddress =

BalanceManager.getInstance () .getAddress ("eth") ;
String pyusdAddress =
BalanceManager.getInstance () .getAddress ("eth"); // USDT (ERC-20) Ha

ToM xe ETH-ampece
String solAddress =

BalanceManager.getInstance () .getAddress ("sol");
// Tlepemaém kojibsk refreshHistory BO BCe METOIH MNPOBEPKM
if (btcAddress != null && !btcAddress.isEmpty()) {

BitcoinTransactionChecker.checkIncoming (this,
btcAddress, this::refreshHistory);
}
if (ethAddress != null && !ethAddress.isEmpty()) {
EthereumTransactionChecker.checkIncoming (this,
ethAddress, this::refreshHistory);
}
if (pyusdAddress != null && !pyusdAddress.isEmpty()) {
EthereumTransactionChecker.checkIncomingERC20 (this,
pyusdAddress, this::refreshHistory);
}
// TlepBoHauajbHOE OTOOpPaXeHMe UCTOPUM (M3 yXe COXPAaHEHHOTO
dbanna)
displayTransactionHistory (historyLayout) ;
getOnBackPressedDispatcher () .addCallback (this, new
OnBackPressedCallback (true) {
@Override
public void handleOnBackPressed () {

doubleBackPressHandler.onBackPressed (R.string.toast exit app);

}
1)
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// BHIBHIBAETCH M3 ACUHXPOHHBEIX UEKEPOB II0CJjie NOoOaBJIEHUS HOBHIX
TpaH3akuuMy B Odani.
private void refreshHistory () {
runOnUiThread (() -> {
LinearLayout historylLayout =
findViewById (R.id.historyLayout) ;
if (historyLayout != null) {
displayTransactionHistory (historyLayout) ;

)
}

private void displayTransactionHistory (LinearLayout
historyLayout) {
try f
File historyFile =
TransactionHistoryManager.getHistoryFile (this);
if ('historyFile.exists()) {
if (!'emptyMessageShown) {
showEmptyHistoryMessage (historyLayout) ;
emptyMessageShown = true;
}
return;
}
BufferedReader reader = new BufferedReader (new
FileReader (historyFile));
String directionLine;
String detailsLine;
historyLayout.removeAllViews () ;
while ((directionlLine = reader.readLine()) !'= null &&
(detailslLine = reader.readLine()) != null) {
reader.readlLine(); // IlycrTasa CTpoKa pasOeIUTE]Is
// Tlapcum cTpoky directionline mng pasmejieHud TuUIla U
ampeca
String[] directionParts = directionLine.split ("™ ");
String type = directionParts[0].trim(); // Tun
neperoma (OrnpanBseno / IoJiydyeHO)
String address = directionParts.length > 1 ?
directionParts[1l].trim() : ""; // Ampec komejbka
// Tapcum cTpoky detailsLine myis mojiydeHMs HOaHHHEX O
TOKEHE U CyMMe
String[] parts = detailsLine.split ("™, ");
if (parts.length < 3) continue;
String token = parts[0].replace("Token: ",
"M .trim () ;
String amount = parts[l].replace("Amount: ",
"M trim () ;
String date = parts[2].replace("Date: ", "").trim();
// Cospmanue OJiIOKa OJIS MUCTOPUU
LinearLayout block = new LinearLayout (this);
block.setOrientation (LinearLayout.VERTICAL) ;
block.setPadding (24, 24, 24, 24);
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block.setBackgroundResource (R.drawable.rounded bg);
// CKpyTJIEHHEDM GOH

// 1. Ampec komejibka

TextView addressView = new TextView(this):;

addressView.setText (address) ;

addressView.setTextSize (10f) ;

addressView.setTypeface (null, Typeface.BOLD) ;

addressView.setTextColor (ColorText) ;

block.addView (addressView) ;

// —-—-—- 2 CcTpoka: MKOHKA TOKeHa + KOJMUECTBO
(mpmxaToe K OpaBOMy Kpal)

LinearLayout iconAmountRow = new LinearLayout (this);

iconAmountRow.setOrientation (LinearLayout.HORIZONTAL) ;
iconAmountRow. setLayoutParams (new
LinearLayout.LayoutParams (
ViewGroup.LayoutParams.MATCH PARENT,
ViewGroup.LayoutParams.WRAP_EONTENT
)) ;
iconAmountRow.setGravity (Gravity.CENTER VERTICAL) ;
iconAmountRow.setPadding (0, 8, 0, 8);
// VIkOHKa TOKeHa
ImageView icon = new ImageView (this);
int iconRes = getTokenIconResource (token);
icon.setImageResource (iconRes) ;
int sizeInDp = (int) TypedValue.applyDimension (
TypedValue.COMPLEX UNIT DIP,
22,
getResources () .getDisplayMetrics ()
)
LinearLayout.LayoutParams iconParams = new
LinearLayout.LayoutParams (
sizeInDp,
sizeInDp
) ;
iconParams.setMarginEnd ( (int)
TypedValue.applyDimension (
TypedValue.COMPLEX UNIT DIP,
8,
getResources () .getDisplayMetrics ()
))
icon.setlLayoutParams (iconParams) ;
// KOIMuecTBO TOKEHOB (IpmMxaToe K IpaBOMY Kpaw)
TextView amountText = new TextView (this);

try {
double amountValue = Double.parseDouble (amount) ;
DecimalFormatSymbols symbols = new

DecimalFormatSymbols (Locale.US) ;
DecimalFormat formatter = new
DecimalFormat ("O.######", symbols);
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String formattedAmount =
formatter.format (amountValue) ;
amountText.setText (formattedAmount) ;
} catch (NumberFormatException e) {
amountText.setText (amount) ;
}
amountText.setTextSize (16£f);
amountText.setTypeface (null, Typeface.BOLD);
amountText.setTextColor (ColorText) ;
amountText.setGravity (Gravity.END); // BropaBHUBaHUE
TEKCTa I[I0 MNPpaBOMYy Kpai
LinearLayout.LayoutParams amountParams = new
LinearLayout.LayoutParams (
0, // lluprHa OyIOeT BHUMCIATHLCHS IO BECY
ViewGroup.LayoutParams.WRAP CONTENT,
1f // Bec 1 mnsa pacTAaTvBaHUS
);
amountParams.gravity = Gravity.END; // Ipwxumaem
BeCb BJIEMEHT K IIpaBOMYy Kpal
amountText.setLayoutParams (amountParams) ;
// IoBapideM BJIEeMEHTEH
iconAmountRow.addView (icon) ;
iconAmountRow.addView (amountText) ;
block.addView (iconAmountRow) ;
// 3. Tun TpaH3akuuM + maTa (o Kpasm)
LinearLayout typeDateRow = new LinearLayout (this);
typeDateRow.setOrientation (LinearLayout.HORIZONTAL) ;
typeDateRow.setGravity (Gravity.CENTER VERTICAL) ;
// Twun Tpauszaxuuu (OTnpaBjeHo / IoaydeHOo)
TextView typeText = new TextView (this);
// Jlokammszsauusa TekcTa (OTnpaBjeno / IoJaydeHO)
String localizedType;

if ("OrnparBseno".equals (type)) {
localizedType =
getString(R.string.transaction sent);
} else if ("Tomyueno".equals (type)) {
localizedType =
getString(R.string.transaction received);
} else {

localizedType = type;
}
typeText.setText (localizedType) ;
typeText.setTextSize (12f) ;
typeText.setTextColor (ColorText) ;
// IHata
TextView dateText = new TextView (this);
dateText.setText (date) ;
dateText.setTextSize (12f);
dateText.setTextColor (ColorText) ;
dateText.setGravity (Gravity.END) ;
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LinearLayout.LayoutParams typeParams
LinearLayout.LayoutParams (0, WRAP CONTENT, 1f);

LinearLayout.LayoutParams dateParams = new
LinearLayout.LayoutParams (WRAP CONTENT, WRAP CONTENT) ;

typeText.setlLayoutParams (typeParams) ;

dateText.setlLayoutParams (dateParams) ;

typeDateRow.addView (typeText) ;

typeDateRow.addView (dateText) ;

block.addView (typeDateRow) ;

// OTcryn Mexny OJioKaMu

LinearLayout.LayoutParams blockParams = new
LinearLayout.LayoutParams (ViewGroup.LayoutParams.MATCH PARENT,
WRAP CONTENT) ;

new

blockParams.setMargins (0, 0, 0, 24);

historylLayout.addView (block, 0, blockParams);
}
reader.close () ;
if (historyLayout.getChildCount () == 0) {
if (!emptyMessageShown) {
showEmptyHistoryMessage (historyLayout) ;
emptyMessageShown = true;
}
} else {
emptyMessageShown = false; // EcTb TpaH3aKLuu,
cOpacelBaeM oOiuar
}
} catch (IOException e) {
e.printStackTrace() ;
Toast.makeText (this,
getString(R.string.toast error read history),
Toast.LENGTH SHORT) .show(); B
}
}

private int getTokenIconResource (String token) {
switch (token.toUpperCase()) {

case "BTC":

return R.drawable.btc icon;
case "ETH":

return R.drawable.eth icon;
case "TON":

return R.drawable.ton icon;
case "USDT":

return R.drawable.usdt icon;
case "PYUSD":

return R.drawable.usdt icon;
case "SOL":

return R.drawable.sol icon;
default:

return R.drawable.sent;
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}

private void showEmptyHistoryMessage (LinearLayout layout) ({
// Oumimaem MakeT M noBamBjigeM OIHO CooOmeHue
layout.removeAllViews () ;
TextView emptyView = new TextView (this);
emptyView.setText (getString (R.string.empty history text));
emptyView.setTextColor (ColorText) ;
emptyView.setTextSize (16f) ;
emptyView.setGravity (Gravity.CENTER) ;
layout.addView (emptyView) ;

}

public void onHomeClicked (View view) {
PressEffectHelper.apply(this, view, "sss");
Intent intent = new Intent (HistoryAction.this,

MainWindow.class) ;

startActivity (intent) ;
finish{();

}

public void onHistoryClicked(View view) {
PressEffectHelper.apply(this, view, "sss");

}

public void DeleteHistoryTransaction (View view) {
PressEffectHelper.apply(this, view, "sss");

new AlertDialog.Builder (this)
.setTitle(getString (R.string.confirm textl))
.setMessage (getString (R.string.confirm text2))
.setPositiveButton (getString(R.string.yes text),
(dialog, which) -> {

TransactionHistoryManager.clearTransactionHistory(this);
// OumcTKa BUIYAJTLHOM UCTOPUU
LinearLayout historylLayout =
findViewById (R.id.historyLayout) ;
historyLayout.removeAllViews () ;
Toast.makeText (this,
getString(R.string.toast delete history),
Toast.LENGTH SHORT) .show() ;
// COpacuBaeM oGJyiar M IokasplBaeM coobueHue o
IIyCTOM MCTOPUMU
emptyMessageShown = false;
showEmptyHistoryMessage (historyLayout) ;
emptyMessageShown = true;
})
.setNegativeButton (getString(R.string.no text),
(dialog, which) -> dialog.dismiss())
.show () ;
}
@Override
protected void onDestroy () {
super.onDestroy () ;
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if (doubleBackPressHandler != null) {
doubleBackPressHandler.cancel () ;

daiin JustSend.java

package com.example.coldbitwallet;

import android.content.Intent;

import android.os.Bundle;

import android.text.InputFilter;

import android.view.View;

import android.widget.Button;

import android.widget.EditText;

import android.widget.Toast;

import androidx.activity.EdgeToEdge;

import androidx.appcompat.app.AppCompatActivity;
import androidx.core.graphics.Insets;

import androidx.core.view.ViewCompat;

import androidx.core.view.WindowInsetsCompat;

public class JustSend extends AppCompatActivity {

@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
EdgeToEdge.enable (this) ;
String lang = getSharedPreferences ("settings",
MODE PRIVATE) .getString("language", "system");
LocaleHelper.setlLocale (this, lang);
setContentView (R.layout.activity just send);
// BaTeMHEeHMEe HIXHMUII M BEPXHEN MNaHesm
SystemBarColorHelper.applyColors (this, true);
// TlpuMeHeHMEe COXPaHEHHOTO QoHa
ThemeManager.applySavedBackground (this, R.id.main);
// llpuMeHeHMe lIBeTa TeKCcTa
int[] textElements = {
R.id.NextButtonSendByScaner, R.id.Recipient,
R.id.AdressWalletText, R.id.HintText
bi
for (int id : textElements) {
TextColorManager.applySavedTextColor (this, id);
}
// TpUMeHeHMre COXPaHEeHHOTO liBeTa IJiS KHOIIOK
Button nextButton =
findViewById (R.id.NextButtonSendByScaner) ;
PressEffectHelper.apply(this, nextButton, "spec"):;

ViewCompat.setOnApplyWindowInsetsListener (findViewById(R.id.main),
(v, insets) -> {
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Insets systemBars =
insets.getInsets (WindowInsetsCompat.Type.systemBars());
v.setPadding (systemBars.left, systemBars.top,
systemBars.right, systemBars.bottom);
return insets;
1)
EditText editText = findViewById(R.id.AdressWalletText);
// BIOKMpyeM Py4YHOM BBOI \n
editText.setFilters (new InputFilter([]{

(source, start, end, dest, dstart, dend) -> {
for (int 1 = start; 1 < end; 1++) {
if (source.charAt (i) == '\n') return "";

}
return null;
}
1)
}

public void ClickNext (View view) {

PressEffectHelper.apply(this, view, "spec");

EditText addressEditText =
findViewById (R.id.AdressWalletText) ;

String currentAddress =
addressEditText.getText () .toString () .replace ("\n", "").trim(); //
yoangaeM \n

// TlpoBepka Ha MOyCTOM ampec WM agpec C MEeHbLIMM KOJIMUECTBOM
cuMBOJiOB, ueMm 10

if (currentAddress.isEmpty () || currentAddress.length() <
10) {

// OrobpaxaeMm Toast ¢ coobumenueMm 06 ommbKe
Toast.makeText (this,
getString(R.string.toast incorrect address),
Toast.LENGTH SHORT) .show() ;
VibrationHelper.triggerVibration (this);
return; // 3aBepmaeMm BHIIOJIHEHME MeTOIa

}

// Ecim ampec KOpPpekKTeH, NpomojrkaeM C intent

Intent intent = new Intent (JustSend.this,
AssetSelectionSet.class);

intent.putExtra ("SCAN RESULT", currentAddress);

startActivity (intent) ;

}
public void ClickCancel (View view) {

PressEffectHelper.apply(this, view, "sss");

finish{();

daiin LanguageSelection.java

package com.example.coldbitwallet;

import android.content.Intent;
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import android.content.SharedPreferences;

import android.content.res.ColorStatelist;
import android.content.res.Resources;

import android.graphics.drawable.GradientDrawable;
import android.os.Bundle;

import android.view.View;

import android.widget.Button;

import android.widget.ImageView;

import android.widget.LinearLayout;

import android.widget.TextView;

import androidx.activity.EdgeToEdge;

import androidx.appcompat.app.AppCompatActivity;
import androidx.core.content.ContextCompat;
import androidx.core.graphics.Insets;

import androidx.core.view.ViewCompat;

import androidx.core.view.WindowInsetsCompat;
import java.util.HashMap;

import java.util.Locale;

import java.util.Map;

public class LanguageSelection extends AppCompatActivity {
@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
EdgeToEdge.enable (this) ;
String lang = getSharedPreferences ("settings",
MODE PRIVATE) .getString("language", "system");
LocaleHelper.setlocale (this, lang);
setContentView (R.layout.activity language selection);
// 3BaTeMHeHVe HUWXHUM ¥ BEepXHEeM [aHeJu
SystemBarColorHelper.applyColors (this, true);
// TlpuMeHeHMre COXpPaHEHHOTO ¢GoHa
ThemeManager.applySavedBackground (this, R.id.main);
// TlpuMeHeHMe lLBeTa TeKcTa
int[] textElements = {
R.id.select language text, R.id.SystemLanguage,
R.id.RussianlLanguage, R.id.EndlishLanguage,
R.id.SpanishlLanguage, R.id.Hindilanguage,
R.id.Chineselanguage

}s

for (int id : textElements) {
TextColorManager.applySavedTextColor (this, id);

}

LinearLayout languagelListLayout =
findViewById(R.id.language list layout);

int textColor = TextColorManager.getSavedTextColor (this); //
[lojlyyaeM COXPAaHEHHEIM LIBET TeKCTa

GradientDrawable dividerDrawable = new GradientDrawable () ;

dividerDrawable.setColor (textColor); // liBeT pasnenuressa =
LBET TeKCTa
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dividerDrawable.setSize (0, 2); // TommmHa JIMHVK (BBICOTA) 2pPX
languagelistLayout.setDividerDrawable (dividerDrawable) ;
// HacTpouM oToOpaxeHme CHUCTEMHOTO s3bka B TextView
TextView systemlLangTextView =
findViewById (R.id.SystemLanguage) ;
String systemLangName = getSystemLanguageName () ;
String label = getString(R.string.language system) + " (" +
systemLangName + ")";
systemLangTextView.setText (label) ;
ViewCompat.setOnApplyWindowInsetsListener (findvViewById (R.id.main),
(v, 1nsets) -> {
Insets systemBars =
insets.getInsets (WindowInsetsCompat.Type.systemBars () )
v.setPadding (systemBars.left, systemBars.top,
systemBars.right, systemBars.bottom);
return insets;
1)
highlightCurrentLanguage() ;
}
private String getSystemLanguageName () {
Locale systemLocale =
Resources.getSystem() .getConfiguration () .locale;
return
systemLocale.getDisplayLanguage (systemLocale) .substring (0,
1) .toUpperCase () +

systemLocale.getDisplayLanguage (systemLocale) .substring(l); // c
3aTJIaBHOVM OYKBH
}
public void ClickCancel (View view) {
PressEffectHelper.apply(this, view, "sss");
finish ()
}
private void changelanguage (String langCode, View view) {
PressEffectHelper.apply(this, view, "sss");
// YcTaHaBIMBaeM JIOKAJIb
LocaleHelper.setlLocale (this, langCode);

// CoxpaHsaeMm BIOpaHHE g3bIk B SharedPreferences

SharedPreferences prefs = getSharedPreferences ("settings",
MODE PRIVATE) ;

prefs.edit () .putString("language", langCode) .apply();

// TlepesanyckaeM MainActivity

Intent intent = new Intent (this, MainWindow.class); // Bmechb
MainWindow - »TO Balle I'JJaBHOE OKHO

intent.addFlags (Intent.FLAG ACTIVITY CLEAR TOP |
Intent.FLAG ACTIVITY NEW TASK) ; B B B

startActivity (intent) ;

// 3akphBaeM TeKyllyld aKTUBHOCTDb

finish{();
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public void ClickSystemLanguage (View view) {
changelanguage ("system", view);

}

public void ClickRussian (View view) {

changelLanguage ("ru", view);

}

public void ClickEnglish (View view) {
changelLanguage ("en", view);

}

public void ClickChinese (View view) {
changeLanguage ("zh", view);

}

public void ClickHindi (View view) {
changelLanguage ("hi", view);

}

public void ClickSpanish (View view) {
changelLanguage ("es", view);

}

private void highlightCurrentLanguage () {
String currentlLang = getSharedPreferences ("settings",
MODE PRIVATE)
.getString("language", "system");

int savedTextColor =
TextColorManager.getSavedTextColor (this); // HomyuaeM COXpaHEHHLIM
LBET TEeKCTa

Map<String, Integer> langToCircle = new HashMap<> () ;
langToCircle.put ("system", R.id.system language indicator);
langToCircle.put ("ru", R.id.russian language indicator);
langToCircle.put("en R.id.english language indicator);
langToCircle.put ("es", R.id.spanish language indicator);
langToCircle.put("hl" R.id.hindi language indicator);
langToCircle.put (" , R.id.chinese language indicator);

for (Map.Entry<String, Integer> entry

langToCircle.entrySet()) {
ImageView circle = findViewById (entry.getValue()):;
if (circle != null) {
if (entry.getKey () .equals (currentLang)) {

circle.setVisibility(View.VISIBLE) ;

circle.setImageTintList (ColorStatelist.valueOf (savedTextColor));
} else {
circle.setVisibility (View.INVISIBRLE) ;

}
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daiin LocalHelper.java

package com.example.coldbitwallet;

import android.content.Context;

import android.content.res.Configuration;
import android.content.res.Resources;
import java.util.Locale;

public class LocaleHelper {
public static void setLocale (Context context, String
languageCode) {
Locale locale;

if (languageCode == null || languageCode.equals ("system")) {
locale =
Resources.getSystem() .getConfiguration() .locale; // A3HK CUCTEMH
} else {

locale = new Locale (languageCode) ;

Locale.setDefault (locale) ;
Configuration config = new Configuration();
config.setLocale (locale);
context.getResources () .updateConfiguration (config,
context.getResources () .getDisplayMetrics());
}
}

daiin PressEffectHelper.java

package com.example.coldbitwallet;

import android.content.Context;

import android.content.res.ColorStatelist;

import android.graphics.drawable.Drawable;

import android.graphics.drawable.GradientDrawable;
import android.view.View;

import android.widget.Button;

import android.widget.ImageButton;

import androidx.core.content.ContextCompat;

public class PressEffectHelper {
// OCHOBHOM MeTOH, KyIa IepelaeM TUI M CaM 3JIEMEHT
public static void apply(Context context, View view, String
type) {
if (view == null || type == null) return;
int pressedColor = ContextCompat.getColor (context,
R.color.TopBackground) ;
int defaultColor = ThemeManager.getSavedColor (context);
int ButColor =
ButtonsColorManager.getSavedButtonColor (view.getContext ()) ;
// B 3aBUCUMOCTM OT Tulla obpadaTeHBaeM
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switch (type) {
case "but": // mns Button 6e3 doHa C BaKpyIJIEHMEM
applyTintEffect ( (Button) wview, pressedColor,

defaultColor) ;
break;
case "imgb": // mna ImageButton 06e3 3akpyIrJieHUSA
applyTintEffect ( (ImageButton) view, pressedColor,
defaultColor);
break;
case "draw": // nna GradientDrawable

Drawable background = view.getBackground() ;
if (background instanceof GradientDrawable) {
applyGradientDrawableEffect (view,
(GradientDrawable) background.mutate (), pressedColor, defaultColor);
}
break;
case "spec": // mns Button c uBeTHEM GQOHOM
applyTintEffectSpecial ((Button) view,
pressedColor, ButColor);
break;
default:
// Eciu Tun He nomomet, TO Goyi®3K Ha CTAaHOAPTHHIM
spdbexT mig Ji0OHIX View
applySimpleColorEffect (view, pressedColor,
defaultColor);
break;
}
}
// Meton nng xHonkm (Button)
private static void applyTintEffect (Button button, int
pressedColor, int defaultColor) {

button.setBackgroundTintList (ColorStatelList.valueOf (pressedColor));
button.postDelayed (() ->

button.setBackgroundTintList (ColorStatelList.valueOf (defaultColor)),
100) ;

}

// Meton nna kHonku (ImageButton)

private static void applyTintEffect (ImageButton imageButton, int
pressedColor, int defaultColor) {

imageButton.setBackgroundTintList (ColorStatelList.valueOf (pressedColo
r));
imageButton.postDelayed (() ->

imageButton.setBackgroundTintList (ColorStatelist.valueOf (defaultColo
r)), 100);

}
// Metron mna GradientDrawable
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private static void applyGradientDrawableEffect (View view,
GradientDrawable drawable, int pressedColor, int defaultColor) {
drawable.setColor (pressedColor) ;
view.setBackground (drawable) ;
view.postDelayed ( () -> {
drawable.setColor (defaultColor);
view.setBackground (drawable) ;
}, 100);
}
// HoBwelM MeTOn mJiga Button ¢ LUBeTHEM GQOHOM
private static void applyTintEffectSpecial (Rutton button, int
pressedColor, int normalColor) {
ColorStatelist colorStatelist = new ColorStatelist (

new int[][] {
new int[] { android.R.attr.state pressed },
new int[] { -android.R.attr.state pressed }
Yy
new int[] {
pressedColor,
normalColor

) ;
button.setBackgroundTintList (colorStatelist) ;
button.refreshDrawableState () ;
}
// Meron mns craHmapTHoTo doHa (fallback nnis Bcex OpyIux
cJydaen)
private static void applySimpleColorEffect (View view, int
pressedColor, int defaultColor) {
view.setBackgroundColor (pressedColor) ;
view.postDelayed( () ->
view.setBackgroundColor (defaultColor), 100);
}
}

daiin PriceManager.java

package com.example.coldbitwallet;

import android.content.Context;

import android.content.SharedPreferences;
import android.net.ConnectivityManager;
import android.net.NetworkCapabilities;
import android.os.Handler;

import android.os.Looper;

import android.util.Log;

import com.example.coldbitwallet.wallet.ethereum.EthereumManager;
import org.jetbrains.annotations.NotNull;
import org.json.JSONObject;

import java.io.IOException;

import java.math.BigInteger;

import java.net.URLEncoder;
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import
import
import
import
import
import
import

java.nio.charset.StandardCharsets;
java.util.concurrent.TimeUnit;
okhttp3.Call;

okhttp3.Callback;
okhttp3.0kHttpClient;
okhttp3.Request;

okhttp3.Response;

public class PriceManager {

private static final String TAG = "PriceManager";

private static final String BASE URL
"http://192.168.1.100:7000/api/balances";

public static final String PREFS NAME = "wallet data";
private static final OkHttpClient client = new

OkHttpClient.Builder ()
.connectTimeout (10, TimeUnit.SECONDS)
.readTimeout (10, TimeUnit.SECONDS)
Jouild() ;
public interface WalletCallback {
void onSuccess () ;
void onError (String error);

}
// SERVER REQUEST

public static void fetchBalances (Context context,

String btc,
String eth,
String ton,
String sol,

WalletCallback callback)

if (isAllEmpty (btc, eth,
postError (callback,

return;

sol)) {

ton,

{
String url = buildUrl (btc,

Log.d (TAG, "Request URL: "

try
eth, ton,
+ url);

Request request
.url (url)
.get ()
Jbuild();

{

"HeTr ampecor nysa zanpoca');

sol);

new Request.Builder ()

client.newCall (request) .enqueue (new Callback() {

@Override
public void onFailure(Call call,
Log.e (TAG, "Request failed:
postError (callback,

"

cepeepoM") ;
}
@Override
public void onResponse (Call call,

IOException e) {
;e

"Ommbkra CcoeIMHEeHUS C

Response response)
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try (Response res = response) {
if (!res.isSuccessful()) {
postError (callback, "Ommbka ceprepa: " +
res.code());
return;
}
String body = res.body () .string();
Log.d (TAG, "Server response: " + body);
JSONObject json = new JSONObject (body);
saveToPrefs (context, Jjson);
postSuccess (callback);
} catch (Exception e) {
Log.e (TAG, "Parsing error: ", e);
postError (callback, "Ommbkxa oBpaboTku
IOaHHBEIX") ;

}
b) g
} catch (Exception e) {
Log.e (TAG, "URL error: ", e);
postError (callback, "Ommbkxa dopMmpoBaHmMa 3amnpoca");
}

}
public static void fetchPyusdBalance (Context context, String

address, Runnable onDone) {
new Thread(() -> {
try {
@NotNull BigInteger balance =
EthereumManager.INSTANCE.getErc20Balance (
address,

"OxCaCbh24BcA292aaade2DF8A05cC58F0a65B1B3bBY", // PYUSD
EthereumManager.EthNetwork.SEPOLIA
)
SharedPreferences prefs =
context.getSharedPreferences (PREFS NAME,
Context.MODE PRIVATE) ;
prefs.edit ()
.putString ("usdt balance",
balance.toString())
-apply () ;

} catch (Exception e) {
Log.e ("PriceManager", "PYUSD load error", e);

}
new Handler (Looper.getMainLooper ()) .post (onDone) ;
}) .start();
}

// SAVE DATA
private static void saveToPrefs (Context context, JSONObject

json) |
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SharedPreferences prefs =
context.getSharedPreferences (PREFS NAME,

Context.MODE PRIVATE) ;

SharedPreferences.Editor editor = prefs.edit
double btcBalance = json.optDouble ("btc", O.
double ethBalance = json.optDouble ("eth", O.
double tonBalance = json.optDouble ("ton", O.
double solBalance = json.optDouble("sol", 0.
// USDT mOpuUXOoOUT B MUKPO—-€IMHUIIAX

double usdtBalanceRaw = Jjson.optDouble ("usdt", 0.0);
double usdtBalance = usdtBalanceRaw / 1 000 000.0;

4
4

0)
0)
0);
0)
0)

~

14

14

.
4
.

4

4

—_~ — ~— ~—

)
) i
)
)

Log.d (TAG, "Saving balances - BTC: " + btcBalance + ", ETH:
" + ethBalance +
", TON: " + tonBalance + ", SOL: " + solBalance);
editor.putString ("btc balance", String.valueOf (btcBalance
editor.putString ("eth balance", String.valueOf (ethBalance
editor.putString("ton balance", String.valueOf (tonBalance
editor.putString("sol balance", String.valueOf (solBalance
// HOPMAJILHEL USDT
editor.putString ("usdt balance",
String.valueOf (usdtBalance)) ;
// UeHH
double btcPrice = json.optDouble ("BTCPrice", 0.0);
double ethPrice = json.optDouble ("ETHPrice", 0.0);
double tonPrice = json.optDouble ("TONPrice", 0.0);
double solPrice = json.optDouble ("SOLPrice", 0.0);
Log.d (TAG, "Saving prices - BTC: " + btcPrice + ", ETH: "
ethPrice +
", TON: " + tonPrice + ", SOL: " + solPrice);

Context.MODE PRIVATE) ;

editor.putFloat ("btc price", (float) btcPrice);
editor.putFloat ("eth price", (float) ethPrice);
editor.putFloat ("ton price", (float) tonPrice);

( (float) solPrice)

4

editor.putFloat ("sol price",
editor.apply();

}
// LOCAL ACCESS

public static double getBalance (Context context, String token) {

SharedPreferences prefs =
context.getSharedPreferences (PREFS NAME,

String value
Log.d (TAG, "getBalance (" + token + ") = " + wvalue);
double balance = Double.parseDouble (value) ;
return balance;

}

public static double getPrice (Context context, String token)
SharedPreferences prefs =

context.getSharedPreferences (PREFS NAME,

Context.MODE PRIVATE) ;

prefs.getString(token + " balance™, "0");

{
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float value = prefs.getFloat (token + " price", 0f);
Log.d (TAG, "getPrice(" + token + ") =" + wvalue);
return value;

}

// HELPERS
private static boolean isAllEmpty(String... wvalues) {
for (String wvalue : values) {
if (value != null && !value.isEmpty()) return false;

}
return true;
}
private static String buildUrl (String btc, String eth, String
ton, String sol) throws Exception {
return BASE URL +
"?btc=" + URLEncoder.encode (safe (btc),
StandardCharsets.UTF 8.name()) +
"seth=" + URLEncoder.encode (safe (eth),
StandardCharsets.UTF 8.name()) +
"&ton=" + URLEncoder.encode (safe(ton),
StandardCharsets.UTF 8.name()) +
"&sol=" + URLEncoder.encode (safe(sol),
StandardCharsets.UTF 8.name());
}
private static String safe(String value) {
return value == null ? "" : value;
}
private static void postSuccess (WalletCallback callback) {
new
Handler (Looper.getMainLooper ()) .post (callback::onSuccess) ;

}

private static void postError (WalletCallback callback, String
error) {
new Handler (Looper.getMainLooper ()) .post(() ->
callback.onError (error));
}
// INTERNET CHECK
public static boolean isInternetAvailable (Context context) {

ConnectivityManager cm = (ConnectivityManager)
context.getSystemService (Context .CONNECTIVITY SERVICE) ;
if (cm != null) {

NetworkCapabilities capabilities =
cm.getNetworkCapabilities (cm.getActiveNetwork());
return capabilities != null &&

capabilities.hasCapability (NetworkCapabilities.NET CAPABILITY INTERN
ET) ;
}

return false;
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daiin QRCodeGenerator.java

package com.example.coldbitwallet;

import android.content.Context;

import android.graphics.Bitmap;

import android.graphics.Canvas;

import android.graphics.Color;

import android.graphics.Paint;

import androidx.core.content.ContextCompat;
import com.google.zxing.BarcodeFormat;
import com.google.zxing.WriterException;
import com.google.zxing.qgrcode.QRCodeWriter;

public class QRCodeGenerator {
public static Bitmap generateQRCode (Context context, String
content, int backgroundColorResId, String tokenName) {
QRCodeWriter writer = new QRCodeWriter () :;
try {

int size = 512;

// Tenepaumusa QR-koIa

com.google.zxing.common.BitMatrix bitMatrix =
writer.encode (content, BarcodeFormat.QR CODE, size, size);
int darkColor = Color.BLACK; // lBer »jemMeHTOB QR-kOIa

int lightColor = ContextCompat.getColor (context,
backgroundColorResId); // leer doHa QR-koma

// Coszsmaem mzobpaxenHue g QR-koma

Bitmap grBitmap = Bitmap.createBitmap (size, size,
Bitmap.Config.RGB 565) ;

for (int x = 0; x < size; x++) {

for (int y = 0; y < size; y++) {
grBitmap.setPixel (x, y, bitMatrix.get (x, y) ?
darkColor : lightColor);
}

}

// Cospmaém Bitmap misa TekcTa

int textHeight = 100; // Brcora ofyjacTu nOjs TeKCTa

Bitmap finalBitmap = Bitmap.createBitmap(size, size +
textHeight, Bitmap.Config.RGB 565);

// Pucyem QR-KOI Ha HOBOM Bitmap

Canvas canvas = new Canvas (finalBitmap)

canvas.drawBitmap (grBitmap, 0, 0, null);

// IHDobBaBigeM GOOH OJjd TekcTa (OMHaMUUeCKU)
int textBackgroundColor =
ContextCompat.getColor (context, backgroundColorResId);
canvas.drawRect (0, size, size, size + textHeight, new
Paint () {{
setColor (textBackgroundColor); // ®oH mus TekcTa

FH) g
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// IDoBasygeM TekcT non QR-xkomoMm

Paint paint = new Paint();

paint.setColor (Color.WHITE); // leer TekcTa
paint.setTextSize (30); // PasmMep TekcTa
paint.setTextAlign (Paint.Align.CENTER); // BrupaBHMBaHMUE

TEeKCTa IIO LEeHTPY

// TlonlyuyaeM TEKCT U3 pPecypcoB
String grText = context.getString(R.string.scan gr text,

tokenName) ;

// PasbuBaeM TEKCT Ha CTPOKU

float width = paint.measureText (qrText); // llupuxa
TeKcTa

float lineHeight = paint.getTextSize() * 1.5f; // Bricora
CTPOKM

float x = size / 2; // Tozuuusa X (IO LEHTPY)

float y = size + textHeight / 2; // Hosmuma Y njisg nepsoi
CTPOKM

// PasbuBaeM TEKCT IO CTPOKaM
if (width > size) {
// ECiM TEeKCT CJIMIIKOM IJIMHHEIM, OeJuM eT'0 Ha

HECKOJIBKO CTPOK

String[] lines = grText.split (" (2<=\\G.{32})™); //

PaspesyieHre Ha CTPOKU IO 32 CHUMBOJIOB

for (String line : lines) {
canvas.drawText (line, x, y, paint);
y += lineHeight; // IepeHOC Ha CleOyoIylD CTPOKY
}
} else {
// ECim TeKCT [NOMelAaeTCs, BHEHBOIOUM €I'0 B OIHY CTPOKY
canvas.drawText (grText, x, y, paint);
}
return finalBitmap;
} catch (WriterException e) {
e.printStackTrace() ;
return null;

daiin SeedPhraswActivity.java

package com.example.coldbitwallet;

import
import

import
import
import
import
import

android.content.Intent;
android.os.Bundle;

android.view.View;
android.widget.Button;
android.widget.LinearLayout;
android.widget.TextView;
androidx.activity.EdgeToEdge;
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import androidx.appcompat.app.AppCompatActivity;
import androidx.core.content.ContextCompat;
import androidx.core.graphics.Insets;

import androidx.core.view.ViewCompat;

import androidx.core.view.WindowInsetsCompat;
import java.util.ArrayList;

public class SeedPhraseActivity extends AppCompatActivity {
private ArrayList<String> seedWords;
@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
EdgeToEdge.enable (this) ;
setContentView (R.layout.activity seed phrase);

ViewCompat.setOnApplyWindowInsetsListener (findViewById(R.id.main),
(v, insets) -> {
Insets systemBars =
insets.getInsets (WindowInsetsCompat.Type.systemBars())
v.setPadding (systemBars.left, systemBars.top,
systemBars.right, systemBars.bottom);
return insets;
1)
seedWords =
getIntent () .getStringArrayListExtra ("seedWords") ;
// TlpuMeHeHMe COXPAaHEeHHOTO LBeTa IJjisg KHOIOK
Button nextButton =
findViewById (R.id.NextButtonCreateNewWalletStage?2) ;
PressEffectHelper.apply(this, nextButton, "spec");
LinearLayout leftColumn = findViewById(R.id.leftColumn) ;
LinearLayout rightColumn = findViewById(R.id.rightColumn) ;

if (seedWords != null && seedWords.size() == 24) {
for (int i = 0; 1 < 24; i++) {
TextView wordView = new TextView (this);
wordView.setText ((1i + 1) + ". " + seedWords.get(i)):;

wordView.setTextSize (16);
wordView.setTextColor (ContextCompat.getColor (this,
R.color.TextColor)) ;
wordView.setPadding (0, 8, 0, 8);
if (1 < 12) {
leftColumn.addView (wordView) ;
} else {
rightColumn.addView (wordView) ;

}

}

public void ClickCancel (View view) {
PressEffectHelper.apply(this, view, "sss");
finish () ;
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}

public void ClickNextButtonCreateNewWalletStage3 (View view)

Intent intent = new Intent (this,

intent.putStringArraylListExtra ("seedWords",

startActivity (intent);

daiin SeedPhraswActivity2.java

package com.example.coldbitwallet;

import android.content.Intent;
import android.graphics.Color;
import android.os.Bundle;

import android.text.Editable;
import android.text.TextWatcher;
import android.view.View;

import android.widget.Button;
import android.widget.EditText;
import android.widget.TextView;
import android.widget.Toast;

{

SeedPhraseActivity2.class);

import androidx.appcompat.app.AppCompatActivity;

import java.util.ArrayList;
import java.util.Collections;
import java.util.List;

import java.util.Random;

public class SeedPhraseActivity?2 extends AppCompatActivity {

private ArraylList<String> seedWords;
private List<Integer> indicesToCheck;

private EditText editableWordl, editableWord2,

editableWord4;

private TextView wordNumberl, wordNumber2,

wordNumber4;
@Override

protected void onCreate (Bundle savedInstanceState)

super.onCreate (savedInstanceState) ;
setContentView (R.layout.activity seed phrase2);
SystemBarColorHelper.applyColors (this, true);
seedWords =

getIntent () .getStringArrayListExtra ("seedWords") ;

editableWordl = findViewById (R.id.wordInputl) ;
editableWord?2 = findViewById(R.id.wordInput?2) ;
editableWord3 = findViewById(R.id.wordInput3)

editableWord4 = findViewById(R.id.wordInput4)

wordNumberl = findViewById (R.id.wordNumberl) ;

wordNumber?2 = findViewById (R.id.wordNumber?) ;
wordNumber3 findViewById (R.id.wordNumber3) ;
wordNumber4 = findViewById(R.id.wordNumber4)

TextView wordPositionsText =

4

4

14

findViewById (R.id.WordPositionsText) ;

seedWords) ;

wordNumber3,

{

editableWord3,

3m.
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// TlpuMeHeHMe COXPAaHEeHHOTO LBeTa IJisg KHOIOK

Button nextButton = findViewById(R.id.NextCreatePinCode);
PressEffectHelper.apply(this, nextButton, "spec");

// TeHepupyeM CilydalHbHeEe MHIEKCH IJiS CJIOB
generateRandomIndices () ;

// TlokaswBaeM HOMepa CJIOB B bopmaTe "BBemure cjoBo Ml, N2,

N3y N4
String prompt = getString(R.string.seed words prompt,
indicesToCheck.get (0) + 1, indicesToCheck.get (1) +
1,
indicesToCheck.get (2) + 1, indicesToCheck.get (3) +
1)

wordPositionsText.setText (prompt) ;
// YcTaHaBIMBaeM IIOINCKa3kM B TextView
wordNumberl.setHint (indicesToCheck.get (
wordNumber?2.setHint (indicesToCheck.get (
wordNumber3.setHint (indicesToCheck.get (
wordNumber4d.setHint (indicesToCheck.get (
wordNumberl.setHintTextColor (Color.LTGRAY) ;
wordNumber?2.setHintTextColor (Color.LTGRAY) ;
wordNumber3.setHintTextColor (Color.LTGRAY)
wordNumberd.setHintTextColor (Color.LTGRAY) ;
// HDoBaBjgeM ciylmaTesr Ha pelaKTUPpyeMbe I[10JIS
setupTextWatcher (editableWordl, 0);
setupTextWatcher (editableWord2, 1);
setupTextWatcher (editableWord3, 2);
setupTextWatcher (editableWord4, 3)

+ + + +
R
+ + + +

4

4

}
private void setupTextWatcher (EditText editText, final int

index) {
editText.setFocusableInTouchMode (true) ;
editText.setClickable (true) ;
editText.addTextChangedListener (new TextWatcher () {
@Override
public void beforeTextChanged (CharSequence charSequence,
int start, int count, int after) {}
@Override
public void onTextChanged (CharSequence charSequence, int start, int
before, int count) {}
@Override
public void afterTextChanged (Editable editable) {}
1)
}

private void generateRandomIndices () {
indicesToCheck = new ArrayList<>{();
Random random = new Random() ;
while (indicesToCheck.size() < 4) {
int index = random.nextInt (24); // 0 to 23
if (!indicesToCheck.contains (index)) {

indicesToCheck.add (index) ;

JInct

II'Y 1.090301.29.001 113 179

Wzm. | JIuct] Ne moxym. |Ilognucs] /lara




}

Collections.sort (indicesToCheck); // UToOwl ObUIM O HOPAOKY

}

public void ClickConfirmSeedWords (View view) {

boolean allCorrect = true;
// TlpoBepsgeM BBeIEeHHHE I[10JIb30BaTEeJIeM CJIOBa
String[] userInputs = new Stringl[4];

userInputs[0]
editableWordl.getText (

userInputs[1]
editableWord?2.getText (

userInputs (2]
editableWord3.getText (

userInputs[3]
editableWord4.getText () .toString () .trim() .toLowerCase () ;

for (int i = 0; i < 4; i++) {

String correctWord =

.toString () .trim() .toLowerCase () ;
.toString () .trim() .toLowerCase () ;

.toString () .trim() .toLowerCase () ;

h~1 =1 =1

seedWords.get (indicesToCheck.get (1)) .toLowerCase () ;
if (!'userInputs[i].equals (correctWord)) {
allCorrect = false;

}
if (allCorrect) {
// Tlepexon K clienywiuel aKTUMBHOCTU
Intent intent = new Intent(this, CreatePinCode.class);
startActivity (intent);
} else {
VibrationHelper.triggerVibration (this);
Toast.makeText (this,
R.string.toast error enter seed phrase, Toast.LENGTH SHORT) .show();
}
}
public void ClickCancel (View view) {
PressEffectHelper.apply(this, view, "sss");
finish();

daiin SendByScaner.java

package com.example.coldbitwallet;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Button;

import android.widget.TextView;

import android.widget.EditText;

import android.text.InputFilter;

import android.widget.Toast;

import androidx.activity.EdgeToEdge;

import androidx.appcompat.app.AppCompatActivity;

JInct

II'Y 1.090301.29.001 113 180

Wzm. | JIuct] Ne moxym. |Ilognucs] /lara




import androidx.core.graphics.Insets;
import androidx.core.view.ViewCompat;
import androidx.core.view.WindowInsetsCompat;

public class SendByScaner extends AppCompatActivity {
private String scanResult;
@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
EdgeToEdge.enable (this) ;
String lang = getSharedPreferences ("settings",
MODE PRIVATE) .getString("language", "system");
LocaleHelper.setlLocale (this, lang);
setContentView (R.layout.activity send by scaner);
// BaTeMHEHMEe HMWXHWII M BEpXHEN naHemm
SystemBarColorHelper.applyColors (this, true);
// llpuMeHeHMre COXpPaHEHHOTO ¢GoHa
ThemeManager.applySavedBackground (this, R.id.main);
// TlpuMeHeHMe I1IBeTa TeKcTa
int[] textElements = {
R.id.NextButtonSendByScaner, R.id.Recipient,
R.id.HintText, R.id.AdressWalletText
bi
for (int id : textElements) {
TextColorManager.applySavedTextColor (this, id);
}
// TpUMeHeHMre COXPaHeHHOTO IBeTa IJig KHOIOK
Button nextButton =
findViewById (R.id.NextButtonSendByScaner) ;
PressEffectHelper.apply(this, nextButton, "spec");
scanResult = getlIntent () .getStringExtra ("SCAN RESULT");
// Ecmmu cTpoka HaumHaeTca c "ton://transfer/", orpeszsaem 5TOT
npedmxc
if (scanResult !'= null &&
scanResult.startsWith ("ton://transfer/")) {
scanResult = scanResult.replace("ton://transfer/", "");
}
// Orobpaxaem B TextView
TextView recipientTextView =
findvViewById (R.id.AdressWalletText) ;
if (scanResult !'= null && !scanResult.isEmpty()) {
StringBuilder formattedText = new StringBuilder();
int maxLinelLength = 28;
for (int i = 0; i < scanResult.length(); 1 +=
maxLineLength) {
int end = Math.min (i + maxLinelLength,
scanResult.length())
formattedText.append (scanResult, i,
end) .append ("\n") ;
}
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if (formattedText.length() > 0 &&
formattedText.charAt (formattedText.length() - 1) == "\n') {
formattedText.deleteCharAt (formattedText.length() -
1);
}
recipientTextView.setText (formattedText.toString());
EditText editText = findViewById(R.id.AdressWalletText)
editText.setFilters (new InputFilter[]{
(source, start, end, dest, dstart, dend) -> {
for (int i = start; i < end; i++) {
if (source.charAt (i) == '\n') return "";
}

return null;

1)
}

ViewCompat.setOnApplyWindowInsetsListener (findvViewById(R.id.main),
(v, i1nsets) -> {
Insets systemBars =
insets.getInsets (WindowInsetsCompat.Type.systemBars () )
v.setPadding (systemBars.left, systemBars.top,
systemBars.right, systemBars.bottom);
return insets;
1)
}

public void ClickNext (View view) {

PressEffectHelper.apply(this, view, "spec");

EditText addressEditText =
findvViewById (R.id.AdressWalletText) ;

String currentAddress =
addressEditText.getText () .toString () .replace ("\n", "").trim(); //
yoangeM \n

// TlpoBepka Ha IyCTOM aIpec WM agpec C MEeHBIMM KOJMUEeCTBOM
CUMBOJIOB,
yem 10

if (currentAddress.isEmpty () || currentAddress.length() <
10)

// Orobpaxaem Toast c coobmenmem 06 oumbke
Toast.makeText (this,
getString (R.string.toast incorrect address),
Toast.LENGTH SHORT) .show () ;
VibrationHelper.triggerVibration (this) ;
return; // 3aBepmaeM BHIIOJHEHME MeTOoIa

}

// Eciu ampec KOppekKTeH, npomojrkaeM C intent

Intent intent = new Intent (SendByScaner.this,
AssetSelectionSet.class);

intent.putExtra ("SCAN RESULT", currentAddress);

startActivity (intent);
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public void ClickCancel (View view) {

PressEffectHelper.apply(this, view, "sss");

finish{();

daiin SettingActivity.java

package com.example.coldbitwallet;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

public

android.app.Activity;
android.content.Context;
android.content.Intent;
android.content.SharedPreferences;
android.os.Bundle;

android.view.View;

android.widget.Button;
android.widget.Switch;
android.widget.Toast;
androidx.activity.EdgeToEdge;
androidx.annotation.Nullable;
androidx.appcompat.app.AppCompatActivity;
androidx.core.content.ContextCompat;
androidx.core.graphics.Insets;
androidx.core.view.ViewCompat;
androidx.core.view.WindowInsetsCompat;
com.google.android.material.bottomsheet.BottomSheetDialog;

class SettingsActivity extends AppCompatActivity {

private int TextColor;
private Switch hideBalanceSwitch;

private static final int REQUEST CODE CONFIRM PIN =

1; // Uenoe

umcJio nJjsa requestCode
@Override
protected void onCreate (Bundle savedInstanceState) {

MODE PRIVATE) .getString("language",

R.1d.themeText,

super.onCreate (savedInstanceState) ;
EdgeToEdge.enable (this) ;

String lang = getSharedPreferences ("settings",
"system") ;
LocaleHelper.setlocale (this, lang);
setContentView (R.layout.activity settings);

// 3aTeMHeHMNe HMWXHUM ¥ BEpXHEN NaHeJu
SystemBarColorHelper.applyColors (this,
// TpUMeHeHMre COXPaHEHHOTO GoHa
ThemeManager.applySavedBackground (this,
// Cnmcok Bcex id »JIeMeHTOB

int[] textViewIds = {

// CuCTeMHEE WNTYKM
R.id.SettingsText, R.id.languageText,
R.i1id.textColor, R.id.hideBalance, R.id.resetPinCode,
R.id.colorButton, R.id.exitFromAccount

true) ;

R.id.main) ;

b
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// TlpumeHsgeMm 1BeT kKO BceM 1id

for (int id : textViewIds) {
TextColorManager.applySavedTextColor (this, id);

}

TextColor = TextColorManager.getSavedTextColor (this);

// BoccTaHaBJIMBAeM COCTOSHME MepeKJInUaTesis

hideBalanceSwitch = findvViewById(R.id.hideBalanceSwitch) ;

SharedPreferences prefs = getSharedPreferences ("settings",
MODE PRIVATE) ;

boolean isBalanceHidden = prefs.getBoolean("hide balance",
false); // false no yMOJUaHUK

hideBalanceSwitch.setChecked (isBalanceHidden) ;
hideBalanceSwitch.getTrackDrawable () .setTint (TextColor);
// Kpacum MOJI3YHOK I[epeKJiyaTelis B B3aBUCUMMOCTU OT COCTOSHUS

if (hideBalanceSwitch.getThumbDrawable () != null) {
if (isBalanceHidden) {
// ECIM BKJIOUEH — LIBeT TEeKCTa

hideBalanceSwitch.getThumbDrawable () .setTint (TextColor);
} else {
// EcCyu BHKJIOUEH — CUCTEMHBI CEPHI LBET
int defaultColor = ContextCompat.getColor (this,
android.R.color.darker gray);

hideBalanceSwitch.getThumbDrawable () .setTint (defaultColor) ;
}
}

ViewCompat.setOnApplyWindowInsetsListener (findvViewById(R.id.main),
(v, insets) -> {
Insets systemBars =
insets.getInsets (WindowInsetsCompat.Type.systemBars())
v.setPadding (systemBars.left, systemBars.top,
systemBars.right, systemBars.bottom);
return insets;
1)
}

public void ClickCancel (View view) {
PressEffectHelper.apply(this, view, "sss");
finish{();
}
public void ClickLanguage (View view) {
PressEffectHelper.apply(this, view, "draw");
Intent intent = new Intent (SettingsActivity.this,
LanguageSelection.class);
startActivity (intent) ;
}
public void ClickThemes (View view) {
PressEffectHelper.apply(this, view, "draw");
Intent intent = new Intent (SettingsActivity.this,
ThemesSetting.class);
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startActivity(intent);
}
public void ClickTextColor (View view) {
PressEffectHelper.apply(this, view, "draw");
Intent intent = new Intent (SettingsActivity.this,
TextColorActivity.class);
startActivity(intent);
}
public void ClickColorButton (View view) {
PressEffectHelper.apply(this, view, "draw");
Intent intent = new Intent (SettingsActivity.this,
ButtonColorActivity.class);
startActivity (intent) ;
}
public void ClickResetPinCode (View view) {
// TlpuMmeHeHue s30bexkTa HaxaTUd
PressEffectHelper.apply(this, view, "draw");
// 3Banyck akTupHocTu ConfirmPinCode mnsg BBOIA NMH-KOIA C
yKazaHveM MNPUUMHEB
Intent intent = new Intent (SettingsActivity.this,
ConfirmPinCode.class):;
intent.putExtra ("reason", "change pin"); // Hobasisem
vHboOpMaLMIO O MNPUUMHE
startActivityForResult (intent, 1); // 1 - 3710 requestCode, KOTOPHIL
OyIeT MCIOJIb30BAaThbCA IOJa O00OpaboTkM pes3yJbTaTa
}
public void ClickHideBalance (View view) {
PressEffectHelper.apply(this, view, "draw");

hideBalanceSwitch = findViewById(R.id.hideBalanceSwitch) ;
boolean isCurrentlyHidden = hideBalanceSwitch.isChecked() ;
// Texyluee coCTOdHUE
if (!isCurrentlyHidden) {
// Cemuac 6Gajsianc OTKPHT, MNOJIb30BATEJIbE XOUET CKPHTbL —
paspemaeM cpaszy
hideBalanceSwitch.setChecked (true);
hideBalanceSwitch.getTrackDrawable () .setTint (TextColor);
if (hideBalanceSwitch.getThumbDrawable () !'= null) {

hideBalanceSwitch.getThumbDrawable () .setTint (TextColor);
}
SharedPreferences prefs =

getSharedPreferences ("settings", MODE PRIVATE) ;
SharedPreferences.Editor editor = prefs.edit ();
editor.putBoolean ("hide balance", true);
editor.apply ()
returnToMainWindow (this); // MoxHO cpas3y BepPHYTbCH

} else {

Intent intent = new Intent(this, ConfirmPinCode.class);
intent.putExtra ("ACTION", "TOGGLE_HIDE_BALANCE" ) s
startActivityForResult (intent, 1001);
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}
}
@Override
protected void onActivityResult (int requestCode, int resultCode,
@Nullable Intent data) {
super.onActivityResult (requestCode, resultCode, data);
if (requestCode == 1001) { // Hpuuum cioma u3
ConfirmPinCode mjsa COKpHTHMA/MIOKAa3a OajaHca
if (resultCode == RESULT OK) {
String action = data != null ?
data.getStringExtra ("ACTION") : null;
if ("TOGGLE HIDE BALANCE".equals (action)) {
hideBalanceSwitch =
findvViewById(R.id.hideBalanceSwitch) ;
// TlombzoBaTenb noareepmaus PIN — MOXHO [OKAa3aTh
BajslaHCc
hideBalanceSwitch.setChecked (false); // CuumaeMm
CKPBEITHE

hideBalanceSwitch.getTrackDrawable () .setTint (TextColor) ;
if (hideBalanceSwitch.getThumbDrawable () !=
null) {
int defaultColor =
ContextCompat.getColor (this, android.R.color.darker gray):;

hideBalanceSwitch.getThumbDrawable () .setTint (defaultColor);
}
// CoxpaHAeM HOBOE COCTOAHME
SharedPreferences prefs =
getSharedPreferences ("settings", MODE PRIVATE) ;
SharedPreferences.Editor editor = prefs.edit();
editor.putBoolean ("hide balance", false);
editor.apply () ;
returnToMainWindow (this) ;
} else {
returnToMainWindow (this) ;
}
}

} else if (requestCode == 1) { // lpumwir coga mus3
ConfirmPinCode nns cmMensl PIN-koma mim nepexona Ha MainWindow
if (resultCode == RESULT OK) {

SharedPreferences preferences =
getSharedPreferences ("MyPrefs", MODE PRIVATE) ;

String savedPin = preferences.getString("user pin",
"

String enteredPin = data != null ?
data.getStringExtra ("entered pin") "
if (enteredPin.equals(savedPin)) {

String reason = data != null ?
data.getStringExtra ("reason") : "";
if ("change pin".equals (reason)) {
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Intent intent = new
Intent (SettingsActivity.this, CreatePinCode.class);
startActivity(intent);
} else {
returnToMainWindow (this) ;
}
} else {
Toast.makeText (this, R.string.error pin code,
Toast.LENGTH SHORT) .show () ;
}
}

} else if (requestCode == 2) { // Honreepxzenue PIN nmns
BEHIXOZA M3 aKKayHTa
if (resultCode == RESULT OK) {
String action = data != null ?
data.getStringExtra ("ACTION") : null;

if ("EXIT".equals(action)) {
// Ouucrtka SharedPreferences
getSharedPreferences ("MyPrefs",
MODE PRIVATE) .edit () .clear () .apply();
getSharedPreferences ("theme prefs",
MODE PRIVATE) .edit () .clear () .apply();
getSharedPreferences ("text color prefs",
MODE PRIVATE) .edit () .clear () .apply();
getSharedPreferences ("button color prefs",
MODE PRIVATE) .edit () .clear () .apply();
// OumMcTKa UCTOPUM TpPaH3aKLUUMA

TransactionHistoryManager.clearTransactionHistory(this);
// Tlepesanyck NPUIIOXEHNS
Intent intent = new
Intent (getApplicationContext (), CreateOrConnectWallet.class);
intent.addFlagS(Intent.FLAG_ACTIVITY_CLEAR_TOP |
Intent.FLAG ACTIVITY NEW TASK) ;
startActivity(intent);
finishAffinity();

}
}

public void ClickExitFromAccount (View view) {
PressEffectHelper.apply(this, view, "draw");
View bottomSheetView =
getLayoutInflater().inflate (R.layout.bottom sheet exit, null);
BottomSheetDialog bottomSheetDialog = new
BottomSheetDialog (this) ;
bottomSheetDialog.setContentView (bottomSheetView) ;
bottomSheetDialog.show () ;
Button btnConfirmkExit =
bottomSheetView.findViewById(R.id.btnConfirmExit) ;
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Button btnCancel =
bottomSheetView.findViewById (R.id.btnCancel) ;
btnConfirmExit.setOnClickListener (v -> {
bottomSheetDialog.dismiss () ;

Intent intent = new Intent(this, ConfirmPinCode.class);
intent.putExtra ("ACTION", "EXIT");
startActivityForResult (intent, 2);
1)
btnCancel.setOnClickListener (v ->
bottomSheetDialog.dismiss () ) ;
}
public void returnToMainWindow (Context context) {
Intent intent = new Intent (context, MainWindow.class);
intent.addFlags (Intent. FLAG_ACTIVITY_CLEAR_TOP |
Intent.FLAG_ACTIVITY_NEW_TASK);
context.startActivity (intent)
if (context instanceof Activity) {
((Activity) context).finish{();
}

daiin SolanaManager.kt

package com.example.coldbitwallet.wallet.solana

import android.util.Base64

import android.util.Log

import org.soldk.Keypair

import org.json.JSONObject

import okhttp3.MediaType.Companion.toMediaType
import okhttp3.0kHttpClient

import okhttp3.Request

import okhttp3.RequestBody

import java.security.MessageDigest

import java.nio.ByteBuffer

object SolanaManager {
private const val TAG = "Solana"
private val client = OkHttpClient ()
private const val RPC URL = "https://api.devnet.solana.com"
// DERIVE KEY B
private fun derivePrivateKey(seed: ByteArray, index: Int):
ByteArray {
val digest = MessageDigest.getInstance ("SHA-256")
val combined = seed + byteArrayOf (index.toByte ())
return digest.digest (combined) .copyOfRange (0, 32)
}
@JvmStatic
fun getAddress (seed: ByteArray, index: Int = 0): String {
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index))

}

val

val
Log

keypair Keypair.fromSecretKey (derivePrivateKey (seed,

address = keypair.publicKey.toBase58 ()

.d(TAG, "Generated address[$index]: S$Saddress")

return address

// BALANCE
@JvmStatic
fun getBalance (address: String): Double {

}

Log
val

val

val

.d(TAG, "getBalance - S$address")

json = """
{
"Jsonrpc":"2.0",
"id":1,
"method":"getBalance",
"params": ["Saddress"]
}
.trimIndent ()
body = RequestBody.create(
"application/json".toMediaType (),
json

response = client.newCall (
Request.Builder ()

.url (RPC_URL)

.post (body)

Jbuild()

) .execute ()

val

Log.

val
val
val
Log

raw = response.body?.string() ?2: ""

d(TAG, "Balance RAW response: Sraw")

obj = JSONObject (raw)

lamports = obj.getJSONObject ("result") .getLong ("value™)
sol = lamports / 1 000 000 000.0

.d(TAG, "Balance parsed: $sol SOL")

return sol

// SEND SOL
@JvmStatic
fun sendSol (seed: ByteArray, toAddress: String, amountSol:

Double) : String {
Log.d (TAG, "sendSol START - SamountSol SOL to $toAddress")
val keypair = Keypair.fromSecretKey(derivePrivateKey (seed,
0))
val fromPubkey = keypair.publicKey.toBase58 ()
Log.d (TAG, "From address: S$fromPubkey")
val lamports = (amountSol * 1 000 000 _000) .toLong()
Log.d (TAG, "Lamports: S$lamports")
val blockhash = getLatestBlockhash ()
Log.d (TAG, "Blockhash: $blockhash")
val message = buildTransferMessage (
fromPubkey,
Jluct
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toAddress,

lamports,
blockhash

Log.d (TAG, "Message size: ${message.size} bytes")
val signature = keypair.sign (message)

Log.d (TAG, "Signature generated")

val tx = message + signature

val base64Tx = Base64.encodeToString(tx, Base64.NO WRAP)

Log.d (TAG, "TX base64 length: S${base64Tx.length}")

val json = """
{
"Jsonrpc":"2.0",
"id":1,
"method":"sendTransaction",
"params": [

"Sbase64Tx",
{
"encoding":"base64"
}
]
}
""" trimIndent ()
val body = RequestBody.create (
"application/json".toMediaType (),
Jjson

Log.d (TAG, "Sending transaction to RPC...")
val response = client.newCall (
Request.Builder ()
.url (RPC_URL)

.post (body)
Jbuild()
) .execute ()
val raw = response.body?.string() 2: ""

Log.d (TAG, "RPC RESPONSE: Sraw")
val result = JSONObject (raw)
if (result.has("error")) {
val err =
result.getJSONObject ("error") .getString ("message")
Log.e (TAG, "TX ERROR: Serr")
throw Exception(err)
}
val txHash = result.getString("result")
Log.d (TAG, "TX SUCCESS - $txHash")
return txHash
}
// BLOCKHASH

private fun getlLatestBlockhash(): String {
Log.d (TAG, "getLatestBlockhash")
val json = """
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"jsonrpcll . "2 . O"’
"id":1,
"method":"getLatestBlockhash"

""" _trimIndent ()
val response = client.newCall (
Request.Builder ()
.url (RPC_URL)

.post (RequestBody.create ("application/json".toMediaType (), Jjson))
.build()

) .execute ()

val raw = response.body?.string() ?:

Log.d (TAG, "Blockhash RAW: Sraw")

val obj = JSONObject (raw)

val blockhash = obj
.getJSONObject ("result")
.getJSONObject ("value")
.getString ("blockhash")

Log.d (TAG, "Blockhash parsed: Sblockhash")

return blockhash

}
// MESSAGE BRUILDER

private fun buildTransferMessage (
from: String,
to: String,
lamports: Long,
blockhash: String
) : ByteArray {
Log.d (TAG, "buildTransferMessage")
val fromBytes = from.decodeBaseb58 ()
val toBytes = to.decodeBaseb8()
val buffer = ByteBuffer.allocate(1024)
buffer.put (1)
buffer.put (fromBytes)
buffer.put (toBytes)
buffer.putlLong (lamports)
buffer.put (blockhash.toByteArray())
val msg = buffer.array().filter { it.toInt() != 0
} .toByteArray ()
Log.d (TAG, "Message built size=${msg.size}")

return msg
}
// BASES58
private val ALPHABET =
"123456789ABCDEFGHIKLMNPQRSTUVWXYZabcdefghijkmnopgrstuvwxyz"

private fun String.decodeBaseb8(): ByteArray {
var num = 0L
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for (¢ in this) {
num = num * 58 + ALPHABET.indexOf (c)
}
val bytes = ByteArray(32)
for (i in 31 downTo 0) {
bytes[i] = (num and Oxff) .toByte()
num = num shr 8

}

return bytes

daiin SolanaTransactionChecker.java

package com.example.coldbitwallet;

import android.content.Context;

import android.content.SharedPreferences;
import android.os.Handler;

import android.os.Looper;

import android.util.Log;

import org.json.JSONObject;

import java.io.BufferedReader;

import java.io.InputStreamReader;

import java.net.HttpURLConnection;

import java.net.URL;

public class SolanaTransactionChecker {
private static final String TAG = "SOLANA CHECKER";
private static final String RPC _URL =
"https://api.testnet.solana.com";
// CHECK INCOMING SOL
A e
public static void checkIncomingBalance (Context context, String
address, Callback callback) {

new Thread(() -> {
try {

String request = "{\n" +
" \"jsonrpc\":\"2.0\",\n" +
"oo\N"id\":1,\n" +
" \"method\":\"getBalance\",\n" +
" \"params\":[\"" + address + "\"]\n" +
"rr;

HttpURLConnection conn = (HttpURLConnection)
new

URL ("https://api.testnet.solana.com") .openConnection () ;

conn.setRequestMethod ("POST") ;

conn.setDoOutput (true) ;

conn.setRequestProperty ("Content-Type",
"application/json") ;

conn.getOutputStream() .write (request.getBytes())

BufferedReader reader = new BufferedReader (
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new InputStreamReader (conn.getInputStream())
) ;
StringBuilder result = new StringBuilder();
String line;
while ((line = reader.readLine()) != null) {
result.append(line);
}
JSONObject json = new JSONObject (result.toString());
long lamports =
json.getJSONObject ("result") .getLong ("value™) ;
double sol = lamports / 1 000 000 000.0;
double old =
context.getSharedPreferences ("sol balance", Context.MODE PRIVATE)
.getFloat (address, 0);
if (sol > old) {
TransactionHistoryManager.saveTransaction (
context,
"SoL",
sol - old,
"on-chain",
false
) ;
}
context.getSharedPreferences ("sol balance",
Context.MODE PRIVATE)
.edit ()
.putFloat (address, (float) sol)

-apply ()7

} catch (Exception e) {
Log.e ("SOLANA", "balance check error", e);
}
if (callback != null) {
new Handler (Looper.getMainLooper ())
.post (callback::onFinished) ;
}
}) .start (),
}
// GET FULL TX
private static JSONObject getTransaction (String signature) {
try |
String request = String.format (
"{\n" +
" \"jsonrpc\":\"2.0\",\n" +
"o\N"id\":1,\n" +
" \"method\":\"getTransaction\",\n" +

" \"paramS\": [\nn +
" \"%S\",\n" +
" {\n" +

" \"encoding\":\"json\",\n" +

JInct

II'Y 1.090301.29.001 113 193

Wzm. | JIuct] Ne moxym. |Ilognucs] /lara




"

\"maxSupportedTransactionVersion\":0\n" +
" \n" +
" 1\n" +
",
signature
) ;
HttpURLConnection conn = (HttpURLConnection)
new URL (RPC URL) .openConnection() ;
conn.setRequestMethod ("POST") ;
conn.setDoOutput (true) ;
conn.getOutputStream() .write (request.getBytes());
BufferedReader reader = new BufferedReader (
new InputStreamReader (conn.getInputStream())
) ;
StringBuilder result = new StringBuilder();
String line;
while ((line = reader.readLine()) !'= null) {
result.append(line);
}
reader.close () ;
return new JSONObject (result.toString());

} catch (Exception e) {
Log.e (TAG, "GET TX ERROR", e);
return null;

}

}

// CACHE
private static boolean isTxSaved (Context context, String txid) {

SharedPreferences prefs =
context.getSharedPreferences ("sol txs",
Context.MODE PRIVATE) ;
return prefs.contains (txid);

}

private static void saveTx (Context context, String txid) {

SharedPreferences prefs =
context.getSharedPreferences ("sol txs",

Context.MODE PRIVATE) ;
prefs.edit () .putBoolean (txid, true) .apply();

}
// CALLBACK

public interface Callback {
void onFinished() ;

}

daiin SystemBarColorHelper.java

package com.example.coldbitwallet;

import android.app.Activity;
import android.graphics.Color;
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import android.view.Window;
import android.view.WindowManager;
import androidx.core.content.ContextCompat;

public class SystemBarColorHelper ({
public static void applyColors (Activity activity, boolean
darkenStatusForSomeColors) {
Window window = activity.getWindow () ;
window.clearFlags (WindowManager.LayoutParams.FLAG TRANSLUCENT STATUS

) ;

window.addFlags (WindowManager.LayoutParams.FLAG DRAWS SYSTEM BAR BAC
KGROUNDS) ;

int savedColor = ThemeManager.getSavedColor (activity);

int paleGold = ContextCompat.getColor (activity,
R.color.PaleGold);

int white = ContextCompat.getColor (activity,
R.color.TextColor);

int Aqua = ContextCompat.getColor (activity,
R.color.Aguamarine) ;

int darkenedColor = darkenColor (savedColor, 0.6f);
// Craryc-6ap
if (darkenStatusForSomeColors && (savedColor == paleGold ||
savedColor == white || savedColor == Aqua)) {
window.setStatusBarColor (darkenedColor) ;
} else {

window.setStatusBarColor (savedColor) ;

}

window.setNavigationBarColor (darkenedColor) ;

}

public static int darkenColor (int color, float factor) {

int r = Math.round(Color.red(color) * factor);
int g = Math.round(Color.green(color) * factor);
int b = Math.round(Color.blue(color) * factor):;

return Color.rgb(
Math.min(r, 255),
Math.min (g, 255),
Math.min (b, 255)

daiin TextColorActivity.java

package com.example.coldbitwallet;

import android.app.Activity;

import android.content.Context;

import android.content.Intent;

import android.graphics.Color;

import android.graphics.drawable.GradientDrawable;
import android.os.Bundle;
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import android.view.View;

import android.widget.Toast;

import androidx.activity.EdgeToEdge;

import androidx.appcompat.app.AppCompatActivity;
import androidx.core.content.ContextCompat;
import androidx.core.graphics.Insets;

import androidx.core.view.ViewCompat;

import androidx.core.view.WindowInsetsCompat;

public class TextColorActivity extends AppCompatActivity {
private View selectedTextView = null;
@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
EdgeToEdge.enable (this) ;
setContentView (R.layout.activity text color);
// 3aTeMHeHMNe HMWXHUM ¥ BEPpXHEM NaHeJu
SystemBarColorHelper.applyColors (this, true);
ThemeManager.applySavedBackground (this, R.id.main);
TextColorManager.applySavedTextColor (this,
R.id.text color text);

ViewCompat.setOnApplyWindowInsetsListener (findViewById (R.id.main),
(v, insets) -> {
Insets systemBars =
insets.getInsets (WindowInsetsCompat.Type.systemBars());
v.setPadding (systemBars.left, systemBars.top,
systemBars.right, systemBars.bottom);
return insets;
1)
int savedTextColor =
TextColorManager.getSavedTextColor (this);
highlightSelectedTextBlock (savedTextColor) ;
}
private int getOriginalTextColor (int viewId) {
if (viewId == R.id.blueTextBlock) {
return ContextCompat.getColor (this, R.color.Blue);
} else if (viewId == R.id.greenTextBlock) {
return ContextCompat.getColor (this, R.color.Green);
} else if (viewId == R.id.blackTextBlock) {
return ContextCompat.getColor (this, R.color.Black);
} else if (viewId == R.id.whiteTextBlock) {
return ContextCompat.getColor (this, R.color.TextColor);
} else if (viewId == R.id.pinkTextBlock) {
return ContextCompat.getColor (this, R.color.Pink);
} else 1if (viewId == R.id.purpleTextBlock) {
return ContextCompat.getColor (this, R.color.Purple);
} else if (viewId == R.id.grayTextBlock) {
return ContextCompat.getColor (this, R.color.Gray):;
} else if (viewId == R.id.redTextBlock) {
return ContextCompat.getColor (this, R.color.Red);
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} else if (viewId == R.id.OrangeTextBlock) {

return ContextCompat.getColor (this, R.color.Orange);
} else if (viewId == R.id.PaleTextBlock) {

return ContextCompat.getColor(this, R.color.PaleGold);
} else if (viewId == R.id.yellowTextBlock) {

return ContextCompat.getColor (this, R.color.Yellow);
} else if (viewId == R.id.brownTextBlock) {

return ContextCompat.getColor (this, R.color.Brown);
} else if (viewId == R.id.darkGrayTextBlock) {

return ContextCompat.getColor (this, R.color.darkGray):;
} else if (viewId == R.id.AquamarineTextBlock) {

return ContextCompat.getColor (this, R.color.Aquamarine);
} else if (viewId == R.id.trueMainTextBlock) {

return ContextCompat.getColor (this,

.color.MainBackground) ;

} else {
return ContextCompat.getColor(this, R.color.TextColor);
}

}
private void highlightSelectedTextBlock (int savedTextColor) {

int[] textColorBlockIds = {
R.id.brownTextBlock, R.id.blueTextBlock,

.id.redTextBlock, R.id.greenTextBlock, R.id.purpleTextBlock,

R.id.whiteTextBlock, R.id.grayTextBlock,

.id.PaleTextBlock, R.id.OrangeTextBlock, R.id.blackTextBlock,

R.id.pinkTextBlock, R.id.trueMainTextBlock,

.id.yellowTextBlock, R.id.darkGrayTextBlock,

R.id.AquamarineTextBlock
i
for (int id : textColorBlockIds) {
View block = findvViewById(id) ;

if (block !'= null && getOriginalTextColor (id) ==
savedTextColor) {
boolean isBlack = (id == R.id.blackTextBlock):;
selectTextColorBlock (block, isBlack);
break;

}

public void ClickCancel (View view) {
PressEffectHelper.apply(this, view, "sss");
finish{();

}

private void selectTextColorBlock (View block, boolean

isBlackBlock) {

if (selectedTextView !'= null) {

selectedTextView.setBackgroundColor (getOriginalTextColor (selectedTex
tView.getId())); // CBpoc ueera

}

selectedTextView = block;
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GradientDrawable background = new GradientDrawable () ;
background.setColor (getOriginalTextColor (block.getId()));
// llBeT 6y0ka
background.setStroke (8, isBlackBlock ? Color.WHITE
Color.BLACK); // O6Bonka
block.setBackground (background) ;
}
private void applyTextColor (View view, int colorResId, boolean
isBlackTheme) {
int normal = ContextCompat.getColor (this, colorResId);
int savedThemeColor = ThemeManager.getSavedColor (this); //
[loTyyaeM TeKyHmull LBEeT TEeMb
int savedButtonColor =

ButtonsColorManager.getSavedButtonColor (this); // lomyuyaeMm Tekymui
IIBeT KHOIIOK
if (normal == savedThemeColor) {

Toast.makeText (this,
getString (R.string.same background and text warning),
Toast.LENGTH SHORT) .show () ;
VibrationHelper.triggerVibration (this);
return; // He coxpaHseMm LBEeT TeKCTa
} else if (normal == savedButtonColor) {
Toast.makeText (this,
getString (R.string.same button and text warning),
Toast.LENGTH SHORT) .show () ;
VibrationHelper.triggerVibration (this) ;
return; // He coxpaHsgeMm LBeT TeKCTa
}
TextColorManager.saveTextColor (this, normal);
selectTextColorBlock (view, isBlackTheme);
returnToMainWindow (this) ;
}
public void ClickBlue (View view) {
applyTextColor (view, R.color.Blue, false);
}
public void ClickGreen (View view) {
applyTextColor (view, R.color.Green, false);
}
public void ClickBlack (View view) {
applyTextColor (view, R.color.Black, true);
}
public void ClickWhite (View view) {
applyTextColor (view, R.color.TextColor, false);
}
public void ClickPink (View view) {
applyTextColor (view, R.color.Pink, false);
}
public void ClickPurple (View view) {
applyTextColor (view, R.color.Purple, false);
}

public void ClickGray (View view) {
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applyTextColor (view, R.color.Gray, false);
}
public void ClickRed (View view) {
applyTextColor (view, R.color.Red, false);
}
public void ClickOrange (View view) {
applyTextColor (view, R.color.Orange, false);
}
public void ClickPale (View view) {
applyTextColor (view, R.color.PaleGold, false);
}
public void ClickYellow (View view) {
applyTextColor (view, R.color.Yellow, false);
}
public void ClickBrown (View view) {
applyTextColor (view, R.color.Brown, false);
}
public void ClickDarkGray(View view) {
applyTextColor (view, R.color.darkGray, false);
}
public void ClickMain (View view) {
applyTextColor (view, R.color.MainBackground, false);
}
public void ClickAquamarine (View view) {
applyTextColor (view, R.color.Aquamarine, false);
}
public void returnToMainWindow (Context context) ({
Intent intent = new Intent (context, MainWindow.class);
intent.addFlags (Intent. FLAG_ACTIVITY_CLEAR_TOP |
Intent.FLAG_ACTIVITY_NEW_TASK);
context.startActivity (intent)

if (context instanceof Activity) {
((Activity) context).finish();

daiin TextColorManager.java

package com.example.coldbitwallet;

import android.app.Activity;

import android.content.Context;

import android.content.SharedPreferences;
import android.graphics.Color;

import android.view.View;

import android.view.ViewGroup;

import android.widget.TextView;

import androidx.core.content.ContextCompat;

public class TextColorManager {
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private static final String PREFS NAME = "text color prefs";
private static final String KEY TEXT COLOR =
"selected text color";

public static void applySavedTextColor (Activity activity, int...
textViewlIds) {
int color = getSavedTextColor (activity);
for (int id : textViewIds) {
TextView textView = activity.findViewById (id) ;
if (textView != null) {
textView.setTextColor (color);

}
}
public static void saveTextColor (Context context, int color) {
SharedPreferences prefs =
context.getSharedPreferences (PREFS NAME, Context.MODE PRIVATE) ;
prefs.edit () .putInt (KEY TEXT COLOR, color) .apply();
}
public static int getSavedTextColor (Context context) {
SharedPreferences prefs =
context.getSharedPreferences (PREFS NAME, Context.MODE PRIVATE) ;
if (prefs.contains (KEY TEXT COLOR)) {
return prefs.getInt (KEY TEXT COLOR, Color.BLACK) ;
} else {
return ContextCompat.getColor (context,
R.color.TextColor) ;
}
}
public static void applySavedTextColorToView (Context context,
View view) {
int color = getSavedTextColor (context);
if (view instanceof TextView) {
((TextView) view) .setTextColor (color):;
}
if (view instanceof ViewGroup) {
ViewGroup group = (ViewGroup) view;
for (int i = 0; i < group.getChildCount(); i++) {
applySavedTextColorToView (context,
group.getChildAt (i));
}
}

daiin ThemeManager.java
package com.example.coldbitwallet;
import android.app.Activity;

import android.content.Context;
import android.content.SharedPreferences;
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import android.view.View;
import androidx.core.content.ContextCompat;

public class ThemeManager {
private static final String PREFS NAME = "theme prefs";
private static final String KEY COLOR = "selected color";
public static void applySavedBackground (Activity activity, int
layoutId) {
View rootLayout = activity.findViewById(layoutId);
if (rootLayout != null) {
int color = getSavedColor (activity);
rootLayout.setBackgroundColor (color) ;
}

}
// Ina Dialog / BottomSheet / mow6oro View

public static void applySavedBackgroundToView (Context context,
View view) {
if (view == null) return;
int color = getSavedColor (context);
view.setBackgroundColor (color) ;
}
public static void saveColor (Context context, int color) {
SharedPreferences prefs =
context.getSharedPreferences (PREFS NAME, Context.MODE PRIVATE) ;
prefs.edit () .putInt (KEY COLOR, color) .apply();
}
public static int getSavedColor (Context context) {
SharedPreferences prefs =
context.getSharedPreferences (PREFS NAME, Context.MODE PRIVATE) ;
if (prefs.contains (KEY COLOR)) {
return prefs.getInt (KEY COLOR, R.color.TextColor);
} else {
// BepHEM peasyibHBE LUBEeT M3 PEeCYpPCOB 10 yMOJIUaHMU
return ContextCompat.getColor (context,
R.color.MainBackground) ;
}
}

daiin ThemesSetting.java

package com.example.coldbitwallet;

import android.app.Activity;

import android.content.Context;

import android.content.Intent;

import android.graphics.Color;

import android.graphics.drawable.GradientDrawable;
import android.os.Bundle;

import android.view.View;

import android.widget.Toast;

import androidx.activity.EdgeToEdge;

JInct

II'Y 1.090301.29.001 113 201

Wzm. | JIuct] Ne moxym. |Ilognucs] /lara




import androidx.appcompat.app.AppCompatActivity;

import androidx.constraintlayout.widget.ConstraintLayout;
import androidx.core.content.ContextCompat;

import androidx.core.graphics.Insets;

import androidx.core.view.ViewCompat;

import androidx.core.view.WindowInsetsCompat;

public class ThemesSetting extends AppCompatActivity {
ConstraintLayout mainLayout;
private View selectedView;
@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
EdgeToEdge.enable (this) ;
setContentView (R.layout.activity themes setting);
// 3aTeMHeHMre HUWXHUM ¥ BEepXHEeM MNaHeu
SystemBarColorHelper.applyColors (this, true);
// lpuMeHeHMre COXPaHEHHOTO lLBeTa TeKCTa
TextColorManager.applySavedTextColor (this,
R.id.selectThemesText) ;

ViewCompat.setOnApplyWindowInsetsListener (findViewById(R.id.main),

(v, insets) -> {
Insets systemBars =
insets.getInsets (WindowInsetsCompat.Type.systemBars()) ;

v.setPadding (systemBars.left, systemBars.top,
systemBars.right, systemBars.bottom);

return insets;
1)
mainLayout = findViewById (R.id.main) ;
// llpuMeHseM COXpPaHEHHH LBeT uepes ThemeManager
int savedColor = ThemeManager.getSavedColor (this);
mainLayout.setBackgroundColor (savedColor) ;
highlightSelectedBlock (savedColor) ;

}
private int getOriginalColor (int viewId) {

if (viewId == R.id.blueBlock) {

return ContextCompat.getColor (this, R.color.Blue);
} else if (viewId == R.id.greenBlock) {

return ContextCompat.getColor (this, R.color.Green);
} else if (viewId == R.id.blackBlock) {

return ContextCompat.getColor(this, R.color.Black);
} else if (viewId == R.id.whiteBlock) {

return ContextCompat.getColor (this, R.color.TextColor);
} else if (viewId == R.id.pinkBlock) {

return ContextCompat.getColor (this, R.color.Pink);
} else 1if (viewId == R.id.purpleBlock) {

return ContextCompat.getColor (this, R.color.Purple);
} else if (viewId == R.id.grayBlock) {

return ContextCompat.getColor (this, R.color.Gray);
} else if (viewId == R.id.redBlock) {
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return ContextCompat.getColor (this, R.color.Red);
} else if (viewId == R.id.OrangeBlock) {

return ContextCompat.getColor (this, R.color.Orange);
} else if (viewId == R.id.PaleBlock) {

return ContextCompat.getColor (this, R.color.PaleGold);
} else if (viewId == R.id.yellowBlock) {

return ContextCompat.getColor (this, R.color.Yellow);
} else if (viewId == R.id.brownBlock) {

return ContextCompat.getColor (this, R.color.Brown) ;
} else if (viewId == R.id.darkGrayBlock) {

return ContextCompat.getColor (this, R.color.darkGray);
} else if (viewId == R.id.AquamarineBlock) {

return ContextCompat.getColor(this, R.color.Agquamarine) ;
} else 1if (viewId == R.id.trueMainBlock) {

return ContextCompat.getColor (this,

R.color.MainBackground) ;

} else {
return ContextCompat.getColor (this,

R.color.MainBackground) ;

{

}
}

private void selectColorBlock (View block, boolean isBlackBlock)

// CHuMaeM BHIIEeJIEHME C Npeluaymero OJjioka (ecym OH OBLI

BEIOPAaH)

if

(selectedView != null) {

selectedView.setBackgroundColor (getOriginalColor (selectedView.getId (
))); // CbBpoc dona

}

// CoxpaHseM HOBEIM BHOPAHHEI OJIOK

selectedView = block;

// YcTaHaBImBaeM LBET U OOBBOOKY

GradientDrawable background = new GradientDrawable () ;
background.setColor (getOriginalColor (block.getId())) //

YcraHaBimMBaeM LBeT OJIOKaA

background.setStroke (8, isBlackBlock ? Color.WHITE

Color.BLACK); // YcraHaBauBaeM OBBOIKY

block.setBackground (background); // IllpumeHdaeM QOHOBYIO

OOBOIKY

}
private void highlightSelectedBlock (int savedColor) {
int[] blockIds = {
R.id.brownBlock, R.id.blueBlock, R.id.redBlock,

.id.greenBlock, R.id.purpleBlock, R.id.whiteBlock,

R.id.grayBlock, R.id.PaleBlock, R.id.OrangeBlock,

.id.blackBlock, R.id.pinkBlock, R.id.trueMainBlock,

R.id.yellowBlock, R.id.darkGrayBlock,

.id.AquamarineBlock

}s
for (int id : blockIds) {
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View block = findViewById(id) ;

if (block !'= null && getOriginalColor (id) == savedColor)
{
boolean isBlack = (id == R.id.blackBlock);
selectColorBlock (block, isBlack);
break;

}
}
private void applyThemeColor (View view, int colorResId, boolean
isBlackTheme) {
int normal = ContextCompat.getColor (this, colorResId);
int savedTextColor =
TextColorManager.getSavedTextColor (this); // TonmyuaeM COXpaHEHHLIM
IIBET TeKCcTa
int savedButtonColor =

ButtonsColorManager.getSavedButtonColor (this); // lomyuyaeM TeKyWMi
IIBeT KHOIIOK
if (normal == savedTextColor) {

Toast.makeText (this,
getString(R.string.same text and background warning),
Toast.LENGTH SHORT) .show () ;

VibrationHelper.triggerVibration (this);

return;

} else if (normal == savedButtonColor) {

Toast.makeText (this,
getString (R.string.same button and background warning),
Toast.LENGTH SHORT) .show () ;

VibrationHelper.triggerVibration (this);

return;

}
mainLayout.setBackgroundColor (normal) ;
ThemeManager.saveColor (this, normal);
selectColorBlock (view, isBlackTheme) ;
returnToMainWindow (this) ;

}

public void ClickCancel (View view) {
PressEffectHelper.apply(this, view, "sss");
finish();

}

public void ClickBlue (View view) {
applyThemeColor (view, R.color.Blue, false);

}

public void ClickGreen (View view) {
applyThemeColor (view, R.color.Green, false);

}

public void ClickBlack(View view) {

applyThemeColor (view, R.color.Black, true);

}

public void ClickWhite (View view) {
applyThemeColor (view, R.color.TextColor, false);
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}

public void ClickPink (View view) {
applyThemeColor (view, R.color.Pink, false);

}

public void ClickPurple (View view) {
applyThemeColor (view, R.color.Purple, false);

}

public void ClickGray (View view) {
applyThemeColor (view, R.color.Gray, false);

}

public void ClickRed (View view) {
applyThemeColor (view, R.color.Red, false);

}

public void ClickOrange (View view) {
applyThemeColor (view, R.color.Orange, false);

}

public void ClickPale (View view) {
applyThemeColor (view, R.color.PaleGold, false);

}

public void ClickYellow (View view) {
applyThemeColor (view, R.color.Yellow, false);

}

public void ClickBrown (View view) {
applyThemeColor (view, R.color.Brown, false);

}

public void ClickDarkGray (View view) {
applyThemeColor (view, R.color.darkGray, false);

}

public void ClickAquamarine (View view) {
applyThemeColor (view, R.color.Aquamarine, false);

}

public void ClickMain (View view) {
applyThemeColor (view, R.color.MainBackground, false);

}

public void returnToMainWindow (Context context) {
Intent intent = new Intent (context, MainWindow.class);
intent.addFlags (Intent.FLAG ACTIVITY CLEAR TOP |

Intent.FLAG ACTIVITY NEW TASK) ;
context.startActivity (intent)
if (context instanceof Activity) {
((Activity) context).finish();

daiin TonManager.kt

package com.example.coldbitwallet.wallet.ton

import org.ton.api.pk.PrivateKeyEd25519
import org.ton.contract.wallet.WalletV4R2Contract
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object TonManager

@JvmStatic
fun getAddress (seed: ByteArray, bounceable: Boolean = true,
testnet: Boolean = false): String {
// TlepBue 32 0anTa — NOPUBATHBI KJIOY

val privateKey = PrivateKeyEd25519 (seed.copyOfRange (0, 32))
val walletId = 0
val address = WalletV4R2Contract.address (privateKey,
walletId)
return address.toString(
userFriendly = true,
urlSafe = true,
bounceable = bounceable,
testOnly = testnet

daitn TransactionAmount.java

package com.example.coldbitwallet;

import android.content.ClipData;

import android.content.ClipboardManager;

import android.content.Intent;

import android.content.SharedPreferences;

import android.os.Build;

import android.os.Bundle;

import android.text.Editable;

import android.text.TextWatcher;

import android.util.Base64;

import android.util.Log;

import android.view.View;

import android.widget.Button;

import android.widget.EditText;

import android.widget.TextView;

import android.widget.Toast;

import androidx.activity.EdgeToEdge;

import androidx.appcompat.app.AppCompatActivity;

import androidx.constraintlayout.widget.ConstraintLayout;
import androidx.core.content.ContextCompat;

import androidx.core.graphics.Insets;

import androidx.core.view.ViewCompat;

import androidx.core.view.WindowInsetsCompat;

import com.example.coldbitwallet.wallet.HDWalletManager;

import com.example.coldbitwallet.wallet.bitcoin.BitcoinManager;
import com.example.coldbitwallet.wallet.ethereum.EthereumManager;
import com.google.android.material.bottomsheet.BottomSheetBehavior;
import com.google.android.material.bottomsheet.BottomSheetDialog;
import org.jetbrains.annotations.NotNull;

import org.web3j.utils.Convert;

import java.math.BigDecimal;
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import java.math.BigInteger;

import java.security.KeyStore;

import java.text.DecimalFormat;

import java.text.DecimalFormatSymbols;

import java.util.List;

import java.util.Locale;

import java.util.concurrent.CompletableFuture;
import javax.crypto.Cipher;

public class TransactionAmount extends AppCompatActivity {

private static final String TAG = "TransactionAmount";
private String scanResult;
private String selectedToken;
@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
EdgeToEdge.enable (this) ;
String lang = getSharedPreferences ("settings", MODE PRIVATE)
.getString("language", "system");
LocaleHelper.setlLocale (this, lang);
setContentView (R.layout.activity transaction amount) ;
SystemBarColorHelper.applyColors (this, true);
ThemeManager.applySavedBackground (this, R.id.main);
ThemeManager.applySavedBackground (this, R.id.mainTX) ;
int[] textViewIds = {
R.id.NextButtonSendByScaner, R.id.textSum, R.id.AvailableTokens,
R.id.txHash, R.id.txTitle
bi
for (int id : textViewlIds) {
TextColorManager.applySavedTextColor (this, id);
}
Button nextButton =
findvViewById (R.id.NextButtonSendByScaner) ;
PressEffectHelper.apply(this, nextButton, "spec");

ViewCompat.setOnApplyWindowInsetsListener (findvViewById(R.id.main),
(v, insets) -> {
Insets systemBars =
insets.getInsets (WindowInsetsCompat.Type.systemBars());
v.setPadding (systemBars.left, systemBars.top,
systemBars.right, systemBars.bottom) ;
return insets;
1)
scanResult = getIntent () .getStringExtra ("SCAN RESULT");
selectedToken =
getIntent () .getStringExtra ("selected token");
TextView availableText = findViewById(R.id.AvailableTokens);
EditText amountInput = findViewById(R.id.TransactionAmount) ;
availableText.setOnClickListener (v —-> {
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double balance = PriceManager.getBalance (this,
selectedToken.toLowerCase()) ;
DecimalFormat df = new DecimalFormat ("O.#####4",
new DecimalFormatSymbols (Locale.US));

String formatted = df.format (balance);
amountInput.setText (formatted) ;
amountInput.setSelection (formatted.length());

1)

updateAvailableBalance () ;

}

@Override

protected void onResume () {
super.onResume () ;
selectedToken =

getIntent () .getStringExtra ("selected token");
TextView tokenText = findViewById (R.id.TokenText) ;
ConstraintLayout layout =

findvViewById (R.id.constraintLayout3);

if (selectedToken != null) {

tokenText.setText (selectedToken) ;

int colorRes = R.color.MainBackground;

switch (selectedToken.toLowerCase()) {
case "btc": colorRes = R.color.BTCColor; break;
case "eth": colorRes = R.color.ETHColor; break;
case "sol": colorRes = R.color.SOLColor; break;
case "ton": colorRes = R.color.TONColor; break;

case "usdt":
colorRes = R.color.USDTColor;
break;
}
int color = ContextCompat.getColor (this, colorRes);
if (layout.getBackground() instanceof
android.graphics.drawable.GradientDrawable) {
((android.graphics.drawable.GradientDrawable)
layout.getBackground())
.setColor (color);
}
}
// OBHOBJIEHME BAJIAHCA
if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.N) {

CompletableFuture.runAsync(() —-> {
try {
String ethAddress =
BalanceManager.getlInstance () .getAddress ("eth") ;
String btcAddress =
BalanceManager.getInstance () .getAddress ("btc");

// ETH 6ajnanc
if (ethAddress != null && !ethAddress.isEmpty())
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BigDecimal ethBalance =

EthereumManager.INSTANCE.getEthBalance (
ethAddress,

EthereumManager.EthNetwork.SEPOLIA

);
BalanceManager.getInstance () .setBalance (
"eth",
ethBalance.doubleValue ()

) ;
}
// BTC

if (btcAddress != null && !btcAddress.isEmpty())

{

// Toka OoCTaBJiIgeM KakK e€CTb UM Uepes

BitcoinManager

}

runOnUiThread (this: :updateAvailableBalance) ;

} catch (Exception e) {
Log.e (TAG, "Balance update error", e);

1)
}

// Input limiter
EditText amountInput = findViewById(R.id.TransactionAmount) ;
amountInput.addTextChangedListener (new TextWatcher () {

public void beforeTextChanged (CharSequence s, int st,

int ¢, int a) {}
public void onTextChanged (CharSequence s, int st, int b,

int ¢) {}
public void afterTextChanged (Editable s) {
String input = s.toString();
if (input.contains(".™)) {
int 1 = input.indexOf(".");
if (input.length() - i - 1 > 6) {
s.delete(i + 7, input.length());

1)
}

private void updateAvailableBalance () {
if (selectedToken == null) return;
double balance = PriceManager.getBalance (this,

selectedToken.toLowerCase () ) ;

DecimalFormat df = new DecimalFormat ("O.######",

new DecimalFormatSymbols (Locale.US));
String text = getString(R.string.availableToken,
df.format (balance), selectedToken);

((TextView)
findvViewById(R.id.AvailableTokens) ) .setText (text);

}
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private void performSend() {
EditText amountInput = findViewById(R.id.TransactionAmount) ;
TextView tokenText = findViewById(R.id.TokenText) ;
String token = tokenText.getText () .toString().trim();
String amountStr = amountInput.getText () .toString().trim();
if (token.isEmpty () || amountStr.isEmpty()) {
Toast.makeText (this,
getString (R.string.toast sum transaction),
Toast.LENGTH SHORT) .show () ;
return;
}
double amount;
try {
amount = Double.parseDouble (amountStr) ;
} catch (Exception e) {
Toast.makeText (this,
getString(R.string.toast incorrect format),

Toast.LENGTH SHORT) .show () ;

return;
}
String recipient = (scanResult != null) ? scanResult.trim()
if (recipient.isEmpty()) {

Toast.makeText (this, "Ampec He HammeH",
Toast.LENGTH SHORT) .show () ;
Eeturn;
}
// KJIQUEBOE
refreshBalanceAndSend (token, amount, recipient);
}
private void refreshBalanceAndSend(String token, double
amount, String recipient) {
if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.N) {
CompletableFuture.runAsync(() -> {
try {
List<String> mnemonic =
getMnemonicFromStorage () ;

HDWalletManager.HDWalletMaster master =

HDWalletManager.createMasterFromMnemonic (mnemonic, "");
String ethAddress =
EthereumManager.INSTANCE.getAddress (master, 0);
String btcAddress =
BitcoinManager.INSTANCE.getAddress (mnemonic, "", 0);
double balance = 0;
switch (token.toLowerCase()) {
case "eth": {
BigDecimal ethBalance =
EthereumManager.INSTANCE.getEthBalance (
ethAddress,
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EthereumManager.EthNetwork.SEPOLIA
) ;

balance = ethBalance.doubleValue();
BalanceManager.getInstance () .setBalance ("eth", balance);
break;
}
case "usdt": {

BigInteger raw =
EthereumManager.INSTANCE.getErc20Balance (
ethAddress,

"0xCaC524BcA292aaade2DF8A05¢cC58F0a65B1B3bBO",

EthereumManager.EthNetwork.SEPOLIA
) ;
balance = new BigDecimal (raw)
.divide (new
BigDecimal ("1000000™))
.doubleValue () ;

BalanceManager.getlInstance () .setBalance ("usdt", balance);
break;
}
case "btc": {

BigDecimal btcBalance =
BitcoinManager.INSTANCE.getBtcBalance (btcAddress) ;
balance = btcBalance.doubleValue() ;

BalanceManager.getlInstance () .setBalance ("btc", balance);
break;
}
default:
balance =
BalanceManager.getInstance () .getBalance (token);
break;

}

double finalBalance =
runOnUiThread ( () -> {
if (amount <= 0 |

balance;

| amount > finalBalance) {
Toast.makeText (this,

getString (R.string.toast insufficient funds),
Toast.LENGTH SHORT) .show() ;

return;

}

// oTrnpaBka

switch (token.toLowerCase()) {
case "eth":

sendEth (recipient, amount);
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break;
case "usdt":
sendPyusd (recipient, amount);
break;
case "btc":
sendBtc (recipient, amount);
break;
case "sol":
break;
case "ton":
break;

1)

} catch (Exception e) {

runOnUiThread (() ->
Toast.makeText (this,
"Ommbka nonydeHmusa OajaHca: " +

e.getMessage (),
Toast.LENGTH LONG) .show ()

1)
}
}

private void sendBtc (String recipient, double amountBtc) {

long amountSatoshis = (long) (amountBtc * 1e8);
Log.d (TAG, "sendBtc called: recipient=" + recipient +
", amountSatoshis=" + amountSatoshis);
if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.N) {
CompletableFuture.supplyAsync( () -> {
try {

List<String> mnemonic =
getMnemonicFromStorage () ;
Log.d (TAG, "Mnemonic loaded, size=" +
mnemonic.size());
String txid =
BitcoinManager.INSTANCE.sendBitcoin (
mnemonic,
recipient,
amountSatoshis,
mww
0
);
Log.d (TAG, "sendBitcoin success, txid=" + txid);
return txid;
} catch (Exception e) {
Log.e (TAG, "Error in sendBtc supplyAsync", e);
throw new RuntimeException (e);
}
}) .thenAccept (txid -> runOnUiThread (() -> {
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showTxSuccessSheet ("BTC", txid); // OkHO C x3leM

TPaHXaKLIMNM

// VicTopusa

saveTransactionToHistory ( "OrnpaByieHo", recipient,
"BTC", amountBtc );

})) .exceptionally(ex -> {
Log.e (TAG, "sendBtc exceptionally caught", ex);
runOnUiThread (() ->
Toast.makeText (this, "Oumbkxa BTC: " +

ex.getMessage (), Toast.LENGTH LONG) .show() );
return null;
}) s
} else {
Toast.makeText (this, "API level too low",
Toast.LENGTH SHORT) .show() ;
}
}
private void openHistoryScreen() {
Intent intent = new Intent (TransactionAmount.this,
HistoryAction.class);
startActivity (intent) ;
finish(); // 3axkpHBaeM TeKyllyl AKTUBHOCTL
}
private void saveTransactionToHistory (String type, String
address, String token, double amount) {
TransactionHistoryManager.saveTransaction (
this,
token,
amount,
address,
type.equals ("OrnparjyeHo")
)5
}

private List<String> getMnemonicFromStorage () throws Exception ({
Log.d (TAG, "getMnemonicFromStorage: start");
SharedPreferences prefs = getSharedPreferences ("MyPrefs",

MODE PRIVATE) ;

String encryptedSeedB64 = prefs.getString("encrypted seed",
null) ;

String encryptedAesKeyB64 =
prefs.getString ("encrypted aes key", null);

if (encryptedSeedB64 == null || encryptedAesKeyB64 == null)
{

throw new Exception("Missing encrypted seed or key");

}

byte[] encryptedSeed = Baseb4d.decode (encryptedSeedB64,
Base64 .DEFAULT) ;

byte[] encryptedAesKey = Base64.decode (encryptedAesKeyB64,
Base64 .DEFAULT) ;

KeyStore keyStore = KeyStore.getlInstance ("AndroidKeyStore");

keyStore.load (null);
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java.security.PrivateKey privateKey =
(java.security.PrivateKey)
keyStore.getKey ("seed rsa key", null);
if (privateKey == null) {
throw new Exception("Private key not found in
KeyStore") ;
}
Cipher rsaCipher =
Cipher.getInstance ("RSA/ECB/PKCS1Padding") ;
rsaCipher.init (Cipher.DECRYPT MODE, privateKey);
byte[] aesKey = rsaCipher.doFinal (encryptedAesKey) ;
// Vicnonmbszyem CryptoHelper mis pacumdpOBKY MHEMOHMUKN
String mnemonic = CryptoHelper.decryptWithAes (encryptedSeed,
aesKey) ;
List<String> words =
java.util.Arrays.asList (mnemonic.split ("™ "));
Log.d (TAG, "Mnemonic words count=" + words.size());
return words;
}
private void sendEth (String recipient, double amountEth) {
BigInteger amountWei = Convert.toWei (
BigDecimal.valueOf (amountEth),
Convert.Unit.ETHER
) .toBigInteger () ;
if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.N) {
CompletableFuture.supplyAsync(() -> {
try {
List<String> mnemonic =
getMnemonicFromStorage () ;
HDWalletManager.HDWalletMaster master =

HDWalletManager.createMasterFromMnemonic (mnemonic, "");
String fromAddress =

EthereumManager.INSTANCE.getAddress (master, 0);
Log.d (TAG, "FROM: " + fromAddress);
return EthereumManager.INSTANCE.sendEthereum (
master,
recipient,
amountWei,
EthereumManager.EthNetwork.SEPOLIA,
0
);
} catch (Exception e) {
throw new RuntimeException(e);
}
}) .thenAccept (txHash -> runOnUiThread (() -> {
showTxSuccessSheet ("ETH", txHash);
// OBHOBJIEHME BAJIAHCA IIPABUIILHO
CompletableFuture.runAsync(() —-> {
try {
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String address =
BalanceManager.getInstance () .getAddress ("eth") ;
BigDecimal balance =
EthereumManager.INSTANCE.getEthBalance (
address,
EthereumManager.EthNetwork.SEPOLIA
) ;
double newBalance = balance.doubleValue();
// 1. RAM ke

BalanceManager.getInstance () .setBalance ("eth", newBalance);
// 2. SharedPreferences kem
getSharedPreferences ("MyPrefs",

MODE PRIVATE)

B .edit ()
.putString ("eth balance",
String.valueOf (newBalance))
.apply();
} catch (Exception e) {
Log.e (TAG, "Balance update error", e);
}
}) s
saveTransactionToHistory (
"OrnpasJjgeHo",
recipient,
"ETH",
amountEth
) ;
})) .exceptionally(ex -> {
runOnUiThread (() ->
Toast.makeText (this,
"Oumbra: " + ex.getMessage(),
Toast.LENGTH LONG) .show ()
) ;
return null;
}) s
}
}

private void sendPyusd(String recipient, double amountPyusd) {

Log.d ("PYUSD SEND", "Recipient = " + recipient);
Log.d("PYUSD:SEND", "Amount (input double) = " +
amountPyusd) ;
BigDecimal amount = BigDecimal.valueOf (amountPyusd) ;
Log.d("PYUSD SEND", "Amount BigDecimal = " + amount);
1f (Build.VERSION.SDK INT >= Build.VERSION CODES.N) {
CompletableFuture.supplyAsync (() -> {
try {

List<String> mnemonic =

getMnemonicFromStorage () ;
Log.d("PYUSD SEND", "Mnemonic loaded: " +

(mnemonic != null ? mnemonic.size() : "null"));
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HDWalletManager.HDWalletMaster master =

HDWalletManager.createMasterFromMnemonic (mnemonic, "");
String address =
BalanceManager.getInstance () .getAddress ("eth") ;
Log.d("PYUSD SEND", "FROM address = " +
address) ;
BigDecimal beforeBalance =
EthereumManager.INSTANCE.getUsdtBalance (
address,
EthereumManager.EthNetwork.SEPOLIA
) ;
Log.d ("PYUSD SEND", "USDT BEFORE SEND = " +
beforeBalance) ;
@NotNull String tx =
EthereumManager.INSTANCE.sendPYUSD (
master,
recipient,
amount,
EthereumManager.EthNetwork.SEPOLIA,
0
) ;
Log.d ("PYUSD SEND", "TX HASH = " + tx);
return tx;
} catch (Exception e) {
Log.e("PYUSD_SEND", "ERROR IN SEND", e);
throw new RuntimeException(e);

}

}) .thenAccept (txHash -> runOnUiThread (() -> {
Log.d ("PYUSD SEND", "TX CONFIRMED = " + txHash);
showTxSuccessSheet ("USDT", txHash);
CompletableFuture.runAsync(() —-> {
try {
String address =
BalanceManager.getlInstance () .getAddress ("eth") ;

Log.d("PYUSD SEND", "Checking balance after
send...");
BigDecimal balance =
EthereumManager.INSTANCE.getUsdtBalance (
address,
EthereumManager.EthNetwork.SEPOLIA
);
Log.d ("PYUSD SEND", "USDT AFTER SEND RAW = "
+ balance) ;
Log.d ("PYUSD SEND", "USDT AFTER SEND DOUBLE
= " + balance.doubleValue());
double newBalance = balance.doubleValue();
// RAM
BalanceManager.getInstance () .setBalance ("usdt", newBalance);
// PREFS
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getSharedPreferences ("MyPrefs",
MODE PRIVATE)
.edit ()
.putString ("usdt balance",
String.valueOf (newBalance))

-apply ()7
Log.d ("PYUSD SEND", "CACHE UPDATED OK = " +
newBalance) ;
} catch (Exception e) {
Log.e ("PYUSD SEND", "BALANCE UPDATE ERROR",
e);

})
saveTransactionToHistory (
"OrnpasJjeHo",
recipient,
"PYUSD",
amountPyusd
) ;
})) .exceptionally(ex -> {
Log.e ("PYUSD SEND", "FAILED COMPLETELY", ex);
runOnUiThread (() ->
Toast.makeText (this,
"Ommbka PYUSD: " + ex.getMessage(),
Toast.LENGTH LONG) .show ()
) ;

return null;

private void showTxSuccessSheet (String token, String txHash) {
BottomSheetDialog dialog = new BottomSheetDialog (this);
View view =
getLayoutInflater () .inflate(R.layout.dialog tx success, null);
TextView title = view.findViewById(R.id.txTitle);
TextView hash = view.findViewById (R.id.txHash);
Button btnOk = view.findViewById(R.id.btnOk) ;
Button btnCopy = view.findViewById(R.id.btnCopy) ;
dialog.setContentView (view) ;
ThemeManager.applySavedBackgroundToView (this,
view.findViewById(R.id.mainTX)) ;
TextColorManager.applySavedTextColorToView (this, view);
PressEffectHelper.apply(this, btnOk, "spec");
PressEffectHelper.apply(this, btnCopy, "spec"):;
title.setText (token + " " +
getString (R.string.sent successfully));
hash.setText (txHash) ;
btnOk.setOnClickListener (v -> {
dialog.dismiss () ;
openHistoryScreen () ;

1)
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btnCopy.setOnClickListener (v -> {
ClipboardManager clipboard =
(ClipboardManager)
getSystemService (CLIPBOARD SERVICE) ;
ClipData clip = ClipData.newPlainText ("txHash", txHash);
clipboard.setPrimaryClip(clip);

1)

dialog.setContentView (view) ;

View bottomSheet =
dialog.findViewById(com.google.android.material.R.id.design bottom s
heet) ;

if (bottomSheet != null) {

BottomSheetBehavior<View> behavior =
BottomSheetBehavior. from(bottomSheet) ;

behavior.setPeekHeight (
getResources () .getDisplayMetrics () .heightPixels

) ;
behavior.setState (BottomSheetBehavior.STATE EXPANDED) ;
}
dialog.show () ;
}
public void ClickSend (View view) {
PressEffectHelper.apply(this, view, "spec");
performSend () ;
}
public void ClickCancel (View view) {
finish();

}

daiin TransactionHistroeyManager.java

package com.example.coldbitwallet;

import android.content.Context;
import java.io.File;

import java.io.FileOutputStream;
import java.io.IOException;

import java.io.OutputStreamWriter;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Locale;

public class TransactionHistoryManager ({

private static final String FILE NAME =
"transaction history.txt";

// MeTon misa 3anmMcy TpaH3akuum B Ganmi
public static void saveTransaction (Context context, String
selectedToken, double amount, String address, boolean isSent) {

String formattedDate = new SimpleDateFormat ("dd.MM.yyyy

HH:mm:ss", Locale.getDefault()).format (new Date())
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String direction = isSent ? "OrnpaBjeno" : "llojnyueno";

String transactionRecord = direction + " " + address + "\n"
+ "Token: " + selectedToken + ", Amount: " + amount
+ ", Date: " + formattedDate + "\n\n";
try {

File file = new File(context.getExternalFilesDir (null),
FILE_NAME )

FileOutputStream fos = new FileOutputStream(file, true);
// true — mobBaBygeM B KOHEIl]
OutputStreamWriter writer = new OutputStreamWriter (fos);

writer.append (transactionRecord) ;
writer.close();

} catch (IOException e) {
e.printStackTrace() ;

}
// MeTon nJjsg HOJNyYeHMS OyTU K baliay C ucTopuemn
public static File getHistoryFile (Context context) {
return new File(context.getExternalFilesDir (null),
FILE NAME )
}
// MeTon mns ynajieHus @daiijla C MUCTOPHMEN TpaH3aKLui
public static void clearTransactionHistory (Context context) {
File file = new File(context.getExternalFilesDir (null),
FILE NAME )
if (file.exists()) {
file.delete () ;

daiin VibrationHelper.java

package com.example.coldbitwallet;

import android.content.Context;
import android.os.Build;

import android.os.VibrationEffect;
import android.os.Vibrator;

public class VibrationHelper {

public static void triggerVibration (Context context) {
Vibrator vibrator = (Vibrator)
context.getSystemService (Context.VIBRATOR SERVICE) ;
if (vibrator != null) {
if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.O) {
vibrator.vibrate (VibrationEffect.createOneShot (100,
VibrationEffect.DEFAULT_AMPLITUDE));
} else {
vibrator.vibrate (100);
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daiin ServerForBetus.java

package com.mycompany.sereverforbetus;

import com.sun.net.httpserver.HttpServer;
import com.sun.net.httpserver.HttpExchange;
import com.sun.net.httpserver.HttpHandler;
import org.Jjson.JSONObject;

import java.io.IOException;

import java.io.OutputStream;

import java.net.InetSocketAddress;

import java.net.URI;

import java.net.http.*;

import java.time.Duration;

import java.util.concurrent.*;

import java.util.concurrent.atomic.AtomicReference;

public class SereverForBetus {
private static final int PORT = 7000;
private static final HttpClient client = HttpClient.newBuilder ()
.connectTimeout (Duration.ofSeconds (10))
Jbuild() ;
// TOJNBKO LIEHE
private static final AtomicReference<Double> BTC = new
AtomicReference<>(0.0);
private static final AtomicReference<Double> ETH = new
AtomicReference<>(0.0);
private static final AtomicReference<Double> TON
AtomicReference<>(0.0);
private static final AtomicReference<Double> SOL = new
AtomicReference<>(0.0);
public static void main(String[] args) throws Exception {
// oBHoBJsAeM LeHH kKaxiwe 10 cekx
ScheduledExecutorService scheduler =
Executors.newSingleThreadScheduledExecutor () ;
scheduler.scheduleAtFixedRate (SereverForBetus: :updatePrices,
0, 10, TimeUnit.SECONDS) ;
HttpServer server = HttpServer.create (new
InetSocketAddress ("0.0.0.0", PORT), 0);
// emuHcTBeHHBEM endpoint
server.createContext ("/api/prices", new PriceHandler());

new

server.setkExecutor (Executors.newCachedThreadPool () ) ;
server.start () ;
System.out.println("Price server started on port " + PORT);
}
// HANDLER
static class PriceHandler implements HttpHandler {
@Override
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{

public void handle (HttpExchange exchange) throws IOException

if

(!exchange.getRequestMethod () .equalsIgnoreCase ("GET")) {

exchange.sendResponseHeaders (405,
return;

-1);

}
JSONObject json = new JSONObject ()

Jjson.put ("BTC", BTC.get()):;
json.put ("ETH", ETH.get()):
Jjson.put ("TON", TON.get()):;
Jjson.put ("SOL", SOL.get()):
sendJson (exchange, json);
}

}

// PRICE UPDATE

private static void updatePrices() {

"https
"https
"https

"https

}

private static void update (String symbol,

try {
update ("BTC",
://api.binance.com/api/v3/ticker/price?symbol=BTCUSDT") ;
update ("ETH",
://api.binance.com/api/v3/ticker/price?symbol=ETHUSDT") ;
update ("TON",
://api.binance.com/api/v3/ticker/price?symbol=TONUSDT") ;
update ("SOL",
://api.binance.com/api/v3/ticker/price?symbol=SOLUSDT") ;
} catch (Exception e) {
e.printStackTrace() ;
}

String url) throws

Exception {

HttpRequest request HttpRequest.newBuilder ()
.uri (URI.create (url))
.GET ()
.timeout (Duration.ofSeconds (10))
.build();
HttpResponse<String> response
client.send (request,

HttpResponse.BodyHandlers.ofString()) ;

JSONObject json = new JSONObject (response.body())
double price json.getDouble ("price") ;

switch (symbol) {
case "BTC" -> BTC.set(price);
case "ETH" -> ETH.set (price);
case "TON" -> TON.set (price);
case "SOL" -> SOL.set(price);

}
System.out.println (symbol + "

" + price);

JInct

II'Y 1.090301.29.001 113

Wsm. | JInct

221

Ioxgmmce

No mokym. Jlara




// UTIL
private static void sendJson (HttpExchange exchange, JSONObject
json) throws IOException ({
byte[] response = json.toString() .getBytes();
exchange.getResponseHeaders () .add ("Content-Type",
"application/Jjson") ;
exchange.sendResponseHeaders (200, response.length);
try (OutputStream os = exchange.getResponseBody ()) {
os.write (response);

}

daiin Parsing.java

server.start ()
System.out.println ("Price server started on port " + PORT);
}
// HANDLER
static class PriceHandler implements HttpHandler {
@Override
public void handle (HttpExchange exchange) throws IOException

{

if
(!exchange.getRequestMethod () .equalsIgnoreCase ("GET")) {
exchange.sendResponseHeaders (405, -1);
return;

}
JSONObject json = new JSONObject ()
json.put ("BTC", BTC.get()):
json.put ("ETH", ETH.get());
json.put ("TON", TON.get()):
json.put ("SOL", SOL.get())

14

sendJson (exchange, json);

}
}
// PRICE UPDATE
private static void updatePrices() {
try {
update ("BTC",
"https://api.binance.com/api/v3/ticker/price?symbol=BTCUSDT") ;
update ("ETH",
"https://api.binance.com/api/v3/ticker/price?symbol=ETHUSDT") ;
update ("TON",
"https://api.binance.com/api/v3/ticker/price?symbol=TONUSDT") ;
update ("SOL",
"https://api.binance.com/api/v3/ticker/price?symbol=SOLUSDT") ;
} catch (Exception e) {
e.printStackTrace () ;

}

JInct

II'Y 1.090301.29.001 113 222

Wzm. | JIuct] Ne moxym. |Ilognucs] /lara




private static void update (String symbol, String url) throws
Exception {
HttpRequest request = HttpRequest.newBuilder ()
.uri (URI.create(url))
.GET ()
.timeout (Duration.ofSeconds (10))
.buildy() ;
HttpResponse<String> response =
client.send(request,
HttpResponse.BodyHandlers.ofString()) ;
JSONObject json = new JSONObject (response.body());
double price = json.getDouble ("price");
switch (symbol) {
case "BTC" -> BTC.set(price
case "ETH" -> ETH.set (price
case "TON" -> TON.set (price
case "SOL" -> SOL.set(price

14

)
) 7
).
)

4

’

}
System.out.println(symbol + " = " + price);
}
// UTIL
private static void sendJson (HttpExchange exchange, JSONObject
json) throws IOException ({
byte[] response = json.toString() .getBytes();
exchange.getResponseHeaders () .add ("Content-Type",
"application/Jjson");
exchange.sendResponseHeaders (200, response.length);

try (OutputStream os = exchange.getResponseBody ()) {
os.write (response);

}
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Ipunoxenue B

(o0s3aTesIbHOE)

Pa3zpaboTka My IbTHBAIFOTHOTO KPUNITOKOIIENbKA st riiaTtgopmbr Android ¢

HCITIOJIb30BAHUCM COBPCMCHHBIX MCTOAOB 3alINUThI KpI/IHTOl"paq)I/I‘ICCKI/IX KJIro4en

[Ipe3enranus
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PaspaboTka MyJIbTHUBAIIOTHOIO
KPUIITOKOIIENbKA JuIs Tiardopmbl Android
C UCIOJIL30BAHUEM COBPEMEHHBIX METOOB

3alUTEl KpHOTOrpaduYeCKUX KJIHYel

ABTOp padoTHL:
cTyleHT Ip. 22BBII2 BaiikoB Anekceii BraguMHpoBHY
HayuHbIi1 pyKOBOIUTEIb:

K.T.H., ToneHT K¢. BT Toxaper Anzpeit Hukomaepua

[Ten3a 2026

I{enmb pa®OTHI 1 OOBEKTHI

ITens paﬁcm;l - pa3p360TaTL IIpHIIOKEHHe, KOoTopoe ﬁy,Z[ET COOTBETCTBOBATE CTaHIapTaM Oe3omacHOCTH 1

TpaH3aKI[Hii, OTCIIeKIBAHHA NOCTYILIeHHIT H THOKOI HACTPOIiKoil MONE30BaTeNbCKOr0 HHTep(heiica.

O0BbeKTaMH pa3pabOTKH ABJIIIOTCS:

- Kpumorparpnqecmﬁ MOIYIIb, obecreunBaOIMUi HEKACTOOHATIBHOE XpaHeHIIe IIPHBATHBIX KITFO9eri:

TEeHEepaIIw MHEMOHHYECKOT (ppanﬂ, Co3maHHe I 3alluTy KI0Uell ¢ HCIONB30BaHIEM CHMMETPHYIHOI'O

mudpoanns AES-256 B peskume CBC ¢ PKCS5Padding 1 xpaneHHe 3alIH(POBAaHHEIX JJAaHHBIX.
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AKTYyaJIbHOCTh

B YCIIOBHAX DIIq)pOBHBaL[HH MHpOBOﬁ SKOHOMHEHN KpPHITOBAIIIOTHEI CTall HeoTheMJIeMOil

YJaCTbH JIHYHBIX @HH&HCOB MHIIITHOHOB H}O,I[eﬁ. BIITKOIIH, DbHpPHYM T CTEHOIKOMHEI

IPEBPATHIINCE B HOJ]I-IOI[GHI—IBHUI KlIacC HHBECTHIHOHHBIX H PACUETHBIX CPEIACTB: YHCIIO

nonp3oBareneii B 2026 roxy mnpeBsicHno 700 MIH, IpH 3ToM Oollee OByX TpeTeil olleparuil

[ — BJAagelel] CaMOCTOATEIbHO HEeCET

OTBETCTBEHHOCTE 3a XPAHEHHE IMPHBATHBIX KITIoueil, KOMHPOMGT&I_[IIH HIIHN yTpaTa KIK4da BIIEUET

683BOBBP3THYEO IIOTEPH CPEACTB 0e3 BO3MOKHOCTH ameJUISIIN K TpeTLeﬁ CTOpOHE.
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ITocTanoBka 3agaun

HpIII[O}KeHIIe OOJZKHO COAEPKATE CIIEAYIONIHE KPHTEPHH!

- BO3MOKHOCTE CO3[JaHIIA HOBOT'O KOMIS/JIbKa HIH MPHBA3KA CYIISCTBYIOLIETO 11O seed q)paze;

- pealH3alnHsg 0e30IacHOTO XpaHeHHA H 3alIHTEI KOH('I)HJ]EHH]'IEIJ]BHHX JaHHBIX,

- peamH3anus q)yH]{I_[HOHElTIB. OTHPAaBKH H MOITYYEHHA KPHIITOBANKOTHI C HCIIOIB30BaHHEM QR-xopa;
- BO3MOXHOCTE IIPOCMOTPAa HCTOPHI TpaH?,aKI]IHUI H €€ OUHIICHHE,

- obecrreuenne IIPpHBATHOCTH 0T06pa}KEHIIH JAaHHbBIX (CKprTHe QJIIHB.HCOBBIX l'[OKaEaTEJ'IEIu'l)',

- HaNN4YHe HHCTPYMEeHTOB VIIpaBlIeHHS YIeTHOII 3aMiIchIo 0 6e30MacHOCTHI0 (KaCTOMM3AITH BHEITHEero BHa
IpHICXKeHHs U cMeHa PIN);

- oTobpa:keHHe aKTyalbHOI CTOHMOCTH aKTHBOB C HCIIONE30BaHHeM API 3alpocoB ¢ pa30UBKOII 10 TOKeHaM H o0ImIel
CYMMOIi;

- HaJH4YHe cepBepa Ui LHeHTPAIH3IPOBAHHOIO yipasieHsi API 3anpocami.
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Jlmarpamma npeueaeHToB
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JleMmoHCcTpanus padoThI NPUJIOKEHHS
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MononHexne

[o6po noxanosaTe B BETUS

ETH ycnewHo oTnpaeneHo

C03AaTh HOBHI Kowenek

MpuBAzaTH CTAPbIA KOWenex
NpogonxmTe

3aKJII0UeHHe

B xoj1e BBIIIOTHEHHUS JaHHOIT BRIMYCKHOI KBaan(hHKalMOHHONH paboThl, OBLIO

kpunrokomenék  «BETUS». B mponecce pa3paboTkl  OBUIH  OCBOEHBI

COBPCMECHHBIC IIOIXOOIbBI K CO3TaHHIO 3AIIUIIEHHBIX MOOIUIBHBIX I[pI'IJIO}K'EHHﬁ B
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Cnacubo 3a BHUMaHue!
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