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Ilepeyenb coxkpalieHUd U 0003HAYECHUH

B nacrosiieit paboTte UConb3yroTCs CAeAyOUKe COKp allleHust 1 0003HaueHus
BJl — 6a3a maHHBIX
I1O — nporpammHoe obOecrieueHne
CVYB/] — cucrema ynpapieHus: 0a30¥ JaHHBIX
API (ot anrm. Application Programming Interface) — mporpammusiii uaTEp deiic
NP WIOKEHUS, COIep KA HAaOOp MpaBWI U HHCTP YKIUS JjIs1 OOMeHa TaHHBIMU
Al (ot anrn. Artificial Intelligence) — nCKyCCTBEHHBIN MHTEIEKT
AMQP (ot anrn. Advanced Message Queuing Protocol) — npoTokoJ mpukiagHOTO
yPOBHS, UCIOJIB3YEMBIH [ aCHHXP OHHOTO 0OMEHa JTaHHBIMU
CSS (ot anrn. Cascading Style Sheets) — a3bIk CTHIICH, ONIp €AENAIONIUNA OTOOP aXKEHUE
anementel HTML
DTO (ot anrn. Data Transfer Object) — matrep H ip OeKTUP OBaHMSI, UCTIOIb3yEMBbIH 151
oOJsieruenuss oOMeHa JaHHBIMH
HTTP (ot anrn. Hypertext Transfer Protocol) — mpoTokon mpukiIagHOTO ypOBHS,
obecrieunBaroONInil Iepenady JaHHBIX B HHTepHeTe 0e3 mudpoBanus TLS
HTTPS (ot anrn. HyperText Transfer Protocol Secure) — [IpoTokon 3amuimieHHoro
nepenadu JaHHbIX, UCHOJIb3Yomui mudposanue TLS
HTML (otanran. Hyper Text Markup Language) — si3bIk TUIIEp TEKCTOBOM pa3METKU
JPA (ot anrn. Java Persistence API) — cnemudukanuys, mnpenocTaBisionias
BO3MOJKHOCTb COXpaHeHHs Java - 00beKThI B 0a3€ TaHHBIX
JSON (ot anrmn. JavaScript Object Notation) — TeKCTOBBIN (hopMaT 0OMEHA JaHHBIMH,
OCHOBaHHBIN Ha CMHTaKcuce JavaScript.
JWT (ot aarn. JSON Web Token) — oTKpBITBIN cTaHAApT POpMHUPOBAHUS TOKEHOB
JgocTyna
MVC (otaurn. Model-View-Controller) — apXuTekTypHbII HaTTEpH, pa3aeisiomui
NP WIOKEHUE HA TPU KOMIIOHEHTA: MOJIEIb, TP eICTaBICHUE U KOHTP OJLIIEP
REST (or aurn. Representational State Transfer) — apXuTekTypHBIN CTWIb

B3aUMO/ICUCTBUSA, OTIP EACIAOIUN Tp UHIUIT TocTpoeHust API

Jlucm
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SQL (anra. Structured Query Language) — sI3bIK CTp YKTYpUp OBAaHHBIX 3aIIP OCOB

TLS (ot amrn. Transport Layer Security) — kpuntorpaduyeckuii mpOTOKOIM,

o0ecreunBaroIui 3aIUIIEHHY IO Iepenavy JaHHbIX B UHTEPHETE

XML (ot anrn. eXtensible Markup Language) — paciupsieMblil A3bIK pa3MeTKU JJ1s

XpaHCHUA U IICp CaavIn JaHHBIX

Usm.
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BBenenue

B coBpeMeHHOM MHp € KaX bl IEHb CO34A€TCsI OTPOMHOE KOJIUYECTBO JTAHHBIX.
B naHHBIX yCIIOBUAX JOKAJIBHOE X aHEHWE UH(POP MALIUU CTAHOBUTCS HE 3(D(PEKTUBHBIM,
TaK KaK OHO HE 00€CIeYrBAET Hy ’KHOTO YP OBHS MACIITAOMPYEMOCTH U €€ T0CTYTHOCTH.
Pemrennem nanHoi rmp 00JIeMbl U SIBJISIETCA 00J1aUHOE XpaHEHUE TAHHBIX, TTO3BOJISIOIIEE
pacnopsKaThCsl HYy )KHBIMH JTAaHHBIMU € JTF000T0 MECTa Yepe3 CeTh MHTEp HeTa.

Onnako mpocroe pa3MenieHue (aiyioB HeAACTATOYHO, HA TIEPBBIN TUIAH TaKXKe
BBIXO/SIT BONIPOCKHI YNpaBJICHUS MpaBaMH JOCTyIla U CUCTEMBbI MOUCKA, IO KOTOPOM
MOHO Oy/eT HalTh (ailyibl HE TOJBKO MO0 HA3BAHMIO, HO M IO €r0 CMBICTY.

VYnpanenue JOCTyNIOM pa3rpaHUyYMBAET MpaBa JOCTyMa K (aigaM, 4TO OYEHb
BAJXHO HE TOJIBKO KOMIIAHUSM, HO M OOBIYHBIM IIOJIb30BATENSM, JKEIAOIIUM
MOJEIUTHCS CBOUMHU JaHHbIMU. CHCTEMA MOUCKA TTOMOKET MOJIb30BATENSIM HaXOIUTh
OBICTP O (PaiiyIbl 10 UMEHU, TEKCTY U €r0 CMBICITY, YTO OUEHb CUIILHO COKpPaTUT Bp €Ml Ha
MOUCK camoro (aiina.

TakuMm 06pasom, pazpadboTka 00J1a4HOT0 Xp AHUJIUIIA C YTIIP AaBJICHUEM JIOCTYTIOMH
CHCTEMOM MOMCKA SIBJISIETCSA aKTyaJIbHOU TeMOil. Bed-nip uiioxkeHre mo3BOJIUT MOBBICUTh

yI100CTBO, O€30MMaCHOCTh M CKOPOCTh PabOTHI ¢ (haillaMu.

Jlucm
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1 AnaJyiu3 npeaMeTHOH 00/1acTH

B nannom pa3aciic pacCMaTpUBaACTCs aHAJHN3 AKTYaJIbHOCTHU TCMbI, aHAJIU3
dAHAJIOTOB M COCTABJICHA IIOCTAHOBKH 3aJda4YHd Ha OCHOBC IIPOBCACHHLIX 4AHAJIM30B

P eIMETHOM 00JIaCTH.
1.1 AHa/M3 aKTyaJIbHOCTH TeMbI

B coBpemenHoM Mupe o6iayHble XpaHWIWIIA CTajdd MOMYJSPHBI, TaK Kak
P €JOCTABIAIOT JAOCTYIN K JaHHBIM C JIIOOOTO MECTa, TJI€ €CTh MHTEPHET, a TaKKe
MO3BOJISIIOT S3KOHOMUTH JIOKaJIbHOE IUCKOBOE MP OCTP AHCTBO.

Bwmecre ¢ Tem ecth psia mp 00IeM B KCIIOJIL30BAaHUH OOJaYHBIX XPaHUJIUII, CP eau
KOTOPBIX Ba)XHOE€ MECTO 3aHMMAET pa3rpaHMYEHUE NpaB JOCTyna K AaHHbIM. He
Ka>KbI (Daii JOJKEH TOCTYIIEH OJMHAKOBO BCEM IMOJIb30BaTeNsAM. PemenneM nanHoi
np 00JeMbl Oy AET yIIp aBJIEHUE JOCTYTIOM HaJl 00bEKTaMHU, HaJl KOTOP bIMHU II0JIb30BATENb
caM OyJIeT pelaTh C KAKUMH [P OBAMU OH XOYET NOJIETUTHCS C P YTUM [1OJIb30BATEIIEM.

He menee BaxHOM np 00s1eMOil sIBISETCS JOATHM MOUCK HYKHOTO (paiiina npu ux
00JIbIIIOM KOJIMUECTBE. Peliennem q1aHHOM Np 00J1eMBbI SIBISETCS CUCTEMA MOUCKA, P U
KOTOP O MOJTB30BaTENb CMOKET JIETKO MCKATh (paiiibl O Ha3BaHUIO, TEKCTY, CMBICTY U
IpyTUM Tlapamerpam daiina.

Takum 06pasom, pazpadoTka 00Ja9HOT0 Xp aHWJIHIIA C YIIPaJCHUEM JIOCTYIIOM H
CHUCTEMOHN TIOMCKa SBISETCS aKTyaJIbHOW TEMOW, pemiaromas BOCTpeOOBaHHbBIC

npo6sieMbl ipu padote ¢ uHpOp MarmeH.
1.2 AHa/IM3 aHAJIOr0B

Ha pwiHKE CyIiecTByeT orpoOMHOE KOJIMUECTBO 00JIaYHBIX XPaHWIHII JAHHBIX C
CaMbIM pa3MUYHbIM (yHKIHOHAJIOM. YTOOBI BBISIBUTH CHIIBHBIC W ClIa0ble CTOPOHBI
CYIIIECTBYIOIIUX PEIICHN OBLI MPOBEJCH aHAJIU3 TP eX 00JaYHBIX XPaHUJIHUIIL;

— obmauynoe xpanunuiie «Google Jluck»;

— obmauHoe xpanmnuie «Dropbox»;

— oOsauHoe xpaHunuiie «Auaekc. JJuck».

Jlucm

1Ty 1.090301.24.001 113 9

Hsm. | Jlucm Ne doxym. Hoonucwy | Jama




1.2.1 O6naunoe xpanmnuie «Google Juck»

Nurep detic odmaunoro xpanunuiia « Google Jluck» mpencraBiieH Ha pucyHke 1,

2n3.

BeG-npuinosxenue mp eqocTaBiisier ciuenyomuye QyHKIUN:

crcTeMa MOKMCKa, MO3BOJIAIONIAs UCKATh (paiIbl 0 HA3BAHUIO, COJIEPKHUMOMY,

TUITY 1 JaTC NU3MCHCHM

IIPUCYTCTBY €T yIIP aBJICHUE TOCTYIIOM, IO3BOJISAOIIAS P a3rPAaHUYUTh ITp aBa HA

daiir;
— OecmiatHoe xpanwiuiie oobemoMm 15 I'b.
& v o8 =0
+ Comans NoBpo noxanosarts B Auck 0 e
f M_W Q Mowex Ha [lucee
‘@ Moii fuex @
L0 Koumsareps B Tun ~ 2 Mogn ~ £ Mamenero ~ [ Mecrononoxesme *
A Docrynmwe e > PexoMexpyeMsie nank i
® Hengaune
e » PexoMerpyeMbie dainsl
$r  ToMedeHHs +
@ Cram
W Kopamsa
O Xpamnuue
Henone3osano 612 ME w3
1575
e
y
Pucynok 1 — I'naBHas ctpanuia cepBuca Google Jluck
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[locTyn — BapuaHTbl 3agaHni K @ @
nabopatopHbIM paboTtam

‘ [lobaBLTe nonb3oBaTenew, rpynnsl, paboune obnacTu u M...

Monb3oBaTenu, MMelowWwmne oCTyn
o Anu Xocceinu (you)
alihuseyni523@gmail.com

Obwwmn gocTtyn

[locTyn orpaHu4ed. -

G‘TKF_'IbIE{:]Th KOHTEHT MO 3TOW CChINKE MOrYT TONBKD NONB30BATENW, WMERKILWE

aocTyn
| KonuposaTb cCbinky | loToBO
TR e "

Pucynok 2 — UnTep deiic HacTpoiiku mpaB AocTymna K daimy
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PaclumpeHHbIn nomnck

Tan

Bnapeney,

CopepXuT cnoea

HaagaHue obbekTa

MecTononoxeHue

Oata naMmeHeHusa

OpobpeHua u
SNEKTPOHHbBIE
nNoanMcK

Komy
npepocTaBnex
AocTyn

HanoMuHaHua

Mogpo6Hee...

Moboe

" ‘

Bce B MHTEpHETE

- ‘

BeeguTe cnoea, HAMOEHHbIE B daine ‘

BeBeguTe yacTk HazBaHWA daina ‘

Bezpe

i ‘

[0 Kopauna

O

Momeuennble [] 3awudposaHo

B nwoboe Bpema

" ‘

[0 Oxupaotr moero opobpeHns

[J Mowu sanpocel, oxuaaouwne ogobpeHns

‘ Beegute MMs MMM 8APEC SNEKTPOHHOW NOYTLI...

BoccTaHoBUTh m

Pucynok 3 — Unrep elic cucremsr moucka

1.2.2 O6naunoe xpanunwuiie « Dropbox»

Wurep detic «Dropbox» mpeacTaBieH Ha pUCYHKE 4.

((DI'OpbOX» ABJIACTCA OJHUM M3IICP BBIX 00JIaYHBIX XpaHWwiual U1 10 CHUX IIOp

COXpaHACT CBOIO ITOIIYJIAPHOCTD.

Kuntouesbie pynkuuu «Dropbox»:

— BO3MOXKHOCTBh CO3JaBaThb O6H_II/I€ IIaIIKH,

— BO3MOJXHOCTb 3allIMIIATL CChIJIKH IIap OJICEM B IIaTHOM BCP CHH,

— BEpCHOHHMpOBaHUE (PAlNIOB;
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MOMYJISIPHOCTBb B PYCCKOA3ZBIYHOM CCrMCHTC U MHTCTP Al C CCPp BUCAMU HHI[CKCEI.

MOUCK N0 Ha3BaHUSM (PaiJIOB U MOJTHOTEKCTOBBIN IMOUCK.

& NpurnacuTs yuactrnkos L LT T ax

1 3arpysurs v [3 Homas nanka LI YoraHomwts npunomenne  AX  Toneso s

Pucynok 4 — I'naBHas ctpanuia Bed6-Bepcuu Dropbox

1.2.3 O6naunoe xpanunuiie «Aumexc. JJuck»

Nurep detic caiita «Annexc Jlucka» npeacraBiieH Ha PUCYHKE 5.

OnHOM W3 TJIABHOM OTIMYMUTENIBHOM YEPTOW STOT0 XPaHWIHILA SIBISETCA

s & 3arpysum dattns TR
= + Cosgars
Q o
O o (<] 7]
& s
S °
o]
9
y
B ®UHAHCAX

@ ) BWU3HECA?
] Simple-Scada. Npocran, Moryun 3a04HO Bbicwee 3:“"‘0 Cursor nn; PO Becnnarxan oHNanK- Cosnasaire 8e5-NpUNOXEHNA

poccuitckan SCADA-cHcTeMa AMHIBHCTHYECKOE Ha Gase VS Code IKCKypCHS ¢ GigaStudio!
= At o 5 obpasosarme 8 MMY! SHER » N0 ynpasneHyeckomy yuery =) 2

Pucynok 5 — ['maBHas crpanuiia cepBuca
Jlucm
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OcHOBHBIE BO3MOKHOCTH «SIHIeKc. J{uckay:

— OecruiaTHbI 00BEM Xxpanwimia a0 5 I'b;

— yHOpaBJIEHUE JOCTYIIOM: BO3MO>KHOCTb CO3/aBaTh MyOJWYHbIE CCHUIKU IS

MPOCMOTpPa WIN CKAYMBAHUS,

BO3MO>KHOCTH 00JIaUHBIX XpaHWIn, IIp CaACTaBJICHELI B Ta6J'II/II_[€ 1.

— TIOWCK 10 UMEeHaM (pailyioB.

1.2.4 BriBOog

PesynbpTaTel aHanu3a, JEMOHCTP UP YIOIIHUE OTPULATEIBHBIE U TTOJOKUTEIbHbIE

Ha ocHoBe HpOBeI[éHHOFO aHanu3a ObLIO MNPpUHATO PCIICHUC O pa3pa60TKe

COOCTBEHHOI'0 001aYHOTO XPaHWIKIIA C YIPaBJIE€HUEM IIpaBaMU JOCTyIa U CUCTEMOMU

ITIOHCKA.

Tabmuma 1 — JlocronHCTBa M HEAOCTATKHA OOJIAYHBIX X aHUJIHIIL

DyHKIMOHAI Google /Iuck Dropbox Snnpexc.[uck
Becnmarabiii 006EM
15TBb 21b 5Tb
XpaHUJINIIA
IIpenocraBienue
bei Jla Jla Jla
JIOCTYTIA IO CChUIKE
IToTHOTEKCTOBBIN MTOUCK Ja Her Her
I'nbkoe HazHaueHue
Ha Ha Her
pPa3HBIX MpaB pa3HbIM
I10JIL30BATEIISIM
3arpyska 1 CKaunBaHHE
pysKa u Ha Ha Ha
(haiiyioB

1.3 IlocTanoBKAa 3a1a4M

PaspabarsiBaeMoe 001a9HOE XpAHWIHIIE C YIIP aBJIEHUEM JIOCTYTIOM U CHCTEMOM

MOMCKA JTOJKHO TP €ACTaBISITH CO00# BEO-TIp MiI0KeHKE, 00ECTICUNBAIOIIIEE CIICTY FOIIIHIA

(yHKIMOHAT:

— perucrpaunus U aBTOpU3auus M0JIb30BATEIIEH;

— yJaJicHue Y4ETHOM 3aIUCH;

— BBIXOJ U3 YUYETHOMW 3aIIUCH;
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— ymnpasiieHue npoduiieM MoIb30BaTeNs;

—  BOCCTaHOBJICHHUE TIap OJIsl;

— 3arpyska,CKauHMBaHUE, y1aJICHUE, TIep EMEIICHUE U TIep eMMeHOBaHKE (DaiiioB;

— yJaJieHue, ep EMENICHNE U TIEp EMMEHOBAHUE MAIOK;

— COpPTUPOBKA OOBEKTOB XpaHWUJIUIIA;

—  HaJIM4YKMe€ KOP3UHBI U BO3MOXKHOCTh BOCCTAHOBJICHHSI 0OBEKTOB U3 HEE;

— oToOpakeHne UHJIUKATOpa 3aHATOr0 AUCKOBOTO P OCTPAHCTBA;

— TMpEenocTaBlIeHHE AO0CTyna K (aisiaM M mankam ApYyTuM IMOJb30BATENSIM C
yka3zaHueMm ypoBHs npas (Hurtatens, ABTop, Penakrop, Bnanenen);

— cO3/laHuE MyOJIWYHBIX CCBUJIOK K OOBEKTaM C yKa3aHHUEM YpPOBHS IMpaB
(Yuratens, ABTOp, Penakrop);

— cHucTeMa IMOHWCKa: MOUCK MO MMEHH, TUIy, nate ¢aiina, MoJHOTEKCTOBBINA U
CEMaHTHYECKUI ITOUCK;

— Al-uar no ¢aiiny.

MuHUMaTbHBIE CUCTEMHBIC TP €00BAHUS:
— Opaysep: Microsoft Edge, Mozilla Firefox, Opera,;
— MHHHMAaJIbHAsI CKOP OCTh MHTEp HET-coeauHeHMsI: 2-3 MOHUT/CeK;

— MHMHHUMAaJIbHBIN 00beM onepaTtuBHOM mamsatu: 1 ['b.
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2 BbI0Op TeXHOJIOT Ui U CPEACTB Pa3padOTKU NMPUJI0KEHUSA

B nmanHoM pasznene paccMaTpUBAETCs W ONMKMCHIBAETCS BHIOOP TEXHOJIOTHM U

CpeACTB pa3pabOTKH 00JaYHOr0 XpaHWIUIIA C YIIPABIECHUEM JIOCTYIIOM U CUCTEMOM

noucka. BeiOop TexHOJIOTHI OBLJT OCHOBaH Ha TMOCTAaHOBKE 3ajiaud u3 1 pasznena u

HE0O0X0JUMOCTH MAaCIITAOUPYEMOCTH, O€30TIaCHOCTH M HAJICKHOCTH BEO -TIP UIT0KEHUS.

ChopmMupoBaHHBI B pe3yJibTaTe aHaJIN3a CTEK TEXHOJIOTUNA BKIIOYAET

CIIETYIOIINE TEXHOJIOTHUHU U CPEACTBa pa3pabOTKH:

A3BIK IIPOrPpaMMHUpP OBaHMs CEpBEPHOU yacTu: Java;

bpeitMBOpK cepBepHOi uacT Spring Framework, Bkitouas Spring Boot s

koHpuryp atmu np unoxenusi, Spring MVC mns peanuzamuu REST API, Spring Data

JPA nns B3aumonencTBus ¢ 0a30i maHHBIX, Spring Security 1Js ayTeHTU(UKAIIIHN U

Spring Al mis uHTErp aIuu ¢ A36IKOBOW MOJIETBIO;

HCTIOJIB3YETCS B BEO-IPHIOKEHUSX,

cuctema ynpasieHus 6azamu naHHbix: PostgreSQL 16;

Opoxep coobmenuii: RabbitMQ;

A3BIK P OTPaMMHUP OBaHUS KIIMEHTCKOM "acTu: JavaScript;

O6ubImoTeKka MoJIb30BaTEILCKOTO UHTEp deiica: React 18;

cpena pa3pabotku cepBepHoii uactu: IntelliJ IDEA, Visual Studio Code

cpena pa3paboTku knreHTckou gactu: Visual Studio Code;

cucteMa COOPKH M yIIpaBIICHHUS 3aBUCUMOCTIMH: Apache Maven;

cpena xkoHteitHep uzamuu: Docker;

LLM-cepBep: Ollama,;

BeO-cepBep: Apache Tomcat n Nginx.

2.1Java

9

Java sBisieTcss OTHUM M3 CaMbIX MOIYJISPHBIX S3BIKOB porpaMMmupoBanud. OH

MOOWJIBHON pa3paboTke, B (HUHAHCOBBIX

MPWIOKEHUSIX, B HWrpax, B OOJAYHBIX M pacHpeAeNieHHbIX cucteMax. [IpuduHb
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MIOITYJITHOCTH B KpOCIUTaT(OMEp HHOCTH, MACIITAOUPyEeMOCTH, OOTAaTOH 3KOCHCTEME,
CTaOMIBHOCTU U JOJTOCP OUHOM MO IIeP KKH.

Java sBisieTcs 00bEKCTHO OP HEHTUPOBAHHBIM SI3BIKOM ITP OTP aMMHP OBaHUS. DTO
MO3BOJISICT JIOTUYHO Pa3JeiATh CHUCTEMYy Ha OTIEIbHBIC CYIIHOCTH. TakoW MOaX0.
OTIWYHO MOIXOUT JIsl Pa3pab0TKU 00JIAYHOTO XPAHWIIHINA C YIIP ABJICHUEM JIOCTYTIOM

U CUCTEMOM IIOUCKA.
2.2 Spring Framework

Spring Framework siBnsiercsi cambIM MOMYJISIPHBIM (Pp EHMBOPKOM IS SI3BIKA
np orpamMmmupoBanus Java. C ero momMoIbo MOKHO JIETKO CO3/1aBaTh CIIA00CBSI3aHHBIC U
JIETKO TECTUP yEMbIe KOMITOHEHTBI 3@ CUET €ro Ip MHIIMIIA BHEAP EHUs 3aBUCUMOCTEH. B
Spring cylmiecTByeT OrpOMHOE KOJWYECTBO MOIYJEH, MpeqoCTaBIAmONIas TOTOBBIC
pemienus 1 OONbIIMHCTBA 3a1a4 BeO-pa3pabdoTku, Takue kak: Spring MVC, Spring
Data JPA, Spring Security, Spring Al [1].

2.2.1 Spring Boot

Spring Boot — 3to pacmmpenue ¢peiimBopka Spring Framework, koTopoe
MO3BOJISIET ABTOMATUYECKH TOJKIIOYNUTh HY)KHbIE OMOIMOTEKH, HACTP OUTH MPOEKT U
OBICTPO €ro 3aImyCTUTh C MUHUMAJIbHBIM HA0OpOM HACTpP OEK.

OgauM U3 TIABHBIX TpeUMyIecTBOM Spring Boot sBusercs Hamndue
BCTp 0€HHOTO BeO-cepBepa Apache Tomcat Mo ymMoJIuaHUIO, YTO MO3BOJISIET 3AITyCKATh
BeO-TIp MITOKEHHE 0€3 He0OXO0IMMOCTH YCTAHOBKH BHEITHETO cepBepa [2].

2.2.2 Spring MVC

Spring MVC — moayns Spring Framework ns co3ganus BeO-mp mitoKeHU oA
narrepH MVC. Moaynp npenocrasisier Noaaep KKy apXxutekrypHoro ctuwiist REST:
koHTposiepsl (@RestController, npunumaroniue HTTP-3anpocel, manmuar URL-
mabyioHoB Yepe3 anHoTanuu (@WGetMapping, @PostMapping u apyrue, u3BieueHUE
JIAHHBIX U3 TeJIa 3ampoca yep e3 anHoTanuio (@WRequestBody u oopmupoBaHue oTBETOB
yepe3 anHoTtanuio (@ResponseBody. Taxke Moaynib mpenocTaBiseT TI0OABIbHbBIC

00paboTunkm uckmoueHuit uepes @ControllerAdvice [1].
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2.2.3 Spring Data JPA

Spring Data JPA — 310 Monaynp A yHOpoOIIEHUS B3aUMOJCUCTBUS C 0a3oif
nanHpix uepe3 Java Persistence API (JPA). 3a cuer oObsiBiieHuMs uHTEp deiica
yHacleaoBaHHoro oT JpaRepository Moy JIb CAMOCTOSITENIBHO P eaTu3yeT ero BO BpeMs
BBITIOJTHEHUSI. Moylb W30aBIseT OT HalMCaHUs MIa0JIOHHOTO KOJa M 00ecrieunBaeT
yA0OHBIM CMOCOO peanu3zanuu Ccaos JOCTyNa K JaHHBIM U YIpaBJICHUEM
TpaH3aKIUsIMHU [3].

2.24 Spring Security

Spring Security - 3T0 MOAyab sl oOecrnedeHus Oe30macHOCTH. B oCHOBHBIE
(GyHKIMM MOAYJS BXOIUT MpOBEpKa ayTeHTU(PHUKALMU U TMPOBEPKY AOCTyna K
pecypcaM. Spring Security MHOJIIEp>KUBAET MHOKECTBO PAa3UYHBIX MEXaHH3MOB
ayteHTU(pUKanmu, Takue Hampumep kak JWT u OAuth2 [4].

2.2.5 Spring Al

Spring Security — 3T0 MOIydb IS HWHTETPAIMM S3BIKOBBIX MOJENEH B
np unoxeHus. OH np eocTapisier abCcTpakuuuy JJIsl YIpOIleHus pa0oThl C SI3bIKOBBIMU
mozensiMd. B Moayne mnpucyTctByer spring-ai-model, koTopasi omnpenenser

a0CTpaKIMIO MOJIETH, P ealM3yemMas MmocTaBiiukamMu [5].

2.3 PostgreSQL

PostgreSQL — sT0 OecruiaTHass 0OBEKTHO-PEISLMOHHAS CUCTEMa YIIpaBJICHUS
06azamu manHHbIX (CYBJl) ¢ OTKpBITBIM HCXOMHBIM KOoAOoM. OmHOW W3 KIFOYEBOU
ocobenHoctpio sBisiercss ACID-coBMECTUMOCTb, UYTO TapaHTHPYET HaJIEKHOCTh
TpaH3aKUi 1Mo 4 KPUTEPUSIM: ATOMAPHOCTh, COTJIACOBAHHOCTh, M30JUPOBAHHOCTb,
YCTOWYHBOCTH [6].

Taxxe OoJsibliuM mnpeumyiectBoM PostgreSQL siBisiercss HanuuuWe THUIIOB
naHHbIX tsvector, tsquery u GIN-HHIEKCBI, KOTOPBIE TO3BOJISIIOT BBINOJIHATh

MMOJIHOTEKCTOBBIN ITOMCK.
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2.4 RabbitMQ

RabbitMQ — 5310 Opokep coOOUIEHHI C OTKPBITBIM HCXOIAHBIM KOJOM.
Hcnonb3yercs Ajisi aCCHHXPOHHOTO OOMEHa COOOIICHUSMHU U TapaHTUU HaJIeKHOU
JOCTaBKH COOOIIEHUH MEXIy KOMIIOHEHTaMu cuctembl. RabbitMQ wucnossiyer

npoTokoia AMQP u 11o3BoJIsIeT BEIHECTH oniep ari B POHOBBIN pexuM [7].
2.5 JavaScript

JavaScript sBusieTcss camMbIM TOMYJISPHBIM SI3BIKOM P OrpaMMHP OBaHUS
KJIIMEHTCKOW YacTh BeO-mpunokeHuid. OH TMOJJEp)KMBAETCSI BCEMU COBpEMEHHBIC
Opay3zepbl. SIBisieTcss MyJbTUNIApAJAUTMEHHBIM, C JUHAMUYECKOW THUMH3AIUEH,
VHTEP NP UTUPYEMBIM SI3BIKOM [P OTPAMMHUP OBaAHUSA, TMOAAECPKUBAECT UMIIEP ATUBIHM,
(GyHKIIMOHATBHBIA U 00BEKTHO-OPUEHTUP OBaHHBIC CTHIIH. [lo3BossieT AuHAMUYECKU

MensiTh HTML u CSS Ha BeO-cTpanuiie 1 0OMEHUBATHCS JAHHBIMU C CEPBEP OM.
2.6 React

React — »10 nexmapatuBHas JavaScript OuOaMOTEKa IS P eanu3aIdu
MOJIb30BATENBCKOTO  MHTep(eiica. ApXUTEKTypa COCTOMT B  HCIOJIb30BaHUU
KOMIIOHEHTHOTO MOJX0/1a, MPHU KOTOPOM IOJIb30BaTENbCKHI UHTEP Peiic AeTUThCS Ha
HE3aBHCHMbIE U MHOTOKPaHTHO MCIIOJIb3YEMBIE JIIEMEHTHI [8].

OnHUM U3 KITIOYBBIX 0COOEHHOCTEN ABIsIETCS BUP TyanbHbld DOM, ipu KoTOp oM
CO3JlaeTcsl K3LI-CTPYKTypa B maMmsaTH U React onTumanbHO OOHOBIISIET TOJIBKO T€
AJIEMEHTHI, KOTOPbIE pEaJTbHO M3MEHUJIWCh, M3-32 BBICUMTHIBAHUS Pa3HUIIBI MEXIY

NP EABIAYIIEH U TEKYLLEW BEP CUH.
2.7 Intellij IDEA

Intellil] IDEA saBnsercs oqHON M3 caMbIX MOMYJSPHBIX Cpel pa3pabOTKH s
Java. OHa U3HaYaIbHO U CO3/1aBaJIaCh TOJIBKO JJIs 3TOTO SI3bIKA [P OTpaMMUPOBAHUS, HO
CO BpEMEHEM CTajia MOJJEPKUBATh U Apyrue si3biku. IDE noanepxuBaer noacBeTky

CHHTaKCHuCa, aBTOAOIIOTHCHUA U aHAJIN3 OIIIMOOK.
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2.8 Visual Studio Code

Visual Studio Code — 3T0 0oAMH M3 caMbIX MOMYyJSPHBIX B BeO-pa3paboTke
TEKCTOBBIM penakTop s si3blka NporpammupoBaHusi JavaScript. DyHKIMOHAT
BKJIFOYAET IMOJCBETKY CHUHTAKCHCa, aBTOJOIOJHEHMs, uHTerpamus ¢ (Git, mOJICBETKY

OoIINOOK U Ip CAIOKCHNUC NX UCIIP ABJICHUA, BCTP OCHHBIN TCPpMHUHAJ.
2.9 Apache Maven

Apache Maven — 310 peliMBOpK it aBTOMATU3AIMKU COOPKH TP OCKTOB HA
OocHOBe MH(poOpMaIU cojepxalieics B ¢aisie pom.xml. ['TaBHBIM mp euMyI11€CTBOM
SIBJISCTCA IICHTPAJM30BAaHHOE YIPABJICHUS 3aBUCUMOCTSMHM 4Yepe3 pom.xml, ¢ ero
OMOIIbI0 Maven aBTOMAaTHYECKH CKaYMBAET HY)KHbIE OMOJIIMOTEKH, TP ONIMCAHHBIC B

daiiyie U3 yJIaJICHHBIX P eIO3UTOpPHEB [9].
2.10 Docker

Docker — 310 mmatgopma s KOHTEMHEpH3AIMH TP WIOKEHUN, MO3BOJISIET
YIIAKOBBIBATh MNPHWIOKEHHE CO BCEMH €ro 3aBUCHUMOCTAMU B HW30JIMPOBAHHBIN
koHTelHep. OCcHOBHas ujes - padoTa NpWIOKEHU HE3aBUCUMO OT UX OKPY KEHHUS U
ornepanuoHHOM cuctemsl [10].

Jlis omucaHusi BCEX CEPBUCOB M HMX CETEBBIX HACTpOEK cymiectByer Docker

Compose. OH 103BOJISIET ONUCHIBATh BCE ATH JIaHHbIE B eAMHTCBEHHOM Y AML-(aitrne.

2.11 Ollama

Ollama — OecrutaTHast mporpamMmHas riatdopma JJis BBIIOJTHEHUs O0JIbLINX
sa3bIKOBBIX Mogenerd [11]. Ollama mo3BoJisieT CKayuBaTh SI3BIKOBBIE MOJEIH U3
PENO3UTOP UEB, 3aITyCKAaTh UX B MHTEPAKTUBHOM P EXKUME.

KnroueBbie np enmy1iecTna:

— 3ampochl HE MepearTca Ha BHEIIHUE CEP BUCHI;

—  MOCJe 3arp y3Kd MOJIEIM MOKHO HCIOJIb30BATh €€ 0€3 10CTyna K UHTEP HETY ;

—  NNOJACPIKHUBAKOTCS pa3HbIC TUIIBI MOJCIIN.
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2.12 Apache Tomcat

Apache Tomcat sBisieTcss BCTp O€HHBIM 10 YMOJIYHHUIO BeO-cepBEpOM B Spring
Boot. Imenno uep e3 BeO-cep Bep 00pabaThIBatoTCs 3aMpOCh OT MoJib3oBareneid. Tomeat

co3maér cpeny Jiua pabotel Java-cepBietoB W JSP-ctpaHunl U ABiseTcs

Kpoccriat@opMeHHbIM [2].
2.13 Nginx

Nginx — BeO-cepBep € OTKPBITBIM HCXOJHBIM KOJAOM. Yepe3 Hero
oOpabaThiBalOTCs 3ampochl OT Mojb3oBaTened. OnHOW M3 KIOUEBOM (PyHKIMEH
SABJISIETCS. OOpaTHBIA MPOKCHU CEPBEP, 3a CUET YEro MPOUCXOJUT TepCHAIP aBICHHUS

3aMpOCOB Ha CEPBEPHI ¢ OaJTaHCUP OBKOM HATPY3KOM M K3upoBanuem [12].
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3 ApxXuTeKTypa BeO-NPUI0KECHUS

JlaHHbINl pasgen paccMaTpuBaeT OOLIYI0 apXUTEKTYypy pa3pabdoTaHHOTO
00J1aYHOTO XpaHWIHIIA C YIPaBJICHUEM JOCTYIOM W CHUCTEMOM TOUCKA, KaXIbIi
OT/CIIFHO B3STHI MUKDPOCEPBHUC, a TAKXKE B3aMMOJCHCTBUE BHIOP aHHBIX TEXHOJOTUN
BHYTPU TPOJYKTa. APXHUTEKTYpHBIM IIOJIXOJIOM BBIOpaHa MHKpPOCEpBHUCHAS
ApXUTEKTypa Ha YPOBHE CHCTEMBI M CIIOMCTasi apXHUTEKTypa BHYTPH KaxKIOTO

CEpBEPHOTO CepBHUCA.

3.1 O0mas apxuTeKTypa CHCTEMbI

APXUTEKTYpHBIM TOAXOJOM Ha YPOBHE CHUCTEMBI SIBISETCS MHUKpOCEpBUCHAS
apxutekrypa. MUuUKpocepBUCHAS apXUTEKTypa B OTJIMYHE OT MOHOJIUTHOM
NoJipa3yMeBaeT pa3JelieHue CUCTEMbl HA MHOXECTBO HE3aBHCHUMBIX cepBHCOB. Takoii
NO/1XO0/J1 TO3BOJISIET CLIENATh CUCTEMY 00Jiee THOKOM, MaclITaOUPyEMON U yCTOMYHUBOM K
cOosIMm.

Cucrema BKITIOYAET CIAEAYIOIINE KOMIIOHEHTHI:

— backend - cepBuc, 0TBeUarommii 3a p EruCTp aIlrio, aBTOPHU3AIINIO, YIIPABICHUE
daiinamu, TankamMu, KOP3WHOW, TpaBaMH JOCTyMa, MyOJUYHBIMH CCBHUIKAMHU H
np ouIeM MOJIb30BaATENS,

— search-service — cepBHC, OTBEUAOIIHIA 32 UHACKCAIINIO U IOUCK;

— chat-service— cepBuc, OTBeUaromIMii 32 4at ¢ JOKyMeHTaMHu Ha ocHOBe RAG
TEXHOJIOTHU;

— email-service — cepBUC, OTBEYAIONIINI 3a ACHHXPOHHOW OTHPAaBKH IHCEM
HOJITBEP KICHUS 3JIEKTP OHHOM MOYTHI U BOCCTAHOBIICHUS Tap OJIs1;

— reranker-service — cep BUC, OTBEUAIOIIUH 32 TIEp €p aHKUPOBAHUS PE3yIbTATOB
MOMCKA;

— frontend — KIIMEHTCKAs 9aCTh P UITOKCHUS.

[IpunosxeHre BKIIOYAET cleayonue HHGP acTp yKTyp Hble KOMIIOHEHTHI:

— 0a3a gannbix PostgreSQL 16 ¢ pacmupenusimu pgvector, pg_trgm, uuid-ossp

U unaccent;
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wiatpopmy Ollama f71s1 3amycka JT0KaJbHBIX SI3BIKOBBIX Mojenel bge-m3 u

qwen2.5:3b;

Opoxep coobmenuii RabbitMQ;

0o0paTHBIN TP OKCU-cepBep Nginx;

Bce komnonenTs! pa3BepThiBatoTcsa uepe3 Docker Compose.

ApXUTEKTypa MpUI0KEHUS NP €ACTaBIICHA HA PUCYHKE 6.
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3.2 Cioncrasi apXuMTEeKTypPa CepBEPHBIX CEPBUCOB

Kaxxnp1ii MUKp OCEpBHUC, HATTMCAHHBIN HA Java p eaau3yeT CIIOUCTY IO ap XUTEKTypY.
JIaHHBIV TOX 01 p A3JEIISIET KOJI HA HECKOJIBKO CII0€B, KaXKIbIM U3 KOTOP bIX UMEET CBOIO
30HY OTBETCTBEHHOCTH U B3aUMOJECHUCTBYET TOJBKO CO CMEKHBIMHU CIIOSMMU.

B nipoekTe BBILAENSAIOTCS CIENYOUINE CIOU:

— cnou mpexacrabieHua. Cambiii BepxHMM ciiol, npuHumaromuii HTTP-
3amp ockl. KoHTposutIepsl HE coep kaT OM3HEC JTOTHKY, HX OCHOBHOM 3a/1a4ei sSBIISETCS
Map Py TU3AIHS 3aTIPOCOB B CEP BUCHBIH clTO U (hop MUpoBaHue oTBeTa. KOHTp os1iep bI
nomevarorcsiannotanuen (@RestController;

— ciou OusHec-Torukd. Bcesi morumka MpUHIOKEHUs COCPEAOTOYEHA B CIlOE
cepBucoB. Cep BUCHI IOMEUAIOTCS aHHOTalMel (@Service. TOT C10H NOJIydaeT JaHHbIe
OT KOHTPOJUJIEPOB M B3aUMOJEUCTBYET C PENO3UTOPHIMHU, APYTHMH CEpBHUCAMM,
nyosnkyet coobiTsi B RabbitMQ;

—  cJo# poctyna K 1aHHbpIM. CII0H p €O3UTOpUEB 71 B3aUMOACHCTBUS ¢ 0a30i
naHHbIX. THTEp (hefichl pemo3uropueB HacnenyTes ot JpaRepository, 3a cder yero y
P EN03UTOPUEB aBTOMATHUYECKHU NOSBIIAIOTCS cTanAaapTHeie CRUD onepanuu. OToT cnou
WCHOJIB3YETCS CEPBUCHBIM CIIOEM JJIs 3aIIUCH IaHHBIX B 0a3y JNaHHBIX

—  CIIOM CYyITHOCTEH 1 0OBEKTOB Iep €1avu JaHHbBIX. JP A-CyIIIHOCTH 3TO KJ1acChl,
KOTOpBIE HampsMyl0 oToOpaxarTcs B 0a3e gaHHbiX. [lomeuarorcss aHHOTaIuUe
@Entity. DTO xmaccel Hy>KHBI JIJTsI TIEp €1a9¥ JaHHBIX MKy CepBHUCAMH U CIIOSIMH;

— CcJ0M 0e30MacHOCTU. DTOT CIOW MPOHU3BIBAET BCE OCTAJIbHBIE CIIOM U
peanuzoBaH uepe3 Spring Security. JwtAuthenticationFilter mepexBatbiBaeT KaXkablii
BXOJA1UM 3a1poc U u3ByekaeT JWT TOkeH, ITp OBEPSET €ro U YCTAHABIMBAET [IOMEIIAET
uHpopmanuio o nosubzosarene B SecurityContextHolder.

Takum oOpa3oM, ciaoucTas apXHUTEKTypa obOecreunBaeT ciadyro CBSI3aHHOCTh

KOMITIOHCHTOB IIPp MJIOKCHUS, YTO CHIIBHO YBCIHNYUBACT MaCH_ITa6I/IpyeMOCTB CHUCTCMBI.
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3.3 OcHoBHoii cepBuc (backend)

CepBuc backend paGortaer na mnopty 8080 u peanusyer creayomue
MOJIb30BATENbCKUE CLEHAPUU: PErucTpanus, aBTopu3anus, 3arpy3ka U cKaurMBaHUE
¢aiioB, ympaBieHHe MpaBaMH JAOCTyNa, MpoduiaeM Moyib30BaTens, KOP3WHOU U
My OJIMYHBIMH CCBLITKAMMU.

Cnoucras apxutektypa backend-cepBuca:

— CJIIOM MpeACTaBiIE€HUS. IJTOT CIOW COCTOMT W3 TMSITH KOHTPOJJIEPOB.
AuthController o6pabaTeiBaeT SHATOWHTHI PETUCTPaIMK, aBTOPHU3AIMH, BBIX0O/IA U3
YUETHOM 3amucH, MOATBEPKACHUS MOYTHI, cOpoca mapoyisi U OOHOBJICHHUS TOKEHA.
FileController oOpabateiBaer sHanOMHTH omnepauuid Haa (aitmamu. FileController
oOpabaTbiBaeT HHANOMHTBHI ¢ nyonuunbiMH ccblikaMu.  PublicFileController
oOpabaThiBaeT N10OCTYyN K 00ObEKTaM Mo TokeHy myOsnuHou ccbuiku. UserController
peann3yer SHAMOUHTH B3aUMOJICHCTBUS € TIP OUIIeM;

— CJOW OW3HEC-TOTHKU. DTOT CIOW COCTOWT W3 miectu kmaccoB. FileService
obpabaTteiBaeT NOTUKy padboThl ¢ ¢annamu. AuthService peanusyer perucTpanuto,
aBTOP M3ALIMIO U BOCCTaHOBIeHUE map oy1s1. UserService oOpabaThiBaeT B3aMMOICHCTBHE
¢ npo¢unem mnosb3zoBatens. ShareLinkService mns ynpapieHus TyOJIUYHBIMU
ccbuikamu. TrashCleanupService s y1ajieHns 10 pacnucaHuo 00BEKTOB C KOP3UHBI.
SearchServiceClient oOecrieunBaeT BBI30B SHAIMOMHTOB search-service;

— CJIOW JOCTyma K JaHHBIM. DTOT CIOH COCTOWT W3 IIECTH PEIO3UTOPHEB.
StorageObjectRepository oOecrmednBaeT peKypCHBHOE IMOJYUYCHHE BCEX JOYEpHUX
00BEKTOB, TIOMCK 10 Ha3BaHWtoo, gate, MIME-tuny # MOJHOTEKCTOBBIM.
AccessPermissionRepository HyxeH aisi XpaHEHUs 3amucel o mpaBax JOCTYIIA.
RefreshTokenRepository obecneunBaer ynpaBieHre TOKEHAMU OOHOBJICHUSI CECCHIA.
ShareLinkRepository s padotsl ¢ myonuunsiMu cebliikaMu. TrashltemRepository
obecrieunBaeT XpaHeHWE JaHHbIX Kop3uHbl. UserRepository nms mowucka
M0JIb30BaTENCH;

— CIIOM CyNIIHOCTEH M OOBEKTOB MEpeadd JAaHHBIX. JTOT CIIOM COCTOUT W3

mectu JPA-cymHocreit u u3z 27 DTO xnaccoB. JPA-cynnoctu: User, StorageObject,
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AccessPermission, RefreshToken, Trashltem, ShareLink. DTO-kmaccer: ApiResponse,
StorageObjectDto, UserDto, SemanticSearchResult, MessageDto, SearchIndexMessage,
EmailMessage, AuthDto, RegisterRequest, LoginRequest, RefreshRequest,
ForgotPasswordRequest, ResetPasswordRequest, VerifyEmailRequest, AuthResponse,
FileOperationDto, CreateFolderRequest, RenameRequest, MoveRequest, CopyRequest,
SearchRequest, GrantPermissionRequest, PermissionDto, ShareLinkRequest,
ShareLinkDto, UpdateProfileRequest, ChangePasswordRequest;

— CJ0oW 0e30MacHOCTU. ODTOT CIOW MPOHHU3BIBAET BCE OCTAIBHBIC CIOW U
peanu3oBad uepe3 Spring Security. JwtAuthenticationFilter mepexBaTbiBaeT KaXkIbli
BXOsuK 3anpoc u usBiekaer JWT TokeH, mpoBepsieT €ro M YCTaHaBIMBAET

uHpopmanuio o nonws3onarene B SecurityContextHolder.
3.4 CepBuc noucka (search-service)

CepBucnoucka paboraer Ha nopty 8081 1 oTBeuaeT 3a uHAEKcaIuio Ppanos u
BBITIOJTHCHHE TTIOMCKOBBIX 3amp ocoB. CepBHUC B3aUMOACHCTBYET C OCHOBHBIM CEPBHUCOM
yepe3 RabbitMQ.

Crnoucrast apXuTeKTypa search-service opraHu3oBaHa CIeIyIOIUM 00pa3oMm:

— CIIOM TIpEACTaBICHHSA COCTOMT W3 KiaccoB: SemanticSearchController,
OTBEYAFOIIEr0 32 CEMAaHTUICCKUI TTONCK, THOP MTHBIN ITOUCK, TIep SHHACKCAITHIO (haiIIoB,
MOJTYYEHUE P EeTIEBAHTHBIX TEKCTOBBIX (PparMeHTOB;

— CIIOM  OM3BHEC-JIOTMKH. OTOT CJIOH COCTOMT M3 CEMH KJIacCOB.
HybridSearchService peanusyer ru6p uanbiii mouck. SemanticSearchService Hy>xeH 11
CEMaHTHYECKOr0 TOHUCKa. [IpW THOpPHWIHOM IOWUCKE PEpaHKUHT HE TP UMCHSCTCA.
ChunkingService nHyxeH nnst pa3outus Tekcta Ha ¢parmentel. EmbeddingService
peanu3yeT TEHepaIluio BEKTOPHOTO mpeactaBieHUs Tekcta. TextExtractorService
HCIIOIB3YeTCs JUIS M3BJIEUYCHUS Tekcta m3 daimoB. RerankService neobxoaum s
nep ep aHmKUp OBaHMsI Pe3yJbTaTOB, ISl 3TOTO0 OTHpaBisAeT 3ampoc reranker-service.

ReindexService Hy>xeH nisg HaxoxaeHus (aitioB 6e3 sSMOeAIMHIOB WIH 0€3 YaHKOB;

— CJIIOM JocTynma K JaHHbIM. OTOT CIIOM UCHOJIB3yEeT YeThIpe Kiacca.

Jlucm

1IT'Y 1.090301.24.001 IT3 -

Hsm. | Jlucm Ne doxym. Hoonucwy | Jama




EmbeddingJdbcRepository nyxeH ans coxpanenus u ooHoBiaenus whole-document
smbenauaros. ChunkEmbeddingJdbcRepository peanusyer coxpaHenue, yaaieHue u
MOUCK BEKTOP HbIX IMOEIMHTOB YaHKOB B 0a3e naHHbIX. SearchIndexRepository HykeH
U1 TOJTHOTeKcToBoro mnoucka. EmbeddingRepository Tpebyercs anst 3arpys3ku
BEKTOP HBIX SMOEIMHTOB U3 0a3bl IAHHBIX

—  CIIOM CYITHOCTEH 1 0OBEKTOB e €/1a9H JaHHBIX. ITOT CIION COCTOUT U3 JABYX
JPA-cymmoctru  u  aByx DTO-kmaccoB. JPA-cymuoctu: DocumentChunk,
StorageObjectIndex. DTO-knaccer: SearchIndexMessage, SemanticSearchResult.

B cepBuce peanu3zoBaH ruOpUIBIM MOUCK: PE3yIbTaThl MOJTHOTEKCTOBOTO U
CEMaHTUYECKOI'0 MOMCKAa Ha OCHOBE dMOENMHIOB 00benuHstorcs anroputMoMm RRF.

[Tocne cnustHUsI pe3yJIbTAT TIEp epaHKUPYETCs CepBHUCOM reranker-service.
3.5 CepBuc yara ¢ nokymentamu (chat-service)

CepBucuara paboraer Ha mopty 8084. C ero nomMouipio mojab30BaTENIM MOKHO
3aJ1aBaTh BOTIPOC MO cojepxkumomy (daitmy. JIJIs 3TOTO HCIOIB3yeTcs apXUTEKTypa
RAG.

Cnowucras apxutektypa chat-service opraHuzoBaHa CIEIyIOIIUM 00pa3oM:

— CJIOW MpeAcCTaBleHHUs. IDTOT CIOM COCTOMT M3 JIByX KOHTPOJIJIEPOB.
FileChatController miist ucrop uu nep enucku, SSE-cTprMuHTa 0TBETA SI3BIKOBOM MOICITH
u ouncTku uctropuu yata. HealthController Heo6x0mum 1151 MOHUTOPHHTA TOCTY THOCTH
cepBuCa;

— CIIOW OW3HEC-JIOTWKU. DTOT cioil coctouT u3 4 kiaccoB. FileChatService
peanuzyer ocHoBHOM maumiaiiH RAG-gata. SearchServiceClient mms 3ampoca
peneBaHTHBIX (parmMeHToB y cepBuca search-service. FileAccessChecker nyxen mis
3arpy3Kd MeTaJlaHHbIX (Daiina u3 TabauIel storage objects v mpoBep Ku MpaB JOCTyTIA.
SearchServiceClient - BBITOTHSET 3ampoc K search-service s moay4eHus: KOHTEKCTa,

—  CJOM JocTyna K JaHHBIM. JTOT ciioi coctouT u3 ChatMessageRepository as
coxXpaHeHus, 3arpy3ku W ynaneHuss ucropuu ¢ yatomM u FileAccessChecker nms

MPOBEPKHU JOCTyNA K Gainy;
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— CJOM CyIIHOCTEH M 00BEKTOB Iepenaun AaHHbIX. CI0M COCTOUT U3 Kilacca
ChatDto c uersipems BiokeHHbIMU Kilaccamu: MessageResponse, ApiResponse<T>,
FileInfo, PermissionInfo;

— cIoW 0e30macHOCTH. DTOT CIIOWM NPOHU3BIBAET BCE OCTAJIbHBIC CIIOU H
peanu3oBaH dyepe3 Spring Security. JwtAuthenticationFilter mepexBaTbiBaeT KaXkablid
BXOJAIIHAN 3anpoc U u3BjekaeT JW'T TOkeH, Tp OBEPSET €ro M yCTAHABIMBAET IOMEIIAET
uHbopmarmio o moas3oBarteine B SecurityContextHolder.

Nginx crkoHGUTYpUpPOBaH ¢ OTKIIOUEHHOUW Oydepuzammeir TpoOKCH s

noaaepxkku SSE-cTpumunra.

3.6 CepBHC OTHIPABKH 3JIEKTPOHHOM MO4YTHI (email-service)

CepBuc 31eKTp OHHOM OYTHI padboTtaet Ha nop Ty 8083 . OH noanucad Ha oYepenb
RabbitMQ u peanusyer oTnpaBKy MUCEM I10 3aIIpOcaM OT OCHOBHOTO CEpBHCA.

Crnoucras apxurektypa email-service opraHu30BaHa ClIeIyOIHUM 00pa3oM:

— crnoil mpexacraBnenus peanuszoBaH HealthController nns mMonHuTopuHTa
JTOCTYITHOCTH cepBHca. TouKo# Bxoja sBisieTcss ouepensr u3 RabbitMQ);

—  CII0i OM3HEC-TOTUKU. DTOT cloH p eanu3oBaH kaccoM EmailConsumer. OtoT
KJIaCcC HY’KEH /I MoJiydeHus cooOmieHuss w3 RabbitMQ u otnpaBku nuchbMma
M0JIb30BAaTENIO;

— CJIOM CyIIHOCTEH M OOBEKTOB IMepefauu AaHHBIX. DTOT CIOU MpeiCcTaBiIeH
eMMHCTBEHHBIM KitaccoM EmailMessage.

UML-anarpamma Ki1accoB MHKpOcepBHca email-service mpeacraBieHa Ha

pHUCYHKE 7.
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Email ServiceApplication EmailMessage EmailConsumer
- to: Siring - mailSender: JavaMailSender
- subject: String - templateEngine: TemplateEngine
+ main{args: String[]): void { static } - template: String
- link: Siring ===
) g — =
- username: String + handleEmailk : Emaill 1: void
- body: String

- buildFallbackHtml(message: EmailMessage): String

+ EmailMessage() s
+ EmailMessagef...) s

HealthController s

+ health(): Map=String, String= L
RabbitConfig

+ EMAIL_QUEUE: String = "email.queue” {static, final}
+ EMAIL_EXCHANGE: String = "email.exchange" {static, final}
+ EMAIL_ROUTING_KEY: String = "email.send" {static, final}

+ emailQueue(): Queue

+ emailExchange(): TopicExchange

+ emailBinding(emailQueue: Queue, emailExchange: TopicExc
hange): Binding

+T onverter(). JacksonZJsonh onverter

+ rabbitTemplate(connectionFactory: ConnectionFactory): Rabb
itTemplate

Pucynox 7 — UML-nuarpamma knaccos
3.7 CepBuc nepepanxupoBanus (reranker-service)

CepBuc nep ep aH>kUpOBaHUs P €aTM30BaH Ha si3bIKe Mp orpaMMmupoBanus Python u
paboraer Ha opTy 8082. B cepBHCce NP UCYTCTBYET OJAMH SHAMOUHT /rerank. DHAMOUHT
NPUHUMAET TIOWCKOBBIM 3ampoCc M TEKCTOBbIE (hparMeHTbl, a BO3BpallaeT
Nep €ynops,I0UEHHBIN CIIUCOK C OLIEHKOW pelieBaHTHOCTU. B kauectBe cross-encoder

Mozenu ucnoab3yercs BAAI/bge-reranker-v2-m3.
3.8 BzaumopeiicTBEe KOMIIOHEHTOB

B3aumopeiictBre MeXay KOMIIOHEHTAMH CHCTEMBlI OPTaHM30BAaHO CIIEAYIOIIUM
o6pazom. KitmeHtckuii Op ay3ep HampaBiIseT BCe 3aIp OChl HA 00p aTHBIN-TIp OKCcH Nginx,
KOTOP bI MapIpyTH3UpyeT ux B chat-service npu/api/files/{uuid}/chat/,a octanbHbIC B
ocHoBHOM backend. 3anpockl k Kop HIO TIep eHanp aBisitores B frontend.

B mpoekre wucnomwszyercs RabbitMQ, ¢ moMompro 3TOro HMHCTpPyYMEHTa

peann30BaHa aCCHHXP OHHAs paboTta Mex 1y cepBucamu. [Ipu 3arpy3ke daiina ocHOBHOU
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CepBUC MyOJUKYET COOBITHE JJI MHEKcaluy ¢aiiia, a search-service u3BieKaer 3To
coObITHe W uHACKCHpYeT ¢aiin. Takke OCHOBHOW cepBep MyOJIUMKYyeT COOBITHS Ha
OTIpPaBKy IUCEM, a y>Ke email-service nu3BiaeKaeT 3TO COOBITHE U BBITIOJHAET €ro

B mpoekre Takke WUCIONB3YETCS CHHXPOHHOE B3aUMOJICHCTBHE MEXITY
HeKOTOpbIMU cepBucamu. Chat-service s MONydYEHHUS PENEBAHTHOTO KOHTEKTA
obOparaercs k search-service. [Ipu mouckosix 3anpocax backend cep Buc oOp araercs k
search-service. Search-service oOpataercs k reranker-service AJisi iep ep aH Up OBaHUS
pe3ynbpTaToB U K Ollama mis co3aanus SMOEITMHTOB.

Takum oOpa3om, BbIOpaHHAST MHUKPOCEPBUCHAs apXUTEKTypa IMO3BOJISET
pa3denuTh OTBETCTBEHHOCTh MEXKIY CEpBHCAMH, YyBEIWYUTh HAJCKHOCTh U
MacIITabupyeMoCTh BeO-Ip MIOKEHHsI, a CIOUCTast ap XUTEKTypa oOecrieurnBaer ciadyro

CBA3aHHOCTH KOJa.
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4 Peanu3anusi NpUJIOKeHUS

B nmanHOM pasgene paccmaTpuBaeTcs ONUCAaHUE pPabOThl MPHUOKEHUs,
B3aUMO/JICUCTBUSL MEXIY KIMEHTOM WM MHKpOCEpBHCaMH, (YyHKUMOHAJ TP UI0XKEHUS,

pcan3anusi 0a3bl JaHHBIX 1 OCHOHBIX KOMIIOHEHTOB.
4.1 Onucanue padoOTbI NPUITOKEHUS

[Tpu B3anMo1eiicTBHY C BEO-TIP MITOKEHUEM TI0JIb30BaTeNieM Opay3ep OTIp aBJIseT
3aIp ochbl Ha 0Op aTHbIN Np OKcH-cep Bep Nginx. Nginx aBTOMaTU4eCKy MapIIPyTHU3UP yET
s3anmpocel  /api/files/{uuid}/chat/ B chat-service, ocranpHBIC 3ampocel /api/
nep eHanp aBisitores B backend.

Ha pucynke 8 npeacraBnena UML-guarpamma pa3BEp ThIBAHUS.

Mepenaya AaHHbIX

Mepefaya AaHHbX

Knuent Cepsep

Docker

WHTEppHET

Bpayaep

Mginx

TMonyyeHne SaHHbIX TonyyeHmne OaHHbIX

frontend backend

search-service chat-service

reranker-service email-service

RabbitMQ

FostgreSQL Ollama

Pucynok 8 — UML-guarpamMma pa3BEp ThIBaHUS
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IIpu 3yrpy3ke daitma oH coxpansercs mo myTtu/storage/{userld}/{filename}
backend cepBucom, ganbiie cepBUC OTOpaBiser B odepenb RabbitMQ
search.index.queue 3ampoc Ha uHAekcaruio ¢aitna. search-service moamucaH Ha
odyepenb UHAEKcaluu (daiia, 3a0uUpaer 3TOT 3anMPOC U BBIMOJHSET CIETYIOIIUE
JEUCTBUA: U3BJIEKaeT TeKCT ¢aitia yepe3 Apache Tika, 0OHOBIISIET MOJTHOTEKCTOBBIM
BEKTOp content tsv, co3zpaer SMOEIMHT BCEro TEKCTa, JEIUT (pafm Ha YaHKH U
BEKTOpU3YyET KaxKIblii u3 HUX [13].

Yat o conepxumomy daitny ¢ Al peanuzoBana uepe3 apxurektypy RAG. Ilpu
MMOCTYTUIEHUH 3ampoca K 4aTy chat-service oOpamaercs k search-service 3a Hanboee
peneBaHTHBIMM YaHKaMu (paitna mis momydeHust KouTekcta. [locne storo chat-service
CO3/1aeT MPOMT C KOHTEKCTOM W oTmpasisier 3anpoc k Ollama s reHepanuu oBTeTa
noab3oBarento. B Ollama Mmonens qwen2.5:3brenepupyer oTBET MoJib30BaTENO Yep €3
SSE-cTpuMuHT.

AcunxpoHHo uyep e3 RabbitMQ BeImoTHsETCS HE TOJIBKO HHACKCAUA ¢aiina, HO U
3aMpOChl, CBA3aHHBIC C AIEKTPOHHON mouToi. J[JIs1 B3auMOeHUCTBUS C TTOYTON OBLIT
CO3/IaH OTHAENBbHBI MHUKpPOCEpBHUC email-service, KOTOPBIA MOJAMKCAH Ha OYepenb
RabbitMQ email.queue.

Ha pucynkax 9-11 npencraBnena UML-guarpamma nocinenoBaTelbHOCTH

(YHKIIMOHUP OBAHUS TP WIOKEHHS.
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4.2 CtpykTypa 6a3bl JaHHBIX

B nanHoM nospazsene paccMOTpUBAIOTCSI OCHOBHBIE TAOIHIIBL, aTPUOYTHI U CBSA3HU

B 0a3e JaHHBIX, p €aTM30BaHHBIC 71 00JIaYHOT0 X P AaHUJIMIIA C YIIPaBICHHUEM JOCTYIIOM

U cucTteMoi moucka. A Taxxke HeoOxomumble pacimupenus CYB/] nnsa peanuzanuu

Bcero (yHKIMOHAA.
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B pesynpraTe aHamm3a BCeX HEOOXOIWMBIX TpeOOBaHWN OBLIO PEIICHO
UCTIOJIB30BaHUE CIAEAYIOMUX Tabnuil B 0a3e JaHHBIX:

— Tabnuia users ¢ y4ETHBIMU JAaHHBIMHU, HUHPOpMaIuu 00 MCHOJIb30BAaHHOM
JTUCKOBOM TPOCTPAHCTBE, TOKEHaAMHU BepHU(PUKALMU W BOCCTAHOBIICHUS Mapois (CM.
Tabnuiy 2);

— tabnuna refresh tokens mist xpanenus refresh-tokenos (cM. Tabauity 3);

— Talnuua storage objects aiist XpaHEeHUs] METaJAaHHbIX (AUI0OB U MaoK (CM.
Tabnuity 4);

— Talnuiia access_permissions JJisi Xp aHEeHUsI TP aB JJOCTyTIA K namnka u daitnam
c ypoBusamu gocryna READ, CONTRIBUTE, WRITE u OWNER (cm. Tabnuity 5);

— Tabnuua share links nis xpaHeHus: myOIMYHBIX CCHUIOK (cM. Tabuuity 6);

— Ttabnuua trash _items s XpaHEHUs: 3JIEMEHTOB KOP3HUHBI (CM. Ta0uiy 7);

— Ttabnuua document chunks nist XxpaHeHus TeKCTOBBIX (pparMeHTs! PailioB u
COOTBETCTBYIOLIUM UM BEKTOPHBIX IMOEIIMHIOB (CM. TaOIHILy 8);

— Tabnuma chat messages s XxpaHeHUS UCTOpHHM Tmiepenucku ¢ Al-
ACCUCTEHTOM (CcM. Tabsuiy 9).

B kauecTBe cucTembl ynpaBiieHust 0azaMu TaHHBIX Hcmonb3yercs PostgreSQL co
COCNYIONIMMH PAaCIIUPCHUSMU: Pg_trgm s MOUCKa Mo TpUrpammam, uuid-ossp s

redepauuu UUID, unaccent gy HOp MaJIM3aliMu TEKCTA.

Tabnuma 2 — ATpuOyThl TaOIHIIBI «USETS)

[Tone Tun naHHbIX Onucanue Kurou | ITpumep
id BIGSERIAL Wnentuduxarop PK 1
M10JIb30BATENS
email VARCHAR(255) | DnextpoHHas moyra user@mail.ru
username VARCHAR(100)| M5 momnb3oBaresns oleg ivanov
(;rorumn)
password hash VARCHAR(255)| Xou mapoist $3b$138...
first name VARCHAR(100) | Ums Omner
Jlucm
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[Tone Tun naHHbIX Onucanue Kurou | ITpumep
last name VARCHAR(100) | ®amunus WBanosn
avatar_url VARCHAR(500) | Ccpuika Ha aBatap /avatars/100.png
is_email verified BOOL ®dnar true
MOATBEPKACHHUS
TOYTHI
email_verification_token VARCHAR(255) | Token Abc623...
MO/ATBEPKIACHHUS
TTOYTHI
email verification expires TIMESTAMP Cpoxk nefcTBUs 2026-05-21
TOKEHa 15:00:54.716
MO/ATBEPKICHH
password reset token VARCHAR(255)| Token cOpoca yyz207...
aposIs
password_reset _expires TIMESTAMP Cpox NENCTBUSA 2026-05-21
TOKEHa cOpoca 16:00:54.716
storage used INT8 Ucnonszyemoe 2048000
JIMCKOBOE
MPOCTPAHCTBO
(GaiiT)
storage limit INTS8 JIuMuT XpaHWIKILIA 10737418240
(CaiiT)
created at TIMESTAMP Hata CO3/IaHUSA 2026-05-21
3aluCcU 10:00:54.716
updated_at TIMESTAMP Hata  mocnemgHero 2026-05-21
OOHOBIIEHUS 11:00:54.716
is_deleted BOOL ®dnar MSTKOTO false
yaNeHus
Jlucm
I’y 1.090301.24.001 I13 37
Ham. | Jluem | Ne doxym. Hoonucy | Jama




Tabmuma 3 — AtpuOyTel Tabnump! «refresh tokensy

[Tone Tun naHHBIX Onucanue Knrou | [Ipumep
id BIGSERIAL Wnentuduxarop TokeHa PK 1
W nentuduxatop
user _id INTS FK 5
I10JIb30BATEIS
token VARCHAR(512)| 3nauenne refresh-tokena eyJhbGei...
2026-05-21
expires_at TIMESTAMP Cpok neiicTBus TOKeHa
10:00:54.716
2026-04-21
created at TIMESTAMP Jlara co3manus
10:00:54.716

Tabnuna 4 — ATpuOyThl TabMuIbl «storage objectsy

[Tone Tun gasHbBIX Onucanue Kurou | [Ipumep
W nentuduxatop
id BIGSERIAL PK 1
o0BeKTa
YHUKAIBHBINA
uuid UUID yOIMYHBIHI 550e5500-...
UICHTU(UKATOD
WNnentudukaro
owner id INTS b P FK 3
BJIaJIENbIIA
W nentuduxatop
parent id INTS POIUTEINHECKOU FK 2
Manku
Nms daiina umm
name VARCHAR(500) document.pdf
MankKu
object_type VARCHAR(10) | Tun oObekTa FILE
mime_type VARCHAR(255) | MIME-Tun application/
Jlucm
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ITone Tun gaHHbBIX Onucanue Kurou | [Ipumep
daiina vnd.openxmlformats-
officedocument.
wordprocessingml.document
) Pasmep aiia B
size INTS 254800
OaiiTax
[Iyts K
storage path VARCHAR(1000)| puszmaeckomy users/5/doc.pdf
dbaitny Ha TUCKe
®mgar  MIATKOro
is_deleted BOOL false
yIaleHus
deleted at TIMESTAMP Jara ynanenus 2026-05-21 09:00:54.716
created at TIMESTAMP Hata co3nanus 2026-04-21 10:00:54.716
Jlata mocneanero
updated_at TIMESTAMP 2026-04-22 12:00:54.716
OOHOBJIEHUS
Bekrop
-1':298,988 '-104":1413 -
content_tsv TSVECTOR MTOJTHOTEKCTOBOIO "
noucka
JHara
OOHOBJIEHUS
embedding updated at| TIMESTAMP 2026-04-02 08:00:54.716
BEKTOPHOTO
aMOeIMHTa
BekropHnoe
embedding _FLOATS Ipe/icTaBJIeHuE [-1.9630684852600098, ...]
daiina

Tabnuua 5 — ATpuOyThl TaOJIHIIBI «access permissions»

ITone Tun naHHbIX Onucanue Kirou | [Ipumep
id BIGSERIAL Wnentudukarop 3anucu o | PK 1
Jlucm
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ITone Tun naHHbIX Onucanue Kmrou | ITpumep
JOCTYTIE
Unentudukatop obObekTa
object id INTS FK 10
XpaHUITUIIA
W nentuduxarop
grantee id INTS nose3oBarens,  koropomy | FK 4
BBIJIaH JIOCTYII
VYposensb nocryna (READ /
permission_level | VARCHAR(20)| CONTRIBUTE / WRITE / READ
OWNER)
N nentuduxarop
granted by INT8 noJje3oBarens, BbigaBiiero | FK 1
JOCTYT
Jlata u BpeMms BblAAuu 2026-03-15
granted at TIMESTAMP
JoCTyIa 14:00:54.716
Tabnuna 6 — ATpuOyThl Tabnuibl «share linksy
[Tone Tun naHHBIX Onucanue Knrou | [Ipumep
id BIGSERIAL Wnentuduxarop ccouiku | PK 1
YHUKaIbHBIN TOKEH
token VARCHAR(255) abc123xyz
MyOJUYHOW CCBUIKU
o WUnentudurarop obbekTa
object id INTS FK 7
XpaHUIU A
N nentuduxarop
created by INTS8 FK 2
CO3JIaBILETO CCHUIKY
o VYposenr  gocryma 1o
permission_level | VARCHAR(20) READ
CCBLJIKE
expires_at TIMESTAMP Cpok n1eHiCTBUS CCHUIKU 2026-12-31
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ITone Tun naHHbIX Onucanue Knrou | [Ipumep
23:59:54.716
is_active BOOL @uar akTUBHOCTH CCBUIKU true
2026-05-01
created at TIMESTAMP JlaTa co3maHus CChLIKHU
10:00:54.716
Tabnuua 7 — ATpuOyThl Tabnuibl «trash_items»
[Tone Tun nanneix | Onucanue Knrou | [Ipumep
W nentuduxatop
id BIGSERIAL PK 1
3aIMCH KOP3UHBI
' _ WNnentuduxarop
object id INTS FK 12
yAan€HHOr0 00BhEeKTa
Nnentudukarop
user id INTS8 FK 3
B M10JIB30BATENS
W nentuduxatop
original parent id |[INTS8 HUCXOJHOU 5
POAUTENBCKOMN MaKu
Hcxonnsrii myTh daiina
original path TEXT /work/labl.docx
B XPaHUJIHILE
Jlata mepemeleHus B
deleted at TIMESTAMP 2026-04-10 11:00:54.716
KOP3UHY
JlaTa aBTOMaTHYECKOTO
auto_delete at TIMESTAMP 2026-05-10 11:00:54.716
yAaneHus

Ta6numa 8 — AtpubyTtel Tabnuiel «document chunks»

[Tone Tun nanHbIX Onucanue Kmrou | ITpumep
id BIGSERIAL Wnentuduxarop PK 1
Jlucm
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ITone Tun gasHbIX Onucanue Kmrou | ITpumep
(bparmenTa
N nentudukarop
object id INTS FK 10
UCXOIHOTO (paiiia
N nentuduxaro
owner id INTS ¢ P FK 3
BIIaJIeTIbIIA (aiisia
[TopsinkoBbIit HOMEpP
chunk index |INT 0
(parmMeHTa B JOKYMEHTE
TexcToBoe  conepxkuMoOe Labl.docx
chunk text TEXT
(dbparmenTa JlabGopaTopHast pabora...
) Bektopubiit  sMOenauHT [-
embedding PUBLIC.VECTOR
(parMeHTa A7 MOUCKa 1.258682,0.38332322,...]
Tabnuua 9 — ATpuOyThl Tabnuubl «chat messages»
[Tone Tun naHHBIX Onucanue Knrou | ITpumep
id BIGSERIAL N nentudukarop coobmenus | PK 1
. . Unentuduxarop daiina-
object _id INT8 FK 10
KOHTEKCTa
U nenatudukaro
user_id INTS ¢ P FK 3
MOJIb30BATENS
role VARCHAR(20)| Ponbs oripaButens user
Hannm KJIIOYEBbIE
content TEXT Tekct cooOueHUs
MYHKTHI (aiina
2026-05-01
created at TIMESTAMP | Jlata u Bpemst COOOIIEHUS
15:00:54.716
Ha pucynke 12 npencraBiena cxema 0a3bl JaHHBIX.
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£ access_permissions

1230

123 object_id

123 grantee_id

E refresh_tokens
AZ permission_level

125 granted_by 123 id
(7) granted_at e 123 user_id
¥ o A7 token

() expires_at

(7) created_at

[ chat_messages
123 id
123 object_id
I B
A7 content 123 id
(@) created_at £E storage_objects A7 email
] 123 id S| A7 username
waid [ T A7 password_hash
123 owner_id A7 first_name
[ 193 parent id A7 last_name
FH decument_chunks AZ name AZ avatar_url
123 id A7 object_type is_email_verified
123 ohject_id AZ mime_type e “_Z email_verification_token
123 owner id o 123 size (7) email_verification_expires
125 chunk index A7 storage_path e A7 password reset token
AZ chunk_text is_deleted (7) password_reset_expires
] embedding ) deleted_at 123 storage_used
() created_at 123 storage._limit
(7) updated_at (7) created_at
[=] content_tsv : (7) updated_at
(7) embedding_updated_at / is_deleted
[ trash_itemns . 58 embedding
123 id
125 object_id
123 user_id o
125 original_parent_id
A7 original_path
() deleted_at
(7) auto_delete_at
[ ]
FE share_links
123 id e
AZ token
125 object id

123 created_by

AZ permission_level
() expires_at
is_active

(7) created_at

Pucynox 12 — Cxema 6a3bl JaHHBIX

4.3 OYHKIMOHAJ NPUJIOKEHUS

(DyHKI_[I/IOHaJ'I MNP UITOKCHUA OTIINYACTCA B 3aBUCUMOCTH OT TOT'O aBTOPU30BAH JIN

ITIOJIB30BAaTCJIb UJIN HET.

4.3.1 ®yHKIIMOHAT HEABTOP U30BAHHOTO MOJIb30BATENS

CDYHKIII/IOHEIJI HCABTOP U30BAHHOI'O ITOJIB30BATCIIA CHJIIBHO OI'PaHUYCH U COCTOUT

U3 CIIENYOUIMXBO3MOKHOCTEH:

perucTpanys HOBOM y4€THOM 3aINCH;
aBTOPM3ALIUS;

cOpoc mapoJist o mouTe;
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— TPOCMOTP 0OBEKTOB MO MyOJIUUHON CCHLIKE.

— ckauuBaHue (QainoB npu Hanuuuu ypoBHs nocryna «HUTATEJIb» unu
BBIIIE MO MyOJUYHOM CCHIIKE;

— 3arpy3ka GaiioB B Manky mpu Haanauu ypoBHs 1octyna ABTOP unu Beime
0 Ty OJUYHOM CCHUIKE;

— IEpEeUMEHOBAaHUE OOBEKTOB BHYTPHU MANKU MPHU HAJTUYUHU YyPOBHS JOCTyIIa
ABTOP wunu Bbie no myOJUYHON CCBLIKE;

— TMepeMelleHue OOBEKTOB BHYTPU MANKH MPH HAJIUYUH YPOBHSA JIOCTyNa
PEJIAKTOP wnu Bbiilie 10 myOIUYHOM CCBUIKE;

— yJajieHne 00bEeKTOB B nanke rnp 1 Hanuuuu yp oBHs nocryna PEJJAKTOP win
BBILIE MO MyOJUYHOMN CCBIIKE.

Ha  pucynke 13  npeacraBmena  UML-mmarpamMma  npeneHIEHTOB

HCABTOPU30BAHHOT'O IMOJIB30BATCIIA.

OBnayHoe XpaHiILe

=<include=>
Peructpauma ---1

ABTOpU3aLMA -

CGpoc napona et

poCMOTP (haiinoev nanok no
nyGnuYHON Cebinke

CraunsaHme Gainos no
nyBnuuHoi Couinke

e
1m0
M & p—
HeaBTOPH30BaHHBIA NoM end 4’%%
arpyska daiinos & nanky no'

i
s 2 vt
'Aq?&,.n " nyGMYHOI CCbinke
o, g,
b, <
& < ™
s,
' S
)".,% B, FlEpeumenoBatme 00bexTon
‘7‘44, BHYTPM Narku No nyBnuuxoi
. o, cbinke

T

3 epemeLLeHIe 0TLeKTOE
K9 BHYTPK Nanku no nySnu4Hoi

%‘%g ceainke:

[ianexHne 0GLeKTO B Nanke’
N0 NyGnM4HOI CCainke

Pucynok 13 — UML-nuarpamMma npeneH/IeHTOB HEaBTOP U30BAHHOTO

IOJIBb30BaTCIA
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4.3.2 OyHKIIMOHAJ aBTOP M30BAHHOTO MOJIb30BATEN S
ABTOpH30BAaHHOMY TIOJIB30BATENIO JOCTYNEH TOJHBIM (DYyHKIIMOHAI

P UITOKCHUA:

CMEHa map oJisi;

—  BBIXO/JI U3 YUYETHOM 3aINCH;

— yJaJeHue y4ETHOM 3aIuCHu;

— penakTUpOBaHUE JIUYHBIX TAHHBIX;

— MepeuMeHOBaHHUE (PaioB U MAIoK;

— ynmaneHue (aioB 1 Mamoxk;

— ckauuBaHuE (PalIoOB U MAMOK;

— 3arpy3ka (ainos;

— mepemenieHue (ainos;

— TPOCMOTP COAEPIKUMOTO KOP3UHBI, BOCCTAHOBJIEHUE yJaJIEHHBIX OOBEKTOB,
UX OKOHYATEJIbHOE YIaJICHUE U NOJIHASL OYNUCTKA KOP3UHBI;

— yIpaBJieHHE AOCTYIIOM K (paiiiiaM U MankaM: BblJlaya U OT3bIB MPaB 1P yIrUM
nosb3oBatensiM ¢ ypoBHimu UUTATEJIb (nmpocmoTp u ckauuBanue), ABTOP
(3arpy3ka ¢aiinioB, co3ganue mamnok, nep enmenonanue), PEJJAKTOP (miep ememienue,
ynanenne), BJIAJIEJIEL] (Bce mpenpiaymue npasa + yrpaBJIeHUE MpaBaMu JOCTyTa);

— CO3JJaHHME M OT3bIB MYyOJUYHBIX CCHUIOK Ha OOBEKThI; YPOBHH AYCTyMa:
YUTATEJIb (mpocmotp u ckaunuBanue), ABTOP (3arpy3ska ¢aitnos, coznanue namnox,
nepeumeroBanue), PEJIAKTOP (niepemerienue, ynaiaeHue);

— CHCTeMa MOMCKAa: MOUCK [0 UMEHH, TOJTHOTEKCTOBBIN MOUCK, CEeMaHTHYECKU
MOMCK, a TAK)KE THOP UIHBIHN P €XKUM;

— Benenue Al-nuanora ¢ coaepKUMbIM JOKYMEHTA;

— 3agaHue BonpocoB Al-yaty no dainy;

— nOpocMOTp ucTtopuu yata c Alj

— OYHCTKa UCTOpUM yaTa ¢ Al;

— COpPTUPOBKAa OOBEKTOB.

Jlucm
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Ha  pucynke 14 npeacraBnena  UML-mumarpamMma  mpeLEeHIEHTOB
ABTOPHU30BAHHOTI'O ITOJb30BATCIIA.
OGnayHoe XpaHUNALLE
Ynpaeneuwe npodgunem ‘Ynpaenexue goctynom
DeOCTAENEHNE AOCTYT
CMeHa napona no noute
DenoCTAENEHHE ADCTYH
Brix0q W3 y4eTHON 3anncu N0 NyGNMYHOI Cebinke
~ TpoCMOTP BhifAHHBIX
YaaneHue yueTHon NOCTYNOB
3annck
SKTUDOEAHWE NHUHSL @
LaHHBDX
W [} | CucTema noMcka
EpedMeHoEaHMe (aind )
Py— TOUCK MO MMeHU diaiina
@ Mouck no Tumy @
ABTOPUZ0EAHHEIA MOML30BATEN i
<<inclg.|de=>
PaGoTa ¢ KOP3WHOW
BOCCTAHOBNEHWE W3 _
KOP3MHEI Al-var no dainy
3afaTe Bonpoc Al no
POCMOTDETE HCTOPHMED
UMCTHTE MCTOPHIO YaTa
Al

Pucynox 14 — UML-nuarpamma np €eHeHTOB aBTOPU30BAHHOTO MOJIb30BATEIS
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4.4 Onucanue OCHOBHBIX KOMIIOHEHTOB

B nanHoM nojgpasjene paccMaTpUBaeTcs peain3alusi OCHOBHBIX KOMIIOHEHTOB
CUCTEMBI U TJIAaBHBIX (DYHKIHI BEO-TP MITOKESHUS: YIPaBICHUS JOCTYIIOM M CHCTEMBI
MOUCKA.

4.4.1 OcnoBnoi#i cepBuc (backend)

MukpocepBuc backend paspaboran Ha sA3bIKE MpOrpaMMHUpOBaHUS Java u
pabortaer Ha mopty 8080 M peanusyer cCienyroIyue MoJb30BaTEIbLCKUE CIIEHAP UH:
perucrpanusi, aBTOpHU3aIus, 3arpy3Ka U CKaunBaHue (ailioB, yrpaBlIeHHE TIpaBaMu
JOCTyTIa, Tp 0(hrIeM MOJTb30BaATENsl, KOP3UHOM U MMy OJUYHBIMU CCHIJIKAMHU.

I'enepanus u Banuaanus JWT-TokeHOB p eamnzoBaHo yepe3 koMmnoHeHT JwtUtil.
ToOKeH COIep X UT MOUTy, JaTy BbIJIa4u U UCTEeYeHUs TOKeHa. Ko 3Toro KoMrnoHeHTta

pcacTaBJICH B JINCTUHI'C 1.

Jluctunr 1. JwtUtil:

@Component
@S1f4j
public class JwtUtil {

@Value ("${app.jwt.secret}")
private String secret;

@Value ("${app.jwt.expiration}")
private Long expiration;

private SecretKey getSigningKey () {
byte[] keyBytes = Decoders.BASE64.decode (secret);
return Keys.hmacShaKeyFor (keyBytes) ;

}

public String generateToken (UserDetails userDetails) {
return generateToken (new HashMap<> (), userDetails);

}

public String generateToken (Map<String, Object> extraClaims,
UserDetails userDetails) {
return Jwts.builder ()
.claims (extraClaims)
.subject (userDetails.getUsername () )
.1ssuedAt (new Date())

Jlucm
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.expiration (new Date(System.currentTimeMillis () +
expiration))

.signWith (getSigningKey())

.compact();

}

public boolean isTokenValid(String token, UserDetails

userDetails) {

try |
final String username = extractUsername (token) ;

return username.equals (userDetails.getUsername()) &&

!isTokenExpired (token) ;
} catch (Exception e) {
return false;

}
}

public String extractUsername (String token) {
return extractClaim(token, Claims::getSubject);

}

public Date extractExpiration (String token) {
return extractClaim(token, Claims::getExpiration);

}

public <T> T extractClaim(String token, Function<Claims, T>

claimsResolver) {
final Claims claims = extractAllClaims(token) ;

return claimsResolver.apply(claims);

}

private Claims extractAllClaims (String token) {
return Jwts.parser()
.verifyWith (getSigningKey () )
.build()
.parseSignedClaims (token)
.getPayload ()

}

private boolean isTokenExpired(String token) {
return extractExpiration (token) .before(new Date()) ;

}

[Ipu xaxxnoMm BxopsmeM 3anpoce ¢puinbTp JwtAuthenticationFilter nu3pnekaer
TOKEH U3 3aroJjioBka Authorization, p oBepsieT €ero 1 NoOMeIIaeT 1aHHbIE N0Jb30BATENS B
SecurityContextHolder. JwtAuthenticationFilter sBnsiercs ¢unpTpoM Kiacca

OncePerRequestFilter u3 momyins Spring Security. Ko aToro dunetpa npeacraBiicH B

JINCTUHTE 2.
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Jluctunar 2. JwtAuthenticationFilter:

@Component

@RequiredArgsConstructor

@s1f4jy

public class JwtAuthenticationFilter extends OncePerRequestFilter {

private final JwtUtil jwtUtil;
private final UserDetailsService userDetailsService;

@Override

protected void doFilterInternal (
@NonNull HttpServletRequest request,
@NonNull HttpServletResponse response,
@NonNull FilterChain filterChain

) throws ServletException, IOException ({

final String authHeader =
request.getHeader ("Authorization");

final String queryToken = request.getParameter ("token");

String jwt = null;
if (authHeader != null && authHeader.startsWith ("Bearer "))

jwt = authHeader.substring(7);

} else if (queryToken != null && !queryToken.isBlank()) {
jwt = queryToken;

}

if (jwt == null) {
filterChain.doFilter (request, response);
return;
}
try {
final String userEmail = jwtUtil.extractUsername (Jjwt) ;
if (userEmail != null &é&
SecurityContextHolder.getContext () .getAuthentication() == null) {

UserDetails userDetails =
userDetailsService.loadUserByUsername (userEmail) ;
if (jwtUtil.isTokenValid(jwt, userDetails)) {
UsernamePasswordAuthenticationToken authToken =

new
UsernamePasswordAuthenticationToken (userDetails, null,
userDetails.getAuthorities());

authToken.setDetails (new
WebAuthenticationDetailsSource () .buildDetails (request)) ;
SecurityContextHolder.getContext () .setAuthentication(authToken) ;
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}
}

} catch (Exception e) {
log.debug ("JWT validation failed: {}", e.getMessage()):;
}

filterChain.doFilter (request, response);

Perucrpanusa u aBTOpH3amMs MOJb30BATENs pPEATU30BAHA YEPE3 CEPBUC
AuthService, KOTOPBI Ip OBepsieT yHUKAILHOCTD TAHHBIX IP U P €TUCTPAIH, XCIIHP yET
napojv U coxpasser moab3oBatens. Kox perucrpanuu u3 AuthService npuBencH B

JINCTUHTE 3.

Jluctuar 2. register():

@Transactional
public String register (RegisterRequest request) {
if (userRepository.existsByEmail (request.getEmail())) {

throw new IllegalArgumentException("Email already
registered") ;
}

if (userRepository.existsByUsername (request.getUsername ()))

throw new IllegalArgumentException("Username already
taken") ;

}
String verificationToken = UUID.randomUUID ().toString()

User user = User.builder ()
.email (request.getEmail())
.username (request.getUsername () )

.passwordHash (passwordEncoder.encode (request.getPassword()))
.firstName (request.getFirstName ())
.lastName (request.getLastName () )
.i1sEmailVerified (false)
.emailVerificationToken (verificationToken)
.emailVerificationExpires(Instant.now () .plus (24,
ChronoUnit .HOURS) )
.storageUsed (0L)
.storagelLimit (10737418240L)
.isDeleted(false)
Lbuild () ;

userRepository.save (user) ;
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String link = baseUrl + "/api/auth/verify-email?token=" +
verificationToken;
rabbitTemplate.convertAndSend (
RabbitMQConfig. EMATL EXCHANGE,
RabbitMQConfig.EMAIL ROUTING KEY,
new EmailMessage (user.getEmail (), "IlomTeBepxieHme email",
"email-verification", link, user.getUsername (),
null)
) ;

return "Registration successful. Please check your email to
verify your account.";

}

4.4.2 Peanuzanus ynpaBJeHUs TOCTYTIOM

VYmupaBnenne nocTynoM peann3oBaHo B MHKpocepBrce backend. CymectByer
yetblpe ypoBHsanpas: READ, CONTRIBUTE, WRITE u OWNER. Kaxnpiii ypoBeHb
BBIIIE TOMPUBENErUsIM BKIO4YaeT mNpeasiaymuii. CymHocTh mpaB JoCTyna U HX

uepapxXuest Ip eICTaBIeHa B JIMCTUHIE 4.

JIuctunr 4. AccessPermission:

@Entity

@Table(name = "access permissions")
@Getter @Setter

@NoArgsConstructor
@AllArgsConstructor

@Builder

public class AccessPermission {

public enum PermissionLevel ({
READ, CONTRIBUTE, WRITE, OWNER;

public boolean includes(PermissionLevel other) {
return this.ordinal() >= other.ordinal ();

}
}

@Id
@GeneratedValue(strategy = GenerationType.IDENTITY)
private Long id;

@ManyToOne (fetch = FetchType.LAZY)
@JoinColumn (name = "object id", nullable = false)
private StorageObject object;

@ManyToOne (fetch = FetchType.LAZY)
@JoinColumn (name "grantee id")
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private User grantee;

@Enumerated (EnumType.STRING)
@Column(name = "permission level", nullable = false)
private PermissionLevel permissionlevel;

@ManyToOne (fetch = FetchType.LAZY)
@JoinColumn (name = "granted by", nullable = false)
private User grantedBy;

@Column(name = "granted at")
private Instant grantedAt = Instant.now();

IIpaBaHa 0OBEKT P OBEPSAFOTCS CICAYIONTAM 00pa30M: 00X OIATCS P OTUTEIHCKHE
ITAIIKU BBEPX M0 ME€papXUH I P OBEPKU OI'PaHUUYEBAIOLINX IIPAB, €CIIH BIAJEIbLEM
KOpPEHEBOU IMAIIKK SBJISIETCS CaM IO0JIb30BaTENb, TO BO3BPAILAETCS YPOBEHb JIOCTYyIIA
OWNER, wuHaue mnpoBepsieTcss NpsMONM YpOBEHb JOCTyna Ha OOBEKT U
yHacie1oBaHHbIi. Ko 1eMOHCTpHpyrOLMii OpeiesIeHHEe yP OBHs ITpaB Mp €CTaBIICH B

JIUCTHUHTE 5.

Jluctunr 5. FileService.getEffectivePermission():

public PermissionLevel getEffectivePermission (User user,
StorageObject obj) {

boolean isObjectOwner =
obj.getOwner () .getId () .equals(user.getId()) ;

PermissionlLevel inheritedCap = null;
StorageObject current = obj.getParent();
int depth = 0;
while (current != null && depth < 50) {
if (!current.getOwner () .getId() .equals (user.getId())) {

Optional<AccessPermission> perm =
permissionRepository.findByObjectAndGrantee (current, user);

if (perm.isPresent()) {
inheritedCap = perm.get () .getPermissionLevel () ;
break;
}
}
current = current.getParent();
depth++;
}
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if (isObjectOwner) {
return inheritedCap != null ? inheritedCap
PermissionLevel .OWNER;

}

Optional<AccessPermission> directPerm =
permissionRepository.findByObjectAndGrantee (obj, user);

if (directPerm.isPresent()) return
directPerm.get () .getPermissionlLevel () ;

return inheritedCap;

}

Brinauanpas peanmu3oBana uepe3 merof FileService.grantPermission(). Borgats
npaBa MOJXKET TOJbKO moJib30oBaTenb ¢ ypoBHeM mnpaB OWNER. Koga

ACMOHCTPpHP YI-OLHI/Iﬁ BbIJJa4y IIpaB IpCACTABJICH B JIMCTHHIC 6.

Jluctunr 6. FileService.grantPermission():

@Transactional
public void grantPermission(User granter, UUID objectUuid,
GrantPermissionRequest request) {
StorageObject obj = getObjectOrThrow(objectUuid) ;
checkPermission (granter, obj, PermissionLevel.OWNER) ;

User grantee =
userRepository.findByEmail (request.getEmail ())

.orElseThrow (() -> new
ResourceNotFoundException ("User not found: " + request.getEmail()));
if (grantee.getId() .equals(granter.getId())) {

throw new IllegalArgumentException("Cannot grant
permission to yourself");

}

AccessPermission existing =
permissionRepository.findByObjectAndGrantee (obj,
grantee).orElse (null);

if (existing !'= null) {
existing.setPermissionLevel (request.getPermission());
permissionRepository.save (existing) ;
} else {
AccessPermission perm = AccessPermission.builder ()
.object (ob7j)

.grantee (grantee)

.permissionLevel (request.getPermission())

.grantedBy (granter)

Jouild() ;
permissionRepository.save (perm) ;
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OT13BIB IIpaB p eam3oBad uep e3 meToa FileService.revokePermission(). Oto3BaTh
npaBa MOXET TOJBKO Mojb30BaTenb ¢ ypoBHeM nmpaB OWNER. Ilpu o13siBe npas
yAansercs 3anuch U3 TabJHIbl access_permissions. Ko AeMOHCTp Mp yIOIIMIA OT3bIB

IpaB IpCaACTAaBJICH B JIMCTUHI'C 7.

JIuctuar 7. FileService.revokePermission():

@Transactional
public void revokePermission (User revoker, UUID objectUuid, Long
granteelId) {
StorageObject obj = getObjectOrThrow(objectUuid) ;
checkPermission (revoker, obj, PermissionLevel.OWNER) ;
User grantee = userRepository.findById(granteeld)
.orElseThrow (() -> new
ResourceNotFoundException ("User not found"));
permissionRepository.deleteByObjectAndGrantee (obj, grantee);

}

[lyOnuunbie cChUIKM co3faroTcs depe3 meron createShareLink(), xoTopwrit
reHepupyet cnyuyannbii UUID-TokeH, coxpaHseT ypOBEHb NOCTyNa U AATy UCTCUCHUS
ccbuiku. s moctyma mo 3ToH cchuike peanu3oBaH Meron resolvePublicToken(),
KOTOPBIA MPOBEPSIET JACUCTBUTENIbHA JIM CChUIKA. DTH METOJBI pealuajn30BaHbl B

cepBuce ShareLinkService. Ix koa npeacTaBiieH B JUCTUHTE 8.

JIuctunr 8. createShareLink() u resolvePublicToken():

@Transactional
public SharelLinkDto createSharelink(User user, UUID objectUuid,
SharelLinkRequest request) {
StorageObject obj =
fileService.getObjectOrThrow (objectUuid) ;
fileService.checkPermission (user, obj,
PermissionLevel .OWNER) ;

Permissionlevel permission = request.getPermission() != null
? request.getPermission() : PermissionLevel.READ;
if (permission == PermissionLevel.OWNER) {

throw new IllegalArgumentException("Cannot create a
public share link with OWNER permission");
}

SharelLink link = Sharelink.builder ()
.token (UUID.randomUUID () .toString())
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.object (obj)

.createdBy (user)

.permissionLevel (permission)
.expiresAt (request.getExpiresAt ())
.1sActive (true)

.build();

sharelLinkRepository.save (link) ;
return toDto (link);

public SharelLink resolvePublicToken (String token) {
Sharelink link =
sharelLinkRepository.findByTokenAndIsActiveTrue (token)

.orElseThrow (() -> new
ResourceNotFoundException ("Share link not found or inactive"));
if (link.getExpiresAt() !'= null &&
link.getExpiresAt () .isBefore (Instant.now())) {

throw new ResourceNotFoundException ("Share link
expired") ;
}

return link;

4.4.3 Peanuzanusi CUCTEMbI IOUCKA

[TonapexuBaercs cieayoIue p eAXUMbI TOUCKA: MO0 HA3BaHUIO, TOJTHOTEKCTOBBIH,
CEMAHTUYECKUA U TUOPUIAHBIN, COBMEIIAIONIUN MOJHOTEKCTOBBIM M CEMaHTUYECKUI
nouck uepe3 anroputm RRF. 3anpoc noucka mapuipytusupyercsa B backend cepBuc.

Map mp yTu3zanus oucKa np eCTaBiIeHa B JIMCTUHTE 9.

JIuctunr 9. Mapmpyrtuzanus noucka B FileService.search():

if ("semantic".equals(type)) {
if (request.getQuery () == null ||
request.getQuery() .isBlank()) return List.of();

final Long finalFolderId = folderId;
if (isShared) {
return semanticOrHybridShared (user,
request.getQuery(), true)

.stream()

.filter(dto -> finalFolderId == null ||
isInSubtreeByUuid (dto.getUuid(), finalFolderId))

.toList () ;

}

return searchServiceClient.semanticSearch (user.getId(),
request.getQuery())
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.stream/()

.map(r -> r.getUuid() != null
2
storageObjectRepository.findByUuidAndIsDeletedFalse (r.getUuid() ) .orE
lse(null)
null)

.filter (Objects::nonNull)
.filter (o ->
o.getOwner () .getId () .equals (user.getlId()))

.filter (o -> finalFolderId == null ||
isInSubtree (o, finalFolderId))

.map(o -> toDto (o, user))

.toList ()

}

if ("name".equals (type)) {
String g = (request.getQuery() != null &&
!request.getQuery () .isBlank())
? request.getQuery () : null;
if (g == null) return List.of();
List<StorageObject> nameResults;
if (isShared && folderId != null) {
nameResults =
storageObjectRepository.searchByNameSharedInFolder (folderId, g,
request.getMimeType (), dateFrom, dateTo);
} else if (isShared) {
nameResults =
storageObjectRepository.searchByNameShared (user.getId (), g,
request.getMimeType (), dateFrom, dateTo);
} else if (folderId != null) {
nameResults =
storageObjectRepository.searchByNameInFolder (user.getId (), folderId,
g, request.getMimeType (), dateFrom, dateTo);
} else {
nameResults =
storageObjectRepository.searchByName (user.getId (), g,
request.getMimeType (), dateFrom, dateTo);
}
return nameResults.stream()
.sorted (buildComparator (request.getSortBy (),
request.getSortDir()))
.map(o —-> toDto (o, user))
.toList ();
}

if ("all".equals(type)) {
if (request.getQuery () == null ||
request.getQuery() .isBlank()) return List.of();

final Long finalFolderId = folderId;
if (isShared) {
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return semanticOrHybridShared (user,
request.getQuery(), false)

.stream()

.filter(dto -> finalFolderId == null ||
isInSubtreeByUuid (dto.getUuid(), finalFolderId))

.toList () ;

}

return searchServiceClient.hybridSearch (user.getId(),
request.getQuery())

.Sstream ()
.map(r -> r.getUuid() != null
p)
storageObjectRepository.findByUuidAndIsDeletedFalse (r.getUuid()) .orE

lse(null)
null)

.filter (Objects::nonNull)

.filter (o ->
o0.getOwner () .getId () .equals (user.getlId()))

.filter (o -> finalFolderId == null ||
isInSubtree (o, finalFolderId))

.map(o -> toDto (o, user))

.toList ();

}
[Touck 1m0 WMEHM U TOJHOTEKCTOBBIM BBIMOJHAETCS IOJHOCTHIO CHIAMU
PostgreSQL. ITouck no nmenu Beinonusercs ¢ nomouipto ILIKE, a mosHOTEKCTOBBIM €
nomo1bto oss content tsv tuna TSVECTOR. Kop peanuzanuu 3Tux BUI0B MOUCKA

npenacrasieH B auctunre 10.

JIucturar 10. [ToJTHOTECKTOBBIM U TOUCK IO UMEHHU:

wwn

@Query(value =
SELECT * FROM storage objects
WHERE owner id = :ownerld
AND is deleted = false
AND name ILIKE '$' || :query || '
AND (CAST (:mimeType AS TEXT) IS NULL OR mime_type ILIKE
CAST (:mimeType AS TEXT) || 'S'")
AND (CAST (:dateFrom AS TEXT) IS NULL OR updated at >=
CAST (:dateFrom AS TIMESTAMP) )
AND (CAST (:dateTo AS TEXT) IS NULL OR updated_at <=
CAST (:dateTo AS TIMESTAMP) )
ORDER BY updated at DESC
LIMIT 100
""", nativeQuery = true)
List<StorageObject> searchByName (
@Param ("ownerId") Long ownerId,
@Param ("query") String query,

|l

o
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@Param ("mimeType") String mimeType,
@Param ("dateFrom") String dateFrom,
@Param ("dateTo") String dateTo

) ;

mmon

@Query(value =
SELECT * FROM storage objects

WHERE owner id = :ownerld
AND is deleted = false
AND (

(CAST (:query AS TEXT) IS NULL OR name ILIKE '$' ||
CAST (:query AS TEXT) || '%'")
OR (CAST (:query AS TEXT) IS NOT NULL AND CAST(:gquery AS
TEXT) <> '!'
AND content tsv (@@ plainto tsquery('russian',
CAST (:query AS TEXT)))
)
AND (CAST (:mimeType AS TEXT) IS NULL OR mime type ILIKE
CAST (:mimeType AS TEXT) || '$'")
AND (CAST (:dateFrom AS TEXT) IS NULL OR updated at >=
CAST (:dateFrom AS TIMESTAMP) )
AND (CAST (:dateTo AS TEXT) IS NULL OR updated at <=
CAST (:dateTo AS TIMESTAMP) )
ORDER BY updated at DESC
LIMIT 100
""",  nativeQuery = true)
List<StorageObject> advancedSearch (
@Param ("ownerId") Long ownerId,
@Param ("query") String query,
@Param ("mimeType") String mimeType,
@Param ("dateFrom") String dateFrom,
@Param ("dateTo") String dateTo
) ;

[Ipu cemanTHYeCKOM M THOpHUIHOM ToHcke backend MuKpocepBHUC OTIIpaBIseT
3ampoc Ha 3TU BHIBI Toucka B search-service. [Ipu cemMaHTHYECKOM TIOHCKE
MIPOUCXOJIUT TEpBOHAYANIBHBIA MOUCK PEJIEBAHTHBIX (DailloB depe3 BEKTOPU3AIMIO
3ampoca W TMOUCK ONIDKaWIIuMX cocened MoJenbio bge-m3, nanbiie peraeBaHTHBIN
CHMCOK OTHpaBSIETCSl HAa MepepaHKUpOBaHUE B MUKpPOCEpBHUC reranker-service c

Mojenbio bge-reranker-v2-m3. Ko mis onenku daiina npeacrapieH B auctuare 1 1.

Jluctunr 11. SemanticSearchService.searchByChunks():

private List<SemanticSearchResult> searchByChunks (Long ownerId,
String query,

float[]
queryEmbedding, List<ChunkRow> chunks) {
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Map<Long, Double> maxScoreByObject = new HashMap<> () ;
Map<Long, String> bestChunkTextByObject = new HashMap<>();

for (ChunkRow chunk : chunks) {
double score =
embeddingService.cosineSimilarity (queryEmbedding,
chunk.embedding () ) ;
Double prev = maxScoreByObject.get (chunk.objectId());
if (prev == null || score > prev) {
maxScoreByObject.put (chunk.objectId (), score);

bestChunkTextByObject.put (chunk.objectId(),
chunk.chunkText () ) ;
}
}

log.debug ("Scored {} chunks - {} distinct objects for owner
{}", chunks.size(),
maxScoreByObject.size (), ownerId);

List<EmbeddingRow> allRows =
embeddingRepository. findEmbeddingsByOwner (ownerId) ;
Map<Long, EmbeddingRow> metaById = new HashMap<> () ;
for (EmbeddingRow row : allRows) metaById.put (row.id (),
row) ;

List<SemanticSearchResult> sorted =
maxScoreByObject.entrySet () .stream()
.map (e -> {
EmbeddingRow meta = metaById.get(e.getKey());

String name = meta != null ? meta.name ()
"unknown";
String mime = meta != null ?
meta.mimeType() : null;
UUID uuid = meta != null ? meta.uuid()
null;

String chunkText =
bestChunkTextByObject.get (e.getKey()) ;

return new SemanticSearchResult (e.getKey (),
uuid, name, mime, e.getValue (), chunkText);

})

.sorted (Comparator.comparingDouble (SemanticSearchResult: :getScore) .r
eversed())
.toList () ;
return applyFilters (sorted, query);
}
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[Ipu ruOpuAHOM MOUCKE PE3yIbTaThl MOJHOTECKTOBOTO U CEMAHTUYECKOTO
noucka 0e3 mepepamkupoBanus o0beauHsAt0TCsa anroputMoM RRF, a motom oOmuit
cnucok nocine RRF nomaerca B mukpocepsuc nepepamwxkupoBanus. Anroputm RRF
COCTOHWT B CIEIYIOLIEM: IOCJE TOJHOTEKCTOBOTO U CEMaHTHYECKOTO IMOHuCKa 0e3
Tiep ep aHKUPOBAHUS TIOJTydaeM 2 criucka U hopMupyeM opeHKY ISl KaKJ0TO CITUCKA U
daitna popmynoit 1/(k + rank), rae k = 60. Kox ruOpuaHoro movcka mpeicraBicH B

auctuare 12.

Jluctunr 12. HybridSearchService.search():

public List<SemanticSearchResult> search (Long ownerId, String query)

{
if (query == null || query.isBlank()) return List.of ();

List<Long> bm25Ids = bm25Search(ownerId, query):;
log.debug ("BM25 returned {} results", bm25Ids.size())

List<SemanticSearchResult> semanticResults =
semanticSearchService.searchWithoutRerank (ownerId,
query) ;
log.debug ("Semantic returned {} results (no rerank)",
semanticResults.size())

Map<Long, Double> rrfScores = new HashMap<> () ;

for (int i = 0; 1 < bm25Ids.size(); i++) {
long id = bm25Ids.get (i)
rrfScores.merge (id, 1.0 / (RRF_K + i + 1), Double::sum);

for (int i = 0; 1 < semanticResults.size(); 1i++) {
long id = semanticResults.get(i).getId();
rrfScores.merge (id, 1.0 / (RRF_K + i + 1), Double::sum);

if (rrfScores.isEmpty()) return List.of();

Map<Long, SemanticSearchResult> metaMap = new HashMap<> () ;
for (SemanticSearchResult r : semanticResults)
metaMap.put(r.getlId(), r):;

Set<Long> missinglds = new HashSet<>(rrfScores.keySet());
missingIds.removeAll (metaMap. keySet());
if (!missingIds.isEmpty()) {
loadMetadata(missingIds) .forEach(r ->
metaMap.put(r.getlId(), r)):;
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List<SemanticSearchResult> merged =
rrfScores.entrySet () .stream ()
.sorted (Map.Entry.<Long,
Double>comparingByValue () .reversed())
.limit(MAX_FINAL_RESULTS)
.map (e -> {
SemanticSearchResult meta =
metaMap.get (e.getKey () ) ;
if (meta == null) return null;
return new SemanticSearchResult (
meta.getId (), meta.getUuid(),
meta.getName (), meta.getMimeType (),
e.getValue (),
meta.getChunkText () ) ;

1)
.filter (Objects: :nonNull)

.tolList () ;

log.debug ("Hybrid RRF returned {} merged results for query
"{}'", merged.size (), query);

List<SemanticSearchResult> reranked =
rerankService.rerank (query, merged) ;

log.debug ("After rerank: {} results for query '{}'",
reranked.size (), query);

return reranked;

4.4.5 CepBuc yata ¢ fokymentamu (chat-service)

CepBu chat-service pabotaer Ha mnopty 8084 u HammcaH Ha S3BIKE
nporpammupoBanus Java. B ocHoBe cepBuca nexut RAG apxurekrypa: u3BjicucHue
pEJIEBAaHTHBIX MAaTEpHUAJOB M TEeHepauus Ha ee OCHOBe ¢ nmomombro LLM otBera
M0JI30BATEIIO.

[Ipu mnocrymnenuun B chat-service Bompoca MOJb30BaTENs MHKPOCEPBUC
oOpamaercs k search-service 3a HauOoJiee peleBAHTHBIMM YaHKAMH JJIsi KOHTEKCTa
daiina. Ilocne chat-service reHepupyer MPpOMT Ha OCHOBE BOMPOCAa W KOHTEKCTa U
oTrnpanisieT 3ToT mpoMT B Ollama 115 reHepaiuu 0TBeTa MOJIH30BATENI0 HA OCHOBE
Monenu qwen2.5:3b. Mogens B cBOIO odepenr oTBedaer depe3d SSE-cTpuMuHT H
MOJIb30BaTeb B PEalbHOM BpeMeHHU BUANT Kak Al-accucteHT emy oTBeuaer. Bompoc

MNOJB30BaTC/IA M OTBECT ACCUCTCHTA 3allMChIBAIOTCA B 6a3y JAaHHBIX . Jluctuar 8
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JIEMOHCTp UpYeT KiItoueBoi pparment metona. RAG-koHBeiep co CTpUMHUHTOM OTBETa

yepe3 SSE npencrasiieH B auctuHre 13.

Jluctunr 13. FileChatService:

@Service
@RequiredArgsConstructor
@s1f4jy

public class FileChatService {

private static final int RAG TOP K = 6;

public static final long SSE TIMEOUT MS = 180 000Lj;

private final FileAccessChecker accessChecker;
private final SearchServiceClient searchClient;
private final OllamaClient ollamaClient;

private final ChatMessageRepository messageRepo;

public List<MessageResponse> getHistory (UUID fileUuid, Long
userId) {
FileInfo file = accessChecker.getFileOrThrow(fileUuid,
userId) ;
return messageRepo.findByObjectAndUser (file.getId(),
userId) ;

}

public void clearHistory (UUID fileUuid, Long userId) {
FileInfo file = accessChecker.getFileOrThrow(fileUuid,
userId) ;
int deleted =
messageRepo.deleteByObjectAndUser (file.getId(), userId);
log.debug ("Cleared {} chat messages for object={} user={}",
deleted, file.getId(), userId);
}

public SseEmitter streamChat (UUID fileUuid, Long userId, String
question) {
SseEmitter emitter = new SseEmitter (SSE TIMEOUT MS);
FileInfo file = accessChecker.getFileOrThrow(fileUuid,
userId);

CompletableFuture.runAsync(() -> {
try {

messageRepo.save (file.getId (), userId, "user",
question) ;

List<String> chunks = searchClient.getChatContext (
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file.getId(), file.getOwnerId(), question,
RAG TOP K) ;

String context = chunks.isEmpty ()

? " (KOHTEeKCT He HaumeH - dana eumeé He
IIPOMHIOEKCUPOBAH MJM HE COHOEepXUT Texcrta)"
String.join ("\n\n---\n\n", chunks);

String systemPrompt = """

Tel — yYMHBIM aCCUCTEHT IJigd paboTe C
OOKyMeHTaMMm. \

Tebe npenmocTaBJIEHE QOpPaTrMeHTH M3 Qalja «sS».

[TpaBwmia:

1. OTBeuall TOJIBKO Ha OCHOBE MPeNOCTaBJIEHHOTO
KOHTEKCTa.

2. Ecim oTBeTa HEeT B KOHTEKCTE — YeCTHO
ckaxmu o6 sToM, \

He NpUOyMbBaM MHOOPMALMDO.

3. OTBeuay Ha TOM Xe SA3EKe, YTO UM BOIPOC
[IOJIb30BaTEJIA .

4. Iurupy¥ KOHKpPETHBE MecCTa M3 TeKCTa, eCJu
3T0 YMECTHO.

KonTexkcr mus damnia:
%s
"nr_ formatted (file.getName (), context);

StringBuilder fullAnswer = new StringBuilder ();

ollamaClient.streamChat (systemPrompt, question,
token -> {
fullAnswer .append (token) ;
try {

String sseToken = token.replace ("\n",
"\\n")'replace(" ", "\\S");

emitter.send (SseEmitter.event () .name ("token") .data (sseToken) ) ;
} catch (IOException e) {
throw new RuntimeException ("SSE send

failed"™, e);

1) ;

messageRepo.save (file.getId (), userId, "assistant",
fullAnswer.toString()) ;
emitter.send (SseEmitter.event () .name("done") .data (" [DONE]")) ;

emitter.complete();

} catch (Exception e) {
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log.error ("Chat stream error for file={} user={}:
{1", fileUuid, userId, e.getMessage(), e);
try {
emitter.send(SseEmitter.event ()
.name ("error")
.data ("Oumbka reHepaumum oTBeTa: " +

e.getMessage ()));
} catch (IOException ignored) {}
emitter.completeWithError (e);

1)

return emitter;

4.4.6 CepBuc OTHpaBKU 3JIEKTPOHHOU MOYTHI (email-service)

MukpocepBuc email-service HamWcaH Ha s3bIKE MpOTpaMMUpoOBaHus Java u
pabortaer ad nopty 8083. CepBHUC OTBEYAET 3a OTHPABKY IHCEM IOJb30BATEIAM U
nmoanicad Ha ouepeab RabbitMQ email.queue. EmailConsumer momydaer cooOmieHue

EmailMessage u otmpasisier mucbmo udepe3 JavaMailSender. Koa npencraien B

nuctuHre 14.

Jluctunr 14. EmailConsumer:

@RabbitListener (queues = RabbitConfig.EMAIL QUEUE)
public void handleEmailMessage (EmailMessage message) {
try |
Context ctx = new Context ();
ctx.setVariable ("username", message.getUsername());
ctx.setVariable ("1link", message.getLink ());
ctx.setVariable ("body", message.getBody ()):

String html;
try A
html = templateEngine.process (message.getTemplate (),
ctx);
} catch (Exception e) {
log.warn ("Template '{}' not found, using fallback",

message.getTemplate()) ;
html = buildFallbackHtml (message);

}

MimeMessage mime = mailSender.createMimeMessage() ;
MimeMessageHelper helper = new MimeMessageHelper (mime,

true, "UTF-8");
helper.setFrom("noreplyW@cloudstorage.app");
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helper.setTo(message.getTo());
helper.setSubject (message.getSubject () ) ;
helper.setText (html, true);
mailSender.send (mime) ;

log.info ("Email sent to {}: {}", message.getTo (),
message.getSubject ());
} catch (Exception e) {
log.error("Failed to send email to {}: {}",
message.getTo(), e.getMessagel()):

}

4.4.7 CepBuc niep epamwkupoBanus (reranker-service)

MukpocepBUC TpepepaHXUpOBaHU HAMKMCAaH Ha S3bIKE MPOrpaMMUPOBAHUS
Pythonupabotaer Ha nopty 8082. Cep BUC BHITIOJHSET MEP €paHKUP OBAHUE HA OCHOBE
COTIOCTaBJICHUS BOTIP OCa MOJIb30BATEINS U TECTA C MOMOIIbIO MoAenu bge-reranker-v2-
m3. B cepBuc nep ep aHXupoBaHUs JAHHBIE [IEP €1AI0TCS Yep €3 3aNPOC OT MUKP OCEpPBHUCA
search-service ¢ peleBaHTHBIM CITUCKOM (paiiyioB rocie paHXup OBaHUS Yepe3 BEKTOP bl
Moienbio bge-m3. C moMoIIbIo 3TOI0 MUKP OCEPBHCA e EPAHKUP OBAHUS J10CTUTAETCS
BBICOKasi TOUHOCTh p ¥ oucke. Kox 3anpoca u otBera n3 RerankService npencrasnen

B JTUCTHUHTE 15.

Jluctuur 15. RerankService:

@Data

static class RerankRequest
private final String query;
private final List<String> documents;
private final Integer top n;

@Data

static class RerankResponse {
private List<RerankResult> results;
private String model;
private int ms;

@Data

static class RerankResult {
private int index;
private double score;
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public List<SemanticSearchResult> rerank (String query,
List<SemanticSearchResult>
candidates) {
List<String> documents = candidates.stream()
.map (this::resolveDocText)
.collect(Collectors.toList())

RerankRequest request = new RerankRequest (query, documents,
topN) ;
RerankResponse response = restTemplate.postForObject (
rerankerUrl + "/rerank", request, RerankResponse.class);

return response.getResults () .stream()
.map (r -> {
SemanticSearchResult orig =
candidates.get (r.getIndex()) ;
return new SemanticSearchResult (
orig.getId(), orig.getUuid(), orig.getName (),
orig.getMimeType (), r.getScore(),
orig.getChunkText ()) ;
})
.collect(Collectors.tolList());

Kon nepepanxxup oBanus npeacraBiieH B 1 6 nucTuHre.

Jluctuar 16. Metoas! rerank u _score pairs:

@app.post ("/rerank", response model=RerankResponse)
def rerank (req: RerankRequest) :
if model is None or tokenizer is None:
raise HTTPException (status code=503, detail="Model not
loaded yet")

if not reg.documents:

return RerankResponse(results=[], model=MODEL NAME, ms=0)
t0 = time.time ()
pairs = [[req.query, doc] for doc in reqg.documents]
scores = _score pailrs(pairs)

def sigmoid(x: float) -> float:
return 1.0 / (1.0 + math.exp(-x))

results = [
RerankResult (index=i, score=sigmoid(s))
for 1, s in enumerate(scores)

]

results.sort (key=lambda r: r.score, reverse=True)
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if reqg.top n is not None:

results = results[: reqg.top n]

elapsed ms = int ((time.time() - t0) * 1000)

log.info(
"Reranked %d docs for query %r — top score=%.4f [%dms]"
len(reqg.documents), reqg.query[:60], results[0].score if

results else 0, elapsed ms,

)

return RerankResponse (results=results, model=MODEL NAME,

ms=elapsed ms)

def score pairs(pairs: list[list([str]]) -> list[float]:
all scores: list[float] = []

for i in range (0, len(pairs), BATCH SIZE):
batch = pairs[i : 1 + BATCH SIZE]

inputs = tokenizer
batch,
padding=True,
truncation=True,
max length=MAX LENGTH,
return tensors="pt",

) .to (device)

with torch.no grad() :
logits = model (**inputs).logits

if logits.dim() == 2:
logits = logits.squeeze (-1)

all scores.extend(logits.cpu() .tolist())
return all scores

4.4.8 Knuenrckoe npunoxenue (frontend)

®poHTeHa BeO-MPUIOXKEHUST HamucaH Ha JavaScript W peanu3oBaHO Kak

ofHOCcTpaHuyHoe npunoxkenue SPA uyepe3 React. Ynpasnenue Qyrentudukammen

npoucxoaut uep e3 AuthContext: KOHTEKCT Mp OBepsieT Halu4due TOKHE B localStorage u

3arpyxaer mp opmis moap3oatens. C moMmonrsio GpyHKmid login u logout ymp apistoTcs

TOKEHBI M COCTOSIHMS ToJib3oBatensa. Kox peanuzanuu AuthContext IIpEeACTaBICH B

nuctuare 17.
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Jluctunr 17. AuthContext:

export function AuthProvider ({ children }) {

const [user, setUser] = useState (null);
const [loading, setlLoading] = useState (true);
const loadUser = useCallback (async () => {
try {
const res = await userApi.getProfile();
setUser (res.data.data) ;
} catch {

setUser (null);
} finally {
setLoading(false) ;

boo 11)3

useEffect (() => {
if (localStorage.getlItem('accessToken')) loadUser () ;
else setloading(false);

}, [loadUser]);

const login = async (email, password) => {
const res = await authApi.login({ email, password });
const { accessToken, refreshToken, user: u } = res.data.data;
localStorage.setltem('accessToken', accessToken);
localStorage.setltem('refreshToken', refreshToken);
setUser (u) ;
return u;

}i

const logout = async () => {
try A
const rt = localStorage.getltem('refreshToken');

if (rt) await authApi.logout(rt):;
} finally {
localStorage.clear();
setUser (null);
}
}i

const refreshUser = async () => {
await loadUser () ;

}i

return (
<AuthContext.Provider value={{ user, loading, login, logout,
refreshUser }}>
{children}
</AuthContext.Provider>
)
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bnarogapss monymnio apijs co3znaercss 3K3eMIUIsip AXiOoS CO CChUIKOHM /api.
[lepexBatuuk 3ampocoB aBromaThuecku nob6asiser JWT-token u3 localStorage B
KaxxJb1i 3anp oc. [Iep exBaTunk oTBeTa 00Op adaThIBacT KaXAblil OTBET U Ipu oTBETa 401
U HAJIMYUMA TOKEHa OOHOBJICHMS BBIMIONHSIET OOMEH Ha access-token u MOBTOpSET
3ampoc, a Ip U OTCYTCTBUM TOKEHA OOHOBIICHUS UJIU €0 UCTCUCHUS TIep CHAIIP aBJIsET Ha

CTpaHuly aBTopu3anuu. Ko 37oro MoyJsist mpencraBieH B JucTuHre 1 8.

Jluctunr 18. api.js:

const api = axios.create ({
baseURL: '/api',
timeout: 60000,

1)

api.interceptors.request.use((config) => {
const token = localStorage.getltem('accessToken');
if (token) config.headers.Authorization = “Bearer ${token}  ;
return config;

1)

api.interceptors.response.use(
(res) => res,
async (error) => {
const original = error.config;
if (error.response?.status === 401 && !original. retry) ({
original. retry = true;
const refreshToken = localStorage.getltem('refreshToken');
if (refreshToken) {

try {

const res = await axios.post ('/api/auth/refresh', {
refreshToken });

const { accessToken } = res.data.data;
localStorage.setItem('accessToken', accessToken) ;
original.headers.Authorization = "Bearer ${accessToken} ;
return api(original);

} catch {
localStorage.clear () ;
window.location.href = '/login';

}

} else {
window.location.href = '/login';

}
}

return Promise.reject (error);
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) 7
Tak kak Axios He nojaepxkuBaeT SSE-ctpuMuHr, To a1t pyHKuui Al-uata Ob110

ucnosub3oBaHo EventSource. Koa nemoncTtpupyercss B aucTuHre 19.

JIuctunr 19. chatApi

export const chatApi = {
getHistory: (uuid) => api.get( /files/S${uuid}/chat/history’),
clearHistory: (uuid) => api.delete( /files/${uuid}/chat/history’),

openStream: (uuid, question) => {
const token = localStorage.getltem('accessToken');
const params = new URLSearchParams ({ g: question, token });
return new
EventSource( /api/files/${uuid}/chat/stream?${params} ) ;
}I
b7

4.5 OcHOBHBIE AJIr'OPUTMBI B3aHMOI[eﬁCTBHﬂ KJIHEHTAa U CepBepa

B nanHoMm mopapasznene moapoOHO OMMCHIBAETCS AJITOPUTM B3aUMOCHCTBHS
MEXy KIIMEHTCKOM 4aCThI0 U MUK OCEP BUCAMHM.
4.5.1 Aaroput™m ayTeHTU(PHUKALIUK U aBTOP U3AIIUU 3aIIP OCOB

ANTOpUTM Nep BUYHOM ayTeHTU(UKAIUK Tp eficTaBieH B Tabmuie 10.

Tabmuma 10 — AaropuT™ nep BUMHO#M ayTeHTU(UKAITAN

VYuacTHUK Omnucanue mara

Knuent [Tonb3oBarens BBOAUT email u maponb B LoginPage, Bri3biBaeTcs pyHKIMSA
login() u3 AuthContext

Knuent 3anpoc /api/auth/login ¢ mouroit u maponaem

backend AuthenticationManager BanuaupyeTr mnapons depe3 BCrypt; mpu Heynaue
Bo3Bpaiaer 401

backend JwtUtil rerepupyer access-rokeH u RefreshToken. Coxpansier refresh-token
B B/

backend Bosspamaer knuenty accessToken, refreshToken, user ¢ kogom 200

Kinnent AuthContext ycTaHaBIuBaeT user B cocTosiHue React u coxpaHseT TOKeHBI B
localStorage
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VYyacTHUK Onucague mara

Knuent [Tons3oBarens nepeHamnpanisercs Ha /files

AJIFOpI/ITM ABTOMATHYCCKOTO OOHOBJICHUS IIOCJIE HCTEUCHHUS accesS-TOKEHa

npeacrasieH B Tadmuie 11.

Tabnuna 11 — AnropuT™M aBTOMaTHYeCKOT0 OOHOBJICHHSI aCCESS-TOKEHA

YdacTHUK Onucanne mara

Knuent Axios-iepexBaTunK q00aBIsieT TOKeH K Authorization B 3ampoce.

backend JwtAuthenticationFilter oOHapy>kuBaeT HCTEKILINN TOKEH.

backend Boszspamaer 401 Unauthorized

Knuent Response-nepexpatunk nepexsarbiBaeT 401, pmar retry = false

Kmuent Otnpasnsiercs 3anpoc POST /api/auth/refresh ¢ refreshToken

backend RefreshTokenRepository HaxoauT TOKEH U MPOBEPSET CPOK ACUCTBUS

backend JwtUtil co3maer HOBBIM access-TOKEH W Bo3Bpamiaer accessToken,
refreshToken u user

Knuent [TepexBatunk coxpanseT HOBBIH accessToken B localStorage

Knuent Hcxonublii 3ampoc moBTOPSAETCS

backend 3anpoc 00pabaTeIBaeTCs YCHEIIHO

4.5.2 AaroputM 3arpy3Kd U UHAEKcaluuu (aiina

Anroput™ 3arpy3ku U uHAekcauuu ¢aiina npeacrasieH B Tadnune 12.

Tabnuma 12 — Anroputm 3arpy3Ku U UHAEKCAIMK Qaiina

YyacTHUK Onucanue mara

Knuent [Tonp3oBarens 3arpysxaet (aiin, Bei3siBactes fileApi.upload()

Knnent Otnpasinsercs 3anpoc POST /api/files/upload

backendst FileService mpoBepsieT DOCTYITHO JIM IMOJB30BATEN0 CBOOOJHOE MECTO ISt
¢aiina

backend I[Ipu parentUuid mnposepsercs Taxxke mnpaBo CONTRIBUTE Ha
POIMTENBCKYIO MANKY

Jlucm

1Ty 1.090301.24.001 113 71

Hsm. | Jlucm Ne doxym. Hoonucwy | Jama




VYyacTHUK

Onucague mara

backend @aiin 3anuceiBaeTcs Ha Auck B /storage/{userld}/{filename}

backend Coznaéres 3amuch storage objects B B/l u oOHoBisiercs storage used
MIOJIb30BATEIIS

backend [Ty6nmukyercst cootre B RabbitMQ Ha mHAekcamnuto daiina

backend BozBpamaer StorageObjectDto  kimeHTy 1 oroOpaxeHus Qaitiaa

I10JIB30BAaTCIIIO

search-service

IndexingConsumer nomy4aer cooOmenue u3 ouepeau search.index.queue

search-service

[Tonydaer cooOmenune u3 ouepenu RabbitMQ u ¢ momompto Apache Tika
u3Biekaet Tekct. [locne u3Bneuenus Tekcra oOHOBIsIETCs content _tsv B 0aze

JaHHBIX

search-service

I'enepupyercst smOeauHT Ha daiin uepes moaens bge-m3 B Ollama

search-service

ChunkingService neauT TeKCT Ha YaHKU

search-service

JI1st KaKIoTo YaHKa co3aaeTcs SMOeIMHT depe3 Moaensb bge-m3 B Ollama u

coxpansiercsi B 0a3y JaHHBIX

4.5.3 Anroput™M ruOpugHOTO TIOUCKa (hailyioB

ANropuT™M ruOpHUIHOTO MOUCKA MpeJICTaBlieH B Tabuuie 13.

Tabnuma 13 — AnroputM ruOp UIHOTO TTOUCKA

YyacTHUK Onmucanue mara

Knuent [Tosb30BatTenb BBOJUT 3a1IPOC

Kinnent Otnpasnsercs 3anpoc POST /api/files/search ¢ ¢puibTpamu B Tene.

backend FileService ompenenser TUN TOWCKAa KaK THUOPUIHBIA M BBI3BIBACT
SearchServiceClient.hybrid Search()

backend SearchServiceClient BBITIOJTHSIET 3armpoc GET

/internal/search/hybrid 7ownerld=...&q=...

search-service

HybridSearchService 3amyckaer mnapajuienbHO IOJTHOTECTOBBIM MOMCK H

CEMAaHTHYECKHI OUCK O€3 nepepaHKupOBaHUs

search-service

BrinonHeHne MOIHOTECKTOBOTO ITIOMCKA

search-service

BrinonHeHHe ceMaHTHYECKOT'O ITOMCKa 4e€pe3 BEKTOPU3alIUIO BOIIPOCa

search-service

OObenuHeHue IByX pe3ysibTaToB noucka no RRF anroputmy
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VYyacTHUK

Onucague mara

search-service

PeneBanTHbIl ciucok nepenaércs B RerankService.rerank()

reranker-service

bge-reranker-v2-m3 mepepaHxupyeT pe3ybTaThl

search-service

B03BpamaeT CITUCOK ITOCJIC IICPCPAHIKHUPOBAHUA

backend

FileService oTnpaBinsier GMHAIBHBIA CIIUCOK KIHUEHTY

Kianeur

OToOpaxkeHue pe3ysIbTaToB OUCKa

4.5.4 Anroputm Al-uata

Anroputm Al-yata c (ailsiom npeacrasieH B Taduuie 14.

Tabnuua 14 — Anroputm Al-uata ¢ TOKyMeHTOM

YyacTHUK Onwucanue mara
Knuent [Tosib30Baresb BBOJUT BOIIPOC B YAT;

Coznmaércsa EventSource ¢ /api/files/{uuid } /chat/stream?q=...&token=...
Knuent Bbpaysep ycranaBiauBaer SSE-coenuHenue

chat-service

JwtAuthenticationFilter usBnexaer JWT u3 3ampoca

chat-service

FileAccessChecker mpoBepsieT npaBa

chat-service

Bomnpoc nosis3oBarens coxpansiercs B 0a3y JaHHBIX

chat-service | SearchServiceClient BbI3bIBaeT 3ampoc  KoHTekcra  ¢aiinma uyepes GET
/internal/search/chat/context?objectld=...&ownerld=...&q=...&topK=6

search- OTtnpasinsier peneBaHTHbIE YaHKU chat-service
service
chat-service | Co3maer cCMCTEMHBIN MPOMIIT C MOJIy4YEHHBIM KOHTEKCTOM
chat-service | OtkpsiBaeT HTTP-coenunenue k Ollama /api/chat
Ollama Mogens qwen2.5:3b reHepupyeT TOKSHBI
chat-service | Kaxxaplil TokeH oTmpaisieTcst KueHTy yepe3 SSE-motok
Knuent KnuenT nonydaer Tekct
chat-service | CoxpaHsieT OTBET acCHCTEHTa BOa3e NaHHBIX

4.5.5 Anroputm ynpaBiieHus IpaBaMu JOCTYyIIa

ANropuT™M yrnpapJieHus paBaMu JOCTyIa NpeAcTaBieH B Tadbmune 15.
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Tabnuma 15 — AnroputM BelIa4M MpaB JOCTYIA JPYyroMy MOJIb30BATENI0

YyacTHUK Onmucanue mara

Knuent [Tonp3oBaTens BeIIACT MpaBa HA OOBEKT

Knnent Otnpasinsercs 3anpoc POST /api/files/{uuid } /permissions

backend [IpoBepsieTcss 4TO TONB30BATENh BBIJAIONIMN IpaBa MMEET YPOBEHb IpaB
«BJIAAEJIEL»

backend UserRepository.find ByEmail() HaxoauT nmosrydarens

backend Ecnu 3anuck yke cymiecTByeT OOHOBIISIIOTCS IpaBa, MHAYE CO3/IACTCS HOBAs

3aIlUCh C IIpaBaMu JOCTYyIla

backend Coxpanser 3anuch B 6a3y JaHHBIX
backend Bosspaiaer orser 200
Knuent OTobOpakeHne BBIJAHHOTO MpaBa J0CTyTma

4.5.6 AAropuT™M CO3/1aHUS U UCHOJIB30BaHUS Iy OJIUYHBIX CCHUIOK

AJIFOpI/ITM CO34aHUA MW HCIIOJIBb30BaHUA HY6J'II/I‘IHI)IXCCI>IJ'IOK IMPpUBCACH B

tadnure 16.

Tabnuma 16 — Anroputm AocTyna no myOJIMYHON CChUIKE

YyacTHUK Omnucanue mara

Brnanenery [Tons3zoBarens ¢ mpaBamu «BJIAJZIEJIEL]» co3maer myOJMYHYIO CCBHUIKY,
otmpasisiercs 3arpoc POST /api/share/{uuid } /links

backend ShareLinkService renepupyer UUID-TokeH u coxpaHseT NyOIHYHYIO
CCBUIKY

[Tonyuatens OTkpbIBaeT MyOINYHYIO CCBUIKY

Knuent Otnpasnsercs 3anpoc GET /api/share/public/{token}

backend HaxomuT cChIIKY ¥ pOBEPsIeT HE MCTEKIIA JIK OHA.

backend BosBpainaer meraganubsie oobekTa 1 permissionLevel cepiiku

Knuent OToOpaxkaroTcs JaHHBIE TTO CCHUITKH
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4.5.7 Anroput™M paboOThl KOP3HUHBI

Anroput™M paboThl KOP3WHBI TP EICTaBICHO B TabmuIe 17.

Tabnuna 17 — Anroputm paboThl KOp3UHBI

YyacTHUK Omnucanue mara

Knuent [Tonwp3oBarens ynanser daii

Kiment OTtnpasnsiercs 3anpoc DELETE /api/files/{uuid }

backend FileService.deleteToTrash() nmposepsier npaBa noctyna «PEJAKTOP» wnu
BBITIIE

backend markDeletedRecursive(): pekypcUBHO momMeuyaeT 00BbEKT y1aleHHbIM

backend YMeHbIaeTcs 00beM TOCTYITHOTO MOJIB30BATEIIO TUCKOBOTO MPOCTPAHCTBA

backend Coznaérest 00bEKT KOP3UHBI

backend [Ty6aukyer 3anpoc Ha OYUCTKY YaHKOB M content tsv

search-service Ounmaet content tsv M YaHKH U3 0a3bl TaHHBIX

Kinnent VY nonp3oBarens nponagaer 00beKT u3 «Mou daiiney wim «O0umii 1ocTyIm»
Y TIOSIBJISIETCS B KOP3UHE

backend TrashCleanupService exeqHeBHO yaanseT (ailibl ¢ KOP3UHBI, JIEKAIIUE TaM
nonbiie 30 nHel

1Ty 1.090301.24.001 113

Hsm. | Jlucm Ne doxym.

Iloonucy | Hama

Jlucm

75




S TecrupoBaHue NMPUIOKEHUSA

TGCTI/IpOBaHI/Ie — OJOTO TIIponecC IMNPOBCPKU COOTBECTCTBUSA (baKTI/I‘IeCKOI‘O u

O0KNIaCMOTI' O IMOBCACHUS TP NJIOKCHUA.

OnHuM W3 BHUJOB TECTUPOBaHUS sBisieTcss smoke-tectupoBanue. Smoke-

TECTUPOBAaHHWE — TECTUPOBAHHWE OCHOBHBIX M HauboJiee KPUTHUHBIX (PYHKIIHUI

TP WIIOKEHHSI.

Jlnsi mpoBeneHHus CMOYK TECTHPOBaHHS ObUTM pa3paboTaHbl TECT-KEHCHI,

npeAcTaBlieHHble B Tabmumax 5.1-5.24, oxBaTbIBaroNIMe OCHOBHOM (PyHKIHMOHANT

p WIOKEeHMs. Hrke Mp uBeeHbI TECT-KENCHI U MOJTYYEHHBIE P E3YJIbTAThI.

Tabnuua 5.1 — Tecr-keiic Ne 1: Perucrpauus HOBOM yueTHOH 3anucu

[Tapametp

Onucanue

[IpenycnoBue

Ilonp30oBarens HE 3apCTUCTPHUPOBAH

[Iaru BEINOIHEHUS

[Tepetitu B hopmy perucrpamnuu
3anoaHUTh U OTHPABUTH (POPMY PETUCTPALIUH

HOI[TBepI[I/ITB IMOYTY B IIUCMC

OxuaeMblil pe3yabTar

Orobpaxkenne  wHpOpMAIIUU 00  YCHENIHOU

perucrpanuu

DaKTUYECKHM pe3yIbTaT

[Tosxp30BaTeNb YCIENIHO 3apETUCTPUPOBAIICS

DaKTUYECKUH PE3yIbTAT TECT-KEHCa NP €ICTABIEH HApUCYHKE 135.

v

Email noaTeepxaén

Pucynok 15 — Ycneminas peructpanys akkayHTa

Hsm. | Jlucm Ne doxym. Ioonucw

Hama
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Tabnuna 5.2 — Tect-keiic Ne 2: ABTOopHu3aIys y4eTHON 3aMMCH

[Tapamerp Onucanune
[IpenycnoBue [Tonwe3oBarens 3aperucTpUpOBaH, HO HE
aBTOPU30BaH
[ITaru BIOIHEHUSA [TepeiiTu B hopMy aBTOpH3aLIUH
BBecTu nanHbIe MOJIB30BaTENS
HaxaTts kHONIKY BXOJa
OxuaeMblil pe3ysbTar [Tonp30Barens ycnemHo BOLENI B CUCTEMY
DakTUUECKUN pe3ysIbTaT [Tonp3oBaTens yCcnenHo BOUIEN B CUCTEMY
DaKTUYECKUH PE3YyNIbTAT TECT-KEHCA NP €ICTABIIEH HAp UCYHKE 16.
& Cloudstorage Mox n © Nara
0-
PucyHnok 16 — Ycnemninas aBropu3aiusi akkayHTa
Tabmuma 5.3 — Tecr-ketic Ne 3: BoccTtanoBienne map oJist
[Tapametp Onucanue
[IpenycnoBue [Tonb3oBarenb aBTOPU30BaH
[[Taru BHINOJHEHUSA HaxaTh Ha kKHOTIKY «3a0bUTH MapoIIb?»
BBectu nmouty 1151 BOCCTaHOBJIEHHS ApOJIs
Jlucm
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[Tapametp Onucanue

[ToaTBepauTh COpOC MAPOJIS B MUCHME U3 MTOYTHI
Bsectu HOBBIN ITapOIIb

BrInoaHuTh BXO/ 10 HOBOMY IapoJIi0

OxunaeMblil pe3yabTar ITosBnenue yBEIOMIICHUST 00  YCIEIIHOM

ABTOPU30BAJICAIIO HOBBIM IIApOJIEM

N3MCHCHHNU mapoJis. ITonp30BaTeNnn YCIICHIHO

dakTHYECKU I pe3yibTar ITosiBenue YBCAOMIICHUA 00 ycnneumHoM

ABTOPU30BAJICAIIO HOBBIM ITapOJIEM

N3MCHCHUH mapoJis. ITonp30BarTens yCnemHo

DakTUYECKUH pe3yabTaT TECT-Kelca MpeacTaBiieH HapucyHke 17 u 18.

()

Ob6nauHoe xpaHunuuye

Email

noblitt.dahlquist@dtgun.com

Pucynox 17 — IlosBnenue yBegoMiieHus 00 yCIEITHOM U3MEHEHUH TIap OJ1s

Jlucm
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& CloudStorage

3 Mow gainu

Pucynok 18 — Ilonp30BaTens ycremHo aBTop M30BAJICANION HOBBIM Map 0JIEM

Tabnuna 5.4 — Tecr-keiic Ne 4: CmeHa mapoJisi y4eTHOU 3aIMCH

ITapamerp

Onucanue

[IpenycnoBue

ITomp30Barens ABTOPU30BaH

[Iaru BIOJIHEHU S

[epetitu B mpoduinb

Br16pats Bknaaky «Ilaposnb»

Beectu Texynmii, HOBBIM U IMOJATBEPKICHUEHOBOTO
1aposIst

Haxatp kHONIKY «/I3MEHUTH ITapoIIb»

BrriiTi U3 yuyeTHOH 3anucu

BoiiTu B cucTteMy 1101 HOBBIM ITApOJIEM

OxunaeMblil pe3yabTar

IIpy HaxaTMM Ha KHONKY CMEHBl Iapois
HOSIBUJIOCH YBEAOMIIEHUE 00 yCIEeIHOM U3MEHEHHUU
napoiid. Ilonp3oBarens CMOr BOWTH I1OJ HOBBIM

ImapoJieM

DaKTUYECKHMN pe3yIbTaT

I[Ipy HaxatMu Ha KHOINKY CMEHBI MapoJIst
MOSIBUIIOCH YBEJIOMJICHUE 00 YCIEITHOM U3MEHEHHUU
napons. [losb3oBarens cMOr BOWTH MOJ HOBBIM

1apoJIeM
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DakTUYECKUH pe3yIbTaT TECT-Kekca np e/icTaBiieH HapucyHke 19 u 20.

& Cloudstorage Mpodunb

Mon i o Anu Xocceiinm

Pucynok 19 — IlosiBnenue yBenomieHust 00 yCrenHOM U3MEHEHUH Map OJIsl

& Cloudstarage

Pucynoxk 20 — Ilonp30BaTens yCrenmHo aBTOP M30BAJICANION HOBBIM Map OJIEM

Jlucm

1Ty 1.090301.24.001 113

Usm.
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Tabnuna 5.5 — Tecr-keiic Ne 5: 3arpyska ¢aiinos

ITapamerp

Onucague

[IpenycnoBue

ITomp30Barens ABTOPU30BaH

OTkpHIT pazaen «Mowu (aitsib»

[IIary BRITOJIHEHU S

HaxxaTtp Ha kHOTIKY 3arpy3ku (aiina

[TeperamuTh ¢aiin B 30Hy 3arpy3ku (aina

OxunaeMblil pe3yabTar

@Daiin yCrenHo 3arpyxes

DaKTUYECKUI pe3ybTaT

@daiin yCcrnenHo 3arpyxeH

DaKTUYECKUI PEe3yJIbTAT TECT-KEHca NP eICTaBIeH HApUCYHKE 2 1.

&5 CloudStorage on i o
0-
Pucynok 21 — Ycneninas 3arpyska ¢aiina
Tabnuua 5.6 — Tecr-keiic Ne 6: [1epenmenoBanue gaitnon
[Tapamerp Onucanue
[TpenycnoBue [Tonp3oBaTENH ABTOPHU30BAH
OTtkpsIT pazaen «Mou daitiab»y
@Daiin 3arpyKeH
[ITaru BBIMOJTHEHUS BriOpats daiin
Jlucm

Hszm. | JTucm

Ne doxym.
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Hama
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[Tapametp

Onucanue

Bri3BaTh nanenb HHCTPYMEHTOB
Br16paTh nepenMeHoBaHme

Hasgarp (aiin «YcmnenmHo nepenMeHoBaH»

OxunaeMblil pe3yabTar

a1 yCrenHo NepenMeHO0BaJICs

DaKTUYECKUI pe3yabTaT

@daiin yCcrnenHo nepeuMeHoBaICs

DaKTUYECKUH PEe3yJIbTAT TECT-KeHca I €ICTaBICH HAp UCYHKE 22.

&5 Cloudstarage

O Mow e Yeneuo nepewsenosan.dock

Pucynox 22 — Ycreninas nep euMeHOBKa (aitiia

Tabnuua 5.7 — Tecr-keiic Ne 7: CxkaunBanue Qaitnon

[TapameTp

Omnucanue

[IpenycnoBue

[Tonp30oBarens aBTOPU30BAH
OTkpbIT pazaen «Mowu ¢aitsibny

@Daiin 3arpykeH

[IIaryu BHITOJIHEHU S

Bri6pats ¢aiin
BrI3BaTh manens HHCTPYMEHTOB

Bri6paTh «Ckauatby»

OxugaeMbli pe3yabTar

@daiin ycrnenHo yCTaHOBJICH MOJIb30BaTENI0

Hsm. | Jlucm Ne doxym. Ioonucw
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[Tapametp

Onucanue

DaKTUYECKHN pe3yIbTaT

@aiiJ1 yCenHo yCTaHOBJIEH T0JIb30BATENI0

DaKTUYECKUI PE3yIbTAT TECT-KEHCa NP €ICTABIEH HAPp UCYHKE 23.

Mow daitntt

. Yenewwo nepeumenoran.docx

Pucynok 23 — Ycnemnoe ckaunBanue (aiina

Tabnuma 5.8 — Tecr-ketic Ne 8: Co3nanue mamnox

[TapameTp

Onucanue

[IpenycnoBue

[Tonp3oBarens aBTOPU30BAH

OTtkpsIT pazaen «Mou ¢aitsibn

[laru BeITOJHEHU S

Haxatp Ha kHOnKy «Ilamkay
BBectu HazBaHue nanku

Haxate «Ox»

OxunaeMblil pe3yabTar

[Tanka ycnemHo coznaHa

DaKTUYECKUI pe3yabTaT

[Tanka ycnemHo co3nana

DaKTUYECKUH pe3yIbTaT TECT-Kelca NP eICTaBICH HAp UCYHKE 24.

PucyHnok 24 — YcneurHoe co3jaHue namnku

Tabnuua 5.9 — Tecr-keiic Ne 9: [1epemernienue dainon

[TapameTp

Onucanue

[IpenycnoBue

[Tonp30oBarens aBTOPU30BAH

Hszm. | JTucm

Ne doxym.

Iloonuce

Hama
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[Tapametp

Onucanue

OTtkpbIT pazaen «Mou Qaitsib
@Daiin 3arpyKeH

Co3gaHa manka

[IIaryu BHITOJIHEHU S

Bri6pats ¢aiin

BrI13BaTh MaHeI» HHCTPYMEHTOB
Bri6pats «IlepemecTuTh»
Br1Opats nepemenieHue B mamnky

OTKpBITh NanKy

OxunaeMblil pe3ysabTarT

@DaiiJ1 yCenHo NepeMeLIeH B NankKy

DaKTUYECKHI pe3yIbTaT

@aiis1 yCenHo nepeMenieH B nanky

DaKTUYECKUH PE3YyIbTAT TECT-KEWCa NP €ACTABIIEH HAP UCYHKE 25 U 26.

Pucynox 25 — YBenomienue 06 ycnenrHom mnep eMelieHnn ¢aina

Mo dhaiiinel - Cospannan nanka o Mo G Manka
Pucynok 26 — Ycnemno nepemenienue daina
Ta6nuna 5.10 — Tecr-keiic Ne 10: YV nanenne daitnon
[Tapametp Onucanue
[IpenycnoBue [Tonp30oBarens aBTOPU30BAH
OTtkpsIT pazaen «Mou daitiaby
@Daiin 3arpyeH
Jlucm
— 1Y 1.090301.24.001 113 34
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[Tapametp

Onucanue

[laru BeIMTOJIHEHU S

Bri0Opats ¢aiin
BrI3BaTh manenb HHCTPYMEHTOB

Bribpats ynanenue

OxunaeMblil pe3yabTar

@DaiiJ1 yCEenHo NepeMeLICH B KOP3UHY

DaKTUYECKUI pe3yabTaT

@aiin ycnemnHo nepeMenieH B KOp3uHy

DaKTUYECKUH pEe3yIbTaT TECT-KeHca M €ICTaBICH HAp UCYHKE 27.

& CloudStorage @ Kopauma

Pucynox 27 — Ynanenue ¢aiina

Tabnuna 5.11 — Tecr-keiic Ne 11: Ynanenue aitna u3z Kkop3uHbI

[TapameTp

Onucanue

[IpenycnoBue

[Tonp30oBarens aBTOPU30BAH

[Tonb3oBatens ynanui gaii

[laru BeITOJHEHU S

[TepeitTu B paznen KOp3UHBI

yaaneHus Qaiine

[MoarBepauTh yaaneHue aiiaa KHOMKON «OK»

Haxarp Ha KHONKY «YJanuTh» B TpeOyeMoM s

OxugaeMbli pe3yabTar

@daiin ycrnenHo NoJHOCThIO yIAlIeH

Hsm. | Jlucm Ne doxym. Ioonucw
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[Tapametp

Onucanue

DaKTUYECKHN pe3yIbTaT

a1 yCenHo MOJHOCTBIO y1aJIeH

DaKTUYECKUI PE3yIbTAT TECT-KEHCa NP €ICTABIIEH HAp UCYHKE 28.

W KopsuHa

Yaaneo Haeceraa

Pucynok 28 — Yaanenue ¢aiina u3 Kop3UHbI

Tabnuua 5.12— Tect-ketic Ne 12: BoccTaHOBJIEHUE Y1aJICHHBIX 00BHEKTOB U3 KOP3UHBI

[TapameTp

Onucanue

[IpenycnoBue

[Tonp30oBarens aBTOPU30BAH

[Tonb3oBatens ynanui gaii

[laru BeIMTOTHEHU S

[TepeiiTu B paznen KOp3UHBI

Haxatp Ha «BoccTaHOBUTH» Ha HY)KHOM (aiise

OxugaeMbIi pe3yabTar

@daiin ycrnenHo BOCCTAaHOBJICH

DaKTUYECKHM pe3yIbTaT

a1 yCIenHo BOCCTaHOBJICH

DaKTUYECKUI PE3yIbTAT TECT-KEWCa N €ICTaBJIEH HapUCyHKax 29-31.

Mon daiinti

Manka nycra

Pucynok 29 — Pazgen «Mou daiinbl» 10 BoccTaHOBIIeHUUs (aitna

Uszm

Jlucm
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Iloonuce
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W Kopauna OuUMCTNTL Kop3MHY

PI/ICYHOK 30 — Haxxatue xHonku «BoccTaHOBUTHY B pa3aciic KOp3UHbI

Mowu ¢a Ouney e PR _
Pucynox 31 — Ycmemnoe BoccraHoBIeHUE (aiiia
Ta6nuna 5.13 — Tecr-keiic Ne 13: Al-uat mo cogepxumomy aiina
ITapamerp Onucanue
[IpenycnoBue [Tonb3oBarenb aBTOPU30BaH
[[laru BBIIOTHEHUSI 3arpy3uth (aiin 1 ;rabopaTopHOil pabOTHI pacueTa

MHTErpajula Ha s3bIKe TPOrpaMMUpOBaHus Java.
Bri3Barh nmanen» HHCTPYMEHTOB Y (paiina
Bribpats «Cripocuts Al»

3anate Bonpoc «O 4éM 3TOT JOKYMEHT?»

OxunaeMblil pe3ysabTar B uare oroOpaxaercsi KOPpPEKTHBIH OTBET O

coepkuMoM aitna

DaKTUYECKUN pe3yIbTaT B uare oroOpaxaercsi KOPpPEKTHBIH OTBET O

coziepKuMoM (paiina

DaKTUYECKUH pEe3yIbTaT TECT-Kelca M €ICTaBICH HAp UCYHKE 32.

Jlucm
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Labl.docx

O yém 3TOT JOKYMEHT?

3TOT AOKYMEHT NpeACTaBNAET OTUET
no naGopatopHoli paboTe, KoTopas
NpoBDAWNAack Ha kadeape
BLIYWMCIMTENEHAA TEXHUKA B
lNeHzeHCKOM rocyAapcTBEHHOM
yHueepcuteTe. Llensio paboTel
Geino obyyeHune pazpaboTke
NPMAOKEHWA € rpaduyeckum
WHTepdeRcoM NoNL20BaTENA HA
Azblke Java v BubavoTteke Swing. B
nabBopaTopHoli paboTe CTyAeHTEI
ACMKHBI BbINK pean3oeaTh
OYHKUMOHANEHOCTE ANA
A0DaBNEHWA, YAaNeHNA CTPOK U
BLIYWMCIEHWA 3HAYEHUA
ONpefeneHHOro WHTErPana B
NPUAOXEHUW, KOTOpoe obBnagaet

rpabuueckmm nHTepdeicom.

Pucynok 32 - KoppeKTHbII OTBET O COJEpKUMOM (paitna

Tabnuma 5.14— Tecr-ketic Ne 14: Beigaua nocryna K ¢aiiy 1p yroMmy HoJib30BaTeto

C ypOBHEM IipaB «HuraTerb»

[Tapamerp Onucanue

[IpenycnoBue [lonb3oBarens 1 w 2 3aperucTpupoBaHbl MU
aBTOPU30BaHBbI.

[[Taru BHIMOTHEHUSA 3arpy3uTh nojas3oBarenem 1 daiin
Haxarp Ha kHonky «Ilogeautbes»

Jlucm

1Y 1.090301.24.001 IT3 "
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[Tapametp

Onucanue

Bgectu B mosne mouTy 2 1moJib30BaTess
Bri6pate ypoBeHb npaB «UnuTarers

Haxatp kHONIKY «/laTh mocTym»

OxunaeMblil pe3yabTar

B «YmpaBnenue  goctymom»  oToOpaxaercs
BBIJIAHHBIA JOCTYI. Y 2 MOJIb30BaTeNsl MOSBUIICA
¢paitn B «OOmmii  g0CTYm» € JIOCTYIHBIMH

(YHKUMSAMH: cKayaTh, CIPOCUTH Al.

DaKTUYECKHM pe3yIbTaT

B  «YmpaBnenue  goctymom» — oToOpakaercs
BBIJAHHBIN JTOCTYyN. Y 2 IMOJb30BaTENs MOSBUIICS
¢aitn B «OOmmit gocTym» € JAOCTYNHBIMU

(GYHKIUAMH: CKa4aTh, CIPOCUTH Al

dakTUYECKUH pe3ysIbTaT TECT-Kekca Mp e/icTaBlieH HapucyHke 33 u 34

& CloudStorage

Mow graiint

¥Ynpaenenue gocrynom

Nonssosatens  Couumkm

Pucynox 33 — OToOpakeHue BBIJAHHOTO JIOCTYIIAa B YIIPaBJICHUH JOCTYTIOM
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© Cloudstorage

Mo ghai

=4 OBuwi gocryn

Obuwit aocryn

Labl.dacx

Pucynok 34 — OtoOpakenue Qaiina y moiap30Batens ¢ QyHKIUSIMU: CKayaTh,

cupocutb Al

Ta6muma 5.15— Tect-keiic Ne 15: Beigaua nocryna k aiiny ap yromy nojib30BaTeNto

C YpOBHEM IIpaB «ABTOp»

ITapamerp

Onucanue

[IpenycnoBue

ITons3oBarens 1 wu 2 3aperucTpupoBaHbI

ABTOPU30BAHBI.

u

[Ilaru BHIOJIHEHU S

3arpy3uTh monb3oBarenem 1 ¢aiin
Haxatp Ha kHonky «Ilomenutbesp
Bgectu B nose noury 2 mnojab30BaTess
BriOpath ypoBeHb IpaB « ABTOP»

Haxartp kHONIKY «/laTh 1OCTYID»

OxuaeMblil pe3ysabTar

GbyHKUMSIMU: CKauarb, CIIPOCUTH

NCPECUMCHOBATH

B ((YHpaBJIeHI/Ie AOCTYIIOM» 0T06pa>KaeTc;1

BBIJAHHBIN foCTyn. Y 2 TOJIb30BaTeNsl MOSBUIICS

¢daiin B «OOmmit gocTym» € JAOCTYIHBIMU

Al

DaKTUYECKUI pe3yibTaT

B  «YmpaBnenue  goctymom» — oToOpakaercs

BBIJIaHHBIN J0CTyn. Y 2 TOJB30BATENs MOSIBUIICS

Usm.
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[Tapametp

Onucanue

¢aitn B «OO6mmit goctym» ¢

IIEPEUMEHOBATH

AOCTYITHBIMUA

(GYHKIUAMU: CKayarh, CIIPOCUTH

Al,

DaKTUYECKUI PE3yIbTAT TECT-KEWCa Np €ICTaBIEH Hap UCyHKe 35 u 36.

& Cleudstorage

Ynpasnenue aoctynom

Pucynok 35 — Oto6pakeHue BbIJAHHOTO JOCTYTa B YIIPaBJICHUU JOCTYTIOM

& CloudStorage

Pucynox 36 — Oto6paxenue daiiyia y moiab3oBatens ¢ PyHKIUIMU: CKadyaTh,

cnpocuthb Al, nepenMeHoBaTh
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Ta6nuna 5.16— Tect-keiic Ne 16: Beimaua noctyna kx ¢aiiny Ap yromy noJib30BaTel o

¢ ypoBHeM mpaB «Penakrop»

ITapamerp

Onucanue

[IpenycnoBue

[Tonb3oBarenb 1 W 2 3aperucTpUpoOBaHBl U

ABTOPU30BaHBI.

[Iaryu BRIOJIHEHU S

3arpy3uTh nonb3oBarenem 1 daiin
Haxartp Ha kHONIKY «IlopenuThcs»
Bgectu B nose noury 2 nojab30BaTens
BriOpats ypoBenb npas «Penaktop»

Hasxxatp kHONIKY «/laTh 1OCTYID)

OxugaeMbIi pe3yabTar

B  «YmpaBnenue  goctymom» — oToOpakaeTcs
BBIJIaHHBIN J0CTyn. Y 2 TOJIB30BATENs MOSIBUIICS
darin B «OOmmit  gocTym» € JOCTYIHBIMH
GYHKIHSIMHA CcKavaTh, CIIPOCHUTH Al,

IIEpCUMCHOBATD, IICPEMECTUTDH, B KOP3UHY

DaKTUYECKHM pe3yIbTaT

B «YmpaBnenue  goctynmom» — oToOpakaercs
BBIJIAHHBIM J1OCTYN. Y 2 TOJb30BaTENs MOSBUIICS
daiin B «OOmmit  gocTym» € JOCTYIMHBIMH
GYHKIHSIMHA: CKayarhb, CIIPOCUTH Al,

IIEpENMEHOBATh, IEPEMECTUTH, B KOP3UHY

DakTUYECKUH pEe3yIbTaT TECT-KEWca NP eACTaBIeH HapUCYHKe 37 U 38.
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& CloudStorage
Ynpasnenue pocrynom

Pucynox 37 — OToOpaxkeHue BBIJAHHOTO JIOCTYIIAa B YIIPaBJICHUH JOCTYTIOM

& CloudStorage

<% OBuyed aocryn

Pucynox 38 — OTto6paxenue daiiyia y moiab3oBaTens ¢ PyHKIUIMU: CKadyaTh,

cupocuth Al, nepenMeHoBaTh, ep EMECTUTD, B KOP3UHY

Jlucm
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Ta6nuna 5.17— Tect-keiic Ne 17: Beimaua noctyna x ¢aiimy Ap yromy noJib30BaTe o

¢ ypoBHeM mpaB «Bnageneny

ITapamerp

Onucanue

[IpenycnoBue

[Tonb3oBarenb 1 W 2 3aperucTpUpoOBaHBl U

ABTOPU30BaHBI.

[Iaryu BRIOJIHEHU S

3arpy3uTh nonb3oBarenem 1 daiin
Haxartp Ha kHONIKY «IlopenuThcs»
Bgectu B nose noury 2 nojab30BaTens
BriOpath ypoBenb npas «Bnagenen»

Hasxxatp kHONIKY «/laTh 1OCTYID)

OxugaeMbIi pe3yabTar

B  «YmpaBnenue  goctymom» — oToOpakaeTcs
BBIJIaHHBIN J0CTyn. Y 2 TOJIB30BATENs MOSIBUIICS
darin B «OOmmit  gocTym» € JOCTYIHBIMH
GYHKIHSIMHA CcKavaTh, CIIPOCHUTH Al,

IIEpCUMCHOBATD, IICPEMECTUTDH, B KOP3UHY

DaKTUYECKHM pe3yIbTaT

B «YmpaBnenue  goctynmom» — oToOpakaercs
BBIJIAHHBIM J1OCTYN. Y 2 TOJb30BaTENs MOSBUIICS
daiin B «OOmmit  gocTym» € JOCTYIMHBIMH
GYHKIHSIMHA: CKayarhb, CIIPOCUTH Al,

MepeMMEHOBaTh,  I[EPEMECTUTh, B  KOP3UHYO

NMOACIIUTBCA, YIIPABJIICHUC JOCTYIIOM

DaKTUYECKUH PE3yIbTAT TECT-KeWca Ip ecTaBieH HapucyHke 39 u 40.
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& Cloudstorage

© CloudsStorage

¥npasneHue goctynom

Pucynok 39 — OTo0OpakeHne BbIIaHHOTO JOCTYyTAa B YIIPaBICHUHU JOCTYIIOM

Obuwi accryn

Labl.docx

= OBuwii gocryn

Pucynoxk 40 — Oto6paxkenue (aiina y nonb3oBatens ¢ QyHKIUSIMU: CKA4aTh,

cupocutb Al, nmepenMeHoBaTh, Iep EMECTUTh, B KOP3UHY, IOJEIUTHCS, YIIP aBJIICHHUE

JTOCTYTIOM
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Tabmuma 5.18 — Tecr-ketic Ne 18: Co3ganne myOJIHMIHOM CCBHIJIKK Ha MAIKY C

ypOBHEM MnpaB «UutaTerb

ITapamerp Onucanue

[IpenycnoBue ITonb30BaTens 3aperucTpupoBaH U aBTOPU30BaH.

[Iaru BbIONIHEHUS CozpaTth moap30BaTeNIEM MMAINKy U 3arpy3UTh B HEe
Gaiin.

Haxatp Ha kHonky «Ilogenutbesp
[TepexntounTh BkIaaAKy Ha « CChUIKM
BriOpath ypoBeHnb npaB «Hurarersy
HaxxaTtb KHONIKY «CO3/aTh CCHUIKY»

Haxatp Ha kHONIKY «CKOMMUPOBATh CCHUIKY»

OxunaeMblil pe3yabTar IIpu mepexome IO  CCBUIKE  ITOJB30BATENIO
oroOpaxkaercss cozaepkumoe mnanku. JlocTymHa

¢bynkmus «CradaTb»

DaKTHYECKUM pe3yjibTaTt HpI/I nepexone oo CCBIJIKE I10JIB30BAaTCIIIO

oroOpaxkaercsi coiepkumoe manku. JlocrynHa

¢bynkiusa «CkauaTb»

DakTUYECKUH pe3yIbTaT TECT-Kelca Np eICTaBlIeH Hap UCYHKe 4 1.

Labil doex

Pucynok 41 — OToOpakeHne QyHKIMI Mp U My OJIMIHON CCBUIKE C YPOBHEM

nocryna «Huraterb»
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Ta6nuna 5.19 — Tect-keiic Ne 19: Co3nanue myOIMIHON CCHUTKM HA TATMKY C

YPOBHEM IIpaB «ABTOP»

ITapamerp Onucanue

[IpenycnoBue ITonb30BaTens 3aperucTpupoBaH U aBTOPU30BaH.

[Iaru BbIONIHEHUS CozpaTth moap30BaTeNIEM MMAINKy U 3arpy3UTh B HEe
Gaiin.

Haxatp Ha kHonky «Ilogenutbesp
[TepexntounTh BkIaaAKy Ha « CChUIKM
BriOpath ypoBeHnb npaB «Hurarersy
HaxxaTtb KHONIKY «CO3/aTh CCHUIKY»

Haxatp Ha kHONIKY «CKOMMUPOBATh CCHUIKY»

OxunaeMblil pe3yabTar IIpu mepexome IO  CCBUIKE  ITOJB30BATENIO
oroOpaxkaercss cozaepkumoe mnanku. JlocTymHa
GyHKIUU: «Ckauatpy, «IIepenmenoBatb»,

<<3al"py31/ITb», CO3JaHUC IT1aIlKH.

DaKTUYECKHM pe3yIbTaT IIpuy mepexome 1O  CCBUIKE  ITOJIB30BATEIIO
otoOpaxkaeTcss cojaepkumoe mnanku. JlocTymHa

GbyHKUIUH: «Ckavatby, «IIepenmenoBaTH»,

<<3arpy3I/ITB>), CO3JaHUC ITaIlKH.

DakTUYECKUH pe3yIbTaT TECT-Kelca NP eICTaBICH HAp UCYHKE 42.

Pucynok 42 — OtoOpaxeHnue QpyHKIHI Npu My OJIMYHON CCBUIKE C YPOBHEM

nocryna « ABToOp»
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Ta6nuna 5.20 — Tect-keiic Ne 20: Co3nanue myOITMIHON CCHUIKK Ha TATMKY C

ypoBHEM npaB «Pegaktop»

ITapamerp

Onucanue

[IpenycnoBue

ITomp30Barens 3apCruCTpupoOBaH U aBTOPU30BaH.

[laru BeIMTOJHEHUS

Co3natb MoJsib30BaTeNieM Manky W 3arpy3uTh B HEE
Gaiin.

Haxatp Ha kHonky «Ilogenutbesp

[TepexntounTh BkIaaAKy Ha « CChUIKM

BriOpats ypoBenb npas «Penaktop»

HaxxaTtb KHONIKY «CO3/aTh CCHUIKY»

Haxatp Ha kHONIKY «CKOMMUPOBATh CCHUIKY»

OxunaeMblil pe3yabTar

IIpu mepexome IO  CCBUIKE  ITOJB30BATENIO
oroOpaxkaercss cozaepkumoe mnanku. JlocTymHa
(YHKITUY 110 OTHOLICHHIO K BIO)KEHHBIM OOBEKTaM:
«Ckauatp», «llepeumenoBate»,  «3arpy3utb»,

CO3JaHHE IAIlKH, «Y JaIUTDb)»

DaKTUYECKUN pe3yIbTaT

I[Ipu mepexome MO  CCHUIKE  MOJB30BATEINIO
oroOpaxkaercsi cojaepkumoe manku. JlocTymHa
(YHKIIMY IO OTHOIIEHUIO K BJIOKEHHBIM OOBEKTaM:
«Cxavatey, «llepeumeHoBaTe»,  «3arpy3uThb»,

CO3JaHuC ITallKH, «Y 1anuTh

DaKTUYECKUH PE3yJIbTAT TECT-KEWCA NP €ICTABIECH HAp UCYHKE 43.
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Labldoox

Pucynok 43 — OTtoOpakenue QpyHKIUI Opu MyOJTUIHOM CChUIKE C Yp OBHEM

nocryna «Pegakrop bi»

Tao6mumna 5.21 — Tecr-keiic Ne 21: [Touck mo Ha3BaHUIO

[TapameTp

Omnucanue

[IpenycnoBue

[Tonp30BaTENH 3aPETUCTPUPOBAH M aBTOPH30BAH.

[IIaryu BRITOJIHEHU S

3arpy3uth 3 Qaiina: Labl, Lab2, Lab3

BriOpate B ¢Qunprpax pexum mnoucka «llo
Ha3BaHUIO»

Bsectu B cTpoky mowucka «Lab2y»

Hasxars xitaBuimy «Enter»

OxugaeMbli pe3yabTar

B pesynprare noucka orodpaxaercs TOIbKO (aiii ¢

Ha3sanuem «Lab2y»

DaKTUYECKUN pe3yIbTaT

B pesynbrare noucka oToOpaskaeTcs TONbKO (aiii ¢

Ha3sanuem «Lab2y»

DaKTUYECKUI PE3yIbTAT TECT-KEHCa NP €ICTABIIEH HA pUCYHKE 44,
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. lab2.doox

Pucynoxk 44 — Ilouck no Ha3BaHUIO

Taonuua 5.22 — Tecr-keiic Ne 22: [1oJTHOTEKCTOBBII ITOUCK

[TapameTp

Onucanue

[IpenycnoBue

[Tonp30BaTENH 3aPETUCTPUPOBAH M aBTOPH30BAH.

[Iaryu BRITOJIHEHU S

3arpy3uTth 3 Qaiina: Labl, Lab2, Lab3

BriOpate B ¢unbTpax ~— pexUM  IOHCKa
«ITomTHOTEKCTOBBIN»

BBectu B CTpoKy moOHCKa «IO J1abopaTOpHOM
pabote Ne3»

Haxartp xiaBuiry «Enter»

OxunaeMblil pe3yabTar

B pesynerare Ha 1 mecte oroOpaxaercs ¢ailn c

Ha3BanueM «Lab3»

DaKTUYECKHM pe3yIbTaT

B pesynerare Ha 1 mecte oroOpaxaercst (haitn c

Has3saHueMm «Lab3»

DaKTUYECKUH pe3yIbTaT TECT-Kelca NP eICTaBICH HAp UCYHKE 45.

Mow paiinei 10 raboparoprofi pabore NE3

. Lab3.docx

+  Lab2.docx

PucyHok 45 — I10JIHOTEKCTOBBIN OUCK
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Tabnuma 5.23 — Tecrt-kevic Ne 23: CeMaHTHUYECKUI TOUCK

ITapamerp

Onucague

[IpenycnoBue

ITomp30Barens 3apCruCTpupoOBaH U aBTOPU30BaH.

[IIaru BRIMOJIHEHU S

3arpy3uth 3 daiina: Labl, Lab2, Lab3

BriOpate B bunpTpax ~ pexHM  MOHCKa
«CeMaHTUYECKUI»

BBectu B cTpoky moucka «3 naboparopHas pabora
o Java»

Hasxats xitaBumy «Enter»

O’nnaeMblil pe3ysibTar

B pesynabrare Ha 1 Mecte oToOpaxaercs Qain c

HasBanueM «Lab3»

DaKTUYECKUI pe3yabTaT

B pesynprare Ha 1 Mecre otoOpaxkaercst daitn ¢

Hazsanuem «Lab3»

DaKTUYECKUH PE3yIbTAT TECT-KEWCA NP €ICTABIEH HAp UCYHKE 46.

3 nabopatopras paara o Java

Q Pesynsrarsi noncea - 2 $afinos

. Lab3.docx

. Lab2.docx

il
e
a
o]
a
>

Pucynok 46 — CeMaHTUYECKUI TTOUCK

Tabnuna 5.24 — Tect-keiic Ne 24: I'uOp maHbBINA MOUCK

ITapamerp

Onucanue

[IpenycnoBue

ITomp30Barens 3apCruCTpupoOBaH U aBTOPU30BaH.

[laru BeIMOJIHEHU S

3arpys3uth 3 daiina: Labl, Lab2, Lab3

Bribpats B ¢unpTpax ~ peXUM  IOUCKA
«'uOpuaHBIIN»

BBectu B cTpoky noucka «3 mabopaTopHas paboTa
o Java»

Hasxarp xitaBumy «Enter»
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[Tapametp

Onucanue

OxuaeMblil pe3ysbTar

B pesynbrare Ha 1 Mecte oToOpaxaercs Qaili c

Ha3BaHueM «Lab3y»

DaKTUYECKUI pe3yabTaT

B pesynprare Ha 1 Mecre otoOpaxkaercst daitn ¢

HasBanueM «Lab3»

DaKTUYECKUH PE3YbTAT TECT-KEWCA NP €ICTABIEH HAp UCYHKE 47.

Pucynok 47 — I'ubp uiHbIN TOUCK

]
e
F
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6 be3onmacHOCTh KN3HEAEATEILHOCTH

be3onacHOCTh KU3HEACATCIABLHOCTU SBJISCTCA OJHUM M3 Hanbojee BaKHBIX

aCIeKTOB Mp U paboTe 3a KoMmnbIoTep oM. Hecobuttoienns mep 0€30MacHOCTH I U p aboTe

3a KOMITIBIOTCP OM MOKCT IIP UBCCTU KO MHOTHUM IIP 00JIeMaM co 340POBLEM, B HACTHOCTH

CO 3pCHUCM U MCHTAJBbHBIM 3JJ0P OBHLECM.

B mannoMm paspgene OyayT paccMOTpE€HBI OCHOBHBIE Tp €00BaHUs O€30MaCHOCTH

KU3HEACATEIILHOCTH IIPH paboTe 3a KoMmbioTepoMm [14].

6.1 TpeGoBaHus K MOMeEIIEHUIO U PadoYeMy MeCTy

HOMGHIGHI/Ie 00s13aTeIILHO JOJDKHO HMMCTb HCKYCCTBCHHOC M CCTCCTBCHHOC

OCBCIICHUC. I[OJ'I}KHa OBITH Xopomasa BEHTHINIWUA IMIOMCIHICHHWA, 1JIA TP CAOTBP alllCHHUA

CKaIUIMBAaHHWA BP CAHBIX BCHICCTB U IOCTYINNICHUA CBCKCI'O BO3yXa. HJ’IOHlaI[B Ha OAHO

pabouee MeCTO C KUJKOKPHUCTAJUTMYECKUMU MOHUTOpaMu J0JbKHA ObITh Oosee 4,4

KBaJApaTHBIX MCTPOB. ypOBeHB myMa B IMMOMCHICHUN HC JOJIZKCH IIP CBbIIIATDH 50 I[B.

JHonyctumas temnepatypa nomemienus 20-24 °C, a BnaxxHocTh He 6oiiee 75 %.

st coOnroieHnss HOPM MO 3JIEKTPOMArHUTHOMY HM3JIYUYEHHUIO OT MOHUTOPOB,

KJIaBUATYPbl, COSAUHUTEIILHBIX KaOenei, Heo0X0 MO 3aIUTHOE 3a3EMJICHHE.

Pacnonoxenue pabouero

CTOJIa JOJDKHO OBITh TaKuUM, YTOOBI

OKHa

pacrnoJyiorayiuch Kk 0okaM MoHUTOpa. Ha OKHaxX MOJIKHBI IPHUCYTCTBOBATH IITOPHI OT

nomagaHuvs P AMbIX COJTHCUYHBIX J'Iy‘lCﬁ.

DproHOMUYECKHE pPEKOMEHAAIIMN pabodero Mecra:

paccTosiHUEe OT PKpaHa J0 IJ1a3 J0JKHO ObITh He MeHee 500 MMm;

BEPXHUM Kpail 3KpaHa J0JHKEH HAXOJUThCA YyTh HUXKE yPOBHS IJ1a3;

9KpaH JOJIKCH pacCIioJiaraTbCa IpsAMO IICP €A IMOJIb30BATCIICM ;

pabouunii CTyJ TOJKEH OBITh MO bEMHO -IIOBOP OTHBIM;

KJIaBHATypa I0JDKHA pacnoJiararbest Ha pacctosianu 10-30 cM oT kpas crona;

Yroj MEXIy IJIEYOM M Mp eAIJICYbEeM T0JKEH cocTaBisiTh 90 rpamycos.
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6.2 TpebGoBaHus K OCBELIEHU IO

Odyenb BaXHO coOMIOAaTh TpPeOOBAHMS K OCBELICHUIO, TaK Kak IpHU
HETIp aBUJILHOM OCBEILIEHUH MOSBIISIETCS HATIP SDKEHUE U yCTAIOCTh TJ1a3, YTO BIMSET HE
TOJIBKO Ha 3/I0POBbE, HO U HA NP OU3BOAUTEIHHOCTh TPY/A.

B nomerniennu 1015KeH ObITh paBHOMEPHBIHN U BXO/ISIINA B HOP MBI SP KOCTH CBET.
DTOro MOXXKHO JOOWTHCS 3a CYET UCHOJIB30BAaHMS OJIHOBPEMEHHO U €CTECTBEHHOT O U
HCKYCCTBEHHOT'O OCBeIlleHUsA. VICCKyCTBEHHOE OCBEIICHUE JOJKHO OCYIIECTBIATHCS
CHCTEMaMH pPaBHOMEPHOT'O OCBEIICHHWS, TAKAMU KaK JIIOCTPBI, TOTOJIOYHBIE
CBETWIbHUKHM, JIaMIIbl HaKaJWBaHWUA U JIIOMUHECHEHTHbIMH Jiamnamu. Henbss
UCIIOJIB30BaTh JIAMIIBI C TOJyObIM CBEUeHHEM. B nensx npeaoTBpamieHus ciaensiero
addexta u OJMKOB HA DKpaHAX MOHUTOPOB HEOOXOJMMO YTOOBI JIFOMUH ECIICHTHBIC
JaMIibl ObUTH 000PYI0BaHBI SKP aHUP YIOIIUMU P €HIETKAMH.

PexomeHamm no 0CcBEUIEHUIO:

— I UCHOJIb30BaHHUS €CTECTBEHHOTO OCBEIICHHS PacloOXKeHHUs] padoyero
CTOJIa JOJDKHO OBITH PSJAOM C OKHOM;

— JI0JKHA OBITh paBHOMEpHasi OCBEIIEHHOCTh pabouero crosa menee 501 Jk;

— JIoJKHA ObITh 00111as OCBELIEHHOCTh Ha ypoBHE 300 JK;

— IIBETOBas TEMIIEpATypa UCKYCCTBEHHOTO ocBemieHus B npeaenax 4000-6500

6.3 TpeOGoBaHus K pe:kuMy TPYAa U OTABIXA

JIisi MUHUMU3AUMU yXYAIICHUS 30pOBbsl, MOJYUEHHS TPaBM, YCTaJOCTH U
OIIMOOK CYILIECTBYET P EKUM TPY/la U OTAbIXa. PeXXuM Tpyia ¥ OTabIXa — 3TO MOP SI0K
yepenoBaHus paOoThl U MepepbIBOB B HEH /1J1s1 BOCCTAHOBJICHUS CHUII.

[Ipu pabote 3a KOMIBIOTEP OM p EKOMEHAY €TCSI IeNaTh Mep ep bIBbI Kaxkabie 60-90
MUHYT pa0oThl U Ha 10-15 MUHYT BBIMTH U3 IOMELIEHUS WU CAENATh 3ap AAKY.

Hopwmsl pexuma tpyna u otasixa no TK PO:

— IIponomxurenbHOCTh pabo4yero BpeMeHU B HeJlene JOKHO ObITh 40 yacos.

UckmioueHus:  HECOBEPIIIEHHOJIETHUE, HWHBAJIWIbI, padoTalIIue Ha BPETHBIX
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P OU3BOJICTBAX;

— ExeHenenbHBIM HEMPEPBIBHBIN OTABIX JOJDKEH IMThca 42 vaca mnpu
MATUIHEBHOM pabouel Heperne;

— IlepepbiBBI Ha OTABIX W TUTAHWE OOSA3aTENBHBI €CIM paboOuYMil JICHb
Mp eBbINIacT 4 yaca;

— MaxkcumanbHOe BpeMsi CBEpXYpPOUHOUM pabOThl HE JOJIKHO IpeBbIIIATH 4
9acoB B TeueHue 2 aHel moapsaau He 6osiee 120 yacoB B roa. K cBepxypouHoit pabote

HC IIP UBJICKAIOTCA 6€p CMCHHBIC )KCHIIIWHLI 1 HCCOBCP ICHHOJICTHUC.
6.4 PexoMeHaan UM 110 UCI0JIb30BAHUIO nporpaMMﬂorooﬁecnequmI

Jlns coOntofenuss 06€30MacHOCTH pabOThl C KOMIIBIOTEPOM PEKOMEH]yeTCs
MPHUMCHATHh CIeNUaJIn3upOBaHHOE TporpamMmHoe obecniedenue. Hampumep s
CHW)KSHMS HaMp sHKSHUsI TJ1a3 cieayeT ucnolib3oBaTh Night Shift na Mac u Night Light
B Windows. UToObI crienuth 3a BpeMEHEM TpYyJa W OTAbIXa CIEAyeT HMCIOIb30BaTh
takeu porpammel kak EyelLeo nnu Workrave. Pekomenyercst Tak:ke UCIONIb30BaTh
IpOorpaMMbl YMEHBIIEHUS SMOIMOHAIBHOTO HANPSDKEHUS, KOTOPBIC BOCIIP OM3BOIST
CIOKOMHYO MYy3bIKY WU 3By KU TP Up 01161 K Takum mip orpamam otHocsiTes Noisli mmu A

Soft Murmur.
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3akJIl04YeHue

B xone BbINOJHEHUS BBITYCKHOW KBadU(UIMOHHON paboThl OblIa M3yuyeHa
aKTyaJIbHOCTh 00JIaUHBIX X PaHWIIHILI, aHAJIM3 aHAJIOTOB, ObLJIM BHIOp aHbl TEXHOJIOTHH U
cpeasl pa3paboTKU, CIIPOCKTUPOBAHA apXUTEKTypa, peaan30BaHO BeO -Ip UIT0KEHHUE
«O061ayHO€ XpaHUJIHILIE C YTIP ABJIEHUEM JIOCTYTIOM U CUCTEMOM TTOUCKa», a TaKkKe ObLIO0
MIPOBEICHO TECTHUP OBAHUE.

Bo Bpems pa3paboTku ObUIH MOMYUYEHBI 3HAHUS TTOCTP OCHUSI MUKP OCEP BUCHOM
ap XUTEKTYPHI C UCTI0JIb30BaHUEM Opokepa cooOuienuit RabbitMQ. YrnyOnens! 3HaHus
OporpaMMUpOBaHUs CEpBEPHOM uvacTu Ha (pelimBopke Spring Boot ¢ s3bikoM
nporpaMMHUpoBaHusl Java M BcrioMoratenbHOTro cepBuca Ha Python. 3akperuieHst
HaBBIKK paboThI ¢ PpeiimBopkoM React 1 si3p1koM rp orpaMMup oBanust JavaScript npu
paspaboTke kiueHTckou yactu. [Tosyden onbiT moctpoeHuss RAG-cucreM. YiydiieHbl
HaBBIKK pa0OThI ¢ 62301 qaHHBIX PostgreSQL ¢ pacmuperussmMu pgvector u pg_trgm.
[Tonyaern omeiT paboter ¢ Docker m Docker Compose st KOHTSHHEp MU3aIHM.
PesynbpTaThl TeCTHp OBaHUS TOKA3AIH, YTO P €aTU30BaHOE BeO -TIp miiokeHue «Oomagnoe
XPaHWIMLIE C YIIP aBIEHUEM I0CTYIIOM M CUCTEMOM MIOUCKa» MOJHOCTBIO COOTBETCTBYET
BCEM IOCTABJICHHBIM TP €OOBAHUSIM.

B Oynaymiem MOXHO yJIy4IINTh BeO-Ip UJI0KEHHE 100aBUB COBMECTHYIO paboTy
HaJ (aillamu, 3a CYET KOTOPOM MOJb30BATEIM CMOTYT OJHOBpPEMEHHO PadoTaTh B
P EXKHUME P €alIbHOIO Bp EMEHH HaJl OJTHUM TOKYMEHTOM. Takxe Oy/ieT BaxKHO 100aBUThH
BEP CUOHUPOBaHUE PaiIoB JIJIsi BOCCTAHOBJICHUSI TP €ABIAYIIHNX PEAaKIUNA JOKYMEHTA.
Kpowme Toro, ogHUM U3 MepCHeKTUBHBIX yIydllleHHd OyaeT 100aBIeHUuEe MeXaHu3Ma
YBEIHUYEHHUE IOCTYTHOTO 00beMa XpaHWIHIIA.

[Tomy4yeHHBI OMBIT B XOJA€ pa3pabOTKH MHUKPOCEPBUCHOTO BeO-TP MIIOKEHUS
«ObnayHOEe XpaHWJIWILA C YIPABIECHUEM JIOCTYyIIOM M CHCTEMOM JOCTyIa»
OpeACTaBIseT OrPOMHYIO LEHHOCTh IS JalbHeWmedl npoddeccuoHanbHO

JUTUTETBHOCTHU B cdepe pa3paboTku BeO-Ip UI0KEHUH.

Jlucm

1Ty 1.090301.24.001 113 106

Hsm. | Jlucm Ne doxym. Hoonucwy | Jama




CnHcok MCNMOJIb30BAHHBIX HCTOYHHKOB

1. Spring Framework Documentation :: Spring Framework [DnexktpoHHbIN
pecypc]. — URL: https://docs.spring.io/spring-framework/reference/index.html — /lata
oopamenus: 14.04.2026.

2. Spring Boot Reference Documentation [DmnektponHsiii pecypc]. — URL:
https://docs.spring.io/spring-boot/docs/3.3.0-SNAPSHOT /reference/htmlsingle/ —
Jlata obpamenus: 14.04.2026.

3. Spring Data JPA :: Spring Data JPA [Dnexkrponnsiii pecypc]. — URL:
https://docs.spring.io/spring-data/jpa/reference/ — Jlata o6pamenus: 14.04.2026.

4. Spring Security :: Spring Security [Dnektponnbiii pecypc]. — URL:
https://docs.spring.io/spring-security/reference/index.html — Jlatra oOpamienus:
14.05.2026.

5. Introduction :: Spring Al Reference [Dnexkrponnsiii pecypc]. — URL:
https://docs.spring.io/spring-ai/reference/ — Jlata oOpamenwus: 14.04.2026.

6. PostgreSQL: Documentation: 16: PostgreSQL 16.14 Documentation
[Dnextpounsiii pecypc]. — URL: https://www.postgresql.org/docs/16/index.html —
Hata ob6pamenus: 15.04.2026.

7. RabbitMQ Documentation | RabbitMQ [Dnextponnsiii pecypc]. — URL:
https://www.rabbitmq.com/docs — Jlata o6pamenus: 16.04.2026.

8. Quick Start — React [DnexTp onnsiii pecypc]. — URL: https://react.dev/learn
— JlaTa oOpamenus: 17.04.2026.

9. Maven Documentation — Maven [Onekrponnsiii pecypc]. — URL:
https://maven.apache.org/guides/index.html — Jlata o6pamienus: 14.04.2026.

10. Docker Compose | Docker Docs [Dnektponnsiit pecypc]. — URL:
https://docs.docker.com/compose — Jlata o6pamienus: 19.04.2026.

11. Ollama's documentation - Ollama [Dnektponnsiii pecypc]. — URL:
https://docs.ollama.com/ — [laTa o6pamenus: 18.04.2026.

12. nginx: JOKYMEHTAIUS [D1eKkTp OHHBIN pecypc]. — URL:
https://nginx.org/ru/docs/ — Jlata oopamenus: 17.04.2026.

Jlucm

1Ty 1.090301.24.001 113 107

Hsm. | Jlucm Ne doxym. Hoonucwy | Jama



https://docs.spring.io/spring-framework/reference/index.html
https://docs.spring.io/spring-boot/docs/3.3.0-SNAPSHOT/reference/htmlsingle/
https://docs.spring.io/spring-data/jpa/reference/
https://docs.spring.io/spring-security/reference/index.html
https://docs.spring.io/spring-ai/reference/
https://www.postgresql.org/docs/16/index.html
https://www.rabbitmq.com/docs
https://react.dev/learn
https://maven.apache.org/guides/index.html
https://docs.docker.com/compose
https://docs.ollama.com/
https://nginx.org/ru/docs/

13. Apache Tika — Getting Started with Apache Tika [3nexktponnslii pecypc]. —
URL: https://tika.apache.org/2.9.1/gettingstarted.html — JlaTa oOpamenus: 16.04.2026.

14. CaHUTap HO-TUTUEHUYECKUE PEKOMEHIAIMN JJIsi OpTraHu3auuu paboyero

MECTa I0JIb30BATEIIA IIEP COHAIBHBIM KOMIIBIOTEP OM [Dy1eKTp OHHBIN pecypc|. — URL:

https://sakhgig.ru/main/info/664-sanitarno-gigienicheskie-rekomendacii-dlya-

organizacii-rabochego-mesta-polzovatelya-personalnym-kompyuterom.html — JlaTta

o6pamrenus: 19.05.2026.

Uszm

Jlucm

Ne doxym.

Iloonuce

Hama

1Ty 1.090301.24.001 113

Jlucm

108



https://tika.apache.org/2.9.1/gettingstarted.html
https://sakhgig.ru/main/info/664-sanitarno-gigienicheskie-rekomendacii-dlya-organizacii-rabochego-mesta-polzovatelya-personalnym-kompyuterom.html
https://sakhgig.ru/main/info/664-sanitarno-gigienicheskie-rekomendacii-dlya-organizacii-rabochego-mesta-polzovatelya-personalnym-kompyuterom.html

Ipuiaoxkenune A

(o0s13aTeIbHOE)

OO0nayHOe XpaHWIHUIIE C YIIPaBJIECHUEM JOCTYTIOM U CUCTEMOM MOUCKA

UML — nuarpammsbl

Uszm

Jlucm

Ne doxym.

Iloonuce

Hama

1Ty 1.090301.24.001 113

Jlucm

109




UML-auarpamMmmMa nocjieaoBaTeJJbHOCTel

7 . ;
—
: .
.
e | |
‘

S, o e v 18125,

Cacpanies nercproe npeaTseseowe e vt

Ry

Beeen ey

o

Beesg e

-~

nry 1.090301.24.002 014

¢ ypsenesen

1

| TN

QET ap 28EMT

Usm.

Jlucm

Ne doxym.

Iloonucy | Hama

1Ty 1.090301.24.001 113

Jlucm

110




S Tow e e}

rpocsprene

o sy i

5 Mo o Polpuane

e

| e

rapmsmsnay

L] ormer

s A

Mg g

Feyn £ rratm o J

orius Cespane, e s

o

(
o=

. oo s iy (ecang o
s o o, e
| Gusssurn st ez
Cremponns o
w2 ] eopne o T T
55 v ey
[T
e i L
pemsion - eue :
E—— [—
e
coum caney &
- s e mews | € {
e e ey
> et gt
e &

o o o o~ ‘
(0 D (O] v =
o/ & & |\ )

nry 1.090301.24.002 014

o T
B = T
Bacnynow u cuemenod naa
UM Quazpaiiua noenesosament cemed
T

BT, 2p. 226811

Uszm

Jlucm

Ne doxym.

Iloonuce

Hama

1Ty 1.090301.24.001 113

Jlucm

111




0] o 10 o) 3 @ o)
@ 0 O] ® @ )] ® ) ) G
¢ G
prar— -
-
—
[ S
-
! { 3 16 Cpoc nspans F
; - R
—
i
| e
[—
00 - I
e
)

Mnry 1.090301.24.002 014

Uszm

Jlucm

Ne doxym.

Iloonuce

Hama

1Ty 1.090301.24.001 113

Jlucm

112




UML-aunarpaMmma pa3BepTbIBaHHS

MNepenaya AaHHLIX
KrmeHT Nepeaaya AaHHLIX Copasp

WnTeppHer i Docker H
Bpayaep !
Monyyexwne naHHbix Monyyexne faHHb Nginx

frontend backend
search-service chat-service
reranker-service email-service
| RabbitMQ i
PosigreSQL Ollama

nry 1.090301.24.003 O19

"

Jlucm

1Ty 1.090301.24.001 113 113

Hsm. | Jlucm Ne doxym. Hoonucwy | Jama




UML-I[I/IanaMMa NMpEeNCHACHTOB HEABTOPHU30BAHHOI'O ITOJbB30BaTEC/ I

O0nayHoe xpaHunuwie

<<include>>
Perucrpaums  )€-----

AsTOpM3aUMA S !

COpoc napons ~ f----- H

pocmMoTp (hainoeu nanok no
nyGnNUYHON CChinke

Cxaunsanue dainos no
nyBnuYHOM ccuinke

EHWE wnn Bonwe}

comtmin T

LWL

HeasTopW30BaHHbIN NoNk:

arpy3ka (haitnos 8 nanky no
nyGnNuUYHOIA cchinke

epenmeHoBaHe 00bexToD
BHYTPM Nanku No nyGnUUHOMA
ceoinke

epemeLlesne 00bLeKTos
BHYTPM Nanku no nyGnuuHoi
ccoinke

‘manexne oGLEKTOB B Nanke
no NyGNUYHOI CChinke

Mry 1.090301.24.004 416

(OBHMOR XOITHLE € yrpaaneHIEN
AOCTYRON W CHETENOR ROWCER
UML - Jearpauma npeenzentos

Xy @BT. 2p 2286011

Jlucm

1Y 1.090301.24.001 IT3 14

Hsm. | Jlucm Ne doxym. Hoonucwy | Jama




UML-IIl/lanaMMa NpEeuCHACHTOB AaBTOPU30BAHHOTI'0 MMOJIB30BaATEC/IA

ABTOPU30BaHHBIA NONb30BaTEND

O6nayHoe xpaHsunuie

‘YnpaBnexue npodunem

Cwmesxa napons

BuiX0A W3 YUETHON 3anucK

Yaanexue yueTtHon

3anucn

AKTUPOBAHME NNYHI

BaHHBIX

1900

‘Ynpagnexue JocTynom

N\

aocTyn
no noute

Aoctyn

10 NYGNUYHOM CCHINKE.

MpocMOTP BLIAAHHLIX

AocTynos

Ynpagnexue dainamu u nanxauu[

dannol

N

¥ nanox

hainos 1 Nanox)

taitnos

3arpyaka aitnos

®aitnos

i

O13ui8 AoCTyna,

D

Cucrema noucka

Moucxk no umexn aina

Mowck no Tuny daina

Mowcx no gate

0BbIA NOUCK )d---,

Jooe

KNt NOUCK -t

PaboTa C KOp3uHOM

O

<<inclide>>

Boce "3

KOp3MHB!

MpoCcMOTp KOP3uHs!

OYMCTXA KOP3UHB!

MEPUAHLIA NOUCK -

0

Al-yar no canny

3aparts sonpoc Al no

anny

POCMOTPETL UCTOPUIO

TpocmoTp 3aHATOrO MecTa

Coptuposka o6bekTos

10

yata c Al

UNCTUTL MCTOPHIO YaTa

ik

MAry 1.090301.24.005 413

Otna0C XpaIMMLC € YT
A0CTYMOM H GHCTEMOR

[ —

BT, 2p. 2288011

Usm.

Jlucm

Ne doxym.

Iloonucy | Hama

1Ty 1.090301.24.001 113

Jlucm

115




UML-quarpamma KJjaccoB Mukpocepsuca email-service

EmailServiceApplication

+main(args: String[l): void { static }

HealthController

+ health(): Map<String, String>

EmailMessage

EmailConsumer

- to: String
- subject: String
- template: String

- mailSender: JavaMailSender
- templateEngine: TemplateEngine

-link: String R
- usemame: String - + handieEmailk Emaill void
- body: String - buildF alibackHtmi(message: EmailMessage): String
,
+ EmailMessage() -
+ EmailMessage...) //
p
’
,
’
p
,
p
,
p
,
’
y
’
b
RabbitConfig

+ EMAIL_QUEUE: String = "email.queue™ {static, final}
+ EMAIL_EXCHANGE" String = "email exchange” {static, final}
+ EMAIL_ROUTING_KEY: String = "email.send" {static, final}

+ emailQueue() Queue
+ emailExchange(): TopicExchange
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hange): Binding
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JluctuHr mukpocepsuca backend

®aiin AuthService.java
package com.cloudstorage.service.impl;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

cloudstorage.
cloudstorage.
cloudstorage.
cloudstorage.
cloudstorage.
cloudstorage.
cloudstorage.
cloudstorage.
cloudstorage.
cloudstorage.

config.RabbitMQConfig;
dto.AuthDto. *;
dto.MessageDto.EmailMessage;
dto.UserDto;

entity.RefreshToken;

entity.User;
exception.ResourceNotFoundException;
repository.RefreshTokenRepository;
repository.UserRepository;
security.JwtUtil;

lombok.RequiredArgsConstructor;

lombok.extern.sl1f47.51f475;
org.springframework.amgp.rabbit.core.RabbitTemplate;
org.springframework.beans.factory.annotation.Value;
org.springframework.security.authentication.AuthenticationManager;

org.springframework.

security.authentication.BadCredentialsException;

org.springframework.security.authentication.UsernamePasswordAuthenticationT

oken;

import
import
import
import
import

import
import
import

org.
org.
org.
org.
org.

springframework.security.core.userdetails.UserDetails;
springframework.security.core.userdetails.UserDetailsService;
springframework.security.crypto.password.PasswordEncoder;
springframework.stereotype.Service;
springframework.transaction.annotation.Transactional;

Jjava.time.Instant;
java.time.temporal.ChronoUnit;
java.util.UUID;

@Service

@RequiredArgsConstructor

@S1f45

public class AuthService {

private final
private final
private final
private final
private final
private final
private final

@Value ("S{app

UserRepository userRepository;
RefreshTokenRepository refreshTokenRepository;
PasswordEncoder passwordEncoder;

JwtUtil jwtUtil;

AuthenticationManager authenticationManager;
UserDetailsService userDetailsService;
RabbitTemplate rabbitTemplate;

.base-url}t")

private String baseUrl;

@Value ("${app

.Jwt.refresh-expiration}")

private Long refreshExpiration;

@Transactional

public String

register (RegisterRequest request) {

if (userRepository.existsByEmail (request.getEmail())) {
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throw new IllegalArgumentException ("Email already registered");
}
if (userRepository.existsByUsername (request.getUsername())) {
throw new IllegalArgumentException ("Username already taken");

}
String verificationToken = UUID.randomUUID () .toString() ;

User user = User.builder ()
.email (request.getEmail ())
.username (request.getUsername () )

.passwordHash (passwordEncoder.encode (request.getPassword () ))
.firstName (request.getFirstName () )
.lastName (request.getlLastName () )
.1sEmailVerified (false)
.emailVerificationToken (verificationToken)
.emailVerificationExpires (Instant.now () .plus (24,
ChronoUnit.HOURS))
.storageUsed(0L)
.storageLimit (10737418240L)
.isDeleted(false)
Jouild () ;

userRepository.save (user);

String link = baseUrl + "/api/auth/verify-email?token=" +
verificationToken;
rabbitTemplate.convertAndSend (
RabbitMQConfig.EMAIL EXCHANGE,
RabbitMQConfig.EMAIL ROUTING KEY,
new EmailMessage(user.getEmail (), "lomrBepxmeHme email",
"email-verification", link, user.getUsername (), null)

) ;

return "Registration successful. Please check your email to verify
your account.";

}

@Transactional
public AuthResponse login (LoginRequest request) {
try {
authenticationManager.authenticate (
new UsernamePasswordAuthenticationToken (request.getEmail (),
request.getPassword())
) 7
} catch (Exception e) {
throw new BadCredentialsException("Invalid email or password");

}

User user = userRepository.findByEmail (request.getEmail ())
.orElseThrow( () -> new ResourceNotFoundException("User not
found™)) ;

UserDetails userDetails =
userDetailsService.loadUserByUsername (user.getEmail ());
String accessToken = jwtUtil.generateToken (userDetails) ;
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String refreshToken = createRefreshToken(user);

return new AuthResponse (accessToken, refreshToken, mapToDto (user));

}

@Transactional
public AuthResponse refresh (RefreshRequest request) ({
RefreshToken token =
refreshTokenRepository.findByToken (request.getRefreshToken () )
.orElseThrow( () -> new IllegalArgumentException ("Invalid

refresh token"));

if (token.getExpiresAt () .isBefore(Instant.now())) {
refreshTokenRepository.delete (token);
throw new IllegalArgumentException ("Refresh token expired");

}

User user = token.getUser();

UserDetails userDetails =
userDetailsService.loadUserByUsername (user.getEmail () )

String newAccessToken = JjwtUtil.generateToken (userDetails);

return new AuthResponse (newAccessToken, request.getRefreshToken(),

mapToDto (user) ) ;
}

@Transactional
public void logout (String refreshToken) {
refreshTokenRepository.deleteByToken (refreshToken) ;

}

@Transactional
public void verifyFmail (String token) {
User user = userRepository.findByEmailVerificationToken (token)
.orElseThrow(() -> new IllegalArgumentException ("Invalid

verification token")):;

if (user.getEmailVerificationkExpires () .isBefore (Instant.now())) {
throw new IllegalArgumentException ("Verification token

expired") ;

user.setIsEmailVerified (true);
user.setEmailVerificationToken (null);
user.setEmailVerificationExpires (null);
userRepository.save (user);

}

@Transactional
public void forgotPassword(String email) {
userRepository.findByEmail (email) .ifPresent (user -> {
String resetToken = UUID.randomUUID() .toString()
user.setPasswordResetToken(resetToken) ;
user.setPasswordResetExpires (Instant.now().plus(1l,

ChronoUnit.HOURS) ) ;
userRepository.save (user) ;
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String link = baseUrl + "/reset-password?token=" + resetToken;

rabbitTemplate.convertAndSend (
RabbitMQConfig.EMAIL_EXCHANGE,
RabbitMQConfig.EMAIL ROUTING KEY,
new EmailMessage(usez.getEmaIl(), "BoccTaHoBJIeHMe napojsa',

"password-reset", link, user.getUsername (), null)
)
1)
}

@Transactional
public void resetPassword (ResetPasswordRequest request) {
User user =
userRepository.findByPasswordResetToken (request.getToken ())
.orElseThrow( () -> new IllegalArgumentException ("Invalid
reset token"));

if (user.getPasswordResetExpires () .isBefore(Instant.now())) {
throw new IllegalArgumentException ("Reset token expired");

user.setPasswordHash (passwordEncoder.encode (request.getNewPassword())) ;
user.setPasswordResetToken (null) ;
user.setPasswordResetExpires (null) ;
userRepository.save (user);

refreshTokenRepository.deleteByUser (user) ;

}

private String createRefreshToken (User user) {
refreshTokenRepository.deleteByUser (user) ;
RefreshToken token = RefreshToken.builder ()
.user (user)
.token (UUID.randomUUID() .toString () )
.expiresAt (Instant.now() .plusSeconds (refreshExpiration /
1000))
Jouild() ;
return refreshTokenRepository.save (token) .getToken () ;

}

public UserDto mapToDto (User user) {
return UserDto.builder ()

.id (user.getId())
.email (user.getEmail ())
.username (user.getUsername () )
.firstName (user.getFirstName ())
.lastName (user.getLastName () )
.avatarUrl (user.getAvatarUrl ())
.isEmailVerified (user.getIsEmailVerified())
.storageUsed(user.getStorageUsed())
.storagelLimit (user.getStoragelLimit ())
.createdAt (user.getCreatedAt ())
Louild () ;
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®aiin UserService.java
package com.cloudstorage.service.impl;

import com.cloudstorage.dto.FileOperationDto.*;

import com.cloudstorage.dto.UserDto;

import com.cloudstorage.entity.User;

import com.cloudstorage.repository.UserRepository;

import lombok.RequiredArgsConstructor;

import org.springframework.beans.factory.annotation.Value;
import org.springframework.core.io.Resource;

import org.springframework.core.io.UrlResource;

import org.springframework.security.crypto.password.PasswordEncoder;
import org.springframework.stereotype.Service;

import org.springframework.transaction.annotation.Transactional;
import org.springframework.web.multipart.MultipartFile;

import java.io.IOException;

import java.net.MalformedURLException;
import java.nio.file.Files;

import java.nio.file.Path;

import java.nio.file.Paths;

import java.util.Set;

import java.util.UUID;

@Service
@RequiredArgsConstructor
public class UserService {

private final UserRepository userRepository;
private final PasswordEncoder passwordEncoder;
private final AuthService authService;

@vValue ("${app.storage.path}")
private String storagePath;

private static final Set<String> ALLOWED TYPES = Set.of(
"image/jpeg", "image/png", "image/gif", "image/webp"

)

private static final long MAX AVATAR SIZE = 5 * 1024 * 1024;

public UserDto getProfile (User user) ({
User fresh = userRepository.findById(user.getId()) .orElseThrow()
return authService.mapToDto (fresh);

}

@Transactional
public UserDto updateProfile (User user, UpdateProfileRequest request) {
User fresh = userRepository.findById(user.getId()) .orElseThrow () ;

if (request.getFirstName () != null)
fresh.setFirstName (request.getFirstName ()) ;

if (request.getLastName () != null)
fresh.setLastName (request.getLastName () ) ;

if (request.getUsername () !'= null &&
!request.getUsername () .equals (fresh.getUsername () )) {
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if (userRepository.existsByUsername (request.getUsername())) {
throw new IllegalArgumentException ("Username already
taken");

}

fresh.setUsername (request.getUsername () ) ;

}

userRepository.save (fresh);
return authService.mapToDto (fresh);

}

@Transactional
public void changePassword (User user, ChangePasswordRequest request) {
User fresh = userRepository.findById(user.getId()) .orElseThrow()

if (!passwordEncoder.matches (request.getCurrentPassword(),

fresh.getPasswordHash())) {
throw new IllegalArgumentException ("Current password is

incorrect") ;

}

fresh.setPasswordHash (passwordEncoder.encode (request.getNewPassword())) ;
userRepository.save (fresh);

}

@Transactional
public void deleteAccount (User user) {
User fresh = userRepository.findById(user.getId()) .orElseThrow () ;

fresh.setIsDeleted (true);

fresh.setEmail (fresh.getEmail () + " deleted " +
System.currentTimeMillis ()) ;

userRepository.save (fresh) ;

}

@Transactional
public UserDto uploadAvatar (User user, MultipartFile file) {
if (file.isEmpty()) throw new IllegalArgumentException("File is
empty");

if (file.getSize() > MAX AVATAR SIZE) throw new
IllegalArgumentException ("File too large (max 5 MB)");

String contentType = file.getContentType()
if (contentType == null || !ALLOWED TYPES.contains (contentType)) {
throw new IllegalArgumentException ("Only JPEG, PNG, GIF and
WEBP images are allowed");

}

String ext = switch (contentType) ({
case "image/png" -> ".png";
case "image/gif" -> ".gif";
case "image/webp" -> ".webp";
default -> ".Jjpg";

}i

String filename = "avatar " + user.getlId() + " " +
UUID.randomUUID() + ext;
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Path avatarsDir = Paths.get (storagePath, "avatars");

try {
Files.createDirectories (avatarsDir) ;
Path dest = avatarsDir.resolve (filename);
file.transferTo(dest.toFile()) ;
} catch (IOException e) {
throw new RuntimeException("Failed to save avatar", e);

}

User fresh = userRepository.findById(user.getId()) .orElseThrow () ;
if (fresh.getAvatarUrl() != null) {
try |

String oldFilename =
fresh.getAvatarUrl() .substring (fresh.getAvatarUrl () .lastIndexOf('/"') + 1);
Files.deletelfExists (avatarsDir.resolve (oldFilename));
} catch (IOException ignored) {}

}

fresh.setAvatarUrl ("/api/users/avatars/" + filename);
userRepository.save (fresh) ;
return authService.mapToDto (fresh);

}

@Transactional
public UserDto deleteAvatar (User user) {
User fresh = userRepository.findById(user.getId()) .orElseThrow () ;

if (fresh.getAvatarUrl() != null) {
try A
String oldFilename =

fresh.getAvatarUrl() .substring (fresh.getAvatarUrl () .lastIndexOf('/"') + 1);

Path avatarsDir = Paths.get(storagePath, "avatars");
Files.deletelfExists (avatarsDir.resolve (oldFilename));
} catch (IOException ignored) {}
fresh.setAvatarUrl (null) ;
userRepository.save (fresh);

}

return authService.mapToDto (fresh);

}

public Resource getAvatarResource (String filename) {

if (filename.contains("..") || filename.contains ("/") ||

filename.contains ("\\")) {
throw new IllegalArgumentException ("Invalid filename");

}
Path file = Paths.get (storagePath,
"avatars") .resolve(filename) .normalize () ;
try {
Resource resource = new UrlResource (file.toUri());
if (!resource.exists() || !resource.isReadable()) {

throw new RuntimeException ("Avatar not found");

}

return resource;
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} ¢

}

atch (MalformedURLException e) {
throw new RuntimeException("Avatar not found", e);

®aiin FileService.java
package com.cloudstorage.service.impl;

import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.

import org.
import org.
import org.
import org.
import org.
import

cloudstorage.config.RabbitMQConfig;
cloudstorage.dto.FileOperationDto. *;
cloudstorage.dto.MessageDto.SearchIndexMessage;
cloudstorage.dto.StorageObjectDto;
cloudstorage.entity.*;
cloudstorage.entity.AccessPermission.Permissionlevel;
cloudstorage.exception.AccessDeniedException;
cloudstorage.exception.ResourceNotFoundException;
cloudstorage.exception.StoragelLimitException;
cloudstorage.repository.*;

import lombok.RequiredArgsConstructor;

import lombok.extern.slf4j.S1f475;
springframework.amgp.rabbit.core.RabbitTemplate;
springframework.beans.factory.annotation.Value;
springframework.stereotype.Service;
springframework.transaction.annotation.Transactional;

springframework.

transaction.support.TransactionSynchronization;

org.springframework.transaction.support.TransactionSynchronizationManager;
import org.springframework.web.multipart.MultipartFile;

import java
import java
import java
import java
import java

@Service

.10.I0Exception;
.i1o.InputStream;
.nio.file.*;
.time.Instant;
util.*;

@RequiredArgsConstructor

@S1£47

public class FileService {

private
private
private
private
private
private

final
final
final
final
final
final

StorageObjectRepository storageObjectRepository;
AccessPermissionRepository permissionRepository;
TrashItemRepository trashItemRepository;
UserRepository userRepository;

RabbitTemplate rabbitTemplate;
com.cloudstorage.service.SearchServiceClient

searchServiceClient;

@value ("${app.storage.path}")
private String storagePath;

@Transactional (readOnly = true)

public List<StorageObjectDto> listFolder (User user,

List<StorageObject> objects;
(parentUuid == null) {
objects = storageObjectRepository.findRootByOwnerFetched (user);

if

UUID parentUuid)

{
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} else {
StorageObject parent = getObjectOrThrow (parentUuid) ;
checkPermission (user, parent, PermissionLevel.READ);

objects = storageObjectRepository.findByParentFetched (parent) ;

}

return objects.stream() .map (o -> toDto (o, user)).toList();

}

@Transactional (readOnly = true)
public List<StorageObjectDto> listSharedWithMe (User user) {
return storageObjectRepository.findSharedWithUser (user)
.Stream() .map (o —-> toDto (o, user)) .tolList();

}

@Transactional
public StorageObjectDto createFolder (User user, CreateFolderRequest
request) |
StorageObject parent = null;
if (request.getParentUuid() !'= null) {
parent = getObjectOrThrow (request.getParentUuid()) ;
checkPermission (user, parent, PermissionLevel.CONTRIBUTE);
}

validateName (request.getName ()) ;

StorageObject folder = StorageObject.builder ()
.owner (user)
.parent (parent)
.name (request.getName () )
.objectType (StorageObject.ObjectType.FOLDER)
.size (0OL)
.isDeleted (false)
Jouild () ;

storageObjectRepository.save (folder) ;
return toDto (folder, user);

}

@Transactional
public StorageObjectDto uploadFile(User user, UUID parentUuid,
MultipartFile file) throws IOException {

long fileSize = file.getSize();
User freshUser =

userRepository.findById(user.getId()) .orElseThrow () ;
if (freshUser.getStorageUsed() + fileSize >
freshUser.getStorageLimit ()) {

throw new StoragelLimitException("Storage limit exceeded");

}

StorageObject parent = null;

if (parentUuid !'= null) {
parent = getObjectOrThrow (parentUuid) ;
checkPermission (user, parent, PermissionLevel.CONTRIBUTE);
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String originalName = file.getOriginalFilename() != null ?
file.getOriginalFilename () : "unnamed";

String relativePath = buildStoragePath (freshUser.getId(),
originalName) ;

Path fullPath = Paths.get(storagePath, relativePath);

Files.createDirectories (fullPath.getParent())

try (InputStream in = file.getInputStream()) {
Files.copy(in, fullPath, StandardCopyOption.REPLACE EXISTING) ;
}

StorageObject obj = StorageObject.builder ()
.owner (freshUser)
.parent (parent)
.name (originalName)
.objectType (StorageObject.ObjectType.FILE)
.mimeType (file.getContentType () )
.size(fileSize)
.storagePath(relativePath)
.1sDeleted (false)
Louild () ;

storageObjectRepository.save (obj) ;

freshUser.setStorageUsed (freshUser.getStorageUsed () + fileSize);
userRepository.save (freshUser);

final SearchIndexMessage indexMsg = new SearchIndexMessage (
obj.getId (), "INDEX", relativePath, file.getContentType(),

originalName) ;
TransactionSynchronizationManager.registerSynchronization (new
TransactionSynchronization () {
@Override
public void afterCommit () {
try {
rabbitTemplate.convertAndSend (
RabbitMQConfig. SEARCH INDEX EXCHANGE,
RabbitMQConfig.SEARCH INDEX ROUTING KEY,
indexMsg B B B
)
} catch (Exception e) {
log.warn("Could not send search index message: {}",
e.getMessage()) ;

}
}
1)

return toDto (obj, freshUser);

}

@Transactional (readOnly = true)
public Path getFilePath (User user, UUID uuid) {
StorageObject obj = getObjectOrThrow (uuid) ;
checkPermission(user, obj, PermissionLevel.READ);
if (obj.getObjectType () != StorageObject.ObjectType.FILE) {
throw new IllegalArgumentException("Not a file");
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return Paths.get (storagePath, obj.getStoragePath());

@Transactional (readOnly = true)

public StorageObject getObject (User user, UUID uuid) {
StorageObject obj = getObjectOrThrow (uuid) ;
checkPermission(user, obj, PermissionLevel.READ) ;
return obj;

}

@Transactional
public StorageObjectDto rename (User user, UUID uuid, RenameRequest
request) {

StorageObject obj = getObjectOrThrow (uuid) ;
checkPermission(user, obj, PermissionLevel.CONTRIBUTE) ;
validateName (request.getNewName () ) ;
obj.setName (request.getNewName () ) ;
storageObjectRepository.save (obj) ;
return toDto (obj, user);

@Transactional
public StorageObjectDto move (User user, UUID uuid, MoveRequest request)

StorageObject obj = getObjectOrThrow (uuid) ;
checkPermission(user, obj, PermissionLevel .WRITE) ;

StorageObject newParent = null;

if (request.getTargetParentUuid() !'= null) {
newParent = getObjectOrThrow (request.getTargetParentUuid()) ;
checkPermission (user, newParent, PermissionLevel.WRITE) ;

}

obj.setParent (newParent) ;
storageObjectRepository.save (obj) ;
return toDto (obj, user);

}

@Transactional
public StorageObjectDto copy (User user, UUID uuid, CopyRequest request)
throws IOException {
StorageObject original = getObjectOrThrow (uuid) ;
checkPermission(user, original, PermissionLevel.READ) ;

StorageObject targetParent = null;
if (request.getTargetParentUuid() !'= null) {
targetParent = getObjectOrThrow(request.getTargetParentUuid());
checkPermission (user, targetParent,
PermissionLevel .CONTRIBUTE) ;
}

return copyRecursive(user, original, targetParent);

}

private StorageObjectDto copyRecursive (User user, StorageObject source,
StorageObject targetParent) throws IOException {
String newName = source.getName () ;
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StorageObject copy = StorageObject.builder ()
.owner (user)
.parent (targetParent)
.name (newName)
.objectType (source.getObjectType())
.mimeType (source.getMimeType () )
.isDeleted (false)

.build() ;
if (source.getObjectType () == StorageObject.ObjectType.FILE &&
source.getStoragePath () != null) {
User freshUser =
userRepository.findById(user.getId()) .orElseThrow () ;
if (freshUser.getStorageUsed() + source.getSize() >
freshUser.getStorageLimit ()) {

throw new StoragelLimitException ("Storage limit exceeded
during copy");

}
String newRelPath = buildStoragePath(user.getId(),

UUID.randomUUID() + " " + source.getName());

Path srcPath = Paths.get (storagePath, source.getStoragePath());

Path dstPath = Paths.get (storagePath, newRelPath);

Files.createDirectories (dstPath.getParent ());

Files.copy (srcPath, dstPath,
StandardCopyOption.REPLACE EXISTING) ;

copy.setStoragePath (newRelPath);

copy.setSize (source.getSize())

}
storageObjectRepository.save (copy) ;

if (source.getObjectType () == StorageObject.ObjectType.FOLDER) ({
List<StorageObject> children = storageObjectRepository
.findByOwnerAndParentAndIsDeletedFalse (user, source);
for (StorageObject child : children) {
copyRecursive (user, child, copy):

}

return toDto (copy, user);

}

@Transactional

public void deleteToTrash (User user, UUID uuid) {
StorageObject obj = getObjectOrThrow (uuid) ;
checkPermission(user, obj, PermissionLevel.WRITE) ;

Long originalParentId = obj.getParent () != null ?
obj.getParent () .getId() : null;
markDeletedRecursive(obj);

TrashItem trash = TrashItem.builder()
.object (obj)
.user (user)
.originalParentId(originalParentId)
Jouild () ;

14
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trashItemRepository.save (trash);

}

private void markDeletedRecursive (StorageObject obj) {
obj.setIsDeleted (true):;
obj.setDeletedAt (Instant.now()) ;
storageObjectRepository.save (obj) ;

if (obj.getObjectType () == StorageObject.ObjectType.FOLDER) {

List<StorageObject> children =
storageObjectRepository.findAllDescendants (obj.getId()) ;
for (StorageObject child : children) {
if (!child.getId() .equals(obj.getId())) {
child.setIsDeleted(true);
child.setDeletedAt (Instant.now()) ;
storageObjectRepository.save(child) ;

}

rabbitTemplate.convertAndSend (
RabbitMQConfig.SEARCH_INDEX_EXCHANGE,
RabbitMQConfig.SEARCH INDEX ROUTING KEY,
new SearchIndexMessage (obj.getId(), "DELETE", null, null, null)
)
}

@Transactional (readOnly = true)
public List<StorageObjectDto> listTrash(User user) {
return trashItemRepository.findByUserOrderByDeletedAtDesc (user)
.stream()
.map (t -> toDto(t.getObject(), user))
.toList () ;
}

@Transactional
public StorageObjectDto restoreFromTrash (User user, UUID uuid) {
StorageObject obj = getDeletedObjectOrThrow (uuid) ;
TrashItem trashlItem =
trashItemRepository.findByObjectId (obj.getId())
.orElseThrow( () -> new ResourceNotFoundException("Trash
item not found"));

obj.setIsDeleted(false);
obj.setDeletedAt (null) ;

if (trashItem.getOriginalParentId() != null) {

storageObjectRepository.findById (trashlItem.getOriginalParentId()) .ifPresent
OrElse (
parent -> {
if (!parent.getlIsDeleted()) obj.setParent (parent);
else obj.setParent(null);
by
() —> obj.setParent (null)
)
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}

storageObjectRepository.save (obj) ;
trashItemRepository.delete (trashltem);

return toDto (obj, user);

}

@Transactional
public void emptyTrash (User user) {
List<TrashItem> items =
trashItemRepository.findByUserOrderByDeletedAtDesc (user) ;
for (TrashItem item : items) {
StorageObject obj = item.getObject();
trashItemRepository.delete(item);
trashItemRepository.flush () ;
permanentlyDelete (ob7j) ;

}

@Transactional
public void permanentlyDeleteFromTrash (User user, UUID uuid) {
StorageObject obj = getDeletedObjectOrThrow (uuid) ;
TrashItem trashlItem =
trashItemRepository.findByObjectId (obj.getId())
.orElseThrow( () -> new ResourceNotFoundException("Trash

item not found"));

trashItemRepository.delete (trashlItem) ;
trashItemRepository.flush();
permanentlyDelete (obj) ;

}

private void permanentlyDelete (StorageObject obj) {
if (obj.getStoragePath() != null) {
try |
Files.deletelIfExists (Paths.get (storagePath,
obj.getStoragePath()));
} catch (IOException e) {
log.warn ("Could not delete file: {}",
obj.getStoragePath()) ;
}
}
storageObjectRepository.delete(obj);

}

@Transactional (readOnly = true)
public List<StorageObjectDto> search (User user, SearchRequest request)

String type = request.getSearchType() ;
boolean isShared = "shared".equals (request.getScope()):

Long folderId = null;
if (request.getFolderUuid() !'= null) {
StorageObject folder =

getObjectOrThrow (request.getFolderUuid()) ;
checkPermission (user, folder, PermissionLevel.READ);
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folderId = folder.getId();
}

String dateFrom = request.getDateFrom() != null ?
request.getDateFrom() .toString () : null;
String dateTo = request.getDateTo() !'= null ?
request.getDateTo () .toString() : null;
if ("semantic".equals (type)) {
if (request.getQuery () == null || request.getQuery().isBlank())

return List.of ()

final Long finalFolderId = folderId;
if (isShared) {
return semanticOrHybridShared (user, request.getQuery(),

true)
.stream/()
.filter(dto -> finalFolderId == null ||

isInSubtreeByUuid (dto.getUuid (), finalFolderId))
.tolList ()

}

return searchServiceClient.semanticSearch (user.getId(),
request.getQuery())

.stream/()
.map (r -> r.getUuid() != null
)
storageObjectRepository.findByUuidAndIsDeletedFalse (r.getUuid()).orElse (nul
1)
null)
.filter (Objects: :nonNull)
.filter(o -> o.getOwner () .getId() .equals (user.getId()))
.filter (o -> finalFolderId == null || isInSubtree (o,
finalFolderId))
.map (0 —-> toDto (o, user))
.toList ()
}
if ("name".equals (type)) {
String g = (request.getQuery() != null &&
!request.getQuery () .isBlank())
? request.getQuery() : null;
if (g == null) return List.of();
List<StorageObject> nameResults;
if (isShared && folderId != null) {
nameResults =

storageObjectRepository.searchByNameSharedInFolder (folderId, g,
request.getMimeType (), dateFrom, dateTo) ;
} else if (isShared) {
nameResults =
storageObjectRepository.searchByNameShared (user.getId(), g,
request.getMimeType (), dateFrom, dateTo);
} else 1if (folderId != null) {
nameResults =
storageObjectRepository.searchByNameInFolder (user.getId (), folderId, q,
request.getMimeType (), dateFrom, dateTo) ;
} else {
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nameResults =
storageObjectRepository.searchByName (user.getId (), g,
request.getMimeType (), dateFrom, dateTo);
}
return nameResults.stream/()
.sorted (buildComparator (request.getSortBy (),
request.getSortDir()))
.map (o —> toDto (o, user))
.toList () ;
}

if (Mall".equals(type)) {
if (request.getQuery() == null || request.getQuery().isBlank())
return List.of ();

final Long finalFolderId = folderId;
if (isShared) {
return semanticOrHybridShared (user, request.getQuery(),

false)

.Stream/()

.filter(dto -> finalFolderId == null ||
isInSubtreeByUuid(dto.getUuid (), finalFolderId))

.tolList ();

}

return searchServiceClient.hybridSearch (user.getId(),

request.getQuery())

.stream ()

.map (r -> r.getUuid() != null

)
storageObjectRepository. findByUuidAndIsDeletedFalse (r.getUuid()).orElse (nul
1)
null)

.filter (Objects: :nonNull)

.filter (o -> o.getOwner() .getId() .equals (user.getlId()))

.filter(o -> finalFolderId == null || isInSubtree(o,
finalFolderId))

.map (o —-> toDto (o, user))

.toList () ;

}

String g = (request.getQuery() != null &&
!request.getQuery () .isBlank())
? request.getQuery () : null;
List<StorageObject> results;
if (isShared && folderId != null) {
results =
storageObjectRepository.advancedSearchSharedInFolder (folderId, g,
request.getMimeType (), dateFrom, dateTo) ;
} else if (isShared) {
results =
storageObjectRepository.advancedSearchShared (user.getId (), g,
request.getMimeType (), dateFrom, dateTo);
} else if (folderId != null) {
results =
storageObjectRepository.advancedSearchInFolder (user.getId (), folderId, g,
request.getMimeType (), dateFrom, dateTo) ;
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} else {
results = storageObjectRepository.advancedSearch (user.getId(),
g, request.getMimeType (), dateFrom, dateTo);

}

return results.stream/()
.sorted(buildComparator (request.getSortBy (),
request.getSortDir()))
.map (o -> toDto (o, user))
.toList () ;
}

private boolean isInSubtree (StorageObject obj, Long folderId) ({
StorageObject current = obj;
int depth = 0;

while (current != null && depth < 50) {
if (current.getId() .equals(folderId)) return true;
current = current.getParent();
depth++;

}

return false;

}

private boolean isInSubtreeByUuid (UUID objUuid, Long folderId) ({
return storageObjectRepository.findByUuidAndIsDeletedFalse (objUuid)
.map (o -> isInSubtree (o, folderId))
.orElse(false);

}

private List<StorageObjectDto> semanticOrHybridShared (User user, String
query, boolean semantic) {

List<StorageObject> accessible =
storageObjectRepository.findAllAccessibleForUser (user.getId()):;

if (accessible.isEmpty()) return List.of();
Set<UUID> accessibleUuids = accessible.stream/()
.map (StorageObject: :getUuid)
.collect (java.util.stream.Collectors.toSet());

Set<Long> ownerIds = accessible.stream/()
.map (o —-> o.getOwner ().getId())
.collect (java.util.stream.Collectors.toSet());

return ownerIds.stream ()
.flatMap (ownerId -> {
List<com.cloudstorage.dto.SemanticSearchResult> raw =

semantic

? searchServiceClient.semanticSearch(ownerId,
query)

searchServiceClient.hybridSearch (ownerld,
query) ;
return raw.stream/()

.filter(r -> r.getUuid() != null &&

accessibleUuids.contains (r.getUuid()));

1)
.distinct ()
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.map (r —->
storageObjectRepository.findByUuidAndIsDeletedFalse (r.getUuid()).orElse (nul
1))

.filter(Objects::nonNull)

.map (o -> toDto (o, user))

.toList () ;

}

private Comparator<StorageObject> buildComparator (String sortBy, String
sortDir) {
Comparator<StorageObject> cmp = switch (sortBy != null ? sortBy
"updatedAt") {
case '"nmame" -> Comparator.comparing (StorageObject: :getName,
String.CASE INSENSITIVE ORDER) ;
" case "size" -> Comparator.comparing(o -> o.getSize() != null ?
o.getSize () : 0OL);
case "mimeType" -> Comparator.comparing(o -> o.getMimeType () !=
null ? o.getMimeType () : "");
default -> Comparator.comparing(o -> o.getUpdatedAt () != null ?
o.getUpdatedAt () : Instant.EPOCH);
}i
if ("asc".equalsIgnoreCase (sortDir)) return cmp;
return cmp.reversed() ;

}

@Transactional
public void grantPermission (User granter, UUID objectUuid,
GrantPermissionRequest request) {
StorageObject obj = getObjectOrThrow (objectUuid) ;
checkPermission(granter, obj, PermissionLevel.OWNER) ;

User grantee = userRepository.findByEmail (request.getEmail ())

.orElseThrow( () -> new ResourceNotFoundException("User not
found: " + request.getEmail()));
if (grantee.getId() .equals(granter.getId())) {

throw new IllegalArgumentException ("Cannot grant permission to
yourself");

}

AccessPermission existing =
permissionRepository.findByObjectAndGrantee(obj, grantee) .orElse(null);

if (existing != null) {
existing.setPermissionLevel (request.getPermission());
permissionRepository.save (existing) ;
} else {
AccessPermission perm = AccessPermission.builder ()
.object (obj)

.grantee (grantee)

.permissionLevel (request.getPermission () )

.grantedBy (granter)

Jbuild ()
permissionRepository.save (perm);

}

@Transactional
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public void revokePermission (User revoker, UUID objectUuid, Long
granteelId) {
StorageObject obj = getObjectOrThrow (objectUuid) ;
checkPermission(revoker, obj, PermissionLevel.OWNER) ;
User grantee = userRepository.findByIld (granteeld)

.orElseThrow( () -> new ResourceNotFoundException("User not

found")) ;
permissionRepository.deleteByObjectAndGrantee (0bj, grantee);

}

@Transactional (readOnly = true)

public List<PermissionDto> listPermissions (User user, UUID objectUuid)

StorageObject obj = getObjectOrThrow (objectUuid) ;

checkPermission(user, obj, PermissionLevel.OWNER) ;

return permissionRepository.findByObject(obj) .stream() .map(p —-> {
PermissionDto dto = new PermissionDto();
dto.setId(p.getId());
dto.setObjectId (obj.getId())
dto.setObjectUuid (obj.getUuid()) ;
dto.setGranteeld(p.getGrantee () .getlId())
dto.setGranteeEmail (p.getGrantee () .getEmail ()) ;
dto.setGranteeUsername (p.getGrantee () .getUsername () ),
dto.setGranteeAvatarUrl (p.getGrantee() .getAvatarUrl());
dto.setPermissionLevel (p.getPermissionLevel ());
dto.setGrantedAt (p.getGrantedAt())
return dto;

}) .toList () ;

}

public StorageObject getObjectOrThrow (UUID uuid) {
return storageObjectRepository.findByUuidAndIsDeletedFalse (uuid)
.orElseThrow( () -> new ResourceNotFoundException("Object
not found: " + uuid));

}

public StorageObject getDeletedObjectOrThrow (UUID uuid) {
return storageObjectRepository.findByUuid (uuid)
.orElseThrow( () -> new ResourceNotFoundException("Object
not found: " + uuid));

}

public void checkPermission (User user, StorageObject obj,
PermissionLevel required) {

PermissionLevel effective = getEffectivePermission (user, ob7j);
if (effective == null) {

throw new AccessDeniedException("Access denied");

}
if (l'effective.includes (required)) {
throw new AccessDeniedException("Insufficient permissions");

}

public PermissionlLevel getEffectivePermission (User user, StorageObject

obj) {
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boolean isObjectOwner =
obj.getOwner () .getId() .equals (user.getlId());

PermissionLevel inheritedCap = null;
StorageObject current = obj.getParent();
int depth = 0;
while (current != null && depth < 50) {
if (!current.getOwner () .getId().equals (user.getId())) {

Optional<AccessPermission> perm =
permissionRepository.findByObjectAndGrantee(current, user);
if (perm.isPresent ()) {
inheritedCap = perm.get () .getPermissionLevel() ;
break;

}

current = current.getParent();
depth++;

}

if (isObjectOwner) {
return inheritedCap != null ? inheritedCap
PermissionlLevel.OWNER;

}

Optional<AccessPermission> directPerm =
permissionRepository.findByObjectAndGrantee (obj, user);

if (directPerm.isPresent()) return
directPerm.get () .getPermissionLevel () ;

return inheritedCap;

}

private void validateName (String name) {

if (name == null || name.isBlank()) throw new
IllegalArgumentException ("Name cannot be blank");
if (name.contains ("/") || name.contains ("\\"))

throw new IllegalArgumentException ("Name cannot contain
slashes™);

if (name.length() > 255) throw new IllegalArgumentException ("Name

too long");

}

private String buildStoragePath (Long userId, String filename) ({
return "users/" + userId + "/" + UUID.randomUUID() + " " +
sanitizeFilename (filename) ;

}

private String sanitizeFilename (String name) {
return name.replaceAll ("[*a-zA-Z0-9. \\-]1", " ");

}

public StorageObjectDto toDto(StorageObject obj, User currentUser) {

PermissionlLevel myPerm = getEffectivePermission (currentUser, obj);
return StorageObjectDto.builder ()
.id (obj.getId())
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.uuid (obj.getUuid())

.name (obj.getName () )

.0bjectType (0bj.getObjectType ())
.mimeType (obj.getMimeType ())
.size (obj.getSize())

.parentId(obj.getParent () != null ? obj.getParent().getId()
null)
.parentUuid (obj.getParent () != null ?
obj.getParent () .getUuid() : null)

.ownerId(obj.getOwner () .getId())
.ownerUsername (obj.getOwner () .getUsername ())
.CcreatedAt (obj.getCreatedAt ())

.updatedAt (obj.getUpdatedAt ())

.myPermission (myPerm)

.isOwner (obj.getOwner () .getId () .equals(currentUser.getId()))
.build () ;
}

®aiin ShareLinkService.java
package com.cloudstorage.service.impl;

import com.cloudstorage.dto.FileOperationDto. *;

import com.cloudstorage.entity.*;

import com.cloudstorage.entity.AccessPermission.Permissionlevel;
import com.cloudstorage.exception.ResourceNotFoundException;
import com.cloudstorage.repository.SharelLinkRepository;

import lombok.RequiredArgsConstructor;

import org.springframework.beans.factory.annotation.Value;
import org.springframework.stereotype.Service;

import org.springframework.transaction.annotation.Transactional;

import java.time.Instant;
import java.util.List;
import java.util.UUID;

@Service
@RequiredArgsConstructor
public class SharelLinkService {

private final ShareLinkRepository sharelLinkRepository;
private final FileService fileService;

@value ("${app.base-url}")
private String baseUrl;

@Transactional
public ShareLinkDto createSharelink (User user, UUID objectUuid,
ShareLinkRequest request) {
StorageObject obj = fileService.getObjectOrThrow (objectUuid) ;
fileService.checkPermission (user, obj, PermissionLevel.OWNER);

PermissionlLevel permission = request.getPermission() != null ?
request.getPermission() : PermissionLevel.READ;
if (permission == PermissionLevel.OWNER) ({

throw new IllegalArgumentException ("Cannot create a public
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share link with OWNER permission");

}

SharelLink link = Sharelink.builder ()
.token (UUID.randomUUID() .toString () )
.object (obj)
.CreatedBy (user)
.permissionlevel (permission)
.expiresAt (request.getExpiresAt ())
.1sActive (true)
Jouild () ;

shareLinkRepository.save (1link);
return toDto (link);

}

public List<ShareLinkDto> listSharelinks (User user, UUID objectUuid) {
StorageObject obj = fileService.getObjectOrThrow (objectUuid) ;
fileService.checkPermission (user, obj, PermissionLevel.OWNER);
return
sharelLinkRepository.findByObjectAndIsActiveTrue (0bj) .stream() .map (this::toD
to) .tolist ();
}

@Transactional
public void deactivateSharelink (User user, Long 1linkId) {
SharelLink link = sharelLinkRepository.findById (linkId)
.orElseThrow( () —-> new ResourceNotFoundException("Share
link not found")):
fileService.checkPermission (user, link.getObject (),
PermissionLevel.OWNER) ;
link.setIsActive (false);
sharelLinkRepository.save (1link);

}

public SharelLink resolvePublicToken (String token) {
ShareLink link =
sharelLinkRepository.findByTokenAndIsActiveTrue (token)

.orElseThrow( () -> new ResourceNotFoundException("Share
link not found or inactive"));
if (link.getExpiresAt () != null &&
link.getExpiresAt () .isBefore(Instant.now())) {

throw new ResourceNotFoundException ("Share link expired");
}
return link;

}

private SharelLinkDto toDto (SharelLink link) {
ShareLinkDto dto = new ShareLinkDto();
dto.setId(link.getId()):;
dto.setToken (1link.getToken()) ;
dto.setUrl (baseUrl + "/s/" + link.getToken())
dto.setObjectUuid (link.getObject () .getUuid())
dto.setObjectName (1link.getObject () .getName () )
dto.setPermissionlLevel (link.getPermissionLeve
dto.setExpiresAt (1link.getExpiresAt());
dto.setCreatedAt (1ink.getCreatedAt () ) ;

14

’

10));
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dto.setIsActive(link.getIsActive());
return dto;

®aiin TrashCleanup Service.java
package com.cloudstorage.service.impl;

import com.cloudstorage.entity.TrashItem;

import com.cloudstorage.repository.TrashItemRepository;

import lombok.RequiredArgsConstructor;

import lombok.extern.slf4j.S1f47j;

import org.springframework.scheduling.annotation.Scheduled;
import org.springframework.stereotype.Service;

import org.springframework.transaction.annotation.Transactional;

import java.time.Instant;
import java.util.List;

@Service

@RequiredArgsConstructor

@sS1f4j

public class TrashCleanupService {

private final TrashItemRepository trashItemRepository;
private final FileService fileService;

@Scheduled(cron = "0 0 3 * * *7)
@Transactional
public void cleanupExpiredTrash () {

List<TrashItem> expired =
trashItemRepository.findByAutoDeleteAtBefore (Instant.now());

log.info ("Auto-deleting {} expired trash items", expired.size());
for (TrashItem item : expired) {
try A

fileService.permanentlyDeleteFromTrash(item.getUser (),
item.getObject () .getUuid () ) ;
} catch (Exception e) {
log.warn ("Failed to auto-delete trash item {}: {}",
item.getId (), e.getMessage());
}
}

®aiin FileController.java
package com.cloudstorage.controller;

import com.cloudstorage.dto.ApiResponse;

import com.cloudstorage.dto.FileOperationDto.*;

import com.cloudstorage.dto.StorageObjectDto;

import com.cloudstorage.entity.StorageObject;

import com.cloudstorage.entity.User;

import com.cloudstorage.service.impl.FileService;
import com.cloudstorage.util.CurrentUserUtil;

import lombok.RequiredArgsConstructor;

import org.springframework.core.io.FileSystemResource;
import org.springframework.core.io.Resource;
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import org.springframework.http.HttpHeaders;

import org.springframework.http.MediaType;

import org.springframework.http.ResponseEntity;

import org.springframework.web.bind.annotation.*;
import org.springframework.web.multipart.MultipartFile;

import java.io.IOException;

import java.net.URLEncoder;

import java.nio.charset.StandardCharsets;
import java.nio.file.Path;

import java.util.List;

import java.util.UUID;

@RestController
@RequestMapping ("/files")
@RequiredArgsConstructor
public class FileController {

private final FileService fileService;
private final CurrentUserUtil currentUserUtil;

@GetMapping
public ResponseEntity<ApiResponse<List<StorageObjectDto>>> listRoot () {
User user = currentUserUtil.getCurrentUser () ;
return
ResponseEntity.ok (ApiResponse.ok (fileService.listFolder (user, null)));

}

@GetMapping ("/folder/{uuid}")
public ResponseEntity<ApiResponse<List<StorageObjectDto>>>
listFolder (@PathVariable UUID uuid) {
User user = currentUserUtil.getCurrentUser () ;
return
ResponseEntity.ok (ApiResponse.ok (fileService.listFolder (user, uuid)));

}

@GetMapping ("/shared")
public ResponseEntity<ApiResponse<List<StorageObjectDto>>> listShared()

User user = currentUserUtil.getCurrentUser () ;
return
ResponseEntity.ok (ApiResponse.ok (fileService.listSharedWithMe (user)));
}

@GetMapping ("/{uuid}™)
public ResponseEntity<ApiResponse<StorageObjectDto>>
getObject (@PathVariable UUID uuid) {
User user = currentUserUtil.getCurrentUser () ;
StorageObject obj = fileService.getObject (user, uuid);
return ResponseEntity.ok (ApiResponse.ok (fileService.toDto (obj,
user)));

}

@PostMapping ("/folders")
public ResponseEntity<ApiResponse<StorageObjectDto>>
createFolder (@RequestBody CreateFolderRequest request) {
User user = currentUserUtil.getCurrentUser () ;
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return
ResponseEntity.ok (ApiResponse.ok (fileService.createFolder (user, request)));

}

@PostMapping (value = "/upload", consumes =
MediaType.MULTIPART_FORM_DATA_VALUE)
public ResponsekEntity<ApiResponse<StorageObjectDto>> upload (
@RequestParam("file") MultipartFile file,
@RequestParam(required = false) UUID parentUuid) throws
IOException {
User user = currentUserUtil.getCurrentUser()
return
ResponseEntity.ok (ApiResponse.ok (fileService.uploadFile (user, parentUuid,
file)));
}

@GetMapping ("/{uuid}/download")
public ResponseEntity<Resource> download (@PathVariable UUID uuid) {
User user = currentUserUtil.getCurrentUser();
StorageObject obj = fileService.getObject (user, uuid);
Path path = fileService.getFilePath(user, uuid);
Resource resource = new FileSystemResource (path);

String encodedName = URLEncoder.encode (obj.getName (),
StandardCharsets.UTF 8).replace("+", "%20");
return RespoHseEntity.ok()
.header (HttpHeaders.CONTENT DISPOSITION, "attachment;
filename*=UTF-8"'"'" + encodedName) N
.contentType (obj.getMimeType () != null
? MediaType.parseMediaType (obj.getMimeType () )
MediaType.APPLICATION_QCTET_STREAM)
.body (resource) ;

}

@PatchMapping ("/{uuid}/rename")
public ResponseEntity<ApiResponse<StorageObjectDto>> rename (
@PathVariable UUID uuid, (@RequestBody RenameRequest request) {
User user = currentUserUtil.getCurrentUser () ;
return ResponseEntity.ok (ApiResponse.ok (fileService.rename (user,
uuid, request)));

}

@PostMapping ("/{uuid} /move")
public ResponseEntity<ApiResponse<StorageObjectDto>> move (
@PathVariable UUID uuid, @RequestBody MoveRequest request) {
User user = currentUserUtil.getCurrentUser () ;
return ResponseEntity.ok (ApiResponse.ok (fileService.move(user,
uuid, request)));

}

@PostMapping ("/{uuid}/copy")
public ResponseEntity<ApiResponse<StorageObjectDto>> copy (
@PathVariable UUID uuid, (@RequestBody CopyRequest request)
throws IOException {
User user = currentUserUtil.getCurrentUser () ;
return ResponseEntity.ok (ApiResponse.ok (fileService.copy(user,
uuid, request)));
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}

@DeleteMapping ("/{uuid}"™)
public ResponseEntity<ApiResponse<Void>> delete (@PathVariable UUID
uuid) {
User user = currentUserUtil.getCurrentUser () ;
fileService.deleteToTrash(user, uuid);
return ResponseEntity.ok (ApiResponse.ok (null));

}

@PostMapping ("/search")
public ResponseEntity<ApiResponse<List<StorageObjectDto>>>
search (RequestBody SearchRequest request) {
User user = currentUserUtil.getCurrentUser () ;
return ResponseEntity.ok (ApiResponse.ok (fileService.search (user,
request)));

}

@GetMapping (" /trash")
public ResponseEntity<ApiResponse<List<StorageObjectDto>>> listTrash()

User user = currentUserUtil.getCurrentUser () ;
return
ResponseEntity.ok (ApiResponse.ok (fileService.listTrash(user)))

}

@PostMapping ("/trash/{uuid}/restore™)
public ResponseEntity<ApiResponse<StorageObjectDto>>
restore(@PathVariable UUID uuid) {
User user = currentUserUtil.getCurrentUser () ;
return
ResponseEntity.ok (ApiResponse.ok (fileService.restoreFromTrash (user,
uuid)));
}

@DeleteMapping("/trash/{uuid}")
public ResponseEntity<ApiResponse<Void>> permanentDelete (@PathVariable
UUID uuid) {
User user = currentUserUtil.getCurrentUser () ;
fileService.permanentlyDeleteFromTrash (user, uuid);
return ResponseEntity.ok (ApiResponse.ok (null));

}

@DeleteMapping (" /trash")

public ResponseEntity<ApiResponse<Void>> emptyTrash () {
User user = currentUserUtil.getCurrentUser () ;
fileService.emptyTrash (user) ;
return ResponseEntity.ok (ApiResponse.ok (null));

}

@GetMapping ("/{uuid}/permissions")
public ResponseEntity<ApiResponse<List<PermissionDto>>>
listPermissions (@PathVariable UUID uuid) {
User user = currentUserUtil.getCurrentUser () ;
return
ResponseEntity.ok (ApiResponse.ok (fileService.listPermissions (user, uuid)));

}
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@PostMapping ("/{uuid}/permissions™")
public ResponseEntity<ApiResponse<Void>> grantPermission (
@PathVariable UUID uuid, (@RequestBody GrantPermissionRequest
request) {
User user = currentUserUtil.getCurrentUser () ;
fileService.grantPermission (user, uuid, request);
return ResponseEntity.ok (ApiResponse.ok (null));

}

@DeleteMapping ("/{uuid}/permissions/{granteeId}")
public ResponseEntity<ApiResponse<Void>> revokePermission (
@PathVariable UUID uuid, @PathVariable Long granteeld) ({
User user = currentUserUtil.getCurrentUser () ;
fileService.revokePermission (user, uuid, granteeld);
return ResponseEntity.ok (ApiResponse.ok (null));

®aiin AuthController.java
package com.cloudstorage.controller;

import com.cloudstorage.dto.ApiResponse;

import com.cloudstorage.dto.AuthDto. *;

import com.cloudstorage.service.impl.AuthService;

import jakarta.validation.Valid;

import lombok.RequiredArgsConstructor;

import org.springframework.beans.factory.annotation.Value;
import org.springframework.http.HttpHeaders;

import org.springframework.http.HttpStatus;

import org.springframework.http.ResponseEntity;

import org.springframework.web.bind.annotation.*;

@RestController
@RequestMapping ("/auth")
@RequiredArgsConstructor
public class AuthController {

private final AuthService authService;

@Value ("S${app.frontend-url}")
private String frontendUrl;

@PostMapping ("/register")
public ResponseEntity<ApiResponse<String>> register (@Valid @RequestBody
RegisterRequest request) {
String msg = authService.register (request);
return ResponseEntity.ok (ApiResponse.ok (msqg)) ;

}

@PostMapping ("/login")
public ResponseEntity<ApiResponse<AuthResponse>> login (@Valid
@RequestBody LoginRequest request) {
return
ResponseEntity.ok (ApiResponse.ok (authService.login (request)));

}
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@PostMapping ("/refresh")
public ResponseEntity<ApiResponse<AuthResponse>> refresh (@Valid
@RequestBody RefreshRequest request) {
return
ResponseEntity.ok (ApiResponse.ok (authService.refresh (request)))

}

@PostMapping ("/logout™)
public ResponseEntity<ApiResponse<Void>> logout (€RequestBody
RefreshRequest request) {
authService.logout (request.getRefreshToken () ) ;
return ResponseEntity.ok (ApiResponse.ok (null));

}

@GetMapping ("/verify-email™)
public ResponseEntity<Void> verifyEmail (dRequestParam String token)
HttpHeaders headers = new HttpHeaders();
try {
authService.verifyEmail (token) ;
headers.add("Location", frontendUrl + "/verify-
email?success=true") ;
} catch (Exception e) {

{

String reason = e.getMessage () != null &&
e.getMessage () .contains ("expired")
? "expired" : "invalid";
headers.add("Location", frontendUrl + "/verify-email?error=" +
reason);
}
return

ResponseEntity.status (HttpStatus.FOUND) .headers (headers) .build();
}

@PostMapping ("/forgot-password")
public ResponsekEntity<ApiResponse<String>> forgotPassword (@Valid
@RequestBody ForgotPasswordRequest request) {
authService.forgotPassword (request.getEmail ());
return ResponseEntity.ok (ApiResponse.ok ("If an account with that
email exists, a reset link has been sent"));

}

@PostMapping ("/reset-password")
public ResponseEntity<ApiResponse<String>> resetPassword (@Valid
@RequestBody ResetPasswordRequest request) {
authService.resetPassword(request) ;
return ResponseEntity.ok (ApiResponse.ok ("Password reset
successfully"));
}
}

®aitn ShareController.java
package com.cloudstorage.controller;

import com.cloudstorage.dto.ApiResponse;

import com.cloudstorage.dto.FileOperationDto.*;

import com.cloudstorage.entity.User;

import com.cloudstorage.service.impl.SharelLinkService;
import com.cloudstorage.util.CurrentUserUtil;
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import lombok.RequiredArgsConstructor;
import org.springframework.http.ResponseEntity;
import org.springframework.web.bind.annotation.*;

import java.util.List;
import java.util.UUID;

@RestController
@RequestMapping (" /share")
@RequiredArgsConstructor
public class ShareController {

private final SharelLinkService sharelLinkService;
private final CurrentUserUtil currentUserUtil;

@PostMapping ("/{uuid}/links")
public ResponsekEntity<ApiResponse<SharelLinkDto>> createlLink (
@PathVariable UUID uuid, @RequestBody SharelLinkRequest request)

User user = currentUserUtil.getCurrentUser();

return
ResponseEntity.ok (ApiResponse.ok (sharelLinkService.createSharelLink (user,
uuid, request)));

}

@GetMapping ("/{uuid}/links")
public ResponseEntity<ApiResponse<List<ShareLinkDto>>>
listLinks (@PathVariable UUID uuid) {
User user = currentUserUtil.getCurrentUser () ;
return
ResponseEntity.ok (ApiResponse.ok (sharelLinkService.listSharelLinks (user,
uuid)));
}

@DeleteMapping("/links/{1linkId}")
public ResponseEntity<ApiResponse<Void>> deactivatelLink(@PathVariable
Long 1linkId) {
User user = currentUserUtil.getCurrentUser () ;
sharelLinkService.deactivateShareLink (user, linkId);
return ResponseEntity.ok (ApiResponse.ok (null));

@aiin SecurityConfig.java
package com.cloudstorage.config;

import com.cloudstorage.security.JwtAuthenticationFilter;

import lombok.RequiredArgsConstructor;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

import org.springframework.http.HttpMethod;

import org.springframework.security.authentication.AuthenticationManager;
import org.springframework.security.authentication.AuthenticationProvider;
import
org.springframework.security.authentication.dao.DaoAuthenticationProvider;
import
org.springframework.security.config.annotation.authentication.configuration
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.AuthenticationConfiguration;

import
org.springframework.security.config.annotation.web.builders.HttpSecurity;
import
org.springframework.security.config.annotation.web.configuration.EnableWebS
ecurity;

import
org.springframework.security.config.annotation.web.configurers.AbstractHttp
Configurer;

import org.springframework.security.config.http.SessionCreationPolicy;
import org.springframework.security.core.userdetails.UserDetailsService;
import org.springframework.security.crypto.bcrypt.BCryptPasswordEncoder;
import org.springframework.security.crypto.password.PasswordEncoder;

import org.springframework.security.web.SecurityFilterChain;

import
org.springframework.security.web.authentication.UsernamePasswordAuthenticat
ionFilter;

import org.springframework.web.cors.CorsConfiguration;

import org.springframework.web.cors.CorsConfigurationSource;

import org.springframework.web.cors.UrlBasedCorsConfigurationSource;

import java.util.List;

@Configuration
@EnableWebSecurity
@RequiredArgsConstructor
public class SecurityConfig {

private final JwtAuthenticationFilter JjwtAuthFilter;
private final UserDetailsService userDetailsService;

@Bean
public SecurityFilterChain securityFilterChain (HttpSecurity http)
throws Exception {
http
.cors (cors ->
cors.configurationSource (corsConfigurationSource()))
.csrf (AbstractHttpConfigurer: :disable)
.sessionManagement (session ->
session.sessionCreationPolicy (SessionCreationPolicy.STATELESS))
.authorizeHttpRequests (auth -> auth
.requestMatchers ("/auth/**") .permitAll ()
.requestMatchers ("/share/public/**") .permitAll ()
.requestMatchers (HttpMethod.GET,
"/users/avatars/**") .permitAll ()
.requestMatchers (HttpMethod.OPTIONS, "/**").permitAll()
.anyRequest () .authenticated()
)
.authenticationProvider (authenticationProvider ())
.addFilterBefore(jwtAuthFilter,
UsernamePasswordAuthenticationFilter.class);

return http.build();
}

@Bean
public CorsConfigurationSource corsConfigurationSource () {
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CorsConfiguration config = new CorsConfiguration () ;

config.setAllowedOriginPatterns (List.of ("*"));

config.setAllowedMethods (List.of ("GET", "POST", "PUT", "PATCH",
"DELETE", "OPTIONS"))

config.setAllowedHeaders (List.of ("*"));

config.setAllowCredentials (true) ;

UrlBasedCorsConfigurationSource source = new
UrlBasedCorsConfigurationSource () ;

source.registerCorsConfiguration ("/**", confiq);

return source;

}

@Bean
public AuthenticationProvider authenticationProvider () {
DaoAuthenticationProvider provider = new
DaoAuthenticationProvider () ;
provider.setUserDetailsService(userDetailsService);
provider.setPasswordEncoder (passwordEncoder () ) ;
return provider;

@Bean
public AuthenticationManager

authenticationManager (AuthenticationConfiguration config) throws Exception

{

return config.getAuthenticationManager ();

}

@Bean
public PasswordEncoder passwordEncoder () {
return new BCryptPasswordEncoder () ;

}

@aiin JwtUtil.java

package com.cloudstorage.security;

import io.jsonwebtoken.*;

import io.jsonwebtoken.io.Decoders;

import io.jsonwebtoken.security.Keys;

import lombok.extern.slf4j.S1f4d7;

import org.springframework.beans.factory.annotation.Value;

import org.springframework.security.core.userdetails.UserDetails;
import org.springframework.stereotype.Component;

import javax.crypto.SecretKey;
import java.util.Date;

import java.util.HashMap;
import java.util.Map;

import java.util.function.Function;

@Component
@S1f4j
public class JwtUtil {

@Value ("${app.jwt.secret}")
private String secret;
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@Value ("${app.jwt.expiration}")
private Long expiration;

private SecretKey getSigningKey () {
byte[] keyBytes = Decoders.BASE64.decode(secret);
return Keys.hmacShaKeyFor (keyBytes);

}

public String generateToken (UserDetails userDetails) {
return generateToken(new HashMap<> (), userDetails);

}

public String generateToken (Map<String, Object> extraClaims,
UserDetails userDetails) {
return Jwts.builder ()
.claims (extraClaims)
.subject (userDetails.getUsername () )
.1ssuedAt (new Date())
.expiration (new Date (System.currentTimeMillis () +
expiration))
.signWith (getSigningKey () )
.compact () ;

}

public boolean isTokenValid(String token, UserDetails userDetails)

try {
final String username = extractUsername (token) ;
return username.equals (userDetails.getUsername()) &&

!isTokenExpired (token) ;
} catch (Exception e) {
return false;
}
}

public String extractUsername (String token) {
return extractClaim(token, Claims::getSubject);

}

public Date extractExpiration(String token) {
return extractClaim(token, Claims::getExpiration);

}

public <T> T extractClaim(String token, Function<Claims, T>

claimsResolver) {
final Claims claims = extractAllClaims (token) ;

return claimsResolver.apply(claims);

}

private Claims extractAllClaims (String token) {
return Jwts.parser ()
.verifyWith (getSigningKey ())
.build()
.parseSignedClaims (token)
.getPayload() ;

{
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private boolean isTokenExpired(String token) {
return extractExpiration (token) .before(new Date());

}

@aiin JwtAuthenticationFilter.java
package com.cloudstorage.security;

import jakarta.servlet.FilterChain;

import jakarta.servlet.ServletException;

import jakarta.servlet.http.HttpServletRequest;

import jakarta.servlet.http.HttpServletResponse;

import lombok.RequiredArgsConstructor;

import lombok.extern.slf4j.S1f475;

import org.springframework.lang.NonNull;

import
org.springframework.security.authentication.UsernamePasswordAuthenticationT
oken;

import org.springframework.security.core.context.SecurityContextHolder;
import org.springframework.security.core.userdetails.UserDetails;

import org.springframework.security.core.userdetails.UserDetailsService;
import
org.springframework.security.web.authentication.WebAuthenticationDetailsSou
rce;

import org.springframework.stereotype.Component;

import org.springframework.web.filter.OncePerRequestFilter;

import java.io.IOException;

@Component

@RequiredArgsConstructor

@S1f4j

public class JwtAuthenticationFilter extends OncePerRequestFilter ({

private final JwtUtil jwtUtil;
private final UserDetailsService userDetailsService;

@Override

protected void doFilterInternal (
@NonNull HttpServletRequest request,
@NonNull HttpServletResponse response,
@NonNull FilterChain filterChain

) throws ServletException, IOException {

final String authHeader = request.getHeader ("Authorization");
final String queryToken = request.getParameter ("token");

String jwt = null;

if (authHeader !'= null && authHeader.startsWith ("Bearer ")) {
jwt = authHeader.substring(7);
} else if (queryToken != null && !queryToken.isBlank()) {

Jjwt = queryToken;
}

if (Jwt == null) {
filterChain.doFilter (request, response);
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return;

try {
final String userEmail = jwtUtil.extractUsername (jwt) ;
if (userEmail !'= null &&
SecurityContextHolder.getContext () .getAuthentication () == null) {

UserDetails userDetails =
userDetailsService.loadUserByUsername (userEmail);
if (jwtUtil.isTokenValid(jwt, userDetails)) {
UsernamePasswordAuthenticationToken authToken =

new
UsernamePasswordAuthenticationToken (userDetails, null,
userDetails.getAuthorities());

authToken.setDetails (new
WebAuthenticationDetailsSource () .buildDetails (request)) ;

SecurityContextHolder.getContext () .setAuthentication (authToken) ;
}
}

} catch (Exception e) {
log.debug ("JWT validation failed: {}", e.getMessage());

}

filterChain.doFilter(request, response);

®aiin AccessPermission.java
package com.cloudstorage.entity;

import jakarta.persistence.*;
import lombok.*;

import java.time.Instant;

@Entity

@Table (name = "access permissions")
@Getter @Setter

@NoArgsConstructor
@All1ArgsConstructor

@Builder

public class AccessPermission ({

public enum PermissionLevel ({
READ, CONTRIBUTE, WRITE, OWNER;

public boolean includes (PermissionlLevel other) {
return this.ordinal () >= other.ordinal ();
}
}

@Id
@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;
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@ManyToOne (fetch = FetchType.LAZY)
@JoinColumn (name = "object id", nullable = false)
private StorageObject object;

@ManyToOne (fetch FetchType.LAZY)
@JoinColumn (name = "grantee id")
private User grantee;

@Enumerated (EnumType . STRING)
@Column (name = "permission level", nullable = false)
private Permissionlevel permissionLevel;

@ManyToOne (fetch = FetchType.LAZY)
@JoinColumn (name = "granted by", nullable = false)
private User grantedBy;

@Column (name = "granted at")
private Instant grantedAt = Instant.now();

®aiin SharelLink.java

package com.cloudstorage.entity;

import jakarta.persistence.*;
import lombok.*;

import java.time.Instant;

@Entity

@Table (name = "share links")
@Getter @Setter
@NoArgsConstructor
@AllArgsConstructor
@Builder

public class SharelLink {

@Id
@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;

@Column (nullable = false, unique = true)
private String token;

@ManyToOne (fetch = FetchType.LAZY)
@JoinColumn (name = "object id", nullable = false)
private StorageObject object;

@ManyToOne (fetch = FetchType.LAZY)
@JoinColumn (name = "created by", nullable = false)

private User createdBy;

@Enumerated (EnumType . STRING)
@Column (name = "permission level")
private AccessPermission.PermissionlLevel permissionlLevel =

AccessPermission.Permissionlevel .READ;
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@Column (name = "expires at")
private Instant expiresAt;

@Column (name = "is active")
private Boolean isActive = true;

@Column (name = "created at")
private Instant createdAt = Instant.now();

daiin StorageObjectRepository.java

package com.cloudstorage.repository;

import com.cloudstorage.entity.StorageObject;

import com.cloudstorage.entity.User;

import org.springframework.data.jpa.repository.JpaRepository;
import org.springframework.data.jpa.repository.Query;

import org.springframework.data.repository.query.Param;
import org.springframework.stereotype.Repository;

import java.util.List;
import java.util.Optional;
import java.util.UUID;

@Repository
public interface StorageObjectRepository extends
JpaRepository<StorageObject, Long> {

Optional<StorageObject> findByUuidAndIsDeletedFalse (UUID uuid) ;
Optional<StorageObject> findByUuid(UUID uuid) ;

List<StorageObject> findByOwnerAndParentIsNullAndIsDeletedFalse (User
owner) ;

List<StorageObject> findByOwnerAndParentAndIsDeletedFalse (User owner,
StorageObject parent);

@Query ("""
SELECT DISTINCT so FROM StorageObject so
JOIN FETCH so.owner
LEFT JOIN FETCH so.parent
WHERE so.isDeleted = false

AND EXISTS (
SELECT ap FROM AccessPermission ap
WHERE ap.object = so AND ap.grantee = :user
)
"
List<StorageObject> findSharedWithUser (QParam("user") User user);
@Query ("""

SELECT so FROM StorageObject so

JOIN FETCH so.owner

LEFT JOIN FETCH so.parent

WHERE so.owner = :owner AND so.parent IS NULL AND so.isDeleted =

false

mww ")
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List<StorageObject> findRootByOwnerFetched (@Param ("owner") User owner);

@Query ("""
SELECT so FROM StorageObject so
JOIN FETCH so.owner
LEFT JOIN FETCH so.parent
WHERE so.owner = :owner AND so.parent = :parent AND so.isDeleted
false

mww ")

List<StorageObject> findByOwnerAndParentFetched (@Param ("owner") User
owner, @Param("parent") StorageObject parent);

@Query ("""
SELECT so FROM StorageObject so
JOIN FETCH so.owner
LEFT JOIN FETCH so.parent
WHERE so.parent = :parent AND so.isDeleted = false

mww ")

List<StorageObject> findByParentFetched(@Param("parent") Storagelbject

parent);

@Query (value = """

WITH RECURSIVE obj with ancestors AS (
SELECT so.id AS obj id, so.id AS ancestor id, so.parent id
FROM storage objects so
WHERE so.is_aeleted = false
UNION ALL
SELECT owa.obj id, so.id AS ancestor id, so.parent id
FROM obj with ancestors owa
JOIN storage objects so ON so.id = owa.parent id
WHERE so.is deleted = false B

),

accessible obj ids AS (
SELECT DISTINCT owa.obj id
FROM obj with ancestors owa
JOIN accgss_pgrmissions ap ON ap.object id = owa.ancestor id
WHERE ap.grantee id = :userld

)

SELECT so.* FROM storage objects so

JOIN accessible obj ids acc ON acc.obj id = so.id

WHERE so.is deleted = false B

AND so.name ILIKE '$' || :query || 'S'
AND (CAST (:mimeType AS TEXT) IS NULL OR so.mime type ILIKE
CAST (:mimeType AS TEXT) || '%")

AND (CAST (:dateFrom AS TEXT) IS NULL OR so.updated at >=
CAST (:dateFrom AS TIMESTAMP))
AND (CAST (:dateTo AS TEXT) IS NULL OR So.updated_at <=
CAST (:dateTo AS TIMESTAMP))
ORDER BY so.updated at DESC
LIMIT 100
""", nativeQuery = true)
List<StorageObject> searchByNameShared (
@Param ("userId") Long userld,

@Param ("query") String query,
@Param ("mimeType") String mimeType,
@Param ("dateFrom") String dateFrom,
@Param ("dateTo") String dateTo
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) 7

@Query (value = """
WITH RECURSIVE obj with ancestors AS (
SELECT so.id AS obj id, so.id AS ancestor id, so.parent id
FROM storage objects so
WHERE so.1is deleted = false
UNION ALL
SELECT owa.obj id, so.id AS ancestor id, so.parent id
FROM obj_with_gncestors owa B B
JOIN storage objects so ON so.id = owa.parent id
WHERE so.is deleted = false
)
accessible obj ids AS (
SELECT DISTINCT owa.obj id
FROM obj with ancestors owa
JOIN access permissions ap ON ap.object id = owa.ancestor id
WHERE ap.grgntee_id = :userld B B
)
SELECT so.* FROM storage objects so
JOIN accessible obj ids acc ON acc.obj id = so.id
WHERE so.is deleted = false
AND ( B
(CAST (:query AS TEXT) IS NULL OR so.name ILIKE 'S' |

CAST (:query AS TEXT) || '$")

<>

OR (CAST (:query AS TEXT) IS NOT NULL AND CAST(:query AS TEXT)

AND so.content tsv @@ plainto tsquery('russian',

CAST (:query AS TEXT)))

)
AND (CAST (:mimeType AS TEXT) IS NULL OR so.mime type ILIKE

CAST (:mimeType AS TEXT) || '$'")

AND (CAST (:dateFrom AS TEXT) IS NULL OR so.updated at >=

CAST (:dateFrom AS TIMESTAMP))

AND (CAST (:dateTo AS TEXT) IS NULL OR so.updated at <=

CAST (:dateTo AS TIMESTAMP))

ORDER BY so.updated at DESC
LIMIT 100
""", nativeQuery = true)
List<StorageObject> advancedSearchShared (
@Param ("userId") Long userld,

@Param ("query") String query,

@Param ("mimeType") String mimeType,

@Param ("dateFrom") String dateFrom,
(

@Param ("dateTo") String dateTo
) ;

@Query (value = """
SELECT * FROM storage objects
WHERE owner id = :ownerId
AND is deleted = false
AND name ILIKE '$' || :query || '%'
AND (CAST (:mimeType AS TEXT) IS NULL OR mime type ILIKE

o
o

CAST (:mimeType AS TEXT) || '%")

AND (CAST (:dateFrom AS TEXT) IS NULL OR updated at >=

CAST (:dateFrom AS TIMESTAMP))

AND (CAST (:dateTo AS TEXT) IS NULL OR updated at <= CAST (:dateTo
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AS TIMESTAMP) )
ORDER BY updated at DESC
LIMIT 100
""" nativeQuery = true)
List<StorageObject> searchByName (
@Param ("ownerId") Long ownerId,

@Param ("query") String query,

@Param ("mimeType") String mimeType,

@Param ("dateFrom") String dateFrom,
(

@Param ("dateTo") String dateTo
) ;

@Query (value = """
SELECT * FROM storage objects

WHERE owner id = :ownerId
AND is deleted = false
AND (
(CAST (:query AS TEXT) IS NULL OR name ILIKE '%' || CAST (:query
AS TEXT) || '$")
OR (CAST (:query AS TEXT) IS NOT NULL AND CAST (:query AS TEXT)
<> Ty
AND content tsv @@ plainto tsquery('russian', CAST (:query
AS TEXT))) B B

)
AND (CAST (:mimeType AS TEXT) IS NULL OR mime type ILIKE
CAST (:mimeType AS TEXT) || '%"') B
AND (CAST (:dateFrom AS TEXT) IS NULL OR updated at >=
CAST (:dateFrom AS TIMESTAMP)) B
AND (CAST (:dateTo AS TEXT) IS NULL OR updated at <= CAST (:dateTo
AS TIMESTAMP) )
ORDER BY updated at DESC
LIMIT 100
""" nativeQuery = true)
List<StorageObject> advancedSearch (
@Param ("ownerId") Long ownerId,
@Param ("query") String query,
@Param ("mimeType") String mimeType,
@Param("dateFrom") String dateFrom,
@Param ("dateTo") String dateTo
) i

@Query (value = """
WITH RECURSIVE children AS (
SELECT id FROM storage objects WHERE id = :parentId
UNION ALL
SELECT so.id FROM storage objects so
JOIN children c¢ ON so.parent id = c.id
)
SELECT * FROM storage objects WHERE id IN (SELECT id FROM children)
AND is deleted = false
""", nativeQuery = true)
List<StorageObject> findAllDescendants (@Param("parentId") Long
parentld) ;

@Query (value = """
WITH RECURSIVE descendants AS (
-- Base: objects directly shared with the user
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SELECT so.id, so.owner id
FROM storage objects so
JOIN access permissions ap ON ap.object id = so.id

WHERE ap.grantee id = :userld
AND so.is deleted = false
UNION ALL

-— Recursive: children of already-reachable objects
SELECT so.id, so.owner id
FROM storage objects so
JOIN descendants d ON so.parent id = d.id
WHERE so.is deleted = false
)
SELECT so.* FROM storage objects so
JOIN descendants d ON d.id = so.id
WHERE so.is deleted = false
""" nativeQuery = true)
List<StorageObject> findAllAccessibleForUser (@Param ("userId") Long
userId);

@Query (value = """
WITH RECURSIVE subtree AS (
SELECT id FROM storage objects WHERE id = :folderId AND
is deleted = false B
UNION ALL
SELECT so.id FROM storage objects so
JOIN subtree s ON so.parent id = s.id
WHERE so.is deleted = false
)
SELECT so.* FROM storage objects so
JOIN subtree st ON st.id = so.id
WHERE so.owner id = :ownerId
AND so.is deleted =
AND so.name ILIKE ' || :query || '$%'
AND (CAST (:mimeType AS TEXT) IS NULL OR so.mime type ILIKE
CAST (:mimeType AS TEXT) || '%")
AND (CAST (:dateFrom AS TEXT) IS NULL OR so.updated at >=
CAST (:dateFrom AS TIMESTAMP WITH TIME ZONE))
AND (CAST (:dateTo AS TEXT) IS NULL OR so.updated at <=
CAST (:dateTo AS TIMESTAMP WITH TIME ZONE)) N
ORDER BY so.updated at DESC
LIMIT 100 B
""" nativeQuery = true)
List<StorageObject> searchByNameInFolder (
@Param ("ownerId") Long ownerld,
@QParam ("folderId") Long folderId,
@Param ("query") String query,
@Param ("mimeType") String mimeType,
(
(

o)
o

@Param ("dateFrom") String dateFrom,
@Param ("dateTo") String dateTo

) 7

@Query (value = """
WITH RECURSIVE subtree AS (
SELECT id FROM storage objects WHERE id = :folderId AND
is deleted = false
UNION ALL
SELECT so.id FROM storage objects so
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JOIN subtree s ON so.parent id = s.id
WHERE so.is deleted = false

)

SELECT so.* FROM storage objects so

JOIN subtree st ON st.id = so.id

WHERE so.owner id = :ownerId
AND so.is deleted = false
AND (

(CAST (:query AS TEXT) IS NULL OR so.name ILIKE 'S$S' |
CAST (:query AS TEXT) || '$")
OR (CAST (:query AS TEXT) IS NOT NULL AND CAST(:query AS TEXT)
<> !
AND so.content tsv @@ plainto tsquery('russian',
CAST (:query AS TEXT)))
)
AND (CAST (:mimeType AS TEXT) IS NULL OR so.mime type ILIKE
CAST (:mimeType AS TEXT) || '$'")
AND (CAST (:dateFrom AS TEXT) IS NULL OR so.updated at >=
CAST (:dateFrom AS TIMESTAMP WITH TIME ZONE))
AND (CAST (:dateTo AS TEXT) IS NULL OR so.updated_at <=
CAST (:dateTo AS TIMESTAMP WITH TIME ZONE))
ORDER BY so.updated at DESC
LIMIT 100 B
""" nativeQuery = true)
List<StorageObject> advancedSearchInFolder (
@Param ("ownerId") Long ownerId,
@Param ("folderId") Long folderId,
@Param ("query") String query,
@Param ("mimeType") String mimeType,
@Param ("dateFrom") String dateFrom,
@Param ("dateTo") String dateTo
) ;

@Query (value = """

WITH RECURSIVE subtree AS (

SELECT id FROM storage objects WHERE id = :folderId AND
is deleted = false

UNION ALL
SELECT so.id FROM storage objects so
JOIN subtree s ON so.parent id = s.id
WHERE so.is deleted = false

)

SELECT so.* FROM storage objects so

JOIN subtree st ON st.id = so.id

WHERE so.is deleted = false

AND so.name ILIKE '$' || :query || '$'
AND (CAST (:mimeType AS TEXT) IS NULL OR so.mime type ILIKE
CAST (:mimeType AS TEXT) || '$'")

AND (CAST (:dateFrom AS TEXT) IS NULL OR so.updated at >=
CAST (:dateFrom AS TIMESTAMP WITH TIME ZONE))
AND (CAST (:dateTo AS TEXT) IS NULL OR so.updated at <=
CAST (:dateTo AS TIMESTAMP WITH TIME ZONE)) N
ORDER BY so.updated at DESC
LIMIT 100 -
""", nativeQuery = true)
List<StorageObject> searchByNameSharedInFolder (
@Param ("folderId") Long folderId,
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@Param ("query") String query,
@Param ("mimeType") String mimeType,
@Param ("dateFrom") String dateFrom,
@Param("dateTo") String dateTo

) ;

@Query (value = """
WITH RECURSIVE subtree AS (
SELECT id FROM storage objects WHERE id = :folderId AND

is deleted = false

UNION ALL
SELECT so.id FROM storage objects so
JOIN subtree s ON so.parent id = s.id
WHERE so.is deleted = false

)

SELECT so.* FROM storage objects so

JOIN subtree st ON st.id = so.id

WHERE so.is deleted = false

AND (
(CAST (:query AS TEXT) IS NULL OR so.name ILIKE 'S$' |
CAST (:query AS TEXT) || '$")

<>

OR (CAST (:query AS TEXT) IS NOT NULL AND CAST(:query AS TEXT)

AND so.content tsv @@ plainto tsquery('russian',

CAST (:query AS TEXT)))

)
AND (CAST (:mimeType AS TEXT) IS NULL OR so.mime type ILIKE

CAST (:mimeType AS TEXT) || '%")

AND (CAST (:dateFrom AS TEXT) IS NULL OR so.updated at >=

CAST (:dateFrom AS TIMESTAMP WITH TIME ZONE))

AND (CAST (:dateTo AS TEXT) IS NULL OR so.updated at <=

CAST (:dateTo AS TIMESTAMP WITH TIME ZONE))

ORDER BY so.updated at DESC
LIMIT 100

""", nativeQuery = true)

List<StorageObject> advancedSearchSharedInFolder (
@Param ("folderId") Long folderId,

@Param ("query") String query,

@Param ("mimeType") String mimeType,

@Param ("dateFrom") String dateFrom,
(

@Param ("dateTo") String dateTo
) ;

boolean existsByNameAndParentAndOwnerAndIsDeletedFalse (String name,

StorageObject parent, User owner);

List<StorageObject> findByOwnerAndIsDeletedTrue (User owner);

@aiin SearchServiceClient.java

package com.cloudstorage.service;

import com.cloudstorage.dto.SemanticSearchResult;

import lombok.extern.slf4j.S1f475;

import org.springframework.beans.factory.annotation.Value;
import org.springframework.core.ParameterizedTypeReference;
import org.springframework.http.HttpMethod;
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import org.springframework.http.ResponseEntity;

import org.springframework.stereotype.Service;

import org.springframework.web.client.RestTemplate;
import org.springframework.web.util.UriComponentsBuilder;

import java.net.URI;
import java.util.List;

@Service
@S1f47
public class SearchServiceClient {

private final RestTemplate restTemplate;
private final String searchServiceUrl;

public SearchServiceClient (
@Value("S${app.search-service.url:http://search-service:8081}")
String searchServiceUrl) ({
this.restTemplate = new RestTemplate ()
this.searchServiceUrl = searchServiceUrl;

}

public List<SemanticSearchResult> semanticSearch (Long ownerId, String

query) {
return call ("/internal/search/semantic", ownerId, query);

}

public List<SemanticSearchResult> hybridSearch (Long ownerId, String

query) {
return call ("/internal/search/hybrid", ownerId, query);

}

public List<String> getChatContext(Long objectId, Long ownerId, String
query, int topK) {
try {
URI uri = UriComponentsBuilder
.fromHttpUrl (searchServiceUrl +
"/internal/search/chat/context™)

.queryParam ("objectId", objectId)
.queryParam ("ownerId", ownerId)
.queryParam ("query", query)
.queryParam ("topK", topK)
.build()

.encode ()

.toUri (),

ResponseEntity<List<String>> response = restTemplate.exchange (
uri,
HttpMethod.GET,
null,
new ParameterizedTypeReference<>() {}
)
List<String> result = response.getBody () ;
return result != null ? result : List.of();
} catch (Exception e) {
log.warn ("getChatContext call unavailable: {}",
e.getMessage()) ;
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return List.of ();

}

private List<SemanticSearchResult> call(String path, Long ownerId,

String query) {
try {

URI uri = UriComponentsBuilder
.fromHttpUrl (searchServiceUrl + path)
.queryParam ("ownerId", ownerId)
.queryParam ("query", query)
.build()
.encode ()
.toUri ();

ResponseEntity<list<SemanticSearchResult>> response =
restTemplate.exchange (
uri,
HttpMethod.GET,
null,
new ParameterizedTypeReference<> () {}

) ;

List<SemanticSearchResult> results = response.getBody () ;
return results != null ? results : List.of();

} catch (Exception e) {
log.warn ("Search call to {} unavailable: {}", path,
e.getMessage()) ;
return List.of ();

}
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JIucTuHT MUKpocepBuUca search-service

®aiin HybridSearchService.java
package com.cloudstorage.search.service;

import com.cloudstorage.search.dto.SemanticSearchResult;
import lombok.RequiredArgsConstructor;

import lombok.extern.slf4j.S1f4d7;

import org.springframework.jdbc.core.JdbcTemplate;
import org.springframework.stereotype.Service;

import java.util.*;

@Service

@RequiredArgsConstructor

@S1f4j

public class HybridSearchService {

private static final int MAX BM25 RESULTS = 50;
private static final int MAX SEMANTIC RESULTS 50;
private static final int MAX FINAL RESULTS 20;

private static final int RRF K = 60;

private final JdbcTemplate jdbc;
private final SemanticSearchService semanticSearchService;
private final RerankService rerankService;

public List<SemanticSearchResult> search (Long ownerId, String query) {
if (query == null || query.isBlank()) return List.of();

List<Long> bm25Ids = bm25Search (ownerId, query);
log.debug ("BM25 returned {} results", bm25Ids.size());

List<SemanticSearchResult> semanticResults =
semanticSearchService.searchWithoutRerank (ownerId, query):;
log.debug ("Semantic returned {} results (no rerank)",
semanticResults.size());

Map<Long, Double> rrfScores = new HashMap<>();

for (int 1 = 0; 1 < bm25Ids.size(); i++) {

long id = bm25Ids.get (i)

rrfScores.merge(id, 1.0 / (RRF K + i + 1), Double::sum);
}

for (int i = 0; i < semanticResults.size(); i++) {
long id = semanticResults.get (i) .getId();
rrfScores.merge (id, 1.0 / (RREF K + 1 + 1), Double::sum);

}

if (rrfScores.isEmpty()) return List.of();

Map<Long, SemanticSearchResult> metaMap = new HashMap<> () ;
for (SemanticSearchResult r : semanticResults)
metaMap.put (r.getId (), r);
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Set<Long> missinglds = new HashSet<> (rrfScores.keySet());
missingIds.removeAll (metaMap.keySet()):;
if ('missingIds.isEmpty()) {

loadMetadata (missingIds) . forEach (r -> metaMap.put (r.getId(),

List<SemanticSearchResult> merged = rrfScores.entrySet ().stream/()
.sorted(Map.Entry.<Long,
Double>comparingByValue () .reversed () )
.1limit (MAX FINAL RESULTS)
.map (e —-> T N
SemanticSearchResult meta = metaMap.get(e.getKey());
if (meta == null) return null;
return new SemanticSearchResult (
meta.getId(), meta.getUuid(),
meta.getName (), meta.getMimeType (),
e.getValue(),
meta.getChunkText ());
})
.filter(Objects: :nonNull)
.toList();

log.debug ("Hybrid RRF returned {} merged results for query '{}'",
merged.size (), query);

List<SemanticSearchResult> reranked = rerankService.rerank (query,
merged) ;

log.debug ("After rerank: {} results for query '{}'",
reranked.size (), query);

return reranked;

}

private List<Long> bm25Search(Long ownerId, String query) {
try {

return jdbc.query ("""
SELECT id
FROM storage objects
WHERE owner id = ?
AND is deleted = false
AND content tsv IS NOT NULL
AND content:tsv @@ (
plainto tsquery('russian', ?)
| plainto:tsquery('simple’, ?)
)
ORDER BY ts rank(content tsv,
B plainto:tsquery('russian', ?)
|| plainto tsquery('simple', ?)
) DESC
LIMIT ?
(rs, rowNum) -> rs.getLong("id"),
ownerId, query, query, query, query, MAX BM25 RESULTS
} catch (Exception e) {
log.warn ("BM25 search failed: {}", e.getMessage());

)
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return List.of ();

}

private List<SemanticSearchResult> loadMetadata (Set<Long> ids) {

if (ids.isEmpty()) return List.of();

String placeholders = String.join(",",
Collections.nCopies (ids.size(), "?2"));

Object[] params = ids.toArray():;

try {

return jdbc.query (

"SELECT id, uuid, name, mime type FROM storage objects

WHERE id IN (" + placeholders + ")",

(rs, rowNum) -> new SemanticSearchResult (
rs.getLong("id"),
UUID.fromString(rs.getString ("uuid")),
rs.getString ("name"),
rs.getString ("mime type"),

0.0

)
params) ;
} catch (Exception e) {
log.warn("Failed to load metadata for BM25-only results:
e.getMessage() ) ;
return List.of ();

}

®aitn EmbeddingService.java
package com.cloudstorage.search.service;

import lombok.RequiredArgsConstructor;

import lombok.extern.slf4j.S1f47j;

import org.springframework.ai.embedding.EmbeddingModel;
import org.springframework.ai.embedding.EmbeddingRequest;
import org.springframework.ai.embedding.EmbeddingResponse;
import org.springframework.stereotype.Service;

import java.util.List;
@Service
@RequiredArgsConstructor

@S1f4]
public class EmbeddingService {

private static final int MAX EMBED CHARS = 20000;
private final EmbeddingModel embeddingModel;

public float[] embed(String text) {
if (text == null || text.isBlank()) return new float[0];
try {

String truncated = text.length() > MAX EMBED CHARS *?
text.substring (0, MAX EMBED CHARS) : text;

{try
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EmbeddingResponse response = embeddingModel.call (
new EmbeddingRequest (List.of(truncated), null));

if (response == null || response.getResults() == null ||
response.getResults () .isEmpty ()) {
log.warn ("Empty embedding response for text (len={})",
truncated.length());
return new float[0];

}

List<Double> outputList =
response.getResults () .get (0) .getOutput() ;
if (outputlist == null || outputList.isEmpty()) {
log.warn ("Null/empty output in embedding response");
return new float[0];

}

float[] result = new float[outputList.size()];
for (int 1 = 0; i < outputList.size(); i++) {
result[i] = outputlList.get (i) .floatValue();

}

return result;

} catch (Exception e) {
log.warn ("Failed to generate embedding: {}", e.getMessage());
return new float[0];

}

public double cosineSimilarity(float[] a, float[] b) {
if (a.length == 0 || b.length != a.length) return 0.0;
double dot = 0, normA = 0, normB = 0;
for (int i = 0; i < a.length; i++) {

dot += af[i] * b[i];
normA += al[i] * al[i]:
normB += b[i] * b[i]:

}
double denom = Math.sqgrt (normA) * Math.sgrt (normB) ;
return denom == 0 ? 0.0 : dot / denom;

daiin RerankService.java
package com.cloudstorage.search.service;

import com.cloudstorage.search.dto.SemanticSearchResult;
import com.fasterxml.jackson.annotation.JsonIgnoreProperties;
import lombok.Data;

import lombok.RequiredArgsConstructor;

import lombok.extern.slf4j.S1f47j;

import org.springframework.beans.factory.annotation.Value;
import org.springframework.stereotype.Service;

import org.springframework.web.client.RestTemplate;

import java.util.*;
import java.util.stream.Collectors;
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@Service

@S1f47
@RequiredArgsConstructor
public class RerankService {

private final RestTemplate restTemplate;

@Value ("${app.reranker.enabled:true}")
private boolean enabled;

@Value ("${app.reranker.url:http://localhost:8082}1")
private String rerankerUrl;

@vValue ("${app.reranker.top-n:10}")
private int topN;

public List<SemanticSearchResult> rerank (String query,
List<SemanticSearchResult> candidates) {

if (!'enabled || candidates.isEmpty () || query == null ||
query.isBlank()) {
return

candidates.stream() .1limit (topN) .collect (Collectors.tolList ())
}

try {
List<String> documents = candidates.stream()
.map (this: :resolveDocText)
.collect(Collectors.tolist ());

RerankRequest request = new RerankRequest (query, documents,
topN) ;
RerankResponse response = restTemplate.postForObject (
rerankerUrl + "/rerank", request,
RerankResponse.class) ;

if (response == null || response.getResults() == null) {
log.warn ("Empty response from reranker — falling back to
original order");
return
candidates.stream() .1limit (topN) .collect (Collectors.tolList ());
}

List<SemanticSearchResult> reranked =
response.getResults () .stream()
.map(r —> {
SemanticSearchResult orig =
candidates.get (r.getIndex());
return new SemanticSearchResult (
orig.getId(),
orig.getUuid(),
orig.getName (),
orig.getMimeType(),
r.getScore (),
orig.getChunkText ()

1Ty 1.090301.24.001 113

Hsm. | Jlucm Ne doxym. Hoonucwy | Jama

Jlucm

166




1)
.collect(Collectors.tolist ()) ;

log.debug ("Reranker: {} - {} results for query '{}' [{}ms]",
candidates.size (), reranked.size (), query,
response.getMs ()) ;
return reranked;

} catch (Exception e) {
log.warn ("Reranker unavailable ({}), falling back to original
order", e.getMessage());
return
candidates.stream() .1limit (topN) .collect (Collectors.tolList ());
}
}

private String resolveDocText (SemanticSearchResult candidate) {
if (candidate.getChunkText () != null &&
!candidate.getChunkText () .isBlank()) {
return candidate.getChunkText ();

}

log.warn ("chunkText is null for '{}' (id={}) — using file name as
fallback",
candidate.getName (), candidate.getId());
return candidate.getName () != null ? candidate.getName () : "";
}
@Data

static class RerankRequest {
private final String query;
private final List<String> documents;
private final Integer top n;

}

@Data
@JsonIgnoreProperties (ignoreUnknown = true)
static class RerankResponse
private List<RerankResult> results;
private String model;
private int ms;

}

@Data
@JsonIgnoreProperties (ignoreUnknown = true)
static class RerankResult {

private int index;

private double score;

®aiin IndexingConsumer.java
package com.cloudstorage.search.consumer;

import com.cloudstorage.search.config.RabbitConfig;

import com.cloudstorage.search.dto.SearchIndexMessage;

import com.cloudstorage.search.entity.StorageObjectIndex;

import com.cloudstorage.search.repository.ChunkEmbeddingJdbcRepository;

Jlucm

1Ty 1.090301.24.001 113 167

Hsm. | Jlucm Ne doxym. Hoonucwy | Jama




import com.cloudstorage.search.repository.EmbeddingddbcRepository;
import com.cloudstorage.search.repository.SearchIndexRepository;
import com.cloudstorage.search.service.ChunkingService;

import com.cloudstorage.search.service.EmbeddingService;

import com.cloudstorage.search.service.TextExtractorService;
import lombok.RequiredArgsConstructor;

import lombok.extern.slf4j.S1f47j;

import org.springframework.amgp.rabbit.annotation.RabbitListener;
import org.springframework.beans.factory.annotation.Value;

import org.springframework.stereotype.Component;

import java.nio.file.Path;
import java.nio.file.Paths;
import java.util.List;

@Component
@RequiredArgsConstructor
@S1£4]

public class IndexingConsumer {

private final SearchIndexRepository indexRepository;

private final EmbeddingJdbcRepository embeddingJdbcRepository;

private final ChunkEmbeddingJddbcRepository
chunkEmbeddingJddbcRepository;

private final TextExtractorService textExtractor;

private final EmbeddingService embeddingService;

private final ChunkingService chunkingService;

@Value ("${app.storage.path}")
private String storagePath;

private static final int MAX EMBED CHARS = 20000;

@RabbitListener (queues = RabbitConfig.SEARCH INDEX QUEUE)
public void handleIndexMessage (SearchIndexMessage message) {
log.debug ("Received index message: action={}, objectId={}",
message.getAction (), message.getObjectId());

if ("DELETE".equals (message.getAction())) {
indexRepository.findById (message.getObjectId()).ifPresent(ob]j -
> |
indexRepository.updateFullTextIndex (obj.getId (), "");
chunkEmbeddingJdbcRepository.deleteByObjectId (obj.getId());
1)
return;
}
if ("INDEX".equals (message.getAction())) {
StorageObjectIndex obj =
indexRepository.findById (message.getObjectId()) .orElse(null);
if (obj == null || Boolean.TRUE.equals (obj.getIsDeleted()))
return;
String extractedText = "";
if (message.getStoragePath() != null &&
textExtractor.isIndexable (message.getMimeType ())) {
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Path filePath
message.getStoragePath()) ;

extractedText = textExtractor.extractText (filePath);

log.debug ("Extracted {} chars from {}",
extractedText.length (), message.getObjectName ());

}

Paths.get (storagePath,

String fullText = message.getObjectName () + " " +
extractedText;
indexRepository.updateFullTextIndex (obj.getId (), fullText);

String embeddingInput =
buildEmbeddingInput (message.getObjectName (), extractedText);
if (!embeddingInput.isBlank()) {
float[] embedding = embeddingService.embed (embeddingInput);
if (embedding.length > 0) {
embeddingJdbcRepository.updateEmbedding(obj.getId(),
embedding) ;
log.debug ("Updated whole-doc embedding ({} dims) for
object {}", embedding.length, obj.getId()):
}
}

indexChunks (obj, message.getObjectName (), extractedText);

log.info ("Indexed object {} ({}) with chunking", obj.getId(),
message.getObjectName ()) ;
}
}

private void indexChunks(StorageObjectIndex obj, String name, String
content) {

chunkEmbeddingJdbcRepository.deleteByObjectId (obj.getId()) ;
if (content == null || content.isBlank()) {

float[] emb = embeddingService.embed(name != null ? name : "");
if (emb.length > 0) {

chunkEmbeddingJddbcRepository.upsertChunkEmbedding (obj.getId(),
obj.getOwnerId(), 0, name, emb);
log.debug ("Stored 1 chunk (filename-only) for object {}",
obj.getId());
}

return;

}

List<String> chunks = chunkingService.chunk (content) ;
log.debug ("Split object {} into {} chunks", obj.getId(),
chunks.size());

int stored = 0;
for (int 1 = 0; 1 < chunks.size(); i++) {

String chunkText = (1 == 0 && name != null)
? name + "\n\n" + chunks.get (i)
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chunks.get (1) ;

if (chunkText.length() > MAX EMBED CHARS) ({
chunkText = chunkText.substring (0, MAX EMBED CHARS) ;
}

float[] emb = embeddingService.embed(chunkText);
if (emb.length > 0) {

chunkEmbeddingJdbcRepository.upsertChunkEmbedding (obj.getId(),
obj.getOwnerId(), i, chunkText, emb);
stored++;
} else {
log.warn ("Empty embedding for chunk {} of object {} —
Ollama unavailable?", i, obj.getId());
}

}
log.debug ("Stored {}/{} chunk embeddings for object {}", stored,

chunks.size (), obj.getId()):
}

private String buildEmbeddingInput(String name, String content) {
if (name == null) name = "";
if (content == null) content = "";
String combined = name + "\n" + content;
return combined.length() > MAX EMBED CHARS ? combined.substring (0
MAX EMBED CHARS) : combined;
}
}

14
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JlucruHr mukpocepBuca chat-service

®aiin FileChatService.java
package com.cloudstorage.chat.service;

import com.cloudstorage.chat.dto.ChatDto.FilelInfo;

import com.cloudstorage.chat.dto.ChatDto.MessageResponse;

import com.cloudstorage.chat.repository.ChatMessageRepository;

import lombok.RequiredArgsConstructor;

import lombok.extern.slf4j.S1f4dj;

import org.springframework.web.servlet.mvc.method.annotation.SseEmitter;

import org.springframework.stereotype.Service;

import java.io.IOException;

import java.util.List;

import java.util.UUID;

import java.util.concurrent.CompletableFuture;

@Service
@RequiredArgsConstructor
@s1f4

public class FileChatService {

private static final int RAG TOP K = 6;
public static final long SSE TIMEOUT MS = 180 000L;

private final FileAccessChecker accessChecker;
private final SearchServiceClient searchClient;
private final OllamaClient ollamaClient;
private final ChatMessageRepository messageRepo;

public List<MessageResponse> getHistory(UUID fileUuid, Long userId)
FileInfo file = accessChecker.getFileOrThrow (fileUuid, userId);
return messageRepo.findByObjectAndUser (file.getId (), userId);

}

public void clearHistory(UUID fileUuid, Long userId) {
FileInfo file = accessChecker.getFileOrThrow (fileUuid, userId);
int deleted = messageRepo.deleteByObjectAndUser (file.getId (),
userId);
log.debug ("Cleared {} chat messages for object={} user={}",
deleted, file.getId(), userId);

}

public SseEmitter streamChat (UUID fileUuid, Long userId, String

question) {
SseEmitter emitter = new SseEmitter(SSE TIMEOUT MS);
FileInfo file = accessChecker.getFileOrThrow (fileUuid, userId);

CompletableFuture.runAsync( () -> {
try {

messageRepo.save (file.getId(), userId, "user", question);

{
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List<String> chunks = searchClient.getChatContext (
file.getId(), file.getOwnerId(), question,
RAG_TOP K);

String context = chunks.isEmpty ()
? " (KOHTEeKCT He HaMumeH - ¢ana emé He
IPOMHIOESKCUPOBAH MJIM HE COHOEPXMUT TekcTa)"
String.join ("\n\n---\n\n", chunks);

String systemPrompt = """

Tel — YMHBM aCCUCTEHT OJisg paboThl C HOOKYyMEHTaMM.

Tebe npeloCTaBJIeHE OpParMeHTH M3 Qanyia «$sS».

[lpapuia:

1. OrBeualy TOJIBKO Ha OCHOBE MNPelNOCTAaBJIEHHOTO
KOHTEKCTA.

2. Eciu orBeTa HET B KOHTEKCTE — UYeCTHO CKaxu
3TOM, \

He IpuaoyMelBay MHOOpMaLMIo.

3. OrBeuay Ha TOM Xe HA3HKEe, YTO M BOIIPOC
[1oJIb30BaTENA.

\

o6

4. InTUpy” KOHKPETHBEE MecCTa M3 TeKCTa, EeCIM BTO

YMECTHO.
KonrexcT m3 daniua:
o
%s

""r formatted(file.getName (), context);

StringBuilder fullAnswer = new StringBuilder () ;

ollamaClient.streamChat (systemPrompt, question, token -> {

fullAnswer.append (token) ;
try {

String sseToken = token.replace("\n",
u\\n") .replace(" H, "\\S"),’

emitter.send(SseEmitter.event () .name ("token") .data (sseToken) ) ;
} catch (IOException e) {
throw new RuntimeException ("SSE send failed",
}
1) :

messageRepo.save (file.getId(), userId, "assistant",
fullAnswer.toString () ),

emitter.send(SseEmitter.event () .name ("done") .data (" [DONE]")) ;
emitter.complete() ;

} catch (Exception e) {
log.error ("Chat stream error for file={} user={}: {}",
fileUuid, userld, e.getMessage(), e);
try {
emitter.send (SseEmitter.event ()
.name ("error")
.data("Ommbka reHepaumm oTBeTa: " +
e.getMessage())) ;

e);
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} catch (IOException ignored) {}
emitter.completeWithError (e);

});

return emitter;

®aiin SearchServiceClient.java
package com.cloudstorage.chat.service;

import lombok.extern.slf4j.S1f475;

import org.springframework.beans.factory.annotation.Value;
import org.springframework.core.ParameterizedTypeReference;
import org.springframework.http.HttpMethod;

import org.springframework.http.ResponseEntity;

import org.springframework.stereotype.Service;

import org.springframework.web.client.RestTemplate;

import org.springframework.web.util.UriComponentsBuilder;

import java.net.URI;
import java.util.List;

@Service
@S1f47
public class SearchServiceClient {

private final RestTemplate restTemplate;
private final String searchServiceUrl;

public SearchServiceClient (
RestTemplate restTemplate,
@Value("S${app.search-service.url:http://search-service:8081}")
String searchServiceUrl) ({
this.restTemplate = restTemplate;
this.searchServiceUrl = searchServiceUrl;

}

public List<String> getChatContext (Long objectId, Long ownerId, String
query, int topK) {
try {

URI uri = UriComponentsBuilder

.fromHttpUrl (searchServiceUrl +
"/internal/search/chat/context")

.queryParam ("objectId", objectId)

.queryParam ("ownerId", ownerId)

.queryParam ("query", query)

.queryParam ("topK", topK)

.build()

.encode ()

.toUri ();

ResponseEntity<List<String>> response = restTemplate.exchange (
uri,
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HttpMethod.GET,

null,

new ParameterizedTypeReference<>() {}
) ;
List<String> result = response.getBody () ;
return result != null ? result : List.of();

} catch (Exception e) {
log.warn ("getChatContext call unavailable (objectId={}):
objectId, e.getMessage());
return List.of ();

}

try

1Ty 1.090301.24.001 113

Hsm. | Jlucm Ne doxym. Hoonucwy | Jama

Jlucm

174




JlucTuHr mukpocepBuca reranker-service

daiim main.py
import logging
import math
import os
import time
from contextlib import asynccontextmanager
from typing import Optional

import torch

from fastapi import FastAPI, HTTPException
from fastapi.responses import JSONResponse
from pydantic import BaseModel, Field

from transformers import AutoModelForSequenceClassification, AutoTokenizer

logging.basicConfig (

level=logging.INFO,

format="% (asctime)s [%(levelname)s] % (name)s — % (message)s",
)
log = logging.getlogger("reranker")

MODEL NAME = os.getenv ("RERANKER MODEL", "BAAI/bge-reranker-v2-m3")
MAX LENGTH = int (os.getenv ("RERANKER MAX LENGTH", "512"))

BATCH SIZE = int (os.getenv ("RERANKER BATCH SIZE", "32"))

HF CACHE = os.getenv ("HF HOME", "/cache")

tokenizer: Optional [AutoTokenizer] = None

model : Optional [AutoModelForSequenceClassification] = None
device: str = "cpu"

@asynccontextmanager

async def lifespan(app: FastAPI):
"""3arpyxaeM MOOeJIb OOMH pas Npu crapTe cepeuca."""
global tokenizer, model, device

device = "cuda" if torch.cuda.is available() else "cpu"

log.info("Loading %s on %s (cache: %s)", MODEL NAME, device, HF CACHE)

t0 = time.time()

tokenizer = AutoTokenizer.from pretrained(MODEL NAME,
cache dir=HF CACHE)
model = AutoModelForSequenceClassification.from pretrained(
MODEL NAME, cache dir=HF CACHE

)
model.to(device)
model.eval ()

log.info("Model ready in %.1fs", time.time() - tO)
yield

log.info("Shutting down — releasing model")
del model
del tokenizer

app = FastAPI (
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title="BGE Reranker Service",

description="Cross-encoder pepaHKMHIT IJII CEMAHTUUECKOI'O nomucka'",
version="1.0.0",

lifespan=1ifespan,

class RerankRequest (BaseModel) :

query: str = Field(..., description="IlomckoBel 3ampoc")

documents: list[str] = Field(..., description="Cnmcok TEeKCTOB
IOOKYMEHTOB/Y4aHKOB")

top n: Optionallint]
pesysabTaToB")

Field (None, description="BepHyTb TOJbKO top-N

class RerankResult (BaseModel) :

index: int = Field (..., description="MCXOIHEI MHIEKC IOKYMEHTa B
3anpoce")
score: float = Field(..., description="Ckxop pemneranTHOCTM [0, 11")

class RerankResponse (BaseModel) :
results: list[RerankResult]

model: str
ms: int = Field(..., description="Bpemsa uHbepeHCa B
MUJIJIMCEeKyHIOax")

@app.get ("/health")
def health():
return {"status": "ok", "model": MODEL NAME, "device": device}

@app.post ("/rerank", response model=RerankResponse)
def rerank (reqg: RerankRequest) :
if model is None or tokenizer is None:
raise HTTPException (status code=503, detail="Model not loaded yet")

if not reqg.documents:
return RerankResponse (results=[], model=MODEL NAME, ms=0)

t0 = time.time()
pairs = [[reg.query, doc] for doc in reg.documents]
scores = score pairs(pairs)

def sigmoid(x: float) -> float:
return 1.0 / (1.0 + math.exp(-x))

results = |
RerankResult (index=i, score=sigmoid(s))
for i, s in enumerate (scores)

]

results.sort (key=lambda r: r.score, reverse=True)

if reg.top n is not None:

results = results[: reqg.top n]
elapsed ms = int ((time.time() - tO0) * 1000)
log.info(

"Reranked %d docs for query %r - top score=%.4f [%dms]",
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len (req.documents), req.query[:60], results[0].score if results
else 0, elapsed ms,

)

return RerankResponse (results=results, model=MODEL NAME, ms=elapsed ms)

def score pairs(pairs: list[list[str]]) -> list[float]:
all scores: list[float] = []

for 1 in range(0, len(pairs), BATCH SIZE):
batch = pairs[i : 1 + BATCH SIZE]

inputs = tokenizer (
batch,
padding=True,
truncation=True,
max length=MAX LENGTH,
retarn_tensors;"pt",

) .to(device)

with torch.no grad():
logits = model (**inputs) .logits

if logits.dim() ==
logits = logits.squeeze (-1)

all scores.extend(logits.cpu().tolist())
return all scores
@app.exception handler (Exception)
async def global exception handler (request, exc):

log.exception("Unhandlgd error: %s", exc)
return JSONResponse (status code=500, content={"detail": str(exc)})
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JlucTunr frontend

daiin api.js
import axios from 'axios';

const api = axios.create ({
baseURL: '/api',
timeout: 60000,

1)

api.interceptors.request.use((config) => {
const token = localStorage.getItem('accessToken');
if (token) config.headers.Authorization = "Bearer ${token} " ;
return config;

1)

api.interceptors.response.use (
(res) => res,
async (error) => {
const original = error.config;
if (error.response?.status === 401 && !original. retry) {
original. retry = true;
const refreshToken = localStorage.getltem('refreshToken');
if (refreshToken) {

try {

const res = await axios.post('/api/auth/refresh', { refreshToken
1)

const { accessToken } = res.data.data;
localStorage.setltem('accessToken', accessToken);
original.headers.Authorization = "Bearer ${accessToken} " ;
return api (original);

} catch {
localStorage.clear();
window.location.href = '/login';

}

} else {
window.location.href = '/login';

}
}
return Promise.reject (error);
}
)7

export const authApi = {
register: (data) => api.post('/auth/register',6 data),
login: (data) => api.post('/auth/login', data),
logout: (rt) => api.post('/auth/logout', { refreshToken: rt }),
refresh: (rt) => api.post('/auth/refresh', { refreshToken: rt }),
forgotPassword: (email) => api.post('/auth/forgot-password', { email }),
resetPassword: (data) => api.post ('/auth/reset-password', data),
verifyEmail: (token) => api.get( /auth/verify-email?token=${token}’),
}i
export const userApi = {
getProfile: () => api.get ('/users/me'),
updateProfile: (data) => api.patch('/users/me', data),
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changePassword: (data) => api.post('/users/me/change-password', data),
deleteAccount: () => api.delete('/users/me'),
uploadAvatar: (file) => {

const form = new FormData () ;
form.append ('avatar', file);
return api.post('/users/me/avatar', form, {
headers: { 'Content-Type': 'multipart/form-data' },
)
by

deleteAvatar: () => api.delete('/users/me/avatar'),

}r

export const fileApi = {

listRoot: () => api.get('/files'),

listFolder: (uuid) => api.get( /files/folder/${uuid}’),

listShared: () => api.get('/files/shared'),

getObject: (uuid) => api.get ( /files/${uuid} ),

createFolder: (data) => api.post('/files/folders', data),

rename: (uuid, n) => api.patch('/files/${uuid}/rename , { newName:
n ),

move : (uuid, d) => api.post (' /files/S${uuid}/move’, d),

copy: (uuid, d) => api.post (' /files/${uuid}/copy ', d),

delete: (uuid) => api.delete( /files/${uuid}’),

search: (data) => api.post('/files/search', data),

downloadUrl: (uuid) => " /api/files/${uuid}/download",

upload: (file, parentUuid, onProgress) => {

const form = new FormData () ;

form.append ('file', file);

if (parentUuid) form.append ('parentUuid', parentUuid) ;

return api.post('/files/upload', form, {
headers: { 'Content-Type': 'multipart/form-data' },
onUploadProgress: (e) => onProgress &&

onProgress (Math.round( (e.loaded * 100) / e.total)),
b
Yo

listTrash: () => api.get('/files/trash'),

restore: (uuid) => api.post( /files/trash/${uuid}/restore’),

deletePerm: (uuid) => api.delete( /files/trash/${uuid} "),

emptyTrash: () => api.delete('/files/trash'),

listPerms: (uuid) => api.get (' /files/${uuid}/permissions’),

grantPerm: (uuid, data) => api.post( /files/S${uuid}/permissions’,
data),

revokePerm: (uuid, granteelId) =>

api.delete( /files/${uuid}/permissions/${granteeld} ),

createLink: (uuid, data) => api.post( /share/${uuid}/links', data),
listLinks: (uuid) => api.get (' /share/S${uuid}/links"),
deactivatelLink: (id) => api.delete( /share/links/${id}"),

}r

export const chatApi =
getHistory: (uuid)
clearHistory: (uuid)

{
=> api.get( /files/${uuid}/chat/history”),
=> api.delete( /files/${uuid}/chat/history’),
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openStream: (uuid, question) => {
const token = localStorage.getlItem('accessToken');
const params = new URLSearchParams({ g: question, token });
return new EventSource ( /api/files/${uuid}/chat/stream?${params} ) ;
}I
}i

export default api;
®aiin AuthContext.js

import React, { createContext, useContext, useState, useEffect, useCallback
} from 'react';

import { authApi, userApi } from '../services/api';

const AuthContext = createContext (null);

export function AuthProvider({ children }) {

const [user, setUser] = useState (null) ;
const [loading, setlLoading] = useState(true);
const loadUser = useCallback (async () => {
try {
const res = await userApi.getProfile();
setUser (res.data.data);
} catch {
setUser (null) ;
} finally {

setLoading (false);

oo D)

useEffect (() => {
if (localStorage.getItem('accessToken')) loadUser();
else setlLoading(false);

}, [loadUser]) ;

const login async (email, password) => {
const res = await authApi.login({ email, password });
const { accessToken, refreshToken, user: u } = res.data.data;
localStorage.setItem('accessToken', accessToken) ;
localStorage.setltem('refreshToken', refreshToken);
setUser (u) ;
return u;

}s

const logout = async () => {
try {
const rt = localStorage.getltem('refreshToken');

if (rt) await authApi.logout (rt);
} finally {
localStorage.clear () ;
setUser (null) ;
}
}s

const refreshUser = async () => {
await loadUser();
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}s

return (
<AuthContext.Provider value={{ user, loading, login, logout,
refreshUser }}>
{children}
</AuthContext .Provider>
)
}

export const useAuth = () => {
const ctx = useContext (AuthContext) ;
if (!ctx) throw new Error ('useAuth must be used within AuthProvider');
return ctx;
}s
®aiin SearchModal.js

import React, { useEffect } from 'react';

const MIME TYPES = [

{ label: 'Bce Tumnwe', value: '' },

{ label: 'Usobpaxenusa', value: 'image/' 1},

{ label: 'PDF', value: 'application/pdf' },

{ label: 'Word', value: 'application/vnd.openxmlformats-

officedocument.wordprocessingml' },
{ label: 'Excel', value: 'application/vnd.openxmlformats-
officedocument.spreadsheetml' },
{ label: 'Bupmeo', value: 'video/' 1},
{ label: 'Aymuo', value: 'audio/' 1},
{ label: 'TexcroBee', value: 'text/' },
{ label: 'Apxwuew', value: 'application/zip' },

17

export const SEARCH TYPES = |

{ value: 'name', label: 'Ilo HaszBaHuo', description: 'llouck ¢anios
¥ [amnok mno mmeHm' },

{ value: 'fulltext', label: 'llomHoTekcToOBE', description: 'llouck mno
comepxmomMy oamnmnor' 1},

{ value: 'semantic', label: 'CemaHTHuecxkwmi', description: 'Illouck 110
cMmeICTTY . '},

{ value: 'all', label: 'Tubpunoueni', description: 'BM25 + cemaHTUKAE,

PaHxXupoBaHmue uepes RRF' },

1;

const CloselIcon = () => (
<svg width="16" height="16" viewBox="0 0 16 16" fill="none">

<path d="M12 4L4 12M4 4112 12" stroke="currentColor" strokeWidth="1.5"

strokelinecap="round" />
</svg>
)

const ChevronDownIcon = () => (
<svg width="12" height="12" viewBox="0 0 12 12" fill="none">

<path d="M2.5 4.5L6 8L9.5 4.5" stroke="currentColor" strokeWidth="1.4"

strokelLinecap="round" strokeLinejoin="round"/>
</svg>
)
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const FolderIcon = () => (
<svg width="13" height="13" viewBox="0 0 16 16" fill="none">
<path d="M2 43l 1 0 011-1h411.5 2H13al 1 0 011 1wveal 1 0 01-1 1H3al 1 O
01-1-1v4z" fill="currentColor" opacity="0.8"/>
</svg>
)

const GlobelIcon = () => (
<svg width="13" height="13" viewBox="0 0 16 16" fill="none">
<circle cx="8" cy="8" r="6" stroke="currentColor" strokeWidth="1.4"/>
<path d="M8 2c0 0-3 2-3 6s3 6 3 6M8 2c0 0 3 2 3 6s-3 6-3 ©6M2 8hl2"
stroke="currentColor" strokeWidth="1.4" strokeLinecap="round"/>
</svg>
) i

export default function SearchFiltersModal ({
isOpen, onClose,
searchType, setSearchType,
mimeType, setMimeType,
dateFrom, setDateFrom,
dateTo, setDateTo,
onApply,

currentFolderUuid,
currentFolderName,
folderScope,
setFolderScope,

A

useEffect (() => {
const handleKey = (e) => { if (e.key === 'Escape') onClose(); };
if (isOpen) window.addEventListener ('keydown', handleKey) ;
return () => window.removeEventListener('keydown', handleKey) ;

}, [1isOpen, onClosel]);
if (!'isOpen) return null;
const isInsideFolder = !!currentFolderUuid;

return (
<div
className="fixed inset-0 z-50 flex items-center justify-center"
style={{ backgroundColor: 'rgba(0,0,0,0.3)"', backdropFilter:
'blur (2px) "' }}
onClick={(e) => { 1if (e.target === e.currentTarget) onClose(); }}
>
<div className="w-full max-w-md mx-4 bg-white rounded-xl1 shadow-2x1
overflow-hidden">
{}
<div className="flex items-center Jjustify-between px-5 py-4 border-
b border-gray-100">
<h2 className="text-sm font-semibold text-gray-900">HacTporku
noucka</h2>
<button onClick={onClose} className="p-1.5 text-gray-400
hover:text-gray-600 rounded-1g hover:bg-gray-100 transition-colors">
<CloselIcon />
</button>
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</div>
<div className="px-5 py-5 space-y-5">

{}
{isInsideFolder && (
<div>
<label className="block text-xs font-medium text-gray-500
uppercase tracking-wide mb-2">06macTe mnomcka</label>
<div className="flex rounded-1g border border-gray-200
overflow-hidden">
<button
onClick={ () => setFolderScope ('current')}
className={ flex-1 flex items-center justify-center gap-
1.5 px-3 py-2.5 text-xs font-medium transition-colors ${
folderScope === 'current'
? 'bg-blue-600 text-white'
'bg-white text-gray-600 hover:bg-gray-50"'
P}
>
<FolderIcon />
<span className="truncate max-w-[120px]"
title={currentFolderName}>
B mankxe «{currentFolderName }»
</span>
</button>
<button
onClick={ () => setFolderScope('all')}
className={ flex-1 flex items-center justify-center gap-
1.5 px-3 py—-2.5 text-xs font-medium border-1 border-gray-200 transition-
colors ${
folderScope === 'all'
? 'bg-blue-600 text-white border-blue-600"
'bg-white text-gray-600 hover:bg-gray-50"'
b}
>
<GlobeIcon />
Besge
</button>
</div>
</div>
)}

{}
<div>
<label className="block text-xs font-medium text-gray-500
uppercase tracking-wide mb-2">Pexum nomcka</label>
<div className="space-y-1.5">
{SEARCH TYPES.map(t => (
<label key={t.value} className={ flex items-start gap-3 p-3
rounded-1g border cursor-pointer transition-colors ${
searchType === t.value ? 'border-blue-300 bg-blue-50'
'border-gray-200 hover:border-gray-300 hover:bg-gray-50"'
P>
<input
type="radio"
name="searchType"
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value={t.value}
checked={searchType === t.value}
onChange={ () => setSearchType (t.value) }
className="mt-0.5 accent-blue-600 flex-shrink-0"
/>
<div>
<div className={ text-xs font-medium ${searchType ===
t.value ? 'text-blue-700' : 'text-gray-700'} }>{t.label}</div>
<div className="text-xs text-gray-400 mt-0.5 leading-
snug">{t.description}</div>
</div>
</label>
))}
</div>
</div>

{}
<div>
<label className="block text-xs font-medium text-gray-500
uppercase tracking-wide mb-2">Tun darna</label>
<div className="relative">
<select
value={mimeType}
onChange={e => setMimeType (e.target.value) }
className="w-full appearance-none pl-3 pr-8 py-2.5 text-sm
text-gray-700 bg-white border border-gray-200 rounded-lg outline-none
focus:ring-2 focus:ring-blue-500 focus:border-transparent"
>
{MIME TYPES.map(t => <option key={t.value}
value={t.value}>{t.label}</option>)}
</select>
<span className="pointer-events-none absolute right-3 top-1/2
-translate-y-1/2 text-gray-400">
<ChevronDownIcon />
</span>
</div>
</div>

{}
<div>
<label className="block text-xs font-medium text-gray-500
uppercase tracking-wide mb-2">IaTta usMmeHeHua</label>
<div className="flex gap-3">
<div className="flex-1">
<label className="block text-xs text-gray-400 mb-
1">C</label>
<input
type="date"
value={dateFrom}
onChange={e => setDateFrom(e.target.value)}
className="w-full px-3 py-2.5 text-sm text-gray-700
border border-gray-200 rounded-1g outline-none focus:ring-2 focus:ring-
blue-500 focus:border-transparent"
/>
</div>
<div className="flex-1">
<label className="block text-xs text-gray-400 mb-
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1">Mo</label>
<input
type="date"
value={dateTo}
onChange={e => setDateTo (e.target.value) }
className="w-full px-3 py-2.5 text-sm text-gray-700
border border-gray-200 rounded-1lg outline-none focus:ring-2 focus:ring-
blue-500 focus:border-transparent"
/>
</div>
</div>
</div>
</div>

{}
<div className="flex items-center justify-between px-5 py-4 border-
t border-gray-100 bg-gray-50">

<button
onClick={ () => { setMimeType (''); setDateFrom('');
setDateTo (''"); setSearchType('name'); if (isInsideFolder)

setFolderScope ('current'); 1}}
className="text-xs text-gray-400 hover:text-gray-600
transition-colors"
>
COpocuUTb BCE
</button>
<div className="flex gap-2">
<button onClick={onClose} className="px-4 py-2 text-xs font-
medium text-gray-600 border border-gray-200 rounded-1g hover:bg-white
transition-colors">
OTmMeHa
</button>
<button
onClick={() => { onApply(); onClose(); }}
className="px-4 py-2 text-xs font-medium text-white bg-gray-
900 rounded-1g hover:bg-gray-700 transition-colors"
>
[IpMMEHUT b
</button>
</div>
</div>
</div>
</div>
)i

®aiin ChatPanel.js
import React, { useState, useEffect, useRef, useCallback } from 'react';
import { chatApi } from '../../services/api';
import toast from 'react-hot-toast';

const SendIcon = () => (
<svg width="15" height="15" viewBox="0 0 15 15" fill="none">
<path d="M7.5 2v13M7.5 2L3 6.5M7.5 2L12 6.5" stroke="currentColor"
strokeWidth="1.4"
strokelLinecap="round" strokeLinejoin="round"/>
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</svg>
)

const TrashIcon = () => (
<svg width="14" height="14" viewBox="0 0 14 14" fill="none">
<path d="M2 3.5H12" stroke="currentColor" strokeWidth="1.2"
strokelinecap="round" />
<path d="M5 3.5V2.5H9V3.5" stroke="currentColor" strokeWidth="1.2"
strokelLinejoin="round" />
<path d="M3 3.5L3.8 11H10.2L11 3.5" stroke="currentColor"
strokeWidth="1.2"
strokelLinecap="round" strokeLinejoin="round"/>
</svg>
) i

const CloseIcon = () => (
<svg width="16" height="16" viewBox="0 0 16 16" fill="none">

<path d="M4 4112 12M12 4L4 12" stroke="currentColor" strokeWidth="1.4"

strokelinecap="round" />
</svg>
)i

const BotlIcon = () => (
<svg width="14" height="14" viewBox="0 0 14 14" fill="none">
<rect x="2" y="4" width="10" height="7" rx="2" stroke="currentColor"
strokeWidth="1.2"/>
<path d="M5 7.5C5 7.5 5.5 8.5 7 8.5C8.5 8.5 9 7.5 9 7.5"
stroke="currentColor"
strokeWidth="1.1" strokeLinecap="round"/>
<circle cx="5" cy="6.5" r="0.6" fill="currentColor"/>
<circle cx="9" cy="6.5" r="0.6" fill="currentColor"/>
<path d="M7 4V2.5" stroke="currentColor" strokeWidth="1.2"
strokelinecap="round" />
<circle cx="7" cy="2" r="0.6" fill="currentColor"/>
</svg>
)

function TypingDots () {
return (
<span className="inline-flex gap-1l items-center px-1">
{[0, 150, 300] .map (delay => (
<span
key={delay}
className="w-1.5 h-1.5 rounded-full bg-gray-400"
style={{ animation: “chatBounce 1ls ${delay}lms ease-in-out
infinite® }}
/>
)}
<style>{"
@keyframes chatBounce {
%, 80%, 100% { transform: translateY(0); opacity: 0.4; }
40% { transform: translateY (-4px); opacity: 1; }
}
“}</style>
</span>

) ;
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createdAt, isStreaming }) {

function MessageBubble ({ role, content,
const isUser = role === 'user';
const timeLabel = createdAt
? new Date (createdAt) .tolLocaleTimeString([], { hour: '2-digit', minute:
'2-digit' })
null;
= (text) => {

const renderContent
if (!text) return isStreaming ? <TypingDots />

return text.split('\n').map((line, i, arr) => (
<React.Fragment key={i}>
{line}
{i < arr.length - 1 && <br />}
</React.Fragment>

))
}s

return (
<div className={ flex gap-2 ${isUser ? 'flex-row-reverse' : 'flex-

row'} }>

{}

{!isUser && (
<div className="flex-shrink-0 w-6 h-6 rounded-full bg-indigo-100

text-indigo-500
flex items-center justify-center mt-0.5">

<BotIcon />

</div>
)}
{}
<div className={ flex flex-col gap-0.5 max-w-[82%] ${isUser ? 'items-

end' : 'items-start'} }>
<diwv
className={ rounded-2x1 px-3.5 py-2.5 text-sm leading-relaxed
S{isUser

? 'bg-indigo-500 text-white rounded-tr-sm'
: 'bg-gray-100 text-gray-800 rounded-tl-sm'
P}
>
{renderContent (content) }
</div>
{timeLabel && (
<span className="text-[10px]
1">{timeLabel }</span>
)}
</div>
</div>
)
}

function EmptyState ({ fileName }) {
const suggestions = |
'O uéM BTOT OOKYMEeHT?',
'TlepeumciM KJIOUEBHE TYyHKTH',
'Cmesiall KXpaTkoe pesiMe',

text-gray-400 px-
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17
return (
<div className="flex flex-col items-center Jjustify-center h-full px-6
text-center gap-5">
<div className="w-12 h-12 rounded-2x1 bg-indigo-50 text-indigo-400
flex items-center justify-center text-x1">
<BotIcon />
</div>
<div>
<p className="font-medium text-gray-700 text-sm mb-1">ATI-
accucTenT</p>
<p className="text-xs text-gray-400 leading-relaxed">
3amaBalt BONPOCH [0 comepxmumoMy<br/>
<span className="font-medium text-gray-500
truncate">{fileName}</span>
</p>
</div>
<div className="flex flex-col gap-2 w-full">
{suggestions.map (s => (
<button
key={s}
className="text-xs text-left px-3 py-2 rounded-xl border
border-gray-200
hover:border-indigo-300 hover:bg-indigo-50 text-
gray-500
hover:text-indigo-600 transition-colors"
onClick={ () => {

document .dispatchEvent (new CustomEvent ('chat-suggestion', {
detail: s }));
H}
>
{s}
</button>
))}
</div>
</div>
)
}

export default function ChatPanel({ file, onClose }) {

const [messages, setMessages] = useState([]);
const [input, setInput] = useState('"');
const [streaming, setStreaming] = useState(false);
const [loading, setLoading] = useState(true);
const bottomRef = useRef (null);

const inputRef
const esRef

useRef (null) ;
useRef (null) ;

useEffect (() => {
let cancelled = false;
chatApi.getHistory (file.uuid)
.then (res => {
if (!cancelled) setMessages (res.data.data || []);

1)

.catch(() => toast.error('He ymanocp 3arpy3MTb MCTOPMIO YaTa'))
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.finally(() => { 1f (!cancelled) setloading(false); 1});

return () => { cancelled = true; };
}, [file.uuid]);

useEffect (() => {
bottomRef.current?.scrollIntoView ({ behavior: 'smooth' });

}, [messages]);

usekEffect (() => {
const handler = (e) => {
setInput (e.detail) ;
inputRef.current?.focus () ;

}i

document.addEventListener ('chat-suggestion', handler);

return () => document.removeEventlistener ('chat-suggestion', handler);
Yoo L1)
useEffect (() => {
return () => { esRef.current?.close(); };
Yoo L1) 2
const send = useCallback (() => {
const question = input.trim();
if (!question || streaming) return;
setInput('');

setMessages (prev => [

...prev,

{ role: 'user', content: question, createdAt: new
Date () .toISOString() 1},

{ role: 'assistant', content: '', createdAt: new

Date() .toIsOString(), streaming: true },
1)

setStreaming (true) ;

const es = chatApi.openStream(file.uuid, question);
esRef.current = es;

es.addEventListener('token', (e) => {
setMessages (prev => {
const copy = [...prev];
const last = copylcopy.length - 1];

const token = e.data.replace(/\\n/g, "\n").replace(/\\s/g,
copylcopy.length - 1] = { ...last, content: last.content + token };

return copy;
1)
})

es.addEventListener('done', () => {
es.close();

setStreaming(false) ;

setMessages (prev => {

L ") ;

const copy = [...prev];
const last = copylcopy.length - 17;
copylcopy.length - 1] = { ...last, streaming: false };
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return copy;
1)
1)

es.addEventListener('error', (e) => {
es.close ()
setStreaming(false) ;

const msg = e.data || 'Ollama HemocTymneH';
toast.error ('Ommbka oTBeTa: ' + msqg);
setMessages (prev => {

const copy = [...prev]

” ~e

copylcopy.length - 1] {
...copylcopy.length - 1],
content: 'Z& ' + msqg,
__streaming: false,

i

return copy;

1)
})

es.onerror = () => {
if (es.readyState === EventSource.CLOSED) return;
es.close ()
setStreaming(false) ;
toast.error ('CoemmHeHre nOpepBaHoO') ;
}i

}, [input, streaming, file.uuid]);

const clearHistory = async () => {
if (!window.confirm('OuucTures MCTOPUI Hepenmucku?')) return;
try {
await chatApi.clearHistory(file.uuid);
setMessages ([]) ;
toast.success ('llcTropusa ouumeHa');
} catch {

toast.error ('He ymaynocb OUMCTUTL MCTOPUL');

}
}s

return (

<div className="flex flex-col h-full bg-white border-1 border-gray-200"

style={{ width: 340, minWidth: 300 }}>

{}
<div className="flex items-center gap-3 px-4 py-3 border-b border-

gray-200 flex-shrink-0">
<div className="w-8 h-8 rounded-xl bg-indigo-100 text-indigo-500
flex items-center justify-center flex-shrink-0">
<BotIcon />
</div>

<div className="flex-1 min-w-0">
<p className="text-xs font-medium text-gray-800
truncate">{file.name}</p>
<p className="text-xs text-gray-400">Al-accucrenrt</p>
</div>
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<div className="flex items-center gap-1 flex-shrink-0">
{messages.length > 0 && (
<button
onClick={clearHistory}
title="OumucTure McTOPML"
className="p-1.5 rounded-1g text-gray-400 hover:text-red-500
hover:bg-red-50
transition-colors"
>
<TrashIcon />
</button>
)}
<button
onClick={onClose}
title="3akpuTs"
className="p-1.5 rounded-1lg text-gray-400 hover:text-gray-600
hover:bg-gray-100
transition-colors™"
>
<CloselIcon />
</button>
</div>
</div>

{}
<div className="flex-1 overflow-y-auto px-4 py-4 space-y-4 min-h-0">
{loading ? (
<div className="flex justify-center items-center h-full">
<div className="w-5 h-5 border-2 border-indigo-300 border-t-
indigo-500
rounded-full animate-spin"/>
</div>
) : messages.length === 0 ? (
<EmptyState fileName={file.name} />

) (

messages.map ((m, i) => (
<MessageBubble
key={1i}

role={m.role}
content={m.content}
createdAt={m.createdAt}
isStreaming={m. streaming}
/>
))
) }
<div ref={bottomRef} />
</div>

{}
<div className="flex-shrink-0 px-3 py-3 border-t border-gray-200">
<div className="flex gap-2 items-end">
<textarea
ref={inputRef}
value={input}
onChange={e => setlInput (e.target.value) }
onKeyDown={e => {
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if (e.key === 'Enter' && l'e.shiftKey) {
e.preventDefault () ;
send () ;
}
H}

placeholder="3amam BOONPOC IO OOKYMEHTY.."
disabled={streaming}
rows={1}
className="flex-1 text-sm border border-gray-200 rounded-xl px-
3 py-2.5
focus:outline-none focus:ring-2 focus:ring-indigo-

300 focus:border-indigo-300
disabled:bg-gray-50 resize-none leading-relaxed"

style={{ maxHeight: 120, overflowY: 'auto' }}
onInput={e => {

e.target.style.height = 'auto';
e.target.style.height = Math.min (e.target.scrollHeight, 120)
+ 'px';
H}
/>
<button
onClick={send}
disabled={streaming || !input.trim()}

title="OrnpaBuTre (Enter)"
className="flex-shrink-0 w-9 h-9 bg-indigo-500 text-white
rounded-x1
flex items-center justify-center
hover:bg-indigo-600 active:scale-95 transition-all
disabled:opacity-40 disabled:cursor-not-allowed"
>
{streaming
? <div className="w-3.5 h-3.5 border-2 border-white/40
border-t-white
rounded-full animate-spin"/>
<SendIcon />
}
</button>
</div>
<p className="text-xs text-gray-400 mt-1.5 px-1">
Enter — ornpasurs - Shift+Enter — HOBas cTpoka
</p>
</div>
</div>
)

daiin App.js
import React from 'react';
import { BrowserRouter, Routes, Route, Navigate } from 'react-router-dom';
import { Toaster } from 'react-hot-toast';
import { AuthProvider } from './context/AuthContext';
import ProtectedRoute from './components/common/ProtectedRoute';
import DashboardLayout from './components/common/DashboardLayout';
import LoginPage from './components/auth/LoginPage';
import RegisterPage from './components/auth/RegisterPage';
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import { ForgotPasswordPage, ResetPasswordPage } from

'./components/auth/PasswordPages';
import EmailVerificationPage from
'./components/auth/EmailVerificationPage’';
import

FileListPage from './components/files/FileListPage';
SharedWithMePage from './components/files/SharedWithMePage';

PublicSharePage from './components/sharing/PublicSharePage';

import
import TrashPage from './components/files/TrashPage';
import SharingPage from './components/sharing/SharingPage';
import
import ProfilePage from './components/profile/ProfilePage';
export default function App () {
return (
<AuthProvider>
<BrowserRouter>
<Toaster

position="top-right"
toastOptions={{

duration: 3500,
style: { borderRadius: 'l0px', fontSize: 'l4dpx' }
}}
/>
<Routes>
{}
<Route path="/login" element={<LoginPage />} />
<Route path="/register" element={<RegisterPage />} />
<Route path="/forgot-password" element={<ForgotPasswordPage />}
/>
<Route path="/reset-password" element={<ResetPasswordPage />}
/>
<Route path="/verify-email" element={<EmailVerificationPage
/>} />
{}
<Route path="/s/:token" element={<PublicSharePage />} />
{}
<Route path="/" element={
<ProtectedRoute>
<DashboardLayout />
</ProtectedRoute>
}>
<Route index element={<FilelistPage />} />
<Route path="folder/:uuid" element={<FilelistPage />} />
<Route path="shared" element={<SharedWithMePage />} />
<Route path="trash" element={<TrashPage />} />
<Route path="sharing/:uuid" element={<SharingPage />} />
<Route path="profile" element={<ProfilePage />} />
</Route>
<Route path="*" element={<Navigate to="/" replace />} />
</Routes>
</BrowserRouter>
</AuthProvider>
) ;
}
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Oobs1auHOE XpaHWIHILE C YIIPABJIEHHEM J0CTYIIOM
H CHCTEMOM IOHUCKA

ABTOp padoThbi:

Crynent rp. 22BBII1 Xocceiian Hexan Celtiten Amn Ceititen Mopreza

Hayvnblii pyKoBOAHTEIb:

K.T.H., jonent kadeaps BT III'Y IOposa Onera Bukroposna

AKTyaJabHOCTH NPO0JIEMBI

. Huskwmii YPOBCHb NOCTYIIHOCTH JIOKAJIbHBIX JTaHHBIX

B KonduneHuansHocTh o Oe3onacHoCTh JaHHBIX. HeoOXoqnmo pasrpaHnyeHne OpaB J0CTyHa.

B OrpomHoe konH4YecTBO (aiiloB 3aTpyAHAET HX HaXoXKIeHHe, HeoOX0oIuMa IPOJIBHHYTaA

CHCTEMA ITOHCKa
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Ilenn u 3axa4un padoThI

B Ilean pabors:

Paspaborars BeG-nprioxkeHHe 00JIa4HOTO XPAHIININA ¢ YIPABIeHHEM JOCTYIIOM H CHCTEMOI

IIOHCKa

B 3apaun:

® 3yunTh aKTyadbHOCTE TEMBI H CYHIECTBYIOLINE AHATIOTH
*  OmnpenennTs QYHKIHOHAT
= OmnpesesIMTh MHHCTPYMEHTBI H TEXHOIOIHH JUISL Pa3paboTKH
= PaspabotraTk apXUTeKTypy H caMO BeD-TIpuiIoikKeHHe

= [IporecTHpoBaTh BeO-NpHIOKEHNE

AHajIorH4YHbIe 00/IAYHbIC XPAHHIHIIA

“Que O

naaen
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CpaBHeHHe aHAJIOTOB

Google /Inck Dropbox Snpex
[IpermymecTBa [IpenmymecTBa [IpenmymecTBa
[lonHOTeKCTOBEII MOHCK PasrpanndeHue mpas J10cTyIIa JocTyn mo cchllke

Hurerpamus ¢ Google JlocTyn no ccbuike Hurerpamus c Sngexc

Pasrpanmndenne npas nocryna

Henocrarku Henocrarku Henocrarku

Het ceMaHTHYECKOrO IMOMCKA OrpaHH4eHHBII TOHCK OrpaHH4eHHBIIT TOUCK
Het Al-uata Het Al-uara Het Al-uata

OrpaHHYeHHBIE NIPaBa A0CTyIa

DYHKIHOHAJ P 00TAHHOTO BEO-TPHI0KEHHUA

PermcTpanns n aBTOpH3aINA II0IB30BaTENCH / BOCCTAHOBICHHE IIAPOTIA;
Bexon / ynanenue yueTHOIH 3amucH;

VipasieHue mpoguIeM IoIb30BaTeNeM;

3arpyska, ckaudBaHHe, ylalleHHe, lepeMellleHHe H lepenMeHoBaHHe (aiinos;
Vnanenue, nepeMenieHHe H IIEpEHMEHOBAHHE TIATIOK;

CopTHpoBKa 00BEKTOB XPaHHIININA;

Hanmuie KOp3HHBI H BO3MOKHOCTE BOCCTAHOBIIEHHA 00BEKTOB H3 HEeE;

0T06pa)KEHHE HHIHKaATOpa 3aHATOro JHCKOBOI'O MPOCTPAHCTBA,

IpenocTaBnene qocTyna k (aillaM H mankaM JApyTHM TTOTB30BATENAM ¢ YKa3aHHeM ypoBHs npas (YuTarens, ABTOp,
Penakrop, Bunanenen);

Cosnanue MyOIHYHBIX CCBUIOK K 00beKTaM ¢ yKazaHHeM ypoBHs npas (Yutarens, Asrop, Penakrop);

CHcTeMa IOHCKA: TIOHCK T10 HMCHH, THITY, JaT¢ (bal;lﬂa, MOJTHOTEKCTOBBIH H CeMaHTHYECKHit ITOHCK?,

Al-vat no aiiny.
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Hcnmonb3yembie TEXHOJIOTHH

RabbitMQ

Intelli] IDEA

ApXHTEKTYpa BeO-NPHJI0KEHH S
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UML-anarpamma nocaeaoBaTeJbHOCTH 3arpy3kH (paiaa

UML-auarpaMmma nocJjie10BaTeibHOCTH THOPHAHOIO MOHCKA

______________ — =
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UML-anarpamma nmocaeaoBaTeJbHOCTH BbIAA4H NMPaB

UML-auarpamma nociaexosarenbnoctu Al-uara
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HUuTepdeiic BbI0Opa GpHIBTPOB MOHCKA

HacTpoiiku nowcka

Nonnorexcropwi
Cemanmuueexmii

[rp—
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HuTepdeiic Al-uara

3akiarouenue

B Xoze BBINOJHEHUS BBIMYCKHOM KBaIM(HUKAMOHHOW paboThl Oblia
M3y4YeHa aKTyaJbHOCTh OOJaYHBIX XPAaHWIMIL, aHaJIW3 aHaJIO0roB, OBLIH
BBIOpAaHBl ~ TEXHOJIOTMH W  Cpelbl  pa3paboTKH, CIIPOEKTHpOBaHa
apXUTEKTypa, pealn3oBaHO BeO-npuiokenne «OOIauHOE XpaHWIMLIE C
YIIPaBJICHUEM JIOCTYIIOM U CHCTEMOM MOHMCKa», a TaKKe ObLIO IMPOBEICHO

TECTUPOBaHHUC.
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