MHWHUCTEPCTBO HAYKU 1 BBICHIEI'O ObPA3OBAHUS PO

denepanbHOE TOCYIApCTBEHHOE OI0PKETHOE 00pa30BaTEIbHOE YUPEKICHHE
_ BbICIIEro 00pa3oBaHus
«[TEH3EHCKUWU I'OCYJAPCTBEHHbIM YHUBEPCUTET»

TTOJIUTEXHUYECKHWI UHCTUTYT

Daxynomem Kagheopa

BBEIYUCIIUTEIbHON TEXHUKHI MOulI>BM

Harnpas/ieHue moroToBKH 09.03.04 «IIporpamMmHast ”H)XEHEPHSD)

BAKAJIABPCKASI PABOTA
Ha TEMY

IIporpaMMHBI€e CPEACTBA AVTEHTU(UKAIIMN B

Opaysepe 111 onepanuoHHoi cucreMbl QP OS

CtyneHt M A2 Ok 7/. l1lnpukoBa Beponnka MuxaijgoBHa

{oAuCE, 2ara) (®HO noaHOCTHIO)

PykoBoauTesb f7 Kuszes B. H.

{ e, nara} (bamuHs, MHULHATBL)
HopMOKOHTPOIED . or L Takramxkus J1. B.

: A (pamunst, MHULMATIBI)

Paboma oonywena x sauume (ripen oiu}ﬁzu auwust kKadeapsl oT No )
3aBenywommuii kadgeapoi YWY Makaperyes I1. 1.

(mexOmch (aMunus, THALIAAIIBI)
Paboma 3awuwena c ommemxoii (nporoko:n 3acenanus 'OK ot Ne )
Cexkperaps 'K [Tonosa H. A.

(omvck) (aMunus, THULIAAITBI)

Ilen3a, 2021



denepanabHOE rOCYJAPCTBEHHOE OIOIKETHOE 00pa30BaTEIbHOE YUPEKICHUE
_ BBICIIEro 00pa3oBaHus
I[NEH3EHCKUU 'OCYJAPCTBEHHbBIM YHUBEPCUTET

TTIOJIUTEXHUYECKU NMHCTUTYT

Dakyrvmem Kageopa
BeruncnuresHON TEXHUKA MO u II5BM
(<¥TBep}K,IIaIO»

3dBen : it kadeapoi
\ J 1 f TLIL Maxapbrues
QI ﬁlﬁBGDH 2021 r

3AJIAHUE
HA BBIITYCKHY1IO KBAIIM®UKAIIMOHHYIO PABOTY
BAKAJIABPA
1. Crynent___ IllupukoBa Beponuka MuxaitnoBHa rp._ 17/BII1  cdakynbTera

<®damuusi, UMsi, OTYECTBO MTOJTHOCTHIO>

2. Tema pabotei__ IIporpaMMHbIe cpeicTBa ayTeHTU(DUKAIMK B Opay3epe JUls ONepanroHHON

cuctembl QP OS

Tema ytBepxkaeHa npukazom [1I'Y Ne or" 28 " nekalps 2020

3. PyxoBouTens paboTsl K.T.H., JouieHT kadenpsl «MOull9BM» Kuszes B.H.

4. 3ananue Ha paboTy (Ha3HaAUYCHHE pa3paOOTKU, UCXOIHBIE TaHHBIC U T.11.)
Hasznauenue: pazpabomams npoepammuuvle cpedcmea aymeHmugpuxayuu noib308ameis 8

opaysepe 0ns onepayuontoul cucmemsl QP OS

Cpeoa evinonnenus: onepayuonnas cucmema QP OS

Cpeoda paszpabomku: onepayuonnas cucmema \Windows

A3zvikosvie cpedcmasa pazpabomru: CH#, UML

Hnempymenmanvuwie cpedcmea paspabomku: Microsoft Visual Studio 2019,

ArgoUML, Erwin Data Modeler, Microsoft Project

Texnonocuu paspabomrxu:RUP, OOII.

OcnosHule hyHkyuu:

a) uoeHmughuxayus no1bL308amelisi N0 66e0eHHOMY JN02UH)

0) 8b100p cxemvl aymenmupurayuu

8) aymenmupurayuu c nomowwro npomorona Kerberos, NTLM, Digest wiu Basic

2) docmyn K pecypcy nocie npogepKu NOOIUHHOCMU OAHHBIX NOIb308AMEJIs




5. [lepedens moayexammux pa3padoTKe BOIPOCOB

1) Ananuz npeomemmnoii obracmu u NOCMAHOBKA 3a0ayu

2) Ilpoexmupoeanue

3) Peanuzayus

4) Tecmuposanue

5) Ogopmnenue nosicHumenbHOU 3anUCKU

6. KanenmapHsiii rpaduK BBIMOTHEHUS PAOOTHI

O0bem
Cpox [Toanuce
No ni/mt HaunmenoBanue 3tamoB paboThl paboThl
BBITIOJIHEHUSI | PYKOBOJIUTEIIS
1 Ananuz npeomemuotl ooracmu 15% 14.04.2021- M
NOCMAHOBKA 340a4u 21.04.2021 S
2 IIpoexmuposanue 25% 22.04.2021— 5)
05.05.2021 //‘/?)/'Z/Z
3 Peanuzayus 40% 06.05.2021— ” / 7 Z_
30.05.2021 ~
4 Tecmuposanue 5% 31.05.2021- gjﬁ
02.06.2021 —
5 Ogopmnenue noscHumenvbHoU 3aNUCKU 15% 03.06.2021— %’2 / ,
14.06.2021 g2 el

JlaTa BeImaun 3aganus "28"

gl
PykoBoaurens 6akanaBpckoil paboTsl / 7P

JieKaopst 2020

28 12.20 207

(moamnuce, nata)

3a1aHue K UCTIOTHEHUIO TIPUHSIT CTYICHT
(moamuce, nata)

Paboty k 3ammre 10MyCTHTD
JlexaH ¢axynpreTa
(monmnuck, nata)

1A
/ /
/L

cHA NP Prvewotta

ZGy pF Z("f)/‘



Pedepar

[TosicautensHas 3anucka cogepxxut 110 muctos, 22 pucynka, 9 Tabnui, 24

HCIIOJIb30BaHHBIX UCTOYHHUKOB, 5 HpPIJ'IO)KCHPIfI.

C#, UML, QP OS, OOIl, CEPBEP, JABYCTOPOHHAA
AYTEHTUDUKALA, BPAY3EP, POCCUIMCKUE KPUIITOI' PAOGUYECKHUE
AJI'OPUTMBI, KERBEROS

OO0BEeKTOM pa3pabOTKH SBIISIIOTCS TPOrPAMMHBIE CPEICTBA ayTeHTU(DUKAIIIH,
BHEJIpeHHBbIE B Opay3ep cnenuanbHoro HazHadeHuss OO0 HTIT «Kpuntocodt.

Llens paboThl — pa3paboTka CpPEACTB JABYCTOPOHHEH ayTeHTHU(UKAIMKU IS
onepannoHHo# cuctemsl QP OS.

PesynbraToM pa3paboTKu SIBISCTCS HUCIOJHAeMbIH Qaiin  «Titan.exey,
peIHa3HAYCHHBIN /1J1s1 pabOoThI TOJT yIIpaBieHueM oneparmonnoi cuctemsl QP OS.

[IpoekTrpoBanue MPOBOAUIIOCH ¢ TOMOIIBIO si3bIKa MoaenupoBanuss UML ¢
UCIIOJIb30BAaHUEM Cpelibl pa3paboTku quarpamm « ArgoUMLy.

Pa3paboTka npoBoguiack Ha si3blke nporpammupoBaHusi C#. B kauecTBe
cpeabl pa3paboTku ucnodb3oBaigack IDE  Visual Studio 2019. Paspabotka
NPOBOJWIIACH C HWCMOJb30BaHUWeM omeparronHoi cuctems Windows 10. Cpena
UCTIONTHEHMS — orneparonHas cuctema QP OS.

beul monydyeH axkT O BHEAPEHHH JaHHOTO TMPOAYKTa B COCTaB

POrpaMMHOTro KomIuiekca, pazpadarsiBaemoro OO0 HTII «Kpunrocodry.

Iy 09.03.04 — 08BP171.25 T1I3
Wzwm. | Jluct No toxym. Ilonn. | Hata
Pa3pab. Wnpukosa BM. | /Ze</ 3062 TIporpaMMHbIE CpeCTBa Jwt. et JlncTos
IIpos. Kuszes B.H 7%.0614.  ayrenTHduKanuu B Opaysepe Lis | | 3 110
Peuens. orneparonHoi cucremsl QP OS
H. xonrp. | Takramkun 1B | = 22, [losicuTenbHas 3anucka ['pynna 17BII1
YTB. Maxapsraes I1.IT \/Lw




Conep:xkanue
|23 2101 (35 1 (<R 6
1 AHanu3 NpeAMETHON 00IACTUA U TPEOOBAHUM ......vvvveveeeirieririenree e eniee e 8
1.1  AHAIU3 NPEIMETHOM OOITACTH ..vvvveeirireeessiieessireeesssseeessseesssssesssssesssssneessssneenns 8
1.2  AHanu3 mporpaMMHOTO OOECTIeUeHUs! aHATIOTUYHOTO HA3HAYCHHUS ............. 12
1.2.1 Anamus ayrentuduranun Google Chrome ... 12
1.2.2 Anamu3 ayrentudukamuu Microsoft EAdge.......cccocevveiiicice e, 13
1.2.3 Pe3ynbpTaT aHATU3a TPOTPAMM QHATOTOB .....vvevririreenreasseesieesseesnneesseesseesseesns 14
RGN S0 07 e 30 y 0oL 010) : 12 1 1 RSO RPPPR 15
1.3.1 Ananu3 QyHKIUOHATBHBIX TPEOOBAHMM ... cevvervreireeniieieesieesieesieenneesseeseeenes 15
1.3.2 AHanu3 HEQPYHKIUOHAIBHBIX TPEOOBAHUM .....vveeeveeirieriieeiieeeieeesineesnneesnneens 20
1.4 TlnanupoBaHuEe Pa3paOOTKH M OLEHKHU OFOMIKETA .vvvvvrvrrresirrnresiveresisnnessnsnnenns 20

2 lIpoekTupoBaHHE MPOrPaMMHBIX CPEACTB ayTeHTU(PUKALIUK B Opay3epe

1151 oniepartioOHHOM CUCTEMBI QP OS . ..iiiiiiiiii e 32
2.1  TIpOCKTUPOBAHME APXUTCKTYPDB.uueeeiurreesssreressssreesssseessnssrssssessssseessssesssssneeans 32
2.2 TIpOoeKTUPOBAHUE MHTEPPEICA. .. eeerureriieiiriiariieesireesreesnee e snee e e e e 34

3 Peanuzanusi mporpaMMHBIX CPEJCTB ayTeHTUUKAIINK B Opay3epe

TUTst ortepartiOHHOM CUCTEMBI QP OS......iiiiiiiiii s 36
4 TecTUPOBAHUE MPOTPAMMHBIX CPEICTB . eeeureerureeasrerasnreessreessreesnesannesanseeessnes 38
4.1 OYHKIHMOHATBHOE TECTHPOBAHHC vveeevvrressreresssreresssreesssssnesssssessssseessssesesnssnes 38
4.2 MOJYTBHOE TECTHUPOBAHME. 1. vveinreeesrreesreessreessnesasesasneeessseessneessnessnnesanseeessnes 38
TG T \Y, (55 401729 7 40 ) b PR 41
4.3.1 HuxnomaTudeckas MeTpruKa Mak-Ker0a ........ccceevvveiviiiiiiiiie e, 41
4.3.2 METPHUKA XOJICTEMA ..1euvreeeurrraasireeesasneesassseeesssneessssessssnsassannneesannesesssneessnnnnss 44
4.3.3 METPHUKA UETIHHA ......eeeiuviiieiiiieeiiieeaeiieeessiiee e st e e e st e e st e e s snr e e e snne e e s snneeesneeas 47
T ) ) 1 012 () 1 (TP PUPPRPP PP 49
CHIUCOK UCTIOTB30BAHHBIX MCTOUHMKOB .. ..veeeuvreeesureeeasuseeessnneeesssneessssneessnsneessnssneens 50
[TpUTOKEHUE A. TTIOCCAPHM ...eeiiviiiiiiiieeiiiie ettt neee e 53
[Tpunoxxenue b. ICXOOHBIN KO TPOTPAMMHBIX CPEACTB. ... vvveeerererrreresrreeesnneeans 55

[TpunoxxeHue B. Pe3yabTaThl TECTUPOBAHUS .....ceeevveeerrrreasrreeassneeasssneeesssseeessneneens 86



[Tpunoxxenue I'. UcxoaHbiit KO QYHKIUNA TECTUPOBAHMSL .....cevveerreerveerieenineanneennes 89

[Tpunoxenue JI. AKT 0 BHEAPEHUHU



BBenenue

B HacTosmee BpeMs pacteT NOTpeOHOCTh K pa3iMyHbIM HH(OPMalOHHBIM
cepBHUCaM. DTO CBSI3aHO C T€M, YTO MH(GOPMAIIMOHHBIC TEXHOJIOTHH 3aHUMAIOT BCE
Oonblllee MECTO B JKU3HM ueioBeka. lludpoBuszanms noMoraer mnepeBecTH
OOIIIECTBEHHBIE OTHOIICHUS Ha KAYECTBEHHO JIPYTOl YPOBEHb, OHAKO BMECTE C TEM
MOJTHUMAET BOIMPOCHI MH(POPMAIIHOHHOM 6€30MacHOCTH.

3HaYUMOCTb U IPUOPUTETHOCTH Pa3BUTH MHPOPMALIMOHHBIX TEXHOJIOTUH B
Poccniickon ~ ®enepaumn  noxareBepkpaercss  npunatuem B 2017 romy
['ocynapctBeHHOM mporpamMMmbel  noj  Ha3zBaHueM «lludpoBas sKoHOMUKA
Poccuniickon @enepanum».

Jnsa pa3pa®oTKM W peanu3alii Pa3IMYHBIX MEPONPHUSITHNA MpOorpaMma
ONpeniesieT  Takue  OCHOBONOJArawollue  MPUHLMIBI  MHPOPMAIMOHHOM
0€30MacHOCTH, KaK: «HUCIIOJIb30BAaHUE POCCUUCKUX TEXHOJOTU o0ecreueHus
LEJIOCTHOCTH, AayTeHTU(UKALUU M JOCTYIHOCTH INepeaaBacMoi HHQOpMaIimy,
«IPEUMYIIECTBEHHOE UCIIOJIb30BaHUE OTEYECTBEHHOTO IPOrpaMMHOTO
o0ecrniedeHus U 000PYIOBAHMS U «IIPUMEHEHHE TEXHOJIOTHIA 3aIUTHI HTHPOPMAIUH
C UCTIOJIb30BAaHUEM POCCHICKUX KpUNTOrpaduuecKux cranaaptony [1].

I[Tomumo IT'ocymapCTBEHHOW MNpOrpamMMbl CHEAYET YIOMSHYTh YKa3s
[Ipesunenta Poccuiickoit @enepaunu ot 9 mas 2017 r. Ne 203 «O crparerumn
paszButus uHGoOpManmoHHoro ooOmectBa B Poccuiickoit deneparuu Ha 2017 —
2030 roap», B KOTOPOM CKa3aHO, 4TO «J/lIs yCTOWYMBOTO (PyHKIIMOHHUPOBAHUS
uHdopmarmonHo uHdpacTpyktypsl Poccuiickoii ®enepaniu He0oOX0IUMO
o0ecneunTh MCMHOJIb30BAaHUE POCCUNCKUX  KPUITOAITOPUTMOB U  CPEICTB
mpoBaHUs TIPU SJICKTPOHHOM B3aUMOJCHCTBUY (eepaibHBIX OpraHoBy [2].

be3omacHocTh  ABNISETCS OJHUM M3 TIJaBHBIX TNPUHIUIOB  JHOOOU
WHPOPMAITMOHHON CUCTEMBI. JIaHHBINA MPUHIIMIT CYUTACTCS CIOXKHBIM, TaK KaK OH
JOJDKEH PaclpoCTpaHATbCS Ha BCIO cucreMmy. JIioOoil nedekt wnm HemoueT B
0€30M1acHOCTH MOKET C/IeJIaTh BCIO CUCTEMY HEOe30MacHOM.

Ucnonb3oBaHue BceX MEXaHM3MOB O€30MAaCHOCTH  HElEeIeco00pa3Ho.

[ToaTromy HEOOXOAMMO CHayana JaaTh ONUCaHUE TpeOOBaHHI OE30MaCHOCTH.



[TonmuTuka 0O€30MacHOCTH OINUCHIBACT, KAaKU€ JACUCTBUS Pa3pEIICHO BBIMNOJIHATH
00BEKTaM B CHCTEME, a Kakue HeT [3]. BaxxHbpIMu MeXaHU3MaMu O€30MaCHOCTH, C
HOMOUIbIO KOTOPBIX MOXHO IPUMEHATD MOJIUTUKY, SIBIAIOTCS [3]:

- m@poBaHueE;

— ayTEeHTU(UKALINS;

— aBTOpHU3ALIUS;

— ayJuT.

B nawnoit pabore OyAyT paccMOTPEHBI BOMPOCHI AyTEHTU(UKAIINH.
AyTeHTuduUKaIMs SBISETCA MPOLECCOM MPOBEPKHU U MOATBEPKIICHUS 3asBJICHHON
JMYHOCTH I0JIb30BATENS, KIMEHTA WIN APYroro o0ObekTa [4].

B wuH(poOpMalMOHHBIX CHUCTEMax HCIOJIb30BAaHUE KPUITOrpapruecKux
METOJI0B B MEXaHH3Max 0€30I1aCHOCTH SIBJISIETCSI OCHOBO. CyIECTBYIOT pa3inyHbIC
KpUnTorpaUuueckrue CHCTEMbI, B 3aBUCUMOCTH OT TOIO, HCHOJIb3YIOTCS
OJIMHAKOBBIE KJIIOUX U(POBAHUS U AeIN(DpPOBaHUS WU HET [3].

B cuMMeTpUUYHBIX KpUIITOCUCTEMAX UCHOJIb3YETCS OOIIMI CEKPETHBIN KITH0Y,
KOTOPBIM JIOJDKEH XPAHHUThCS B CEKpeTe Iisi olOecrieyeHus paOoThl 3alliuThl. B
ACUMMETPUYHBIX KPUNTOCHUCTEMAX (CHCTEMa C OTKPBITHIM KJIHOYOM) OJIMH KIIIOY
SBJIIETCS] OTKPBITBIM, & APYTOM XPaHUTCS B CEKPETE.

be3onacHOCTh WrpaeT BaXKHYIO pOJIb B HH(DPOPMALMOHHBIX CHUCTEMAX.
O¢ddexTUBHOCTD BCEl cUCTEMBbI KOHTPOJIS JOCTYNa 3aBUCUT OT TOT'O, HACKOJBKO
XOpOIIO ¥ HAAEKHO AayTeHTU(PUIMPOBAH IMOJb30BaTENb. AyTEeHTU(HKALMSA
SBJIIETCSI OCHOBOM [UISl CO3/IaHMsI JOBEPUTENIbHBIX OTHOLICHHWH NPHU YAAIEHHOM
B3aMMOJICHCTBUM U JOJKHA OBITh OJHUM U3 CaMbIX BaXKHBIX JIOBEPEHHBIX CEPBHCOB
npu GOPMUPOBAHUU €AUHOTO MPOCTPAHCTBA TOBEpHs [4].

AKTyaJIbHOCTb TE€MbI OOYCJIOBJIEHA POCTOM IIEHHOCTH HWH(OpMAIIUH,
MOCTOSIHHBIM TOSIBJICHMEM HOBBIX YIpo3 HH(POPMALMOHHON 0€30MacHOCTH U
BAXHOCTBIO  Mpolecca  ayTeHTU(PUKALMK  TpU  MOCTPOCHUM  3alUThI
uHbopMallmoHHON cuctembl. Clenyer OTMETHTb, 4YTO TEMa BBITYCKHOU
KBaTU(UKAIMOHHOW  paboOThl MO  pa3pabOTKe  MPOrPaMMHBIX  CPEICTB

ayTeHTU(UKALIUY SBISIETCS aKTyaJbHOW U MEPCIEKTUBHOM.



1 AHaJIu3 npeaAMeTHOI 00J1acTH U TPpeOOBAHUI
1.1 Awnaau3 npeaMeTHoii 001acTH

B 00011 nHPpOpMAIMOHHON CUCTEME MPOLIECC PErHCTPALU T0JIb30BaTENEH
3aKJII0YAETCsl B MPOXOXKICHUN TPEX B3aMMOCTBS3aHHBIX JTAloOB: MJIEHTHU(UKAIA,
ayTeHTH(UKanuMs 1 aBTopusanus [5]. Jaaum onpeaeneHust STUM TEPMUHAM.

Nnentuduxanuss — mpouenypa pacno3HaBaHMs CyObeKTa IO €ro
uaeHTU(pUKaTOpYy.

AyTteHTudukanys — npoueaypa IpoBEpKU MOAIUHHOCTH CyOBbEKTa, KOTopas
MO3BOJIIET JOCTOBEPHO YOEIUTHCS B TOM, YTO CYOBEKT, MPEAbSBUBIIUNA CBOMN
UACHTU(PUKATOP, HA CaMOM JieJe SBJISETCS HMEHHO TeM CYOBEKTOM,
UACHTU(DUKATOP KOTOPOTO OH UCIOJIB3YET.

ABTOpH3aLUs — IpoLEaypa MPEJOCTABICHHS CyOBEKTY ONpPEAEIICHHBIX IPaB
JOCTylla K pecypcaM CHUCTEMBI IOCJE€ TMPOXOXKIAEHUS UM  MPOLEAYpbI
ayTeHTU(UKALINH.

B nannoli pabote OyAeT onrcaH MEXaHU3M ayTEHTU(DHUKAIIUU [TOJIb30BATENEH.

VYuuTbIBas cTENEHb JOBEPUS U MOJIUTHUKY 0€30MaCHOCTH CUCTEM, IPOBOAUMAs
poBepKa OJIMHHOCTH MOXET OBITH OJHOCTOPOHHEN MJIM B3aUMHOU
(IBYCTOpOHHEN). OObIYHO OHa MIPOBOAUTCS c
NOMOUIbIO KPUITOrpahUUECKUX CIIOCOOOB.

JIns  TOBBIIIEHHOW ~ O€30MacHOCTH  NPUMEHSIIOT  JIBYCTOPOHHIOIO
ayTeHTU(PUKAIIHIO.

OCHOBHBIMH ~ IPOrPaMMHO-TEXHHUYECKMMH  Croco0aMu  pealin3aluu
ayTeHTU(UKAUY sIBIIsTIOTCS [6]:

- napoJu;

- C MCTIOJIb30BAaHUEM XellI-(DyHKIUU;

- Ha OCHOBE IU(POBAHUSA C OTKPBITHIM KITIOUOM;

— cepBep ayTeHTUUKau Kerberos;

- onomMeTpus;

— UACHTU(UKAIIMOHHBIE KAPTHI U 3JIEKTPOHHBIE KITIOUH.

[TaponbHast ayreHTU(dUKAIMS BKIOYAET B Cce0S MPOBEPKY BBEIACHHOTO


https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F

II0JIB30BATENIEM MMApois ¢ TeMm, 4yTo xpanutcsa B bJl. Ecom oHm coBmamaror, TO
II0JIB30BATEIIO IIPEIOCTABIAETCSA JOCTYI K CUCTEME U pecypcaM.

CoBpemeHHass Kpuntorpadusi pasaenser KpunTorpauyeckue MeTOoIbpl Ha
4eThIpe KpynHbIX Kiacca [7]:

- CUMMETPUYHBIE KPUIITOCUCTEMBI;

- KPHUIITOCUCTEMBI C OTKPBITHIM KIIFOUOM;

- CUCTEMBI 3JIEKTPOHHOU uppoBoit noanucu (DUII);

- CUCTEMBI YIIPaBJICHUS KIIOYaAMHU.

B cumMerpuuHbIX KpunTocucreMax Uil mH(poBaHUS M AemUppOBaHUA
UCIOJIBb3YETCSI OJIUH U TOT k€ KIt04. To ecTh, YTOOBI HaYaTh UCIIOJIB30BATh CUCTEMY,
HA00XOJAMMO MOJYyYNUTh OOLIMH CEKPETHBIM KUY, HO HEOOXOJAMMO HCKIIOYUTH K
HEMY JIOCTYI 3JI0YMBIIIJIEHHUKA.

B accuMeTpHYHBIX CHCTEMAxX WCIOIB3YIOTCA OTKPBITBIA M 3aKPBITHIN
(CeKpeTHbIN) KIIIOYM, KOTOpbIE MaTeMaTU4YeCKH CBsi3aHbl Apyr c japyroM. Ho
YCTaHOBUTH OJIMH KJItOY, 3HAsl IPYTOil, C BBIYMCIUTEIBHON TOUKH 3PEHHUSI CII0XKHO.

B 3aBucHMMOCTH OT NOJIMTUKM O€30MAaCHOCTH CHUCTEM M YPOBHS JOBEpPHUS
pa3iauyaroT JBa BUAA ayTEHTU(DUKAIIN:

- OJTHOCTOPOHHSS, KOIZa TOJIBKO II0JIb30BaTENb JIOKA3BIBAET CBOKO
MOJIMHHOCTH;

- JBYCTOPOHHSSL (B3aMMHasl), KOI/a IMPOBEPSETCS MOMJMHHOCTh Kak
II0JIB30BATEJIS, TAK U CEpBEpa.

JIByCTOpOHHSIS ~ ayTeHTU(HKALMg UCHOJb3yeTcsd  Kpunrorpaduueckue
CIIOCOOBI.

AyteHTudukanus sBIseTCS OAHMM M3 BAXHEWIIUX YCIOBUH  Jis
OpraHu3alliy 3aUIUIIIEHHOT0 KaHaja CBSI3U MEKTy KIIMEHTOM U CEPBEPOM, KOHTPOJIS
IEJOCTHOCTH u  ImHMdpoBaHUS JaHHBIX uWH(MOpMarmonHoro obOmena. Ha
CETOJIHSIIHUN JIEHb CYIIECTBYET psJ pEIICHHM oOecrieuyeHusi Ha OCHOBE
MPAKTUYECKOTO UCIIOJIb30BAHUS KPUMITOTpahUUECKUX CPEACTB ayTEHTU(DUKALIUH.

PaccMoTpuMm ayTeHTH(UKAIMIO HA OCHOBE OOILEro CEKPEeTHOro KII0Ya.

[IpoToko UCTOIB3yeT OOLIMKA MOIX0/I, Ha3bIBa€MbIN «BbI30B-0TBET» [3]. To ecTh
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OJIHA U3 CTOPOH 3aIPAIIUBAET Y APYTOM OTBET, KOTOPHIN MOXKET OBITh MPABUIBHBIM,
TOJIBKO €CJIM Jpyrasi CTOPOHA 3HAET OOUTUI CEKPETHBIN KITIOY.

B nanHo# cucteMe OIHUM U TEM K€ CEKPETHBIM KJIIOYOM OCYIIECTBIISIETCS U
mudpoBanue, u Aemmdpopanue [8]:

Ex(P)=C
Dk(C) = P,
rie E — ¢ynkuus mmdpoBanus;

K — xirou;

P — OTKpBITBIN TEKCT;

C — mudpoTexcr;

D — dyskuusa nemmdppoBaHus.

[Ipu 3TOM cripaBeIMBO CIIEAYIOIIEE PABEHCTBO:

Dk(Ek(P)) =P,

Cy1miecTByeT HECKOJIBKO CXEM ayTeHTU(PHUKAlWU, KOTOPbIE OTIMYAOTCS IO
YpOBHIO Oe30macHOCTH. PaccMOTpuM UX mOcie0BaTEIbHO.

OnHOM M3 LIMPOKO HCHOJB3YEMBIX CHUCTEM Ha OCHOBE OOILIMX CEKPETHBIX
kmoueit sieisercs Kerberos [3].

Kerberos npezacrasnsier coboii cpecTBO MPOBEPKHU JUUYHOCTH yYACTHUKOB
(HampuMmep, MoJib30BaTeIb paboyel CTaHIUM WM CEpPBEp) Ha HE3alUIIECHHOU
cetu [9]. Kerberos BbImonHseT ayTeHTH(HKAIMIO KaK JTOBEpEHHAss CTOPOHHSS
cinyx0a ayTeHTU(UKAIMK, UCIHOJIb3yS OOBUHYIO0 Kpunrorpaduio (c oOmmm
CEKPETHBIM KJTFOUOM).

bazoBeiii mporecc ayrentudukanuu Kerberos mpoucxomaut cieayrommum
oOpazom [9]. CHavasa KIMEHT OTIPABIISET 3aIpOC Ha cepBep ayTeHTUudukanuu (AS)
Ha TIOJyYeHUE «YYETHBIX JAHHBIX» Ui JTaHHOTO cepBepa. AS OTBEYaeT ITHMHU
YYETHBIMU JaHHBIMH, 3aIIM(PPOBAHHBIMU B KIIMEHTCKOM KITFOYE.

VY4eTHbIe JaHHBIE COCTOST U3 «OUIeTa» IJisl cepBepa U BPEMEHHOIro KiIro4a
mrdpoBaHus (4acTO HA3BIBACTCSA «CEAHCOBBIM KIIFOYOM»). KiueHT nepenaer omier
(KOTOpPBIN COJAEPKUT JIMYHOCTh KIMEHTA M KONHUIO CEaHCOBOTO KIIOYa, BCE
3amr(poBaHbl B KIIIOYE CEPBEPA) HA CEPBED.

Kitrou ceanca (ceituac pa3nensercsi KIIHEHTOM U CEPBEPOM ) UCIOJIb3YETCS JITIst
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ayTeHTU(PUKAIUA KIUEHTAa W MOXXET JOTOJHUTEIHHO HWCIOIh30BATHCS IS
ayTeHTU(PUKALUU cepBepa. DTO TAKKE MOXKET UCIOJIb30BAThCS ISl MU(POBaHUSA
JnanbHeiero oOMeHa JaHHBIMU MEXAy IBYMSI CTOpOHAMU WU i oOMeHa
OTHIEJIbHBIM  KJIIOYOM TOJICECCHUHU, KOTOpPbIA OyJIeT HCIOIb30BaThCS s
nanbHeiero mudpoBaHus KOMMYHHUKAIUS.

Kerberos ocroBana Ha mportokoiie ayreHTudukanuu Hwumxsma-Ilpenepa.
[Ipotoxkon Hwuaxoma-llpénepa mnpenHazHaueH s pEIICHUS  MPOOJIEMBI
ayTeHTU(PUKALINH. Anroputm npeaHa3HauYeH JUIS OpraHH3alun
ayTeHTU(PUITUPOBAHHOTO KaHaja MeXAy pasHeiMu OBM B ceTn mo cxeme TOYKa-
TOYKa. 3a7a4a pelraeTcs ¢ TOMOIIBI0 OJHOTO UJTU JIBYX CEpBEPOB ayTeHTU(PUKALIUN
C HCIOJIb30BAHMEM OOIIEIOCTYHBIX WM OOIIUX CEKPETHBIX Kitoueu. [laHHBIN
IIPOTOKOJI MPEOCTABIISACT ICIEHTPATN30BAHHYIO YCIyTy ayreHTudukammu [10].

NTLM 3To mpoTOKOI MPOBEPKHU MOJIMHHOCTU 3alpoca U OTBETa, KOTOPBIN
UCIOJB3YeT TpU COOOIIEHHS Il ayTeHTHU(UKAlMU KIUMEHTa B  Cpele,
OpHEHTUpOBaHHAOM Ha coequHenue [11]. JlaHHBINH POTOKOJI OCHOBAH Ha MOJIXOJE,
IIpU KOTOPOM MapoJjib HE MEPEaeTCsl B YUCTOM BHUJIE.

Negotiate sto cxema u3 cemeirictea Windows authentication, ¢ momoiibio
KOTOpON KIMEHT MOXXET BbIOpaTh Mexay aBymsi mnpotokonamu, NTLM wu
Kerberos [12]. Tax kak Kerberos cumraercss Gosiee OGE30MacHBIM IMPOTOKOJIOM,
npeanoyTeHue otaaercs emy. OqHako OH MOXKET (PYHKITMOHUPOBATh, TOJIBKO €CITU
KJIMEHT ¥ CepBEp SABIAIOTCS YacThio gomeHa Windows.

[Iporokonst NTLM wu Kerberos sBnsitoTcs ABYCTOPOHHMMH BHUAAMHU
ayTeHTU(PUKAIINH.

OnHuMHM M3 caMbIX TIPOCTBIX W HEOE30MAaCHBIX CXEM ayTeHTU(HUKAIUU
sBistores Basic u Digest.

[Ipu wucnonp3oBaHWU CcxXeMbl BasiC jormH W Maposib MOJb30BATENSA
nepealoTcss Ha cepBep B HesamubpoBaHHoM Buae [12]. OHu mepemaroTcs B
3arosioBke Authorization B Buze base64 koga. OTHOCHUTEIHHO O€30MACHOM JaHHAs
CXeMa MOXET CUMTAThCS TOJIBKO IpH ucnoiab3oBannu HTTPS mporokomna.

HTTPS sBnsieTcs npoTokosoMm O0e30macHOM niepeaadyu JaHHbBIX.

Ayrentudukanus Digest ssisiercs 0osee 6e30macHoOi BepcHei cxembl Basic.
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OCHOBHOE OTJIMYHE B TOM, YTO MApOJib HE TMEPENacTCs B OTKPHITOM BHUIE, a
mmdpyercs ¢ momonipio anroputMa xemmposanus MD5 [12]. OqHako 0CHOBHBIM
HEJIOCTAaTKOM SIBJIIETCSI HENPUMEHHUMOCTh COBPEMEHHBIX XAMI-QYHKUUNA IS
XpaHEeHUs [apojer Ha cepBepe.

WNurepdeiic mnocraBmmka moaaepkku OezonacHocTd (SSPI) mo3BossieT
MIPWIOKEHUIO HCIIOJIB30BaTh PA3JIMYHBIE MOJETU O€30MacHOCTH, JOCTYIHBIC Ha
KOMITBIOTEPE WM B CETH, HE U3MEHsI uHTepdeiic cuctembl Oe3omacHoctu [13].

[TocraBmuk moajaepkku 6e3onacHoctd (SSP) comepxkutcs B OHOIMOTEKE
nuHamudeckod kommnoHoBku DLL, xoropas peanusyer SSPI, penas oaun win
HECKOJIbKO TTAaKETOB 0€30MaCHOCTH JIOCTYITHBIMHU JIJISl IPUIIOKESHH.

AKTyaqbHOCTh BBIODAHHOW TEMBI TIOMYCPKUBACTCA TEM, 4TO Jiro0Oas
MH(OpPMAIIMOHHAs CHCTEMAa HY)KIAETCsl B HAJSKHOW 3amure AaHHbIX. OCHOBHOM
1EJIbI0 BBIMTYCKHOM KBaIM(PUKAIIMOHHON paboThI cTajia pa3paboTKa COOCTBEHHOBIX
MIPOTPAMMHBIX CPEJICTB ayTeHTU(UKAIMU B Opay3epe I OMpPaIMOHHON CHCTEMBI

QP OS, koropslie OyayT yAOBIETBOPATH MPUHITUIIAM O€30MACHOCTH.
1.2 AHaJu3 NPOrpaMMHOI0 00ecneYyeHusl AaHAJOTHYHOTO HAZHAYEHH S

JlanHoe pa3pabaTbiBaeMO€ CpPEICTBO SIBISIETCS JOCTATOYHO MOMYJISPHBIM
CPEICTBOM JUIsl AayTeHTHU(PUKALMUKU T[OJb30BaTENIEd Ha pPa3IUYHbIX pecypcax.
CymiecTByeT MHOXKECTBO aHAJIOTOB JIBYCTOPOHHEH ayTeHTU(UKAIINH.

B Hacrosimiee BpemMsi MpPaKTUUYECKH Bce Opay3epbl MOAACPKUBAIOT
JIBYCTOPOHHIOIO ayTEHTU(UKAIINIO, OCHOBAaHHYIO Ha HCIIOJIb30BAHUU MPOTOKOJIOB
Kerberos u NTLM.

Camble TIOMyJISIPHBIC MPUMEPHI JABYCTOPOHHEH ayrteHTHUduKaimu — Google

Chrome u Microsoft Edge. Paccmotpum nx HuKe.
1.2.1 Ananu3 ayrenruduxanuu Google Chrome

Ha ycrpoiicteax Chrome nns goctyma K BHYTPEHHHM —pecypcam
UCTIONB3yeTCs cucTeMa eaunoro Bxoaa Kerberos (SSO). Maest coctout B TOM, YTO
Bbl BXOJHUTE OJMH pa3 IOJ CBOEH YYETHOM 3aluChiO, Jajiee BCE CEPBUCHI, Ha

KOTOpBbIX HacTpoeHa SSO, nocTymHbI 6€3 BBOJIa JIOTHHA U mapoJs [14].
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MO>KHO BBIIETTUTH HEKOTOPBIC JOCTOMHCTBA JAHHOTO THUITA Ay TCHTH(PUKAIINN:

— yI00CTBO JIJIs TTOJIB30BATEIICH;

- 0oJ1ee BhICOKas O€30MacHOCTD;

— MPOCTOTA JIOCTYyTA K APYTUM CEPBHCAM.

Ho HecmoTps Ha Bce ymoOCTBO, CYIIECTBYET Pl HEAOCTATKOB:

— CCIM  3JIOYMBIIIUICHHWK  TOJYYHUT JIaHHBIC  YYETHOW  3aIlucH
MOJIB30BATEIIS, TO MOXET OBITh IOJY4YeH JOCTyI KO BCEM pecypcaMm,
MOAKIIOYeHHBIM K SSO;

— ecimu KDC (1ieHTp pacnpocTpaHeHUs KITro4uei) HEAOCTYIICH, HUKTO He
CMOXKET MOJIYIUTh JOCTYI K pecypcam;

— Kerberos TpeOyer, 4ToOBI CHCTEMHBIE 4Yachl Ha BCEX KIHUEHTaxX W
cepBepax ObLIM CHHXPOHH3UPOBAHBI, B CITy4dae ¢ OOJBIINM KOJIUIECTBOM PECYPCOB,

MOTYT OBITH COOH.
1.2.2 Anamm3s ayrenruduxanun Microsoft Edge

bpay3ep Microsoft Edge moaiepskuBaeT HECKOJIBKO ayTeHTU(UITUPOBAHHBIX
dbyHkuumii. PaccMoTpuM HEKOTOpBIE U3 HUX.

JIJist HaCTPOMKM aBTOMATHUYECKOTO BXOJla HA BEO-CAlTHI JJIsl MOJIb30BaTEEH
MO>KHO BOCITOJIb30BaThCS OMIIMEH €AMHOTO BXO/Ia.

Microsoft Edge numeeT BCTpoeHHYIO MOAJEPKKY €IMHOTO BXOJ[a HA OCHOBE
PRT. IlepBuunsbiii TokeH oOHoBieHust (PRT) — ato kmou Azure AD, KOTOpBIit
UCIONIb3yeTcs i ayTeHTuguKanuu Ha ycrpoiictBax Windows 10, 10S u Android.
On aktuBUpyeT GyHKIHIO enrHOro BXoaa (SSO) B mpHIIOKEHUSIX, UCTIOJIb3YEeMbIX
Ha 3TUX ycTpoiicTax [15].

Azure Active Directory (Azure AD) — 310 obnaynas ciyx0a ympaBieHHUs
yIOCTOBEPEHHUSIMH U JOCTYIIOM OT Koproparuu Maitkpocodr [22].

Bbpaysep Microsoft Edge umeeT BeTpoeHHYI0 mouepkky oecmoBHoro SSO
0e3 HeoOxomumocTh pacimmpenuit  [15]. EaumHbIif  BXOX  aBTOMAaTHYECKH
PETUCTPUPYET  TIOJIb30BATENIEM, KOIAAa OHM HAaXONATCS HAa  yCTPOMCTBAX,
IMOAKJIFOYEHHBIX K OOIIEH CETH.

Microsoft Edge taxke monmepkxuBaeT BCTPOSHHYIO MTPOBEPKY MOITUHHOCTH
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Windows (WIA) mis 3anmpocoB IPOBEPKH TOJJIMHHOCTH BO BHYTPEHHEH CeTH
OpTraHM3aIMH IS JTF00T0 MPHIIOKEHHUS, KOTOPOE MCIOIB3yeT Opay3ep sl cBoei
IPOBEPKH TOJTAHHOCTH.

Korna BeO-caiiT mplTaeTcst ayTeHTH(PUIIMPOBATH MOJIB30BATEINICH, HCITOIB3YSI
mexanm3Mm Negotiate, u SSO HemocTymeH, IOJIb30BaTEICM MpeiaracTcs
BO3MOKHOCTH BBITIOJTHUTH ayTeHTH(HKammto ¢ momomrsio Windows Hello Cred Ul.

K nocrounncTBam nposepku noamuaaocTH Microsoft Edge MoxxHO oTHeCTH:

— HAJIMYUE HECKOJBKUX CIIOCOO0B ayTeHTU(UKAIINH;

— IPOCTOTA JOCTYTIA K IPYTHM pecypcam.

Ho w™exanu3mbl Oec3omacHocTH Opaysepa Microsoft Edge wumeer psin
HEIOCTAaTKOB:

— MOJET OBITh MOJyYeH JOCTYI KO BCEM pecypcaM, MOIKIIOUEHHBIM K
SSO;

— JUISE  WCIIOJIB30BAaHMSI ~ HEKOTOPBIX  CIIOCOOOB  ayTEeHTU(UKAINU

HE0OXOMMO BBITIOJIHUTDH JTOTIONHUTEIBHYIO HACTPONKY Opay3epa.
1.2.3 Pe3yabTaT aHau3a NPOrpaMm aHaJIOroB

[To pe3ysnbpratam aHaaM3a MOXKHO CIIEIATh BBIBOJ, YTO MPHUBEIACHHBIC BBIIIC
aHAJIOTH UMEIOT PSIJT HEJIOCTATKOB Iepe1 pa3padaThiBACMbIM CPEICTBOM.

OnHUM U3 ITaBHBIX HEAOCTaTKOB ayTeHTuuKanu Google Chrome sBnsiercst
TO, YTO MCIOJB3YETCsl TOJBKO OJUH MPOTOKOJI Oe3omacHocTu Kerberos u mpu ero
cOoe MmoJIb30BaTeNh HE CMOXKET MOTyYUTh TOCTYII K PECypCy.

Taxke paspabaTbiBacMble MPOTPAMMHBIC CpEACTBA IMPEIHA3HAYCHBI IS
HAWJIy4Illeld 3aIluThl BCEX PECYpCOB OT aTak. ECIM 370yMBIIIJICHHUK MOJYYHT
YUETHBI JaHHBIE, OH CMOXXET IIOJIyYUTh JOCTYIl JI0 BCEX PECypCoOB, HYTO
MPOTUBOPEYUT MOJTUTHKE OE30MaCHOCTH.

CpenctBo ayrentudukanuu Microsoft Edge ymosaerBopsier dacTu
tpeboBanmii. IlepBoiii HenocTtaTok Google Chrome Takyke OTHOCHUTCS K JaHHOMY
CpPEHCTBY.

Taxke ciaemyer y4ecThb, 4TO JaHHBIC CPEICTBA ayTEHTH(HKAIIMA HE MOTYT

OBITH aJaliITUpOBaHbl JJIsI HCIIOJIB30BAaHUA 1104 YIIPABJIICHHUEM OﬂepaHI/IOHHOﬁ
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cuctembl QP OS, a Takxke He UMEIOT TOJACPKKU POCCUICKUX KPUTITOTPAPUUECKUX
aJITOPUTMOB.

Takum o00pa3oM, ObUIO NPUHATO pEIIEHHWE B XOJA€ JaHHOH padOThI
peann3oBaTh  COOCTBEHHbIE  NPOTPAMMHBIE  CpEACTBA  ayTEHTHU(UKALU

MoJIb30BaTelNIel B Opaysepe s onepannonHon cucrembl QP OS.
1.3 Awnaau3 TpedGoBaHuUii

Ananu3 TpeboBaHUN — 3TO Mpolecc coopa TpeOOBaHUN K MPOrPaMMHOMY
obecneuenuto (IIO), wux cucremaruzauuy, JOKYMEHTHPOBAHUS, aHAJIMU3a,
BBISIBJICHUSI NMPOTUBOPEUMI, HEMOJHOTHI, pa3pelieHuss KOH(IMKTOB B Ipolecce
pa3paboTKu IporpaMmmHoro odecrieueHus [ 15].

Boiaenstor GpyHKIHOHAIBbHBIE U HE()YHKIIMOHATIbHBIE TPEOOBAHMSL.

OyHKIMOHANTBHBIE TPEOOBaHUS — ITO MEPEUYCHb CEPBUCOB, KOTOPHIEC TOJDKHA
BBITIOJHATH CUCTEMA, MPUYEM JOJDKHO OBITh yKa3aHO, KaK CHCTEMa pearnpyer Ha Te
WM MHBIE BXO/IHbBIE TaHHbIE, KaK OHA BEET ce0s1 B ONPEEIEHHBIX CUTYalUsIX U T. 1.
B HEKOTOpBIX CiTydasx yKa3bIBaeTCs, YTO CHCTEMA HE JI0JDKHA JIeTIaTh.

HedynkuunonaneHbele TpeOOBAaHUS OMUCHIBAIOT XapAKTEPUCTUKU CUCTEMBI U
e€ OKpY>KEHUS, a HE TIOBEJICHNE CUCTEMBI. Tak)ke MOXKET ObITh MPUBEAEH NEPEUCHb
OTPaHUYCHUH, HAKJTaIbIBAEMBIX Ha JEHCTBUS U PYHKIIMH, BHIOTHIEMbIE CHCTEMOM.
OHM BKJIIOYAIOT BPEMEHHbIE OIpaHUYEHHUS, OTPaHUUYEHUsI Ha Mpoliecc pa3paboTKu

CUCTEMBI, CTaHIapThI U T.1. [16].
1.3.1 Ananu3 GyHKIUOHAIBbHBIX TPeOOBAHUIA

OcHoBHOI 3amaueild pa3pabaTbiBaeMON JIBYCTOPOHHEW ayTeHTHU(UKAINH
ABJIIETCS ayTeHTU(DUKAIMs Moyib3oBaTeneit Opaysepom B QP OS.

bbutn BeIIEICHBI (PYHKIIMH, KOTOPBIC JODKHBI OBITh pealn30BaHbI B Opay3epe
JUTSL TAHHOTO METOJ1a ayTeHTU(UKAIINH TTOJTb30BaATEIICH

— BbIJla4a OKHA JUTsl BBOJA JIOTWHA W MAPOJIS MTOJIB30BATENS,

- IIPOBEpPKa KOPPEKTHOCTH BBEICHHBIX JTaHHBIX;

— BbIJ1aya cOOOMIEHH 00 OTKa3e B TOCTYyIIE (ITOJIh30BaTEh HE HAW/ICH ),

— BBIOOP CXEMbI ayTeHTH(UKAIINH;
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- BO3MOXKHOCTh ayTEHTU(UKAIIUK ¢ TIOMOIIBIO TIpoToKoia Kerberos;

— BO3MOXKHOCTh ayTeHTHU(HKAINK ¢ TOMOIIbI0 TpoTokojia NTLM;

- BO3MOYKHOCTh ayTCHTU(UKAIIUH ¢ TIOMOIIBIO TIpoToKoJia Digest;

- BO3MOYKHOCTh ayTCHTU(HUKAIIUH C TIOMOIIBIO TPOTOKOJIa Basic;

- BblJa4ya CTpaHULBl 3alpalivBaeMoro pecypca (Ipu pa3pelieHun
JIOCTYTA).

Ha pucynke 1 mnpexncraBieHa auarpaMMa BapUaHTOB MCIOJIb30BaHUS,
pa3paboTaHHasT Ha  OCHOBE  BBIJEICHHBIX  TpeOOBaHUM,  ONUCHIBAIOIIAS
(yHKIHMOHAJIBbHOE Ha3HAYEHUE CHCTEMBI.

Pa3pabotka Bcex nuarpaMmm UML OynieT npoBOAUTHCS C IOMOIBIO CPEICTBA

mozaenupoBanus «ArgoUMLy.

MporpamMmHoe cpeacTed ayTEHTMMKALKMM B Bpayzepe ana QPOSH

__==include==

"= BeecTv naponk

MoMyKTE JaHHEIR NONE20BATENA ONA BXOA3

BEECTM faHHBIE ANA BEX0A3

MpOEEPUTE KOPPEKTHOCTE BEEOEHHEIE AHHBIK

f/’ 4

Monkzoeatens P -

: Enifipate ayTeHTHOMEaLMID Basic Cepeep
ErifBpate ayTeHTHdMEaUMIO Kerberos Enifipate ayTeHTMdMEaumio Digest R T uka /
==gxtend==
—————————————— BLINONHKUTE ayTEHTUDMEALWIO

BriApate ayTeHTHdMEauMe MTLM czextendss .
T <zptend== ¢ .
’ \\ ==gxtend==

OTNpaenTE coablweHwe ob 0TKaze B jOCTyNe

Pucynok 1 — Jluarpamma BapraHTOB UCIIOJIb30BAHUS MPOTPAMMHOTO CPEACTBA

ayTeHTU(PUKAINH

B xose npoekTupoBaHusi CUCTEMBI ObLIO BBIICNICHO 2 CYIIHOCTH (aKTepa):

— IMOJIb30BATCJIb BBOJAUT AAHHBLIC JId BXOJa B CIICHHAJIBHYIO q)OpMy u
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BBITIOJTHSIET OTIPABKY;

— cepBep BBIMOJHICT 00pabOTKy 3ampocoB (IpoBepkKa KOPPEKTHOCTH
BBC/ICHBIX JAHHBIX U T.]1.).

st Toro, uytoObl OoJiee HATMAIHO TNPEACTABUTH (YHKIIMOHUPOBAHHE
NPEICHTACHTOB OBLIM OMNUCaHbl crenudukanmuu 1pereHneHToB  «IIpoBeputsb
KOPPEKTHOCTh BBEJICHHBIX JAHHBIX» U « BBIOOp CXeMbI ayTeHTH()UKAITIN.

Crnemmndukakuss nperneHaeHTa «I[IpoBepuTtb KOPPEKTHOCTh BBEICHHBIX

JAaHHBIX» IIPCACTABJICHA HA PUCYHKC 2.

IIpeneaent: [IpoBepHTh KOPPEKTHOCTE BBEICHHBIX JTaHHBIX
ID:

Kpamoe OIIHCAHHC! CepBep IIpOBEPHACT KOPPEKTHOCTE BBCJCHHBIX JIAHHBIX

IIOJIB30BATENA OIS BXOOa

I maBHBIE akTEpEL: CepBep

BtopocTenennbie akTépsl: [ToTp30BaTeNb

IIpexycnoBus:

1. Tlomp3oBaTens BBEII JaHHEIE IS BXOIA.

2. IMTomp30BaTeNb BEIIOHILT OTIIPaBKY (POPMEI C JAHHBIMH JI719 BXO/IA.
3. CepBep NOIy4YILT OTIIPABIEHHBIE II0IH30BATENIeM JIaHHEIE.

OCHOBHOII TOTOK:
1. Cepsep BEIIOTHAET IPOBEPKY JIOTHHA HA IIYCTOTY
2. Ecnn TorHH He mycToll
2.1 Cepsep BBIIONHSAET HPOBEPKY HA HAIIYIE HEJIOIIYCTHMBIX CHMBOIIOB
2.2 Ecnu TakiX CHMBOJIOB HET
2.2.1 Cepsep BBHINIOIHAET IPOBEPKY MAPOIISL HA MYCTOTY
2.2.2 Eclm napos He ITyCTOIl
2.2.2.1 Cepgep BBIIONHSAET IIPOBEPKY HA HATH4YHE HEJOIYCTHMBIX
CHMBOIIOB
2.2.2.2 Ecnu Takix CHMBOJIOB HET
2.2.2.2.1CepBep oOTHOpaBIAeT JaHHBIE IS IIPOBEPKH HX
Hamaug B b1
3. I1Hade cepBep OTIpaBiIsAeT COOOMIEHIIE 0 HEKOPPEKTHOCTH BBEISHHBIX JaHHBIX
IlocTycnosus:

1. IlpoBepka JJaHHBIX HAa KOPPEKTHOCTh IIPOH3Be/IeHa
ATETepHaTHBHEIE TTOTOKIIL:

Her.

Pucynok 2 — Crneundukanus npenenenta «[Iposeputsb

KOPPCKTHOCTb BBCACHHBIX JaHHBIX)
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Crneuudukakuss  npeueHaeHta «Bpibop cxeMbl — ayTeHTU(DUKAIII

Mpe/ICTaBlIeHa Ha PUCYHKE 3.

IIpenenenT: Be1Oop cXeMBI ayTEHTH KA
ID:

Kpatkoe omicasie: Cepsep BEIOHpaeT IOIXOMANIYI0 CXeMY ayTeHTH(HKALIHIIL
TONIB30BATeNA

I'maBHEIe aKTEPEI: CepBep

BropocTtenesHble akTEPEL: I[onb30BaTENE

IIpenycnoBiA:

1. Cepeep HDOIYHILT YIETHEIE JaHHBIE I0Ib30BaTE/IA.
OCHOBHOII IOTOK:

l. CepBep mBITaeTCA BBINOIHITE AyTeHTH(HKAIIK ¢ MOMOINBH MOPOTOKOIA
Kerberos
2. Ecin HeBO3MOKHO IICIONE30BaTE Kerberos
2.1 Cepeep meITaeTcs BHIIOTHITE ayTeHTII(IIKAIIIG ¢ IIOMONIEK IPOTOKOIA
NTLM
.2 Eci1 HeBO3MOKHO IICIIONB30BATE NTLM

I3

2.2.1 CepBep mnBITAeTCA BHIIONHITE AYTeHTH(HIKAII ¢ TOMOIIEI
npoToxona Digest

2.2.2.1 CepBep ObITaeTCA BEIIOTHITE aYTeHTII(HIKAIIIIO ¢ IOMOMIBIO
npoTokona Basic
3. CepBep BEIIONHAET ayTeHTHQUKALIIO ¢ IOMOIIBE) BEIOPAHHOI CXeMET
ITocTycnoBu:

1. BrImoTHeHa ayTeHTHHIKAINS T0JIB30BATENS C IOMOIBI0 BEIOPAHHOIT CXeMBI
ANbTepHATHBHEIE TIOTOKIL:

Her.

Pucynoxk 3 — Cnernudukarus npenenenta «Beioop cxembl ayTeHTH(DUKAIIII

bonee mompoOHoe omucanue (QYHKIIMOHUPOBAHUS TMPEIEACHTOB MOYHO
MPEACTaBUTh B BUAE AUAarpammbl JaesTesibHOCTH. Jlanubii Bugy UML-guarpammsl
MOKa3bIBa€T  IOCJIEAOBATEILHOCTh JCHCTBHM, KOTOopas HeoOxoauma s
JIOCTUKEHUSI KOHEYHOM 1€ paccMarpuBaeMoro mpereaeHta. Ha pucynke 4
MpeJCTaBlIieHa JuarpaMMa JIeITeIbHOCTH JJI BapuaHTa UCIOJb30BaHUs «BbiOop

CXCMbI aYTeHTI/I(l)I/II(aHI/II/I».
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MONE20EATENE MporpaMMHbIe CREACTEA Cepeep

CTnpaenAeT sanpoc
Ha CepBep

[BoamoxHo Mcnonez0eate]

BriBpaTe cxemy
ayTeHTHEMEaUMKM Kerberos

Beogut
HeafxoduMEle
AaHHEIR

[HeeozMOM¥HO MCNONE20EATE]

BrIBpaTe cxemy
AYTEHTHDME ALK MTLM

[BOZMOMHO MCNONEZ0BATE]

[HEBpEMOM¥HO MCNONES0BATE]

BrIBpaTe cxemy
ayTEHTUDMEALKMK Digest

[BOzMO¥HO HCNONE30EATE]

o

[HeBoEMOMHO MCNONE20EATE]

BribpaTe cxemy
ayTeHTUdMEALMK Basic

BEINONHEHKWE ayTEHTHdMEALMK
¢ NOMOWE BEIBRAHHONA CXeMEl

Pucynok 4 — Jluarpamma nesiTeIbHOCTH JUIs TIpetiesieHTa «Beioop

CXEMBI ayTEHTU(UKALIII

Ha pucynke 5 mnpeacraBieHa auarpaMma MOCIEAOBATEIbHOCTH IS

npeucacHTa «HpOBepI/ITB KOPPCKTHOCTh BBCACHHBIX JAHHBIX).

Monk3oeatent IMporpamMmMHoe CcpeacTen ICepeep

BE0J A3HHEL:

Mepefaya LaHHED CEpERRY

Belfop cxemel ayTEHTHEHEALMKM

L

CooBweHde ob BsIBPaHHON cxemMe

Mepexog k BEINONHEHWIO AYTEHTHDMEALM

(.<_ ______________________

Pucynox 5 — JluarpamMmma mocienoBaTeaIsHOCTH JIJIs TIpetieienTa « Beroop

CXEMBbI ayTeHTU(UKALINI
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HanHast nuarpamMma oToOpaxkaeT Oosiee TMOAPOOHOE B3aMMOJICHCTBHUE
OOBEKTOB BO BpPEMEHM, a TaKXKe IOKa3bIBaeT OOMEH COOOUICHUSMHU MEXKIY

00BEKTaMU B paMKax pacCMaTPUBAEMOTO CIICHAPHSI.
1.3.2 AHaian3 HepyHKUMOHAJIbHBIX TPeOOBaHM

K pazpabaTeiBaeMOMy MpPOrpaMMHOMY CpPEICTBY OBLT MPEIBSIBICH Pl
He(DYHKIIMOHAJILHBIX TPEOOBaHUH.

JlaHHBIE TIPOTpaMMHBIC CpPENCTBA AyTCHTH(UKANMHA AOJHKHBI paboTaTh B
Opay3epe clielMaabHOTO Ha3HAYEHUS TOJI YIPABICHUEM OIEPAIIMOHHON CHCTEMBI
QP OS. 310 ocHOBHOE TpeboBaHUE K pa3paboOTKe.

[IporpamMmMHBIE  CpeICcTBa JIOJDKHBI ~ OBITH  pa3pabOTaHBl Ha  S3BIKE
nporpammupoBanusi C# B cpeae paspaborku Microsoft Visual Studio 2019,
KOTOPBI MTO3BOJISIET CO37aBaTh OE30MacHbIC U HaIe)KHbBIE MPIIIOKeHNs. Pa3spaboTka
POBOAMJIACH TOJ omnepamuoHHou cucremoit Windows. Takke OH COACpPXKHT
MHOKECTBO KOMIIOHEHTOB, HEOOXOJMMBIX MJIA HCIOJb30BaHUSA MPHU pa3pabOTKe
JAHHBIX TTPOTPAMMHBIX CPEJICTB.

Taxoke BbIIEIUM HEKOTOPBIE TPEOOBAHUS K KIIMEHTCKON YaCTH:

— uHTepdeiic 1omxKeH ObITh YIOOHBIM U TOHSTHBIM JJIs TIOJI30BATEIIS,

— WCKITIOUYNTHh BO3HUKHOBEHHE CHUTYAIlUd, TMPUBOISIINX K aBAPHHHOMY
3aBEPILECHUIO pa0OTHI.

Heobxoaumo obecnieunTh HAJIEKHOCTh (YHKIIMOHUPOBAHUSI TTPOTPAMMHOTO

CpEICTBa.
1.4 IlnanupoBaHue pa3padOTKU U OLEHKH OIOIKeTa

JlJi1 OLIEHKH CTOMMOCTH U TPYAOEMKOCTH IMPOEKTa HEOOXOJUMO MPOBECTHU
npaBuibHOE TUIaHupoBaHue. OlleHKa OIoJKeTa — 3TO paclpesielieHue craren
J0X0J0B U pacxoaoB [17]. [ns 3TOro ObUIM OMNpENeNeHbl 33aJa4d U PECypChl,
KOTOpbI€ HEOOXOUMBI [T CO3JaHMsI POTPAMMHOIO CPEICTBA.

Hwuxe mpexacraBieHbl 3aiayu, KOTOpbIE MPEICTABISIOT 3Talbl CO3AaHUS

nmpoekTa (Tadnuima 1).



Tabnuna 1 — [lepeuens 3a7au mpoekTa
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Ne Hazsanwue 3agaun JnurensHOCTH [IpenmecTBeHHUKN
1 Hauasio mpoekra - -
2 AHnanu3 TpeboBaHUN 13 nHeit -
3 AHaJIi3 aHAJIOTUYHBIX PEeHICHUN 7 nuen 1
4 AHanmu3 QyHKIIMOHATBHBIX 4 mus 3

TpeOoBaHMI
5 [IpuHsATHE OKOHYATEIBHOTO 2 musd 4
pelieHus
6 AHanu3 TpeOoBaHM 3aBepIIeH - 5)
7 Cocrasiienue T3 11 nHeint -
8 dopmynupoBaHue 1enei u 3a1a4 4 nus 6
9 Odopmnenne T3 5 nHen 8

10 CornacoBanne T3 ¢ pyKoBOJICTBOM 2 mHS 9
11 Cocrasnenne T3 3aKOHUCHO - 10
12 Peanuzamus npoekra 43 nus -
13 Pa3paboTka 1mop30BaTeILCKOToO 10 muei 11

nHTepderica

14 PazpaboTka CTPYKTYpBI TaHHBIX 2 nHs 11
15 Pa3pabotka moayneii 06paboTku 1 neup 14: 13

JTAHHBIX

16 Pa3zpaboTka nmepBoro tuma 15 nuei 15

ayTeHTU(UKAINN

17 Pa3zpaboTka BTOporo tumna 15 nueit 16

ayTeHTU(UKAINN

18 Peanu3zanus npoekra 3aBepiieHa - 17
19 Otmagka 18 nHen -
20 TecTupoBaHue MOIH30BATENHCKOTO 7 nuei 18

uHTepdeiica

21 TectupoBanue nepBoro Tuma 7 nuen 18

ayTeHTU(UKALUU

22 TectupoBanue BTOporo Tuna 8 nHeit 18

ayTeHTU(UKALUU

23 Hcnpasiienne ommO0oK 10 mueit 20; 21; 22
24 OTtnazka 3aBepiieHa - 23
25 OO0yueHue nonp3oBaTenei 7 nHen -
26 [TpuHIMIIBI pabOTHI MPOTrPaAMMBbI 3 nHs 24
27 W3yuenne nuntepodeiica 4 nus 26
28 OOydJeHwme 3aBepIICHO - 27
29 Ilepenaua B sKCIUTyaTaluio 5 mHeH -

30 AKT BBOJIa B 3KCIUTyaTaIHIO 2 mHsA 28

31 ITepenaya B SKCILTyaTaInio 3 nHs 30

32 [lepenaua B 3KCIUTYyaTallUIO - 31

3aBepIicHa

33 Konen npoekra - 32

N3 Tabmuiiel 1 BUAHO, 94TO JUTs peain3aliuy MpoeKTa HE0OX0IMMO BBITIOJTHUTH

33 3amauu.
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B taGnure 2 mpeacTaBieHO OMKMCaHUE 3aTPAYUBAEMBIX PECYPCOB.

Tabmuia 2 — Cucok pecypcoB MPOEKTa

CrangaptHas CraBka
HaszBanue pecypca Tun
CTaBKa CBEPXYPOUHBIX
[Iporpammucrl Tpynosoit 30000 P/mecsn 300 P/u
[Tporpammuct?2 TpynoBoi 50000 P/mecsn 350 P/a
Hauanpauk otnena | TpymoBoi 60000 P/mecsiy 400 P/qa
Kommnrsrorep Marepnanensiii | 500 P

Pacnpe;[eneHHe PECYPCOB 110 3aJa4aM IIPCACTABJICHO B Ta6J'II/II_[e 3.

Ta6nuna 3 — HaznaueHnue pecypcon

Ne Ha3Banue 3amaun Pecypc Enununnet

1 Hauano mpoekra

2 AHanu3 TpeboBaHUI

3 AHanu3 aHAJIOTUYHBIX PELICHUN [Iporpammucr 2; | 100%
Komnbrorep 1 mir.

4 AHanu3 QyHKIIMOHAJIbHBIX TPEOOBaHUMN [Iporpammucr 2; | 100%
Komnsrorep 1 .

) [TpuHsTHE OKOHUATEIBHOTO PELICHUS Havanpauk  otamena; | 50%
IIporpamMmucr 1; | 25%
[Tporpammucr 2; 25%

6 Ananu3 TpeOoBaHUi 3aBepleH

7 Cocrasnenue T3

8 dopMynMpoOBaHKE LIeNEN U 3a1a4 Havansauk  otaena; | 50%
[Tporpammucr 2; 50%

9 Odopmienune T3 Havanmeauk  otmena; | 50%
IIporpammucr 1; 25%
[Iporpammuct 2; | 25%
Komnsrorep 3 wr.

10 CornacoBanne T3 ¢ pyKOBOJACTBOM HavansHuk otiena; 100%

11 Cocrasnenue T3 3aKOHUEHO

12 | Peaym3anmst mpoeKTa

13 Paspabotka nonszoBatenbckoro uutepdeiica | Ilporpammuct 1; | 100%
Kommnsrorep 1 mr.

14 Pa3paboTka cTpyKTypBbl JaHHBIX [IporpamMmucr 2; | 100%
Kommnsrorep 1 mr.

15 Pa3paboTka Monyneit 06paboTKH TaHHBIX [IporpamMmucr 2; | 100%
Kommnsrorep 1 mr.

16 Pa3paboTka nepBoro tumna ayreHTH(PUKAIUU [Iporpammuct 1; | 50%
[IporpamMmuct 2; | 50%
Kommnsrorep 2 wr.




[Iponomkenue Tabnuip 3

23

Ne | Ha3Banue 3amauu Pecypc 2910705070005

17 Pa3paboTka BToporo tuna ayreHTHPHUKAINNA [Tporpammuct  1; | 50%
[Tporpammuct  2; | 50%
Komnbsrorep 2 wr.

18 Peanuzamus npoekra 3aBepiieHa

19 | Ornagka

20 TecTtupoBanue nosib3oBarenabckoro | [Iporpammuct  1; | 100%

uHTepdeiica Komneiorep 1 .

21 TectupoBanue nepsoro tuna ayrentudukanuu | [Iporpammuct  1; | 50%
[Tporpammuct  2; | 50%
Komnsrorep 2 wr.

22 TectupoBanue BToporo tumna ayreHtudukanuu | [Iporpammuct  1; | 50%
[Tporpammuct  2; | 50%
Komnbrorep 2 1IT.

23 UcnipaBnenue ommbOoK [Tporpammuct  1; | 50%
[Tporpammuct  2; | 50%
Komnsrorep 2 wrT.

24 Otnajka 3aBepiieHa

25 | OOydJeHwme moyb3oBareneit

26 [TpuHtUIIBI pabOTHI TpOrpaMMHOTO cpenctBa | Havanbauk otnena; | 50%
[Mporpammuct  1; | 50%
Komnerorep 1 .

27 N3yuenne untepdeiica Hauanbnuk otaena; | 50%
[Tporpammuct  1; | 50%
Komnsrorep | .

28 OOyJeHwe 3aBepIICHO

29 | Ilepenaua B 3KCILTyaTaIMIO

30 AKT BBOJIa B dKCILTyaTaIIHIO Hawansuuk otnena; | 100%
Komnerorep 1 mr.

31 [Tepenaya B SKCIUTYaTaINIO Hauanbnuk otaena; | 50%
[Tporpammuct  1; | 25%
[Mporpammuct  2; | 25%
Komnerorep 1 mr.

32 [Tepenava B SKCIITyaTaIyio 3aBepIieHa

33 | Koner npoekTa

W3 mpexacTtaBieHHBIX TaONMI] BUJIHO, YTO peaju3alMel mpoekTa OyayT

3aHUMAThCS 2 ImporpaMmMucTa U Ha4aJIbHUK OTACIIA, KOTOPBIM IJIA pa6OTBI HYKHBI

KOMITBIOTEPHI.

JIJ'ISI BBIYUCJICHUA OAJIMTCIbHOCTHU pain3al IMPOCKTAa U €0 KPUTHYCCKOT'O

MPOEKTa MOCTPOUM ceTeBoii rpaduk. OH MPEACTaBICH HA PUCYHKE 6.
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Pucynok 6 — CeteBoit rpaduk npoekra

KpI/ITI/I‘—ICCKI/Ie pa6OTBI HUMCIOT OAMHAKOBBIC 3HAYCHHUA PAHHCTO H IMO3JHCTO

Bpemenu. Gopmyiia umeer BUA:
T,(1) = max(T,()) + t;) j €G,

raie G — MHOXeCTBO pabOT, HETIOCPEACTBEHHO MPEAIIECTBYIOMHMX paboTe i;



t; — BpeMsl BBITIOJIHEHUS paOOTHI I;

Tp(i) — paHHee BpeMs Hadasa padoThl I,

T, (i) — mo3aHee BpeMs Hadaia paboTHI .

Pannee BpeMst HauaIbHOM pabOTHI MPOEKTa MPUHUMAETCSI PABHBIM HYIIIO.

25

Tax xak nmocaenHsas padboTa — 3TO BeXa C HyJIEBOH ITTUTEILHOCTHIO, TO paHHEE

BpCMs1 €€ Hadaia COBIAJACT C AJIMTCIbHOCTBIO BCECI'O IMPOCKTA:
T,(i) = min(T,(j) — ¢;) j € H,

rae H — 3To MHOXKeCTBO paboT, HEIMIOCPEICTBEHHO CIICIYIONIMX 32 PaObOTOMH I.

Brluucienue paHHero BpeMeHH Hauaja padoT MpuBeIeHO B Tabiulie 4.

Tabnuna 4 — PacueTsl paHHEr0 BpeMEHU Hadasia padoT

IIpenmecTBeHHUKN Paunee
Pa6ora Ne Pannee Bpems JnurenbHOCTh Brruucnenue BpeMsI
Havajia Hayajia
1 - - - - 0
3 1 0 0 0+0 0
4 3 0 7 0+7 7
5 4 7 4 7+4 11
6 5 11 2 11+2 13
8 6 13 0 13+0 13
9 8 13 4 13+4 17
10 9 17 5 17+5 22
11 10 22 2 22+2 24
13 11 24 0 24+0 24
14 11 24 0 24+0 24
15 13 24 10 Max(24+10;24+2 34
14 24 2 )
16 15 34 1 34+1 35
17 16 35 15 35+15 50
18 17 50 15 50+15 65
20 18 65 0 65+0 65
21 18 65 0 65+0 65
22 18 65 0 65+0 65
23 20 65 7 Max(65+7;65+7;6 73
21 65 7 5+8)
22 65 8
24 23 73 10 73+10 83
26 24 83 0 83+0 83
27 26 83 3 83+3 86
28 27 86 4 86+4 90
30 28 90 0 90+0 90
31 30 90 2 90+2 92
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[Iponomkenue Tabnuip 4

IIpeniiecTBeHHUKH Pannee
Pa6oTa Ne Pannee Bpems JnuTenbHOCTD Beruucinenue BpeMs
Havaja HayaJia
32 31 92 3 92+3 95
33 32 95 0 95+0 95

W3 pe3ynbTaToB NPECTaBICHHOMN BbIIIE TAOIUIBI BUIHO, YTO BBINOJIHEHUE
MPOEKTa JOJDKHO 3aHATh 95 pabounx nHel. Borancnenue no3aHero BpeMeH! Havaa

paboT mpuBeECHO B TaOIUIIE O.

Ta6numa 5 — Pacdersl mo31Hero BpeMeHH Havayia paboT

IlocnenoBarenu Pannee
Pa6GoTa No [To3anee Bpems JnarensHOCTH Brruncienue BpeMs
Havasa Hayasia
33 - - - - 95
32 33 95 0 95-0 95
31 32 95 3 95-3 92
30 31 92 2 92-2 90
28 30 90 0 90-0 90
27 28 90 4 90-4 86
26 27 86 3 86-3 83
24 26 83 0 83-0 83
23 24 83 10 83-10 73
22 23 73 8 73-8 65
21 23 73 7 73-7 66
20 23 73 7 73-7 66
18 22 65 0 Min(65-0;66-0;66- 65
21 66 0 0)
20 66 0
17 18 65 15 65-15 50
16 17 50 15 50-15 35
15 16 35 1 35-1 34
14 15 34 2 34-2 32
13 15 34 10 34-10 24
11 14 32 0 Min(32-0;24-0) 24
13 24 0
10 11 24 2 24-2 22
9 10 22 5 22-5 17
8 9 17 4 17-4 13
6 8 13 0 13-0 13
5 6 13 2 13-2 11
4 5 11 4 11-4 7
3 4 7 7 7-7 0
1 3 0 0 0-0 0




27

Hcxons n3 HaliICHHBIX 3HAYEHUW PAaHHETO U TO3JHETO Hadaia paboT MOKHO

HAWTU KpI/ITI/I[ICCKI/II‘/’I IIyTh. Bce BbunciaeHus IMpCaACTaBJICHLI B Ta6JIPIHe 6.

Tabnuna 6 — Beraucnenne KpUTHYECKOTO MMyTH

Pabora Ne Pannee Bpems Hayana [To3nnee Bpemst Hayanna | PeszepB BpeMeHH

1 0 0 0

0 0 0
4 7 7 0
5 11 11 0
6 13 13 0
8 13 13 0
9 17 17 0
10 22 22 0
11 24 24 0
13 24 24 0
14 24 32 8
15 34 34 0
16 35 35 0
17 50 50 0
18 65 65 3
20 65 66 1
21 65 66 1
22 65 65 0
23 73 73 0
24 83 83 0
26 83 83 0
27 86 86 0
28 90 90 0
30 90 90 0
31 92 92 0
32 95 95 0
33 95 95 0

Microsoft Project — mnporpamma ympaBieHHS MPOCKTaMH, KOTOPBIH

npeaHa3HayYCH JIIS TOJITOCPOYHOM cTpareruu [18].
Ha pucynke 7 mpencraBiieH Tpad NpoekTa C yKazaHHEM IITPUXOBBIMU

JIMHWAMU KPUTHYCCKOT'O ITYTH.
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Pucynoxk 7 — Kputnueckuii myTh IpoeKkTa

Ha pucynke 8 m300pakeHO BBEICHHOE B CHUCTEMY YIPABICHUS MPOSKTaAMH
Microsoft Project comepskanue Tabmuibl 1 ¢ BBIYMCICHHBIMU JlaTaMUd Hadajia U

3aBeplIeHus Kaxaou 3agaun. Haganom npoekra Obi1a mpunsata gata 11.01.2021.
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Microsoft Project Ha 0oCHOBE BBEI€HHBIX JAHHBIX.

HassaHwe 3anaum

Hauano npoekTa

- AHanu3 TpeGoBaHKid
AHANW3 AHANOTHMYHBIX PeLUeHMHA
AHaNM2 GyHKLMOHANbHBIX TDEOOBaHKHA
MpHHATE OKOHYATENBHOTO PELLEHKA
Ananws TpeboBaHwWil 3aBepLeH

- CoctaBnenne T3
GopmMyMpoBaHKME Lenei 1 3agay
OdopmneHne T3
CornacoBaHue T3 € pyKOBOACTBOM
Cocrasnedme T3 3aH0HUEHD

-/ Peanu3alua npoekTa
Pa3zpaboTka NOMB30BATENBCKOTD MHTEpdEica
Pa3zpaboTka CTPYKTYPbI AaHHDIX
Pa3paboTra mogynei 0bpaboTkM SaHHBIX
Pa3zpaboTka NepBEOro THNa ayTEHTUGMKALMK
Pa3zpaboTka BTOPOro TMNA ayTEHTUGUKALMK
Peanusauna NpoekTa 3aeepLieHa

- Otnagka
TecTMpOBaHME NOMb30BATENBCKONO MHTEpPEeica
TecTUpoBaHKE NepBoro TMNA ayTeHTUhHKALMK
TecTMpOBaHME BTOPOTC THNA 3YTEHTHUOMKALMK
Wcnpaenenue ownbor
OTnapka 3aBepLieHa

- OByueHune nonL3oBaTenen
MprHUKNbI paboTbl NporpaMMHOro CpeacTea
WayueHue uHTepbeica
ObyueHKe 3aBEpLIEHO

-l Nepepaya B 3kCNAYaTaLMID
AKT BEOZA B 3KCNIYATALMID
Mepenaya B 3KCNAYaTALMID
Mepenaya B IKCNIYATALMID 3aBEPLIEHE

KoHew npoekTa

[nuTenbHOCTL
0 aHeR
13 nHel
7 oHen
4 nHeRn
2 OHeR
0 aHen
11 gHel
4 nHeRn
5 OHe#n
2 oHen
0 oHeR
40,9 nHe#l
10 aHer
2 oHeR
0,9 oHer
15 oHer
15 oHewr
0 oHeR
18 nHe#l
7 OHeil
7 oHen
8 oHeRn
10 aHer
0 aHen
7 pHe#
3 oHeR
4 nHen
0 aHen
5 OHel
2 aHei
3 AHe#
0 aHei

0 AHe:

Hauano

MH 11.01.21
Mu 11.01.21
MH 11.01.21
Cp20.01.21
BT 26.01.21
Cp27.01.21
4yr28.01.21
4r28.01.21
Cp03.02.21
Cp10.02.21
4r11.02.21
nr12.02.21
nri12.02.21
nri12.02.21
Mr26.02.21
Nnr 26.02.21
Nr19.03.21
M709.04.21
M7 09.04.21
Nnr09.04.21
Mr09.04.21
M7 09.04.21
Cp21.04.21
Cp05.05.21
Cp 05.05.21
Cp05.05.21
MH 10.05.21
Nr14.05.21
M7 14.05.21
Mr14.05.21
BT 18.05.21
Mt 21.05.21

Mr21.05.21

OkoHuaHWe

MH 11.01.21
Cp 27.01.21
BT19.01.21
Mk 25.01.21
Cp 27.01.21
Cp 27.01.21
Ur11.02.21
BT02.02.21
BT 09.02.21
Y7 11.02.21
Yr11.02.21
Mr09.04.21
Y7 25.02.21
M 15.02.21
Mr26.02.21
M719.03.21
M7 09.04.21
M7 09.04.21
Cp 05.05.21
BT 20.04.21
BT 20.04.21
Cp 21.04.21
Cp 05.05.21
Cp 05.05.21
Mr14.05.21
MH 10.05.21
M714.05.21
M714.05.21
Mr21.05.21
BT18.05.21
Mr21.05.21
Mr21.05.21

Mr 21.05.21
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Pucynox 8 — 3agaun mpoekrta B cpene Microsoft Project

Ha pucynke 9 npencraBnena nuarpamma ['aHTa, MOCTpO€HHas B CpeAe
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Mporpammucr2; Komnbtotep[1]
Mporpammuct1:Komnbiotep[1]
Mp 1[25%];Mp

[25%];H or,

[50%]

27.01

Mporpammucr2[50%]: Hava,

NbHWK oTAenal50%]

Mporp 1[25%]:Np: 2[25%]: Komnbiotep[3]:H: oT
HauaneHuk oTaena
11.02

iw=1”

porpammuct 1:Komnbiotep[1]

pl11Np
E.porpammnaZ;KoMnhnﬁp [1

%]

Mporp 1[50%]:Mp
2%”
09.04

2[ 1;Komnetotep[2]
1[50%]:Ki ep[2]:Mpor] 2[50%]
T 1
s Nporpammuct1;Komnerotep[1]
G [1POMP 1[50%];Ke ep[2]:Nporp 2[50%]
s 1P 1[50%1:Np %]; Komnbrotep[2]
_= Nporpammuct1[50%]:Mporpammnct2[50%)]:KomnbtoTep[2]
05.05
Mporp 1[50%]:K p[1]:H; otaenal50%]
Mporp 1[50%]; K pL11:H otaenal[50%]

14.05
HauansHuk orgena;Komnsiotep[1]
HauaneHwk oTaena[50%); Mporpammunct1[25%];Mporpammuct2[25%];

Pucynoxk 9 — Jluarpamma ["anTa

N3 auarpamMmbl BUHO, YTO BBIYACICHHBIA POrPAMMON KPUTHYECKUHN ITYTh
MpoxXoauT mo 3agavam 1, 3,4,5,6,8,9,10, 11, 13, 14, 15,16, 17, 18, 20, 21, 22, 23,
24,26, 27, 28,30,31, 32, 33 u coctaBisiet 95 nHeu.

Ha pucynke 10 npencrasien rpaduk TpyaoBoro pecypcea «lIporpammuct1y.

|KeapTan 1

|KBapran 2 |

[ Aex

Awe | ®ee | Map

Anp | Maii | ow

Pucynok 10 — I'padux pecypcoB mis pecypca «IIporpammuct1»
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Ha pucynke BHIHO, 4TO y TpyAOBOrO pecypca BO BpeMs IIPOBEIACHUS
IpOEKTa Harpy3Ka IpeBbIIIAeT HOpMalbHYy0. J[aHHas neperpyska HaOnoaaeTcs B
amnpere.

Ha pucynke 11 u3o0OpakeH OT4ET MpPOEKTa, HA KOTOPOM MOKHO YBHUJETbH
noacuntanHyto Microsoft Project murensHOCTh peanu3anuu npoekra — 95 nHei u

npesnonaraemele 3aTpatbl — 216970 py6.

HWF 2007

S5Peciali5T ReFack

Ha aaty MH 26.04.21

Aatsl
Hadano: MA11.01.21 CEOHYaHME: nr21.0521
Baz Hayano: HA baz. okoHYaHWe: HO
PaEKT. HaYano HO PaEKT, OKOHYaHKE, HA
CITEA OH, HaYana; 0 gHen CITKAOH, OKOHYaHN S, 0 gHen
AAMTeneHOCTE
T ey WA nnaH: 94 9 aHei CHTABWEACH: 949 aHel
BazoEeli nnaH: 0 aHei? D aAKTHYE CKaA: 0 aHel
CTENOHEHME: 94 9 aHel MpouUeHT ZaEep WeHn s
TpyaozarpaTol
T ek WA MAaH: 77552y DTaBWwmrecs: 77552y
BEazoBRIA MnaH: Oy DK THYE R L
OTEN OHEHME: 77552y MpouUeHT ZaEep WeHn %
Jarparel
T ey WA nnaH: 21697000 F COrTaBWwmec 216970,00 F
BazoEeli nnaH: 000 F D AKTUHECEME: oooF
CTENOHEHME: 21697000 F
COCTOAHKWE 333341 COCTOAHKWE pecypla
Elle He HaYaThie 3aJa4M 33 TpyaoEsle pecypcel: 2
BeINoAHAKWME CA 33434K ] TpyaoERle pECYPCEl C NPEE, 40CT 1
JaEepLeHHBIE 33434k H MareprankeHele pedy poel: 1
MToro zgaadg 33 WToro pecypcos: 4
Pucynox 11 — O030pHBIil OTYET NpOEKTa
HOJ‘Iy‘-IeHHI)Ie PE3YyJIbTAaThI CBUACTCIILCTBYIOT 00 DKOHOMHYECKOU

LIGJ'IGCOO6pa3HOCTI/I JaHHOT'O ITPOCKTA.
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2 IlpoexkTHpOBaHHe TMPOIrPAMMHBIX CpPeICTB ayTeHTH(pUKAUMU B

Opay3epe 1J1s1 onepanuoHHoi cucrembl QP OS
2.1 TllpoekTHpPOBaHHE APXUTEKTYPbI

BriaenstoT HeCKOJIBKO TEXHOJIOTUN pa3pabOTKH MPOrPaMMHOTO MPOIYKTa —
KacCKaJHas MOJEJb, CIUpalibHast Moielb, TexHosnorun XP, RUP, RAD.

JlaHHbple TOporpaMMHBIE CpEACTBAa  pa3padaThlBAIUCh MpPU  TTOMOIIH
meromonorun paspabotku [I0 RUP, koTopast sBIseTcs OTHOW W3 CaMBIX
NOMYJSIPHBIX MeTojonoruit paspadotku IO B Hactosimiee Bpems. bosbiimm
IUTIOCOM pa3palboTku mporpammHoro obecrieduenust B RUP sBasieTcst paznenenue
IpPOEKTa Ha  HECKOJbKO  MEJIKHX IPOEKTOB, KOTOPBIE  BBITOJHIIOTCS
NOCJIEI0BATEIbHO, U KaXKJash uTepauus pazpabOTKU YETKO OIpejereHa HabopoM
1esneil, KOTopble JOJKHBI ObITh JOCTUTHYTHI B KOHLIE UTepaluu. Takum oOpazom,
y>K€ Ha CTaJ1H IUITAHUPOBAHUS 1IEJIeH U 33714 MPOEKTA, MOYKHO Pa3/IeTUTh KOMaHIy
pa3paboOTUYMKOB HAa KOHKPETHBIC MEJIKHE POEKTHI [ 19].

[Ipu pa3paboTKe MpOrpaMMHBIX CpPEICTB ObUla BbIOpaHa JIBYXYpPOBHEBAs

apXHUTEKTypa — KJIMEHT-cepBep (pUCyHOK 12).

3anpoc

CEPBEP KNUEHT
pesynetat

A 'Y

L

Mons3oeatens

Pucynok 12 — KnneHTt-cepBepHast apXUTEKTypa

[Tpu Takom mojaxojne Ha cepBepe HaxoauTces 6a3a nanHbix BMecte ¢ CYBJl u
NPUKIAHBIMA TPOrPAMMaMH, KJIMEHTCKAash 4YacTb COAEPKUT TOJbKO YPOBEHb
npejcTaBiacHus AaHHbIX [20].

CornacHo TOCTaBJIEHHBIM TpeOOBaHUAM CpPEACTBA  ayTEeHTU(UKALMU
MoJIb30BaTENIe B Opaysepe mis omepanuoHHOM cuctembl QP OS mpencrasiser

coboil city:k0y, UMEIOLTYIO 0JIb30BATENLCKON HMHTEpdeiic. Ero mpoekrupoBanue
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Oyzaer onucano nanee. KimeHTsl ciy>k0bpl B3aUMOJIEHCTBYIO C HEH MO MPOTOKOITY
HTTP.

C nomompio uHTepdeiica mocTaBIIMKa MOAAEpKKH Oce3omacHocTH (SSPI)
IPUJIOKEHWE MOXET HCIOJIb30BaTh pa3inyHble Mojenu Oe3omacHOCTH. Bcee
MOAMPOTPAMMBI UCIIONIB3YIOT COOOIIEHUS «3aPOC-OTBET.

Bo Bpemsi ceanca CBSI3M MEXIy KIHEHTOM M CEPBEPOM JIEUCTBYET HaOOp
aTpuOyTOB U MPaBUJ O€30MaCHOCTH, HA3bIBAEMbI KOHTEKCT 0€30MMaCHOCTH.

[Tocne BBOJa YUETHBIX JAHHBIX KJIMEHT OTIPABIISIET HA CEpBEpP BBEICHHBIC
JaHHBIE JJI BXO/A.

CepBep HHUIMUPYET HCXOIALIMM KOHTEKCT OE30MacCHOCTH Ha CTOPOHE
KIMEHTA U3 IECKPUIITOpPA YUCTHBIX NaHHBIX. [locie Bo3BpamaeTcsi TOKeH, KOTOPBIN
KITUEHT JIOJKEH MepeaTh CEpBepy.

CepBep mHpUHUMAET NOJYYEHHBIHM OT KIMEHTa TOKEH (KJII0Y J0CTyna) M
yCTaHaBIMBaeT KOHTEKCT Oe3omacHocTd. [lmsi 3aBeprieHHus yCTaHOBJICHUSA
KOHTEKCTa OE€30MaCHOCTH CEpBEP MOKET 3allpOCUTh 00JIee OJJTHOTO MapKepa OTBETa
OT KJIMHETA.

Hcnonb3yss MONy4YeHHBIM TOKEH, CEpBEp BBIOMPAET, KaKOW MMOCTaBILUK
ciy k06l Toaniepkku Oe3zonacHocTH (SSP) o MoxeTr wucnons3oBath. [lepBbiM
ypoBHEM OH oOpamaercst Kk Microsoft Negotiate. OH aHanu3upyeT 3ampoc U
BbIOMpAET Jy4lIMi TMOCTaBIIMK CIIY>XO Ui BBIIIOJHEHHUS 3allpoca Ha OCHOBE
noymTuku Oe3omacHocTu. Negotiate BoiOupaer Mexnay Kerberos u NTLM. B
nepByto ouepeab Oyzaer BbiOpaH Kerberos, Tak kak oOH cuuTtaerca Ooiee
Oe3onacHeIM. Ecnu npunokeHue He MpeloCTaBIIET JTOCTATOYHBIX CBEICHHUM AJis
€ro HCITOJIb30BAHUS, Negotiate BCermaa BBIOWpaeT [IOCTAaBIIAKA
oe3onacHoct NTLM.

Eciu cepBep He mnopaepxkuBaer Negotiate, BBINOJHAECTCS MPOTOKOJ
nanmkect-goctymna. Microsoft Digest 3TO ynpoOILIeHHBIN MeXaHU3M pearupoBaHUS
Ha 3ampoc AJsl MPOBEPKU MOUIMHHOCTH KIMEHTOB. [IpenHasHauenust mist ciyxo,
ucrnoyb3yromux npotokoia HTTP wimm cBsa3b Ha ocHoBe SASL.

[Ipy HEBO3MOXXHOCTH HCIIOJI30BaHMS TMPOTOKOJIA JIalHKEeCT-I0CTyIa,

NPUMEHSETCS CaMblil IIPOCTOM M HE3aIUIIEHHBINH TPOTOKOJI Basic.


https://docs.microsoft.com/ru-ru/windows/win32/secauthn/microsoft-ntlm
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[Ipu ycnenrHoM 3aBepiieHUH ayTeHTU(UKALKHY, KIUEHT MOIy4aeT AOCTYIl K

pecypcy. MHaue cepBep OTKa3bIBaeT B IOCTYIIE.
2.2 IlpoexTpoBanue nuTepeiica

Ha ocHOBe BBISBICHHBIX (YHKIMOHATIBHBIX M  HE(QYHKIMOHAIBHBIX
TpeOOBaHUIl OBLT CIPOCKTHPOBAH MOJIb30BATENbCKUN HHTEpGeic. OCHOBHOI
CTPaHULEH MPOrpaMMHOI0 CPEJICTBA SIBJISETCS CTPAHUIIA AyTEHTU(PUKALIH.

PaccMoTpuM 351eMEHTBI, pacoio;KEHHBIC Ha TAHHOM cTpaHuIle (pucyHokK 13).

W7 3.1.225.240:8082 - [m]

Tpebyerea ayrenmudukaLns:

[ aveTyna Ha cepecp httpi//3.1.229.240:8082 tpebyerca
YKa3aTh MHIA NG/30EATENA 1 M3ROE.

Mepons: _ 2

3 Bxoa Omena

x

Pucynok 13 — Ctpanuna naeHTupuKanus

[Mudppamu Ha pucynke 13 oTMEUEHBI ClIeTyIONTNEe KOMITIOHEHTBI CTPAHHITBI:

1 — TexcToBOE MOJIE JJI1 BBOJIA JIOTHHA;

2 — TEKCTOBOE TI0JIC JIJISl BBOJIA MTApOJIS;

3 — KHOIIKa BXOJIa B KAYECTBE I10JIb30BATEIIS;

4 — KHOIIKA OTMEHEIL.

[Ipu ycnemHOM BBITIOJHEHWW WACHTHUPUKAUS W ayTeHTU(UKAIUH,

TI0JIb30BATEb MOJTyYaeT JOCTYI K CUCTeMe (PUCYHOK 14).
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&7 FusionCherts | My First Map - o x

Pucynoxk 14 — Ctpanuna pecypca

[Ipy HeycnemHoM BBIIOJIHEHHMH WACHTUPUKAUUA M ayTEeHTU(UKAIUH,
Ha)KaTUHM KHOIIKM OTMEHBI WJIM BBOJA HEIECWCTBUTEIBHBIX JAHHBIX, 10JIH30BATEIb

NEPEXOIUT Ha CTPAHUILYy OTKa3a B JOCTyIE (pUCYHOK 15).

7 401 - Jlocryn sanpeuen: Menonbay orch HEAERCTBHTENbHEIE YHETHEIE AaHHBIE. - O X

401 - gocTyn 3anpeleH. Ucnonb3yoTca HegencTBMTENbHbIE YUETHbIE AaHHbIE.

Mpenoct yueTHbie HE AT NpaBa Ha NPOCMOTP 3TOTO KaTanora WM CTPaHMLbI.

Pucynok 15 — CtpaHuiia oTkasa B 10CTyIe

Takum oOpazoM, OBUIO TPOBENEHO MPOEKTUpPOBaHUE HHTEp(eiica
nporpaMMHOro cpeactsa. Mutepdelic sBiseTcss MNpPOCTBIM W MHTYUTHUBHO

IIOHSTHBIM.
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3 Peanu3anms NpOrpaMMHBIX CPeACTB ayTeHTH(PUKanuu B Opay3epe 1Is

onepamuoHHoi cucrembl QP OS

Pesynbratrom paspaboTku SBISICTCS UCHONHsAeMbId dain  «Titan.exey,
npeaHa3HAYCHHBIH 17151 paOOTHI IO yIIpaBieHUeM oneparinonHoi cuctembl QP OS.
Pa3zpaboTanHbie MporpaMMHEBIE CPEJICTBA SBIISIFOTCS BCTPOSCHHBIM (DYHKITHOHAIOM B
Opay3zep Titan.

Pa3paboTka mporpaMMHBIX CpEACTB ayTEHTH(UKAIUK Belach Ha S3BIKE
nporpammupoBanusi C# B cpene nmporpammuposanust Microsoft Visual Studio 2019.
PaspaboTka mpoBoauiack B oneparuontoi cucreme Windows 10.

Hcxonupiit kom Hamboiee 3HAYMMBIX KIIACCOB TIPOTPAMMHBIX CPEACTB
MIPUBECH B IPHIIOKCHUH b.

[Ipu 3anmycke Opay3epa OTKpbIBaeTcsi OKHO ayreHTU(ukanuu. [Ipu BBOIE
JIOTWHA W TIAPOJIsl IPOUCXOIUT UACHTU(GUKAITUS TTOJTb30BaTEIS.

VY4yeTHbIe AaHHBIC TOJIL30BATENSI OTHPABIAIOTCS Ha CEPBEP C MOMOIIBIO
HTTP, npoTokomna npuKIaHOTO YPOBHS Mepeavyn TaHHBIX.

[Ipu ycmemHOW WaeHTU(UKAIIMN, HAYWHAIOT BBITOJNHATHCS MPOTPaAMMHBIC
CpellcTBa ayTeHTU(DUKAIUH.

B cnyuyae ycmexa monp3oBaTenh MOMydaeT AOCTYN K 3ampalidBaeMOMy
pecypcy, B HHOM CiTydae MoJIb3aTellt0 OTKA3bIBAIOT B JOCTYTIE.

Ha pmarpamme kiaccoB, MpeACTaBICHHOW HUXKE, ITOKa3aHbl KIIACCHI,
peanu3ymomue padboTy cxeM ayTeHTU(GUKauu (PUCYHOK 16).

Kpatko onuiiem Ha3HaYeHUS TPEICTABICHHBIX HUXKE KIIACCOB.

Knacc HttpAuthHandler mnpencraBnser coboii  aOCTpakTHBIA — KJjacc,
UMEIOIIHNIA OOIIMEe METOIBI TSl KJIACCOB HACJICAHUKOB, HAIPUMED, HHUITHATH3AIUS
BBI30Ba CXEMbI ayTCHTU(HKAIMK WM 3aBEpUICHUM ayTeHTH(HKAIM. MeTobl,
UMEIOIIMe KJIroUYeBoe cjaoBo abstract wim virtual, mepeonpenensroTcs B Kiaccax

HaCJICOAHUKAax.



| HttpAuthHandlerNTLM A

| HttpAuthHandler A

| HttpAuthHandlerDigest A
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| HttpAuthHandlerNegotiate A

Knacc Abstract Knacc Knacc Knacc
= HitpAuthHandler = HitpAuthHandler =+ HitpAuthHandler
4 [ons
4 [ons @ 4 [ons 4 [lons
° . auth_challenge_ ° ° .
s auth_data_ @ auth scheme s nonce_count_ s address_list_
* — —_
@, auth_sspi_ @ Gllback @, nonce_generator_ @, already_called_
@, credentials_ @ net Iog_ @, original_realm_ @, auth_system_
R * VY
@, domain_ @ oign /| CerfEns @, auth_token_
R i ~ . @,
% url_security_manager_ g* properties. F algorithm_ e“ callback__
A L @, realm_ K domain_ e‘" cr_edentlals_
@, ~HttpAuthHandlerNTLM @ score_ F nonce_ e"‘ dlsable_cnal_ﬂe_lookup_
@ AllowsDefaultCredentials 0* target_ & opaque_ e"‘ has_credentials_
@ CreateFactory 4 MeTogsl & qop_ e"‘ nextl_sta‘[e_
o, % resolver_
"8 Cr_eateSPN @ AllowsDefaultC... & stale @, single resolve
@ Dispose (+ 1 neperpyxe... @ AllowsExplicitCr... 4 MeTogpl 0“ on - -
@ } 3 . ] _
* GenerateAuthTokenImpl @  auth_scheme 9, AlgorithmToString @, Ul security manager
ﬂ HandleAnotherChallenge @ challenge @, AssembleCredentials @, use_ port B )
‘_ﬂ HttpAuthHandlerNTLM @ Dispose @, AssembleResponseDigest o
@, Init ) . . i 4 MeTogbl
o Neegsident @ encrypts_identity @ Dispose &, ~HttoAuthHandlerN s
' Needs entity Ty EventTypeFrom... @, GenerateAuthTokenlmpl Ya ~HttpAuthHandlerNegotiate
@, . 5 i
s ParseChallenge 9, FinishGenerate... 9, GetRequestMethodAnd... f] AIIowsDeféu_ItCreden‘[_lals
b BROXeHHIE TUMk! ¥ GenerateAuthT.. @ HandleAnotherChallenge ; AllowsExplicitCredentials
D, GenerateAuthTok... 9, HttpAuthHandlerDigest :_ﬂ"‘ CanDelegate
. - . B e CreateSPN
f p ¢ @
HttpAuthHandlerBasic A ? ondleareterch.. oo © Dispose (+ 1 neperpyen)
Knace @ HttpAuthHandler “g ParseChallenge rJ P perpyX
+ HitpAuthHandler @, Init @, ParseChallengeProperty :'r'Ja DoCallback
@ InitFromChalle... ¥5 QopToString “a DoGenerateAuthToken
P H 4 DoGenerateAuthTokenComp...
4 Metogsl @ Is_connection_... b BnoxeHHble TMNbI 9. Dol P
@  Dispose @ Needsldentity "r'Ja DOROODI CononicalN
@, GenerateAuthTokenlmpl Ts OnGenerateAut.., :'r'Ja oResolve anon!ca ame
& HandleAnotherChallenge @ origin @ DoResolveCanonicalNameC...
) ; i)
9, Init & realm . GenerateAuthTokenlmpl
@, ParseChallenge 9 score @ HandleAnotherChallenge
P ParseRealm 9 target ; :'lt_tpﬁ\uThHandlerNegotlate
@, Init
b BroxeHHble TUMbI b BnoxeHHbie TUMBI -"1* Needsldentity
@ Needsldenti
@, OnlOComplete
@ spn

b BnoxeHHble TUABI

Pucynok 16 — JlnarpamMmma Ki1accoB MpOrpaMMHOTO CPEJCTBA

Knace HttpAuthHandlerNegotiate mpou3BoaAUT  ayTEHTHU(DHUKAIMIO C
nomoiipio mpotokona Kerberos. Ilpu HEBO3MOXXHOCTH €ro HCIIONB30BAHMS,
BBITNIOJIHSACTCS peanu3anus kinacca HttpAuthHandlerNTLM.

Knaccer HttpAuthHandlerDigest u HttpAuthHandlerBasic peanmusytor

METO/IbI IIsl MeXaHU3MOB ayTeHTH(uKkanuu Digest u Basic cooTBeTcTBEHHO.
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4 TecTHupoBaHHE NPOrPAMMHBIX CPEACTB ayTEHTH(PUKAIMU
4.1 OyHKUMOHAJIbLHOE TECTUPOBAHHUE

OYHKIIMOHAIBHOE TECTUPOBAHUE OTHOCUTCS K KATErOpUU TECTHUPOBAHMUS
«aepHoro smukay. Kaxaas QyHKIUS IporpaMMbl TECTUPYETCS BBOAA €€ MCXOTHBIX
JAHHBIX M aHaJdu3a BBIXOAHBIX. [IpM 3TOM BHYTPEHHSS CTPYKTypa IPOTrPAMMBI
YUUTBIBACTCS O4YEHb penako [21].

QOYHKIMOHAIBHOE TECTUPOBAHWE MPEANOJAraeT COCTaBJICHUE IUIaHA
TECTUPOBAHUS, KOTOPBIA CTPOUTCS HAa OCHOBE BAPUAHTOB HCIIOJIB30BAHUSA U
BKJIIOYAET B ce0s ONMCAHUE TECTOB U MX PE3yJIbTATHI.

[Inan ¢GyHKIIMOHATBHOTO TECTUPOBAHUS MPOTPAMMHBIX CPEJICTB MIPUBEJICH B

Tabnuile 7, pe3yabTaThl MPUBEICHBI B IPUIIOKEHUH B.

Tabnuua 7 — [1nan TecTupoBaHus

Ne | Bapnant Tect Pesynbrar
MCMOJIb30BaHUs
1 | Beectu nanusie ais Brmonnsiercs Bxon ¢ | Tect nporinen. Cepsep
BXOJa KOPPEKTHBIMH peAoCTaBUI AOCTYII K
JAHHBIMU pecypcey (pucyHok B.1).
2 | BBectu nanueie s Bemmosnasercs Bxon ¢ | Tect nmporineH. Beigana
BXO/1a HEKOPPEKTHBIMU CTpaHMIa OTKa3a B
JAHHBIMH nocryne (pucyHok B.2).
3 | Beectu maunbie md Brimonnsiercs Bxon ¢ | Tect npoiineH.
BXOJa NyCThIMU BXOAHBIMU | [ToBTOpHO BhIIaHa
JAHHBIMU CTpaHula JJIs
ayTeHTU(PUKAIIUH
(pucyHnok B.3).

Ha ocHoBe ananm3za PE3YJIBTATOB TCCTUPOBAHHA MOKHO CACIATh BBIBOA, YTO

OCHOBHBIE (DYHKIIMU Pa3pabOTaHHOTO MPOTPAMMHOTO CPEJCTBA ayTeHTU(UKAIIUU

paboTaroT KOPPEKTHO.

MOANPOrpaMM,

4.2 MoayJbHOE TeCTHPOBaHHUE

Moy 1IbHOE TECTUPOBAHUE — 3TO MPOLECC TECTUPOBAHUS OTAEIBHBIX OJIOKOB,

KJIacCCOB U Mpoueayp,

o0pa3ymoIux KpyIHYI [porpammy.
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MonynbHOE TECTUPOBAHUE B OCHOBHOM OPHEHTHPOBAHO HA UCIIOJIb30BAHUE METO1A
«benoro smuka»y. OOBICHIETCS 3TO MPEXkAE BCEro TEM, YTO IPU MOCIEAYIOLIEM
nepexojie K TECTUPOBaHUIO 00Jie€ KPYMHBIX MPOTPaMMHBIX E€AMHHII, HaIpUMeEp,
IpOTpPaMM B IEJIOM, TPUMEHUMOCTH METOJ1a «OeIIoro suKay cHmkaercs [23].

Jis co31aHusl MOYJIBHBIX TECTOB BOCIIOJIb3YEMCS IIIaTHOPMOIl MOTYIIBHOTO
tectupoBanus st C#, Bctpoernoit B Visual Studio. Jlns tectupoBanust Beroepem
kiacc HttpAuthHandler.

Peanuszanus Tecta npuBeneHa B IUCTUHTE 1.

HcxonHpll Ko (PYHKIMI TECTUPOBAHMS, HCIOJIB3YEMBIX B MOJYJIbHOM

TCCTUPOBAHNH, IIPUBCIACH B IIPUJIOKCHHUHA I.

Jluctunr 1 — McxoaHsblil KOJI MOJTYJILHOTO TECTA

using Blink.External;

using Blink.External.Net;

using Blink.URL;

using BlinkUnitTest.Blink.External.Net;

using BlinkUnitTest.Blink.External.Net.Http;

using Microsoft.VisualStudio.TestTools.UnitTesting;
using System;

using System.Collections.Generic;

using System.Text;

namespace Cryptosoft.Titan.External.Net.Http

{
using CapturedEntryList = List<CapturedNetLogEntry>;

/// <summary>
/// Summary description for HttpAuthHandlerUnitTest
/// </summary>
[TestClass]
public class HttpAuthHandlerUnitTest
{
[TestMethod]
public void HttpAuthHandlerTest NetLog ()
{
var Origin = new GURL ("http://www.example.com") ;
String challenge = "Mock asdf";
AuthCredentials credentials = new
AuthCredentials ("user", "pass");
Ref<String> auth token = null;
HttpRequestInfo request = new HttpRequestInfol();

for (int i = 0; i < 2; ++1)
{

bool async = (i == 0);



for (int j = 0; J < 2; ++73)
{
int rv = (j == 0) ?
(Int32)NetErrors.Error.OK
(Int32)NetErrors.Error.ERR UNEXPECTED;
for (int k = 0; k < 2; ++k)
{
TestCompletionCallback test callback =
new TestCompletionCallback() ;
HttpAuth.Target target =
(k == 0) 2
HttpAuth.Target .AUTH PROXY : HttpAuth.Target.AUTH SERVER;
NetLog.EventType event type =
(k == 0) 2
NetLog.EventType.TYPE AUTH PROXY
NetLog.EventType.TYPE AUTH SERVER;
HttpAuthChallengeTokenizer tokenizer =
new HttpAuthChallengeTokenizer (
challenge,
0,
challenge.Length);
HttpAuthHandlerMock mock handler = new
HttpAuthHandlerMock () ;
CapturingNetLog capturing net log =
null;
BoundNetLog bound net log =
BoundNetLog.Make (
capturing net log,
NetLog.SourceType.SOURCE NONE) ;

mock handler.InitFromChallenge (tokenizer, target,
Origin,
bound net log);

mock handler.SetGenerateExpectation (async, rv);
mock handler.GenerateAuthToken (credentials, request,
test callback.callback(), auth token);
if (async)
test callback.WaitForResult () ;
CapturedEntryList entries;
capturing net log.GetEntries (out
entries);

Assert.AreEqual (2u, entries.Count);

Assert.IsTrue (NetLogTest.LogContainsBeginEvent (entries, 0,
event type));

Assert.IsTrue (NetLogTest.LogContainsEndEvent (entries, 1,
event type));

40
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B Visual Studio moctymHbl rpadudeckue Mmoyib30BaTeNIbCKUE UHTEPPEHCHI
st tectupoBaHus (yHKknui. C MOMONIBIO HUX MOXHO YAOOHO 3aIycKaTh
MOJIYJIbHbIE TECThI W CMOTPETh pe3yibTarThl. CKPUHIIOT, MOATBEPKAAIOIIAI

MPOBEICHUE MOJYJILHOTO TECTUPOBAHUS, MPUBEICH HAa pUCYHKE 17.

Test < Duration T. Error Message 4« Group Summary
4 @ BlinkUnitTest Blink.External. Net.Http (310) 1,7 =ec BlinkUnitTest.Blink.External.Net.Http
@ HttpAuthChallengeTokenizerUnittest (10) 12 ms Tests in group: 310
b @ HttpAuthControll 10 ms ) Total Duration: 1,7 sec
b @ HttpAuthHandlerBasicTest (3) 21 ms Outcomes
3 @ HttpAuthHandlerDigestTest (11) 282 ms @ 310 Passed
3 @ HttpAuthHandlerFactoryTest (2) 135 ms
3 @ HttpBasicStateTest (7) Tms
3 @ HttpByteRrangeUnittest (3) &ms
b @ HttpChunkedDecoderTest (28) 5ms
3 @ HttpContentDispositionTest (3) <1ms
b @ HttplogUtilUnittest (1) 19 ms
b @ HttpRequestHeadersUnittest (21) 25 ms
4 @ HttpResponseHeadersUnitTest (39) 166 ms
3 @ HttpSecurityHeadersUnittest (8) 66 ms
3 @ HttpServerPropertiesimplUnittest+AlternateProtocolServerPr... 31ms
2ms
ServerPropertiesimplUnittes ¥ . 5ms
ServerPropertiesimplUnittes i Er... 23 ms
ServerPropertiesimplUnittest+Supports e .. <1ms
CodeUnittest (1) <1ms
FactorylmplUnittest (19) 645 ms
ParserUnittest (24) 53 ms
5 13 ms
isterTest (1) 5 ms
ecurityStateTest (20) 34 ms
@ UnitTestDes (2) <1ms

Pucynok 17 — Pe3ynbTat MOJyIbHOTO TECTUPOBAHUS

Bce monynbHbIE T€CThI ObUIM YCIIEIIHO MPONAEHBI, YTO CBUIETEIBCTBYET O

KOPPEKTHOCTH pabOThl IPOrPaMMHOTO CPEACTBA.
4.3 MeTpuKkH Koaa
4.3.1 HukaomaTnueckas Mmerpuka Mak-Keii0a

[Tpu BEIYMCICHUH [TUKIIOMATUYECKOM CII0KHOCTH UCTIOJIB3yeTCs Ipad MoToKa
yOpaBjeHUsl MPOrpaMMbl. Y3ibl Tpada COOTBETCTBYIOT HEJASIUMBIM TpyIIaMm
KOMaH/ MPOTPaMMBbI, OHH COCTMHEHBI OPUECHTUPOBAHHBIMU pEOpPaMU, €CITH Tpyma
KOMaHJ, COOTBETCTBYIOIIasi BTOPOMY Y37y, MOXKET OBbITh  BBINOJHEHA

HCTIOCPCACTBCHHO ITOCJIC I'PYIIIIBI KOMAaHA IIEPBOTO Yy3JIa.
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[TpoBenem moxacuer nmanHou Metpuku st pynkuun ChooseBestChallenge,
KOTOpasi BHIOMpAaeT cxeMmy ayTeHTU(UKAIMKA W3 TOAIepkKuBaeMbIX. DyHKuus

IMPpUBCACHA B JIMCTHUHIC 2.

Jluctunr 2 — @yukius ChooseBestChallenge

public static void ChooseBestChallenge (
HttpAuthHandlerFactory http auth handler factory,
HttpResponseHeaders headers,
Target target,
GURL origin,
HashSet<Scheme> disabled schemes,
BoundNetLog net log,
ref HttpAuthHandler handler)

Debug.Assert (http auth handler factory != null);
Debug.Assert (handler == null);

HttpAuthHandler best = null;
String header name = GetChallengeHeaderName (target);
String cur challenge;

var iter = new Ref<Int32>(0);
while (headers.EnumerateHeader (iter, (StringPiece)
header name, out cur challenge))
{
HttpAuthHandler cur;
int rv =
http auth handler factory.CreateAuthHandlerFromString (
cur_challenge, target, origin, net log, out cur);
if (rv != (int) NetErrors.Error.OK)
{
Debug.WriteLine ($"VLOG (1) << Unable to <create
AuthHandler. Status: {NetErrors.ErrorToString (rv) } Challenge:
{cur challenge}");
continue;

}

if (cur != null && (best == null || Dbest.score() <
cur.score()) && !disabled schemes.Contains (cur.auth scheme()))
best = cur;

}

handler = best;

I'pad moToka ympaBieHHs] MporpamMMBbl ISl pacCMaTpUBaeMOW (PYHKITUU

MPUBEJICH Ha pUcyHKe 18.



43

Wﬁi@

5

Pucynok 18 — I'pad notoka ynpaBieHUs: IpOrpaMMbl

JIns  BBIUMCIGHHUS] TUKJIOMaTH4Yeckod cioxHoctd V(G) mnpuMeHsercs
cienyrias popmyna:

V(G) =e—n+2p,
I1€ e — KOJINYECTBO JIyT;

N — KOJINYECTBO BEPILINH;

P — 9UCJI0 KOMIIOHEHT CBSI3HOCTH.

I'pad comepxkutr 8 BepmmH, 10 gyr. g mpocTod mporpammbl, WM
HOJIPOrPaMMbl, WJIM METOJla YHCIIO KOMIIOHEHTOB CBSI3aHHOCTH rpada Bcerna
paBHo 1. [ToacraBnsiemM moy4YeHHbIE 3HAYEHUS U TTOTy4aeM:

V(G)=10-8+2=4.
Takum 00pa3oM 3HAYEHHE IUKIOMATHYECKON CIOKHOCTU paBHO 4. DTO
3HaueHue He mpesbimaeT 10, cienoBaTenbHO, PYHKIUS HE SBISETCA CTPYKTYPHO

CJIOYKHOM.
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4.3.2 MeTpuka XoJjcreaa

Metpuka XoJjctena OTHOCUTCS K METPUKAM, BBIYMCISCMBIM Ha OCHOBaHUHU
aHaJM3a YKMCIa CTPOK M CHHTAKCHYECKUX AJIEMEHTOB MCXOIHOIO KOJIa POTrPaMMBbI.
OCHOBY METpPHKH XOJICTE€J]a COCTaBJISIFOT YEThIPE U3MEPSCMbIC XapaKTCPUCTUKU
nporpamMmel [24]:

—  YHCIIO YHHUKAJIbHBIX OIIEPaToOpPOB IpOTrPaMMBl, BKJTIOYAsI
CHMBOJIBIPA3JICIIUTENIN, UMEHA TIPOLICYP U 3HAKH OIeparuii (CIoBaph OMepaTopoB);

— YHCJIO YHHMKAJIbHBIX OIEPAHIOB IPOrpaMMbl, BKIIIOYash KOHCTAHTBHI H
MMEHA MEPEMEHHBIX (CJIOBAph ONIEPAH/IOB);

— oOI1ee YMCIIo OMepaTopoB B MPOrpaMMe;

—  Ollee YKcio ONepaH/IoB B IPOTPaMMe;

— TEOPETUYECKOE YHCIIO YHUKATIBHBIX OMEPATOPOB;

— TEOPETUYECKOE YHCIIO YHUKATHHBIX OMEPAH/IOB.

[Toxcuer omepatopoB u omnepannoB it ¢yaknuu ChooseBestChallenge

IIPUBCACH B Ta6J'II/IHaX 8 1 9 COOTBETCTBEHHO.

Tabnuna 8§ — OnepaTopsl

OnepaTopsl Huco BXOXKICHUH

BbI30B (DyHKIIMH ()

npuBecHUE THITOB ()

new

out

ref

RN DN NN O NN

var
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Omneparopsl Yucno BXOXKICHUN
while 1
continue 1
if 2
: 12
{ 5
; 12

13
$ 2
< 1
! 1
GetChallengeHeaderName 1
EnumerateHeader 1
CreateAuthHandlerFromString 1
WriteLine 1
ErrorToString 1
score 2
Contains 1
auth_scheme 1
nl=29 N1 =289

Ta6nuna 9 — Onepanabl

Onepanasl Yuciio BXOKICHUN
null 5
0

HttpAuthHandlerFactory

http_auth_handler_factory

HttpResponseHeaders

1
1
3
1




[Tponomxenue TadbaUIBI 9

Onepanasl Yucno BXOKIEHUN

headers

Target

target

GURL

origin

HashSet<Scheme>

disabled_schemes

BoundNetLog

net _log

HttpAuthHandler

handler

Ref<Int32>

StringPiece

OK

best

String

header_name

cur_challenge

iter

W N B DN N O | N R W W N R DN RN R W RN

rv

n2=25 N2 =54

CH0XKHOCTh MTPOrPaMMBI PaCCYUTHIBACTCS MO (hopMyJie:
HD=(n1/2)* (n2/N2)=(29/2)* (54/25) =31.32.
JlinHa mporpaMMBbl pacCYUTHIBAETCS 1o popmyie:
N =N1+N2=89 +54 =143.
CrnoBapb NporpaMMbl paCCUUTHIBAETCS MO (POpMyJIe:

n=nl+n2=29+25=54.
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TeopeTtnueckuii c1oBaph MPOrpamMMbl BEIUUCISIETCS 110 PopMyJIe:
n"=ny’ +ny =3.
O06BeM MporpaMmbl pacCUUTHIBACTCS 10 opMyJIe:
HV =N * logz(n) = 143 * log,(54) = 823.
[ToTeHMaIBHBIN 00BEM MTPOTPAMMBI PACCUNUTHIBACTCS 110 (hopMyJie:
V==(2+n’) *logz(2+n)=5* log,(5) = 11.6.
Teopudeckuii ypoBeHb MPOTPaMMBbI PaCCUUTHIBACTCS 110 (hOpMYyJIE:
L'=Vs*/HV=116/823 =0.01404.
3HauYeHUE YPOBHS MPOrpaMMbl COTJIACHO METPUKE XOJICTEAA PaBHAETCS
0.01404.
ypOBCHB mporpaMmbl HMECT 3HAYCHUC HHUIKC CPCAHCIO I10 AdaHHBIM

U3MEPEHUH U3 KHUTH XOJICTE/Ia, OJJHAKO OCTaeTCs B mpesenax gomycrumoro [23].
4.3.3 Merpuxka Yenuna

CyTb MeTOJa COCTOMT B OLEHKE MH()OPMALMOHHOW MPOYHOCTH OTHEIIBHO
B35ITOT0 MPOTrPaMMHOI0 MOAYJISl C TIOMOLIBIO aHAJIM3a XapakTepa UCIOJIb30BaHUs
NIEPEMEHHBIX U3 CIIHCKAa BBOJA-BBIBO/IA.

Bce MHOXECTBO NEpPEMEHHBIX, COCTABJISIIOUIUMX CIHCOK BBOJAA-BBIBOJIA,
pa3z0OuBaercs Ha 4 GYHKIUOHAIBHBIC TPYIITIHL:

— BBOJMMBIE TIEPEMEHHBIE I pacueToB U it obecrieueHus BoiBoga (P);

— MoaubuuUpyeMble, WM  CO3JAaBae€Mble  BHYTPH  INPOTPaAMMBbI
nepemeHHsie (M);

— TIEpeMEHHbIe, YYaCTBYIOUIME B YINpaBiICHUH pabOTOW MNpOrpaMMHOIO
moyist (C);

— HE UCHOJIb3yeMbIe B Mporpamme («mapa3uTHbeie») nepemennbie (T).

[TockonbKy Kaxkgas TMEepeMEHHas MOXKET BBINOJHITh OJHOBPEMEHHO
HECKOJIBKO (DYHKIIMH, HEOOXOIUMO YUUTHIBaTh €€ B KaKJIOM COOTBETCTBYIOIIEH
(GyHKIMOHAJIBHOM TpyIIIe.

Mertpuka Yenuna:

Q=aP +bM + cC +dT,

rae a, b, C, d— BecoBbie KOIPDUITUEHTHI.



48

BecoBbie k03((PUIIMEHTHI HCIMOJNB30BAHBI JJS OTPAKEHHUS PA3ITUYHOTO
BJIUSIHUS HA CJIOKHOCTH IIPOrPAMMBI KaXX10M (YHKIIMOHATBHOM TPYIIIIHI.

[lo MHeHUIO aBTOpa METPHUKH, HAUOOJBIIMI BeC, paBHBIA 3, HMEET
¢dbynkimonanpHas rpynmna C, Tak Kak OHa BIMAET Ha MOTOK YIIPaBJICHUS IPOTPAMMBI.
BecoBble KOI(DPUIIMEHTHI OCTaJbHBIX TPYII PACHPENCISIOTCS  CIEeAYIOIUM
obpazom: a = 1, b = 2, d = 0.5. Becoroit koadgdunueHT rpynmnsl I He paBeH 0,
MOCKOJIBKY «Tapa3uTHBIC» TEPEMEHHbIE HE YBEIWYUBAIOT CIOXHOCTH MOTOKA
JAHHBIX TPOTPaMMBbI, HO HHOT/a 3aTPYIHSIOT €€ TIOHUMaHUE.

C y4eToM BeCOBBIX KO3(P(UIUEHTOB BbIPAXKEHHE IPUHUMAET BU/L:

Q=P+2*M+3*C+05*T.

B npencraBneHHON PyHKIIMN XapaKTEPUCTUKHU PAaBHBI:

P=7,
M=1,
C =4,
T =0.

[ToacTaBuM TOJTy9eHHBIC 3HAYCHUS B POPMYITY:
Q=7+2*7+3*4+0=33.

3naueHue Metpuku YenunHa pasHsiercs 33. Ecnu B pe3ynibTaTe U3MEHEHUS
paccMaTpuBaeMoil (YHKIIMA 3HAYCHWE METPUKH 3HAYMTEIHHO YBEIMYUTCS, ITO
OyJeT 03Ha4aTh HU3KOE Ka4eCTBO M3MEHEHHI.

CpaBHEHHE 3HAYCHHS METPUKH YenuHa I pa3IuvHBIX MPOTPaMM OOBITHO
Hed(PheKTUBHO, OOBIYHO OHA MCIIOJIB3YETCS JUIsl aHAIM3a U3MEHEHUH OTHOTO B TOTO
e yJacTKa KoJia.

ITo pesynapTaTamM pacueTa METPUK KOJIa MOXKHO CJeJIaTh BBIBOJ, YTO
CJIOHOCTh JTAHHOW MPOTPaMMBI HU3Kas, OHA SIBIISETCA JTOCTATOYHO JIETKOW s
MTOHUMAaHMUSI.

DTO 03HAYaAET, YTO KOJ MMEET JIOCTATOYHO BBICOKUN YPOBEHBb KA4eTCBA, YTO
MO3BOJIUT JIETKO TOJICPKMUBATh U U3MEHITh €r0 MpU JATbHEHUIIECH TOIEePIKKE

MPOTrPAMMHBIX CPENICTB.
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3akJIroueHue

B xone BbINMONHEHUS BBITYCKHOM KBAIM(PUKALMOHHON pPabOThl ObLIU
pa3paboTaHbl TpOTrpaMMHBIE CpeICTBa ayTeHTU(UKauuu B Opaysepe s
oneparorHou cuctembl QP OS.

bout npoBeneH aHanu3 mpeAMETHON 00JacTH M MPOHU3BEJCHA MOCTAaHOBKA
3aJa4, B XOJE€ 4Yero ObUIO MPOAHATU3WPOBAHBI MPOrPaMMHBIE OOECIeUeHuUs
aHAJIOTMYHOTO HA3HAYEeHHS, PACCMOTPEHBbI KX OCOOCHHOCTH U  BBIJECJICHBI
HEJOCTaTKH, AaHalu3 CYIIECTBYIOMIMX pa3pabOoTOK TMOKa3al HEoOXOJUMOCTh
pa3paboTKu cOOCTBEHHOTO aHanora. Takxke ObUM pa3paboTaHbl GYHKIIMOHATBHBIC
1 He()yHKIIMOHAJIbHbIE TPEOOBAHUS.

bbulo mpoBeneHO IUTAHMpPOBAaHHWE pa3padOTKM U OLEHKa OroJpKeTa.
JIMUTEeNbHOCTh peaiu3allid TMPOEKTa COCTaBiisieT 95 1Hs, a mpejmnoiaracMbie
3arpatsl — 216970 py0.

Ha srtame mpoexkTupoBaHHs JaHHBIX MPOTPAMMHBIX CPEICTB MPUMEHSIICS
s3plk  MojzienupoBanuss UML ¢ momomiplo  cpefsl  pa3paboTKu  Juarpamm
«ArgoUMLy.

Jist  peanuzanMM  MPOTPAMMHBIX  CPEICTB  HCIOJNB30BAJCS  SI3BIK
nporpammupoBanus C#, Ko7 Ha KOTOPOM THCAJICS B CpPele MPOrpaMMHUPOBAHUS
Microsoft Visual Studio 20109.

beiio  mpoBeneHo  (GYHKIIMOHAIBHOE M MOJYJIbHOE  TECTUPOBAHUE
pa3paboTanHOro mpuioxkeHus. Ha ocHOBe pe3ynbTaTOB TECTUPOBAHUS MOXKHO
cleNaTh BBIBOJI, YTO pa3pabOTaHHOE MPUIIOKEHHE COOTBETCTBYET MOCTABIICHHBIM
TpeboBaHMsIM M paboTaeT KOppekTHO. B mpuiokenuu [| mpencraBiieH akT o
BHEJIPEHUU JAHHOTO TIPOJAYKTa B COCTaB INPOTPAMMHOTO  KOMILICKCA,
paspabatsiBaecmoro OOO HTII «Kpuntocod .

Takum 006pazoM, B pe3ysIbTaTe BHITOTHEHUS BBITYCKHOW KBATH(PUKAITMOHHOM
paboTel ObUTM pa3paboTaHbl MPOTPaMMHBIE CPEICTBA, OTBEYAIOIIEE BCEM

Tpe6OBaHI/IHM TCXHUYCCKOI'O 3aJaHHA.
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Unentudukamuss — mpoueaypa pacrno3HaBaHWs CyObeKTa IO  €ro
UICHTUPHUKATODY.

AyTreHTH(UKAINA — IPOLEAYpPa MPOBEPKHU MOIMHHOCTH CyOBEKTa, KOTOpast
MO3BOJIIET JOCTOBEPHO YOETUTHCS B TOM, YTO CYyOBEKT, MPEAbSIBUBIIANA CBOMN
UICHTUPHUKATOP, HA CaMOM JieJie SIBJISETCS HMMEHHO TeM CYObeKTOM,
UACHTU(PUKATOP KOTOPOTO OH UCIIOIB3YET.

ABTOpH3aIMs — MPOLEAypa MPe0CTaBICHUs CYOBEKTY ONpeeNICHHBIX MPaB
JIOCTyNa K pecypcaM CHCTEMBbl TIOCJI€ TPOXOXKICHHUS MM  MPOLEAypHI
ayTeHTU(UKALINH.

JIBycTOpOHHSSI (B3auMHas) ayTeHTU(UKALUS — BUJ ayTCeHTU(DUKAIUH, TIPU
KOTOPOM IPOBEPSETCS MOUTMHHOCTH KaK MOJIb30BaTeNs, TaK U CEpBepa.

CuMMeTpuuHas KPUNTOCHCTEMA — CHOCO0 MM(pPOBHAWSA, B KOTOPOM IS
mudpoBaHus U nemm(pPOBaHUS IPUMEHSIETCS OIMH M TOT K€ KPUNITOrpaduIecKuii
KJIIOUY.

AcumMMeTpuyHas ~ KpuUITocucTeMa (Kpunrorpaguueckas cuctemMa ¢
OTKPBITBIM KITIOYOM) — CHCTeMa MIM(pOBaHUS, MPU KOTOPOH OTKPBITHINA KO
nepesaeTcsl MO0 OTKPHITOMY (HE3alMIEHHOMY) KaHally W HCIOJNB3yeTCs MJis
MIPOBEPKH IIEKTPOHHOM MOAMUCH WA MTU(GPOBAHUS COOOIICHUIA.

Knuent-cepBep — BbIUMCIUTENbHAS WM CETEBas apXUTEKTypa, B KOTOPOW
ceTeBas Harpys3ka pacIpeleNeHbl MEXIy MOCTaBIIMKAMU YCIYT, Ha3bIBA€MBIMU
CepBepaMu, U 3aKa34MKaMH YCIIyT, HA3bIBAEMbIMU KJIECHTAMH.

RUP (Rational Unified Process) — metonosorust pa3paboTK POrpaMMHOTO
o0OecrieueHnss, B OCHOBE KOTOPOW JIEKUT HCIOJIb30BAaHUE HUTEPATHUBHOM MOJIENb
pa3paboTKH.

UML (Unified Modeling Language) — si3bik rpadu4eckoro OMHCaHus, C
MOMOIIBI0 KOTOPOTO OCYIIECTBIIIETCS OOBEKTHOE MOJEIMPOBaHHE B 00JacTH
pa3paboTKl  TPOTpaMMHOTO  OOECIeYeHHs, MPOCKTHPOBAHHS  CHUCTEM W
0TOOpaXKeHUsI OPTaHU3ALUOHHBIX CTPYKTYP.

MonynsHoe TtectupoBanue (Unit testing) — TecTHpoBaHHME KaXKIIOH
aTOMapHOW (PYHKIIMOHATHHOCTH TMPHIIOKEHUS OTIAEIbHO, B HCKYCCTBEHHO

CO3JIaHHOM Cpene.



IIpuioxenune b
WCXOJHBIA KOJ MPOTPAMMHBIX CPEJICTB

(pexoMeHayeMoe)
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Jluctunr b.1 — HttpAuth.cs

using
using
using
using
using
using

Cryptosoft.Titan.Base.Logging;
System;
System.Collections.Generic;
System.Diagnostics;

Blink.URL;
Cryptosoft.Titan.Base;

namespace Blink.External.Net

{

public static class HttpAuth

{
public enum Target
{
AUTH NONE = -1,
AUTH PROXY = O,
AUTH SERVER = 1,
AUTH NUM TARGETS = 2,
}
public enum AuthorizationResult
{
AUTHORIZATION RESULT ACCEPT,
AUTHORIZATION RESULT REJECT,
AUTHORIZATION RESULT STALE,
AUTHORIZATION RESULT INVALID,
AUTHORIZATION RESULT DIFFERENT REALM,
}
public enum IdentitySource
{
IDENT SRC_NONE,
IDENT SRC PATH LOOKUP,
IDENT SRC URL,
IDENT SRC REALM LOOKUP,
IDENT SRC_ EXTERNAL,
IDENT SRC DEFAULT CREDENTIALS,
}
public enum Scheme
{
AUTH SCHEME BASIC = O,
AUTH SCHEME DIGEST,
AUTH SCHEME NTLM,
AUTH SCHEME NEGOTIATE,
AUTH SCHEME SPDYPROXY,
AUTH SCHEME MOCK,
AUTH SCHEME MAX,
}
public class/*struct*/ Identity
{
public IdentitySource source;
public bool invalid;
public AuthCredentials credentials;
public Identity()
{
source = IdentitySource.IDENT SRC NONE;
invalid = true;

}
public static String GetChallengeHeaderName (Target target)
{
switch (target)
{
case Target.AUTH PROXY:
return "Proxy-Authenticate";
case Target.AUTH SERVER:
return "WWW-Authenticate";
default:
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Lermontov.NotReached () ;
return String.Empty;

}
public static String GetAuthorizationHeaderName (Target target)
{
switch (target)
{
case Target.AUTH PROXY:
return HttpRequestHeaders.kProxyAuthorization;
case Target.AUTH SERVER:
return HttpRequestHeaders.kAuthorization;
default:
Lermontov.NotReached () ;
return String.Empty;

}
public static String GetAuthTargetString (Target target)
{
switch (target)
{
case Target.AUTH PROXY:
return "proxy";
case Target.AUTH SERVER:
return "server";
default:
Lermontov.NotReached () ;
return String.Empty;
}
}
private static String[] kSchemeNames =
{
"basic",
"digest",
"ntlm",
"negotiate",
"spdyproxy",
"mock",
bi
public static String SchemeToString (Scheme scheme)
{
if (scheme < Scheme.AUTH SCHEME BASIC || scheme >=
Scheme .AUTH SCHEME MAX)
{
Lermontov.NotReached() ;
return "invalid scheme";
}
return kSchemeNames|[ (int) scheme];
}
public static void ChooseBestChallenge (
HttpAuthHandlerFactory http auth handler factory,
HttpResponseHeaders headers,
Target target,
GURL origin,
HashSet<Scheme> disabled schemes,
BoundNetLog net log,
ref HttpAuthHandler handler)

Debug.Assert (http auth handler factory != null);
Debug.Assert (handler == null);

HttpAuthHandler best = null;

String header name = GetChallengeHeaderName (target);

String cur_ challenge;
var iter = new Ref<Int32>(0);



while (headers.EnumerateHeader (iter, (StringPiece)
header name, out cur_challenge))
{
HttpAuthHandler cur;
int rv =
http auth handler factory.CreateAuthHandlerFromString (
cur challenge, target, origin, net log, out
cur) ;
if (rv != (int) NetErrors.Error.OK)
{
Debug.WriteLine ($S"VLOG (1) << Unable to create
AuthHandler. Status: {NetErrors.ErrorToString(rv)} Challenge:
{cur challenge}");

continue;
}
if (cur != null && (best == null || best.score() <
cur.score()) && !disabled schemes.Contains (cur.auth scheme()))
best = cur;

}

handler = best;
}
public static AuthorizationResult HandleChallengeResponse (
HttpAuthHandler handler,
HttpResponseHeaders headers,
Target target,
HashSet<Scheme> disabled schemes,
ref String challenge used)

Debug.Assert (handler != null)
Debug.Assert (headers != null)
Debug.Assert (challenge used != null);
challenge used = null; //.clear();
HttpAuth.Scheme current scheme = handler.auth scheme () ;
if (disabled schemes.Contains (current scheme))
return
HttpAuth.AuthorizationResult.AUTHORIZATION_RESULT_REJECT;

’

I~
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String current scheme name = SchemeToString(current scheme);

String header name = GetChallengeHeaderName (target);
var iter = new Ref<Int32>(0);
String challenge;
HttpAuth.AuthorizationResult authorization result =
HttpAuth.AuthorizationResult .AUTHORIZATION RESULT INVALID;
while (headers.EnumerateHeader (iter, (StringPiece)
header name, out challenge))
{
HttpAuthChallengeTokenizer props = new
HttpAuthChallengeTokenizer (challenge, 0, challenge.Length);
if
('External.Base.StringUtils.LowerCaseEqualsASCII (props.scheme(),
current scheme name))
continue;
authorization result =
handler.HandleAnotherChallenge (props) ;
if (authorization result !=
HttpAuth.AuthorizationResult.AUTHORIZATION_RESULT_INVALID)
{
challenge used = challenge;
return authorization result;

}

return
HttpAuth.AuthorizationResult .AUTHORIZATION RESULT REJECT;



}
Jluctunr b.2 — HitpAuthSspiWin.cs

using Cryptosoft.Titan.Base.Logging;

using System;

using System.Diagnostics;

using System.Runtime.InteropServices;

using Blink.Core;

using Cryptosoft.Titan.PInvoke;

using System.Text;

namespace Blink.External.Net

{
using SECURITY STATUS = Int32;
using SEC_WCHAR = UIntlé6; //unsigned short
using SEC CHAR = Byte; //char;
using TimeStamp = Int64;
using PTimeStamp = Int64;
using SECURITY INTEGER = Int64;
using SECURITY HANDLE = SecHandle;
using CredHandle = SecHandle;
using PCredHandle = SecHandle;
using CtxtHandle = SecHandle;
using PCtxtHandle = SecHandle;
using PSecBufferDesc = SecBufferDesc;
using PSecPkgInfoW = WinAPI.SecPkgInfo;
using static WinAPI;
public static partial class Static

{

internal static void SplitDomainAndUser (String combined, out

String domain, out String user)

{

int backslash idx = combined.IndexOf ("\\");

if (backslash idx == -1)
{
domain = "";//.clear();
user = combined;
}
else
{
domain = combined.Substring (0, backslash idx);
user = combined.Substring(backslash idx + 1);

}
}

internal static int DetermineMaxTokenLength (

SSPILibrary library, string package, ref UInt32
max_ token length)
{
Debug.Assert (library != null);
var status = library.QuerySecurityPackagelInfo (package, out

var PkgInfoPtr);
var pkg info =
Marshal.PtrToStructure<SecPkgInfo> (PkgInfoPtr);
int rv =
if (rv != (int)NetErrors.Error.OK)
return rv;

MapQuerySecurityPackageInfoStatusToError (status);

UInt32 token length = pkg info.cbMaxToken;
status = library.FreeContextBuffer (PkgInfoPtr);
rv = MapFreeContextBufferStatusToError (status);

if (rv != (int)NetErrors.Error.OK)
return rv;

max token length = token length;

return (int)NetErrors.Error.OK;
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public static int
MapAcquireCredentialsStatusToError (SECURITY STATUS status, string package)
{
Debug.WriteLine ($"VLOG (1) << AcquireCredentialsHandle
returned Ox{status:X}");
switch (status)
{
case SEC _E OK:
return (int) NetErrors.Error.OK;
case SEC E INSUFFICIENT MEMORY:
return (int) NetErrors.Error.ERR OUT OF MEMORY;
case SEC E INTERNAL ERROR:
Debug.WriteLine ($"LOG (WARNING) <<
AcquireCredentialsHandle returned unexpected status Ox{status:X}");
return (int)
NetErrors.Error.ERR UNEXPECTED SECURITY LIBRARY STATUS;
case SEC E NO CREDENTIALS:
case SEC_E NOT OWNER:
case SEC E UNKNOWN CREDENTIALS:
return (int)
NetErrors.Error.ERR INVALID AUTH CREDENTIALS;
case SEC E SECPKG NOT FOUND:
return (int)
NetErrors.Error.ERR UNSUPPORTED AUTH SCHEME;
default:
Debug.WriteLine ($"LOG (WARNING) <<
AcquireCredentialsHandle returned undocumented status Ox{status:X}");
return (int)
NetErrors.Error.ERR UNDOCUMENTED SECURITY LIBRARY STATUS;
}
}
public static int AcquireExplicitCredentials (SSPILibrary library,
/*SEC_WCHAR[]*/string package,
String domain,
String user,
String password,
ref CredHandle cred)

SEC_WINNT AUTH IDENTITY identity = new
SEC_WINNT AUTH IDENTITY ();
identity.Flags = SEC WINNT AUTH IDENTITY UNICODE;
identity.User = user;
identity.UserLength = user.Length;
identity.Domain =domain;
identity.DomainLength = domain.Length;
identity.Password = password;
identity.PasswordLength = password.Length;
IntPtr IdentityPtr =
Marshal.AllocHGlobal (Marshal.SizeOf (identity));
Marshal.StructureToPtr (identity, IdentityPtr, false);
TimeStamp expiry = 0;
SECURITY STATUS status = library.AcquireCredentialsHandle (
null, // pszPrincipal
package, //const cast<SEC WCHAR*>(package), //
pszPackage
SECPKG_CRED OUTBOUND, // fCredentialUse
IntPtr.Zero, // pvLogonID
IdentityPtr, //ref identity, // pAuthData
IntPtr.Zero, // pGetKeyFn (not used)
IntPtr.Zero, // pvGetKeyArgument (not used)
ref cred, // phCredential
ref expiry); // ptsExpiry

Marshal.FreeHGlobal (IdentityPtr) ;
return MapAcquireCredentialsStatusToError (status, package);
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}
public static int AcquireDefaultCredentials (SSPILibrary library,
/*const SEC WCHAR**/ref string package, ref CredHandle cred)
{
TimeStamp expiry = 0;
SECURITY STATUS status = library.AcquireCredentialsHandle (
null,
/package, // pszPackage
SECPKG_CRED _OUTBOUND, // fCredentialUse
IntPtr.Zero, // pvLogonID
IntPtr.Zero/*null*/, // pAuthData
IntPtr.Zero, // pGetKeyFn (not used)
IntPtr.Zero, // pvGetKeyArgument (not used)
ref cred, // phCredential
ref expiry); // ptsExpiry
return MapAcquireCredentialsStatusToError (status, package);
}
public static int
MapInitializeSecurityContextStatusToError (SECURITY STATUS status)
{
Debug.WriteLine ($"VLOG (1) << InitializeSecurityContext
returned Ox{status : H}");
switch (status)
{
case WinAPI.SEC E OK:
case WinAPI.SEC I CONTINUE NEEDED:
return (int)NetErrors.Error.OK;
case WinAPI.SEC_I_COMPLETE_AND_CONTINUE:
case WinAPI.SEC_I_COMPLETE_NEEDED:
case WinAPI.SEC_I_INCOMPLETE_CREDENTIALS:
case WinAPI.SEC E INCOMPLETE MESSAGE:
case WinAPI.SEC E INTERNAL ERROR:
Debug.WriteLine ($"LOG (WARNING) <<
InitializeSecurityContext returned unexpected status Ox{status:X}");
return
(int)NetErrors.Error.ERR_UNEXPECTED_SECURITY_LIBRARY_STATUS;
case WinAPI.SEC_E_INSUFFICIENT_MEMORY:
return (int)NetErrors.Error.ERR_OUT_OF_MEMORY;
case WinAPI.SEC_E_UNSUPPORTED_FUNCTION:
Lermontov.NotReached() ;
return (int)NetErrors.Error.ERR UNEXPECTED;
case WinAPI.SEC_E_INVALID_HANDLE:
Lermontov.NotReached () ;
return (int)NetErrors.Error.ERR_INVALID_HANDLE;
case WinAPI.SEC E INVALID TOKEN:
return
(int)NetErrors.Error.ERR INVALID RESPONSE;
case WinAPI.SEC E LOGON DENIED:
return (int)NetErrors.Error.ERR_ACCESS_DENIED;
case WinAPI.SEC E NO CREDENTIALS:
case WinAPI.SEC E WRONG PRINCIPAL:
return
(int)NetErrorS.Error.ERR_INVALID_AUTH_CREDENTIALS;
case WinAPI.SEC_E_NO_AUTHENTICATING_AUTHORITY:
case WinAPI.SEC E TARGET UNKNOWN:
return
(int)NetErrors.Error.ERR_MISCONFIGURED_AUTH_ENVIRONMENT;
default:
Debug.WriteLine ($"LOG (WARNING) <<
InitializeSecurityContext returned undocumented status Ox{status:X}");
return
(int)NetErrors.Error.ERR_UNDOCUMENTED_SECURITY_LIBRARY_STATUS;
}
}



public static int
MapQuerySecurityPackageInfoStatusToError (SECURITY STATUS status)
{
Debug.WriteLine ($"VLOG (1) << QuerySecurityPackageInfo
returned Ox{status:X}");
switch (status)
{
case WinAPI.SEC E OK:
return (int)NetErrors.Error.OK;
case WinAPI.SEC E SECPKG NOT FOUND:
return
(int)NetErrors.Error.ERR_UNSUPPORTED_AUTH_SCHEME;
default:
Debug.WriteLine ($"LOG (WARNING) <<
QuerySecurityPackageInfo returned undocumented status Ox{status:X}");
return
(int)NetErrors.Error.ERR_UNDOCUMENTED_SECURITY_LIBRARY_STATUS;
}
}

public static int
MapFreeContextBufferStatusToError (SECURITY STATUS status)
{
Debug.WriteLine ($"VLOG (1) << FreeContextBuffer returned
Ox{status:X}");
switch (status)
{
case WinAPI.SEC E OK:
return (int)NetErrors.Error.OK;
default:
Debug.WriteLine ($"LOG (WARNING) <<
FreeContextBuffer returned undocumented status Ox{status:X}");
return
(int)NetErrors.Error.ERR_UNDOCUMENTED_SECURITY_LIBRARY_STATUS;
}
}
}
public interface SSPILibrary
{

SECURITY STATUS AcquireCredentialsHandle(string pszPrincipal,
string pszPackage,
uint fCredentialUse,
IntPtr pvLogonId,
IntPtr pvAuthData,
IntPtr pGetKeyFn,
IntPtr pvGetKeyArgument,
ref PCredHandle phCredential,
ref PTimeStamp ptsExpiry);

/SECURITY STATUS InitializeSecurityContext (ref PCredHandle
phCredential,

/*PCtxtHandle*/IntPtr phContext,
/*SEC_WCHAR* */string pszTargetName,
int fContextReq,

int Reservedl,

int TargetDataRep,
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/*PSecBufferDesc*/IntPtr pInput,
int Reserved2,

out PCtxtHandle phNewContext,
out PSecBufferDesc pOutput,

out uint contextAttr,

/*out PTimeStamp*/IntPtr ptsExpiry):;
SECURITY STATUS QuerySecurityPackageInfo (/*LPWSTR*/string
pszPackageName, out IntPtr pkgInfo);
SECURITY STATUS FreeCredentialsHandle(ref PCredHandle phCredential);
SECURITY STATUS DeleteSecurityContext (ref PCtxtHandle phContext);
SECURITY STATUS FreeContextBuffer (IntPtr pvContextBuffer);

}
public class SSPILibraryDefault : SSPILibrary

{
public SSPILibraryDefault ()

{3}
public virtual SECURITY STATUS
AcquireCredentialsHandle (/*LPWSTR*/string pszPrincipal,
/*LPWSTR*/string pszPackage,
UInt32 fCredentialUse,
/*void* */IntPtr pvLogonId,
/*void* */IntPtr pvAuthData,
/*SEC_GET_KEY_FN*/IntPtr pGetKeyFn,
/*void* */IntPtr pvGetKeyArgument,
ref PCredHandle phCredential,
ref PTimeStamp ptsExpiry)
{
return Import.AcquireCredentialsHandle (pszPrincipal,
pszPackage, fCredentialUse,
pvLogonlId,
pvAuthData, pGetKeyFn,
pvGetKeyArgument, ref phCredential,
ref
ptsExpiry);
}
public virtual SECURITY STATUS InitializeSecurityContext (ref
PCredHandle phCredential,
/*PCtxtHandle*/IntPtr phContext,
/*SEC_WCHAR* */string pszTargetName,
Int32 fContextReq,
Int32 Reservedl,

Int32 TargetDataRep,

/*PSecBufferDesc*/IntPtr pInput,
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Int32 Reserved?,

out PCtxtHandle phNewContext,
out PSecBufferDesc pOutput,
out UInt32 contextAttr,

/*out PTimeStamp*/IntPtr ptsExpiry)
{
return Import.InitializeSecurityContext (
ref phCredential,
phContext,
pszTargetName,
fContextReq,
Reservedl,
TargetDataRep,
plnput,
Reserved?2,
out phNewContext,
out pOutput,
out contextAttr,
ptsExpiry);
}
public virtual SECURITY STATUS
QuerySecurityPackagelInfo (/*LPWSTR*/string pszPackageName, out IntPtr pkgInfo)
{
return Import.QuerySecurityPackageInfo (pszPackageName, out
pkgInfo);
}
public virtual SECURITY STATUS FreeCredentialsHandle (ref
PCredHandle phCredential)
{
return Import.FreeCredentialsHandle (ref phCredential);
}
public virtual SECURITY STATUS DeleteSecurityContext (ref
PCtxtHandle phContext)
{
return Import.DeleteSecurityContext (ref phContext);
}
public virtual SECURITY STATUS FreeContextBuffer (IntPtr
pvContextBuffer)
{
return Import.FreeContextBuffer (pvContextBuffer);
}
}
public class HttpAuthSSPI : IDisposable
{
public HttpAuthSSPI (SSPILibrary sspi library,
string scheme,
/*SEC_WCHAR* */string security package,
UInt32 max token length)

library = sspi library;

scheme = scheme;

security package = security package;
max_ token length = max token length;
can delegate = false;

Debug.Assert (library != null);

SecInvalidateHandle (ref cred );
SecInvalidateHandle (ref ctxt );

}
public bool NeedsIdentity ()
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return decoded server auth token .Length == 0;//.isEmpty();

}
public bool AllowsExplicitCredentials()

{
return true;
}
public HttpAuth.AuthorizationResult
ParseChallenge (HttpAuthChallengeTokenizer tok)
{
if (!Base.StringUtils.LowerCaseEqualsASCII (tok.scheme(),
scheme .ToLower ()))
return
Net.HttpAuth.AuthorizationResult.AUTHORIZATION_RESULT_INVALID;

string encoded auth token = tok.base64 param();
if (encoded auth token.isEmpty())
{
if (SecIsValidHandle (ctxt ))
return
Net.HttpAuth.AuthorizationResult.AUTHORIZATION RESULT REJECT;
Debug.Assert (decoded server auth token .Length ==
0/*.isEmpty () */);
return
Net.HttpAuth.AuthorizationResult.AUTHORIZATION RESULT ACCEPT;
}
else
{
if (!SecIsValidHandle (ctxt ))
return
Net.HttpAuth.AuthorizationResult.AUTHORIZATION RESULT INVALID;
}
decoded server auth token =
Convert.FromBase64String (encoded auth token);
return
Net.HttpAuth.AuthorizationResult.AUTHORIZATION RESULT ACCEPT;
}
public int GenerateAuthToken (AuthCredentials credentials,
string spn,

/*ref*/Ref<string> auth token)

int rv;

if (!SecIsValidHandle (cred ))

{
rv = OnFirstRound (credentials);
if (rv != (int)NetErrors.Error.OK)

return rv;

}

Debug.Assert (SecIsValidHandle (cred )) ;

/*void**/IntPtr out buf;

int out buf len;

IntPtr TempServerToken =

Marshal.AllocHGlobal (decoded server auth token .Length);

Marshal.Copy (decoded server auth token , 0, TempServerToken,

decoded server auth token .Length);
rv = GetNextSecurityToken (
spn,
TempServerToken,
decoded server auth token .Length/*.length()*/,
out /*&*/out buf,
out /*&*/out buf len);

Marshal.FreeHGlobal (TempServerToken) ;
if (rv != (int)NetErrors.Error.OK)
return rv;
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Byte[] TempOutBuf = new Byte[out buf len];
Marshal.Copy (out buf, TempOutBuf, 0, out buf len);
string encode output;
encode_ output = Convert.ToBase64String (TempOutBuf) ;
Marshal.FreeHGlobal (out buf);//free (out buf);
auth token.Value = scheme + " " + encode output;
return (int)NetErrors.Error.OK;
}
public void Delegate ()
{
can _delegate = true;
}
private int OnFirstRound(AuthCredentials credentials)
{
Debug.Assert (!SecIsValidHandle (cred ));
int rv = (int)NetErrors.Error.OK;
if (credentials != null)
{
String domain;
String user;
Static.SplitDomainAndUser (credentials.username (), out
domain, out user);
rv = Static.AcquireExplicitCredentials (library ,

security package , domain,
user,
credentials.password(), ref cred );
if (rv != (int)NetErrors.Error.OK)
return rv;
}
else

rv = Static.AcquireDefaultCredentials(library , ref
security package , ref cred );
if (rv !'= (int)NetErrors.Error.OK)
return rv;
}
return rv;
}
private int GetNextSecurityToken (
string spn,
/*void* */IntPtr in token,
int in token len,
out /*void** */IntPtr out token,
out int out token len)
{
out token len = 0;
out token = IntPtr.Zero;
IntPtr ctxt ptr;
SecBufferDesc in buffer desc = new SecBufferDesc();
SecBufferDesc out buffer desc = new SecBufferDesc();
/*SecBufferDesc**/IntPtr in buffer desc ptr;
SecBuffer in buffer = new SecBuffer();
SecBuffer out buffer = new SecBuffer();
if (in_token len > 0)
{
// Prepare input buffer.
in buffer desc.ulVersion =
(int)SecBufferType.SECBUFFER_VERSION;
in buffer desc.cBuffers = 1;
in buffer desc.pBuffers =
Marshal.AllocHGlobal (Marshal.SizeOf (in_buffer));
Marshal.StructureToPtr (in buffer,
in buffer desc.pBuffers, false);//in buffer desc.pBuffers = &in buffer;
in buffer.BufferType = (int)SecBufferType.SECBUFFER TOKEN;
in buffer.cbBuffer = in token len;
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in buffer.pvBuffer = /*const cast<void*>*/(in_token);
Marshal.StructureToPtr (in buffer,
in buffer desc.pBuffers, false); //Cunxponmsupyem in buffer u

in buffer desc.pBuffers nocne msmenenusa in buffer
//ctxt ptr = &ctxt ;
ctxt ptr =
Marshal.AllocHGlobal (Marshal.SizeOf (ctxt ));
Marshal.StructureToPtr (ctxt , ctxt ptr, false);
//in buffer desc ptr = &in buffer desc;
in buffer desc ptr =
Marshal.AllocHGlobal (Marshal.SizeOf (in buffer desc));
Marshal.StructureToPtr (in buffer desc,
in buffer desc ptr, false);
}
else
{
if (SecIsValidHandle (ctxt ))
{
Lermontov.NotReached () ;
return (int)NetErrors.Error.ERR UNEXPECTED;

ctxt ptr = IntPtr.Zero;//null;
in buffer desc ptr = IntPtr.Zero;//null;
}
out buffer desc.ulVersion = (int)SecBufferType.SECBUFFER VERSION;
out buffer desc.cBuffers = 1;
out buffer desc.pBuffers =
Marshal.AllocHGlobal (Marshal.SizeOf (out buffer));
Marshal.StructureToPtr (out buffer, out buffer desc.pBuffers,
false);
out buffer.BufferType = (int)SecBufferType.SECBUFFER TOKEN
out buffer.cbBuffer = (int)max token length ;
out buffer.pvBuffer =
Marshal.AllocHGlobal (out buffer.cbBuffer);//malloc (out buffer.cbBuffer);
Marshal.StructureToPtr (out buffer, out buffer desc.pBuffers,
false);
if (out buffer.pvBuffer == IntPtr.Zero)
return (int)NetErrors.Error.ERR_OUT_OF_MEMORY;
UInt32 context flags = 0;
if (can_delegate )
context flags |= (ISC _REQ DELEGATE | ISC REQ MUTUAL AUTH);
UInt32 context attribute = 0;
String spnl6 = spn;//Base.ASCIIToUTF16 (spn);
SECURITY STATUS status = library .InitializeSecurityContext (
ref cred , // phCredential
ctxt ptr, // phContext
spnl6, //const cast<Base.charl6*>(spnl6.c str()), //
pszTargetName
(Int32)context flags, // fContextReq
0, // Reservedl (must be 0)
(Int32) SECURITY NATIVE DREP, // TargetDataRep
in buffer desc ptr, // plnput
0, // Reserved2 (must be 0)
out ctxt , // phNewContext
out out buffer desc, // pOutput
out context attribute, // pfContextAttr
IntPtr.Zero/*NULL*/); // ptsExpiry
int rv =
Static.MapInitializeSecurityContextStatusToError (status);
out buffer =
(SecBuffer)Marshal.PtrToStructure (out buffer desc.pBuffers,
typeof (SecBuffer));
if (rv != (int)NetErrors.Error.OK)
{

ResetSecurityContext () ;



Marshal.FreeHGlobal (out buffer.pvBuffer);//free (out buffer.pvBuffer);

return rv;

}
if (out buffer.cbBuffer == 0)

{

Marshal.FreeHGlobal (out buffer.pvBuffer);//free (out buffer.pvBuffer);

out buffer.pvBuffer = IntPtr.Zero;
}
out token = out buffer.pvBuffer;
out token len = out buffer.cbBuffer;
return (int)NetErrors.Error.OK;

private void ResetSecurityContext ()
{
if (SecIsValidHandle (ctxt ))
{
library .DeleteSecurityContext (ref ctxt );
SecInvalidateHandle (ref ctxt );

}

}
private SSPILibrary library ;

private string scheme ;
private /*SEC_WCHAR* */string security package ;
private /*string*/Byte[] decoded server auth token =
/*String.Empty*/new Byte[0];
private UInt32 max token length ;
private CredHandle cred ;
private CtxtHandle ctxt ;
private bool can delegate ;
#region IDisposable Support
private bool disposedvValue = false;
protected virtual void Dispose (bool disposing)
{
if (!disposedValue)
{
if (disposing)
{
ResetSecurityContext () ;
if (SecIsValidHandle (cred ))

{
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library .FreeCredentialsHandle(ref cred );

SecInvalidateHandle (ref cred );

}
}
disposedValue = true;
}
}
public void Dispose ()
{
Dispose (true) ;

}

#endregion

}
Jluctunr b.3 — HttpAuthHandlerNTLM.cs

#define NTLM SSPI //SELF

using Blink.URL;

using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using System.Threading.Tasks;
namespace Blink.External.Net

{
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public partial class HttpAuthHandlerNTLM : HttpAuthHandler

{
public static Factory CreateFactory ()

{

#if OS_WIN || OS_QPOS
return new FactoryWin () ;
#else
throw new NotImplementedException () ;
#endif

}
public abstract class Factory : HttpAuthHandlerFactory

{
protected Factory ()
{
}
#if NTLM SSPI
public void set sspi library(SSPILibrary sspi library)
{
ScopedObjImpl.Reset (ref sspi library , sspi library);
}
#endif // NTLM_SSPI
#if NTLM SSPI
protected UInt32 max token length ;
protected bool first creation ;
protected bool is unsupported ;
protected /*scoped ptr*/SSPILibrary sspi library ;
#endif // NTLM_SSPI
}
#if NTLM PORTABLE
HttpAuthHandlerNTLM() ;
#endif
#if NTLM SSPI
public HttpAuthHandlerNTLM(SSPILibrary sspi library, UInt64
max_ token length, URLSecurityManager url security manager)

{

auth sspi = new HttpAuthSSPI(sspi library, "NTLM", "NTLM",
(UInt32)max_ token length);
url security manager = url security manager;

}
public override bool NeedsIdentity ()

{
return auth sspi .NeedsIdentity();

}

public override bool AllowsDefaultCredentials()

{

if (target == HttpAuth.Target.AUTH PROXY)
return true;
if (url security manager == null)

return false;
return url security manager .CanUseDefaultCredentials(origin );
}
#endif
public override HttpAuth.AuthorizationResult
HandleAnotherChallenge (HttpAuthChallengeTokenizer challenge)
{

return ParseChallenge(challenge, false);

}
protected override bool Init (HttpAuthChallengeTokenizer tok)

{

auth scheme = HttpAuth.Scheme.AUTH SCHEME NTLM;
score = 3;
properties_ = (int)Property.ENCRYPTS_IDENTITY |

(int)Property.IS_CONNECTION_BASED;
return ParseChallenge (tok, true) ==
HttpAuth.AuthorizationResult.AUTHORIZATIONiRESULTiACCEPT;



}

protected override int GenerateAuthTokenImpl (
AuthCredentials credentials,
HttpRequestInfo request,
CompletionCallback callback,
/*ref*/ Ref<String> auth token)

#if NTLM SSPIT
return auth sspi .GenerateAuthToken (
credentials,
CreateSPN (origin ),
auth token) ;
#telse // !NTLM_SSPI
// TODO (cbentzel): Shouldn't be hitting this case.
if (!credentials)
{
LOG (ERROR) << "Username and password are expected to
be non-null.";
return ERR MISSING AUTH CREDENTIALS;
}
const void* in buf;
void* out buf;
uint32 in buf len, out buf len;
String decoded auth data;
String domain;
String user;
const String&username = credentials.username () ;
const Base.charl6 backslash character = '\\';
size t backslash idx = username.find(backslash character);
if (backslash idx == String::npos)
{
user = username;
}
else
{
domain = username.substr (0, backslash idx);
user = username.substr (backslash idx + 1);
}
domain = domain;
credentials_.Set (user, credentials.password());
if (auth data .empty())
{
in buf len = 0;
in buf = null;
int rv = InitializeBeforeFirstChallenge();
if (rv != OK)
return rv;
}
else
{
if (!Base.Base64Decode (auth data ,
&decoded auth data))

LOG (ERROR) << "Unexpected problem Base64
decoding.";
return ERR UNEXPECTED;
}
in buf len = decoded auth data.length();
in buf = decoded auth data.data();
}
int rv = GetNextToken (in buf, in buf len, &out buf,
&out buf len);
if (rv != OK)
return rv;



out buf len);

String encode input (static cast<char*>(out buf),

String encode output;
Base.Base64Encode (encode input, &encode output);
// OK, we are done with |out buf|

free (out_buf) ;

*auth token = String("NTLM ") + encode_ output;
return OK;

#endif

}

public override void Dispose ()

{

GC.SuppressFinalize (this);
Dispose (true);

}

private /*virtual*/ void Dispose (bool disposing)

{

if (disposing)

{

if (auth _sspi != null)

{

}

auth sspi .Dispose();
auth sspi = null;

~HttpAuthHandlerNTLM ()

{

Dispose (false);

}
#if NTLM PORTABLE

private static GenerateRandomProc
SetGenerateRandomProc (GenerateRandomProc proc);
private static HostNameProc SetHostNameProc (HostNameProc proc);

#endif

private HttpAuth.AuthorizationResult
ParseChallenge (HttpAuthChallengeTokenizer tok, bool initial challenge)

{

#if NTLM SSPI
return auth sspi .ParseChallenge (tok);

#else

auth data .clear();
if (!LowerCaseEqualsASCII (tok.scheme(), "ntlm"))
return HttpAuth::AUTHORIZATION_RESULT_INVALID;
String base64 param = tok.base64 param();
if (base64 param.empty())
{
if (!initial challenge)
return HttpAuth::AUTHORIZATION_RESULT_REJECT;
return HttpAuth::AUTHORIZATION RESULT ACCEPT;

else
{
if (initial challenge)
return HttpAuth::AUTHORIZATION RESULT INVALID;
}
auth data = base64 param;

return HttpAuth::AUTHORIZATION RESULT ACCEPT;

#endif // defined(NTLM SSPI)

}

private static String CreateSPN(GURL origin)

{

String Target = "HTTP/";
Target += NetUtil.GetHostAndPort (origin);
return Target;
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}
#if NTLM SSPI
private HttpAuthSSPI auth sspi ;
#endif B B
#if NTLM PORTABLE
private static GenerateRandomProc generate random proc_;
private static HostNameProc get host name proc_ ;
#endif
private String domain ;
private AuthCredentials credentials ;
private String auth data ;
#if NTLM SSPI
private URLSecurityManager url security manager ;
#endif B B B
}
}

Jluctunr b.4 — HitpAuthHandlerNegotiate.cs

using Cryptosoft.Titan.Base.Logging;
using System;
using System.Collections.Generic;
using System.Diagnostics;
using Blink.Core;
using Blink.URL;
namespace Blink.External.Net
{
#if OS_WIN

using AuthLibrary = SSPILibrary;

using AuthSystem = HttpAuthSSPI;
#elif 0S_POSIX

typedef GSSAPILibrary AuthLibrary;
typedef HttpAuthGSSAPI AuthSystem;

#endif

public class HttpAuthHandlerNegotiate : HttpAuthHandler

{

public class Factory : HttpAuthHandlerFactory
{
public Factory ()
{

disable cname lookup = false;
use port = false;
resolver = null;
#if OS_WIN
max_ token length = 0;
first creation = true;
#endif
is_unsupported = false;
}
public bool disable cname lookup() { return

disable cname lookup ; }

public void set disable cname lookup (bool
disable cname lookup)

{

disable cname lookup = disable cname lookup;
}
public bool use port() { return use port ; }
public void set use port (bool use port) { use port =

use port; }
public void set host resolver (HostResolver host resolver)
{
resolver = host resolver;
}
public void set library(AuthLibrary auth library)

{
auth library = auth library;



}
public override int
CreateAuthHandler (HttpAuthChallengeTokenizer challenge,

HttpAuth.Target target,
GURL origin,
CreateReason reason,
int digest nonce_ count,
BoundNetLog net log,
out HttpAuthHandler handler)

handler = null;
#if OS WIN
if (is_unsupported || reason ==
CreateReason.CREATE PREEMPTIVE)
return
(int)NetErrors.Error.ERR UNSUPPORTED AUTH SCHEME;
if (max _token length == 0)
{
int rv =
Static.DetermineMaxTokenLength (auth library , WinAPI.NEGOSSP NAME,
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ref max token length );

if (rv ==
(int)NetErrors.Error.ERR_UNSUPPORTED_AUTH_SCHEME)
is unsupported = true;
if (rv != (int)NetErrors.Error.OK)

return rv;

}
HttpAuthHandler tmp handler = new
HttpAuthHandlerNegotiate (auth library , max token length ,

url security manager(), resolver ,

disable cname lookup , use port );

if (!tmp_handler.InitFromChallenge (challenge, target,

origin, net log))
return
(int)NetErrors.Error.ERR INVALID RESPONSE;
handler = tmp handler;
return (int)NetErrors.Error.OK;
#elif OS POSIX
if (is_unsupported )
return ERR UNSUPPORTED AUTH SCHEME;
if (lauth library .Init()) {
is unsupported = true;
return ERR UNSUPPORTED AUTH SCHEME;
}
scoped ptr<HttpAuthHandler> tmp handler (
new
HttpAuthHandlerNegotiate (auth library .get(), url security manager(),

resolver , disable cname lookup ,

use port ));
if (!tmp_handler.InitFromChallenge (challenge,
target, origin, net log))
return ERR INVALID RESPONSE;
handler.swap (tmp_handler) ;
return OK;

#endif
}
private bool disable cname lookup ;
private bool use port ;
private HostResolver resolver ;
#if OS WIN

private UInt32 max token length ;
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private bool first creation ;

fendif
private bool is unsupported ;
private AuthLibrary auth library ;
}
public HttpAuthHandlerNegotiate (AuthLibrary auth library,
#if OS_WIN
UInt32 max token length,
fendif

URLSecurityManager

url security manager,
HostResolver host resolver,
bool disable cname lookup,
bool use port)

#if OS_WIN
auth system = new AuthSystem(auth library, "Negotiate",
WinAPI.NEGOSSP NAME, max token length);
#elif OS_POSIX
auth system (auth library, "Negotiate", CHROME GSS SPNEGO MECH OID DESC),
#endif
disable cname lookup = disable cname lookup;
use port = use port;
resolver = host resolver;
already called = false;
has credentials = false;
auth token = new Ref<String>(null);//null;
next state = State.STATE NONE;
url security manager = url security manager;
}
public override void Dispose ()
{
GC.SuppressFinalize (this);
Dispose (true) ;
}
private /*virtual*/ void Dispose (bool disposing)
{
if (disposing)
{
if (auth _system != null)
{
auth system .Dispose();
auth system = null;

if (single resolve != null)

single resolve .Dispose();
single resolve = null;

}
}
~HttpAuthHandlerNegotiate ()
{
Dispose(false);
}
internal string CreateSPN (AddressList address list, GURL origin)
{
int port = origin.EffectiveIntPort();
string server = address list.canonical name () ;
if (server.isEmpty())
server = origin.host();
#if OS WIN
const char kSpnSeparator = '/';
#elif 0S POSIX
static const char kSpnSeparator = 'Q@';
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fendif
if (port != 80 && port != 443 && use port )
{
return String.Format ("HTTP{O}{1l}:{2:D}",
kSpnSeparator, server, port);
}
else
{
return String.Format ("HTTP{O0}{1l}", kSpnSeparator,

server) ;
}
}
public string spn() { return spn ; }
public override HttpAuth.AuthorizationResult
HandleAnotherChallenge (HttpAuthChallengeTokenizer challenge)
{

return auth system .ParseChallenge (challenge);

}
public override bool NeedsIdentity()

{

return auth system .NeedsIdentity();

}
public override bool AllowsDefaultCredentials()

{

if (target == Net.HttpAuth.Target.AUTH PROXY)
return true;

if (url security manager == null)
return false;

return

url security manager .CanUseDefaultCredentials(origin );

}
public override bool AllowsExplicitCredentials /()

{

return auth system .AllowsExplicitCredentials():;

}
protected override bool Init (HttpAuthChallengeTokenizer challenge)
{
#if OS POSIX
if (lauth _system .Init()) {
VLOG (1) << "can't initialize GSSAPI library";
return false;
}
if (!'AllowsDefaultCredentials())
return false;
#endif
if (CanDelegate())
auth system .Delegate();

auth scheme = Net.HttpAuth.Scheme.AUTH SCHEME NEGOTIATE;
score = 4;
properties = (int) (Property.ENCRYPTS IDENTITY |

Property.IS CONNECTION BASED) ;
HttpAuth.AuthorizationResult auth result =
auth system .ParseChallenge (challenge);
return (auth result ==
Net.HttpAuth.AuthorizationResult.AUTHORIZATION RESULT ACCEPT) ;
}

protected override int GenerateAuthTokenImpl (AuthCredentials

credentials,
HttpRequestInfo request,

CompletionCallback

callback,
/*ref*/ Ref<String>
auth token)

{
Debug.Assert (callback == null);



null)

Debug.Assert (auth token .Value == null);
auth token = auth token;

if (already called )

{

Debug.Assert ((!has credentials_ && credentials ==

(has _credentials &&

credentials.Equals(credentials )));

rv) ;

next state = State.STATE GENERATE AUTH TOKEN;
}
else
{
already called = true;
if (credentials != null)
{
has credentials = true;
credentials_ = credentials;
}
next state = State.STATE RESOLVE CANONICAL NAME;
}
int rv = DoLoop((int)NetErrors.Error.OK) ;
if (rv == (int)NetErrors.Error.ERR IO PENDING)
callback = callback;
return rv;
}
private enum State
{
STATE RESOLVE CANONICAL NAME,
STATE RESOLVE CANONICAL NAME COMPLETE,
STATE GENERATE AUTH TOKEN,
STATE GENERATE AUTH TOKEN COMPLETE,
STATE NONE,
}
private void OnIOComplete (int result)
{
int rv = DolLoop (result);
if (rv != (int)NetErrors.Error.ERR IO PENDING)
DoCallback (rv) ;
}
private void DoCallback (int rv)
{
Debug.Assert (rv != (int)NetErrors.Error.ERR IO PENDING) ;
Debug.Assert (callback != null);
CompletionCallback callback = callback ;
callback = null;//.Reset();
callback.Invoke (rv) ;
}
private int DoLoop (int result)

{

Debug.Assert (next state != State.STATE NONE) ;
int rv = result;
do
{
State state = next state ;
next state = State.STATE NONE;

switch (state)
{
case State.STATE RESOLVE CANONICAL NAME:
Debug.Assert ((int)NetErrors.Error.OK ==

rv = DoResolveCanonicalName () ;
break;
case

State.STATE RESOLVE CANONICAL NAME COMPLETE:

rv = DoResolveCanonicalNameComplete (rv) ;
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break;
case State.STATE GENERATE AUTH TOKEN:
Debug.Assert ((int)NetErrors.Error.OK ==

rv);
rv = DoGenerateAuthToken () ;
break;
case State.STATE GENERATE AUTH TOKEN COMPLETE:
rv = DoGenerateAuthTokenComplete (rv);
break;
default:
Lermontov.NotReached ("bad state");
rv = (int)NetErrors.Error.ERR FAILED;
break;
}
} while (rv != (int)NetErrors.Error.ERR IO PENDING &&
next state != State.STATE NONE) ;
return rv;
}
private int DoResolveCanonicalName ()
{
next state = State.STATE RESOLVE CANONICAL NAME COMPLETE;
if (disable cname lookup || resolver == null)
return (int)NetErrors.Error.OK;
Debug.Assert (single resolve == null);
HostResolver.RequestInfo info = new
HostResolver.RequestInfo (new HostPortPair (origin .host(), 0));
info.set host resolver flags(HostResolverFlags.HOST RESOLVER CANONNAME) ;
single resolve = new SingleRequestHostResolver (resolver );
return single resolve .Resolve(
info,
RequestPriority.DEFAULT PRIORITY,
address_1list ,
this.OnIOComplete,
net log );
}
private int DoResolveCanonicalNameComplete (int rv)
{
Debug.Assert ( (int)NetErrors.Error.ERR IO PENDING != rv);
if (rv != (int)NetErrors.Error.OK)
{
Debug.WriteLine ($"VLOG (1) << Problem finding canonical
name for SPN for host {origin .host()} : {NetErrors.ErrorToString(rv)}");
rv = (int)NetErrors.Error.OK;
}
next state = State.STATE GENERATE AUTH TOKEN;
spn_ = CreateSPN(address_list , origin );
address list = new AddressList();
return rv;
}
private int DoGenerateAuthToken ()
{
next state = State.STATE GENERATE AUTH TOKEN COMPLETE;
AuthCredentials credentials = has credentials ?
credentials : null;

return auth system .GenerateAuthToken (credentials, spn_,
/*ref*/ auth token );
}
private int DoGenerateAuthTokenComplete (int rv)

{
Debug.Assert ((int)NetErrors.Error.ERR IO PENDING != rv);

auth token = new Ref<String>(null); 7/nu11;
return rv;

}
private bool CanDelegate()



if (target == Net.HttpAuth.Target.AUTH PROXY)
return false;
if (url security manager == null)

return false;

return url security manager .CanDelegate(origin );
}
private AuthSystem auth system ;
private bool disable cname lookup ;
private bool use port ;
private HostResolver resolver ;
private AddressList address list = new AddressList();
private SingleRequestHostResolver single resolve ;
private bool already called ;
private bool has credentials ;
private AuthCredentials credentials ;
private string spn_;
private CompletionCallback callback ;
private Ref<String> auth token ;
private State next state ;
private URLSecurityManager url security manager ;

}
JIuctunr b.5 — HttpAuthHandlerBasic.cs

using System;
using System.Collections.Generic;
using System.Diagnostics;
using System.Ling;
using System.Text;
using System.Threading.Tasks;
namespace Blink.External.Net
{
public class HttpAuthHandlerBasic : HttpAuthHandler
{
public class Factory : HttpAuthHandlerFactory
{
public Factory()
{
}

public override int CreateAuthHandler (
HttpAuthChallengeTokenizer challenge,
HttpAuth.Target target,
URL.GURL origin,
CreateReason reason,
int digest nonce_ count,
BoundNetLog net log,
out HttpAuthHandler handler)
{
HttpAuthHandler tmp handler = new
HttpAuthHandlerBasic () ;
if (!tmp_ handler.InitFromChallenge (challenge,
origin, net log))

handler = null;
return (int)
NetErrors.Error.ERR INVALID RESPONSE;
}
handler = tmp handler;
return (int)NetErrors.Error.OK;

}

public override HttpAuth.AuthorizationResult
HandleAnotherChallenge (HttpAuthChallengeTokenizer challenge)

{

String realm;
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if (!ParseRealm(challenge, out realm))

return
HttpAuth.AuthorizationResult.AUTHORIZATION_RESULT_INVALID;
return (realm != realm) °?

HttpAuth.AuthorizationResult .AUTHORIZATION RESULT DIFFERENT REALM
HttpAuth.AuthorizationResult .AUTHORIZATION RESULT REJECT;
}
public override void Dispose ()
{
}
protected override bool Init (HttpAuthChallengeTokenizer challenge)
{
auth scheme = HttpAuth.Scheme.AUTH SCHEME BASIC;
score = 1;
properties = 0;
return ParseChallenge (challenge) ;
}
protected override int GenerateAuthTokenImpl (
AuthCredentials credentials,
HttpRequestInfo request,
CompletionCallback callback,
/*ref*/ Ref<String> auth token)

Debug.Assert (credentials != null);
String base64 username password;
List<Byte> DataToEncode = new List<Byte>();
DataToEncode.AddRange (Encoding.UTF8.GetBytes (credentials.username()));
DataToEncode.AddRange (Encoding.ASCII.GetBytes (":"));
DataToEncode.AddRange (Encoding.UTF8.GetBytes (credentials.password()));
base64 username password =
Convert.ToBase64String (DataToEncode.ToArray()) ;
auth token.Value = "Basic " + base64 username password;
return (Int32)NetErrors.Error.OK;
}
private bool ParseChallenge (HttpAuthChallengeTokenizer challenge)
{
if (String.Compare (challenge.scheme (), "basic",
StringComparison.InvariantCultureIgnoreCase) != 0)
return false;
String realm;

if (!ParseRealm(challenge, out realm))
return false;
realm = realm;

return true;
}
private static bool ParseRealm (HttpAuthChallengeTokenizer
tokenizer, out String realm)
{
realm = String.Empty;
var parameters = tokenizer.param pairs();
while (parameters.GetNext())
{
if (String.Compare (parameters.name (), "realm",
StringComparison.InvariantCultureIgnoreCase) != 0)
continue;
realm = parameters.value () .Normalize();
if (!realm.IsNormalized())
{
return false;
}
}
return parameters.valid();

}
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Jluctunr b.6 — HitpAuthHandlerDigest.cs

using Cryptosoft.Titan.Base.lLogging;

using System;

using System.Collections.Generic;
using System.Diagnostics;

using System.Ling;

using System.Text;

using System.Threading.Tasks;

using Blink.Core;

using static Blink.External.Net.Static;
namespace Blink.External.Net

{

public class HttpAuthHandlerDigest : HttpAuthHandler

{

public interface NonceGenerator

{

}

String GenerateNonce () ;

public class DynamicNonceGenerator : NonceGenerator

{

private const String domain = "0123456789%abcdef";
private Random mRandom = new

Random ( (Int32)DateTime.Now.Ticks) ;

}

public DynamicNonceGenerator ()

{

}

public String GenerateNonce ()

{
List<Char> cnonce = new List<Char>(16);
for (int i = 0; 1 < 16; ++1)

cnonce.Add (domain [mRandom.Next (0, 15)]);

return new String(cnonce.ToArray()):;

}

public class FixedNonceGenerator : NonceGenerator

{

}

public FixedNonceGenerator (String nonce)
{
nonce = nonce;
}
public String GenerateNonce ()
{
return nonce ;
}

private readonly String nonce ;

public class Factory : HttpAuthHandlerFactory

{

nonce generator)

public Factory ()
{
nonce_generator = new DynamicNonceGenerator();

}

public void set nonce generator (NonceGenerator

{
nonce generator /*.reset*/ = nonce generator;
}
public override int CreateAuthHandler (
HttpAuthChallengeTokenizer challenge,
HttpAuth.Target target,
URL.GURL origin,
CreateReason reason,
int digest nonce_ count,
BoundNetLog net log,
out HttpAuthHandler handler)
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/*scoped ptr*/HttpAuthHandler tmp handler = new
HttpAuthHandlerDigest (digest nonce count, nonce generator );

if (!tmp handler.InitFromChallenge (challenge, target,
origin, net log))

handler = null;
return (int)
NetErrors.Error.ERR INVALID RESPONSE;
}
handler = tmp_ handler;
return (int)NetErrors.Error.OK;
}
private /*scoped ptr*/NonceGenerator nonce generator ;
}
public override HttpAuth.AuthorizationResult
HandleAnotherChallenge (HttpAuthChallengeTokenizer challenge)
{
if (String.Compare (challenge.scheme (), "digest",
StringComparison.InvariantCultureIgnoreCase) != 0)
return
HttpAuth.AuthorizationResult.AUTHORIZATION RESULT INVALID;
HttpUtil.NameValuePairsIterator parameters =
challenge.param pairs();
String original realm = String.Empty;
while (parameters.GetNext ())
{
if (String.Compare (parameters.name (), "stale",
StringComparison.InvariantCulturelIgnoreCase) == 0)

{

if (String.Compare (parameters.value(), "true",
StringComparison.InvariantCultureIgnoreCase) == 0)
return

HttpAuth.AuthorizationResult.AUTHORIZATION_RESULT_STALE;

}

else if (String.Compare (parameters.name (), "realm",
StringComparison.InvariantCultureIgnoreCase) == 0)

{

original realm = parameters.value();

}
return (original realm != original realm) ?
HttpAuth.AuthorizationReSult.AUTHORIZATION_RESULT_DIFFERENT_REALM
HttpAuth.AuthorizationReSult.AUTHORIZATION_RESULT_REJECT;
}
public override void Dispose () {}
protected override bool Init (HttpAuthChallengeTokenizer challenge)
{
return ParseChallenge (challenge) ;
}
protected override int GenerateAuthTokenImpl (
AuthCredentials credentials,
HttpRequestInfo request,
CompletionCallback callback,
/*ref*/ Ref<String> auth token)

String cnonce = nonce generator .GenerateNonce();
String method;
String path;
GetRequestMethodAndPath (request, out method, out path);
auth token.Value = AssembleCredentials (method, path,
credentials, cnonce, nonce_count );

return (int)NetErrors.Error.OK;

}

public enum DigestAlgorithm
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ALGORITHM UNSPECIFIED,
ALGORITHM MD5,
ALGORITHM MD5 SESS,
}
public enum QualityOfProtection
{
QOP_UNSPECIFIED,
QOP AUTH,
}
private HttpAuthHandlerDigest (int nonce count, NonceGenerator
nonce_generator)
{
stale = false;
algorithm = DigestAlgorithm.ALGORITHM UNSPECIFIED;
gop_ = QualityOfProtection.QOP UNSPECIFIED;
nonce_count = nonce count;
nonce generator = nonce generator;
Debug.Assert (nonce generator != null);
}
private bool ParseChallenge (HttpAuthChallengeTokenizer challenge)
{
auth scheme = HttpAuth.Scheme.AUTH SCHEME DIGEST;
score = 2;
properties = (Int32)Property.ENCRYPTS IDENTITY;
stale = false;
algorithm = DigestAlgorithm.ALGORITHM UNSPECIFIED;
gop_ = QualityOfProtection.QOP UNSPECIFIED;
realm = original realm = nonce = domain_ = opaque =
String.Empty;
if (String.Compare (challenge.scheme (), "digest",
StringComparison.InvariantCultureIgnoreCase) != 0)
return false;
HttpUtil.NameValuePairsIterator parameters =
challenge.param pairs();
while (parameters.GetNext())
{
if (!ParseChallengeProperty (parameters.name (),
parameters.value()))
return false;
}
if (!parameters.valid())
return false;
if (String.IsNullOrEmpty (nonce ))
return false;
return true;
}
private bool ParseChallengeProperty (String name, String value)
{
if (String.Compare (name, "realm",
StringComparison.InvariantCultureIgnoreCase) == 0)
{
String realm = value.Normalize();
if (!realm.IsNormalized())
return false;
realm = realm;
original realm = value;

else if (String.Compare (name, "nonce",
StringComparison.InvariantCultureIgnoreCase) == 0)
{
nonce = value;

}

else if (String.Compare (name, "domain",
StringComparison.InvariantCultureIgnoreCase) == 0)



domain = value;
}
else if (String.Compare (name, "opaque",
StringComparison.InvariantCultureIgnoreCase) == 0)
{
opaque_ = value;
}

else if (String.Compare (name, "stale",

StringComparison.InvariantCultureIgnoreCase) == 0)
{
stale = String.Compare (value, "true",
StringComparison.InvariantCultureIgnoreCase) == 0;

}
else if (String.Compare (name, "algorithm",
StringComparison.InvariantCultureIgnoreCase) == 0)
{
if (String.Compare (value, "md5",
StringComparison.InvariantCultureIgnoreCase) == 0)
{
algorithm = DigestAlgorithm. ALGORITHM MD5;
}
else 1f (String.Compare (value, "md5-sess",
StringComparison.InvariantCultureIgnoreCase) == 0)

{
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algorithm = DigestAlgorithm.ALGORITHM MD5 SESS;

}

else

{

Lermontov.DVLog (1, "Unknown value of algorithm");

’

return false;
}
}
else if (String.Compare (name, "gop",
StringComparison.InvariantCultureIgnoreCase) == 0)
{
HttpUtil.ValuesIterator gop values = new
HttpUtil.ValuesIterator (value, 0, value.Length, ',');
gop_ = QualityOfProtection.QOP UNSPECIFIED;
while (gop values.GetNext())
{

if (String.Compare (gop values.value(), "auth",

StringComparison.InvariantCultureIgnoreCase) == 0)
{
gop_ = QualityOfProtection.QOP AUTH;
break;
}
}
}
else

{
Lermontov.DVLog(l, "Skipping unrecognized digest
property") ;

return true;
}
private static String QopToString (QualityOfProtection gop)
{
switch (qgop)
{
case QualityOfProtection.QOP UNSPECIFIED:
return String.Empty;
case QualityOfProtection.QOP AUTH:
return "auth";
default:



84

Lermontov.NotReached () ;
return String.Empty;

}
private static String AlgorithmToString (DigestAlgorithm algorithm)
{
switch (algorithm)
{
case DigestAlgorithm.ALGORITHM UNSPECIFIED:
return String.Empty;
case DigestAlgorithm.ALGORITHM MD5:
return "MD5";
case DigestAlgorithm.ALGORITHM MD5 SESS:
return "MDb5-sess";
default:
Lermontov.NotReached () ;
return String.Empty;

}
private void GetRequestMethodAndPath (HttpRequestInfo request, out
String method, out String path)
{
Debug.Assert (request != null);
URL.GURL url = request.url;
if (target == HttpAuth.Target.AUTH PROXY &&
(url.SchemelIs ("https") || url.SchemeIsWSOrWsSS()))
{
method = "CONNECT";
path = NetUtil.GetHostAndPort (url);

method = request.method;
path = HttpUtil.PathForRequest (url);
}
}
private String AssembleResponseDigest (
String method,
String path,
AuthCredentials credentials,
String cnonce,
String nc)

{

String hal = Base.MD5.MD5String(credentials.username() + ":" +
original realm + ":" + credentials.password());
if (algorithm == DigestAlgorithm.ALGORITHM MD5 SESS)
hal = Base.MD5.MD5String(hal + ":" + nonce + ":" + cnonce);
String ha2 = Base.MD5.MD5String(method + ":" + path);
String nc_part = String.Empty;
if (gop_ != QualityOfProtection.QOP UNSPECIFIED)
{
nc_part = nc + ":" + cnonce + ":" + QopToString(gop ) + ":";
}
return Base.MD5.MD5String(hal + ":" + nonce + ":" + nc part +

ha2);

}

private String AssembleCredentials (
String method,
String path,
AuthCredentials credentials,
String cnonce,
int nonce_ count)

String nc = $"{nonce count:x8}";
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StringBuilder authorization = new StringBuilder();
authorization.Append ("Digest username=");
authorization.Append (HttpUtil.Quote (/*Base.UTF16ToUTF8*/ (credentials.use
rname ()))); ;
authorization.Append (", realm=");
authorization.Append (HttpUtil.Quote (original realm ));
authorization.Append (", nonce=");
authorization.Append (HttpUtil.Quote (nonce ));
authorization.Append (", uri=");
authorization.Append (HttpUtil.Quote (path));
if (algorithm != DigestAlgorithm.ALGORITHM UNSPECIFIED)
{
authorization.Append (", algorithm=");
authorization.Append (AlgorithmToString (algorithm ));
}
String response = AssembleResponseDigest (method, path,
credentials, cnonce, nc);
authorization.Append (", response=\"");
authorization.Append (response) ;
authorization.Append ("\"");
if (!String.IsNullOrEmpty (opagque ))
{
authorization.Append (", opaque=");
authorization.Append (HttpUtil.Quote (opaque ));
}
if (gop_ != QualityOfProtection.QOP UNSPECIFIED)
{
authorization.AppendFormat (", qgop={0}",
QopToString (gop ));
authorization.AppendFormat (", nc={0}", nc);
authorization.AppendFormat (", cnonce={0}",
HttpUtil.Quote (cnonce)) ;
}
return authorization.ToString();
}
public String nonce { get; private set; }
public String domain_ { get; private set; }
public String opaque { get; private set; }
public bool stale { get; private set; }
public DigestAlgorithm algorithm { get; private set; }
public QualityOfProtection gop { get; private set; }
String original realm ;
int nonce count ;
NonceGenerator nonce generator ;
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Jluctunr I'.1 — HttpAuthControllerTest.cs
using System;
using Microsoft.VisualStudio.TestTools.UnitTesting;
using Blink.URL;
using Blink.External.Net;
using Blink.External;
namespace BlinkUnitTest.Blink.External.Net.Http
{
[TestClass]
public class HttpAuthControllerTest:Cryptosoft.Titan.TestBase
{
enum HandlerRunMode
{
RUN HANDLER SYNC,
RUN_HANDLER ASYNC
}
enum SchemeState
{
SCHEME IS DISABLED,
SCHEME IS ENABLED
}
HttpResponseHeaders HeadersFromString(string str)
{
string raw_string = str;
string headers string = HttpUtil.AssembleRawHeaders (raw_string,
0, raw_string.Length);

HttpResponseHeaders headers = new
HttpResponseHeaders (headers string);
return headers;

}

void RunSingleRoundAuthTest (HandlerRunMode run mode, int handler rv,
int expected controller rv, SchemeState scheme state)
{
BoundNetLog dummy log = new BoundNetLog() ;
HttpAuthCache dummy auth cache = new HttpAuthCache () ;

HttpRequestInfo request = new HttpRequestInfol():;
request.method = "GET";
request.url = new GURL ("http://example.com") ;

HttpResponseHeaders headers = HeadersFromString ("HTTP/1.1
407\r\n" + "Proxy-Authenticate: MOCK fool\r\n" + "\r\n");

HttpAuthHandlerMock.Factory auth handler factory = new
HttpAuthHandlerMock.Factory () ;

HttpAuthHandlerMock auth handler = new HttpAuthHandlerMock() ;

auth handler.SetGenerateExpectation((run mode ==
HandlerRunMode.RUN HANDLER ASYNC), handler rv);

auth handler factory.AddMockHandler (auth handler,
HttpAuth.Target.AUTH PROXY);

auth handler factory.set do init from challenge (true);

HttpAuthController controller = new
HttpAuthController (HttpAuth.Target.AUTH PROXY,
new GURL ("http://example.com"),
dummy auth cache, auth handler factory);
Assert.AreEqual ((Int32)NetErrors.Error.OK,
controller.HandleAuthChallenge (headers, false, false, dummy log));
Assert.IsTrue (controller.HaveAuthHandler ()) ;
controller.ResetAuth (new AuthCredentials());
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Assert.IsTrue (controller.HaveAuth()):;

TestCompletionCallback callback = new TestCompletionCallback();

Assert.AreEqual ( (run_mode == HandlerRunMode.RUN HANDLER ASYNC) °?
(Int32)NetErrors.Error.ERR_IO_PENDING

expected controller rv,

controller.MaybeGenerateAuthToken (request,
callback.callback(),

dummy log));
if (run_mode == HandlerRunMode.RUN_ HANDLER ASYNC)
Assert.AreEqual (expected controller rv,
callback.WaitForResult())

Assert.AreEqual ( (scheme state == SchemeState.SCHEME IS DISABLED),

controller.IsAuthSchemeDisabled (HttpAuth.Scheme.AUTH SCHEME MOCK)) ;
}

[TestMethod]

public void HttpAuthControllerTest PermanentErrors ()
{

RunSingleRoundAuthTest (HandlerRunMode.RUN HANDLER SYNC,

(Int32)NetErrorS.Error.ERR_UNEXPECTED_SECURITY_LIBRARY_STATUS,
(Int32)NetErrors.Error.OK,
SchemeState.SCHEME_IS_DISABLED);

RunSingleRoundAuthTest (HandlerRunMode.RUN HANDLER ASYNC,
(Int32)NetErrors.Error.ERR_MISSING_AUTH_CREDENTIALS,
(Int32)NetErrors.Error.OK,

SchemeState.SCHEME_IS_DISABLED);

RunSingleRoundAuthTest (HandlerRunMode.RUN HANDLER ASYNC,

(Int32)NetErrors.Error.ERR_INVALID_AUTH_CREDENTIALS,

(Int32)NetErrors.Error.ERR INVALID AUTH CREDENTIALS,
SchemeState.SCHEME IS ENABLED) ;

}

class MockHandler : HttpAuthHandlerMock
{

public MockHandler (int expected rv, HttpAuth.Scheme scheme)
{

SetGenerateExpectation (false, expected rv);

}

protected override bool Init (HttpAuthChallengeTokenizer
challenge)

{

base.Init (challenge);

set allows default credentials(true);

set allows explicit credentials (false);

set connection based(true);

if (challenge.scheme () == "Basic")

{
auth scheme = HttpAuth.Scheme.AUTH SCHEME BASIC;
--score ;
set allows explicit credentials(true);

}

Assert.AreEqual (expected scheme , auth scheme );
return true;

protected override int GenerateAuthTokenImpl (AuthCredentials
credentials,

HttpRequestInfo request,
CompletionCallback callback,
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Ref<String> auth token)

int result = base.GenerateAuthTokenImpl (credentials, request,
callback, auth token);
Assert.IsTrue (result != (Int32)NetErrors.Error.OK | |
'AllowsExplicitCredentials () || !credentials.Empty());
return result;
}
HttpAuth.Scheme expected scheme ;

[TestMethod]
public void HttpAuthControllerTest NoExplicitCredentialsAllowed ()
{

BoundNetLog dummy log = new BoundNetLog() ;
HttpAuthCache dummy auth cache = new HttpAuthCache () ;
HttpRequestInfo request = new HttpRequestInfol();
request.method = "GET";

request.url = new GURL ("http://example.com") ;

HttpRequestHeaders request headers = new HttpRequestHeaders();
HttpResponseHeaders headers = HeadersFromString ("HTTP/1.1
401\r\n" +
"WWW-Authenticate: Mock\r\n" +
"WWW-Authenticate: Basic\r\n" +
"\r\n") ;
HttpAuthHandlerMock.Factory auth handler factory = new
HttpAuthHandlerMock.Factory () ;

auth handler factory.AddMockHandler (
new MockHandler ((Int32)NetErrors.Error.OK,
HttpAuth.Scheme.AUTH SCHEME MOCK),
HttpAuth.Target.AUTH SERVER) ;
auth handler factory.AddMockHandler (
new MockHandler ((Int32)NetErrors.Error.ERR UNEXPECTED,
HttpAuth.Scheme.AUTH SCHEME BASIC),
HttpAuth.Target.AUTH SERVER) ;
auth handler factory.AddMockHandler (
new MockHandler ((Int32)NetErrors.Error.ERR UNEXPECTED,
HttpAuth.Scheme.AUTH SCHEME MOCK),
HttpAuth.Target. AUTH_SERVER) ;
auth handler factory.AddMockHandler (
new MockHandler ((Int32)NetErrors.Error.ERR UNEXPECTED,
HttpAuth.Scheme.AUTH SCHEME BASIC),
HttpAuth.Target. AUTH_SERVER) ;
auth handler factory.AddMockHandler (
new MockHandler ((Int32)NetErrors.Error.ERR UNEXPECTED,
HttpAuth.Scheme.AUTH SCHEME MOCK),
HttpAuth.Target.AUTH SERVER) ;
auth handler factory.AddMockHandler (
new MockHandler ((Int32)NetErrors.Error.OK,
HttpAuth.Scheme.AUTH SCHEME BASIC),
HttpAuth.Target.AUTH SERVER) ;
auth handler factory.set do init from challenge (true);
HttpAuthController controller = new HttpAuthController (
HttpAuth.Target. AUTH_SERVER,
new GURL ("http://example.com"),
dummy auth cache,
auth handler factory);
Assert.AreEqual ((Int32)NetErrors.Error.OK,
controller.HandleAuthChallenge (headers, false, false, dummy log));
Assert.IsTrue (controller.HaveAuthHandler ()) ;
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controller.ResetAuth (new AuthCredentials());
Assert.IsTrue (controller.HaveAuth()):;

Assert.AreEqual ((Int32)NetErrors.Error.OK,
controller.MaybeGenerateAuthToken (

request, null, dummy log));

controller.AddAuthorizationHeader (request headers);

Assert.AreEqual ((Int32)NetErrors.Error.OK,

controller.HandleAuthChallenge (headers, false, false,
dummy 1log));

Assert.IsTrue (controller.HaveAuthHandler ()):;

controller.ResetAuth (new AuthCredentials ("Hello", ""));

Assert.IsTrue (controller.HaveAuth());

Assert.IsTrue (controller.IsAuthSchemeDisabled (HttpAuth.Scheme.AUTH SCHEME MOC
K)):

Assert.IsFalse(controller.IsAuthSchemeDisabled (HttpAuth.Scheme.AUTH SCHEME BA
SIC));
Assert.AreEqual ((Int32)NetErrors.Error.OK,
controller.MaybeGenerateAuthToken (
request, null, dummy log));
}

}
JIuctunr I'.2 — HttpAuthHandlerBasicTest.cs

using System;
using System.Text;
using Microsoft.VisualStudio.TestTools.UnitTesting;
using Blink.URL;
using Blink.External.Net;
using Blink.External;
namespace BlinkUnitTest.Blink.External.Net.Http
{
[TestClass]
public class HttpAuthHandlerBasicTest
{
[TestMethod]
public void HttpAuthHandlerBasicTest GenerateAuthToken ()

{

var tests = newl]
{
new {username = "foo", password = "bar", expected credentials
= "Basic Zm9vOmJhcg=="},
new {username = "", password = "foobar", expected credentials
= "Basic OmZvb2Jhcg=="},
new {username = "anon", password = "", expected credentials =

"Basic YWSvbjo="},
new {username = "", password = "", expected credentials =
"Basic Og=="}
bi
GURL origin = new GURL ("http://www.example.com") ;
HttpAuthHandlerBasic.Factory factory = new
HttpAuthHandlerBasic.Factory () ;
for (int 1 = 0; 1 < tests.Length; ++i)
{
string challenge = "Basic realm=\"Atlantis\"";
HttpAuthHandler basic;
Assert.AreEqual ((Int32) (NetErrors.Error.OK),
factory.CreateAuthHandlerFromString (challenge,
HttpAuth.Target.AUTH SERVER, origin,
new BoundNetLog (), out basic));



AuthCredentials credentials =
new AuthCredentials (tests[i].username,

tests[i] .password) ;

HttpRequestInfo request info = new HttpRequestInfol();

Ref<String> auth token = null;

TestCompletionCallback callback = new
TestCompletionCallback() ;

int rv = basic.GenerateAuthToken (credentials, request info,
callback.callback(), auth_ token);

Assert.AreEqual ((Int32) (NetErrors.Error.0OK), rv);

Assert.AreEqual (tests[i] .expected credentials, auth token);

}
[TestMethod]
public void HttpAuthHandlerBasicTest HandleAnotherChallenge ()
{
var tests = newl]
{
new { challenge = "Basic realm=\"First\"",
expected rv =
HttpAuth.AuthorizationResult.AUTHORI ZATION RESULT REJECT},
new { challenge = "Basic realm=\"Second\"",
expected rv =
HttpAuth.AuthorizationResult.AUTHORI ZATION RESULT DIFFERENT REALM},
new { challenge = "Basic realm=\"Second\",realm=\"First\"",
expected rv =
HttpAuth.AuthorizationResult.AUTHORI ZATION RESULT REJECT},
new { challenge = "basic realm=\"First\",realm=\"Second\"",
expected rv =
HttpAuth.AuthorizationResult.AUTHORI ZATION RESULT DIFFERENT REALM}
i
GURL origin = new GURL ("http://www.example.com") ;
HttpAuthHandlerBasic.Factory factory = new
HttpAuthHandlerBasic.Factory () ;
HttpAuthHandler basic;
Assert.AreEqual ((Int32) (NetErrors.Error.OK),
factory.CreateAuthHandlerFromString (tests[0] .challenge,
HttpAuth.Target.AUTH SERVER, origin,
new BoundNetLog (), out basic));
for (int i = 0; i < tests.Length; ++i)
{
string challenge = tests[i].challenge;
HttpAuthChallengeTokenizer tok = new
HttpAuthChallengeTokenizer (challenge) ;
Assert.AreEqual (tests[i].expected rv,
basic.HandleAnotherChallenge (tok)) ;
}
}
[TestMethod]
public void HttpAuthHandlerBasicTest InitFromChallenge ()
{

var tests = newl]
{
new {challenge = "Basic", expected rv = (Int32)
(NetErrors.Error.OK), expected realm = ""},
new {challenge = "Basic realm=\"\"", expected rv = (Int32)
(NetErrors.Error.OK), expected realm = ""},
new {challenge = "Basic realm=\"test realm\"", expected rv =
(Int32) (NetErrors.Error.OK), expected realm = "test realm"},
new {challenge = "Basic
realm:\"test_realm\",unknown_token:foobar", expected rv = (Int32)
(NetErrors.Error.OK), expected realm = "test realm"},

new {challenge = "Basic



unknown token=foobar, realm=\"test realm\"", expected rv = (Int32)

(NetErrors.Error.OK), expected realm = "test realm"},

new {challenge = "Negotiate", expected rv = (Int32)
(NetErrors.Error.ERR _INVALID RESPONSE), expected realm = ""},

new {challenge = "Basic realm=\"foo\",realm=\"bar\"",
expected rv = (Int32) (NetErrors.Error.OK), expected realm = "bar"},

new {challenge = "Basic realm=\"foo-\xE5\"", expected rv =
(Int32) (NetErrors.Error.OK), expected realm = "foo-\xC3\xA5"}

bi
HttpAuthHandlerBasic.Factory factory = new
HttpAuthHandlerBasic.Factory() ;
GURL origin = new GURL ("http://www.example.com") ;
for (int i = 0; i < tests.Length; ++1)
{
string challenge = tests[i].challenge;
HttpAuthHandler basic;
int rv = factory.CreateAuthHandlerFromString (challenge,
HttpAuth.Target.AUTH SERVER, origin, new BoundNetLog(), out basic);
Assert.AreEqual (tests[i] .expected rv, rv);
if (rv == (Int32) (NetErrors.Error.OK))
Assert.AreEqual (tests[i] .expected realm, basic.realm());

}
}

JIuctunr I'.3 — HttpAuthHandlerDigestTest.cs

using System;
using System.Text;
using Microsoft.VisualStudio.TestTools.UnitTesting;
using Blink.URL;
using Blink.External.Net;
using Blink.External;
namespace BlinkUnitTest.Blink.External.Net.Http
{
[TestClass]
public class HttpAuthHandlerDigestTest
{
[TestMethod]
public void HttpAuthHandlerDigestTest ParseChallenge ()

{

var tests = newl]
{
new {
challenge = "Digest nonce=\"xyz\", realm=\"Thunder
Bluff\"",
parsed _success = true,
parsed realm = "Thunder Bluff",
parsed nonce = '"xyz",
parsed domain = "",
parsed opaque = "",
parsed stale = false,
parsed algorithm = (Int32)
HttpAuthHandlerDigest.DigestAlgorithm.ALGORITHM UNSPECIFIED,
parsed gop = (Int32)

HttpAuthHandlerDigest.QualityOfProtection.QOP UNSPECIFIED
}y

new {
challenge = "Digest nonce=\"xyz\", realm=ThunderBluff",
parsed success = true,
parsed realm = "ThunderBluff",
parsed nonce = "xyz",

nmn
14

parsed _domain =
parsed opaque =

nmn
14



parsed stale

parsed algorithm

false,
(Int32)

HttpAuthHandlerDigest.DigestAlgorithm.ALGORITHM UNSPECIFIED,

parsed gop

(Int32)

HttpAuthHandlerDigest.QualityOfProtection.QOP UNSPECIFIED

}y

new {
challenge = "Digest nonce=\"xyz\"",
parsed success = true,
parsed realm = ""
parsed nonce = '"xyz",
parsed domain = "",
parsed opaque = "",
parsed stale = false,
parsed _algorithm = (Int32)

HttpAuthHandlerDigest.DigestAlgorithm.ALGORITHM UNSPECIFIED,

parsed gop

(Int32)

HttpAuthHandlerDigest.QualityOfProtection.QOP UNSPECIFIED

by

new {
challenge
parsed success
parsed realm
parsed nonce
parsed _domain

"Digest realm=\"\",

true,

"Xyz" ,

nn
4

parsed opaque = "",

parsed stale

parsed_algorithm

false,
(Int32)

HttpAuthHandlerDigest.DigestAlgorithm.ALGORITHM UNSPECIFIED,

parsed gop

(Int32)

HttpAuthHandlerDigest.QualityOfProtection.QOP UNSPECIFIED

by

new {

challenge = "Digest nonce=\"xyz\",

parsed_success
parsed realm
parsed nonce
parsed _domain
parsed opaque
parsed stale

parsed_algorithm

true,
"foo-\xC3\xA5",
nyz ” ,

nwn
4

false,
(Int32)

HttpAuthHandlerDigest.DigestAlgorithm.ALGORITHM UNSPECIFIED,

parsed gop

(Int32)

HttpAuthHandlerDigest.QualityOfProtection.QOP UNSPECIFIED

by

new {

challenge = "Digest realm=\"Thunder Bluff\"",

parsed_success
parsed realm
parsed nonce

false,

parsed domain = "",
parsed opaque = "",

parsed stale

parsed algorithm

false,
(Int32)

HttpAuthHandlerDigest.DigestAlgorithm.ALGORITHM UNSPECIFIED,

parsed gop

(Int32)

HttpAuthHandlerDigest.QualityOfProtection.QOP UNSPECIFIED

b,

new {
challenge = "Digest nonce=xyz, realm=\"Thunder
parsed_success = true,
parsed realm = "Thunder Bluff",
parsed nonce = "xyz",

nonce=\"xyz\"",

realm=\"foo-\xEH\"",

Bluff\"",

96



parsed domain = "",

parsed opaque = "",

parsed stale = false,

parsed _algorithm = (Int32)
HttpAuthHandlerDigest.DigestAlgorithm.ALGORITHM UNSPECIFIED,

parsed gop = (Int32)
HttpAuthHandlerDigest.QualityOfProtection.QOP UNSPECIFIED

by

new {
challenge = "Digest nonce=\"xyz\", realm=\"Thunder
Bluff\", foo=\"bar\"",
parsed success = true,
parsed realm = "Thunder Bluff",
parsed nonce = "xyz",

parsed domain = "",

parsed opaque = "",

parsed stale = false,

parsed _algorithm = (Int32)
HttpAuthHandlerDigest.DigestAlgorithm.ALGORITHM UNSPECIFIED,

parsed gop = (Int32)
HttpAuthHandlerDigest.QualityOfProtection.QOP UNSPECIFIED

br

new {
challenge = "Digest nonce=\"xyz\", algorithm=\"awezum\",
realm=\"Thunder\"",
parsed success = false,
parsed realm = "",
parsed nonce = "xyz",

parsed domain = "",

parsed opaque = "",

parsed stale = false,

parsed algorithm = (Int32)
HttpAuthHandlerDigest.DigestAlgorithm.ALGORITHM UNSPECIFIED,

parsed gop = (Int32)
HttpAuthHandlerDigest.QualityOfProtection.QOP UNSPECIFIED

by

new {
challenge = "Digest nonce=\"xyz\", algorithm=\"mD5\",
realm=\"Oblivion\"",
parsed success = true,
parsed realm = "Oblivion",
parsed nonce = '"xyz",

parsed domain = "",

parsed opaque = "",

parsed stale = false,

parsed _algorithm = (Int32)
HttpAuthHandlerDigest.DigestAlgorithm.ALGORITHM MD5,

parsed gop = (Int32)
HttpAuthHandlerDigest.QualityOfProtection.QOP UNSPECIFIED

by

new {
challenge = "Digest nonce=\"xyz\", algorithm=\"md5-
sess\", realm=\"Oblivion\"",
parsed success = true,
parsed realm = "Oblivion",
parsed nonce = "xyz",

parsed domain = "",

parsed opaque = "",

parsed stale = false,

parsed algorithm = (Int32)
HttpAuthHandlerDigest.DigestAlgorithm.ALGORITHM MD5 SESS,

parsed gop = (Int32)
HttpAuthHandlerDigest.QualityOfProtection.QOP UNSPECIFIED
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s

new {
challenge = "Digest nonce=\"xyz\", realm=\"Oblivion\",
gop=\"aUth\"",
parsed success = true,
parsed realm = "Oblivion",
parsed nonce = '"xyz",

parsed domain = "",

parsed opaque = "",

parsed stale = false,

parsed algorithm = (Int32)
HttpAuthHandlerDigest.DigestAlgorithm.ALGORITHM UNSPECIFIED,

parsed gop = (Int32)
HttpAuthHandlerDigest.QualityOfProtection.QOP AUTH

by

new {
challenge = "Digest nonce=\"xyz\", realm=\"Oblivion\",
gop=\"auth-int\"",
parsed_ success = true,
parsed realm = "Oblivion",
parsed nonce = "xyz",

parsed domain = "",

parsed opaque = "",

parsed stale = false,

parsed _algorithm = (Int32)
HttpAuthHandlerDigest.DigestAlgorithm.ALGORITHM UNSPECIFIED,

parsed gop = (Int32)
HttpAuthHandlerDigest.QualityOfProtection.QOP UNSPECIFIED

by

new {
challenge = "Digest nonce=\"xyz\", realm=\"Thunder
Bluff\", " +
"domain=\"http://intranet.example.com/protection\"",
parsed success = true,
parsed realm = "Thunder Bluff",
parsed nonce = '"xyz",

parsed domain =
"http://intranet.example.com/protection",
parsed opaque = ""
parsed stale = false,
parsed _algorithm = (Int32)
HttpAuthHandlerDigest.DigestAlgorithm.ALGORITHM UNSPECIFIED,
parsed gop = (Int32)
HttpAuthHandlerDigest.QualityOfProtection.QOP UNSPECIFIED
b,
new {
challenge = "Digest nonce=\"xyz\", realm=\"Thunder
Bluff\", " +
"domain=\"http://intranet.example.com/protection
http://www.google.com\"",

parsed success = true,

parsed realm = "Thunder Bluff",

parsed nonce = "xyz",

parsed domain = "http://intranet.example.com/protection

http://www.google.com",

parsed opaque = "",

parsed stale = false,

parsed algorithm = (Int32)
HttpAuthHandlerDigest.DigestAlgorithm.ALGORITHM UNSPECIFIED,

parsed gop = (Int32)
HttpAuthHandlerDigest.QualityOfProtection.QOP UNSPECIFIED

}y

new {



challenge = "Basic realm=\"foo\"",

parsed success = false,

parsed realm = "",

parsed nonce = "",

parsed domain = "",

parsed opaque = "",

parsed stale = false,

parsed _algorithm = (Int32)
HttpAuthHandlerDigest.DigestAlgorithm.ALGORITHM UNSPECIFIED,

parsed gop = (Int32)

HttpAuthHandlerDigest.QualityOfProtection.QOP UNSPECIFIED
}
bi
GURL origin = new GURL ("http://www.example.com") ;
HttpAuthHandlerDigest.Factory factory = new
HttpAuthHandlerDigest.Factory () ;
for (int 1 = 0; 1 < tests.Length; ++1i)
{
HttpAuthHandler handler;
int rv =
factory.CreateAuthHandlerFromString (tests([i].challenge,
HttpAuth.Target.AUTH SERVER, origin,
new BoundNetLog (), out handler);
if (tests[i].parsed success)

{

Assert.AreEqual ((Int32) NetErrors.Error.OK, rv);
}
else
{
Assert.IsTrue((Int32) NetErrors.Error.OK != rv);
Assert.IsTrue (handler == null);
continue;
}
Assert.IsTrue (handler != null);
HttpAuthHandlerDigest digest = (HttpAuthHandlerDigest)
handler;
Assert.AreEqual (tests[i] .parsed realm, digest.realm());
Assert.AreEqual (tests[i] .parsed nonce, digest.nonce );
Assert.AreEqual (tests[i] .parsed domain, digest.domain );
Assert.AreEqual (tests[i] .parsed opaque, digest.opaque );
Assert.AreEqual (tests[i] .parsed stale, digest.stale );
Assert.AreEqual (tests[i] .parsed algorithm,

(Int32)digest.algorithm );

Assert.AreEqual (tests[i] .parsed gop, (Int32)digest.qgop );

Assert.IsTrue (handler.encrypts_ identity());
Assert.IsFalse (handler.is connection based());
Assert.IsTrue (handler.NeedsIdentity());

Assert.IsFalse (handler.AllowsDefaultCredentials());

}
}
[TestMethod]

public void HttpAuthHandlerDigestTest AssembleCredentials|()

{

var tests = new[] {
new {
req method = "GET",
req_path = "/test/drealml",
challenge = "Digest realm=\"DRealml\", "+

nonce=\"claGgoRXBAA=7583377687842fdb7b56ba0555d175baal0b800e3\"

"algorithm=MD5,

qop:\ "auth\ nn ,

username = "foo",

password = "bar",

cnonce = "082c875dcb2ca740",
nonce_count = 1,
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expected creds = "Digest username=\"foo\",
realm=\"DRealml\", "+

"nonce=\"claGgoRXBAA=7583377687842fdb7b56ba0555d175baal0b800e3\", "+
"uri=\"/test/drealml\", algorithm=MD5, "+
"response=\"bcfaa62f1186a31fflb474al19al7cf57\", "+
"qop=auth, nc=00000001, cnonce=\"082c875dcb2ca740\""

by

new {
req method = "GET",
req path = "/test/drealml/",
challenge = "Digest realm=\"DRealml\", "+

"nonce=\"Ure300RXBAA=7eca98bbf521ac6642820bllb86bd2d%ed7edc70\", "+
"algorithm=MD5, gop=\"auth\"",
username = "foo bar", password = "",
cnonce = "082c875dcb2ca740",
nonce_count = 1,
expected creds = "Digest username=\"foo bar\",
realm=\"DRealml\", "+

"nonce=\"Ure300RXBAA=7eca98bbf521ac6642820bl1b86bd2d%ed7edc70\", "+
"uri=\"/test/drealml/\", algorithm=MD5, "+
"response=\"93c9c6d5930af3b0eb26c745e02b04a0\", "+
"gop=auth, nc=00000001, cnonce=\"082c875dcb2ca740\""

by

new {
req method = "GET",
req path = "/test/drealml/",
challenge = "Digest realm=\"DRealml\", "+

"nonce=\"7thGplhaBAA=41fb92453c49799cf353c8cdlaabeec02d61a98a8\", "+
"algorithm=MD5, gop=\"auth\"",
username = "", password = "pass",
cnonce = "6509bc74daed8263",
nonce count = 1,
expected creds = "Digest username=\"\",
realm=\"DRealml\", "+

"nonce=\"7thGplhaBAA=41fb92453¢c49799c£f353c8cdlaabee02d61a98a8\", "+
"uri=\"/test/drealml/\", algorithm=MD5, "+
"response=\"bc597110f41a62d07£8b70b6977fcb61\", "+
"gop=auth, nc=00000001, cnonce=\"6509bc74daed8263\""

by

new {

req method = "GET",

req _path = "/test/drealml/",

challenge = "Digest realm=\"DRealml\", "+
"nonce=\"s3MzvFhaBAA=4c520af5acd9d8d7ae26947529d18c8ecaecle98f4\", "+

"algorithm=MD5, gop=\"auth\"",

username = "", password = "",

cnonce = "1522e61005789929",

nonce_count = 1,

expected creds = "Digest username=\"\",

realm=\"DRealml\", "+

"nonce=\"s3MzvFhaBAA=4c520af5acd9d8d7ae26947529d18c8eaele98£4\", "+
"uri=\"/test/drealml/\", algorithm=MD5, "+
"response=\"22cfa2b30cb500a9591c6d55ec5590a8\", "+
"gop=auth, nc=00000001, cnonce=\"1522e61005789929\""

}y

new {
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req method = "GET",

req path = "/",

challenge = "Digest realm=\"Oblivion\", nonce=\"nonce-
value\"",

username = "FooBar", password = "pass",

cnonce = "",

nonce count = 1,

expected creds = "Digest username=\"FooBar\",

realm=\"Oblivion\", "+
"nonce=\"nonce-value\", uri=\"/\", "+
"response=\"f72ff54ebde2f928860f806ec04acdlb\""
b

new {
req method = "GET",
req path = "/",
challenge = "Digest realm=\"Baztastic\",

nonce=\"AAAAAAAA\", "+
"algorithm=\"md5-sess\", gop=auth",

username = "USER", password = "123",

cnonce = "15¢07961ed8575c4",

nonce count = 1,

expected creds = "Digest username=\"USER\",

realm=\"Baztastic\", "+
"nonce=\"AAAAAAAA\", uri=\"/\", algorithm=MD5-sess, "+
"response=\"cbcl1139821ee7192069580570c541a03\", "+
"qop=auth, nc=00000001, cnonce=\"15c07961ed8575c4\""
}
bi
GURL origin = new GURL ("http://www.example.com") ;
HttpAuthHandlerDigest.Factory factory = new
HttpAuthHandlerDigest.Factory () ;
for (int 1 = 0; 1 < tests.Length; ++1i)
{
HttpAuthHandler handler;
int rv =
factory.CreateAuthHandlerFromString (tests([i] .challenge,
HttpAuth.Target.AUTH SERVER,
origin,
new BoundNetLog(),
out handler);
Assert.AreEqual ((Int32)NetErrors.Error.0OK, rv);
Assert.IsTrue (handler != null);

HttpAuthHandlerDigest digest =
(HttpAuthHandlerDigest)handler;
PrivateObject PrivateDigest = new PrivateObject (digest);
string creds =
(string) PrivateDigest.Invoke ("AssembleCredentials", tests[i].reg method,
tests[i] .req path,
new AuthCredentials (tests[i].username,
tests([i] .password),
tests[i] .cnonce,
tests[i] .nonce_ count) ;
Assert.AreEqual (tests[i].expected creds, creds);
}
}
string kSimpleChallenge = "Digest realm=\"Oblivion\", nonce=\"nonce-
value\"";
bool RespondToChallenge (HttpAuth.Target target,
string proxy name,
string request url,
string challenge,
/*ref*/ Ref<String> token)
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if (token == null)

{
Assert.Fail (" |token| must be non-NULL");

return false;

}

Assert.IsTrue (target != HttpAuth.Target.AUTH PROXY || proxy name
!= String.Empty);

Assert.IsFalse(request url == String.Empty);

Assert.IsFalse(challenge == String.Empty);

token.Value = String.Empty;

HttpAuthHandlerDigest.Factory factory = new
HttpAuthHandlerDigest.Factory () ;

HttpAuthHandlerDigest.NonceGenerator nonce generator = new
HttpAuthHandlerDigest.FixedNonceGenerator ("client nonce");

factory.set nonce generator (nonce generator);

HttpAuthHandler handler;

GURL url origin = new GURL (target == HttpAuth.Target.AUTH SERVER
? request url : proxy name);

int rv_create = factory.CreateAuthHandlerFromString (challenge,
target, url origin.GetOrigin(), new BoundNetLog(), out handler);

if (rv_create != (Int32)NetErrors.Error.OK || handler == null)

{

Assert.Fail ("Unable to create auth handler.");
return false;

}
TestCompletionCallback callback = new TestCompletionCallback();

HttpRequestInfo request = new HttpRequestInfol():;

request.url = new GURL(request url);

AuthCredentials credentials = new AuthCredentials ("foo", "bar");

int rv _generate = handler.GenerateAuthToken (credentials, request,
callback.callback(), /*ref*/ token);

if (rv_generate != (Int32)NetErrors.Error.OK)

{

Assert.Fail ("Problems generating auth token");
return false;
}
return true;
}
[TestMethod]
public void HttpAuthHandlerDigestTest HandleAnotherChallenge ()
{
HttpAuthHandlerDigest.Factory factory = new
HttpAuthHandlerDigest.Factory() ;
HttpAuthHandler handler;
string default challenge = "Digest realm=\"Oblivion\",
nonce=\"nonce-value\"";
GURL origin = new GURL ("intranet.google.com");
int rv = factory.CreateAuthHandlerFromString(default challenge,

HttpAuth.Target.AUTH SERVER, origin, new BoundNetLog(), out handler);
Assert.AreEqual ((Int32)NetErrors.Error.0OK, rv);
Assert.IsTrue (handler != null);

HttpAuthChallengeTokenizer tok default = new
HttpAuthChallengeTokenizer (default challenge/*default challenge.begin(),
default challenge.end()*/);

Assert.AreEqual (HttpAuth.AuthorizationResult.AUTHORIZATION RESULT REJECT,
handler.HandleAnotherChallenge (tok default));
string stale challenge = default challenge + ", stale=true";
HttpAuthChallengeTokenizer tok stale = new
HttpAuthChallengeTokenizer (stale challenge/*stale challenge.begin(),
stale challenge.end()*/);
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Assert.AreEqual (HttpAuth.AuthorizationResult.AUTHORIZATION RESULT STALE,
handler.HandleAnotherChallenge (tok stale));

string stale false challenge = default challenge + ",
stale=false";

HttpAuthChallengeTokenizer tok stale false = new
HttpAuthChallengeTokenizer (stale false challenge/*stale false challenge.begin
(), stale false challenge.end()*/);

Assert.AreEqual (HttpAuth.AuthorizationResult .AUTHORIZATION RESULT REJECT,
handler.HandleAnotherChallenge (tok stale false));

string realm change challenge = "Digest realm=\"SomethingElse\",
nonce=\"nonce-value2\"";

HttpAuthChallengeTokenizer tok realm change = new
HttpAuthChallengeTokenizer (realm change challenge/*realm change challenge.beg
in (), realm_change_challenge.end()*/);

Assert.AreEqual(HttpAuth.AuthorizationResult.AUTHORIZATION_RESULT_DIFFERENT_R
EALM, handler.HandleAnotherChallenge (tok realm change));

}

[TestMethod]

public void HttpAuthHandlerDigestTest RespondToServerChallenge ()

{

Ref<String> auth token = null;

Assert.IsTrue (RespondToChallenge (HttpAuth.Target .AUTH SERVER,
String.Empty, "http://www.example.com/path/to/resource", kSimpleChallenge,
/*ref*/ auth token));

Assert.AreEqual ("Digest username=\"foo\", realm=\"Oblivion\", "+
"nonce=\"nonce-value\", uri=\"/path/to/resource\", "+
"response=\"6779f90bd0d658f937claf967614fe84\"",
auth token.Value);

}

[TestMethod]

public void HttpAuthHandlerDigestTest RespondToHttpsServerChallenge ()
{

Ref<String> auth token = null;

Assert.IsTrue (RespondToChallenge (HttpAuth.Target .AUTH SERVER,
String.Empty, "https://www.example.com/path/to/resource", kSimpleChallenge,
/*ref*/ auth token));

Assert.AreEqual ("Digest username=\"foo\", realm=\"Oblivion\", " +
"nonce=\"nonce-value\", uri=\"/path/to/resource\", " +
"response=\"6779f90bd0d658f937claf967614fe84\"",
auth token.Value);

}

[TestMethod]

public void HttpAuthHandlerDigestTest RespondToProxyChallenge ()
{

Ref<String> auth token = null;

Assert.IsTrue (RespondToChallenge (

HttpAuth.Target.AUTH SERVER,
"http://proxy.intranet.corp.com:3128",
"http://www.example.com/path/to/resource",

kSimpleChallenge,
/*ref*/ auth token));

Assert.AreEqual ("Digest username=\"foo\", realm=\"Oblivion\", " +
"nonce=\"nonce-value\", uri=\"/path/to/resource\", " +

"response=\"6779f90bd0d658f937claf967614fe84\"",
auth token.Value);
}
[TestMethod]
public void HttpAuthHandlerDigestTest RespondToProxyChallengeHttps ()
{
Ref<String> auth token = null;
Assert.IsTrue (RespondToChallenge (
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HttpAuth.Target.AUTH PROXY,
"http://proxy.intranet.corp.com:3128",
"https://www.example.com/path/to/resource",

kSimpleChallenge,
/*ref*/ auth token));

Assert.AreEqual ("Digest username=\"foo\", realm=\"Oblivion\", " +
"nonce=\"nonce-value\", uri=\"www.example.com:443\", " +

"response=\"3270da8467afbe9ddf2334a48d46e9b9\"",
auth token.Value);
}
[TestMethod]
public void HttpAuthHandlerDigestTest RespondToProxyChallengeWs ()
{

Ref<String> auth token = null;

Assert.IsTrue (RespondToChallenge (
HttpAuth.Target.AUTH PROXY,
"http://proxy.intranet.corp.com:3128",
"ws://www.example.com/echo",

kSimpleChallenge,
auth token));

Assert.AreEqual ("Digest username=\"foo\", realm=\"Oblivion\", " +
"nonce=\"nonce-value\", uri=\"www.example.com:80\", " +

"response=\"aaldf184f68d5b6ab9d9%aadf88edlbdc\"",
auth token.Value);
}
[TestMethod]
public void HttpAuthHandlerDigestTest RespondToProxyChallengeWss ()
{

Ref<String> auth token = null;

Assert.IsTrue (RespondToChallenge (
HttpAuth.Target.AUTH PROXY,
"http://proxy.intranet.corp.com:3128",
"wss://www.example.com/echo",

kSimpleChallenge,
auth token));

Assert.AreEqual ("Digest username=\"foo\", realm=\"Oblivion\", " +
"nonce=\"nonce-value\", uri=\"www.example.com:443\", " +

"response=\"3270da8467afbe9ddf2334a48d46e9b9\"",
auth token.Value);
}
[TestMethod]
public void HttpAuthHandlerDigestTest RespondToChallengeAuthQop ()
{

Ref<String> auth token = null;

Assert.IsTrue (RespondToChallenge (
HttpAuth.Target.AUTH SERVER,

String.Empty,

"http://www.example.com/path/to/resource",

"Digest realm=\"Oblivion\", nonce=\"nonce-value\",
gop=\"auth\"",

auth token));

Assert.AreEqual ("Digest username=\"foo\", realm=\"Oblivion\", " +
"nonce=\"nonce-value\", uri=\"/path/to/resource\", " +
"response=\"5b1459%beda5cee30d6ff9e970a69c0eal\"™, " +
"gop=auth, nc=00000001, cnonce=\"client nonce\"",
auth token.Value);

}

[TestMethod]

public void HttpAuthHandlerDigestTest RespondToChallengeOpaque ()
{

Ref<String> auth token = null;

Assert.IsTrue (RespondToChallenge (

HttpAuth.Target.AUTH SERVER,
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String.Empty,
"http://www.example.com/path/to/resource",

"Digest realm=\"Oblivion\", nonce=\"nonce-value\", " +
"gop=\"auth\", opaque=\"opaque text\"",
auth token));

Assert.AreEqual ("Digest username=\"foo\", realm=\"Oblivion\",
"nonce=\"nonce-value\", uri=\"/path/to/resource\", " +
"response=\"5b1459bedabcee30d6££f9e970a69c0ea\", " +
"opaque=\"opaque text\", " +

"gop=auth, nc=00000001, cnonce=\"client nonce\"",
auth token.Value);

Jluctunr I'.4 — HitpAuthHandlerFactoryTest.cs

using System;

using Blink.Platform;

using Microsoft.VisualStudio.TestTools.UnitTesting;
using Blink.External.Net;

using Blink.External.Base;

using Blink.URL;

namespace BlinkUnitTest.Blink.External.Net.Http

{

class MockHttpAuthHandlerFactory : HttpAuthHandlerFactory

{

public MockHttpAuthHandlerFactory (int return code)

{

}

public override Int32 CreateAuthHandler (HttpAuthChallengeTokenizer

challenge,

}

return code = return code;

HttpAuth.Target target,

GURL origin,

CreateReason reason,

int nonce_ count,

BoundNetLog net log,

out HttpAuthHandler handler)

handler = null;
return return code ;

int return code ;

}

[TestClass]
public class HttpAuthHandlerFactoryTest

{

[TestMethod]
public void HttpAuthHandlerFactoryTest RegistryFactory ()

{

HttpAuthHandlerRegistryFactory registry factory = new

HttpAuthHandlerRegistryFactory () ;

GURL gurl = new GURL ("www.google.com");
const int kBasicReturnCode =

(Int32)NetErrors.Error.ERR INVALID SPDY STREAM;

MockHttpAuthHandlerFactory mock factory basic = new

MockHttpAuthHandlerFactory (kBasicReturnCode) ;

const int kDigestReturnCode =

(Int32)NetErrors.Error.ERR PAC SCRIPT FAILED;

MockHttpAuthHandlerFactory mock factory digest = new

MockHttpAuthHandlerFactory (kDigestReturnCode) ;

const int kDigestReturnCodeReplace =

(Int32)NetErrors.Error.ERR SYN REPLY NOT RECEIVED;

"

105

+



MockHttpAuthHandlerFactory mock factory digest replace =

new MockHttpAuthHandlerFactory (kDigestReturnCodeReplace) ;

HttpAuthHandler handler;

Assert.AreEqual ( (Int32)NetErrors.Error.ERR _UNSUPPORTED AUTH SCHEME,

registry factory.CreateAuthHandlerFromString (
"Basic", HttpAuth.Target.AUTH SERVER, gurl, new
BoundNetLog (), out handler));
registry factory.RegisterSchemeFactory ("Basic",
mock factory basic);
Assert.AreEqual (kBasicReturnCode,
registry factory.CreateAuthHandlerFromString ("Basic",
HttpAuth.Target.AUTH SERVER, gurl,
new BoundNetLog (), out handler));
Assert.AreEqual ( (Int32)NetErrors.Error.ERR UNSUPPORTED AUTH SCHEME,
registry factory.CreateAuthHandlerFromString ("Digest",
HttpAuth.Target.AUTH SERVER, gurl,
new BoundNetLog (), out handler));
registry factory.RegisterSchemeFactory ("Digest",
mock factory digest);
Assert.AreEqual (kBasicReturnCode,
registry factory.CreateAuthHandlerFromString(
"Basic", HttpAuth.Target.AUTH SERVER, gurl, new
BoundNetLog (), out handler));
Assert.AreEqual (kDigestReturnCode,
registry factory.CreateAuthHandlerFromString ("Digest",
HttpAuth.Target.AUTH SERVER, gurl,
new BoundNetLog (), out handler));
Assert.AreEqual (kBasicReturnCode,
registry factory.CreateAuthHandlerFromString (
"basic", HttpAuth.Target.AUTH SERVER, gurl, new
BoundNetLog (), out handler));
registry factory.RegisterSchemeFactory ("Digest",
mock factory digest replace);
Assert.AreEqual (kBasicReturnCode,
registry factory.CreateAuthHandlerFromString (
"Basic", HttpAuth.Target.AUTH SERVER, gurl, new
BoundNetLog (), out handler));
Assert.AreEqual (kDigestReturnCodeReplace,
registry factory.CreateAuthHandlerFromString ("Digest",
HttpAuth.Target.AUTH SERVER, gurl,
new BoundNetLog (), out handler));
}
[TestMethod]
public void HttpAuthHandlerFactoryTest DefaultFactory ()
{
HostResolver host resolver = new MockHostResolver();
MockAllowURLSecurityManager url security manager = new
MockAllowURLSecurityManager () ;

HttpAuthHandlerRegistryFactory http auth handler factory =

HttpAuthHandlerFactory.CreateDefault (host resolver);

http auth handler factory.SetURLSecurityManager ("negotiate",

url security manager);
GURL server origin = new GURL("http://www.example.com");

GURL proxy origin = new GURL ("http://cache.example.com:3128");

{
HttpAuthHandler handler;
int rv =
http auth handler factory.CreateAuthHandlerFromString(

"Basic realm=\"FooBar\"",
HttpAuth.Target.AUTH SERVER,
server origin,
new BoundNetLog(),
out handler);
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Assert.AreEqual ((Int32)NetErrors.Error.OK, rv);

Assert.IsFalse (handler == null);

Assert.AreEqual (HttpAuth.Scheme.AUTH SCHEME BASIC,
handler.auth scheme());

Assert.AreEqual ("FooBar", handler.realm());

Assert.AreEqual (HttpAuth.Target.AUTH SERVER,
handler.target()):

Assert.IsFalse (handler.encrypts identity());

Assert.IsFalse (handler.is connection based());

HttpAuthHandler handler;
int rv =
http auth handler factory.CreateAuthHandlerFromString (

"UNSUPPORTED realm=\"FooBar\"",
HttpAuth.Target.AUTH SERVER,
server origin,
new BoundNetLog(),
out handler);

Assert.AreEqual ( (Int32)NetErrors.Error.ERR UNSUPPORTED AUTH SCHEME,
Assert.IsTrue (handler == null);
}
{
HttpAuthHandler handler;

int rv =
http auth handler factory.CreateAuthHandlerFromString (
"Digest realm=\"FooBar\", nonce=\"xyz\"",

HttpAuth.Target.AUTH PROXY,
proxy origin,
new BoundNetLog(),
out handler) ;
Assert.AreEqual ((Int32)NetErrors.Error.OK, rv);
Assert.IsFalse (handler == null);
Assert.AreEqual (HttpAuth.Scheme.AUTH SCHEME DIGEST,
handler.auth scheme());
Assert.AreEqual ("FooBar", handler.realm());
Assert.AreEqual (HttpAuth.Target.AUTH PROXY,
handler.target()):
Assert.IsTrue (handler.encrypts_ identity());
Assert.IsFalse (handler.is connection based());

HttpAuthHandler handler;
int rv =
http auth handler factory.CreateAuthHandlerFromString (
"NTLM" ,
HttpAuth.Target.AUTH SERVER,
server origin,
new BoundNetLog(),
out handler);
Assert.AreEqual ((Int32)NetErrors.Error.0OK, rv);
Assert.IsFalse (handler == null);
Assert.AreEqual (HttpAuth.Scheme.AUTH SCHEME NTLM,
handler.auth scheme());
Assert.AreEqual ("", handler.realm());
Assert.AreEqual (HttpAuth.Target.AUTH SERVER,
handler.target ()):;
Assert.IsTrue (handler.encrypts identity());
Assert.IsTrue (handler.is connection based());

HttpAuthHandler handler;

rv);
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int rv =
http auth handler factory.CreateAuthHandlerFromString(
"Negotiate",
HttpAuth.Target.AUTH SERVER,
server origin,
new BoundNetLog(),
out handler) ;
#if USE_KERBEROS
Assert.AreEqual ((Int32)NetErrors.Error.0OK, rv);
Assert.IsFalse (handler == null);
Assert.AreEqual (HttpAuth.Scheme.AUTH SCHEME NEGOTIATE,
handler.auth scheme()) ;
Assert.AreEqual ("", handler.realm());
Assert.AreEqual (HttpAuth.Target.AUTH SERVER,
handler.target());
Assert.IsTrue (handler.encrypts identity());
Assert.IsTrue (handler.is connection based());
ffelse

Assert.AreEqual ( (Int32)NetErrors.Error.ERR UNSUPPORTED AUTH SCHEME, rv);
Assert.IsTrue (handler == null);
#endif
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