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OcHoBHAA YACTH

1. IlocTaHOBKA 3a1a4YH

[lenp maHHOW pPabOTHI 3aKJIIOYAETCS B  CO3JaHUU  KIMEHT-CEpBEPHOU
ApXUTEKTYphI, TpEIHA3HAYECHHOW Ui OOMEHAa TEKCTOBBIMH COOOIICHHUSIMH |
daitmaMu B paMKax JIOKaJbHOW BBIYMCIUTENbHOW ceTu. [Ipemmomaraercs
pa3paboTKa CHCTEMBI, KOTOpas TMO3BOJIUT KJIMEHTaM B3aUMOJIECHCTBOBATh C
CEpPBEPOM C HCHOJIb30BAaHUEM CIIELMAIBbHO Pa3padOTaHHOrO MPOTOKOJIAa OOMEHa
naHHbIMU. OCHOBHOM 3ajiaueill sBJISIETCS peanu3anusi rpaduyeckoro uHTepderica
JUTSL KIIMEHTCKOTO TPUIIOKEHHS M KOHCOJIBHOTO HHTEpdeiica 71 cepBepa.

KiroueBbIM 3Tanom  SBJISETCS CO3/1aHUME MPOTOKOJa OOMEHa JaHHBIMU,
00€eCTIeUnBAaIOIIET0 HAJEKHYIO Mepeiady TEKCTOBBIX COOOIIEHUH 1 (ailioB MEX Ty
KJIMEHTAaMH U cepBepoM. ['paduueckuil mHTepderic KIMEHTCKOW 4YacTh JOJKEH
HOJIIEPKUBATh OTIIPaBKY COOOIIeHUH U (ailioB Mosib3oBareasiM, KoHCOMbHBIN
uHTep(delic cepBepa AOMKEH MPEIOCTABISATH BO3MOKHOCTH JUIsi MOHUTOPHHTA
TEKyIero oOMeHa cooOImeHusIMH U PailiiaMu MEXTy KJIMECHTaMHU.

Pa3paboTka Oyner ocCylIeCTBISATbCA Ha s3blke mporpammupoBanus C#, a

NpUIoKeHUE OyJEeT NOJAepKUBATH padOTy Ha JIFOOOH OMEepallMOHHON CUCTEME.



2. TeopuTHuecKue CBEICHUS

[Tporpammel, pabotatonue B cetd VHTEpHET, B3aMMOJCHCTBYIOT MEXITY
co00¥ C MOMOMUIBIO CIIEUATBLHBIX HA0OPOB MIPABUI U UHCTPYKIUMN, HA3bIBAEMBbIX
nporokonamu. IIpoTokos omnpenenser, KakuM o00pa3oM OCYIIECTBIISIETCS
nepefgavya JAHHBIX MEXKIY YCTpPOMCTBAMM, a TaKXKe IMOPSAOOK NEUCTBUW IJIS
OTIPABKHU U MpueMa UHPOPMaIIUU.

OmHUM U3 KITFOYEBBIX MPOTOKOJIOB, 00ECTICUNBAIOMNX (HYHKIIMOHUPOBAHUE
cetu UnTepHer, sBisercs npotokona TCP/IP. On coctout u3 aByx yacteit: TCP
(Transmission Control Protocol) u IP (Internet Protocol). TCP orBeuaer 3a
yOpaBJICHUE TMepefayeil JTaHHbIX: OH pa30uMBaeT HMHQPOpPMALUIO Ha TMaKETHI,
OTHPABJISET UX U CIEAUT 3a UX KOppeKTHOU JocTaBkoil. Takxke TCP BoimonHseT
KOHTPOJIb OLIMOOK TMepeiaun M OOEeCleYuBaeT MOCIEA0BATENbHYI0 COOPKY
JAHHBIX HA CTOPOHE MOJTy4YaTelis.

IP, B cBOoo ouepenp, OTBeHaeT 3a MaplHIpyTHU3AlMIO TakeToB. Kaxxbri
nH(popMaMoOHHBINA MakeT coAepkut [P-anpeca ornpasutens u nonyyarens. Ha
OCHOBE 3THX aJPECOB MapUIPYTH3aTOPbI, CIEIUATIbHBIE CETEBbIE YCTPOMCTBA,
OTPEEIISIIOT ONTUMAJIbHBIN MYyTh JOCTABKU MAKETOB K MECTY Ha3HAUCHUS.

st paboThl MPUKIAIHBIX MPOTpamMM, TaKUX KaK MECCEHDKEPhl WU
MOYTOBBIE KIIMEHTHI, HUCMOJb3YIOTCS JOMOJHUTEIbHBIE MPOTOKOJbI, KOTOpPbIE
pEeryJIMpYyIOT MPOLECChl Mepe/laud aHHBIX W aBTopu3auuu. Hampumep, s
JOCTyNa K JJIEKTPOHHOM TMOYTE€ MporpaMma MOXKET 3alpOCUTh MapoJib
NoJIb30BaTeNsl, 4YTO  TpeOyeT  BBINOJHEHUS  3apaHee  ONpeleTIeHHOU
[MOCJICAOBATEJILHOCTH JICHCTBUM.

Takum  oOpa3zoMm, Omaromaps  HaOOpy  pa3IMYHBIX  MPOTOKOJIOB
oOecrieunBaeTcs corjaacoBaHHOE U 3((PEKTUBHOE B3aUMOACHCTBUE MTPOTpamMM U
YCTPOUCTB B ceTu VIHTEpHET, 4TO JieaeT BO3MOXKHBIM YJI00HOE UCIIOJIH30BAHUE

COBPCMCHHBIX CCTCBLIX TEXHOJIOTUM.



3. Beibop pemienus

Hust  peamusamuu  Tpaduueckoro  mHTepdeiica  KIMEHTCKOW  4YacTH
ucrnonb3oBanack TexHosorus WinForms. Owna mpemoctaBisier  yaoOHbIE
UHCTPYMEHTBI i1 pa3paboTku mpuiokeHud mnon Windows, MO3BOJSS JIETKO
MHTETPUPOBATh TAKHE 3JIEMEHTHI YIIPABICHHUS, KaK TEKCTOBBIE TOJISl, KHONKH U
CIIUCKH, B (PYHKIIMOHATIbHYIO CTPYKTYPY MECCEHIKepa.

B3aumogenicTBue MEXIy CEPBEPOM M KIHMEHTAMH OCYIIECTBISIETCS C
ucnosibzoBanueM npotokosia TCP/IP, koTopblii rapaHTHpPYET HAJEKHYIO TIepeaady
JIAHHBIX OJarojiaps MEXaHU3MYy MOJATBEPKICHUN U MOBTOPHOU OTHPABKU B CiIyuae
OIIMOOK. DTOT MPOTOKOJI IIUPOKO UCIIONIB3YETCs B IPUIIOKEHUSIX, Takux Kak HTTP,
FTP, SMTP u Telnet. TCP tpeGyeT npeaBapUTeIbHON YCTAaHOBKH COSUHEHUS, T]Ie
CEpBEP OXKHUAACT BXOJISIIMX 3alPOCOB, & KIMEHT UHULUUPYET CBSA3b, OTIPABIISIS
CUHXPOHU3UPYIOIIUH MTOPSAIKOBBIA HOMED.

B cucreme npuMensieTcs Tonosorus "3pe3aa'" : KaxJIbld KIMEHT HOAKIIF0YAETCs K
CepBEpPY, KOTOPBIM BBICTYIIAET B POJIM LIEHTPaIbHOrO Yy3iaa.JlJisi HarisiAHOCTH

TOIOJIOTHS Mpe/ICTaBIeHa Ha pUCYHKE 1.

PucyHok 1 — Tononorusa “3se3sga”

Jlns oGecrieueHust Oe30MacHOTO OOMEHAa JaHHBIMHU MEXAY KIUCHTaMU W
cepBepoM OBUI peaqr30BaH MEXaHM3M HJACHTU(UKAIMKM W  aBTOpH3AIlUU
MOJI30BATENIE. ITO TO3BOJSET KOHTPOJIMPOBATH JOCTYIl K CHCTEME U
IpeI0TBpaIiaTh HECAHKIIMOHUPOBAHHOE HCITOIH30BaHNE.

JIOTIOTHUTENBHO ISl TIOBBIMIEHUST yAOOCTBAa PabOTHI C MPUIOKEHHEM OBLIH

BHEJIpEHBI (PYHKIIMH, TAKUE KaK OTOOpaKEHUE CTaTyca Mojib30BaTeseil B CETH.



4. Onucanue IIpoTokona

[IpoTokomn mpencTaBiseT coO00i JOTOBOPEHHOCTh, TPUMEHSIEMYIO KaK KITMEHTOM,
Tak U cepBepoM. C HCHOJB30BAHHEM JAaHHOTO MPOTOKOJA KIMEHT U CEpBEp
B3aMMOJICHCTBYIOT, OCYIIECTBIISISI COTIIACOBAHHBIN 00MEH MH(pOpMaLKeH.

[IpoTokon peann3oBaH Kak B KIMEHTCKOW dacTu (daiin client.cs), Tak u B
cepBepHoi yactu (¢aiin Program.cs). Kaxxnas u3z komang, takux kak: REGISTER,
LOGIN, GET_USERS, SEND_MESSAGE,GET_MESSAGES, NEW_MESSAGE,
SEND FILE, RECIEVE FILE, CLOSE mnpencrapiser co00il 4acTb CTPYKTYpBI
MPOTOKOJIAa U BBIMOJHIET OMNpeAeieHHYl0 (QYHKIMIO B Mpolecce oOMeHa
COOOILIEHUSIMU MEXIy KIMEHTOM M cepBepoM. Peanmuzanus mpotokosna B o0eux
qacTsIX NPUIOKEHHs 00ecreurnBaeT CTAOMIBHOCTh B IPOIIECCE B3aMMOJICHCTBHUS
MEXIY KIUEHTOM U CEPBEPOM.

Hwuxe npencraBieHo ONMMCAHUE KaKI0M KOMaHAbI IPOTOKOJIA.

Komanga SEND MESSAGE wucnonb3yercss [jisi OTHpPaBKM  COOOIIEHUMN
COOTBETCTBYIOILIEMY  IOJb30BaTeNnt0. B cooOmieHun yka3plBaeTcs JIOTHH
OTIIpaBUTENISA, JOTHH MOdydarTens, coodmenue nomyyarento. Ha cropone cepsepa
COOOIIEHNE pa3/IeiaeTCa Ha JIOTUH OTIPaBUTENS, JIOTUH MOJIyvaTelis, cooOIeHne
nosydarento. Ecnu monydarens OHMAMH, cepBep COXpaHseT cooOIieHue B (haii
ucropuu yata u otnpasisger orBeT B Buae NEW MESSAGE. B otsere
yKa3bIBa€TCs JIOTMH OTIIpaBUTENs, COOOIIeHUe mnosyvaTento. Ecau nosydarenb
oddrnaitH, TO IPOCTO COXpaHseTcs B (Daiiyl UCTOPUU YaTa.

Komanga GET _MESSAGES mno3BosisieT MOJab30BaTEN0 IMOIYYUTh HUCTOPUIO
NEPenuCKA C JIPYTUM YYacTHUKOM. KIMEHT oThpaBiiseT cepBepy 3ampoc C
yKa3aHHEM CBOEro JIOrMHa M JIoThHa cobeceqHuka. CepBep ompenesseT ¢aiin
UCTOPUU YaTOB, TMPOBEPSET HAIMYUE COOOIICHUI M BO3BPAILIAET COJAEPKHUMOE B
BUJIE CTPOK TekcTa. Eciu (haiis oTCyTCTBYeT, KIIMEHTY OTIIPABIISIETCS COOOIIEHNE 00
OTCYTCTBUM HUCTOPUU COOOIIEHMH. DTOT MEXaHHU3M I03BOJIAET MOJIb30BATENSIM

JICTKO BOCCTAHABJIMBATDH AOCTYII K CBOUMM IIPCALIAYIITUM AUAJIOTaM.



Komanga SEND FILE no3BosseT nepeaaBaTh Gpaiiiabl MEXIAy MOIb30BATEISIMH.
KnueHt otnpasisier cepBepy MHpOpMaLUi0 O ¢ailie U ero cCoaepXuMoe B BUIE
OaiiToB. CepBep COXpaHseT €ro Kak JJisi OTIPABUTEIS], TaK U JUIS TIOJTy4daTesl.

Komanna RECIEVE FILE npennasHauena ais nepenadyu (aiioB OT cepBepa
KJIMEHTY B OTBET Ha 3aIpoc, CBs3aHHbBIN ¢ BbI30BOM KoMmaHasl SEND_FILE. Korna
kireHT otnpasssieT 3anpoc SEND_FILE, cepBep coxpansier daiin Ha cepBep. Jlanee
UJIET IPOBEPKA HA CTATYC MOJIydaTelis, €CJIU OH B CETH, TO (pailsl emy nepechliaeTcs,
nHade (haiis ocTaeTcs Ha cepBepe. B nanpHeiemM MoxHO OyaeT 1opaboTaTh, TO 9YTO
OTIpaBKa OyJET OTIOKEHHOM JJIA MMOJIb30BaTENeH, KOTOphIE HE OBLIU B CETH, KOTa
UM OTHPABIISIIN (A

Komanna LOGIN obecnieunBaeT ayTeHTH(PUKALMIO Moab30BaTens. KimeHt
OTHPABJISAET JIOTHH, TAPOJIb Ha cepBep. CepBep MPOBEPSET TaHHBIE C COXPAHEHHBIMU
3anucsaMu B USErs.txt. Ecinu naHHble KOPPEKTHBI, NOJIB30BATEIO MPEIOCTABISIETCS
JOCTYI K MECEHJIKEPY.

Komanga REGISTER wucnonb3yercs st perucTpaudd HOBOTO TOJIb30BATEIIA.
KinueHT oTnpasisieT J1oruH, napoias. CepBep MpoBepsieT OTCYTCTBUE JIOTHHA B (haiie
users.txt. Ecim 3anmuch OTCYTCTBYET, PETHCTpALMsl 3aBEPILACTCS YCIECIIHO, U
MOJI30BATEINIO IPEIOCTABIISIOTCS MpaBa JJisl BXOa.

Komanna GET USERS ucnonb3yercs 1y 0OHOBJIEHUS CIIMCKA MOJIb30BaTeNen
Ha KJIMEHTCKOM mnpuioxkeHud. KnuweHnTt ormpamiser 3ampoc Ha cepsep. Cepsep
BO3BPAILAET CHUCOK BCEX 3apETUCTPUPOBAHHBIX IMOJIB30BATENEH C yKa3aHUEM HX
craryca (onnavin/odmnaiin). JIns akTyaldpbHOCTH CHUCOK OOHOBISIETCS KaXIble 5
CEKYH/BI.

Komanma CLOSE ypanser mnonb3oBaTtenss M3 COUCKAa akTUBHBIX. OHa

HCIIOJIB3YCTCA, KOraa IMOJIb30BATCIIb BLIXOAHUT U3 CUCTCMEIL.



Mepenada sanpoca
Ha Cepeep

CipatoTka JaHHLX
CEpEepOm

Mepenada coodLyeHnA
NOMYJYaTento

OTnpaeka OTEETa
Cepeepa OTNPaBUTENo

Pucynok 2 — UML [luarpamma cocTostHU#



5. Onmcanue nporpaMmel
[Iporpamma mpenctaBisieT coOOM KIHMEHT-CEPBEPHOE MPHUIOKEHHE, KOTOPOE

HAaYMHAET CBOIO paboTy ¢ 3amycka cepBepa. CepBepHas YacThb IPOTrpaMMBbl
UHUIIMUPYET TPOCIYIIMBAHHE TIOpTa JJIA BXOISAIIMX MOAKIIOUueHuH. OH
oOpabaTeIBaeT 3ampochl OT KIWEHTOB, o0ecmeunBas KOPPEKTHYIO padoTy

BSaHMOﬂeﬁCTBHH MCKAY HUMH.

DAOSE\0S4 (I\Server\Servert X + >

Server started...

Pucynok 3 — 3amyck cepsepa

Ilocne 3amycka cepBepa IIOJIB30BATENb MOXKET 3allyCTUTh KIMEHTCKYIO
IpOrpaMMy, KOTOpas MBITAETCS YCTAHOBUTb COEAMHEHHE C cepBepoMm. llpum
YCHEIIHOM TMOJAKJIIOYEHUH KIMEHTa K CepBepy OTKpbIBaeTcs (opma s
aBTOpU3AIMU. 31€Ch MOJIH30BATEh BBOJUT CBOM JaHHBIC JJi ayTeHTUPuKanuu. B
clly4yae HEyJauHOTO MOAKIIOYEHUs], KIMEHT YBEIOMUT IMOJIb30BaTENsA O MpodaemMax

C COCAUHCHHUCM.



® Astopusayma Y

PucyHok 4 — ABTOpH3aLUs U ayTeHTH(HUKALHS

[Tocne ycnenHoi aBTOpU3aluy KJIMEHT OTIIPAaBIISIET 3aIPOC Ha CEPBEP, UTOOBI
MOJIYYUTh CIIHCOK MOJIb30BaTENEH, KOTOPBIE B JaHHBI MOMEHT 3apErHCTPUPOBAHbI,
a Takke MHPOpPMAIMIO O TOM, KTO U3 HUX OHJIalH. DTU JaHHbIE OTOOpaXaroTcs
cieBa B TaOJlMIIE MECCEHDKEpa, I03BOJSS IOJIb30BATEN0 OBICTPO YBHUIETH

JOCTYITHBIX ISl OOIIIEHUST COOECETHUKOB.

Meccerzwep

Bbl BolINU Kak:12

BEIXO]

Pucynok 5 — I'maBHOE 0KHO



s oOMeHa coOOIIEeHUsIMU JIOCTATOYHO BBIOpATh HYKHOTO IMOJIb30BATEIS,
BBECTH TEKCT COOOIEHUS M HaXaTh Ha KHOMKY «OTHpaBUTH», YTOOBI OTHPABUTH

CcOo00IIEHHE.

Meccenmxep

Bbl BOWNK Kak:12 YaTt c nonb3oBatenem: 13

e —

Pucynok 6 — OxHO oTnpaBuTeNs

Mecceraxep

Bbl Bownu kak:13 Yar c nonb3oBaTtenem: 12

AKTBALWA WINAOWS

Pucynox 7 — OkHO noyJatesns



Ecin Hy)XHO OTHpPaBUTH OTJIOKEHHOE COOOIIEHHE, JOCTATOYHO IOCJIE BBOJA
TEKCTa KIMKHYTh Ha KHONKY «OTmnpaBuTh uepes3y». OTKpPOETCs OKHO, € MOXKHO
yKa3aTh BpeMs B CEKyH/1axX, KOI/ia coOOIIeHne JOKHO OBITh OTIpaBieHo. Yepes 5

CCKYHI COO6HICHH€ 6y,ZI€T dBTOMATHYCCKH OTIIPABJICHO.

Bbl BOIWAW KaK:12 YaT ¢ nonb3oBaTenem: 5
Username
13(Offline)
» 5(0ffline)
-
Beeame spewa (cek): 5
ok |
Taiimep ycranoeaen X
0 CooBuierme ByseT 0TNPaBNeHo Hepes 5 cekyma,
ok |
BHIXO/ neueer Omnpasuts | Ornpasuts uepes.. Mpnkpens

Pucynok 9 — OtnpaBka cooOrieHus ¢ Taitmepom

Jlist oTnpaBKy (paiina B 4at, 1OCTATOYHO KIMKHYTH MO KHOMKE «IIpukpenutsby,

BBIOpATh HYXHBIN (Dailyl 1 OH ABTOMATHYECKH OTIIPABUTCA.

Meccergxep

|
‘ Bbl Bownu kak:12 Yar ¢ nonsb3oBartenem: 5

Usermame (27.12.2024 0:53:05) 12 > 5- puser

13(0ffline)

» 5(Online)

Orprue
= 5 3ot romnsiorep > blue (D) >

Hosan narnka
Vima
W 32aaaa.docx
ff
i client .
i 0s6
i Server
Manka c daitnanm
Manka ¢ daiinamm
>, Angexc/lnce .
kel Manka ¢ daitnamm
Manka ¢ daiinamm
Manka ¢ daitnamm
Manka c daitnanm

Manka ¢ daitnamm

Manka < aiinann

Cones |

BbIXOZ Ompasute  OmmpaswTs Hepes.. Mpukpenits

Pucynok 10 — Ber6op ¢aiina s otnpaBku



Bbl BoWnM Kak:5 YaT ¢ nonb3oBaTtenem: 12

Username (27122024 1:01:47) 5 > 12: orver it
5 (27122024 1:02:01) 5 -> 12: Registratsia_studentov_ FVT_06_06_2024 docx
(27.12.2024 1:05:39) 12 -> 5 Bomycxaoft -2023 GBTpptxGET_USERS

13(0ffline)

o @aiin BunyckHoi -2023 GET.pphx yENEwHO aTnpagnen,

oK

BbIXOA Ompssurs  Ormpasums wepes MpukpenuTs

Pucynok 11 — OrtmpaBka daiina

Debug » net5.0-windows » ReceivedFiles > Mowck B: 5

Copmmpoears > MpocmoTpets ~ [ Ceenetmn

Cospate ~
¥ Bugeo P Wwan Jlata usmeHenKa Tun Pazmep

= blue (D) B Buinycxnoii 2023 ©BT.pptx 27.12.2024 1:05 ®aiin "PPT.

B net5.0-win

BB client

Pucynok 12 — [1anka nonb3oBaresist Ha cepBepe

[Tocne monmyuenus Qaitna, moxyyaTenb OTIPABISET 3aMpoOC HA CEPBEP MJISL €ro
CKaUMBAaHUS.

net5.0-windows » Downloads » Mowck B2 5

Cozpate ~ Coptmpoeate ~ (E Ceeaetna

B Buaeo 1 nan ’ [lata uai

OET.pphx

= blue ([*)

BB a5l

Pucynok 13 — ITanka nomp3oBartesns KIHMeHTa



Jns  oToOpakeHUsT KIIIOYEBBIX B3aUMOJEHCTBUN MEXKAY KIHCHTCKOH W
CEpBEPHOM yacTsIMU NpuiiokeHus Oblia co3gana UML-nuarpamMmma pa3BepThIBaHUS.
Ota auarpaMma IOMOTaeT BH3yaIM3UPOBATh (PU3HUECKYIO CTPYKTYPY CHUCTEMBI H
crocoObl B3auMO/IeCTBUS €€ KoMImoHeHTOB. Ha pucynke 14 nipeacrapieHa 1aHHas
JrarpaMma, T€ NOKa3aHbl KaK KJIMEHTCKAasl, TAaK U CEPBEPHAS YaCTU NMPUIOKECHUS, a

TaKOKEC MCTOJbI UX BSaHMOHCﬁCTBHH.

Baaumogen crame EnnenT EnnenT BaaumMoOeACTERE C

0
nirepdeRnoom wHTepdeRcom
B, r——’ I B, i
P

Mok T 3

Mar kBRI 1

BbiBog peaynsraron

CRpEap

DEpalSoTra

-
|

EnpeHT EnwesT
) BaAHPGIRACTEINE ( Beisan .‘_.J b B,

l.' &
P
WHTE b AT [EINLTATA
Y

lonesoparens & MNarssosarens 4

L BLIA0A paaynLTATOR

B npunoxennn B Ha pucynke 22 npencraBinena UML-nuarpaMma cOCTOSTHUM

Pucynok 14 — UML - quarpamma pa3BEpThIBaHUS

cepBepa, OToOpakarolias IMOCIeA0OBATEILHOCTh COOBITUM, MPOUCXOJAIIMX Ha
cepBepe B Ipolecce 00paboTKH KOMaH/I, TOCTYHAOIINX OT KIIMEHTOB.

B npunoxennn B Ha pucynke 23 npencrtasiena UML-auarpamMma COCTOSIHUM
KIJIMEHTA, OTPAKAOIIAsl TOCIIEIOBATEILHOCTh COOBITUH, TPOUCXOSIINX HA KIIMEHTE

pu 00pabOTKe KOMAaH]I TTOJIH30BATENS M OTBETOB, TIOJIYYCHHBIX OT CEpBEpa.



6. PYKOBOILCTBO ITIOJIB30BaTCIIA

[Ipn 3anmycke mnporpamMmbl KIHMEHTA OTKPOETCS OKHO aptopu3anuu. Ui
aBTOpHU3alMU BBEIUTE Balll JIOTWH U I1APOJIb B COOTBETCTBYIOIIUE IO/ U HAXKMUTE
KHONKY «Bo#Tw». Ecim Bam 710rTWH M mapoiib BEPHBI U 3apErUCTPUPOBAHBI HA
cepBepe, Bbl OyieTe epeHaIpaBiIeHbl HAa OCHOBHOE OKHO Mporpammsl. Eciiv BbI He
3apETUCTPUPOBAHBI, HAXXMUTE KHONKY «Permerpaumsa». Ilocie storo orkpoercs
dbopMa peructpanuu, ri€ Hy’KHO BBECTH YHUKAJIbHBIA JIOTUH U mapoib. [locie

YCHELIHOW perucTpanuu OyIeT BHIIIOJIHEH BXOJ] B IPOTpamMMmy.

1 AsTopusaumA = O s

Boiiti

Pucynox 15 — ®opma ayTeHTH)HUKAINH U aBTOPU3ALNH

[Tocne ycmemHo# aBTOpU3aIu OTKpoeTcs (popma oTmpaBku cooOmieHui. UTo

OBl OTIIPAaBHUTH COOOIIIEHNE HY>KHO BEIOPATH MOJIH30BATENS B TAOIHUIIE.



Meccenaxep

Bbl BOWNK Kak:5 Yar ¢ nonb3osartenem: 13

Username

12(Offline)

:

BBIXO/ Ompasurs  Omnpasws Yepes.. Mpukpenurs.

Pucynok 16 — ['maBHOE OKHO IPHIIOKECHUS

B mone JJI1 BBOJA TCKCTa COO6IHCHI/ISI HaITMIMNTC TCKCT, KOTOpBIﬁ BbI XOTHUTC

OTNPABUTb, TAK)KE MOXKHO MPUKPENUTH (aiisl HaxkaB Ha KHONKY «IIpukpenuTh».

Meccenaxep

|
‘ Bbl Bownu kak:12 Yar ¢ nonsb3oBartenem: 5

Usemame (27.12.2024 0:53.05) 12 -> 5 mpuser

13(0ffline)

[ 5(Online)

Oripormue

= > 3vorkomnerotep > blue (D) >

Ynopagounts v Hosan nanka
Wiz

W 32aaaa.docx

Manka ¢ daitnamm
Manka ¢ daiinamm
Manka ¢ daitnamm
Manka ¢ daiinamm
Manka ¢ daiinamm
Manka ¢ daiinamm

Manka ¢ daiinamm

Nanka ¢ gaiinanm

Manka ¢ daiinamm

Cones |

BbIXOZ Ompasute  OmmpaswTs Hepes.. ‘ﬂpwkpenmh

Pucynok 17 — Bribop ¢aiina

UtoObl OTIpaBUTH COOOIIEHUE, HAKMUTE KHOMKY «OTmpaButh». CooOuieHue

OyZeT OTIPaBIECHO BHIOPAHHOMY IMOJIb30BATENIO.



Meccengxep

Bbl Bolnu kak:5 Yat ¢ nonb3oBatenem: 13

e —

Pucynok 18 — Bei6op mosnbp30Batesst U BBOJ COOOIICHUS

Meccenmxep

Bbl BOwWwNK Kak:13 YaT ¢ nonb3oBaTtenem: 5

= === EEm

Pucynox 19 — [oxyuenne coobmieHus

Jns  3amycka CcepBepHOM YacTH MPOTpaMMbl HEOOXOAMMO 3allyCTHUTh
UCTOHSIeMBbIN (aitn cepBepa Server.exe. [locne 3amycka cepBep HaUHET pabOTaTh,
oOpabaTeiBasi 3ampocChl MOJIb30BaTENICH, TOACPKUBAsT COSAUHEHNE C KIMEHTaMHU.

Ha pucynke 21 npeacrasnena UML-guarpamma clieHapreB KIHEHTA.



DAOSE\OS4 (I\Server\Servert X + >

coobuenne: System.Collections.Generic.List 1[Server.Program+Message]
[nor] CooBuewuii sarpymeHo: 6
[nor] CooBuenwue: OrnpaButens: 5, Monyyarens: 12, CooBuweHue: oTyeT.txt, fara: 27.12.2024 1:01:47
[nor] CoobBuenwe: OrnpaBuTens: 5, Monyvartens: 12, CoobueHwe: Registratsia_studentov_FVT_B6_86_202U.docx, fata: 27.12.2024
1:02:01
[nor] Coobwenue: OTnpasuTens: 12, Monyyatens: 5, CoobueHue: BwinyckHoii —2023 ®BT.pptxGET_USERS, fata: 27.12.2024 1:05:39
[nor] CooBuenue: Ornpasutene: 5, Monydatene: 12, CooBuenue: BwinyckHoi -2023 OBT.pptx, Oata: 27.12.2024 1:06:25
[nor] CooBuenwue: OTnpaBuTenb: 12, Mony4aTenb: 5, CoobueHwe: BunyckuoW -2023 OBT.pptx, farta: 27.12.2024 1:10:16
[nor] CoobBuenwe: Ornpasutens: 5, Monyyartene: 13, Coobwenwe: npueeT, fata: 27.12.2024 1:15:41
[nor] Konwyecteo coobueHwii, nogxogswux nog KputTepuu: 1
[nor] ChopmupoeaH oteeT: GET_MESSAGES:SUCCESS:5:13:npueeT:27.12.2024 1:15:41
OrnpaBnsiem ortBeTr: GET_MESSAGES:SUCCESS:5:13:npuseT:27.12.2024 1:15:41
status: GET_MESSAGES
MNopgroToeKa K oTnpaBke oTBeTa...
OTeeT oTnpaBneH KNMEHTY.
MNonyyeHo cooBuwenne: GET_USERS:13
Nony4eHo coobueHue: GET_USERS:13
command: GET_USERS
Otnpaensem oTeet: GET_USERS:SUCCESS:12(0ffLline),5(0Online)
status: GET_USERS
MNoproToBHa K OTNpaBKe oTBeTa...
OTeeT oTnpaBneH KNWeHTY.
MNonyyeHo coobuenne: GET_USERS:5
MNonyyeHo cooBuwenne: GET_USERS:5
command: GET_USERS
Otnpasnsem oTset: GET_USERS:SUCCESS:12(0ffline),13(0Online)
status: GET_USERS
MNogroTtoeHa K OTnpaBKke oTBeTa...
OTEeT OTNpaBneH HAWEeHTY.
NonyyeHo coobBuenne: GET_USERS:13

Pucynok 20 — PaboTa cepBepa
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Pucynox 21 — UML-/Inarpamma cuenapuen




3aKJII04YeHue

B pesynbTate BBINOJHEHUS] JAHHOW KypcoBoM paboOThl ObLIT pa3zpaboTaH
MecceHkep, obecreunBaromuii 3pdexkTnBHOE W 0€30mMacHOE B3aUMOJCHCTBHUE
MOJIb30BaTeNIe B JIOKaJdbHOM ceTH. OCHOBHBIM JOCTH)KEHHMEM CTaJ0 CO3/IaHUE
KJIMEHT-CEPBEPHOr0 TMPUIIOKEHHS, KOTOpOE pealn3yeT Mepenadyy TEeKCTOBBIX
cooO1IeHu 1 (PaiiyIoB ¢ UCMOJIb30BaHUEM HaAeKHOTO npoTokona TCP/IP.

B nporecce pazpaboTku npuioxkeHust ObUTH pelieHbl BaXKHBIC 3a/1a4U, TAKHE
KaK TPOCKTHUPOBAHUE AaAPXUTEKTYPhl CHCTEMBI, CO3JaHHE IPOTOKOJa OOMEHa
JTAHHBIMU, peajn3alus aBTOPU3AIMKN U ayTeHTU(dUKAIU ToJib3oBaTeneir. Ocoboe
BHUMaHHEe ObUIO VyJAEJIEeHO YyJOOCTBY B3aMMOJICHCTBUS IOJb30BaTENEH C
MIPHIOKCHUEM.

Knuentckass dacth mporpaMmbl Oblla pa3paboTaHa C HCTHOJIb30BaAaHHUEM
texHonoruu WinForms, yTto o0ecrneumnsio mpoCTOi U MOHSTHBIN MHTEpdeEnc s
noJyib3oBaTeneil. B cBoro odepenb, cepBepHas 4acTh MPEIOCTaBUIIA BO3MOKHOCTh
aIMUHUCTPUPOBAHUS M MOHUTOPUHTA COCTOSIHHMSI CHUCTEMBI 4Yepe3 KOHCOJIbHBIM
uHTepdeiic, 4To MOBBICKUIIO THOKOCTh U YI00CTBO PabOTHI C MPUIIOKEHUEM.

[Ipotokon obmeHa AaHHBIMH, KOTOPBIM OBLT pa3paboTaH M pealvu30BaH B
paMKax JTaHHOW pabOThI, CTal OCHOBOM JJIA YCIICIIHOM Tepefadyu COOOIECHUN U
GdailioB MexJy KiueHTamMu. Ero HaaeXHOCTh Oblia oOecrieueHa MexaHu3Ma
KOHTPOJISI OIMMOOK W TOBTOPHBIX TOIBITOK TEpenayd JaHHBIX, YTO SIBISETCS
KJTFOUEBBIM aCIEKTOM JIJIsi CTAaOMIILHOM pabOThI CHCTEMBI B YCIIOBHSX JIOKAJIBHOMN
CETH.

[Tonmy4yeHHBI OMBIT pa3pabOTKU MECCEHKepa C TOMJEPKKOW oOMeHa
TEKCTOBBIMU COOOIICHUSAMU W (alijlaMi MOXKET OBITh IMOJIC3€H IS JadbHEHIIIX
YIIYUIICHHH TPOTPaMMBbl, a TAK)Ke JIJI CO3/IaHUs aHAJIOTUYHBIX PEIICHUN B APYTHX
chepax. B OynmymeM TpUIOKEHHE MOXET OBITh JIONIOJHEHO HOBBIMH
(GYHKIIMOHATBLHBIMH BO3MOXHOCTSIMH, TAKUMH KaK TOJIEPKKA MYJIbTHMEIHHHBIX
COOOIICHM, YIIyYIIEHHbIE MEXaHW3MbI 3allUThl JAHHBIX M PaCHIUPECHHAS

q)YHKHHOHaJIbHOCTB A1 aAMUHHUCTPATOPOB CETH.



B 3akitoueHue, BBINIOJIHEHHas padoTa MO3BOJIMIIA MPUOOPECTH 3HAHUS U
MPaKTUYECKUE HaBBIKM B 00JAacCTH pa3pabOTKU  MHOIOINOIb30BATEIBCKUX
MPUJIOKEHUN C HCIOJIb30BAHUEM KIMEHT-CEPBEPHOM AapPXHUTEKTYPBI, a TaKKe

YI‘J'IY6I/ITI> IIOHUMAHHUC IIPOUCCCOB NICpCaAauIn JaHHbIX U CCTCBbLIX TEXHOJIOTHH.
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Ipunoxkenue A.

JIMCTUHT porpaMMbl KJIHEHTA

®aiin ResponseCodes.CS

using System;

using System.Collections.Generic;

using System.Lingq;

using System.Text;

using System.Threading.Tasks;

namespace client

{

public static class ResponseCodes

{

public const string SUCCESS = "SUCCESS";

public const string ERROR = "ERROR";

public const string USERNAME_ALREADY_EXISTS = "Mms nosb3oBaTena y»e cywectsyeT";

public const string USER_NOT_FOUND = "TaKoro nosib3oBaTesis He Cyw,ecTByeT. 3apernctpupymnrecs.”;
public const string USER_ALREADY_LOGGED_IN = "lNonb3oBaTens yxe B cetn";

public const string USER_ALREADY_REGISTR_IN = "MNonb3oBaTenb yxe 3apernctpnuposaH";

public const string MISSING_USERNAME_OR_PASSWORD = "Mma nonb3oBaTtensa UaM naposab OTCYyTCTBYHOT";
public const string MISSING_USERNAME = "lMonb3oBaTenb He BbibpaH";

public const string USER_NOT_ONLINE = "MNonb3oBaTensb He B ceTn";

public const string MISSING_USERNAME_OR_RECIPIENT = "Mony4aTenb oTcyTcTyHOT";

public const string NO_MESSAGES = "CoobuieHunit He HaliaeHo";

public const string ONLY_YOU = "Kpome Bac 3aecb 6onblue H1Koro HeT(";

public const string NO_PASSWORD = "HeBepHblii naponb";

public const string NO_USERS = "B cnucke TonbKo Bbl";

®daiia RequestCodes.cs

using System;

using System.Collections.Generic;

using System.Linq;

using System.Text;

using System.Threading.Tasks;

namespace client

{

public static class RequestCodes

{

public const string REGISTER = "REGISTER";
public const string LOGIN = "LOGIN";
public const string GET_USERS = "GET_USERS";

public const string SEND_MESSAGE = "SEND_MASSAGE";



public const string GET_MESSAGES = "GET_MESSAGES";
public const string NEW_MESSAGE = "NEW_MESSAGE";
public const string SEND_FILE = "SEND_FILE";

public const string RECIEVE_FILE = "RECIEVE_FILE";

public const string CLOSE = "CLOSE";

}

dail1 messeng.cs

using Microsoft.VisualBasic.ApplicationServices;
using System;
using System.Collections.Generic;
using System.Drawing;
using System.Ling;
using System.Threading.Tasks;
using System.Windows.Forms;
using System.Collections.Concurrent;
using System.Text;
using System.Net.WebSockets;
using static System.Windows.Forms.VisualStyles.VisualStyleElement.StartPanel;
using System.Timers;
using System.lO;
using System.Threading;
using System.Net.Sockets;
namespace client
{
public partial class messeng : Form
{
private readonly Client _client;
private bool _isConnected = false;
private string currentUsername;
private System.Windows.Forms.Timer messageTimer; // Taiimep ana oTnpaBKu coobLeHui
private int delaylnSeconds = 0; // 3aaep»Ka Ana oTnpasku coobieHns
private string pendingMessage; // CoobuieHve, oxuaaiouiee oTnpasku
private string Username;
public messeng(string username)
{
InitializeComponent();

_client = Client.GetInstance();



currentUsername = username;

labell.Text = S"Bbl Bowun Kak:{currentUsername}";
this.Load += new System.EventHandler(this.messeng_Load);
dataGridView1.CellClick += DataGridView1_CellClick;

_client.SetMessenglnstance(this); // Nepeaaya Tekyliei popmbi

private void DataGridView1_CellClick(object sender, DataGridViewCellEventArgs e)
{

// NpoBepsem, 4Tobbl KUK BbN NO CTPOKE, a HE MO 3aro/I0BKY
if (e.RowlIndex >=0)
{
// Nonydaem Mmsa nosib3osatens U3 BbiI6PaHHON CTPOKK
var selectedUser = dataGridView1.Rows[e.RowIndex].Cells[0].Value.ToString();

OpenChatWithUser(selectedUser); // OTKpbiBaem 4aT € 3TUM No/ib30BaTeIEM

private async void OpenChatWithUser(string selectedUser)

{
var userNameWithoutStatus = selectedUser.Split('(")[0].Trim();
Username = selectedUser.Split('(")[0].Trim();
label2.Text = $"Yat ¢ nonb3osatenem: {userNameWithoutStatus}";
listBox1.ltems.Clear(); // Ounwaem yat

await _client.SendMessageToServer($"{RequestCodes.GET_MESSAGES}:{currentUsername}:{userNameWithoutStatus}");

private void textBox1_KeyPress(object sender, KeyPressEventArgs e)
{
// NpoBepsem, ecnv HaxaTasa KNaBuLa - 4BOETOUME
if (e.KeyChar ==""' | | e.KeyChar ==";")
{
// OTmeHsem fob6aBneHve cMMBONA B TEKCTOBOE MoJie
e.Handled = true;

MessageBox.Show("Cumeosnbl ':' n';' He moryT 6bITb BBeAeHbL.");

private async void button1_Click(object sender, EventArgs e)
{

// Noruka otnpasku cooblieHmns (noka 6es cepsepa)

var message = textBox1.Text.Trim();

if (string.IsNullOrEmpty(message))

{

MessageBox.Show("CoobuieHune He MoXKeT bbITb NycTbim!");



return;
}
var chatUser = label2.Text.Replace("Yat c nonbsoBatenem: ", "");
await _client.SendMessageToServer($"{RequestCodes.SEND_MESSAGE}:{currentUsername}:{chatUser}:{message}");

public static async Task listBox1ltemsAdd(string message, messeng instance)
{
var c = instance.label2.Text.Replace("4at c nonbsosatenem: ", "");

instance.listBox1.ltems.Add($"({DateTime.Now}) {instance.currentUsername} -> {c}: {message}");

instance.textBox1.Clear();

public static async Task GetMessagesFromServer(string result, messeng instance)
{
try
{
// OTBeT AonXeH 6biTb B BUAE CNINCKa COOBLLEHNI

var responseParts = result.Split(new[] {":' }, 3);

// Normpyem yactu oTseta
for (inti=0; i < responseParts.Length; i++)

{
Console.WriteLine($"[LOG] Response part {i}: {responseParts[i]}");

if (responseParts[1] == ResponseCodes.SUCCESS)

{
// Nony4yaem cTpoky ¢ coobueHnamm (oHa nocne "GET_MESSAGES:SUCCESS:")
var messagesString = responseParts[2]; // CTpoKka coobLueHui
// Pazgensem coobuieHus no cumeony ;"

var chatMessages = messagesString.Split(';');

// Normpyem Konmuectso coobuieHuit

Console.WriteLine($"[/10T] KonnuecTtso coobueHuii: {chatMessages.Length}");

// O6pabatbiBaem Kaxaoe coobuieHue
foreach (var msg in chatMessages)
{
// Paspgenaem Kaxpgoe coobuieHme Ha vactm no "
var msgParts = msg.Split(new[] {":' }, 4);
if (msgParts.Length >= 4)
{
// Norvpyem yactv coobuieHun

Console.WriteLine($"[LOG] CooblieHune pasaeneHo Ha yactu: Otnpasutens: {msgParts[0]}, MonyyaTens:
{msgParts[1]}, CoobeHune: {msgParts[2]}, AaTa: {msgParts[3]}");

// ®opmupyem cTpoKy 1 gobasasem B CNUCOK



var formattedMessage = $"({msgParts[3]}) {msgParts[0]} -> {msgParts[1]}: {msgParts[2]}";

Console.WriteLine(S"[LOG] Jlo6asnsem coobuieHme B uaT: {formattedMessage}");

// Dobasnsem coobuierue 8 listBox1 (c nposepkoii Ha InvokeRequired)
if (instance.listBox1.InvokeRequired)
{
instance.listBox1.Invoke(new Action(() => instance.listBox1.ltems.Add(formattedMessage)));

}

else

{

instance.listBox1.ltems.Add(formattedMessage);

}

else

{

Console.WriteLine("[/1OT] HesepHblit popmaT coobieHunsa.");

}
else if (responseParts[1] == ResponseCodes.NO_MESSAGES)

{

MessageBox.Show("CoobuweHnin HeT gns aToro yaTta.");

}

catch (Exception ex)

{

MessageBox.Show(S$"OwmnbKka npu noayyeHmn coobuieHnin: {ex.Message}");

private async void messeng_Load(object sender, EventArgs e)

{
// Mpu 3arpy3ke GoOpMbl NOAKNOUAEMCA K CEPBEPY M NOJTy4aem CrUCOK NoNb3oBaTesel
await _client.ConnectAsync(); // MoaknioueHune K cepsepy

_isConnected = true;

Task.Run(async () =>
{
await _client.SendMessageToServer($"{RequestCodes.GET_USERS}:{currentUsername}");
while (_isConnected)
{
Console.WriteLine($"3awen 8 uukn");
await Task.Delay(5000);
await _client.SendMessageToServer($"{RequestCodes.GET_USERS}:{currentUsername}");
}
1;

await _client.StartListeningAsync();



private void button3_Click(object sender, EventArgs e) //Talimep
{

// Co3paem dopmy a5 BBOAA BpeMeHM Taiimepa

Form inputForm = new Form();

inputForm.Text = "BeeguTe Bpems Tainmepa";

inputForm.Size = new System.Drawing.Size(300, 150);

Label label = new Label() { Left = 20, Top = 20, Text = "BeeaunTe Bpems (cek):", AutoSize = true };
TextBox inputBox = new TextBox() { Left = 150, Top = 20, Width = 100 };
Button confirmation = new Button() { Text = "OK", Left = 100, Top = 60, Width =80 };

confirmation.Click += (s, args) =>
{
if (int.TryParse(inputBox.Text, out int seconds) && seconds > 0)

{

delaylnSeconds = seconds;

"o

MessageBox.Show($"CoobuieHune byaet oTnpasneHo yepes {seconds} cekyHa.", "Taiimep yctaHoBneH",
MessageBoxButtons.OK, MessageBoxlcon.Information);

inputForm.Close();

StartMessageTimer();
}
else

{
MessageBox.Show("BBeauTe KoppeKkTHOe 4ymcio cekyHa.", "Ownbka", MessageBoxButtons.OK,
MessageBoxIcon.Error);

}
5

inputForm.Controls.Add(label);
inputForm.Controls.Add(inputBox);
inputForm.Controls.Add(confirmation);

inputForm.ShowDialog();

private void StartMessageTimer()

{

if (messageTimer?.Enabled == true) return; // MpeaoTepalaem NOBTOPHbIN 3aNycK

if (messageTimer == null)
{
messageTimer = new System.Windows.Forms.Timer();
messageTimer.Tick += async (s, args) =>
{
messageTimer.Stop();
messageTimer = null;
textBox1.KeyDown -= TextBox1_KeyDown; // Y6upaem o6paboTumk
textBox1.ReadOnly = false; // CHumaem 610KMPOBKY
button1.PerformClick();
|3



textBox1.ReadOnly = true; // lenaem TeKCT6OKC TONbKO A/1A YTEHMA

textBox1.KeyDown += TextBox1_KeyDown; // Jo6aBnsem 06paboTunk ans 610KMPOBKN yaaneHums

messageTimer.Interval = delayInSeconds * 1000;

messageTimer.Start();

private void TextBox1_KeyDown(object sender, KeyEventArgs e)
{

// Bnokupyem KHOMKW yaaneHus

if (e.KeyCode == Keys.Back | | e.KeyCode == Keys.Delete)

{

e.SuppressKeyPress = true;

}
public static async Task OnMessageReceived(string message, messeng instance)

{

var parts = message.Split(":');

var sender = parts[1];
var text = parts[2];
var formattedMessage = $"({DateTime.Now}) {sender} -> {instance.currentUsername}: {text}";
if (sender == instance.Username)
{
// O6HoBnsem Ul noToka
if (instance.listBox1.InvokeRequired)
{

instance.listBox1.Invoke(new Action(() => instance.listBox1.ltems.Add(formattedMessage)));

}

else

{

instance.listBox1.ltems.Add(formattedMessage);

}

public static async Task UpdateUsersList(string result, messeng instance)

{
try

{
//Console.WriteLine($"[LOG] UpdateUsersList Bbi3BaH ¢ pesynbtatom: {result}");

var responseParts = result.Split(":');
if (responseParts[1] == ResponseCodes.SUCCESS)
{

var users = responseParts[2].Split(','). ToList();

// Nposepsem goctyn n3 Ul-notoka
if (instance.InvokeRequired)
{

instance.lnvoke(new Action(() => instance.PopulateUsers(users)));

}

else



instance.PopulateUsers(users);

}
}
else if (responseParts[1] == ResponseCodes.NO_USERS)
{

Console.WriteLine($"{ResponseCodes.NO_USERS}");
}
else if (responseParts[1] == ResponseCodes.ONLY_YOU)
{

MessageBox.Show($"{ResponseCodes.ONLY_YOU}");

}

catch (Exception ex)

{

MessageBox.Show(S"Owwnbka npm 06HOBAEHMM CriUCKa Nosib3oBaTeneit: {ex.Message}");

private void PopulateUsers(List<string> users)
{
if (dataGridView1.InvokeRequired)
{
dataGridView1l.Invoke(new Action(() => PopulateUsers(users)));

return; // 3aBeplaem BbinosHeHMe B paboyem NoToke

// CoxpaHsem BbIGpaHHOro Nosib30BaTeNs
string selectedUser = null;
if (dataGridView1.CurrentRow != null)

{
selectedUser = dataGridView1.CurrentRow.Cells[0].Value?.ToString();

// Otkntovaem ob6pabotumk CellClick
dataGridView1.CellClick -= DataGridView1_CellClick;

// OBbHOBNAAEM AaHHble
var bindingSource = new BindingSource();
bindingSource.DataSource = users.Select(u => new { Username = u }).ToList();

dataGridView1.DataSource = bindingSource;

// BocctaHaBavBaem BbIGOP
if (!string.IsNullOrEmpty(selectedUser))
{
foreach (DataGridViewRow row in dataGridView1.Rows)
{
if (row.Cells[0].Value?.ToString() == selectedUser)
{



row.Selected = true;
dataGridView1.CurrentCell = row.Cells[0];
break;

// Bkntouaem o6paboTtumk CellClick o6patHo
dataGridView1.CellClick += DataGridView1_CellClick;

private async void button2_Click(object sender, EventArgs e) // kHonKa oTnpasku daiina
{
string filePath = null;
string fileName = null;
Thread staThread = new Thread(() =>
{
using (OpenfFileDialog openFileDialog = new OpenFileDialog())
{
if (openFileDialog.ShowDialog() == DialogResult.OK)
{
filePath = openFileDialog.FileName;
fileName = Path.GetFileName(filePath);

}

1;
staThread.SetApartmentState(ApartmentState.STA);

staThread.Start();
staThread.Join(); // Oxunaaem 3asepLieHns paboTbl NOTOKa

if (Istring.IsNullOrEmpty(filePath))
{
var chatUser = label2.Text.Replace("4aT c nonb3osatenem: ", "");
string message = $"{RequestCodes.SEND_FILE}:{currentUsername}:{chatUser}:{fileName}";
await _client.SendMessageToServer(message);
_client.file_send = true;
try
{
await SendFileAsync(_client._networkStream, message, filePath);

MessageBox.Show(S$"®aiin {fileName} ycnewHo otnpasnen.", "Ycnex", MessageBoxButtons.OK,
MessageBoxIcon.Information);

await _client.SendMessageToServer($"{RequestCodes.SEND_MESSAGE}:{currentUsername}:{chatUser}:{fileName}");

}

catch (Exception ex)

{

MessageBox.Show($"OwwnbKa npu oTnpasKe daiina: {ex.Message}", "OwnbKa", MessageBoxButtons.OK,
MessageBoxIcon.Error);



}
else
{
MessageBox.Show("®alin He BbIbpaH.", "OwmnbKa", MessageBoxButtons.OK, MessageBoxlcon.Warning);
}
_client.file_send = false;

}
public async Task SendFileAsync(NetworkStream stream, string message, string filePath)
{
try
{
// NMoaroTosKa 6ydepa ans nepegaun daiina
byte[] buffer = new byte[4096];
using (FileStream fs = new FileStream(filePath, FileMode.Open, FileAccess.Read))
{
int bytesRead;
while ((bytesRead = fs.Read(buffer, 0, buffer.Length)) > 0)
{
// Otnpaska coaepxunmoro daita nopumuamm

await stream.WriteAsync(buffer, 0, bytesRead);

// OuncTKa NOoTOKa nocne 3aBepLieHns nepesaym
await stream.FlushAsync();
Console.WriteLine("®alin ycnelwHo otnpasneH.");

}

catch (Exception ex)

{

Console.WriteLine($"Owwn6ka npu otnpaske daiina: {ex.Message}");

private async void button4_Click(object sender, EventArgs e)

{
await _client.SendMessageToServer($"{RequestCodes.CLOSE}:{currentUsername}");
Application.Exit();
_isConnected = false;

_client.Disconnect(); // 3akpbiTe coeanHeHms

®daiia client.cs

using System;

using System.lO;

using System.Net.Sockets;
using System.Text;

using System.Threading.Tasks;



using System.Windows.Forms;

namespace client
{
public class Client
{
private static Client _instance;
private readonly string _serverAddress;
private readonly int _serverPort;
private TcpClient _client;
public NetworkStream _networkStream;
private static readonly object _lock = new object(); // BnokuposKa gna noto4Hol 6esonacHOCTU
private messeng _messenglnstance;
private Registr _reg;
private Avtorisation _Avt;
private Client(string serverAddress, int serverPort)
{
_serverAddress = serverAddress;

_serverPort = serverPort;

public void SetMessenglnstance(messeng messenglnstance)

{
_messenglnstance = messenglnstance;
}
public void SetRegistrinstance(Registr registrinstance)
{
_reg =registrinstance;
}
public void SetAvtinstance(Avtorisation Avtinstance)
{
_Avt = Avtlnstance;
}

public static Client GetInstance(string serverAddress = "127.0.0.1", int serverPort = 5000)

{

lock (_lock) // NoTouHan 6esonacHoCTb

{

if (_instance == null)



_instance = new Client(serverAddress,serverPort);

}

return _instance;

public async Task ConnectAsync()

{

if (_client != null && _client.Connected)

{

return; // Y>ke noaxkntoueHo

try

_client = new TcpClient();
Console.WriteLine("Connecting to the server...");
await _client.ConnectAsync(_serverAddress, _serverPort);
_networkStream = _client.GetStream();
Console.WriteLine("Connected to the server.");

}

catch (SocketException ex)

{
throw new Exception($"ERROR: {ex.Message}");

}

catch (Exception ex)

{
throw new Exception($"ERROR: {ex.Message}");

}

await Task.Delay(1000);

intl=0;

public bool file_send = false;

public async Task<string> SendMessageToServer(string message)



//while (file_send) { }
Console.WriteLine($"OTtnpaska Ha cepsep: {message}");
if (_networkStream == null | | |_client.Connected)

{

throw new InvalidOperationException("Client is not connected.");

try

var data = Encoding.UTF8.GetBytes(message);
await _networkStream.WriteAsync(data, 0, data.Length);
return "ERROR:";
}
catch (SocketException ex)
{
return $"ERROR: SocketException: {ex.Message}";
}
catch (ObjectDisposedException ex)
{
return $S"ERROR: ObjectDisposedException: {ex.Message}";
}
catch (Exception ex)

{

return S"ERROR: {ex.Message}";

bool rec_file = false;
FileStream fs = null;
intk=0;
public async Task StartListeningAsync()
{
if (_networkStream == null | | !_client.Connected)

{

throw new InvalidOperationException("Client is not connected.");



var buffer = new byte[4096];

while (_client.Connected)

{

try

var bytesRead = await _networkStream.ReadAsync(buffer, 0, buffer.Length);

if (bytesRead == 0) break;

var message = Encoding.UTF8.GetString(buffer, 0, bytesRead);

Console.WriteLine($"nonyueHo B StartlListeningAsync{message}");

if (message.Split(":')[0] == RequestCodes.GET_USERS)

{
if (_messenglnstance != null)
{
await messeng.UpdateUsersList(message, _messenglnstance);
}
}
else if (message.Split(':')[0] == RequestCodes.LOGIN)
{
Avtorisation.Login(message, _Avt);
}
else if (message.Split(":')[0] == RequestCodes.REGISTER)
{

var avtorisationForm = new Avtorisation();
Registr.registr(message, _reg, avtorisationForm);
}
else if (message.Split(':')[0] == RequestCodes.GET_MESSAGES)
{
await messeng.GetMessagesFromServer(message, _messenglnstance);
}

else if (message.Split(':')[0] == RequestCodes.NEW_MESSAGE)

{

await messeng.OnMessageReceived(message, _messenglnstance);



else if (message.Split(':')[0] == RequestCodes.SEND_MESSAGE)

if (message.Split(":')[1] == ResponseCodes.MISSING_USERNAME)

{

MessageBox.Show($"{ResponseCodes.MISSING_USERNAME}");

}

else if (message.Split(":')[1] == ResponseCodes.SUCCESS)

{

await messeng.listBox1ltemsAdd(message.Split(":')[2], _messenglnstance);

}

else if (message.Split(':')[0] == RequestCodes.RECIEVE_FILE | | rec_file == true)

{

try

if (rec_file == false)

{

// Napcum coobuieHne
var parts = message.Split(":');
if (parts.Length < 3)

{

Console.WriteLine("Oww6ka: HeBepHbIli dopmat KomaHabl RECEIVE_FILE.");

return;

string senderUsername = parts[1]; // Uma otnpasutens

string fileName = CleanFileName(parts[2]); // Ounctka umenu daina

// NyTb ana coxpaHeHus daitna
string saveDirectory = Path.Combine("Downloads", senderUsername);
if (!Directory.Exists(saveDirectory))
{
Directory.CreateDirectory(saveDirectory);

}

string savePath = Path.Combine(saveDirectory, fileName);

Console.WriteLine(S"MonyyeHue daitna '{fileName}' ot '{senderUsername}'...



fs = new FileStream(savePath, FileMode.Create, FileAccess.Write);

}

// YnTaem paHHble M3 NOTOKa M 3anucbiBaem B daiin

var messagel = Encoding.UTF8.GetString(buffer, 0, bytesRead);
await fs.WriteAsync(buffer, 0, bytesRead);
if (bytesRead < 4096 && k > 0)
{
k=0;
rec_file = false;
fs?.Dispose(); // 3akpbiBaem NOTOK

fs = null;

1
rec_file = true;
k++;
}
catch (Exception ex)
{
Console.WriteLine($"Owwn6ka npu nonyveHnmn daina: {ex.Message}");
MessageBox.Show(S"Owmnbka npu nonyyeHun daiina: {ex.Message}",

"Owwnbka", MessageBoxButtons.OK, MessageBoxIcon.Error);

catch (Exception ex)

{

Console.WriteLine($"Owwnbka npu nonyueHnn coobuieHna: {ex.Message}");

break;

}

string CleanFileName(string fileName)

{



// 3ameHsaem HeJONYyCTUMbIE CMMBOJIbI HAa MOAYEPKUBAHUA
var invalidChars = Path.GetlnvalidFileNameChars();
foreach (var c in invalidChars)
{
fileName = fileName.Replace(c, ' ');
}
return fileName;
}
public bool IsConnected()

{

return _client != null && _client.Connected && _networkStream != null;

public void Disconnect()

{

_networkStream?.Close();

_client?.Close();

daiia Programm.cs

using System;
using System.Threading.Tasks;
using System.Windows.Forms;
namespace client
{
static class Program
{
[STAThread]
static async Task Main() // Caenaem metos aCMHXPOHHbIM
{
Application.EnableVisualStyles();
Application.SetCompatibleTextRenderingDefault(false);
var client = Client.GetInstance();
try

{



await client.ConnectAsync(); // Moaknto4aemca aCMHXPOHHO

Application.Run(new Avtorisation());
}

catch (Exception ex)

{

MessageBox.Show(S"Owwn6bka npu 3anycke npunoxenus: {ex.Messagel}");// ECM YTO-TO NOLL/IO HE TaK - MOKaXKEM
coobleHune

}

daiin Registr.cs

using System;
using System.Windows.Forms;

using static System.Windows.Forms.VisualStyles.VisualStyleElement;

namespace client
{
public partial class Registr : Form

{

private readonly Client _client;

public Registr()

{
InitializeComponent();
_client = Client.GetInstance();

_client.SetRegistrinstance(this);

private void button2_Click(object sender, EventArgs e)
{
// Nepexoa Ha dopmy aBTOpPM3aLMU
var avtorisationForm = new Avtorisation();
avtorisationForm.Show();

this.Hide();



private async void button1_Click(object sender, EventArgs e)
{
var username = textBox2.Text;
var password = textBox1.Text;
// Console.WriteLine($"username: {username}");
await _client.SendMessageToServer($"{RequestCodes.REGISTER}:{username}:{password}");
await _client.StartListeningAsync();

this.Hide();

public static void registr(string result, Registr registrForm, Avtorisation avtorisationForm) {

var responseParts = result.Split(":');
if (responseParts.Length == 3 | | responseParts.Length == 2)

{

if (responseParts[1] == ResponseCodes.SUCCESS)

{
var username = responseParts[2];

MessageBox.Show("Registration successful");

avtorisationForm.Show();

registrForm.Hide();

}
else if (responseParts[1] == ResponseCodes.MISSING_USERNAME_OR_PASSWORD)
{
MessageBox.Show($"{ResponseCodes.MISSING_USERNAME_OR_PASSWORD}");
}
else if (responseParts[1] == ResponseCodes.USER_ALREADY_REGISTR_IN)
{
MessageBox.Show(S$"{ResponseCodes.USER_ALREADY_REGISTR_IN}");
}



daiia Avtorisation.cs

using System;

using System.Threading.Tasks;

using System.Windows.Forms;

using static System.Windows.Forms.VisualStyles.VisualStyleElement;

using static System.Windows.Forms.VisualStyles.VisualStyleElement.StartPanel;

namespace client
{
public partial class Avtorisation : Form

{

private readonly Client _client;

public Avtorisation()

{
InitializeComponent();
_client = Client.GetInstance();

_client.SetAvtInstance(this);

private void button2_Click(object sender, EventArgs e)
{

// Nepexon Ha dopmy peructpaumm

var registrForm = new Registr();

registrForm.Show();

this.Hide();

private async void button1_Click(object sender, EventArgs e)

{

var username = textBox2.Text;
var password = textBox1.Text;

await _client.SendMessageToServer(S"{RequestCodes.LOGIN}:{username}:{password}");



await _client.StartListeningAsync();

}

public static void Login (string result, Avtorisation avtorisation)

{

var responseParts = result.Split(":");

if (responseParts.Length == 4 | | responseParts.Length == 2)
{

if (responseParts[1] == ResponseCodes.SUCCESS)

{

var username = responseParts[2];
Console.WriteLine(S$"username: {username}");
MessageBox.Show("Login successful");
// NMepexon Ha popmy mecceHaxKepa
var messengForm = new messeng(username);
messengForm.Show();
avtorisation.Hide(); // CKpbiBaem TekyLLyto popmy
}
else if (responseParts[1] == ResponseCodes.MISSING_USERNAME_OR_PASSWORD)
{
MessageBox.Show(S$"{ResponseCodes.MISSING_USERNAME_OR_PASSWORD}");
}
else if (responseParts[1] == ResponseCodes.USER_ALREADY_LOGGED_IN)
{
MessageBox.Show(S$"{ResponseCodes.USER_ALREADY_LOGGED_IN}");
}
else if (responseParts[1] == ResponseCodes.USER_NOT_FOUND)
{
MessageBox.Show($"{ResponseCodes.USER_NOT_FOUND}");
}
else if (responseParts[1] == ResponseCodes.NO_PASSWORD)

{

MessageBox.Show($"{ResponseCodes.NO_PASSWORD}");



Ipunoxenue b

JIuCTHHT mporpamMmMsI cepBepa
daiia Programm.cs

using Microsoft.VisualBasic.ApplicationServices;
using Microsoft.Win32;

using System;

using System.Collections.Generic;

using System.l0;

using System.Ling;

using System.Net;

using System.Net.Sockets;

using System.Text;

using System.Threading;

using System.Threading.Tasks;

namespace Server
{
class Program
{
private static readonly string FilePath = "users.txt";
private static List<string> onlineUsers = new List<string>();
private static readonly object onlineUsersLock = new object();
private static readonly Dictionary<string, TcpClient> onlineClients = new Dictionary<string, TcpClient>();
private static readonly SemaphoreSlim onlineUsersSemaphore = new SemaphoreSlim(1, 1);
private static bool getUsers = true;
public class Message
{
public string Sender { get; set; }
public string Recipient { get; set; }
public string message { get; set; }

public DateTime Timestamp { get; set; }

static async Task Main(string[] args)
{
var listener = new TcpListener(IPAddress.Any, 5000);

listener.Start();



Console.WriteLine("Server started...");

while (true)

{

var client = await listener.AcceptTcpClientAsync();

_ = HandleClientAsync(client);

}

private static async Task HandleClientAsync(TcpClient client)

{
string username = null;

bool isConnected = false;

try
{
using (var networkStream = client.GetStream())
{
var buffer = new byte[1024];
while (true)
{

var bytesRead = await networkStream.ReadAsync(buffer, 0, buffer.Length);

if (bytesRead == 0) break;

var message = Encoding.UTF8.GetString(buffer, 0, bytesRead);
Console.WriteLine(S$"Mony4eHo coobueHmne: {message}");

var response = await ProcessMessageAsync(message,networkStream,client);

Console.WriteLine($"Otnpasnsem oTseT: {response}");

var responseParts = response.Split(":');
Console.WriteLine(S$"status: {responseParts[0]}");

var data = Encoding.UTF8.GetBytes(response);
Console.WriteLine("MoaroToBKa K oTnpaske oTeeTa...");
await networkStream.WriteAsync(data, 0, data.Length);

Console.WriteLine("OTBeT oTnpasneH KnneHTy.");



catch (Exception ex)
{
Console.WriteLine(S"Error: {ex.Message}");
}
finally
{
}

private static async Task SaveUsersToFile(List<User> users)
{
var lines = users.Select(u => $"{u.Username}:{u.Password}");

await File.WriteAllLinesAsync(FilePath, lines);

private static async Task<string> ProcessMessageAsync(string message, NetworkStream stream, TcpClient client)
{
Console.WriteLine($"MonyuyeHo coobuieHne: {message}");

var parts = message.Split(":');

var command = parts[0];
string username = null, password = null, recipient = null, text = null;

string fileName = null;

switch (command)
{
case RequestCodes.REGISTER:
{
username = parts.Length > 1 ? parts[1] : null;
password = parts.Length > 2 ? parts[2] : null;
break;
}
case RequestCodes.LOGIN:
{
username = parts.Length > 1 ? parts[1] : null;
password = parts.Length > 2 ? parts[2] : null;

break;



case RequestCodes.SEND_MESSAGE:

{

username = parts.Length > 1 ? parts[1] : null;
recipient = parts.Length > 2 ? parts[2] : null;

text = parts.Length > 3 ? parts[3] : null;
Console.WriteLine(S"MonyueHo coobuieHue: {text}");

break;

case RequestCodes.GET_MESSAGES:
{
// Bna nonydeHns coobuieHnin napameTpbl: username, recipient
username = parts.Length > 1 ? parts[1] : null;
recipient = parts.Length > 2 ? parts[2] : null;
break;
}
case RequestCodes.GET_USERS:
{
// Lins nonyyeHws cnncka nonb3oBaTeseit NapameTp TONbKO username
username = parts.Length > 1 ? parts[1] : null;
break;
}
case RequestCodes.SEND_FILE:
{
username = parts.Length > 1 ? parts[1] : null;
recipient = parts.Length > 2 ? parts[2] : null;

fileName = parts.Length > 3 ? parts[3] : null;

break;
}
case RequestCodes.CLOSE:
{
username = parts.Length > 1 ? parts[1] : null;
break;

}

default:



return $"{ResponseCodes.ERROR}: Unknown command";

var users = await GetUsersFromFile();

Console.WriteLine($" command: {command}");

return command switch

{
RequestCodes.REGISTER => await HandleRegisterCommand(users, username, password),
RequestCodes.LOGIN => await HandleLoginCommand(users, username, password, client),
RequestCodes.GET_USERS => await HandleGetUsersCommand(users, username),
RequestCodes.SEND_MESSAGE => await HandleSendMessageCommand(username, recipient, text),
RequestCodes.GET_MESSAGES => await HandleGetMessagesCommand(username, recipient),
RequestCodes.SEND_FILE => await HandleSendFile(username,recipient,fileName,stream),
RequestCodes.CLOSE => Disconnect(username),

_ =>$"{ResponseCodes.ERROR}: Unknown command"

static async Task<string> HandleSendFile(string username, string recipient, string fileName, NetworkStream stream)

{

try

// NpoBepsiem, 4To NapameTpbl yKasaHbl
if (string.IsNullOrEmpty(username) | | string.IsNullOrEmpty(recipient) || string.IsNullOrEmpty(fileName))

{

return "OwmnbKa: HepocTaTouHo NapameTpos ans obpaboTku daina.";

// DvpekTopusa ana coxpaHeHunsa daina

string saveDirectory = Path.Combine("ReceivedFiles", recipient);

// Cozpaem gMpeKTopuio, eC/IM OHa He CyluecTeyet
if (!Directory.Exists(saveDirectory))

{

Directory.CreateDirectory(saveDirectory);

// MonHbIN NyTb ANa coxpaHeHua daiina



string filePath = Path.Combine(saveDirectory, fileName);

// YTeHne gaHHbIX U3 NOTOKa M 3anmchb B dpaiin
using (FileStream fs = new FileStream(filePath, FileMode.Create, FileAccess.Write))
{

byte[] buffer = new byte[4096];

int bytesRead;

while ((bytesRead = await stream.ReadAsync(buffer, 0, buffer.Length)) > 0)

{

await fs.WriteAsync(buffer, 0, bytesRead);

// Nposepsiem, ecin AaHHbIX 60/blUE HET, 3aBepLIaeM YTEHNE
if (Istream.DataAvailable)

{
break;

}
string sendResult = await HandleReciveFile(username, recipient, fileName);

Console.WriteLine($"®ain '{fileName} oT nonb3osatens '{username}' ycnewHo coxpaHeH ans '{recipient}' 8
{filePath}'.");

return $"®aiin '{fileName}' ycnewHo otnpasneH.";
}
catch (Exception ex)
{
Console.WriteLine($"Owwn6ka npu o6paboTke daitna: {ex.Message}");

return $"OwwnbKa: {ex.Message}";

static string Disconnect(string username)
onlineClients.Remove(username);
onlineUsers.Remove(username);

Console.WriteLine($"Monb3osatens {username} sbiwen.");

return $"{RequestCodes.CLOSE}";



}

static async Task<string> HandleReciveFile(string username, string recipient, string fileName)

{

try

// NMpoBepsaem, 4To NapameTpbl yKasaHbl
if (string.IsNullOrEmpty(recipient) || string.IsNullOrEmpty(fileName))

{

return "OwwnbKa: HegocTaTouHO NapaMeTpoB 414 OTNPaBKM daiina.";

string filePath = Path.Combine("ReceivedFiles", recipient, fileName);

// Nposepsem, cyuiectsyeT an dain
if (IFile.Exists(filePath))

{

return $"OwwnbkKa: dann '{fileName}' ana '{recipient} He HallgeH.";

await onlineUsersSemaphore.WaitAsync();
try
{
// NMpoBepsem, HaxoAWUTCA N NONYYATENb B CETU
if (onlineUsers.Contains(recipient))
{
var recipientClient = onlineClients[recipient];
if (recipientClient != null && recipientClient.Connected)
{
using (FileStream fs = new FileStream(filePath, FileMode.Open, FileAccess.Read))
{
byte[] buffer = new byte[4096];

int bytesRead;

// OTnpasnsem KomaHAay nonyyaTtento o nonyyeHuu daina

var header = $"{RequestCodes.RECIEVE_FILE}:{recipient}:{fileName}";

var headerData = Encoding.UTF8.GetBytes(header + "\n");

await recipientClient.GetStream().WriteAsync(headerData, 0, headerData.Length);

await Task.Delay(100);



// Otnpasnsaem cam dpain

while ((bytesRead = await fs.ReadAsync(buffer, 0, buffer.Length)) > 0)

{

await recipientClient.GetStream().WriteAsync(buffer, 0, bytesRead);

await Task.Delay(100);

Console.WriteLine(S"®aiin '{fileName}' ycnewHo otnpasneH nons3osatento {recipient}'.");

return $"®ann '{fileName}' ycnewHo otnpasnen nonb3sosarento '{recipient}.";

else

return $"OwubKa: Monb3osaTtensb '{recipient} He noakaoueH.";

else

return $"Owwmbka: Monb3osatenb '{recipient}' He oHnaiiH.";

}

finally
{

onlineUsersSemaphore.Release();

}

catch (Exception ex)

{
Console.WriteLine($"Owwn6kKa npu oTnpaske daina: {ex.Message}");

return $"Ownbka: {ex.Message}";

static async Task<string> HandleSendMessageCommand(string username, string recipient, string message)

{

if (string.IsNullOrEmpty(recipient) )



return $"{RequestCodes.SEND_MESSAGE}:{ResponseCodes.MISSING_USERNAME}";
}
// CoxpaHeHue coobueHus

await SaveMessage(username, recipient, message);

await onlineUsersSemaphore.WaitAsync();
try
{
if (onlineUsers.Contains(recipient))
{
var recipientClient = onlineClients[recipient]; // onlineClients — 310 cnoBapb ans xpaHeHus TcpClient nonyyaTteneit

if (recipientClient != null && recipientClient.Connected)

{
try
{
var data = Encoding.UTF8.GetBytes(S"{RequestCodes.NEW_MESSAGE}:{username}:{message}");
await recipientClient.GetStream().WriteAsync(data, 0, data.Length);
Console.WriteLine($"otnpasuan coobuweHue {recipientClient}");
}
catch (Exception ex)
{
Console.WriteLine($"Owwn6kKa otnpaBkK coobuieHns noaydyatento {recipient}: {ex.Message}");
}
}
}
}
finally
{

onlineUsersSemaphore.Release();

return $"{RequestCodes.SEND_MESSAGE}:{ResponseCodes.SUCCESS}:{message}";

static async Task<string> HandleGetMessagesCommand(string username, string recipient)

{

Console.WriteLine(S$"HandleGetMessagesCommand: {username}");



Console.WriteLine($"HandleGetMessagesCommand: {recipient}");
if (string.IsNullOrEmpty(username) || string.IsNullOrEmpty(recipient))

{

return ResponseCodes.MISSING_USERNAME_OR_RECIPIENT;

var messages = await GetMessagesFromFile();
Console.WriteLine(S"[J10T] CooblueHnit 3arpyskeHo: {messages.Count}");
foreach (var msg in messages)

{

Console.WriteLine(S$"[/10l] Coobuienune: OTnpasutens: {msg.Sender}, Monyuatens: {msg.Recipient}, CoobuieHue:
{msg.message}, flata: {msg.Timestamp}");

}
// ®unbTpauma coobLeHNIA MeX Ay NOo/Ib30BaTENEM U NOAyYaTeNEM
var chatMessages = messages

.Where(m => (m.Sender == username && m.Recipient == recipient) | | (m.Sender == recipient && m.Recipient ==
username))

.OrderBy(m => m.Timestamp)
Select(m => $"{m.Sender}:{m.Recipient}:{m.message}:{m.Timestamp}") // ®opmupyem nonHbie CTPOKK C AATON
.Tolist();
Console.WriteLine($"[/10T] KonunyecTtso coobuieHnid, nogxoaawmx nog kputepuu: {chatMessages.Count}");
if (chatMessages.Count == 0)
{
// O6paboTKa cnyyas, Korga HeT coobLyeHni
Console.WriteLine("[/10l] HeT coobueHunii gna aToro yata.");

return $"{RequestCodes.GET_MESSAGES}:{ResponseCodes.NO_MESSAGES}:No messages found";

var response = $"{RequestCodes.GET_MESSAGES}:{ResponseCodes.SUCCESS}:{string.Join(";", chatMessages)}";
Console.WriteLine($"[/10T] CdoopmuposaH oTtseT: {response}");

return response;

private static async Task<List<Message>> GetMessagesFromFile()

{

Console.WriteLine("[/10l] HaunHaem yTeHune coobuieHnit us daina...");

if (!File.Exists("messages.txt"))



return new List<Message>();

var lines = await File.ReadAllLinesAsync("messages.txt");
Console.WriteLine(S"[J1OT] NMpounTaHo cTpok u3 daina: {lines.Length}");

var messages = new List<Message>();

foreach (var line in lines)

{

try

Console.WriteLine(S$"[/10l] O6pa6oTka cTpoku: {line}");
// Pazgenexve ctpokun no "'
var parts = line.Split(":");
Console.WriteLine($"[/10T] CTpoka pa3aeneHa Ha {parts.Length} yactn");
// TpoBepKa, 4TO CTPOKa COAEPIKUT OKUAAEMOE KOMYECTBO YacTel
if (parts.Length < 4)
{
Console.WriteLine(S"HesepHblit popmat ctpoku: {line}");

continue;

// Cobupaem oTnpasuTens, nonyyatens, coobuieHue
var sender = parts[0].Trim();
var recipient = parts[1].Trim();
var message = parts[2].Trim();
Console.WriteLine($"[/10T] OtnpasuTens: {sender}, Monyuatens: {recipient}, Coobwerune: {message}");
// CoeamHaeMm ocTaBLIMECA YacTU A1 KOPPEKTHOW AaTbl
var timestampRaw = string.Join(":", parts.Skip(3)).Trim();
Console.WriteLine($"[/10T] UcxoaHas aata n Bpemsa: {timestampRaw}");
// Napcum paty n fobasnsem cooblueHmne B CNUCOK, €CU AaTa KOPPEeKTHa
if (DateTime.TryParse(timestampRaw, out var timestamp))
{

messages.Add(new Message

{

Sender = sender,

Recipient = recipient,



message = message,
Timestamp = timestamp

N

Console.WriteLine(S$"[/10T] CoobuwieHne aobasneHo ¢ gaToit: {timestamp}");

else

Console.WriteLine($"Owunbka napcuHra aatbl: {timestampRaw}");

}

catch (Exception ex)

{

Console.WriteLine($"Owwn6ka o6paboTtkm cTpoku: {line}. Exception: {ex.Message}");

}

Console.WriteLine($"coobuieHune: {messages}");

return messages;

private static async Task SaveMessage(string sender, string recipient, string message)

{

var messageline = $"{sender}:{recipient}:{message}:{DateTime.Now}";

// CoxpaHaem coobLieHus B dpain

await File.AppendAllLinesAsync("messages.txt", new([] { messageLine });
}
static async Task<string> HandleRegisterCommand(List<User> users, string username, string password)
{

if (string.IsNullOrEmpty(username) || string.IsNullOrEmpty(password))

{

return $"{RequestCodes.REGISTER}:{ResponseCodes.MISSING_USERNAME_OR_PASSWORD}";

if (users.Any(u => u.Username == username))

{

return $"{RequestCodes.REGISTER}:{ResponseCodes.USER_ALREADY_REGISTR_IN}";



users.Add(new User { Username = username, Password = password });
await SaveUsersToFile(users);

return $"{RequestCodes.REGISTER}:{ResponseCodes.SUCCESS}:User successfully registered";

static async Task<string> HandleLoginCommand(List<User> users, string username, string password, TcpClient client)

{

if (string.IsNullOrEmpty(username) || string.IsNullOrEmpty(password))

{

return $"{RequestCodes.LOGIN}:{ResponseCodes.MISSING_USERNAME_OR_PASSWORD}";

if (onlineUsers.Contains(username))

{

return $"{RequestCodes.LOGIN}:{ResponseCodes.USER_ALREADY_LOGGED_IN}";

var logUser = users.FirstOrDefault(u => u.Username == username );
if (logUser == null)
{
return $"{RequestCodes.LOGIN}:{ResponseCodes.USER_NOT_FOUND}";
}
var pasUser = users.FirstOrDefault( u => u.Username == username && u.Password == password );
if (pasUser == null)
{
return $"{RequestCodes.LOGIN}:{ResponseCodes.NO_PASSWORD}";
}
onlineUsers.Add(username);
onlineClients[username] = client;

return $"{RequestCodes.LOGIN}:{ResponseCodes.SUCCESS}:{username}:Login successful";

static async Task<string> HandleGetUsersCommand(List<User> users, string currentUsername)

{

var allLines = File.ReadAllLines(FilePath);

if (allLines.Length == 0)

{



getUsers = true;

}
var usernames = File.ReadAllLines(FilePath)
.Select(line => line.Split(":')[0]) // U3Bnekaem nmeHa nonb3osatenei
.Where(user => user != currentUsername) // Uckntouaem TekyLLero noab3osaTens

.Select(user => $"{user}{(onlineUsers.Contains(user) ? "(Online)" : "(Offline)")}");

if (lusernames.Any() && getUsers)
{

getUsers = false;

// Ecnv nonb3osatenei nocae GuabTpaLumn HeT

return $"{RequestCodes.GET_USERS}:{ResponseCodes.ONLY_YOU}";
}

else if (lusernames.Any() && !getUsers)

{

return $"{RequestCodes.GET_USERS}:{ResponseCodes.NO_USERS}";

}

// Bo3Bpaliaem CTPOKy C N0Ab30BaTENAMM, Pa3AeNeHHYIo 3anaToi

string result = $"{RequestCodes.GET_USERS}:{ResponseCodes.SUCCESS}:{string.Join(",", usernames)}";
//Console.WriteLine($"Sending response: {result}");

return result;

private static async Task<List<User>> GetUsersFromFile()
{
if (!File.Exists(FilePath))

{

return new List<User>();

var lines = await File.ReadAllLinesAsync(FilePath);

var users = new List<User>();



foreach (var line in lines)
{
var parts = line.Split(":');
if (parts.Length == 2)
{

users.Add(new User { Username = parts[0], Password = parts[1] });

return users;

public class User
{
public string Username { get; set; }

public string Password { get; set; }

}
daiin ResponseCodes.cs

using System;
using System.Collections.Generic;
using System.Ling;
using System.Text;
using System.Threading.Tasks;
namespace client
{
public static class ResponseCodes
public const string SUCCESS = "SUCCESS";
public const string ERROR = "ERROR";
public const string USERNAME_ALREADY_EXISTS = "Mms nosib3oBaTens y»Ke cywectsyer";
public const string USER_NOT_FOUND = "TaKoro nosib3oBaTesis He CyL,ecTByeT. 3apernctpupymnrecs.”;
public const string USER_ALREADY_LOGGED_IN = "lMonb3oBaTenb y:Ke B cetn";
public const string USER_ALREADY_REGISTR_IN = "lMonb30BaTenb y»Ke 3apeructpupoBaH”;
public const string MISSING_USERNAME_OR_PASSWORD = "Mm#a nosb3osaTens Uan naposab OTCyTcTaytoT";
public const string MISSING_USERNAME = "lMonb3oBaTenb He BbibpaH";
public const string USER_NOT_ONLINE = "Mosb3oBaTenb He B ceTn";

public const string MISSING_USERNAME_OR_RECIPIENT = "lMony4yaTenb oTcyTCTBYIOT";



public const string NO_MESSAGES = "CoobLueHunli He HalaeHo";

public const string ONLY_YOU = "Kpome Bac 3aecb 6o/blue HMKoro HeT(";
public const string NO_PASSWORD = "HeBepHblii naponb";

public const string NO_USERS = "B cnucke To/1bKo Bbl";

®aiin RequestCodes.cs

using System;
using System.Collections.Generic;
using System.Ling;
using System.Text;
using System.Threading.Tasks;
namespace client
{
public static class RequestCodes
{
public const string REGISTER = "REGISTER";
public const string LOGIN = "LOGIN";
public const string GET_USERS = "GET_USERS";
public const string SEND_MESSAGE = "SEND_MASSAGE";
public const string GET_MESSAGES = "GET_MESSAGES";
public const string NEW_MESSAGE = "NEW_MESSAGE";
public const string SEND_FILE = "SEND_FILE";
public const string RECIEVE_FILE = "RECIEVE_FILE";

public const string CLOSE = "CLOSE";
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