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PE®EPAT

bakanaBpckas pabora cogepxkut 128 crpanun, 10 pucyHkoB, 8 UCTOUHHUKOB,
2 npunoxenusi. CtpykTypa paOOThl BKIIOYAaeT B ceOs BBEJAEHUE, S5 TJIaB,
3aKIII0YEHUE, CTIUCOK UCTIOIh30BAaHHOW JIUTEPATYPHI U MPUIIOKCHHE.

Lens pabotel: Pa3paboTaTh cucTeMy XpaHeHHs 3allM(QpPOBAHHBIX TAHHBIX B
obOnake. PazpaboraTh ¥ OTIaAUTh B3aUMOJEHUCTBUE MOIYJIEH MPUIOKEHHUS.
Cucrema nomkHa OBITH MPEICTABICHA B BHJIE YCTAHOBOYHOTO (paiiyia mporpaMMEl.

JlocT)KeHre TOCTABIICHHOMW e TPeOyeT pelieHus CIeIyIOINX 3a/1a4:

1) popmupoBanue TpeOOBaHUN K MPOCKTUPYEMOI CHUCTEME U OIpejesieHHe
e QyHKIMOHAIBHBIX BO3MOKHOCTEHH;

2) U3y4uTh CIIOCOOBI 0OecIeueHus: 0€30MaCHOCTH JaHHBIX B 00J1aKe;

3) U3y4HuTh METOBI UG POBAHUS TAHHBIX;

4) pa3paboTka HEOOXOIUMBIX MPOTrPaMMHBIX MOAYJEH, IS paboThl ¢
00JIaYHBIMU JJAHHBIMH.

B xone mponenanHoi paboThl OBUTM M3y4€HBl OCHOBHBIE METOJIBI pabOThHI C
nporpamuoii 6ubnuorekoit DOKAN. B mporecce paGoTel MPOBOAWICS aHAIN3,
CpaBHEHHE CYIIECTBIOMIUX MIPOrPaMM IIH(PPOBAHHUS.

B pesynbrare BbIMONHEHUs paOOThl ObLIa CO3/aHA CHCTEMa XpaHEHUS
00JIaYHBIX JTaHHBIX.

B nanpHeliem 1utanupyeTcs: A00aBISATh aaTOPUTMBbI MU(POBAHUS JAHHBIX
MOJIb30BATENsA, a TakKe YIydllaTh II0JIb30BAaTEIbCKUN uHTepdeiic, s

MOBBINIEHUS 0€30MTaCHOCTH M ONITUMHU3AIMU CKOPOCTU PAOOTHI MPOTPaAMMBI.
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BBepneHue

YenmoBedyeckoe OOIIECTBO MO MEPE CBOETO PA3BUTHS MPOIILIO 3TAIBI OBJIAICHUS
BEII[ECTBOM, 3aTE€M DHEPruei 1, HakoHell, nHpopmarueil. B paboBnaaenpueckoM u
dbeonanpHOM 00IIIECTBaX JIEITEIIBHOCTh OOIIECTBA B IIEJIOM M KaXJ[0TO YEJIOBEKa B

OTACJIBHOCTH OblL1a HaIrpaBJICHA B IICPBYIO OUCPCAb HA OBJIAJICHHUC BCIICCTBOM.

C Hauvana g1 HAyYWIUCh U3TOTaBINBATh IPOCTHIE OPYAMS TPYJa U OXOTHI, B
AHTUYHOCTH NOSIBUWINCH MEPBBIE MEXAHU3MBI U TIEPBBIE CPEACTBA MEPEIBUKEHHUS.

B cpeanue Beka 1011 1300penu NepBbIe CIOXKHBIE OPYAUS TPYAA U MEXaHU3MBI.

OBnaieHHe 3HEpruel HaXOAWIOCh B 3TOT MEPUOJ HA HaYaJIbHOM CTYIIEHU
pa3BUTHUSA, B KAUECTBE HICTOUHUKOB SHEPIMU UCIIOIb30BAIUCH COJIHIIE, BOJIA, OTOHb,

BCTCP U CHJIAa YCJIOBCKA.

C Hayaa 4eJoBeUYeCKOM HCTOPHH BO3HHKJIA HOTp€6HOCTB B IICpcaain, a TaAKKC

B XpaHEHUU UH(OpMAIUU.

Hauunas npumepno ¢ XVII Beka, B mporiecce pa3BUTHsS MAITUHHOTO
IIPOM3BO/ICTBA HA MEPBBIH MJIaH BHIXOIUT MPoOsIeMa OBIIaICHUS SHEPTUEH.
CHauana cOBEpIIEHCTBOBAIMCH CIIOCOOBI OBJIAICHUSI SHEPTHEH BEeTpa U BOABI, a

3aTE€M YEJIOBEYECTBO OBJIAJIEJIO COJTHEYHON SHEPTUEH.

B konne XIX Beka Hauamoch OBIaJeHUE YIEKTPUUSCKON SHEPTHEH, ObLTH
M300pETEHBI AJICKTPOreHepaTop U dJeKTpoaBurareinb. M HakoHell, B cepeanae XX
BEKa YeJI0OBEYECTBO OBJA/ICNIO aTOMHOM dHeprueit, B 1954 rogy B CCCP Ob11a

3allyICHa B 3KCINTyaTalluIoO IICpBas aTOMHaAA JICKTPOCTAaHIIUA.

OcBoeHuMe 3Hepruei Mo3BOINIO EPEUTH K MAaCCOBOMY MPOU3BOJICTBY
MOTPEOUTENHCKUX TOBAPOB. bBUIO cO37aHO HHyCTpUaIbHOE 00IIecTBO. B aTOT
MepUo/ HAaYaJIl MPOUCXOIUTH CYIIECTBEHHbIE U3MEHEHUS B CIIOCO0AX XpaHEHUS U
nepeaayu nHMopMalmi.

B undopmarnmonHoM 001IeCTBE TTIABHBIM PECYPCOM SIBIISIETCS MHGOpMAITHS.
Brnanest undopmanueil 0 caMbix pa3iaMyHBIX MPOIECCAX U SBJICHUIX MOXKHO
3 PEKTUBHO U ONTUMAIBHO CTPOUTD JIIOOYIO A€ TEIbHOCTD.

UKHO HE TOIRKQ IIPOM3BECTH OOJRIIOE KOIMYESCTBO IIPOIVKIMI, HO 1 HVKHVIO
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IIPOAYKIMIO B HY’)KHOE BpeMs. C onpenenEéHHbIMU 3aTPATAMU U TaK Jajiee.
[ToaTOMy B MH(GOPMALIMOHHOM OOIIECTBE MOBBIIIAETCA HE TOJIBKO KAaYECTBO
noTpeOIeHNs, HO U Ka4eCTBO IPOU3BOACTBA. UeI0BEUECTBO UCIIOIB3YET
MH(OPMAIMOHHBIE TEXHOJIOTUH, UMEET JIYUIlIHE YCIOBUS TPy, TPY CTAHOBUTCS

TBOPYCCKHUM, HHTCIVICKTYAJIbHBIM U TaK JaJIicc.

B Hacrosiiee Bpems camble pa3BuThie cTpanbl Mupa (Anonus, CHIA, ctpanbl
3ananHoi EBporibl) pakTuyecku yxe BCTYNUIM B MH(OOPMAIMOHHOE 00I1IECTRO.
pyrue xe, B ToM yucie U Poccus, HAXoAsATCA Ha OJACTYIAaX K HEMY.

B kadecTBe KpUTEpUEB pa3BUTOCTH UH(POPMALIMOHHOTO O0IIECTBA MOKHO BHIOPATH
TPU: HAJTUYUE KOMIIBIOTEPOB, YPOBEHBb PA3BUTHUSI KOMIIBIOTEPHBIX CETEN U
KOJINYECTBO HACEJIEHUs, 3aHATOr0 B UH(pOpMaIIMOHHOM cepe, a Takxke
UCIOJIb30BaHNe HHPOPMALIMOHHBIX U KOMMYHUKAIIMOHHBIX TEXHOJIOTHI B CBOEH

HOBCG}IHCBHOﬁ ACATCIIBHOCTH.

WNudopmarus Ha CETOAHAIIHUN IeHb OY€HB JJOPOTO CTOUT U €€ He0OX0IUMO
OXpaHATb. MaccoBoe MpUMEHEHHE MMePCOHATBHBIX KOMITBIOTEPOB, K COXKAIICHHIO,
0Ka3aJI0Ch CBSI3aHHBIM C MOSBICHUEM MPOTPAMM-BUPYCOB, MPEMSATCTBYIOIINX
HOPMAaJIBHOH paboTe KOMIIBIOTEPa, pa3pymaromuX (paiioByr0 CTPYKTYPY AUCKOB U
HAHOCSIIUX yIIEepO XpaHUMOKW B KOMITbIOTEpE HH(POPMAITUH.

Nudopmamnmeii BnageroT Bce aoau 6e3 uckitoueHus. JIFoOoi YeloBeK periaeT A
ce0s1, KaKkyto HHPOPMAITUIO €My HEOOXO0IMMO TIOJTy4HTh, a Kakas HHGOpMaIus He
J0JIKHA OBITh JOCTYIHA APYTUM U T.J1. YenoBeKy Jerko, XpaHUTh UH(GOPMAIIHIO,
KOTOpasi y HETO B TOJIOBE, HO KaK OBITh, €CITM HH(POPMAIIUI 3aHECEHA B «MO3T

MalllnHbI», K KOTOpOﬁ HMCIOT JOCTYII MHOTHC JIFOIH.

UToOBI HE TOTEPATH HHPOPMAIIUIO Pa3padaThIBAIOTCS PA3INYHbIC MEXaHU3MbI
e€ 3allKThl, KOTOPbIE UCMOIB3YIOTCA Ha BCEX 3Tanax padoThl ¢ HEeil. 3aluuaTh OT
MOBPEKICHUN U BHEIIHUX BO3JIEMICTBUM HAJIO HE TOJIBKO YCTPOMCTBA, HA KOTOPBIX

XPaHUTCS CEKPETHAS U BaKHAsI HHPOPMAIIHsI, HO U KaHAIIbI CBSI3H.

[ToBpexaeHns MOTyT ObITh BBI3BAHBI HE TOJIBKO MOJOMKOW 000pY0BaHUS WIIH

KaHaja CBS3M, HO W MOJJICIIKON MM pasriallieHueM CEKPEeTHOU MH(OpMAITUH.
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COoi1 cuctembl 000pYOBaHUSI MOXKET MPOU3OUTH B PE3yIbTaTe CTUXUUHOTO
OencTBUsl, TMOO €ro KPaKu.

Jlst coxpanenust ”HGOPMAIIMU UCTIOJB3YIOT Pa3IMYHbIE CITIOCOOBI 3aIUThI:

e (e30MacHOCTb 3[aHUi, IJie XpaHUTCS CEKpeTHasi nHpOopMaIus

® KOHTPOJMPOBAHHUE JOCTYyNA K CEKPETHON MH(pOpMaLuu

® pasrpaHUYEHUE JOCTyIa

e 1yOIMpOBaHME KAaHAJIOB CBS3U U MOJAKIIOYEHHE PE3EPBHBIX YCTPOUCTB

e Kpunrorpaduueckue npeodpazoBaHus HHGOPMALIUH

Jlucm
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1 O630p npeameTHOM obnacTu

1.1 O6naunsie éviuucienusn

Camoe  CcOBpEMEHHOE HalpaBJICHHE IMOBBIIMIEHUS  PpPabOTOCIOCOOHOCTH
MCIIOIb30BaHusl HHGOPMAIMOHHBIX cucTeM siBisieTcs nepexo k Cloud computing.
B pycckom s3bike Tepmun "Cloud computing" B pesynbTare mnepeBoja MOTyUUI
TpakToBKy — "OOnaunbie BbluucieHusa". CreayeT 3amMeTUTb, 4YTO JIOCIOBHBIN
nepeBos; BblpaxeHusi Cloud computing kak "OOnauyHble BbIYMCICHUS" He
NOJIHOCTBIO ~ OTPAXKA€T CYUIHOCTb COBPEMEHHBIX IPOLIECCOB  YIAJICHHOIO
oOciyxuBanusi TmoJib3oBateneld uHopmamuonasix cucteM. Cloud computing,
KpOME YAQJICHHOTO BBITIOJIHEHUSI MPUJIOKEHUMN, MTPEANoaraeT Takke BECh CIIEKTP
MH(POPMAIIMOHHBIX YCIyT, T.e. XpaHeHWe, MOUCK M Tepenaya HHPOpMaluu,
oOecrieueHue ee Oe3zomacHOCTM W MHoroe japyroe. Ilostomy norudhee

ynotpe6saTh TepMuH "OOJauHbIe TEXHOJIOTHH".

Haubonee akryanehbl cetiuac "OOmnaunsie TexHosjoruun" (Cloud computing).
DOKOHOMHUYHOCTb, JIETKOCTh pa3BepTHIBaHUSA, MHOTOIT0JTH30BaTEIbCKAS
apXUTEKTypa, MPOCTOTA B MCIIOJIB30BAHUH — BCE ATO CIIOCOOCTBYET UX OBICTPOMY

" " :
pacripoctpanenuto. "O6maunbie TexHosoruu" (Cloud computing) mpenmosararoT
BECh KOMIUICKC WH(GOPMAITMOHHBIX yCIyT, BKIIOYAsh XpaHEHUE, TIOUCK U Tepeaady

uHdopManuu, odecreueHne ee 6€30MacHOCTH U MHOTO€ JIPYTOe.

"O0J1auHbIe TEXHOJOTMHM' — 3TO COBPEMEHHBIM MOJIXOA K pa3MENICHUIO,
MPEIOCTABICHUIO U TIOTPEOJICHUIO MPUIIOKEHUNA U KOMIIBIOTEPHBIX PECYPCOB, TIPH
KOTOPOM MPHIIOKEHUSI U PECYPChI CTAHOBATCS NOCTYIHBI yepe3 MHTepHET B BUe

CEPBHCOB, MOTPEOIIEMBIX HA MIATHOPMAaX U yCTPONCTBAX.
OCHOBHBIMH XapPaKTEePUCTUKAMM 00JIaYHBIX BHIYNCICHNH ABJISAIOTCH:

—MacmradéupyeMocth  (MacmrabupyeMoe  TPWIOKEHHE  00ecrieunBacT

6OJ'IBIHYIO Harpy3Ky 3a CUYCT YBCIMYCHUS KOJIMYCCTBA 3aIl1YIHICHHBIX BKSGMHHﬂpOB);
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—3JIACTHYHOCTH (TO3BOJIAET OBICTPO HAPACTUTh MOIIHOCTh MH(PACTPYKTYpPHI

0e3 BHEAPEHUSI MHBECTUIUH B 000pYAOBAHUE U MPOrpaMMHOE 00ecTieUeHUE);

—MYJbTHTEHAHTHOCTH  ([TO3BOJIAET CHHM3UTh PAcXOabl Ha  0OJAYHYIO

m1aTGopMy M UCHOIB30BATh IOCTYIHbBIE BHIYUCIUTEIbHBIE PECYPCHI);

—oI1iaTa 3a HCII0Jb30BaHHC (HO3BOJ’I$I€T INEPEBECTH 4YaCTb KaIllUTAaJIbHBIX

U3JIEPKEK B OMEPAIIIOHHBIC);

—camMo00cy:kuBaHue (IO3BOJISIET MOTPEOUTENSIM 3alpPOCUTh U TOJYYHUTh

TpeOyeMbIe peCypChl B KOPOTKOE BpeMsl).

"O6nauHbple TEXHOJOTUH" U MPEJOCTABIIEMbIE UMU CEPBUCHI MOKHO CPaBHUTH
¢ nmoTpebieHneM BOJAbI WIH ANeKTposHeprun. Korja B jkapy wiM X0JI0J MEHSETCs
norpeGjaeHre BOJAbl M DJIEKTPUYECTBA, TaK M THOTpPEeOJIEHHE CEpPBUCOB,
npenocTaBisieMbix  "oOnauHbIMU"  maTGOpMaMHM, MOMKET  BO3pAacCTH WM

YMCHBIIUTBHCA B 3aBUCHUMOCTH OT ITOBBIIICHUWA UJIN ITOHUKCHUS HAI'PY30K.
CX0KeCTh ATUX CCPBUCOB 3aKJIIO4YACTCA B TOM, 4YTO:
BO-II€EPBbLIX, 1'[0Tp€6I/IT€JII/I YCIYT IIATAT TOJIBKO 34 pCAJIbBHYIO YTUIIN3AaIlHUIO,

BO-BTOPBIX, pecypchl OepyTcs B apeHay, T.. MOCTABIIUKH TaKHUX CEPBUCOB
obecrieunBalOT WX JOCTYITHOCTh B BHJIE apeHIyeMBIX 'pecypcoB", ocTaBiss 3a

c0001i BOIPOCHI I CO3AaHUS U MOACPKaHUS HHDPACTPYKTYPHI,

B-TPeTbHUX, 3aKJIIo4as JOroBOp C COOTBETCTBYIOIIEH  OpraHu3aluen,
MOApPa3yMEBACTCS JOCTYIIHOCTh TE€X WJIM HMHBIX PECypcoB, a OpraHu3aius

o0ecreuynBaeT CBOEBPEMEHHYIO OTUIATY UX apEH]IBI.

CaMpIM 3HAUYMMBIM H3 JOCTOMHCTB "OONa4yHBIX TEXHOJOTHI'" SBISIETCA
6e3omacHocTh ("oOsauHble" CEPBUCHI HMMEIOT BBICOKYIO 0€30mMacHOCTh TPHU
sbdexTuBHOM ee obecrmeueHnr, OJHAKO TPHU XajJaTHOM OTHOMIEHUU IPGHEKT

MOXET OBITh MOJHOCTHIO TPOTUBOMOJIOKHBIM).
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Kak xe yOenutb morpeduTtelns, 4ro €ro AaHHble OyAayT B Oe3omacHOCTU?
PemenueM sBisieTcs COOTBETCTBUE oOOJaka K TpeOOBaHUSIM HOPMATHBHBIX
JOKYMEHTOB M CTaHJapTOB B o0OmacTu oOecreyeHuss HH(POpMaLMOHHOM
6e3onacHoctd. HOo B poOCCHIICKOM 3aKOHOAATENbCTBE IOKA HET CTaHJapTOB,
ONMKCHIBAIOIIMX MNPUHIMUI TOCTPOCHUS 3amuThl HHPopMauuu B "OOnauHbIX
texHosorusix". IloaTomy wMHorume moctaBmuku "OOJNAYHBIX TEXHOJIOTHUN'
BBIHYXKJICHbl CaMU BBIOMpaTh CMOCOOBI 3alIUThl MHPOPMALMU U3 OTPOMHOIO
KOJIMYECTBa ToTOBBIX pemieHuil.Ho Bce cpenacTBa 3aliMThl JOJKHBI YUUTHIBATH

ocoberHocTH "O0IauHON TEXHOIOTHUHN .
1.2 Cnocoowvt o6ecneuenusa oezonacnocmu ""Qonaunvix mexunorozui'’

1.2.1 Coxpannocms oannvix. Illlugposanue

[Iudpoanue — oquH U3 caMbix d3PHEKTUBHBIX CIIOCOOOB 3aIUTHI JaHHBIX.
[Tposaiinep, mpea0CTaBISIIONINNA TOCTYM K JAHHBIM, JOJDKEH mu(poBaTh
uHdopMmanuro kueHTta, xpausmyrocs B LIO/[ (Llentp 06paboTku TaHHBIX —
COBOKYITHOCTb CEPBEPOB, Pa3MEILICHHBIX Ha OJHOM IIJIOMIAJKE C LEIbIO
MOBBIICHUS Y(HPEKTUBHOCTH 1 3AIIUIIECHHOCTH), a TAKXKE B CJydae OTCYTCTBHS
HEO0OXOAUMOCTH, O€3BO3BPATHO YAAISTh.

[Tpu mmdppoBaHnm TaHHBIX KJIMEHTAa BCETJa BOSHUKAET BOIPOC O KIIFOYaX.
XpaHeHHe KIouel Ha 00JJaYHOM CepBEpE HE Pa3yMHO, IOTOMY YTO KaXKIIbIH, KTO
UMeEET JOCTYN K 00JIaYHBIM cepBepaM WIIH M1a0JI0HaM, MOXKET TOTYyYUTh JOCTYII K
K09y, a 3HAYMT, U K 3aIipoBaHHBIM AaHHBIM. HaGop maposns mpu 3amycke
CHUCTEMBI, KaK 3TO MPHUHSATO B JIOKATBHBIX PEIICHUSIX JJIs ITU(POBAHMS JTaHHBIX,
3aTPYIHEH B CBS3U C OTCYTCTBUEM HACTOSAIIEH KOHCOJIM, OJTHAKO HJIES] HEIUIOXa.
du3nyecKuil BBOJ KJIF0Ua 3aMEHSETCS 3aIIpOCOM, KOTOPBIN 00JIa4HbIN cepBep
OTIPABJISIET BHEIIHEMY UCTOYHUKY — cepBepy ynpasieHus kitrodamu (Key
Management Server, KMS).

Pemaromum akropom iia odecniedeHus: 6€30MacHOCTH TaAKOTO PEIICHUS

SBJISIETCSL pa3/ielibHAs IKCIUTyaTalys 00J1a4HOr0 CepBepa U cepBepa yrnpaBieHUs

IrouaMu (cm. PrcvHOK 1): ecnii 00a pa3MeNIeHbI vV (OTHOTQ M TOTO XKE)
Jluem
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npoBaiiiepa o0JaYHBIX CEPBUCOB, TO BCS MH(OpPMAIUS CHOBA OKa3bIBAETCS
coOpaHHOI B 0JHOM MecTe. Perienrem 3Toi mpoOsieMsl SABISETCS YCTAHOBKA
cepBepa KMS B nokansHoM L{O/] nnu B KauecTBe BHEIIHEN yCIYTH y IPYTOro

CepBUC-TIPOBANAEpA.

Nonszoeatens

o Y]
O6cinbin OOnx LN
copeep copmop

S

P
Geronac AKTHENLA OO MR CopDe
- AKTHIHLIA 00 WA Copl OO iMn

Opoxop

s Porncrpaumonnwe
ANMMARS s NpARKTAR
Oo20nACHOCTN

Paspewenng | ynpannenwe
KIDOMA MM = 3ANPOC KO —»
YT " o o o OTBOT € KIO'OM
None Arony/
2

pon, #

copuep A copeop b

—‘L_‘ H O imnm Q6namnn

« HDP/S5H

PR— 1 T TS
AoCTyna

NoNeIORR 1 o
pon b o=,

AD/LDAP

e et
/

Pucynok. 1. CxeMa B3auMoIeiCTBHS TIOJIb30BATENIsA, CEpBEpa YIpaBiIeHUs

KJIFOYaMU B 00JIAYHOTO CCPBCpa

1.2.2 3amuma oannvix npu nepeoaue

B mensx Oe3omacHol 00paOOTKM JAaHHBIX HEOOXOJMMBIM  YCIOBHEM
apigercs ux mudpyemas mnepemada. s Toro, 4roObl 3alIUTUTH JaHHBIE B
myOoJIMYHOM OO0JIaKe HCIIONB3YeTCs TYHHENIb BUpTyanbHOW yacTHOU cetn (VPN),
CBSI3BIBAIONICH KIIMEHTA W CEPBEP [JISl MOJYyYECHUS MYyOJUYHBIX OOJAYHBIX YCIYT.
VPN-TyHHEen»  cmocoOCTByeT  0O€30MacHbIM — COCIMHEHUSM H  TO3BOJISET
WCIIOJIb30BaTh €IMHOE UMS W Tapoib JJIs JOCTyHNa K pPa3IHuYHBIM OOJaYHBIM
pecypcam. B xadecTBe cpencTBa mepenay IaHHbIX B MyOnudHbIX oOnakax VPN -
COCIMHECHUE WCIOJIb3yeT OOIIENOCTYITHBIE pecypchl, Takue Kak WHTepHeT.
[Ipomecc ocHOBaH Ha peXxuUMax JOCTyma C MHUQPPOBAHWEM TPHU TOMOIIHN JBYX
KIIFoUer Ha 6a3e nmpoTtokona Secure Sockets Layer (SSL).

BonpmmucTBO npotokonoB SSL u VPN B kauecTBe onuuu MogAepKUBAIOT
UCIIOJIb30BaHUE HUQPPOBBIX CEPTUPUKATOB I ayTEHTUPUKAIMHU, MOCPEICTBOM

KOTOPBIX TMpoOBepsieTcs WACHTHU(PUKALMOHHAsT HHGOpMalUsi JPyrod CTOPOHBI,
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MpUYeM eIlle J0 Havalla mepefadyu JaHHbIX. DTH HUudpoBble cepTUPUKATHI MOTYT
XpaHUThCS Ha BUPTYAIbHBIX JKECTKHUX JUCKaX B 3alIU(ppPOBAHHOM BHUJE, U
UCIIOJIB3YIOTCSI OHM TOJIBKO MOCJE TOro, Kak CEpBEp YIPABICHHS KIHOYaMHU
MPOBEPUT HUJACHTU(PUKAIIMOHHYIO HHPOPMAIMIO U 0€30MacHOCTh CHUCTEMBI.
CnenoBaTenbHO, Takas LEMOYKAa B3aUMO3aBHCHUMOCTEH TIO3BOJIUT MEpPEaBaTh
JAHHBIE TOJIKO TEM OOJIAaYHBIM CEepBEpaM, KOTOpPbIEC MPOIUIM MPEIBAPUTEIHHYIO
npoBepky. Takue 3amm@poBaHHBIE [aHHBICE TPU TMepenade JOJKHBI ObITh
JOCTYIIHBI TOJIBKO TMOcie ayTeHTuuKanuu. JlaHHbIe HE TTOTYYUTCS MPOYUTAThH UITU
clenaTh U3MEHEHHS B HHUX, JaXK€ B CiIydyae JOCTyIa 4epe3 HEHAAC)KHBIC Y3IIbI.
Takue TEXHOIOTUM JTOCTATOYHO WM3BECTHBI, AJITOPUTMbI U HAJICKHBIC MPOTOKOJIBI

AES, TLS, IPsec 1aBHO UCTIOJIB3YIOTCS MPOBalIepamu.

1.2.3 Aymenmugpuxayusn

AyteHTudukanuss — d3TO 3amuTa mnaposieM. Jns obecrnedenus Oosee
BBICOKOW HAJEKHOCTH M PpabOTOCIOCOOHOCTH, YacTO MpUOEraroT K TaKuM
CpelcTBaM, KaK TOKEHBI (DJEKTPOHHBIM KIIOY JJIs JOCTyNa K 4YeMy-JIubo) u
ceprudukatel. CaMblii IPOCTON U JOCTATOYHO HAJIEKHBIN METOJT ayTeHTU(DUKAIIIH
— 3TO TEXHOJIOTHs MCIIONIB30BaHMs OJHOpa30BbIX maposeir (One Time password,
OTP). Ot mapoiau MOTYT TE€HEPHPOBATHCS JUOO CIEIHUATBHBIMU IIPOrpaMMaMH,
700 JOTMOJTHUTENBHBIMU yCTPOMCTBAMHU, JUOO CEpBUCAMHU, C TEPECHUIKON
nonb3oBaTento Mo SMS. OcHOBHOe oTiaMYMe 00JadyHON HHQPACTPYKTYpPHI
3aKJII0YaeTCsl B OOJIBIION MacmTaOUPyeMOCTH U 0oJiee MIMPOKOM reorpaduaeckoit
pacnpeneneHHOCTH.B camMmoM mpocToM ciydae OJIHOPA30BBIM Mapoib OyaeT
CTCHEpUPOBAH CIICUATBLHBIM CEPBEPOM ayTEeHTHU(UKAIMU W BbICTaH B SMS Ha
MOOWIIbHBIN TeneOH MOJIb30BATENsI IMOCTE BBOJAA MPABUIBLHOTO CTAaTHYECKOTO
napoJjiss Ha CTpaHUIly JOCTynma K oOisayHomy cepBucy. Jlis mpo3payHoro
B3aMMOJICHCTBUSl TPOBaiiiepa ¢ CUCTEMOW HWJCHTU(PUKALMU MpPU aABTOPU3AIUHU,
TaKke pexkoMeHayercs ucnoiab3oBaTh npotokon LDAP (Lightweight Directory
Access Protocol) u si36ik mporpammupoBanusi SAML (Security Assertion Markup

Language).
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1.2.4 H3onayus nonvzoeameneit

Hcnonp3oBanue MHIAMBUIYaJbHOW BUPTYaJIbHOM MAIMHBI U BUPTYaJIbHOU
cetu. BupryanbHble CeTH JOJKHBI OBITh Pa3BEPHYTHI C MPUMEHEHUEM TaKUX
texHonorui, kak VPN (Virtual Private Network), VLAN (Virtual Local Area
Network) u VPLS (Virtual Private LAN Service). Yacto npoBaiifiepbl H30JUPYIOT
JaHHBIE MOJb30BaTEICH APYr OT Jpyra 3a CuUeT H3MEHEHUs KoJa B €IUHOU
IpOrpaMMHON cpene. Takold MeTox HMMEeT OINaCHOCTh pPHUCKAa W IO3BOJISIET
NOJIYYUTh JOCTYII K IaHHBIM. B ciydae BO3MOXKHOM OIIMOKHM B KOJI€ MOJI30BATEINb
MOKET MOJIYYUTh AOCTYN K HHGOPMALIMH IPYTOro MoJb30BaTells.

"OOGnayHble TEXHOJOTHH'" TPEICTABISIOT COOOW COJTUIHBIN
nporpecc B cdepe pa3BuTUs WHGOPMAIMOHHBIX TEXHOJOTUA UM CEPBUCOB.
ObecnieunBasi 10 TpPeOOBAaHUIO TOJB30BATENSI JOCTYN K OOLIUM HCTOYHUKAM
BBIYHCIIUTEIILHBIX PECYPCOB B ABTOHOMHOM, JAWHAMHUYHO MAaCIITAOUPYEMOM H
BBIBEPEHHOM peXuMe, OOJayHble BBIYHCICHUS TMpeiaraloT HECOMHEHHBIE
NpEeuMyIIecTBa  pabOTOCIIOCOOHOCTH B~ CKOPOCTH,  OINEPaTUBHOCTH |
s pexkTuBHOCTH PaboThl ¢ mH(popManmeil. B nanHoW TexHONOrHM 6€30MacHOCTh
UTPAET 3HAYUTEIBHYIO POJb, ATOW MPOOJIEME CIEHUATUCTBl YACHISIOT OTPOMHOE
BHUMaHue. Ho, HecCMOTpss Ha BCe CIOXHOCTH B 00JacThd O€30MacHOCTH,
NPEUMYIIECTBA TPEIOCTABISIEMBIX 4Yepe3 VHTEepHET CEepBHCOB MEPEBEIIMBAIOT
BO3MOXKHBIE pUCKH U "OO6auHble TEXHOJIOTUU" OYIyT MIMPOKO BOCTpEeOOBaHBI HA
pBIHKE THGOPMAIIMOHHBIX TEXHOJIOTHH. [ToaTomy uH(pOpMaIMOHHAS
0€30MacHOCTh TOJB30BATEN - OYEHb Ba)kHas mpodjeMa BCEr0 MHUPOBOTO
yenoBeyecTBa.. Eciam 3TH NMaHHbBIE MOMafaroT MOj JEHCTBUE HOPMATHUBHBIX WU
PETYNHPYIONUX OTPAaHWYCHUH, TO BHIOOP pa3BepThIBaHUS B OOJIake (YaCTHOM,
rUOPUTHOM WM OOIIEAOCTYITHOM) 3aBHCUT OT TMOHMMAHHS TOTO, MOJHOCTBIO JIH
MOCTABIIMK COOTBETCTBYET THM TpeOoBaHUAM. B Apyrom cirydae BO3HHUKAET PHUCK
HapylieHus: KOH(QUICHIMAIbHBIX M TMpaBOBbIX TpeOoBanuil. (ObecneyeHus
O0e3zomacHocTH ~ WHGOPMANMK  OYECHb  BaXXHBI, KOTJa peYb  HIOET O

KOH(bI/II[eHI_II/IaJ'IBHOCTI/I IIOJIB30BAaTCIIA.
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2 O0630p CYIIECTBYIONIUX CPEACTB MOAKIIOUEHHUS K 00TIaKy

2.1 Boxcryptor

?boxcryp!or HOME DOWNLOAD PRICING PRODUCT v~ INDUSTRIES v BLOG SIGN IN

Boxcryptor | Security for your Cloud 3
! 4 oxcryptor
End-to-end encryption “Made in Germany” for for Individuals

Dropbox & Co.

Choose your cloud without worrying about safety and who can access

it.

We handle security and keep it simple - even for non-techies.
Boxcryptor
for Teams

B8 DOWNLOAD BOXCRYPTOR

LEARN MORE >
For Windows 10, 8.1, 7

Download for another platform

“_: ‘ i, boxx AND MANY MORE

Pucynoxk. 2. Caiit nporpammer Boxcryptor

Boxcryptor - Hemerkoe mnporpaMMHOe oOecrieueHue s O0JaYHOTo
mupoBaHus, H3BECTHOE CBOUM YIOOHBIM HHTEphEHcOM. ITOT HUHCTPYMEHT
obOnayHoro mudpoBaHus OepeT Ha ceOs ynpaplieHHWE Ballel y4eTHOH 3alUChIO
00JIAYHOTO XPAHWIIUIIA, TEM CAMbIM YMEHbIIIAas HApYyIIEHUs 0€30MaCHOCTH.

OO6aunblii HHCTPYMEHT mH(poBaHus Boxcryptor mo3BoIIET MOIB30BATENIAM
MCIIOJIb30BaTh €ro CKBO3HOW MPOTOKOJN IMUGPOBAaHMS, KOTOPHIM IMH(pPYyeT HX
OHJIAWH-aKTUBHOCTH OT HACTOJBLHOTO KOMIBIOTEpA 710 00JI1aka M HA00OPOT.

Boxcryptor ucmonp3yeT KOMOWHHPOBAHHBIA  aJrOpPUTM  MMU(pPOBaHUSA,
BKIIIOUarOmuili acumMmeTpudHoe RSA u cummerpuunoe mudpoBanue AES; 310
rapaHTUPYeT, YTO KKl (alia COXpaHsIeT CBOM YHUKAIbHBIN CIyYailHBIA KITIOY
mrdpoBaHsl, KOTOPBIA TeHEPUPYETCs B Tiporiecce popmupoBanws ¢aiina.

3arem Kimrou (aiina MCHONB3yeTcs sl mudpoBaHus W AemudpoBaHUS

COZEP)KUMOTo (aiisa, 9To MPUBOIUT K OE30IMACHOMY XPaHEHHUIO.
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2.2 Cryptomator

Cryptomator Download Secunty Cooperations Support Enterprise ¥ Sponsors € Donate @ English ~

L ooking for centralized Cryptomator for your arganization? Check out our new product Cryptomator Server with advanced
access management, encryption, malware protection, backups, GDPR compliance, and more!

e o

@ e

Cryptomator

Free client-side encryption for your cloud files.
Open source software: No backdoors, no registration.

Download for Windows, Mac, Linux

Pay what you want
. 0€ 9€ 15€ | 25€ Other m=_
L T et

Pucynok. 3. Caiit mporpammsl Cryptomator

OTOT HMHCTPYMEHT oOjayHOoro ImupoOBaHUS  MPEACTaBIseT  CcOOOi
TEXHOJIOTHIO C OTKPBITBIM UCXOJIHBIM KOJOM, KOTOpasi MOKET ObITh HacTpOEHA I10
BalIeMy >KeJIaHUIO.

OpHuM U3 OCHOBHBIX mpeumyniecTB Cryptomator sBIsIETCS HCHOJIb30BaHHE
MPO3pavyHOro MIH(PPOBAHMS, YTO O3HAYAET, UTO MOJIB30BATENIN HE 3aMETAT HUKAKOM
Pa3HUIIEI TPpU paboTe ¢ daiiaMu.

Kpome Ttoro, Cryptomator HCHOiB3yeT MPOTOKOJ IMH(PPOBAHHS BOCHHOTO
ypoBHsA, TO ecTh mmmbpoBanue AES, s mmdpoBanus Bameit oOradHOMN
uHbOpMaITIH.

Bama oGnaunasi y4eTHast 3amuch 3allMIIEHa OT B3JIOMa M JIPYTUX TMOMBITOK
B3JIOMa Oyarojaps pacUIUpeHHOW 3allUTe W PEryJSIpHBIM  OOHOBIECHUAM
6e3omacHoctu ot Cryptomator.

Brl Takke momydaere BUPTYaJIbHBIM JKECTKUM JUCK I JOCTYINA K BalluM
¢aiinam B 00J1a4HOM XPAHIIIUIIE, a TAKXKE XPAHWIIUIIE, B KOTOPOM XPaHSITCS Ballld

3amugpoBaHHbIE (AMIIBIL.
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Kpome TOro, aToT MHCTpYMEHT OOJa4HOIr0 MMU(PPOBAHUS UMEET HEOOIBIION
BEC M MOCTABISICTCA C aJalTUBHBIM IOJb30BATEIbCKUM HHTEp(eEiicoM B OTIMUME
OT IPYTUX UHCTPYMEHTOB 00J1a4HOTO MUGPOBAHUS.

Hactpoiika npocTa, Tak Kak BaM HY>KHO TOJBbKO BBECTH MM MOJb30BATENS U
MapoJjb, YTO YCTPaHIET HEOOXOAUMOCTh CO3aHMs YUETHBIX 3alUCEl, YIpaBICHHUS
KJIF0YaMU WM KOHGUTypauuu mudpos.

C npyroit cTopoHsl, (aiibl MUGPYIOTCS UHAUBUAYAIbHO, NaXK€ €CIU OHU
pa3MelleHbl B TPYMIAaxX WM MaKeTax.

OT0 0COOEHHO MOJE3HO B CBSI3U C TEM, YTO NpPU BHECEHUM W3MEHEHHUH B
KOHKPETHBIN (aill M3MEHsSeTCsl TOJIbKO KOHKPETHBIA (Dailsl, coxpaHsisi Mpu ITOM

CBOC COCTOAHUC IHI/I(l)pOBaHHH.

2.3 Tresorit

€) tresorit

End-to-end encrypted file sync & sharing for
business owners to avoid data breaches

Get started

14-day free trial, starting at $12.50 / month

Pucynok. 4. Caiit mporpammsr Tresorit

Tresorit momoraer 3amMTUTH BamM (ailibl ¢ TOMOIIBIO 00JAYHOTO
mu@poBaHus, MPEAOTBpaILas TEM CaMbIM JIOCTYI XaKepoOB, IMPABUTEIbCTBA H
OTCJIC)KMBAIOIIUX YCTPOICTB K BalleMy O0JIauHOMY XpaHMIUIILY.

C moMompl0 3TOr0 HMHCTPYMEHTAa O0JIAYHOTO MHU(POBAHUS BBl MOMKETE

JIETKO 3alIUTUTH CBOM (haliIbl, UCTONB3Ys MpoTokon mmdpoBanus AES 256 end-
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to-end, KOTOpBI MCHONB3YET CIAyYallHO CrE€HEPHUPOBAHHBIE KIHOYM IIH(PPOBAHUS

U1 obecniedeHust 6e30macHoCTH (HaisoB.

Kiroun,

CrC€HEPUPOBAHHBIE MPOTPAMMHBIM  OOECIEUEHUEM, JOCTYITHBI

TOJIBKO OTACJIBbHBIM IIOJB30BATCIIAIM, TdK KaK HMX KOIIMKW HC OTIIPABIIAIOTCA Ha

cepBepnl Tresorit.

CnenoBarenbHo, Bamu (aiibl, XpaHsAmuecs B 00JIake, MOTYT OBITh

IIOCTYHHBI TOJIBKO 1JId4 BaAC C BalluM YHI/IKaJ'I]'::H]'::IM BaKpBITBIM KIIFOUOM
pacimu@ppoBKH.
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3 AHanu3 API| gnsa pa3paboTku xpaHUnuu, o6navyHbIX cuctem

3.1 Touka monmuposanusn

Touka MOHTHPOBaHMSI — 3TO KaTajlor Wiau (ailyl, ¢ TOMOLIBI0 KOTOPOIro
obecrnieunBaeTCs IOCTYI K HOBOM (paitiioBoil cuctemMe, katanory wiu Qaity.

Touka MOHTHPOBAHHUS HCIOJNB3YETCS IS peaTu3aldd  BO3MOXHOCTH
JUHAMUYECKU MPHUCOETUHATH/OTCOEINHTh pa3/ieNibl Jucka K (pailioBoil cucreme
BO BpeMsl paboThl onepalnuroHHOW cuctembl. [lonaepikka 3TOH BO3MOXKHOCTH B
OCHOBaHHbIX Ha MOHOMMUTHBIX  sApax UNIX-nonobusix OC  obecneunBaetcs
CaMUM SJIpOM CHCTEMbl M CHCTEMHON MpPOrpaMMOMN, KOTOpasi BBI3BIBACTCS IMPH
MOMOIIY KOMaHHOW CTPOKM yTHIUTOM Mount.

B onepammonnoii cucreme Windows TOYKM MOHTHPOBAHHUSA JOCTYMHBI MPHU
ucnosb3oBanuu (aitniooit cucrembl NTFS. Toukun MOHTUpOBaHMS peaT30BaHBI
gyepe3 OoJsiee OOIIYIO TEXHOJOTHIO TOYEK TOBTOpPHOUM 00paboTku. Bceero
CYILIECTBYET JBa BHJIAa TOYEK MOHTHUPOBAHHS: TOYKAa MOHTHPOBAaHMS Karajora u
TOYka MOHTHpoBaHusg ToMa Co3aHWe TOYEeK MOHTHUPOBAHUSI TEPBOTO THIA
OCYIIECTBIIICTCS uepe3 KOHCOJIbHYI0 KoManay mklink /J, co3manue TodYeK

MOHTHPOBAHHUS BTOPOT'O THITAa — Yepe3 KoMaHay mountvol.

3.1.1 Ilpumenenue mouexk monmuposanusn ¢ Windows

AIMHUHHCTPATOPBl CHCTEM, OTIWYHBIX OT Windows, 3HAalOT W HIXPOKO
HCIIOIB3YIOT TOYKH MOHTHPOBAaHHS, HO aaMuHucTpaTopbl Windows TOJIBKO
HAYMHAIOT OCBaMBaTh WX BO3MOXKHOCTH. Ilapagurma yrpaBlIeHHS XpaHCHHEM
Windows Bcerma ocHOBbIBaJach Ha OYKBEHHBIX CHMBOJIBHBIX 00O3HAUCHUSX,
MMOATOMY TOYKH MOHTHPOBAaHMS, HE3aBUCHMBIC OT CBS3M C CHMBOJBHBIMU
0003HaYCHUSMH, TIPEACTABIISIOT O0COOYI0 IIEHHOCTh. B mpormuioM, kKorma cepBepbl
Windows ObLIM TPOCTBIMH M YHCIIO CHMBOJIOB JIJIi 0003HAYCHUS JTHUCKOB PEJIKO
npepimasio 5 wuinu 10, HEOOXOAUMOCTH B TOYKaX MOHTHPOBAHUS TOYTH HE
omyiianock. OgHAKO B HACTOAINIECE BpPEMS TOYKH MOHTHPOBAHHS IPOCTO

HEOOXOJUMBI, TaK Kak agMUHHUCTpaTopbl Windows cTposiT Bce Oojee CIIOKHBIE
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https://ru.wikipedia.org/wiki/%D0%9C%D0%BE%D0%BD%D0%BE%D0%BB%D0%B8%D1%82%D0%BD%D0%BE%D0%B5_%D1%8F%D0%B4%D1%80%D0%BE
https://ru.wikipedia.org/wiki/UNIX-%D0%BF%D0%BE%D0%B4%D0%BE%D0%B1%D0%BD%D0%B0%D1%8F_%D0%BE%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0
https://ru.wikipedia.org/wiki/%D0%AF%D0%B4%D1%80%D0%BE_%D0%BE%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%BE%D0%B9_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D1%8B
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%B0%D0%BD%D0%B4%D0%BD%D0%B0%D1%8F_%D1%81%D1%82%D1%80%D0%BE%D0%BA%D0%B0
https://ru.wikipedia.org/wiki/%D0%A3%D1%82%D0%B8%D0%BB%D0%B8%D1%82%D0%B0
https://ru.wikipedia.org/wiki/Mount
https://ru.wikipedia.org/wiki/NTFS_junction_point

CepBEPHI C MOAKIIOYCHNEM MHOTOYHCICHHBIX CHCTEM XpaHEHUs, Takux Kak NAS
(Network Attached Storage — ycTpoWcTBO XpaHEHHS JaHHBIX, IMOJKIIOYaEMOe K
ceti) U SAN (Storage Area Network — ceTb yCcTpoHCTB namstu). A €ciau y4ecThb
NOTPEOHOCTH TakuxX npuiioxkeHud, kak Microsoft Exchange Server u Microsoft
SQL Server, To HexBaTKa CUMBOJIOB JJIsi 0003HAYEHUsI TUCKOB CTaHET ele Oosee
oueBuAHON. [lonokeHNEe OCIIOKHAET MPUMEHEHHE KIacTepOB, TaK KaK Ha BEChH
KJacTep OTBOAMUTCS TOJIBKO 26 CHMBOJIOB, & COBMECTHO HCIOJb3yeMbIC JWCKH B
KJacTepe AODKHBI UMETh €IMHOE CUMBOJILHOE 0003HaUYeHUE, HE3aBUCUMO OT TOTO,
KakoMy KJacTepy OHM mpuHajiexar. Microsoft nomonnmia Windows 2003 wu
Windows 2000 Server ToukamMy MOHTUPOBAaHHS, YTOOBI YCTPAHHUTH MPOOJIEMY
HEXBATKW CUMBOJIOB M YIIPOCTUThH YIIPABJICHHUE TAMSTHIO.

B Windows cymecTtByeT Tpu crocob6a HACTpOWKHM TOYEK MOHTHUPOBAHMS.
[lepBBIii MeTOJM, BEPOATHO, JyYIle OCTAIBHBIX 3HAKOM aJMHUHHUCTPATOpam
Windows. TomMa MOHTHpYIOTCS Ha paHee HACTpPOEHHble (U3MYecKue IUCKU C
nomotpio ¢pyakinu Add Mountpoint u3 nunrepdeiica ocnactku Disk Management
(diskmgmt.msc) xonconm ymnpasnenus Microsoft Management Console (MMC).
Bropoii wmetom — 3amyck KoMaHAbl mountvol.exe — TMOAXOAUT TeM
aIMUHUCTPATOpaM, KOTOPBIE TMPEANOYUTAIOT HWHTEPPEHC KOMAHIHON CTPOKH.
Tpernit MeTonm 3akiroyaeTcs B HCIOJb30BaHWM BbI3oBOB Win32 APl B
MIOJrOTOBIIECHHOM aIMUHHUCTPATOPOM .exe-(aite. DOyHKIUU
SetVolumeMountPoint u DeleteVolumeMountPoint unTepdeiica Win32 API
00ecneurnBaloT COOTBETCTBEHHO JOOABICHHE U y/laJeHUe TOUYEK MOHTUPOBAHMS.

UtoOBI MoOKa3aTh MPEMMYIIECTBA TOUEK MOHTHPOBAHUS, MPUBEY HECKOIBKO
MPAKTUYECKUX MPUMEPOB HMX HCMOIB30BaHus B cpenax Windows Server u
Exchange Server.

Caauana — mnpoctoii mpumep. [Ipeamonoxum, yto Ha cucteme Windows
TpeOyeTCs YCTaHOBUTH BTOPOM JKECTKMH 1uCK. Ha HeW yxe uMeeTcs OJuH
xectkuil auck (Drive 1), o60o3HauenHsiii cumBoiioM C, U MOIB30BATENIb HE XOYET
o0o3Havath BTopoil auck (Drive 2) cumBoiom D. DTy 3amadyy MOXKHO pEUIUTH,

JIOTIOJIHUB CTPYKTYpY KaTainoroB Drive 1 TOYKkoN MOHTHpOBaHUSI, YKa3bIBaOIIEH
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Ha Drive 2 (3kpan 1). B stom npumepe Drive 2 opraHu3oBaH Kak TOuKa
MoHTHpoBaHus C:My DocumentsData. [Ipu nepemeniennu o aepeBy KatajloroB K
C:My DocumentData mnonp3oBaTeap uWIM OporpaMMa INEpEHANpaBIsSeTCs K
KopHeBoMY Kartanory Drive 2. bmarogapsi 3ToMy NpocToMy MpHEMY MOXKHO HE
Ha3Ha4yaTh BTOPOMY JHUCKY HOBOIO CHUMBOJa M 3HAYUTEIBbHO YIPOCTUTH
MepeMeIleHHE 10 KaTaJloraM.

Tenepr — Oonee cioXHBIN, nOpakTuueckuii mnpumep. [pynma OTG
(Operations and Technology Group — mnpou3BOACTBEHHO-TEXHOJIOTHYECKAs
rpyrmna) komnanuu Microsoft pacmnosiaraer ogHOM U3 KpyMHEHIITUX B MUPE CUCTEM
Exchange ¢ 6onee yem 88 000 moYTOBBIX SUIMKOB U €MKOCTHIO MamsTH Oonee 50
T6aiiT, oOpabatsiBaroleit 601ee 6 MIH. cOOOIIEeHH B JeHb. B pamkax cMenoro
npoeKkTa KoHcouuaauuu, npoBeneHHoro B 2003 r., cneunuanuctel OTG pemunu
UCIIONIb30BaTh JUIsl KpymHbIX cepBepoB Exchange kmacrepst Microsoft Cluster
Server (MSCS). Campiii 00JbINION W3 HUX — TSTUY3JIOBOM KiacTep (4YeThIpe
aKTUBHBIX Yy3JIa M OJWH pPE3epBHBbIN), mnoaaepkuBarommii 16 000 mouToOBBIX
amuKoB (4000 MOYTOBBIX SANTUKOB HA OJIMH aKTUBHBIA Y3€I).

O4eBUAHO, YTO 3TA KPYIMHOMACIITAOHAsI cUCTEMa TPeOyeT OTPOMHOM MaMsITH,
COCTOSIIIEN M3 MHOXECTBA YCTpPOWCTB ¢ Jsormdeckumu Homepamu (LUN),
UCIIOJIb3YEMbIMU B Ka4eCTBE TOMOB 0a3bl JaHHBIX, TOMOB KYPHAJIOB U PE3ECPBHBIX
toMmoB. [lepBonauansho cnenuanuctel OTG crpoekTupoBain 3Ty KOH(GUTYpALIUIO
0e3 TOYeK MOHTHUPOBaHHWsA, Tak Kak Jno mnosBiaeHus Windows 2003 Toukwm
MOHTHPOBAHUS HEINb3sl OBLJIO MPUMEHSATh Ha OOIMIMX JHCKaX, OObEIWHEHHBIX B
kinactepsl.  Jlmst  o0o3HaueHWsT JUCKOB  TMEPBOHAYAIBHOW  KOHGUTYypaIruu
TpeboBajgoch 36 CUMBOJIOB; B PE3yNbTaTe MOCTPOUTHh M Pa3MECTUTh KIacTep Ha
miatgopme Windows 2000 Server okazamoch HEBO3MOXKHO.

Onnaxo Windows 2003 moaaep>KuBaeT UCIOIb30BaHNE TOYCK MOHTHPOBAHUS
Ha OOBEIWHEHHBIX B KJIACTEPhl OOMMX Juckax, u crenuanuctel OTG cMormm
COKpPAaTHTh YHCJIO CHUMBOJIOB JJii 0003Ha4YeHUs IUCKOB ¢ 36 mo 16. bmaromaps

ATOMY YJaJ0Ch MOCTPOUTH U MaciTabupoBaTh kiactepsl Exchange, oTBeuaromiue
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TpeOboBaHUsIM mMpoekTa KoHconupanuu. [ns Microsoft Touku MOHTHpOBaHUS
TOMOB CTaJIi KJII0OUOM K 0oJiee pa3BUTOM apXUTEKType kinactepoB Exchange.
Touku MOHTHPOBAHUS TOMOB — MOIIHBI MHCTPYMEHT JUIsl PEIICHUS Kak
MPOCTBIX, TaK M CIOXKHBIX 3a7ad. C UX TMOMOIIBI MOXHO MPEOJ0JIETh
OTpaHUYEHUE YHCJIa CUMBOJIOB JJUCKOB U YIPOCTUTH MEPEMEILICHHE 110 KaTaJoraM.
Co BpemeneM aamuHuctpatopsl Windows HayyaTcs HCIOJb30BaTh TOYKHU
MOHTUPOBAHUSA JJIsI MOCTPOCHUSI KPYMHOMACIITAOHBIX KJIACTEPOB M YIPaBICHUS

Tomamu ¢ain-cepsepa Windows Tak xe 3¢ hekTuBHO, Kak ux koyuieru no UNIX.

3.2. DokanAPI

Dokan — ato apaiisep, paboTaroriuii Ha ypoBHe sapa Windows, ¢ KOTOPBIM
MOTYT B3aMMOJIEHCTBOBAaTh JIOObIE TPUIIOKEHUA M3 userspace-a. JlpaiiBep
CYLIECTBYET Kak Mg 32-yX pas3psAHblid CUCTEM, Tak M s 64-eX pa3psaHbIX.
HpaiiBep He HeceT B cebe peanuzanuio Kakoi-muo6o OC, a Tuiib BRICTYIIAET B POJIU
IIPOKCH, MpomycKas depe3 cedst Bce omneparuu BBoaa-BeiBojaa (I0) u3 sapa OC B
userspace. Peanmuzanust pynkinuonana @C JeXUT Ha HAIUX IUIeYaX, MbI CO3/1aeM
6azoBbie pyHkiuu OC, Takue Kak OTKpBITHE/3aKkpbIiTUE (aiiia, ureHue u3 (aiina,
3anuch B ¢aiim ¥ T.J., KOTOpble OyayT BBI3BIBaThCA npaiiBepoM Dokan mpu
BO3HUKHOBEHUHU B CUCTEME COOTBETCTBYIOIIMX COOBITHI. B MOMEHT peructpanuu
Hameit ®C B mpaiiBepe Dokan, Mbl yka3piBaeM HEKOTOpBIE MapaMeTpbl padOThI
Hameld ®C (KOJI-BO ITOTOKOB-OOPaOOTYMKOB OIEpalviii BBOJA/BBIBOJIA, TOYKA
MoHTHpoBanus Hameit @C (Dokan mommepkxuBaeT MOHTHUPOBAHHE B KadeCTBE
ChEMHOI'0 WJIM CETEBOTr0 JucKa U Tolbko B KopeHb ®DC), aBTOMaTHyeckoe
pasmonTupoBanne Hamer @C, B ciydyae ommbOK B paboTe, © HEKOTOPHIE APYTHE
napametpsl). [lociie atoro B OC nosBisieTcss HOBbIN AUCK B KopHE DPC, ¢ KOTOPHIM
moOwie mpunoxeHuss u cama OC B3aUMOJEHUCTBYET, KaK M C OOBIYHBIM JTHUCKOM.
Kakue omepanum paspeinieHo Nnpou3BoauTh B AaHHON @DPC, 3aBUCHUT TOJBKO OT

pa3zpadotunka 3toit @C, TO ecTh OT Hac.

Jlucm

[ry 2.090301.116.001 13

U3zm.

Jluecm Ne Ookym. Moodnuck}Jama




3.2.1 Memoowl ona peanuzayuu

s co3nanust GailyioBON CUCTEMBI MPUIIOKEHUIO HEOOXOMMO Pean30BaTh
¢ynkuuu B ctpykrype DOKAN OPERATIONS (0o0ObsiBnenno#t B dokan.u.) [Tocne
peamuzanuu  ¢yHkius DokanMain MoxeT ObITh BbI3BaHa C  MOMOIIBIO
dokan operations B kauecTBe mapameTrpa JJis MOHTUPOBaHUS (HalsIOBON CUCTEMBI.
Cemantuka pynkuun B DOKAN OPERATIONS noxoxu Ha API-unrepdeiicbt
Windows ¢ TeMm ke umeneM. [loaToMy mapaMeTpsl A STUX (QYHKIIUN Takue ke,
Kak W s cooTBeTcTBYrommx APl Windows. DTu (QyHKIHMH BBI3BIBAIOTCS W3
MOTOKOB, TIO9TOMY OHH JIOJDKHBI OBITh TIOTOKO O€30MacHBIMH, HHAa4Ye MOXKET
BO3HUKHYTH MHOTO TIpOOJIEM.

OTH QYHKINH OOBIYHO BBI3BIBAIOTCS B 3TOH MOCIIEIOBATEIBHOCTH:

DOKAN_OPERATIONS::ZwCreateFile

Hpyrue ¢dyukuun (Hanpumep, DOKAN OPERATIONS.ReadFile wnm
DOKAN OPERATIONS.®ynkius WriteFile)

DOKAN_OPERATIONS:: Cleanup

DOKAN_OPERATIONS:: CloseFile

Ilepen omepamusimMu goctyna K (dainy (mepeduciaeHre 3amucei Karajora,
yreHue atpudyToB daiina u T. 1.), DOKAN OPERATIONS.ZwCreateFile Bcerna
Bei3bIBacTcsa. C apyroii ctoponsl, ¢yHkuus DOKAN OPERATIONS. Cleanup
BCETrJa BbI3bIBaeTCs JpaiiBepoM (aitmoBori cuctembl Dokan, xoraa ¢aiin 3akpbIT
CloseHandle Windows API.

Kaxnas dynaknus nomkaa Bo3Bpamarh STATUS SUCCESS npu ycnemrHom
BBITIOJTHEHUU OIEepaIii, B TPOTUBHOM Cllydae MpPH BO3HUKHOBEHUH OIIMOKHU
BEPHHTE MIPaBHJIbHBIN NTSTATUS (https://support.microsoft.com/en-
us/kb/113996). Hanpumep, ecnmu ZwCreateFile nHe moxet oTkpbITh (aiin (Win32
error_file_not_found), OH JTOJIKEH BEPHYTH
STATUS OBJECT NAME NOT FOUND. Dokan wumeer sKCHOPTUPOBaHHBIN
MMOMOIIIHUK, KOTOPBIA MOXKET ObITh MCIIOJB30BAaH [JIsi MpeoOpa3oBaHUsl OLIMOKHU

Win32 8 NTSTATUS ¢ DokanNtStatusFromWin32.
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Ecte cnyuaii ¢ DOKAN OPERATIONS.ZwCreateFile, koTopblii 10JKEeH
BO3BpalllaTh STATUS OBJECT NAME COLLISION BMECTO
STATUS SUCCESS, «xorma  mapamerp  CreationDisposition  sBisieTCs
CREATE _ALWAYS wm OPEN ALWAYS u ¢aitn, 3anpomeHHblid yCHeuHo
OTKPBIT, YK€ CYIIECTBOBAI.

DOKAN_OPERATIONS.FindFiles WM
DOKAN_OPERATIONS . FindFilesWithPattern mnpusBanbl st TOro, 4YTOOBI
OTBEYaTh Ha 3ampochl Karamora. OgHa W3 3TUX ABYX (YHKIMHA JOHKHA OBITH
peann3oBaHa.

JUs KaKIOW 3ammcy Karajora NPWIOKEHUs (DaloBOH CHCTEMBI JIOJDKHBI
Bb3biBaTh (yHKIMio FillFindData (mepemaercss kak ykaszaTtenb (YHKIIMW Ha
FindFiles, FindFilesWithPattern) co crpykrypoii WIN32 FIND DATAW,
3anoiaHeHHoW uwHGpopmanueit karamora: FillFindData (&win32FindDataw,
DokanFileInfo ). DTo oTBercTBEeHHOCTH (alIOBBIX CcHUCTEM sl 00pabOTKHU
ma6sioHoB,. Korna npumnoxxenus ¢aitsioBoit cuctemsl peanusyroT Tojibko FindFiles.

Kax ykazano Bbllne, aitioBas cucteMa MOXKET ObITh CMOHTHPOBAaHa IyTEM
BbI30Ba ¢yHKIMH DokanMain. @yHKIus 6J0KUpYETCs 10 TE€X MOp, Moka ¢aiioBas
cucreMa He OyaeT pazMoHTupoBaHa. [IpunmokeHus (GaitioBol CHCTEMBI JTOKHBI
3anoiaHUTh CTpyKTypy DOKAN OPTIONS nnst onucanust Oyayiiero ycTpoicTaa
u DOKAN OPERATIONS ykazarensmMu GyHKIUNA a1 ornepanuil  (aitnosoit
cuctembl (Hanpumep, ZwCreateFile, ReadFile, CloseFile,...) mepen mnepenaueii
sTuXx  mapamerpoB  ¢ynHkmumm ~ DokanMain.  ®yHKmuu B CTPYKType
DOKAN_OPERATIONS nomkHbl OBITh MOTOKOOE30MACHBIMH, IMOCKOJBKY OHH
BBI3BIBAIOTCS B HECKOJIBKMX TMOTOKaxX (a He B MOTOKE, BbhI3bIBatoeM DokanMain) ¢
pa3HBIMU KOHTEKCTaMU BhIMOAHEHUs. DokanMain Mo0XeT MTHOBEHHO BEpPHYTHh
cratryc DokanMainResult B cirydae c60st MOHTHPOBaHUS.

DOKAN_OPTIONS. ITapametpst ¢ dhaaramu DOKAN OPTION omnuceiBatot
MOBEJICHUE YCTPOMCTRA.

daiioByt0  cHCTeMYy MOXHO  pPa3MOHTHPOBaTh, BbI3BaB  (YHKIIUIO

DokanUnmount wiim DokanRemoveMountPoint. B 6onbmuHCTBE ciy4aeB, Koraa
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MpOrpaMMbl WU OOOJIOYKH, HUCHOJIB3YIOIIME (alIOBYI0 CHUCTEMY, 3aBHCAIOT,

onepauus pa3MOHTUPOBAHMS PELIUT MPOOJIEMY, IPUBEIS CUCTEMY B MpPEIbLAYIIEE

COCTOsIHUE, Kor/ia (pailioBas cucteMa He OblJla CMOHTHPOBAHA.
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4 MeToabl wndpoBaHuaA

4.1AES

Advanced Encryption Standard, wmm AES, npexncraBiser coOoi
CUMMETPHUYHBIN OJIOUHBIA IHU(pP W BHEIPSAETCS B MPOTrPAaMMHOE U allapaTHOE
oOecrieyeHue no BceMy MUpy Juisl U poBaHus KOH(OUIESHIUATbHBIX JaHHBIX.

Hanumonanbueli  MHCTUTYT cTaHgaproB W TexHosnorudt (NIST) nHauan
pazpadotky AES B 1997 rony, xorma o0bsBII 0 HEOOXOAUMOCTH UCIIOIB30BaHUS
aNropuTMa-npeeMHuKka sl crangapra mudposanus naHHeiX (DES), xoTopsiii
HA4YMHAJI CTAHOBUTHCS YSI3BUMBIM JUJISl aTaK METOI0M Iepedopa.

OTOT HOBBIN, YCOBEPIICHCTBOBAHHBIN alrOpUTM MUGPOBaHUS ObLT OBl HE
KJaccuUIUpOBaH U JIOJDKEH  ObUT  OBITh  «CIOCOOEH  3aluuiaTh
KOH(QUJEHIIMATbHYIO  MPABUTEIBCTBEHHYIO  HWHGOpPMAIMI0 B CIEAYIOIIEM
cToineTun», cornacHo oOwsaBiennto NIST o  mpomecce  pa3paboTku
YCOBEPIICHCTBOBAHHOTO CTaHJAPTHOT0 anroputMa mudposanus. OH AOKEH ObLIT
OBITH TIPOCT B peajn3aliy B anmapaTHOM M MPOrpaMMHOM OOECIEYeHHH, a TaKkKe
B OIPaHUYEHHBIX Ccpelax (Hampumep, B cMapT-KapTax) M IMpeiaratb XOPOIILYHO

3dIUTY OT PA3JIMIHBIX MCTOAOB aTaKH.

4.1.10co6ennocmu AES

[Ipouecc BBIOOpA M71s1 STOTO HOBOTO aJITOPUTMA CUMMETPUYHOTO KITH04Ya OBLI
MOJIHOCTBIO OTKPBIT JUIsl MYOJIMYHOTO H3YYEHUS W KOMMEHTHUPOBAHUS; OTO
o0ecreynio THIaTeNbHbBIN 1 MPO3pavHbIid aHATN3 MTPEJICTABICHHBIX MPOEKTOB.

NIST ykazan, 4To HOBBIM aNTOPUTM YCOBEPIIEHCTBOBAHHOI'O CTaHIapTa
mupoOBaHKs JTOJDKEH TPENCTaBIATh CO00M OnouHBIA mHUdpP, CIOCOOHBIHI
oOpabatpiBaTh 128-0MTHBIE OJIOKM ¢ UCTIOIB30BaHUEM Kiltouei pasmepom 128, 192
u 256 Our; gapyrue KpUTEpUM BbIOOpa B KAueCTBE  CJIEAYIOIIETO

YCOBEPIIEHCTBOBAHHOTO CTAHJAPTHOTO aJropuT™Ma MU(PpPOBAHUSA:
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be3zomnacHOCTh: KOHKYPHUPYIOUINE AITOPUTMBI JOJDKHBI OBUIH OLEHUBATHCS
M0 WX CIOCOOHOCTH MPOTUBOCTOSITH AaTakaM II0 CPaBHEHHIO C JIPYTHMH
MpeACTaBICHHBIMU MU (paMu, XOTS YpPOBEHb O€30MaCHOCTH JOJKEH ObLI
cuMTaThcs Hanbosee BaXXKHbIM (DAKTOPOM B KOHKYPEHTHOM O0phOe.

Crommocts:  IIpemnazHadeHHble A7 BBIIYCKA Ha  [JIOOATBHOM,
HEUCKITIOYUTEIHHON W OeCTNIaTHOW OCHOBE, alrOPUTMBI-KaHIUAATHI JOKHBI ObLTH
OBITh OIIEHEHBI C TOYKHU 3peHHSI Y(PPEKTUBHOCTH BBIUUCICHUHA U TTAMSITH.

Peanmzamusi: anropuTM ¥ XapakTEpUCTHUKU peallM3allid, MOJJIeKaIIne
OLICHKE, BKIIOYAIOT THOKOCTh QIrOPUTMa; MPHUTOJHOCTh aNTOpUTMa IS
pealm3alndyd B anmapaTHOM WM TPOTPAaMMHOM OOECTICYeHWH; W B IEJIOM

OTHOCHUTCIIbHASA IMMPOCTOTA pCaJIn3allnu.

4.1.2 Kak pabomaem wiugppoeanue AES
AES coctout u3 tpex Omounbix mudpon: AES-128, AES-192 u AES-256.

Kaxapiii mmudp mmdpyer u gemudpyeT qaHHbie 6j10kamu o 128 OUT, HCTIONB3YsI

Kpunrorpaduyeckue kiaoun aauHoi 128, 192 u 256 6UT COOTBETCTBEHHO.

128 bit

192 bit — Secret Key Plain Text
256 bit

Cipher

128 bit

192 bit Cipher Text
256 bit —-

Pucynoxk. 5. Pabota AES mmdpoBanus

CummMmerpuyHble (TakKe Ha3bIBAEMbIE CEKPETHBIM KIIOYOM) IIU(PHI
WCIIOJIB3YIOT OJIMH U TOT K€ KJIIOY JJIs MU POBaHUS U AeMU(PPOBAHUS, TOITOMY
OTMPABUTENb U MOJy4YaTellb JTOHKHBI KaK 3HaTh, TAK M MCIOJIB30BATh OJUH U TOT

XKEC CCKpCTHBIﬁ k104, Bee JJIMHBI KJIIOUEH CUMTaIOTCs JOCTATOYHBIMHU AJIsA 3alllUThI

Jlucm

[ry 2.090301.116.001 13

U3zm.

Jluecm Ne Ookym. Moodnuck}Jama




cekpeTHor nHpopmanuu 10 ypoBHs «Cekper», a 1 uHbopmanuu «CoBEpIICHHO
CEeKpeTHO» TpeOyeTcs anuHa kimoda 192 wnmm 256 out. CymectByetr 10 payHnoB
st 128-0uTHBIX Kitouel, 12 payHnoB st 192-0uTHbIX Kirouen u 14 payHaoB st
256-OUTHBIX KJIIOYEH - payHJ COCTOMT M3 HECKOJBKHX 3TaroB 0OpaOOTKH,
KOTOpBIE BKJIIOYAIOT 3aMEHY, TPAHCIOHUPOBAHWE M CMEIIUBAHHE HCXOIHOIO
TEKCTa U peoOpa3oBaHue €ro B OKOHYATEIHHBIM BBIBOJI 3alTU(DPOBAHHOTO TEKCTA.
AnroputMm mudpoBanuss AES onpenensier psa npeobpa3oBaHHil, KOTOpbIE
JIOJKHBI BBITIOTHATHCS HAJ JAHHBIMU, XpaHSAIIUMUCS B MaccuBe. [lepBbIM miarom
mudpa SBISETCS MOMEIIEHHWE JaHHBIX B MAacCHB; IOCJIE 4Yero mpeoOpa3oBaHUs
muGpPOB MOBTOPSAIOTCSA B TEUCHUE HECKOJIBKUX IUKIOB InudpoBanus. KonuuecTro
payHI0B omnpeaensercs JMHOW kiroda: 10 payHnoB mius 128-OutHbIX Kitouei, 12
payHa0B i 192-OuTHBIX KITtouer u 14 payHI0B 11 256-OUTHBIX KITIOUEH.
[lepBeiM mpeoOpazoBanriemM B mudpe mmbpoBanus AES sBusercs
MOJICTAHOBKA JAaHHBIX C HCIIOJIb30BAaHUEM TaONMUIBI TIOJICTAHOBOK; BTOPOE
npeoOpa3oBaHUE CIABUTAET CTPOKH JAaHHBIX, TPEThE CMELIMBAET CTOJIOLBI.
[locnenqnee mnpeoOpazoBaHHWE MPEACTABISET COOOW MPOCTYIO IKCKIIO3UBHYIO
onepainuio (XOR), BBINOJHAEMYIO I KaXJAOro CTONOIA C HMCHOJb30BaHHEM
JIpYro yacTu kiro4a mudpoBanus - Oojee JIMHHBIC KIIIOYH TPeOYIOT OOJIbIIe

PayHIO0B [l 3aBEPLICHUS.

Sr,O St,l Sr,Z Sv,3 SHIFT ROWS () S".O S‘rl S,r,Z S" 3
SO.O { SOI SO 2 SO,3 s0 0 SOT SO 2 SO 3
Sl,O | S! 1 Sl,Z S?.3 ; Sn ! Sl 2 S1.3 SY 0
S?.O 52.1 S?,?. S?.3 ; S2 2 52.3 S?,O S?ﬁ
seulisatlisa s m sl s ES:

Pucynok. 6. AES nmoacraHoBKa JaHHBIX
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5 Pa3spaboTtka cucrtembl

5.1 Ilpoekmuposeanue cucmemut

Boigenum crenyronme KOMIOHEHThI, KOTOPbIE HEOOXOJUMO PEa30BaTh B
pamMKax JaHHOU pabOThI:

1. KommoHeHT co3maHuss TOYEK MOHTHUPOBAHMSA,  ITO3BOJISIOIIHIA
MOHTHPOBATh 00JaYHbIC XPAHUIIHIIA.

2. KomnoneHT mu(poBaHus, TO3BOJSIONIMA OBICTpO 3ammdpoBaTh u
pacundpoBath OOBHEKT.

3. KommoHeHT rpadudecKoro MpUiIoKeHUsT HEOOXOIUM JUTsl BU3YaIN3aIiH

pe3yNbTaToB (PYHKIIMOHATA.

5.2 Ilpozpammuasn peanuzayus cucmemol

Pa3paboTanHas mporpaMma COCTOUT U3 CICIYIOIINX HECKOJBKUX MOJYJICH,
KOTOPBIC MOYKHO Pa3/IeJIUTh Ha 2 TPYIIIIHI:

1. KOMITOHEHTBI TOYKH MOHTHPOBAaHUS U MU(DpOBaHUS

2. KoMIOHEHTBI rpauIecKoro MPHIIOKCHHUS

KOMITOHEHTBI TOYKM MOHTHPOBAHUS WM IMH(PpPOBaHUs, OBLIM pPeali30BaHbI B
BHJIE KJIACCOB ITOAKIIOYaEMOU ONOJIMOTEKH KJIACCOB.

KoMImoHeHT rpaduyeckoro NpPHIOKCHHS peain30BaH B BHJE (HOPMBI,
KOTOpas COJCPKUT KOMIIOHCHTBHI YIIPABJICHHUS JUISI TOYCK MOHTHUPOBAHUSA H
mpoBaHMUS.

I'paduyeckoe mprITOKEHHUE TTO3BOJIAET CO3/1aBaTh TOUKH MOHTHPOBAHMS IS
CETEeBBIX XpaHWIHII. Pe3ynbTaTel paOOThl TPUIOKCHHS TMPEJCTABICHBI Ha

pucyHkax 7 u §;
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(A flata nameHeHnA Tun Paznep

|| ATRIKCOcWGKEycdiMHOy-yRX Mraiin 58 KB
|| aRalgnfefOGmMWO-TmYlidowXw3fzKt1zd... Taiin 179 KB
|| RE24HtIRgzWLrkoRhldokmXZ Qraiin 56 KB
|| KTtpwFidINFIZxCYiculcjd Taiin 58 Kb

Pucynok. 7. 3amm@poBaHHble JaHHbIE HA CETEBOM XPaHUIIMILE

as AVR_.doox 28.06.2019 8:28 Jowyment Micros.., 56 Kb
5 otchet_Coyc_2.docx 28.06.2019 &:28 Jowyment Micros.., 178 Kb
8 PlanV_2.doc 28.06.2019 &:28 Jowcyment Micros.., 57 Kb
g PlanVCoyc.dec 28.06.2019 8:28 Jowkyment Micros.., 58 Kb

Pucynok . 8. PacmmdpoBanubie JaHHBIC HA HAIIEH TOUKE MOHTHPOBAHUS

Jlucm

[ry 2.090301.116.001 13 33

UN3m. |Jlucm Ne Ookym. Moodnuck}Jama




3aknrovyeHue

B pamkxax BKP pa3zpaborana cuctema xpaHeHus: 00JIauHbIX TaHHBIX.

[IpennoxkeHHas: mporpaMmma peanu3yeT alfOpPUTM MHUPPOBAHUS B 00JaYHOM
XxpaHunuiie. /[ 3amuTel JaHHBIX MOJb30BaTess Obul peanu3oBaH anropt™ AES.
K 00mayHpiM XpaHWUJIMIIAM IO3BOJSET MOJKIIOYATHCA IMporpamHas OuOIMoTEKa
DOKAN. Co3manHyio mporpaMmy MOXKHO HCHOJIb30BaTh B KAa4ECTBE pEIICHUS
KOHKPETHBIX PAKTUYECKUX 3a]1a4.

B nanpHeiimem manupyeTcst J00aBiIATh aJITOPUTMBI IIU(PPOBAHUS JAHHBIX
NOJIb30BaTENs, a TakkKe YJydyliaTh I[OJb30BaTeNbCKUA uHTepdeiic, s

ITOBBIIIIEHNS] 0€30IaCHOCTH U OIITUMU3AllUU CKOPOCTHU pa6OTBI IMporpaMmal.
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NMPUNOXXEHWUE A. JIncTnHrn nporpammel

daiin «base64.h»

#ifndef base64 incl
#define Dbase64 incl

inline int B64ToB256Bytes( int numB64Bytes )
{

return (numB64Bytes * 6) / 8; // round down

}

inline int B32ToB256Bytes( int numB32Bytes )

{
return (numB32Bytes * 5) / 8; // round down

}

inline int B256ToB64Bytes( int numB256Bytes )

{
return (numB256Bytes * 8 + 5) / 6; // round up

}

inline int B256ToB32Bytes( int numB256Bytes )

{
return (numB256Bytes * 8 + 4) / 5; // round up

}

/*
convert data between different bases - each being a power of 2.
*/
void changeBase?2 (unsigned char *src, int srclength, int srcPow2,
unsigned char *dst, int dstlLength, int dstPow2);

/*
same as changeBase?2, but writes output over the top of input data.
*/
void changeBase2Inline (unsigned char *buf, int srclLength,
int srcPow2, int dst2Pow,
bool outputPartiallastByte);

// inplace translation from values [0,276] => base64 ASCII

void B64ToAscii (unsigned char *buf, int length);

// inplace translation from values [0,2"5] => base32 ASCII

void B32ToAscii (unsigned char *buf, int length);

// inplace translation from values base64 ASCII => [0,2"6]

void AsciiToB64 (unsigned char *buf, int length);

void AsciiToB64 (unsigned char *out, const unsigned char *in, int length);
// inplace translation from values base32 ASCII => [0,2"5]

void AsciiToB32 (unsigned char *buf, int length);

void AsciiToB32 (unsigned char *out, const unsigned char *in, int length);

#endif
daiin «baseb4.cpp»
#include "base64.h"

#include <ctype.h>

// change between two powers of two, stored as the low bits of the bytes in the
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// arrays.

// It is the caller's responsibility to make sure the output array is large
// enough.

void changeBase2 (unsigned char *src, int srclen, int src2Pow,

{

unsigned char *dst, int dstlLen, int dst2Pow)

unsigned long work = 0;

int workBits = 0; // number of bits left in the work buffer
unsigned char *end = src + srclen;

unsigned char *origDst = dst;

const int mask = (1 << dst2Pow) -1;

// copy the new bits onto the high bits of the stream.
// The bits that fall off the low end are the output bits.
while(src != end)
{
work |= ((unsigned long) (*src++)) << workBits;
workBits += src2Pow;

while (workBits >= dst2Pow)
{
*dst++ = work & mask;
work >>= dst2Pow;
workBits -= dst2Pow;

}
// now, we could have a partial value left in the work buffer..

if (workBits && ((dst - origDst) < dstlen))
*dst++ = work & mask;

/*
Same as changeBase2, except the output is written over the input data.
output is assumed to be large enough to accept the data.
Uses the stack to store output values. Recurse every time a new value
to be written, then write the value at the tail end of the recursion.
*/
static

void changeBase2Inline (unsigned char *src, int srclen,

int src2Pow, int dst2Pow,
bool outputPartiallLastByte,
unsigned long work,
int workBits,
unsigned char *outLoc)

const int mask = (1 << dst2Pow) -1;
if (!outLoc)
outLoc = src;

// copy the new bits onto the high bits of the stream.

// The bits that fall off the low end are the output bits.
while(srcLen && workBits < dst2Pow)

{

work |= ((unsigned long) (*src++)) << workBits;
workBits += src2Pow;
—-—-srclen;

}

// we have at least one value that can be output
unsigned char outVal = work & mask;

work >>= dst2Pow;

workBits —-= dst2Pow;

if (srclLen)
{
// more input left, so recurse
changeBase2Inline( src, srclen, src2Pow, dst2Pow,
outputPartiallastByte, work, workBits, outLoc+l);

The
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*outLoc = outVal;

} else

{
// no input left, we can write remaining values directly
*outLoc++ = outVal;

// we could have a partial value left in the work buffer..
if (outputPartiallastByte)
{
while (workBits > 0)
{

*outLoc++ = work & mask;
work >>= dst2Pow;
workBits —-= dst2Pow;

}

void changeBase2Inline (unsigned char *src, int srclen,
int src2Pow, int dst2Pow,
bool outputPartiallastByte)

changeBase2Inline(src, srclen, src2Pow, dst2Pow,
outputPartiallastByte, 0, 0, 0);

// character set for ascii b64:
// ",-0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz"
// a standard base64 (eg a64l doesn't use ',-' but uses './'. We don't
// do that because '/' 1is a reserved character, and it is useful not to have
// '.' included in the encrypted names, so that it can be reserved for files
// with special meaning.
static const char B642AsciiTable([] = ",-0123456789";
void B64ToAscii (unsigned char *in, int length)
{

for (int offset=0; offset<length; ++offset)

{

int ch = in[offset];

if(ch > 11)
{
if(ch > 37)
ch += 'a' - 38;
else
ch += 'A'" - 12;
} else

ch = B642AsciiTable[ ch 1;
in[offset] = ch;
}

static const unsigned char Ascii2B64Table[] =
" 01 23456789:; ";
// 0123456789 123456789 123456789 123456789 123456789 123456789 1234
// 0 1 2 3 4 5 6
void AsciiToB64 (unsigned char *in, int length)
{
return AsciiToB64(in, in, length);

}

void AsciiToB64 (unsigned char *out, const unsigned char *in, int length)
{
while(length--)
{
unsigned char ch = *in++;
if(ch >= 'A")
{
if(ch >= 'a'")
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ch += 38 - 'a';

else
ch += 12 - 'A';
} else
ch = Ascii2B64Table[ ch ] - '0';
*out++ = ch;

void B32ToAscii (unsigned char *buf, int len)
{
for (int offset=0; offset<len; ++offset)
{
int ch = buf[offset];
if (ch >= 0 && ch < 26)
ch += 'A';
else
ch += '2' - 26;

bufloffset] = ch;

}

void AsciiToB32 (unsigned char *in, int length)
{
return AsciiToB32(in, in, length);

}

void AsciiToB32 (unsigned char *out, const unsigned char *in, int length)
{
while(length--)
{
unsigned char ch = *in++;
int lch = toupper(ch);
if (lch >= 'A'")

lch -= 'A'";
else
lch += 26 - '2"';
*out++ = (unsigned char)lch;

®daiin « BlockFilelO.h»

#ifndef BlockFileIO incl
#define BlockFileIO incl

#include "FileIO.h"
#include "FSConfig.h"

/%
Implements block scatter / gather interface. Requires derived classes to
implement readOneBlock() / writeOneBlock() at a minimum.

When a partial block write is requested it will be turned into a read of
the existing block, merge with the write request, and a write of the full
block.

*/

class BlockFileIO : public FileIO

{

public:
BlockFileIO( int blockSize, const FSConfigPtr &cfg );
virtual ~BlockFileIO();

// implemented in terms of blocks.
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virtual ssize t read( const IORequest &req ) const;
virtual bool write( const IORequest &reqg );

virtual int blockSize() const;
protected:

int truncate( efs off t size, FileIO *base );
void padFile( efs off t oldSize, efs off t newSize, bool forceWrite );

// same as read(), except that the request.offset field is guarenteed to be
// block aligned, and the request size will not be larger then 1 block.
virtual ssize t readOneBlock( const IORequest &reqg ) const =0;

virtual bool writeOneBlock( const IORequest &reqg ) =0;

ssize t cacheReadOneBlock( const IORequest &reg ) const;
bool cacheWriteOneBlock( const IORequest &req );

int blockSize;
bool allowHoles;

// cache last block for speed...
mutable TORequest cache;

i

#endif

daiin « BlockFilelO.cpp»

#include "BlockNameIO.h"

#include "Cipher.h"
#include "base64.h"

#include <cstring>

#include <rlog/rlog.h>
#include <rlog/Error.h>
#include <rlog/RLogChannel.h>

#include "i18n.h"

using namespace rlog;

using namespace rel;

using namespace boost;

static RLogChannel * Info = DEF_CHANNEL( "info/nameio", Log_Info );

static shared_ptr<NameIO> NewBlockNameIO( const Interface &iface,
const shared_ptr<Cipher> &cipher, const CipherKey &key )

{
int blockSize = 8;
if(cipher)
blockSize = cipher->cipherBlockSize();
return shared_ptr<NameIO>(
new BlockNameIO( iface, cipher, key, blockSize, false));
}

static shared_ptr<NameIO> NewBlockNameIO32( const Interface &iface,
const shared_ptr<Cipher> &cipher, const CipherKey &key )
{
int blockSize = 8;
if(cipher)
blockSize = cipher->cipherBlockSize();
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return shared_ptr<NameIO>(
new BlockNameIO( iface, cipher, key, blockSize, true));

}

static bool BlockIO registered = NameIO::Register("Block",
// description of block name encoding algorithm..
// xgroup(setup)
gettext_noop("Block encoding, hides file name size somewhat"),
BlockNameIO: :CurrentInterface(false),
NewBlockNameIO);

static bool BlockIO32 registered = NamelIO::Register("Block32",
// description of block name encoding algorithm..
// xgroup(setup)
gettext_noop("Block encoding with base32 output for case-sensitive systems"),
BlockNameIO: :CurrentInterface(true),

NewBlockNameI032);
/*

- Version 1.0 computed MAC over the filename, but not the padding bytes.
This version was from pre-release 1.1, never publically released, so no
backward compatibility necessary.

- Version 2.0 includes padding bytes in MAC computation. This way the MAC
computation uses the same number of bytes regardless of the number of
padding bytes.

- Version 3.0 uses full 64 bit initialization vector during IV chaining.
Prior versions used only the output from the MAC_16 call, giving a 1 in
2716 chance of the same name being produced. Using the full 64 bit IV
changes that to a 1 in 2764 chance..

- Version 4.0 adds support for base32, creating names more suitable for
case-insensitive filesystems (eg Mac).

*/
Interface BlockNameIO::CurrentInterface(bool caseSensitive)
{
// implement major version 4 plus support for two prior versions
if (caseSensitive)
return Interface("nameio/block32", 4, @, 2);
else
return Interface("nameio/block", 4, 0, 2);
}

BlockNameIO: :BlockNameIO( const rel::Interface &iface,
const shared_ptr<Cipher> &cipher,
const CipherKey &key, int blockSize,
bool caseSensitiveEncoding )
: _interface( iface.current() )
, _bs( blockSize )
, _cipher( cipher )
» _key( key )
, _caseSensitive( caseSensitiveEncoding )

{ // just to be safe..
rAssert( blockSize < 128 );

}

BlockNameIO: :~BlockNameIO()

{

}

Interface BlockNameIO::get_interface() const
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int

int

int

return CurrentInterface(_caseSensitive);

BlockNameIO: :maxEncodedNameLen( int plaintextNamelLen ) const

// number of blocks, rounded up.. Only an estimate at this point, err on
// the size of too much space rather then too little.
int numBlocks = ( plaintextNamelLen + _bs ) / _bs;
int encodedNamelLen = numBlocks * _bs + 2; // 2 checksum bytes
if (_caseSensitive)
return B256ToB32Bytes( encodedNamelen );
else
return B256ToB64Bytes( encodedNamelLen );

BlockNameIO: :maxDecodedNameLen( int encodedNamelen ) const

int declLen256 = _caseSensitive ?
B32ToB256Bytes( encodedNamelen ) :
B64ToB256Bytes( encodedNamelen );

return decLen256 - 2; // 2 checksum bytes removed..

BlockNameIO::encodeName( const char *plaintextName, int length,
uinte4_t *iv, char *encodedName ) const

// copy the data into the encoding buffer..
memcpy( encodedName+2, plaintextName, length );

// Pad encryption buffer to block boundary..
int padding = _bs - length % _bs;
if(padding == 0)
padding = _bs; // padding a full extra block!

memset( encodedName+length+2, (unsigned char)padding, padding );

// store the IV before it is modified by the MAC call.
uinté4_t tmpIV = 0;
if( iv && _interface >= 3 )

tmpIV = *iv;

// include padding in MAC computation
unsigned int mac = _cipher->MAC_16( (unsigned char *)encodedName+2,
length+padding, _key, iv );

// add checksum bytes
encodedName[@] = (mac >> 8) & Oxff;
encodedName[1] = (mac ) & Oxff;

_cipher->blockEncode( (unsigned char *)encodedName+2, length+padding,

(uinte4_t)mac ~ tmpIV, _key);

// convert to base 64 ascii
int encodedStreamLen = length + 2 + padding;
int enclLen;

if (_caseSensitive)

{
encLen = B256ToB32Bytes( encodedStreamLen );

changeBase2Inline( (unsigned char *)encodedName, encodedStreamlLen,
8, 5, true );
B32ToAscii( (unsigned char *)encodedName, encLen );
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} else

{
encLen = B256ToB64Bytes( encodedStreamLen );
changeBase2Inline( (unsigned char *)encodedName, encodedStreamLen,
8, 6, true );
B64ToAscii( (unsigned char *)encodedName, encLen );
}

return enclLen;

int BlockNameIO::decodeName( const char *encodedName, int length,
uinté4_t *iv, char *plaintextName ) const

int declLen256 = _caseSensitive ?
B32ToB256Bytes( length ) :
B64ToB256Bytes( length );

int decodedStreamLen = declLen256 - 2;

// don't bother trying to decode files which are too small
if(decodedStreamLen < _bs)

throw RL_ERROR("Filename too small to decode");
BUFFER_INIT( tmpBuf, 32, (unsigned int)length );

// decode into tmpBuf,
if (_caseSensitive)

{
AsciiToB32((unsigned char *)tmpBuf, (unsigned char *)encodedName, length);
changeBase2Inline((unsigned char *)tmpBuf, length, 5, 8, false);

} else

{
AsciiToB64((unsigned char *)tmpBuf, (unsigned char *)encodedName, length);
changeBase2Inline((unsigned char *)tmpBuf, length, 6, 8, false);

}

// pull out the header information
unsigned int mac = ((unsigned int)((unsigned char)tmpBuf[0])) << 8
| ((unsigned int)((unsigned char)tmpBuf[1]));

uinté64_t tmpIV = 0;
if( iv && _interface >= 3 )
tmpIV = *iv;

_cipher->blockDecode( (unsigned char *)tmpBuf+2, decodedStreamLen,
(uinte4_t)mac ~ tmpIV, _key);

// find out true string length
int padding = (unsigned char)tmpBuf[2+decodedStreamLen-1];
int finalSize = decodedStreamlLen - padding;

// might happen if there is an error decoding..
if(padding > bs || finalSize < @)

rDebug("padding, _bx, finalSize = %i, %i, %i", padding,
_bs, finalSize);
throw RL_ERROR( "invalid padding size" );
}

// copy out the result..
memcpy(plaintextName, tmpBuf+2, finalSize);
plaintextName[finalSize] = '\0@';
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// check the mac
unsigned int mac2 = _cipher->MAC_16((const unsigned char *)tmpBuf+2,
decodedStreamLen, _key, iv);

BUFFER_RESET( tmpBuf );

if(mac2 != mac)

{
rDebug("checksum mismatch: expected %u, got %u", mac, mac2);
rDebug("on decode of %i bytes", finalSize);
throw RL_ERROR( "checksum mismatch in filename decode" );

}
return finalSize;
}
bool BlockNameIO: :Enabled()
{
return true;
}

daiin « BlockNamelO.h»
#ifndef _BlockNameIO _incl
#tdefine _BlockNameIO_incl_

#include "NameIO.h"
#include "CipherKey.h"

#include <boost/shared ptr.hpp>

class Cipher;

/*
Implement NameIO interface for filename encoding. Uses cipher in block
mode to encode filenames. The filenames are padded to be a multiple of the
cipher block size.

*/

class BlockNameIO : public NameIO

{

public:

static rel::Interface CurrentInterface(bool caseSensitive = false);

BlockNameIO( const rel::Interface &iface,
const boost::shared_ptr<Cipher> &cipher,
const CipherKey &key, int blockSize,
bool caseSensitiveEncoding = false );
virtual ~BlockNameIO();

virtual rel::Interface get_interface() const;

virtual int maxEncodedNameLen( int plaintextNamelLen ) const;
virtual int maxDecodedNameLen( int encodedNamelen ) const;

// hack to help with static builds
static bool Enabled();
protected:
virtual int encodeName( const char *plaintextName, int length,
uinté4_t *iv, char *encodedName ) const;
virtual int decodeName( const char *encodedName, int length,
uinté4_t *iv, char *plaintextName ) const;

rivate:
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int _interface;

int _bs;

boost::shared_ptr<Cipher> _cipher;
CipherKey _key;

bool _caseSensitive;

}s

ttendif

daiia « Cipher.h»

#ifndef _Cipher_incl_
#tdefine _Cipher_incl_

#include "encfs.h"

#include "Range.h"
#include "Interface.h"
#include "CipherKey.h"

#include <string>
#include <list>

#if defined(HAVE_INTTYPES_H)
#include <inttypes.h>
#tendif

#if defined(HAVE_STDINT_H)
#include <stdint.h>
#tendif

using boost::shared_ptr;

/*
Mostly pure virtual interface defining operations on a cipher.
Cipher's should register themselves so they can be instanciated via
Cipher: :New().

*/

class Cipher

{

public:

// if no key length was indicated when cipher was registered, then keylLen

// <= 0 will be used.

typedef boost::shared_ptr<Cipher> (*CipherConstructor)( const rel::Interface &iface,
int keyLenBits );

struct CipherAlgorithm

{
std::string name;
std::string description;
rel::Interface iface;
Range keyLength;
Range blockSize;

}s

typedef std::list<CipherAlgorithm> AlgorithmList;
static AlgorithmList GetAlgorithmList( bool includeHidden = false );
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static boost::shared_ptr<Cipher> New( const rel::Interface &iface,
int keyLen = -1);

static boost::shared_ptr<Cipher> New( const std::string &cipherName,
int keyLen = -1 );

static bool Register(const char *cipherName,
const char *description,
const rel::Interface &iface,
CipherConstructor constructor,
bool hidden = false);

static bool Register(const char *cipherName,
const char *description,
const rel::Interface &iface,
const Range &keylength, const Range &blockSize,
CipherConstructor constructor,
bool hidden = false);

Cipher();
virtual ~Cipher();
virtual rel::Interface get_interface() const =0;

// create a new key based on a password

// if iterationCount == 0@, then iteration count will be determined
// by newKey function and filled in.
// If iterationCount == 0, then desiredFunctionDuration is how many

// milliseconds the password derivation function should take to run.
virtual CipherKey newKey(const char *password, int passwdLength,

int &iterationCount, long desiredFunctionDuration,

const unsigned char *salt, int saltlLen) =0;
// deprecated - for backward compatibility
virtual CipherKey newKey(const char *password, int passwdlLength ) =0;
// create a new random key
virtual CipherKey newRandomKey() =0;

// data must be len encodedKeySize()
virtual CipherKey readKey(const unsigned char *data,
const CipherKey &encodingKey,
bool checkKey = true) =0;
virtual void writeKey(const CipherKey &key, unsigned char *data,
const CipherKey &encodingKey) =0;

virtual std::string encodeAsString(const CipherKey &key,
const CipherKey &encodingKey );

// for testing purposes
virtual bool compareKey( const CipherKey &A, const CipherKey &B ) const =0;

// meta-data about the cypher

virtual int keySize() const=0;

virtual int encodedKeySize() const=0; // size

virtual int cipherBlockSize() const=0; // size of a cipher block

// fill the supplied buffer with random data
// The data may be pseudo random and might not be suitable for key
// generation. For generating keys, uses newRandomKey() instead.
// Returns true on success, false on failure.
virtual bool randomize( unsigned char *buf, int len,

bool strongRandom ) const =0;

// 64 bit MAC of the data with the given key
virtual uint64 t MAC_64( const unsigned char *src, int len,
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1

const CipherKey &key, uint64 t *chainedIV = @ ) const =0;
// based on reductions of MAC_64
unsigned int MAC_32( const unsigned char *src, int len,

const CipherKey &key, uint64 t *chainedIV = @ ) const;
unsigned int MAC_16( const unsigned char *src, int len,

const CipherKey &key, uinté64 t *chainedIV = @ ) const;

// functional interfaces
/*
Stream encoding of data in-place. The stream data can be any length.
*/
virtual bool streamEncode( unsigned char *data, int len,
uinté4 t ive4, const CipherKey &key) const=0;
virtual bool streamDecode( unsigned char *data, int len,
uinté4 t ive4, const CipherKey &key) const=0;

/*
These are just aliases of streamEncode / streamDecode, but there are
provided here for backward compatibility for earlier ciphers that has
effectively two stream modes - one for encoding partial blocks and
another for encoding filenames.
*/
virtual bool nameEncode( unsigned char *data, int len,
uint64 t ive4, const CipherKey &key) const;
virtual bool nameDecode( unsigned char *data, int len,
uint64 t ive4, const CipherKey &key) const;

/*
Block encoding of data in-place. The data size should be a multiple of
the cipher block size.
*/
virtual bool blockEncode(unsigned char *buf, int size,
uint64_t ive4, const CipherKey &key) const=0;
virtual bool blockDecode(unsigned char *buf, int size,
uint64_t ive4, const CipherKey &key) const=0;

#endif

daiia « Cipher.cpp»

#include "config.h"

#include "Cipher.h"

#include "Interface.h

#include "Range.h"
#include "base64.h"

#include <map>
#include <list>
#include <string>
#include <iostream>

// for static build. Need to reference the modules which are registered at
// run-time, to ensure that the linker doesn't optimize them away.

#include "NullCipher.h"

#include "SSL_Cipher.h"

using namespace std;
using namespace rel;
using boost::shared_ptr;
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#define REF_MODULE(TYPE) \
if( !'TYPE::Enabled() ) \
cerr << "referenceModule: should never happen\n";

static
void AddSymbolReferences()
{
REF_MODULE(SSL_Cipher)
REF_MODULE(NullCipher)

struct CipherAlg
{
bool hidden;
Cipher::CipherConstructor constructor;
string description;
Interface iface;
Range keylLength;
Range blockSize;

}s

typedef multimap< string, CipherAlg> CipherMap_t;
static CipherMap_t *gCipherMap = NULL;

std::1list<Cipher::CipherAlgorithm>
Cipher::GetAlgorithmList( bool includeHidden )

{
AddSymbolReferences();

list<CipherAlgorithm> result;

if(!gCipherMap)
return result;

CipherMap_t::const_iterator it;
CipherMap_t::const_iterator mapEnd = gCipherMap->end();
for(it = gCipherMap->begin(); it != mapEnd; ++it)

if(includeHidden || !it->second.hidden)

{
CipherAlgorithm tmp;
tmp.name = it->first;
tmp.description = it->second.description;
tmp.iface = it->second.iface;
tmp.keyLength = it->second.keylLength;
tmp.blockSize = it->second.blockSize;

result.push_back( tmp );

}
}

return result;

}

bool Cipher::Register(const char *name, const char *description,
const Interface &iface, CipherConstructor fn, bool hidden)

{
Range keyLength(-1,-1,1);
Range blockSize(-1,-1,1);
return Cipher::Register( name, description, iface,
keyLength, blockSize, fn, hidden );
}
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bool Cipher::Register(const char *name, const char *description,
const Interface &iface, const Range &keylength,
const Range &blockSize,
CipherConstructor fn, bool hidden)

if(!gCipherMap)
gCipherMap = new CipherMap_t;

CipherAlg ca;

ca.hidden = hidden;
ca.constructor = fn;
ca.description = description;
ca.iface = iface;
ca.keyLength = keylength;
ca.blockSize = blockSize;

gCipherMap->insert( make_pair(string(name), ca) );
return true;

}
boost::shared_ptr<Cipher> Cipher::New(const string &name, int keyLen)
{

boost::shared_ptr<Cipher> result;

if(gCipherMap)
{

CipherMap_t::const_iterator it = gCipherMap->find( name );
if(it != gCipherMap->end())

{
CipherConstructor fn = it->second.constructor;
// use current interface..
result = (*fn)( it->second.iface, keylLen );

}

}

return result;

}

boost::shared_ptr<Cipher> Cipher::New( const Interface &iface, int keyLen )

{

boost::shared_ptr<Cipher> result;
if(gCipherMap)
{

CipherMap_t::const_iterator it;
CipherMap_t::const_iterator mapEnd = gCipherMap->end();

for(it = gCipherMap->begin(); it != mapEnd; ++it)

{
// TODO: we should look for the newest implementation..
if( it->second.iface.implements( iface ) )
{
CipherConstructor fn = it->second.constructor;
// pass in requested interface..
result = (*fn)( iface, keylLen );
// if we're not going to compare the options, then just stop
// now..
break;
}
}

}

return result;
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Cipher: :Cipher()
{
}

Cipher: :~Cipher()
{
}

unsigned int Cipher::MAC_32( const unsigned char *src, int len,
const CipherKey &key, uint64_t *chainedIV ) const

{
uint64_t mac64 = MAC_64( src, len, key, chainedIV );
unsigned int mac32 = ((mac64 >> 32) & oOxffffffff) ~ (mac6d & oOxffffffff);
return mac32;

}

unsigned int Cipher::MAC_16( const unsigned char *src, int len,
const CipherKey &key, uint64_t *chainedIV ) const

{
uint64_t mac64 = MAC_64( src, len, key, chainedIV );
unsigned int mac32 = ((mac6d >> 32) & Oxffffffff) ~ (mac64 & Oxffffffff);
unsigned int maclé = ((mac32 >> 16) & Oxffff) ~ (mac32 & oOxffff);
return macl6;
}

bool Cipher::nameEncode( unsigned char *data, int len,
uint64_t iv64, const CipherKey &key ) const
{

}

return streameEncode( data, len, iv64, key );

bool Cipher::nameDecode( unsigned char *data, int len,
uint64_t iv64, const CipherKey &key ) const
{

}

return streamDecode( data, len, iv64, key );

string Cipher::encodeAsString(const CipherKey &key,
const CipherKey &encodingKey )
{

int encodedKeySize = this->encodedKeySize();
unsigned char *keyBuf = new unsigned char[ encodedKeySize ];

// write the key, encoding it with itself.
this->writeKey( key, keyBuf, key );

int b64Len = B256ToB64Bytes( encodedKeySize );
unsigned char *b64Key = new unsigned char[ bé4Len + 1 ];

changeBase2( keyBuf, encodedKeySize, 8, b64Key,
bé4dLen, 6 );

B64ToAscii( b64Key, bédLen );

b64Key[ bé4lLen - 1 ] = "\0';

return string( (const char *)b64Key );
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®aiia « CipherFilelO.cpp»

#include "CipherFileIO.h"

#include "Cipher.h"
#include "MemoryPool.h"

#include <rlog/rlog.h>
#include <rlog/Error.h>

#tinclude <fcntl.h>
#tinclude <cerrno>

using boost::shared_ptr;

/*

- Version 2:0 adds support for a per-file initialization vector with a
fixed 8 byte header. The headers are enabled globally within a
filesystem at the filesystem configuration level.

When headers are disabled, 2:0 is compatible with version 1:0.
*/

static rel::Interface CipherFileIO_iface("FileIO/Cipher", 2, 0, 1);
const int HEADER_SIZE = 8; // 64 bit initialization vector..

static bool checkSize( int fsBlockSize, int cipherBlockSize )

{
int blockBoundary = fsBlockSize % cipherBlockSize ;
if(blockBoundary != 0)
{
reError("CipherFileIO: blocks should be multiple of cipher block size");
return true;
} else
return false;
}

CipherFileIO: :CipherFileIO( const shared_ptr<FileIO> & base,
const FSConfigPtr &cfg)
: BlockFileIO( cfg->config->blockSize, cfg )
base( _base )

, haveHeader( cfg->config->uniquelV )
, externalIv( o )
, fileIV( © )
, lastFlags( 0 )
{
fsConfig = cfg;
cipher = cfg->cipher;
key = cfg->key;
static bool warnOnce = false;
if(!warnOnce)
warnOnce = checkSize( fsConfig->config->blockSize,
fsConfig->cipher->cipherBlockSize() );
}
CipherFileIO: :~CipherFileIO()
{
}
rel::Interface CipherFileIO::get_interface() const
{

return CipherFileIO iface;
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}

int CipherFilelIO::open( int flags )

{

int res = base->open( flags );

if( res >=0 )

lastFlags = flags;

return res;
}
void CipherFileIO::setFileName( const char *fileName )
{

base->setFileName( fileName );
}
const char *CipherFileIO::getFileName() const
{

return base->getFileName();
}
bool CipherFileIO::setIV( uinte4 t iv )
{

rDebug("in setIV, current IV = %" PRIu64 ", new IV = %" PRIu64
", fileIV = %" PRIu64,
externallV, iv, filelV);

if(externallVv == 0)

{
// we're just being told about which IV to use. since we haven't
// initialized the fileIV, there is no need to just yet..
externallV = iv;
if(filelv != 0)
{
rWarning("fileIV initialized before externalIV! (%" PRIu64
", %" PRIue4 ")", filelV, externallV);
¥
} else
if(haveHeader)
{
// we have an old IV, and now a new IV, so we need to update the fileIV
// on disk.
if(fileIVv == 0)
{

// ensure the file is open for read/write..
int newFlags = lastFlags | O_RDWR;
int res = base->open( newFlags );

if(res < 9)
{
if(res == -EISDIR)
// duh -- there are no file headers for directories!

externallV = iv;
return base->setIV( iv );
} else

{

rDebug("writeHeader failed to re-open for write");
return false;

}

initHeader();

}

uinté4_t oldIV = externallV;
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externallV = iv;
if(!writeHeader())
{
externallV = o0ldIV;
return false;
}
}

return base->setIV( iv );

}

int CipherFilelIO::getAttr( efs_stat *stbuf, void *statCache ) const
{
int res = base->getAttr( stbuf, statCache );
// adjust size if we have a file header
if((res == @) && haveHeader &&
S_ISREG(stbuf->st_mode) && (stbuf->st_size > 0))
{

rAssert(stbuf->st_size >= HEADER_SIZE),
stbuf->st_size -= HEADER_SIZE;

}

return res;

}

efs_off_t CipherFileIO::getSize() const
{
efs_off_t size = base->getSize();
// No check on S_ISREG here -- don't call getSize over getAttr unless this
// is a normal file!
if(haveHeader && size > 0)
{
rAssert(size >= HEADER_SIZE);
size -= HEADER_SIZE;
}

return size;

}

void CipherFileIO::initHeader( )
{
// check if the file has a header, and read it if it does.. Otherwise,
// create one.
efs_off_t rawSize = base->getSize();
if(rawSize >= HEADER_SIZE)
{
rDebug("reading existing header, rawSize = %" PRIi64, rawSize);
// has a header.. read it
unsigned char buf[8] = {0};

IORequest req;
req.offset = 0;
req.data = buf;
req.datalen = 8;
base->read( req );

cipher->streamDecode( buf, sizeof(buf),
externallV, key );

filelV = 0;
for(int i=0; i<8; ++i)
fileIV = (fileIV << 8) | (uinte4 t)buf[i];

rAssert(fileIV != 0); // © is never used..
} else
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rDebug("creating new file IV header");

unsigned char buf[8] = {0};
do

{
if(!cipher->randomize( buf, 8, false ))
throw RL_ERROR("Unable to generate a random file IV");

filelV = 0;
for(int i=0; i<8; ++i)
filelV = (fileIV << 8) | (uinte4_t)buf[i];

if(fileIV == 0)
{

}
} while(fileIV == @); // don't accept @ as an option..

rWarning("Unexpected result: randomize returned 8 null bytes!");

if( base->isWritable() )

{
cipher->streameEncode( buf, sizeof(buf), externallV, key );
IORequest req;
req.offset = 0;
req.data = buf;
req.datalen = 8;
base->write( req );
} else
{
rDebug("base not writable, IV not written..");
}
}
rDebug("initHeader finished, fileIV = %" PRIu64 , filelV);
}
bool CipherFileIO::writeHeader( )
{
if( !'base->isWritable() )
{
// open for write..
int newFlags = lastFlags | O_RDWR;
if( base->open( newFlags ) < 0 )
{
rDebug("writeHeader failed to re-open for write");
return false;
}
}
if(filelVv == 0)
{
rérror("Internal error: fileIV == @ in writeHeader!!!");
}

rDebug("writing fileIV %" PRIu64 , fileIV);

unsigned char buf[8] = {0};
for(int i=0; i<8; ++i)

buf[sizeof(buf)-1-i] = (unsigned char)(filelV & oOxff);
fileIV >>= 8;
}

cipher->streamencode( buf, sizeof(buf), externallV, key );
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IORequest req;

req.offset = 0;
req.data = buf;
req.datalen = 8;

base->write( req );

return true;

}

ssize t CipherFilelO::readOneBlock( const IORequest &req ) const
{

// read raw data, then decipher it..

int bs = blockSize();

efs_off_t blockNum = req.offset / bs;

ssize_t readSize
IORequest tmpReq

0;
req;

if(haveHeader)
tmpReq.offset += HEADER_SIZE;
readSize = base->read( tmpReq );

bool ok;
if(readSize > 0)

{
if(haveHeader && fileIV == 0)

const_cast<CipherFileIO*>(this)->initHeader();

if(readSize != bs)

{
ok = streamRead( tmpReq.data, (int)readSize, blockNum ~ fileIV);
} else
{
ok = blockRead( tmpReq.data, (int)readSize, blockNum ~ fileIV);
}
if(lok)
{
rDebug("decodeBlock failed for block %" PRIi64 ", size %i",
blockNum, (int)readSize );
readSize = -1;
}
} else
{
rDebug("readSize zero for offset %" PRIi64, req.offset);
}

return readSize;

bool CipherFileIO::writeOneBlock( const IORequest &req )

{
int bs = blockSize();

efs_off_t blockNum = req.offset / bs;

if(haveHeader && filelV == 0)
initHeader();

bool ok;
if( reg.dataLen != bs )
{

ok = streamWrite( req.data, (int)req.datalLen,
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blockNum ~ filelV );
} else

{
ok = blockWrite( reqg.data, (int)req.datalen,

blockNum ~ filelV );

}
if( ok )
if(haveHeader)
{
IORequest tmpReq = req;
tmpReq.offset += HEADER_SIZE;
ok = base->write( tmpReq );
} else
ok = base->write( req );
} else
{

rDebug("encodeBlock failed for block %" PRIi64 ", size %i",
blockNum, req.datalLen);
ok = false;

}

return ok;

}

bool CipherFileIO::blockWrite( unsigned char *buf, int size,
uint64_t _ive4 ) const

{
if (!fsConfig->reverseEncryption)
return cipher->blockEncode( buf, size, _iv64, key );
else
return cipher->blockDecode( buf, size, _iv64, key );
}

bool CipherFileIO::streamWrite( unsigned char *buf, int size,
uint64_t _ive4 ) const

{
if (!fsConfig->reverseEncryption)
return cipher->streamencode( buf, size, _iv64, key );
else
return cipher->streamDecode( buf, size, _iv64, key );
}

bool CipherFileIO::blockRead( unsigned char *buf, int size,
uint64_t _ive4 ) const

{
if (fsConfig->reverseEncryption)
return cipher->blockEncode( buf, size, _iv64, key );
else
if(_allowHoles)
{
// special case - leave all @'s alone
for(int i=0; i<size; ++i)
if(buf[i] != @)
return cipher->blockDecode( buf, size, _ive4, key );
return true;
} else
return cipher->blockDecode( buf, size, _ive4, key );
}
}
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bool CipherFileIO::streamRead( unsigned char *buf, int size,
uinte4_t _ive4 ) const

{
if (fsConfig->reverseEncryption)
return cipher->streameEncode( buf, size, _ive4, key );
else
return cipher->streamDecode( buf, size, _ive4, key );
}

int CipherFilelIO::truncate( efs_off t size )

{
int res = 0;
if(!'haveHeader)
{
res = BlockFileIO::truncate( size, base.get() );
} else
{
if(e == filelV)
{
// empty file.. create the header..
if( !base->isWritable() )
{
// open for write..
int newFlags = lastFlags | O_RDWR;
if( base->open( newFlags ) < 0 )
{
rDebug("writeHeader failed to re-open for write");
}
initHeader();
}
// can't let BlockFileIO call base->truncate(), since it would be using
// the wrong size..
res = BlockFileIO::truncate( size, 0 );
if(res == 0)
base->truncate( size + HEADER_SIZE );
}
return res;
}
bool CipherFileIO::isWritable() const
{
return base->isWritable();
}

®@aiin « CipherFilelO.h»

#ifndef _CipherFileIO_incl_
#define _CipherFileIO_incl_

#include "BlockFileIO.h"
#include "CipherKey.h"
#include "FileUtils.h"

#if defined(HAVE_INTTYPES_H)
#include <inttypes.h>
#endif

#if defined (HAVE STDINT H)
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#tinclude <stdint.h>
ttendif

class Cipher;

/*

*/

Implement the FileIO interface encrypting data in blocks.

Uses BlockFileIO to handle the block scatter / gather issues.

class CipherFileIO : public BlockFileIO

{

public:

CipherFileIO( const boost::shared_ptr<FileIO> &base,
const FSConfigPtr &cfg);

virtual ~CipherFileIO();

virtual rel::Interface get_interface() const;

virtual void setFileName( const char *fileName );

virtual const char *getFileName() const;

virtual bool setIV( uinte4 t iv );

virtual int open( int flags );

virtual int getAttr( efs_stat *stbuf, void *statCache ) const;
virtual efs_off_t getSize() const;

virtual int truncate( efs_off_t size );

virtual bool isWritable() const;

private:

}s

virtual ssize_t readOneBlock( const IORequest &req ) const;
virtual bool writeOneBlock( const IORequest &req );

void initHeader();

bool writeHeader();

bool blockRead( unsigned char *buf, int size,
uint64_t ive4 ) const;

bool streamRead( unsigned char *buf, int size,
uint64_t ive4 ) const;

bool blockWrite( unsigned char *buf, int size,
uinté4_t ive4 ) const;

bool streamWrite( unsigned char *buf, int size,
uinté4_t ive4 ) const;

boost::shared_ptr<FileIO> base;
FSConfigPtr fsConfig;

// if haveHeader is true, then we have a transparent file header which
// contains a 64 bit initialization vector.

bool haveHeader;

bool externallVChaining;

uinte4 t externallV;

uinte4 t filelV;

int lastFlags;

boost::shared_ptr<Cipher> cipher;
CipherKey key;

#tendif

[ry 2.090301.116.001 13

U3zm.

Jluecm Ne Ookym. Moodnuck}Jama

Jlucm

58




daiin « ConfigReader.cpp»

#include "ConfigReader.h"
#include "fs_layer.h"

#include <rlog/rlog.h>

#include <sys/types.h>
#include <sys/stat.h>
#include <fcntl.h>
#ifndef _WIN32
#include <unistd.h>
#tendif

#include <cstring>

using namespace std;
using namespace rlog;

ConfigReader: :ConfigReader()
{
}

ConfigReader: :~ConfigReader()

{
}

// read the entire file into a ConfigVar instance and then use that to decode
// into mapped variables.
bool
ConfigReader::load(const char *fileName)
{

efs_stat stbuf;

memset( &stbuf, 0, sizeof(efs_stat));

if( fs_layer::1stat( fileName, &stbuf ) != 0)

return false;

int size = stbuf.st_size;

int fd = fs_layer::open( fileName, O_RDONLY );
if(fd < 0)
return false;

char *buf = new char[size];

int res = fs_layer::read( fd, buf, size );
fs_layer::close( fd );

if( res != size )
{
riWarning("Partial read of config file, expecting %i bytes, got %i",
size, res);
delete[] buf;
return false;

}
ConfigVar in;
in.write( (unsigned char *)buf, size );

delete[] buf;

return loadFromVar( in );
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bool
ConfigReader::loadFromvVar(ConfigVar &in)

{
in.resetOffset();
// parse.
int numEntries = in.readInt();
for(int i=0; i<numEntries; ++i)
{
string key, value;
in >> key >> value;
if(key.length() == 0)
{
rError("Invalid key encoding in buffer");
return false;
}
ConfigVar newVar( value );
vars.insert( make_pair( key, newVar ) );
}
return true;
}
bool
ConfigReader::save(const char *fileName) const
{
// write everything to a ConfigVar, then output to disk
ConfigVar out = toVar();
int fd = fs_layer::open( fileName, O _RDWR | O_CREAT, 0640 );
if(fd >= 0)
{
int retval = fs_layer::write( fd, out.buffer(), out.size() );
fs_layer::close( fd );
if(retval != out.size())
{
rérror("Error writing to config file %s", fileName);
return false;
}
} else
{
rérror("Unable to open or create file %s", fileName);
return false;
}
return true;
}
ConfigVar
ConfigReader::toVar() const
{
// write everything to a ConfigVar, then output to disk
ConfigVar out;
out.writeInt( vars.size() );
map<string, ConfigVar>::const_iterator it;
for(it = vars.begin(); it != vars.end(); ++it)
{
out.writeInt( it->first.size() );
out.write( (unsigned char*)it->first.data(), it->first.size() );
out.writeInt( it->second.size() );
out.write( (unsigned char*)it->second.buffer(), it->second.size() );
}
Jluem
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return out;

}

ConfigVar ConfigReader::operator[] ( const std::string &varName ) const

{
// read only

map<string, ConfigVar>::const_iterator it = vars.find( varName );
if( it == vars.end() )

return ConfigVar();
else

return it->second;

}

ConfigVar &ConfigReader::operator[] ( const std::string &varName )

{
}

return vars[ varName ];

daiin « ConfigReader.h»

#ifndef _ConfigReader_incl_
#tdefine _ConfigReader_incl_

#include <string>
#include <map>

#include "ConfigVar.h"

/*
handles Configuration load / store for Encfs filesystems.
loading existing config file example:
ConfigReader cfg;
cfg.load( filesystemConfigFile );
Interface iface;
cfg["cipher"] >> iface;
creating new config example:
ConfigReader cfg;
cfg["cipher"] << cipher->get_interface();
*/
class ConfigReader
{
public:
ConfigReader();
~ConfigReader();
bool load(const char *fileName);
bool save(const char *fileName) const;
ConfigVar toVar() const;
bool loadFromVar( ConfigVar &var );
ConfigVar operator[](const std::string &varName) const;
ConfigVar &operator[](const std::string &varName);
private:

[ry 2.090301.116.001 13

U3zm.

Jluecm Ne Ookym. Moodnuck}Jama

Jlucm

61




std::map<std::string, ConfigVar> vars;

}s

ttendif

Paiia « ConfigVar.cpp»

#include "ConfigVar.h"
#include <rlog/rlog.h>

#include <cstring>
using namespace rlog;

#ifndef MIN
inline int MIN(int a, int b)

{

return (a < b) ? a : b;
}
#endif

ConfigVar::ConfigVar()
: pd( new ConfigVarData )

pd->offset = 0;
}

ConfigVar::ConfigVar(const std::string &buf)
: pd( new ConfigVarData )

¢ pd->buffer = buf;
pd->offset = 0;
}
ConfigVar::ConfigVar(const ConfigVar &src)
{
pd = src.pd;
}

ConfigVar::~ConfigVar()

{
pd.reset();

ConfigVar & ConfigVar::operator = (const ConfigVar &src)

{
if(src.pd == pd)
return *this;
else
pd = src.pd;
return *this;
}
void ConfigVar::resetOffset()
{
pd->offset = 0;
}

int ConfigVar::read(unsigned char *buffer , int bytes) const
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int toCopy = MIN( bytes, pd->buffer.size() - pd->offset );

if(toCopy > 0)

pd->offset += toCopy;

return toCopy;

memcpy( buffer_, pd->buffer.data() + pd->offset, toCopy );

int ConfigVar::write(const unsigned char *data, int bytes)

if(pd->buffer.size() == (unsigned int)pd->offset)

pd->buffer.append( (const char *)data, bytes );

pd->buffer.insert( pd->offset, (const char *)data, bytes );

void ConfigVar::writeString(const char *data, int bytes)

write( (const unsigned char *)data, bytes );

}
{
{
} else
{
}
pd->offset += bytes;
return bytes;
}
int ConfigVar::size() const
{
return pd->buffer.size();
}
const char *ConfigVar::buffer() const
{
return pd->buffer.data();
}
int ConfigVar::at() const
{
return pd->offset;
}
{
writeInt( bytes );
}

// convert integer to BER encoded integer
void ConfigVar::writeInt(int val)

{
// we can represent 7 bits per char output, so a 32bit number may take up
// to 5 bytes.
// first byte: 0x0000007f 0111,1111
// second byte: 0x00003180 0011,1111 1000,0000
// third byte: 0x0011b00o 0000,0000 0001,1111 1100,0000 00,0000
// fourth byte: 0x01e00000 0000,1111 1110,0000
// fifth byte: 0x10000000 1111, 0000
unsigned char digit[5];
digit[4] = (unsigned char)((val & 9x0000007f));
digit[3] = 0x80 | (unsigned char)((val & 0x00003f80) >> 7);
digit[2] = 0x80 | (unsigned char)((val & @x001fce0e) >> 14);
digit[1] = 0x80 | (unsigned char)((val & @x0fe@0000) >> 21);
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digit[@] = 0x80 | (unsigned char)((val & @xfee00000) >> 28);

// find the starting point - we only need to output starting at the most
// significant non-zero digit..
int start = 0;
while(digit[start] == 0x80)
++start;

write( digit + start, 5-start );

}
int ConfigVar::readInt() const
{
const unsigned char * buf = (const unsigned char *)buffer();
int bytes = this->size();
int offset = at();
int value = 0;
bool highBitSet;
rAssert( offset < bytes );
do
{
unsigned char tmp = buf[offset++];
highBitSet = tmp & 0x80;
value = (value << 7) | (int)(tmp & @x7f);
} while(highBitSet && offset < bytes);
pd->offset = offset;
// should never end up with a negative number..
rAssert( value >= 0 );
return value;
}
int ConfigVar::readInt( int defaultValue ) const
{
int bytes = this->size();
int offset = at();
if(offset >= bytes)
return defaultValue;
else
return readInt();
}
bool ConfigVar::readBool( bool defaultValue ) const
{
int tmp = readInt( defaultvValue ? 1 : @ );
return (tmp != 0);
}
ConfigVar & operator << (ConfigVar &src, bool value)
{
src.writeInt( value ? 1 : 0 );
return src;
}

ConfigVar & operator << (ConfigVar &src, int var)

{

src.writeInt( var );
return src;
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}

ConfigVar & operator << (ConfigVar &src, const std::string &str)

{
src.writeString( str.data(), str.length() );

return src;

}

const ConfigVar & operator >> (const ConfigVar &src, bool &result)

{
int tmp = src.readInt();
result = (tmp != 0);
return src;

}

const ConfigVar & operator >> (const ConfigVar &src, int &result)

{

result = src.readInt();
return src;

}

const ConfigVar & operator >> (const ConfigVar &src, std::string &result)

{
int length = src.readInt();

//rAssert(length > 9);
int readLen;

unsigned char tmpBuf[32];
if(length > (int)sizeof(tmpBuf))

{
unsigned char *ptr = new unsigned char[length];
readLen = src.read( ptr, length );
result.assign( (char*)ptr, length );
delete[] ptr;
} else
{
readLen = src.read( tmpBuf, length );
result.assign( (char*)tmpBuf, length );
}
if(readLen != length)
{
rDebug("string encoded as size %i bytes, read %i", length, readLen );
}

rAssert(readLen == length);

return src;

}
daiin « ConfigVar.h»

#ifndef _ConfigVar_incl_
#define _ConfigVar_incl_

#include <string>
#include <boost/shared_ptr.hpp>

using boost::shared_ptr;
class ConfigVar

{
struct ConfigVarData
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{
std::string buffer;

int offset;
};

shared_ptr<ConfigVarData> pd;

public:
ConfigVar();
ConfigVar(const std::string &buffer);
ConfigVar(const ConfigVar &src);
~ConfigVar();

ConfigVar & operator = (const ConfigVar &src);

// reset read/write offset..
void resetOffset();

// read bytes
int read(unsigned char *buffer, int size) const;

// write bytes..
int write(const unsigned char *data, int size);

int readInt() const;
int readInt( int defaultValue ) const;
void writeInt(int value);

bool readBool( bool defaultValue ) const;
void writeString(const char *data, int size);

// return amount of data in var

int size() const;

// return data pointer - returns front of data pointer, not the current
// position.

const char *buffer() const;

// return current position in data() buffer.
int at() const;

1

ConfigVar & operator << (ConfigVar &, bool);
ConfigVar & operator << (ConfigVar &, int);
ConfigVar & operator << (ConfigVar &, const std::string &str);

const ConfigVar & operator >> (const ConfigVar &, bool &);
const ConfigVar & operator >> (const ConfigVar &, int &);
const ConfigVar & operator >> (const ConfigVar &, std::string &str);

#endif

®aijia « Context.cpp»

#include "FileNode.h"
#include "Context.h"
#include "Mutex.h"
#include "FileUtils.h"
#include "DirNode.h"

#include <rlog/rlog.h>

using namespace rel;
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using namespace rlog;

EncFS_Context::EncFS_Context() :
wakeupCond(), wakeupMutex(), contextMutex()

{
usageCount = 9;
}
EncFS_Context::~EncFS_Context()
{
// release all entries from map
openFiles.clear();
}
shared_ptr<DirNode> EncFS_Context::getRoot(int *errCode)
{
shared_ptr<DirNode> ret;
do
{
{
Lock lock( contextMutex );
ret = root;
++usageCount;
}
if(!ret)
{
std::ostringstream ostr;
int res = remountFS( this, ostr );
if(res = 0)
{
*errCode = res;
break;
}
} while(!ret);
return ret;
}

void EncFS_Context::setRoot(const shared_ptr<DirNode> &r)

Lock lock( contextMutex );

root = r;
if(r)
rootCipherDir = r->rootDirectory();

}
bool EncFS_Context::isMounted()
{

return root;
}
int EncFS_Context::getAndResetUsageCounter()
{

Lock lock( contextMutex );

int count = usageCount;

usageCount = 9;

return count;
}
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int EncFS_Context::openFileCount() const
Lock lock( contextMutex );

return openFiles.size();

}

shared_ptr<FileNode> EncFS_Context::lookupNode(const char *path)

{
Lock lock( contextMutex );

FileMap::iterator it = openFiles.find( std::string(path) );
if(it != openFiles.end())
{
// all the items in the set point to the same node.. so just use the
// first
return (*it->second.begin())->node;
} else
{
return shared_ptr<FileNode>();
}
}

void EncFS_Context::renameNode(const char *from, const char *to)

{

Lock lock( contextMutex );

FileMap::iterator it = openFiles.find( std::string(from) );
if(it != openFiles.end())
{
std::set<Placeholder *»> val = it->second;
openFiles.erase(it);
openFiles[ std::string(to) ] = val;

}
}
shared_ptr<FileNode> EncFS_Context::getNode(void *pl)
{
Placeholder *ph = (Placeholder*)pl;
return ph->node;
}

void *EncFS_Context::putNode(const char *path,
const boost::shared_ptr<FileNode> &node)

{
Lock lock( contextMutex );
Placeholder *pl = new Placeholder( node );
openFiles[ std::string(path) ].insert(pl);
return (void *)pl;
}
void EncFS_Context::eraseNode(const char *path, void *pl)
{

Lock lock( contextMutex );
Placeholder *ph = (Placeholder *)pl;

FileMap::iterator it = openFiles.find( std::string(path) );
rAssert(it != openFiles.end());

int rmCount = it->second.erase( ph );

rAssert(rmCount == 1);
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// if no more references to this file, remove the record all together

if(it->second.empty())
{

// attempts to make use of shallow copy to clear memory used to hold
// unencrypted filenames.. not sure this does any good..
std::string storedName = it->first;

openFiles.erase( it );

storedName.assign( storedName.length(), '\@' );

}

delete ph;
}

daira « Context.h»

#ifndef _Context_incl_
#tdefine _Context_incl_

#include "encfs.h"

#include <boost/shared_ptr.hpp>
#include <boost/thread.hpp>
#include <set>

#ifdef USE_HASHMAP
#include <ext/hash_map>
#telse

#include <map>

#endif

using boost::shared_ptr;
struct EncFS_Args;
struct EncFS Opts;

class FileNode;

class DirNode;

class EncFS_Context

{

public:
EncFS_Context();
~EncFS_Context();

shared_ptr<FileNode> getNode(void *ptr);
shared_ptr<FileNode> lookupNode(const char *path);

int getAndResetUsageCounter();

int openFileCount() const;

void *putNode(const char *path, const shared_ptr<FileNode> &node);

void eraseNode(const char *path, void *placeholder);

void renameNode(const char *oldName, const char *newName);

void setRoot(const shared_ptr<DirNode> &root);
shared_ptr<DirNode> getRoot(int *err);

bool isMounted();

shared_ptr<EncFS_Args> args;
shared_ptr<EncFS_Opts> opts;
bool publicFilesystem;

// root path to cipher dir
std::string rootCipherDir;
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// for idle monitor

bool running;

boost::condition_variable wakeupCond;
boost: :mutex wakeupMutex;

private:
/* This placeholder is what is referenced in FUSE context (passed to
* callbacks).

A FileNode may be opened many times, but only one FileNode instance per
file is kept. Rather then doing reference counting in FileNode, we
store a unique Placeholder for each open() until the corresponding
release() is called. shared_ptr then does our reference counting for
us.

struct Placeholder

{

shared_ptr<FileNode> node;

Placeholder( const shared_ptr<FileNode> &ptr ) : node(ptr) {}
}s

// set of open files, indexed by path
#ifdef USE_HASHMAP
typedef __gnu_cxx::hash_map<std::string,
std: :set<Placeholder*> > FileMap;
#else
typedef std::map< std::string,
std: :set<Placeholder*> > FileMap;
#endif

mutable boost::mutex contextMutex;
FileMap openFiles;

int usageCount;
shared_ptr<DirNode> root;

}s
int remountFS( EncFS_Context *ctx, std::ostream &ostr );

#endif

®daiin « DirNode.cpp»

#include "encfs.h"

#include "DirNode.h"
#include "FileUtils.h"

#include <sys/stat.h>
#include <sys/types.h>
#include <cerrno>
#include <cstdio>
#include <cstdlib>

#if defined(_MSC_VER)
#include <direct.h>

f#telse

#include <pthread.h>
#include <unistd.h>

#if defined(HAVE SYS FSUID H)
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#include <sys/fsuid.h>
#endif
#endif

#include <cstring>
#include "Context.h"
#include "Cipher.h"
#include "Mutex.h"

#include <rlog/rlog.h>
#include <rlog/Error.h>

#include <iostream>

using namespace std;
using namespace rel;
using namespace rlog;

static RLogChannel *Info = DEF_CHANNEL( "info/DirNode", Log_Info );

class DirDeleter

{
public:
void operator () ( fs_layer::DIR *d )
{
fs_layer::closedir( d );
}
}s

DirTraverse::DirTraverse(const boost::shared_ptr<fs_layer::DIR> & dirPtr,
uint64_t _iv, const boost::shared_ptr<NameIO> & naming)
: dir( _dirPtr )
, iv( _iv )
, haming( _naming )
{
}

DirTraverse: :DirTraverse(const DirTraverse &src)
: dir( src.dir )
, iv( src.iv )
, haming( src.naming )

{
}
DirTraverse &DirTraverse::operator = (const DirTraverse &src)
{
dir = src.dir;
iv = src.iv;
naming = src.naming;
return *this;
}
DirTraverse::~DirTraverse()
{
dir.reset();
iv = 9;
naming.reset();
}
static

bool _nextName(fs_layer::fs_dirent *&de, const boost::shared_ptr<fs_layer::DIR> &dir,
int *fileType, ino_t *inode)
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de = fs_layer::readdir( dir.get() );
if(de)

if(fileType)
{
#if defined(_DIRENT_HAVE_D_TYPE) || defined(__FreeBSD_ )
*fileType = de->d_type;
ttelse
#ifndef _WIN32
#warning "struct dirent.d_type not supported"”
#tendif
*fileType = 0;
ttendif
}
if(inode)
*inode = de->d_ino;
return true;
} else
{
if(fileType)
*fileType = 0;
return false;

}

std::string DirTraverse::nextPlaintextName(int *fileType, ino_t *inode)
{
fs_layer::fs_dirent *de=0;
while(_nextName(de, dir, fileType, inode))
{
try
{
uint64_t locallv = iv;
return naming->decodePath( de->d_name, &locallv );
} catch ( rlog::Error &ex )
{
// .. .problem decoding, ignore it and continue on to next name..
rDebug("error decoding filename: %s", de->d_name);

}
}

return string();

}

std::string DirTraverse::nextInvalid()
{
fs_layer::fs_dirent *de=0;
// find the first name which produces a decoding error...
while(_nextName(de, dir, (int*)@, (ino_t*)0))
{
try
{
uint64_t locallv = iv;
naming->decodePath( de->d_name, &locallv );
continue;
} catch( rlog::Error &ex )

{

}
}

return string( de->d_name );
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return string();

}
struct RenameEl
{
// ciphertext names
string oldCName;
string newCName; // intermediate name (not final cname)
// plaintext names
string oldPName;
string newPName;
bool isDirectory;
}s
class RenameOp
{
private:
DirNode *dn;
boost::shared_ptr< list<RenameEl> > renamelList;
list<RenameEl>::const_iterator last;
public:
RenameOp( DirNode *_dn, const boost::shared ptr< list<RenameEl> > & renamelList )
: dn(_dn), renamelList(_renamelList)
{
last = renameList->begin();
}
RenameOp (const RenameOp &src)
: dn(src.dn)
, renamelList(src.renamelList)
, last(src.last)
{
}
~RenameOp();
operator bool () const
{
return renamelist;
}
bool apply();
void undo();
}s
RenameOp: :~RenameOp ()
{
if(renamelist)
{
// got a bunch of decoded filenames sitting in memory.. do a little
// cleanup before leaving..
list<RenameEl>::iterator it;
for(it = renameList->begin(); it != renamelList->end(); ++it)
{
it->o0ldPName.assign( it->oldPName.size(), ' ' );
it->newPName.assign( it->newPName.size(), ' ' );
}
}
}

bool RenameOp::apply()
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try

while(last != renameList->end())
{
// backing store rename.
rDebug("renaming %s -> %s",
last->oldCName.c_str(), last->newCName.c_str());

efs_stat st;
bool preserve_mtime = fs_layer::stat(last->oldCName.c_str(), &st) == 0;

// internal node rename..
dn->renameNode( last->oldPName.c_str(),
last->newPName.c_str() );

// rename on disk..
if(fs_layer::rename( last->oldCName.c_str(),

last->newCName.c_str() ) == -1)
{
rWarning("Error renaming %s: %s",
last->o0ldCName.c_str(), strerror( errno ));
dn->renameNode( last->newPName.c_str(),
last->o0ldPName.c_str(), false );
return false;
}
if(preserve_mtime)
{
struct utimbuf ut;
ut.actime = st.st_atime;
ut.modtime = st.st_mtime;
fs_layer::utime(last->newCName.c_str(), &ut);
}
++last;

}

return true;
} catch( rlog::Error &err )

{
err.log( _RLWarningChannel );
return false;
}
}
void RenameOp: :undo()
{

rDebug("in undoRename");

if(last == renamelList->begin())
{
rDebug("nothing to undo");
return; // nothing to undo

}

// list has to be processed backwards, otherwise we may rename
// directories and directory contents in the wrong order!

int undoCount = 9;

list<RenameEl>::const_iterator it = last;

while( it != renamelList->begin() )

{

--it;
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rDebug("undo: renaming %s -> %s",
it->newCName.c_str(), it->oldCName.c_str());

fs_layer::rename( it->newCName.c_str(), it->oldCName.c_str() );
try
{
dn->renameNode( it->newPName.c_str(),
it->oldPName.c_str(), false );
} catch( rlog::Error &err )

{
err.log( _RLWarningChannel );
// continue on anyway...

}

++undoCount;

s

rWarning("Undo rename count: %i", undoCount);

}

DirNode: :DirNode(EncFS_Context *_ ctx,
const string &sourceDir,
const FSConfigPtr & config)

{
Lock _lock( mutex );
ctx = _ctx;
rootDir = sourceDir;
fsConfig = _config;
// make sure rootDir ends in '/', so that we can form a path by appending
// the rest..
if( rootDir[ rootDir.length()-1 1] != '/' )
rootDir.append( 1, '/');
naming = fsConfig->nameCoding;
}
DirNode: :~DirNode()
{
}
bool
DirNode: :hasDirectoryNameDependency() const
{
return naming ? naming->getChainedNameIV() : false;
}
string
DirNode: :rootDirectory()
{
// don't update last access here, otherwise 'du’' would cause lastAccess to
// be reset.
// chop off '/' terminator from root dir.
return string( rootDir, ©, rootDir.length()-1 );
}
string
DirNode: :cipherPath( const char *plaintextPath )
{
return rootDir + naming->encodePath( plaintextPath );
}
string
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DirNode: : cipherPathWithoutRoot( const char *plaintextPath )

{
return naming->encodePath( plaintextPath );
}
string
DirNode: :plainPath( const char *cipherPath_ )
{
try
{
if( !strncmp( cipherPath_, rootDir.c_str(),
rootDir.length() ) )
{
return naming->decodePath( cipherPath_ + rootDir.length() );
} else
{
if ( cipherPath_[0] == '+' )
{
// decode as fully qualified path
return string("/") + naming->decodeName( cipherPath_+1,
strlen(cipherPath_+1) );
} else
{
return naming->decodePath( cipherPath_ );
}
}
} catch( rlog::Error &err )
{
rérror("decode err: %s", err.message());
err.log( _RLWarningChannel );
return string();
}
}
string
DirNode: :relativeCipherPath( const char *plaintextPath )
{
try
{
if(plaintextPath[@] == "/")
{
// mark with '+' to indicate special decoding..
return string("+") + naming->encodeName(plaintextPath+1,
strlen(plaintextPath+1));
} else
{
return naming->encodePath( plaintextPath );
}
} catch( rlog::Error &err )
{
rerror("encode err: %s", err.message());
err.log( _RLWarningChannel );
return string();
}
}
DirTraverse DirNode: :openDir(const char *plaintextPath)
{

string cyName = rootDir + naming->encodePath( plaintextPath );
//rDebug("openDir on %s", cyName.c_str() );
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fs_layer::DIR *dir = fs_layer::opendir( cyName.c_str() );
if(dir == NULL)
{

rDebug("opendir error %s", strerror(errno));

return DirTraverse( boost::shared_ptr<fs_layer::DIR>(), O,

boost::shared_ptr<NameIO>() );
} else
{
boost::shared_ptr<fs_layer::DIR> dp( dir, DirDeleter() );

uinté4_t iv = 0;
// if we're using chained IV mode, then compute the IV at this
// directory level..
try
{
if( naming->getChainedNameIV() )
naming->encodePath( plaintextPath, &iv );
} catch( rlog::Error &err )
{
rError("encode err: %s", err.message());
err.log( _RLWarningChannel );
}

return DirTraverse( dp, iv, naming );

}

bool DirNode::genRenamelList( list<RenameEl> &renamelist,
const char *fromP, const char *toP )
{

uint64_t fromIV = 0, tolV = 0;

// compute the IV for both paths
string fromCPart = naming->encodePath( fromP, &fromIV );
string toCPart = naming->encodePath( toP, &toIV );

// where the files live before the rename..
string sourcePath = rootDir + fromCPart;

// ok..... we wish it was so simple.. should almost never happen
if(fromIV == tolV)
return true;

// generate the real destination path, where we expect to find the files..
rDebug("opendir %s", sourcePath.c_str() );
boost::shared_ptr<fs_layer::DIR> dir = boost::shared_ptr<fs_layer: :DIR>(
fs_layer::opendir( sourcePath.c_str() ), DirDeleter() );
if(!dir)
return false;

fs_layer::fs_dirent *de = NULL;
while((de = fs_layer::readdir( dir.get() )) != NULL)
{

// decode the name using the o0ldIV

uint64_t locallV = fromlV;

string plainName;

if((de->d_name[0] == '.") &&
((de->d_name[1] == '\@")
|| ((de->d_name[1] == '.') && (de->d_name[2] == '\@"))))
{
// skip "." and ".."
continue;
}
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try
{

plainName = naming->decodePath( de->d_name, &locallV );
} catch( rlog::Error &ex )

¢ // if filename can't be decoded, then ignore it..
continue;

}

// any error in the following will trigger a rename failure.

try

{

// re-encode using the new IV..
locallVv = tolv;
string newName = naming->encodePath( plainName.c_str(), &locallV );

// store rename information..
string oldFull = sourcePath + '/' + de->d_name;
string newFull = sourcePath + '/' + newName;

RenameEl ren;

ren.oldCName = oldFull;

ren.newCName = newFull;

ren.oldPName = string(fromP) + '/' + plainName;
ren.newPName = string(toP) + '/' + plainName;

bool isDir;
#if defined(_DIRENT_HAVE_D_TYPE)
if(de->d_type != DT_UNKNOWN)

{
isDir = (de->d_type == DT_DIR);
} else
#endif
{
isDir = isDirectory( oldFull.c_str() );
}
ren.isDirectory = isDir;
if(isDir)
{
// recurse.. We want to add subdirectory elements before the

// parent, as that is the logical rename order..

if(!genRenamelList( renamelist,
ren.oldPName.c_str(),
ren.newPName.c_str()))

{
}

return false;

}

rDebug("adding file %s to rename list",
oldFull.c_str());

renameList.push_back( ren );

} catch( rlog::Error &err )
{
// We can't convert this name, because we don't have a valid IV for
// it (or perhaps a valid key).. It will be inaccessible..
riWarning("Aborting rename: error on file: %s",
fromCPart.append(1, '/').append(de->d_name).c_str());
err.log( _RLDebugChannel );
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/*

*/

// abort.. Err on the side of safety and disallow rename, rather
// then loosing files..
return false;

}
}

return true;

A bit of a pain.. If a directory is renamed in a filesystem with
directory initialization vector chaining, then we have to recursively
rename every descendent of this directory, as all initialization vectors
will have changed..

Returns a list of renamed items on success, a null list on failure.

boost::shared_ptr<RenameOp>
DirNode: :newRenameOp( const char *fromP, const char *toP )

{

int

#if

// Do the rename in two stages to avoid chasing our tail
// Undo everything if we encounter an error!
boost::shared_ptr< list<RenameEl> > renamelList(new list<RenameEl>);
if(!genRenamelList( *renamelList.get(), fromP, toP ))
{
rWarning("Error during generation of recursive rename list");
return boost::shared_ptr<RenameOp>();
} else
return boost::shared_ptr<RenameOp>( new RenameOp(this, renamelList) );

DirNode: :mkdir(const char *plaintextPath, mode_t mode,
uid_t uid, gid_t gid)

string cyName = rootDir + naming->encodePath( plaintextPath );
rAssert( !cyName.empty() );

rLog( Info, "mkdir on %s", cyName.c_str() );

defined (HAVE_SETFSUID)
// if uid or gid are set, then that should be the directory owner
int olduid = -1;
int oldgid = -1;
if(uid != 9)
olduid = setfsuid( uid );
if(gid != 0)
oldgid = setfsgid( gid );

#tendif

int res = fs_layer::mkdir( cyName.c_str(), mode );

#if defined(HAVE_SETFSUID)

if(olduid >= 0)
setfsuid( olduid );

if(oldgid >= 0)
setfsgid( oldgid );

#tendif

if(res == -1)
{
int eno = errno;
riarning("mkdir error on %s mode %i: %s", cyName.c_str(),
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mode, strerror(eno));

res = -eno;
} else
res = 0;

return res;

}

int
DirNode: :rename( const char *fromPlaintext, const char *toPlaintext )

{

Lock _lock( mutex );

string fromCName = rootDir + naming->encodePath( fromPlaintext );
string toCName = rootDir + naming->encodePath( toPlaintext );
rAssert( !fromCName.empty() );

rAssert( !toCName.empty() );

rLog( Info, "rename %s -> %s", fromCName.c_str(), toCName.c_str() );
boost::shared_ptr<FileNode> toNode = findOrCreate( toPlaintext );

boost::shared_ptr<RenameOp> renameOp;
if( hasDirectoryNameDependency() && isDirectory( fromCName.c_str() ))
{

rLog( Info, "recursive rename begin" );

renameOp = newRenameOp( fromPlaintext, toPlaintext );

if(!renameOp || !renameOp->apply())
{

if(renameOp)
renameOp->undo();

riWarning("rename aborted");
return -EACCES;

}
rLog( Info, "recursive rename end" );
}
int res = 0;
try
{

efs_stat st;
bool preserve_mtime = fs_layer::stat(fromCName.c_str(), &st) == 0;

renameNode( fromPlaintext, toPlaintext );
toNode.reset();
res = fs_layer::rename( fromCName.c_str(), toCName.c_str() );

if(res == -1)
{
// undo
res = -errno;

renameNode( toPlaintext, fromPlaintext, false );

if(renameOp)
renameOp->undo();
} else if(preserve_mtime)

{
struct utimbuf ut;
ut.actime = st.st_atime;
ut.modtime = st.st_mtime;
fs_layer::utime(toCName.c_str(), &ut);
}
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} catch( rlog::Error &err )

{
// exception from renameNode, just show the error and continue..
err.log( _RLWarningChannel );
res = -EIO;
}
if(res != 0)
{
rLog( Info, "rename failed: %s", strerror( errno ));
res = -errno;
}
return res;
}
int DirNode::1link( const char *from, const char *to )
{
Lock _lock( mutex );
string fromCName = rootDir + naming->encodePath( from );
string toCName = rootDir + naming->encodePath( to );
rAssert( !fromCName.empty() );
rAssert( !toCName.empty() );
rLog(Info, "link %s -> %s", fromCName.c_str(), toCName.c_str());
int res = -EPERM;
if( fsConfig->config->externalIVChaining )
{
rLog(Info, "hard links not supported with external IV chaining!");
} else
{
res = -ENOSYS;
#if o
res = ::1ink( fromCName.c_str(), toCName.c_str() );
if(res == -1)
res = -errno;
else
res = 0;
#endif
}
return res;
}
/*
The node is keyed by filename, so a rename means the internal node names
must be changed.
*/
boost::shared_ptr<FileNode> DirNode: :renameNode( const char *from, const char *to )
{
return renameNode( from, to, true );
}

boost::shared_ptr<FileNode> DirNode: :renameNode( const char *from, const char *to,

bool forwardMode )

{
boost::shared_ptr<FileNode> node = findOrCreate( from );
if(node)
{

uint64_t newlV = 0;
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string cname = rootDir + naming->encodePath( to, &newlV );

rLog(Info, "renaming internal node %s -> %s",
node->cipherName(), cname.c_str());

if(node->setName( to, cname.c_str(), newIV, forwardMode ))

if(ctx)
ctx->renameNode( from, to );

} else
{

// rename error! - put it back

rError("renameNode failed");

throw RL_ERROR("Internal node name change failed!");
}

}

return node;

}

boost::shared_ptr<FileNode> DirNode: :findOrCreate( const char *plainName)

{

boost::shared_ptr<FileNode> node;
if(ctx)
node = ctx->lookupNode( plainName );

if(!'node)
{
uint64_t iv = 0;
string cipherName = naming->encodePath( plainName, &iv );
node.reset( new FileNode( this, fsConfig,
plainName,
(rootDir + cipherName).c_str()));

if(fsConfig->config->externallVChaining)
node->setName(9, 9, iv);

rLog(Info, "created FileNode for %s", node->cipherName());

}

return node;

}

boost::shared_ptr<FileNode>
DirNode: : lookupNode( const char *plainName, const char * requestor )

{
(void)requestor;
Lock _lock( mutex );

boost::shared_ptr<FileNode> node = findOrCreate( plainName );

return node;

}

/*
Similar to lookupNode, except that we also call open() and only return a
node on sucess.. This is done in one step to avoid any race conditions
with the stored state of the file.

*/

boost::shared_ptr<FileNode>
DirNode: :openNode( const char *plainName, const char * requestor, int flags,
int *result )

{

(void)requestor;
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rAssert( result != NULL );
Lock _lock( mutex );

boost::shared_ptr<FileNode> node = findOrCreate( plainName );

if( node && (*result = node->open( flags )) >= 0 )
return node;

else
return boost: :shared_ptr<FileNode>();

int DirNode: :unlink( const char *plaintextName )

string cyName = naming->encodePath( plaintextName );
rLog( Info, "unlink %s", cyName.c_str() );

Lock _lock( mutex );

int res = 0;
#if @ // TODO
if(ctx && ctx->lookupNode( plaintextName ))
{
// If FUSE is running with "hard_remove" option where it doesn't
// hide open files for us, then we can't allow an unlink of an open
// file..
rWarning("Refusing to unlink open file: %s, hard_remove option
"is probably in effect", cyName.c_str() );
res = -EBUSY;
} else
#endif
{
string fullName = rootDir + cyName;
res = fs_layer::unlink( fullName.c_str() );
if(res == -1)
{

res = -errno;
rDebug("unlink error: %s", strerror(errno));

}
}

return res;

®daiin « DirNode.h»

#ifndef _DirNode_incl_
#define _DirNode_incl_

#if defined(HAVE_INTTYPES_H)
#include <inttypes.h>
#endif

#if defined(HAVE_STDINT_H)
#include <stdint.h>
#tendif

#if !defined(_MSC_VER)

# include <dirent.h>
#endif

#include <sys/types.h>

#include <map>
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#include <list>

#include <vector>

#include <string>

#include <boost/thread.hpp>

#include "FileNode.h"
#include "NameIO.h"

#include "CipherKey.h"
#include "FSConfig.h"

using boost: :shared_ptr;

class Cipher;

class RenameOp;
struct RenameEl;
class EncFS_Context;

class DirTraverse
{
public:
DirTraverse(const boost::shared_ptr<fs_layer::DIR> &dirPtr, uinté64_t iv,
const boost::shared_ptr<NameIO> &naming);
DirTraverse(const DirTraverse &src);
~DirTraverse();

DirTraverse &operator = (const DirTraverse &src);

// returns FALSE to indicate an invalid DirTraverse (such as when
// an invalid directory is requested for traversal)
bool valid() const;

// return next plaintext filename

// If fileType is not @, then it is used to return the filetype (or © if
// unknown)

std::string nextPlaintextName(int *fileType=@, ino_t *inode=0);

/* Return cipher name of next undecodable filename..
The opposite of nextPlaintextName(), as that skips undecodable names..
*/
std::string nextInvalid();
private:

boost::shared_ptr<fs_layer::DIR> dir; // struct DIR
// initialization vector to use. Not very general purpose, but makes it
// more efficient to support filename IV chaining..
uinte4 t iv;
boost::shared_ptr<NameIO> naming;
¥

inline bool DirTraverse::valid() const { return dir != 0; }

#ifdef USE_HASHMAP
namespace __gnu_cxx

{
template<> struct hash<std::string>
{
size_t operator() (const std::string & s) const
{
return __stl hash_string( __s.c_str() );
}
}s
}
#endif

class DirNode
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{
public:
// sourceDir points to where raw files are stored
DirNode(EncFS_Context *ctx,
const std::string &sourceDir,
const FSConfigPtr &config );
~DirNode();

// return the path to the root directory
std::string rootDirectory();

// find files
boost::shared_ptr<FileNode> lookupNode( const char *plaintextName,
const char *requestor );

/*
Combined lookupNode + node->open() call. If the open fails, then the
node is not retained. If the open succeeds, then the node is returned.
*/
boost::shared_ptr<FileNode> openNode( const char *plaintextName,
const char *requestor, int flags, int *openResult );

std::string cipherPath( const char *plaintextPath );
std::string cipherPathWithoutRoot( const char *plaintextPath );
std::string plainPath( const char *cipherPath );

// relative cipherPath is the same as cipherPath except that it doesn't
// prepent the mount point. That it, it doesn't return a fully qualified
// name, just a relative path within the encrypted filesystem.
std::string relativeCipherPath( const char *plaintextPath );

/*
Returns true if file names are dependent on the parent directory name.
If a directory name is changed, then all the filenames must also be
changed.

*/

bool hasDirectoryNameDependency() const;

// unlink the specified file
int unlink( const char *plaintextName );

// traverse directory
DirTraverse openDir( const char *plainDirName );

// uid and gid are used as the directory owner, only if not zero
int mkdir( const char *plaintextPath, mode_t mode,
uid_t uid = @, gid_t gid = 0);

int rename( const char *fromPlaintext, const char *toPlaintext );
int link( const char *from, const char *to );

// returns idle time of filesystem in seconds
int idleSeconds();

protected:

/*
notify that a file is being renamed.
This renames the internal node, if any. If the file is not open, then
this call has no effect.
Returns the FileNode if it was found.
*/

boost::shared_ptr<FileNode> renameNode( const char *from, const char *to );
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boost::shared_ptr<FileNode> renameNode( const char *from, const char *to,
bool forwardMode );

/*
when directory IV chaining is enabled, a directory can't be renamed
without renaming all its contents as well. recursiveRename should be
called after renaming the directory, passing in the plaintext from and
to paths.

*/

boost::shared_ptr<RenameOp> newRenameOp( const char *from, const char *to );

private:
friend class RenameOp;

bool genRenameList( std::list<RenameEl> &list, const char *fromP,
const char *toP );

boost::shared_ptr<FileNode> findOrCreate( const char *plainName);
boost: :mutex mutex;
EncFS_Context *ctx;

// passed in as configuration
std::string rootDir;
FSConfigPtr fsConfig;

boost::shared_ptr<NameIO> naming;

}s

#endif

®aiin « FileNode.cpp»

#include "encfs.h"

#include <errno.h>
#include <sys/stat.h>
#include <sys/types.h>
#include <fcntl.h>
//#include <unistd.h>
#ifdef linux

#include <sys/fsuid.h>
#endif

#include <cstring>
#include "config.h"

#include "FileNode.h"
#include "FileUtils.h"
#include "Cipher.h"
#include "CipherFileIO.h"
#include "RawFileIO.h"
#include "MACFileIO.h"
#include "DirNode.h"
#include "fs_layer.h"

#include "FileIO.h"
#include "MemoryPool.h"
#include "Mutex.h"
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#include <rlog/rlog.h>
#include <rlog/Error.h>

using namespace std;
using namespace rel;
using namespace rlog;
using boost::dynamic_pointer_cast;

/*
TODO: locking at the FileNode level is inefficient, since this precludes
multiple IO operations from going on concurrently within the same file.

There is no reason why simultainous reads cannot be satisfied, or why one
read has to wait for the decoding of the previous read before it can be
sent to the IO subsystem!

*/

static RLogChannel *Info = DEF_CHANNEL("info/FileNode", Log_Info);

FileNode::FileNode(DirNode *parent_, const FSConfigPtr &cfg,
const char *plaintextName_ , const char *cipherName )

{
Lock _lock( mutex );
this->_pname = plaintextName ;
this->_cname = cipherName_;
this->parent = parent_;
this->fsConfig = cfg;
// chain RawFileIO & CipherFileIO
boost::shared_ptr<FileIO> rawIO( new RawFileIO( _cname ) );
io = boost::shared_ptr<FileIO>( new CipherFileIO( rawIO, fsConfig ));
if(cfg->config->blockMACBytes || cfg->config->blockMACRandBytes)
io = boost::shared_ptr<FileIO>(new MACFileIO(io, fsConfig));
}
FileNode: :~FileNode()
{
// FileNode mutex should be locked before the destructor is called
//pthread_mutex_lock( &mutex );
_pname.assign( _pname.length(), "\@' );
_cname.assign( _cname.length(), "\@' );
io.reset();
}
const char *FileNode::cipherName() const
{
return _cname.c_str();
}
const char *FileNode::plaintextName() const
{
return _pname.c_str();
}
string FileNode::plaintextParent() const
{
return parentDirectory( _pname );
}

static bool setIV(const boost::shared_ptr<FileIO> &io, uint64_t iv)
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efs_stat stbuf;

if((io->getAttr(&stbuf, @) < @) || S_ISREG(stbuf.st mode))
return io->setIV( iv );

else
return true;

}

bool FileNode::setName( const char *plaintextName , const char *cipherName_,
uinté4_t iv, bool setIVFirst )

{
//Lock _lock( mutex );
rDebug("calling setIV on %s", cipherName_ );
if(setIVFirst)
{
if(fsConfig->config->externalIVChaining && !setIV(io, iv))
return false;
// now change the name..
if(plaintextName_)
this->_pname = plaintextName_;
if(cipherName )
{
this->_cname = cipherName_;
io->setFileName( cipherName_  );
}
} else
{
std::string oldPName = _pname;
std::string oldCName = _cname;
if(plaintextName_)
this->_pname = plaintextName_;
if(cipherName_)
{
this->_cname = cipherName_;
io->setFileName( cipherName_ );
}
if(fsConfig->config->externalIVChaining && !setIV(io, iv))
{
_pname = oldPName;
_cname = oldCName;
return false;
}
}
return true;
}

int FileNode::mknod(mode_t mode, dev_t rdev, uid_t uid, gid_t gid)
Lock _lock( mutex );
int res = 0;

int olduid = -1;
int oldgid = -1;/* TODO

if(uid != 0)
olduid = setfsuid( uid );
if(olduid == -1)
{

rInfo("setfsuid error: %s", strerror(errno));
return -EPERM;
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}

}
if(gid != 0)
oldgid = setfsgid( gid );
if(oldgid == -1)
{

rInfo("setfsgid error: %s", strerror(errno));
return -EPERM;

}
y*/

/*
* cf. xmp_mknod() in fusexmp.c
The regular file stuff could be stripped off if there
* were a create method (advised to have)
*/
if (S_ISREG( mode )) {
res = fs_layer::open( _cname.c_str(), O CREAT | O_EXCL | O_WRONLY, mode );
if (res >= 0)
res = fs_layer::close( res );
}/* else if (S_ISFIFO( mode ))
res = fs_layer::mkfifo( _cname.c_str(), mode );
else
res = fs_layer::mknod( _cname.c_str(), mode, rdev );*/ // TODO
/* TODO
if(olduid >= 0)
setfsuid( olduid );
if(oldgid >= 9)
setfsgid( oldgid );

*

*/
if(res == -1)
{
int eno = errno;
rDebug("mknod error: %s", strerror(eno));
res = -eno;
}
return res;
}
int FileNode::open(int flags) const
{
Lock _lock( mutex );
int res = io->open( flags );
return res;
}
int FileNode::getAttr(efs_stat *stbuf, void *statCache) const
{
Lock _lock( mutex );
int res = io->getAttr( stbuf, statCache );
return res;
}
efs_off_t FileNode::getSize() const
{
Lock _lock( mutex );
int res = io->getSize();
return res;
}
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ssize t FileNode::read( efs_off_t offset, unsigned char *data, ssize_t size ) const

{
IORequest req;

req.offset = offset;
req.datalen = size;
req.data = data;

Lock _lock( mutex );

return io->read( req );

}

bool FileNode::write(efs_off_t offset, unsigned char *data, ssize_t size)

{
rLog(Info, "FileNode::write offset %" PRIi64 ", data size %i",

offset, (int)size);
IORequest req;
req.offset = offset;
req.datalen = size;
req.data = data;
Lock _lock( mutex );

return io->write( req );

}
int FileNode::truncate( efs_off_t size )
¢ Lock _lock( mutex );
return io->truncate( size );
}
int FileNode::sync(bool datasync)
{

Lock _lock( mutex );

int fh = io->open( O_RDONLY );
if(fh >= 0)

{
int res = -EIO;
#ifdef linux
if(datasync)
res = fs_layer::fdatasync( fth );
else
res = fs_layer::fsync( fth );
#else
// no fdatasync support
// TODO: use autoconfig to check for it..
res = fs_layer::fsync(fh);

#tendif
if(res == -1)
res = -errno;
return res;
} else
return fh;
}
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®daiin « FileNode.h»

#ifndef _FileNode_incl_
#tdefine _FileNode_incl_

#include "config.h"

#if defined(HAVE_STDINT_H)
#tinclude <stdint.h>
ttendif

#include <boost/thread.hpp>

#include "encfs.h"

#include "CipherKey.h"
#include "FileUtils.h"
#tinclude "fs_layer.h"

#if defined(HAVE_INTTYPES_H)
#include <inttypes.h>
#endif

#if defined(HAVE_STDINT_H)
#include <stdint.h>
#endif

#if defined(HAVE_SYS_TYPES_H)
#include <sys/types.h>
#endif

#include <string>

class Cipher;
class FileIO;
class DirNode;
using boost::shared_ptr;

class FileNode

{
public:
FileNode(DirNode *parent,

const FSConfigPtr &cfg,
const char *plaintextName,
const char *cipherName);

~FileNode();

const char *plaintextName() const;
const char *cipherName() const;

// directory portion of plaintextName

std::string plaintextParent() const;

// if setIVFirst is true, then the IV is changed before the name is changed
// (default). The reverse is also supported for special cases..
bool setName( const char *plaintextName, const char *cipherName,

uint64 t iv, bool setIVFirst = true);

// create node

// If uid/gid are not @, then chown is used change ownership as specified
int mknod(mode_t mode, dev_t rdev, uid_t uid = @, gid_t gid = 0);

// Returns < @ on error (-errno), file descriptor on success.

int open(int flags) const;
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// getAttr returns © on success, -errno on failure
int getAttr(efs_stat *stbuf, void *statCache) const;
efs_off_t getSize() const;

ssize t read(efs_off_t offset, unsigned char *data, ssize_t size) const;
bool write(efs_off_t offset, unsigned char *data, ssize_t size);

// truncate the file to a particular size
int truncate( efs_off_t size );

// datasync or full sync
int sync(bool dataSync);
private:

// doing locking at the FileNode level isn't as efficient as at the
// lowest level of RawFileIO, since that means locks are held longer
// (held during CPU intensive crypto operations!). However it makes it
// easier to avoid any race conditions with operations such as
// truncate() which may result in multiple calls down to the FileIO
// level.
mutable boost::mutex mutex;

FSConfigPtr fsConfig;
shared_ptr<FileIO> io;
std::string _pname; // plaintext name
std::string _cname; // encrypted name
DirNode *parent;

private:

FileNode(const FileNode &src);
FileNode &operator = (const FileNode &src);

1

#endif

®aiin « Interface.cpp»

#include "Interface.h"
#include "ConfigVar.h"

#include <rlog/rlog.h>
#include <rlog/RLogChannel.h>

using namespace rel;
using namespace rlog;

static RLogChannel * Info = DEF_CHANNEL( "info/iface", Log_Info );

Interface::Interface(const char *name_ , int Current, int Revision, int Age)
: _name( name_ )
, _current( Current )
, _revision( Revision )
> _age( Age )

{
¥

Interface::Interface(const std::string &name , int Current,
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int Revision, int Age)
: _name( name_ )
, _current( Current )
, _revision( Revision )
> _age( Age )
{
}
Interface::Interface(const Interface &src)
: _name( src._name )
, _current( src._current )

, _revision( src._revision )
, _age( src._age )

{
}
Interface::Interface()

: _current( 0 )
, _revision( 0 )

{
}
Interface &Interface::operator = (const Interface &src)
{
_hame = src._name;
_current = src._current;
_revision = src._revision;
_age = src._age;
return *this;
}
const std::string & Interface::name() const
{
return _name;
}
std::string & Interface::name()
{
return _name;
}
int Interface::current() const
{
return _current;
}
int &Interface::current()
{
return _current;
}
int Interface::revision() const
{
return _revision;
}
int &Interface::revision()
{
return _revision;
}

int Interface::age() const
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return _age;

}
int &Interface::age()
{
return _age;
}
bool operator == (const Interface &\, const Interface &B)
{
return ( A.name() == B.name()
&& A.current() == B.current()
&& A.revision() == B.revision()
&& A.age() == B.age() );
}
bool operator != (const Interface &A, const Interface &B)
{
return ( A.name() != B.name()
|| A.current() != B.current()
|| A.revision() != B.revision()
|| A.age() != B.age() );
}

// zero branch method of getting comparison sign..
// tricky.. makes assumptions

#if o

static int sign( int a, int b )

{

((unsigned int)(a - b)) >> 31;
((unsigned int)(b - a)) >> 31;

unsigned int ab
unsigned int ba

return 1 + ba - ab;
}
#else
// simple, easy to check, unlikely to break due to unforseen events..
static int sign( int a, int b )

{
if(a < b)
return 9;
else if(a == b)
return 1;
else
return 2;
}
#tendif

static int diffSum( const Interface &A, const Interface &B )

{
int ¢S = sign( A.current() , B.current() );
int aS = sign( A.age(), B.age() );
int rS = sign( A.revision(), B.revision() );
return (cS * 3 + aS) * 3 + rS;

}

const int EqualVersion = (1 * 3 + 1) * 3 + 1;

bool Interface::implements(const Interface &B) const
{
rLog(Info, "checking if %s(%i:%i:%i) implements %s(%i:%i:%i)",
name().c_str(), current(), revision(), age(),
B.name().c_str(), B.current(), B.revision(), B.age());
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if( name() != B.name() )
return false;

int currentDiff = current() - B.current();
return ( currentDiff >= 0 && currentDiff <= age() );

bool operator < (const Interface &A, const Interface &B)

{
if( A.name() == B.name() )
return ( diffSum(A,B) < EqualVersion );
} else
return A.name() < B.name();
}
bool operator > (const Interface &A, const Interface &B)
{
if( A.name() == B.name() )
return ( diffSum(A,B) > EqualVersion );
} else
return A.name() < B.name();
}
bool operator <= (const Interface &\, const Interface &B)
{
if( A.name() == B.name() )
return ( diffSum(A,B) <= EqualVersion );
} else
return A.name() < B.name();
}
bool operator >= (const Interface &A, const Interface &B)
{
if( A.name() == B.name() )
return ( diffSum(A,B) >= EqualVersion );
} else
return A.name() < B.name();
}

ConfigVar & operator << (ConfigVar &dst, const rel::Interface &iface)

{
dst << iface.name() << iface.current() << iface.revision() << iface.age();
return dst;

}

const ConfigVar & operator >> (const ConfigVar &src, Interface &iface)
{

src >> iface.name();

src >> iface.current();

src >> iface.revision();

src >> iface.age();

return src;
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®aiin « CreateNewENcFSDialog.cpp»

#tinclude "CommonIncludes.h"

// Unfortunately, my version of libencfs is a tiny bit newer than 1.7.4 on Linux.
// This define restores full compatibility
#tdefine EFS_COMPATIBILITY_WORKAROUND 1

#include "CreateNewEncFSDialog.h"
#include "MountList.h"

#if wxCHECK_VERSION(2, 9, @) && defined(_WIN32)
#tdefine HAVE_MODE_T // Workaround for double defined mode_t on Windows

ttendif

// libencfs

#include "config.h"
#include "FileUtils.h"
#include "ConfigReader.h"
#include "FSConfig.h"

#include "DirNode.h"
#include "Cipher.h"
#include "StreamNameIO.h"
#include "BlockNameIO.h"
#include "NullNameIO.h"
#include "Context.h"

CreateNewEncFSDialog: :CreateNewEncFSDialog(wxWindow* parent)

: CreateNewEncFSDialogBase(parent), pMountList_(NULL),
drivelLetter_(L'?"), useExternalConfigFile_ (false), isLocalDrive_(true),
cachingEnabled_(false), cipherKeySize (256),

cipherBlockSize (4096), keyDerivationDuration_(5600),

autoChoice_(©), noneChoice_(0)

pUseExternalConfigFileCheckBox_->SetValue(useExternalConfigFile_);
pExternalConfigFileNamePickerCtrl_->Enable(false);

worldWritable_ = false;

storePassword_ = false;

pWorldwWritableCheckBox_->SetValue(false);
pStorePasswordCheckBox_->SetValue(false);
pLocalDriveCheckBox_->SetValue(true);
pEnableCachingCheckBox_->SetValue(false);

#if defined(EFS_WIN32)

pDriveLetterChoice_->Clear();

autoChoice_ = pDrivelLetterChoice_->Append(wxT("Auto"));
noneChoice_ = pDrivelLetterChoice_->Append(wxT("None"));
pDriveLetterChoice_->Select(autoChoice_);

// Find out unused drive letters
DWORD usedLogicalDrives = GetLogicalDrives();
wxCSConv conv(wxT("C")); // Use "C" locale
for(char i = '"A'; i <= "Z'; i++)

if((usedLogicalDrives & 0x01) == 0)

// current drive letter is unused -> add it to combo box
size_t outlLen;

wxString driveLetter(conv.cMB2WC(&i, 1, &outLen));
drivelLetter.Append(wxT(":"));

pDrivelLetterChoice ->Append(drivelLetter);
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}

usedLogicalDrives >>= 1;

}

pWorldwWritableStaticText_ ->Hide();
pWorldwWritableCheckBox_->Hide();
pFlexGridSizer_->AddGrowableRow(6);
ttelse
pDrivelLetterStaticText ->Hide();
pDriveLetterChoice ->Hide();
pFlexGridSizer_->AddGrowableRow(5);
pLocalDriveStaticText ->Hide();
pLocalDriveCheckBox_->Hide();
pFlexGridSizer ->AddGrowableRow(7);
#endif

pCipherAlgorithmChoice ->Clear();
Cipher::AlgorithmList algorithms = Cipher::GetAlgorithmList();
Cipher::AlgorithmList::const_iterator it;
for(it = algorithms.begin(); it != algorithms.end(); ++it)
{
pCipherAlgorithmChoice_->Append(wxString(it->name.c_str(),
*wxConvCurrent));

}
pCipherAlgorithmChoice_->Select(9);

pNameEncodingChoice_->Clear();
wxString toolTipStr;
NameIO::AlgorithmList nmalgorithms = NameIO::GetAlgorithmList();
NameIO: :AlgorithmList::const_iterator nmit;
for(nmit = nmalgorithms.begin(); nmit != nmalgorithms.end(); ++nmit)
{
#if defined(EFS_COMPATIBILITY_WORKAROUND)
if(nmit->name == std::string("Block32"))
continue;
#endif
if(toolTipStr.Length() > 0)
toolTipStr.Append(wxT("\n"));
pNameEncodingChoice_->Append(wxString(nmit->name.c_str(), *wxConvCurrent));
toolTipStr.Append(wxString(nmit->name.c_str(), *wxConvCurrent)
+ wxT(": ") + wxString(nmit->description.c_str(), *wxConvCurrent));
}
pNameEncodingChoice_->Select(0);
pNameEncodingChoice_->SetToolTip(toolTipStr);

pKeyDerivationDurationChoice_->Clear();

wxArrayString timeStrings;

for(int i = 500; i <= 3000; i+= 500)

{
wxString timeStr = wxString::Format(wxT("%d"), i);
timeStrings.Add(timeStr);

}

pKeyDerivationDurationChoice_->Append(timeStrings);

pKeyDerivationDurationChoice_->Select(9);

pEncFSConfigurationRadioButton_->Select(0);
wxCommandEvent dummyEvent;
OnEncFSConfigurationRadioBox(dummyEvent);

Layout();

Fit();
}

CreateNewEncFSDialog: :~CreateNewEncFSDialog()
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{

}
void CreateNewEncFSDialog: :setMountList(MountList *pMountList)
{
pMountList_ = pMountList;
}
void CreateNewEncFSDialog: :OnUseExternalConfigFileCheckBox( wxCommandEvent& event )
{
bool isChecked = event.IsChecked();
if(isChecked)
{
pExternalConfigFileNamePickerCtrl_->Enable(true);
}
else
{
pExternalConfigFileNamePickerCtrl_->Enable(false);
}
}
void CreateNewEncFSDialog: :0OnEncFSConfigurationRadioBox( wxCommandEvent& event )
{
bool enableDetailWidgets = false;
int selection = pEncFSConfigurationRadioButton_->GetSelection();
if(selection == 9)
{
// Standard configuration: AES, 192, 1024, Block, false, true, true, false,
500
pCipherAlgorithmChoice_->SetStringSelection(wxT("AES"));
wxCommandEvent dummyEvent;
OnCipherAlgorithmChoice(dummyEvent);
pCipherKeysizeChoice_->SetStringSelection(wxT("192"));
pCipherBlocksizeChoice_->SetStringSelection(wxT("1024"));
pNameEncodingChoice_->SetStringSelection(wxT("Block™));
pPerBlockHMACCheckBox_->SetValue(false);
pUniqueIVCheckBox_->SetValue(true);
pChainedIVCheckBox_->SetValue(true);
pExternalIVCheckBox_->SetValue(false);
pKeyDerivationDurationChoice_->SetStringSelection(wxT("500"));
}
else if(selection == 1)
{
// Paranoia configuration: AES, 256, 1024, Block, true, true, true, true,
3000
pCipherAlgorithmChoice_->SetStringSelection(wxT("AES"));
wxCommandEvent dummyEvent;
OnCipherAlgorithmChoice(dummyEvent);
pCipherKeysizeChoice_->SetStringSelection(wxT("256"));
pCipherBlocksizeChoice_->SetStringSelection(wxT("1024"));
pNameEncodingChoice_->SetStringSelection(wxT("Block"));
pPerBlockHMACCheckBox_->SetValue(true);
pUniqueIVCheckBox_->SetValue(true);
pChainedIVCheckBox_->SetValue(true);
pExternalIVCheckBox_->SetValue(true);
pKeyDerivationDurationChoice_->SetStringSelection(wxT("3000"));
}
else
{
// Expert configuration
Jluem
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enableDetailWidgets = true;
}

pCipherAlgorithmChoice_->Enable(enableDetailWidgets);
pCipherKeysizeChoice_ ->Enable(enableDetaillWidgets);
pCipherBlocksizeChoice_ ->Enable(enableDetailWidgets);
pNameEncodingChoice_->Enable(enableDetailWidgets);
pPerBlockHMACCheckBox_->Enable(enableDetailWidgets);
pUniqueIVCheckBox_->Enable(enableDetailWidgets);
pChainedIVCheckBox_->Enable(enableDetailWidgets);
pExternalIVCheckBox_->Enable(enableDetailWidgets);
pKeyDerivationDurationChoice ->Enable(enableDetailWidgets);

}

void CreateNewEncFSDialog: :OnCipherAlgorithmChoice( wxCommandEvent& event )

{
wxString selectedCipherAlgorithm = pCipherAlgorithmChoice_->GetString(
pCipherAlgorithmChoice_->GetSelection() );

pCipherKeysizeChoice ->Clear();
pCipherBlocksizeChoice ->Clear();

Cipher::AlgorithmList algorithms = Cipher::GetAlgorithmList();
Cipher::AlgorithmList::const_iterator it;
int optNum = 1;
for(it = algorithms.begin(); it != algorithms.end(); ++it, ++optNum)
{
wxString algoName(it->name.c_str(), *wxConvCurrent);
if(algoName == selectedCipherAlgorithm)
{
wxArrayString keySizes;
int keySizeMin = it->keyLength.min();
int keySizeMax = it->keyLength.max();
int keySizeInc = it->keyLength.inc();
for(int keySize = keySizeMin; keySize <= keySizeMax; keySize +=

{

keySizelInc)

wxString keySizeStr = wxString::Format(wxT("%d"), keySize);
keySizes.Add(keySizeStr);
}
pCipherKeysizeChoice_->Append(keySizes);
pCipherKeysizeChoice_->Select(keySizes.GetCount() - 1);

wxArrayString blockSizes;

int blockSizeMin = it->blockSize.min();

int blockSizeMax = it->blockSize.max();

int blockSizeInc = it->blockSize.inc();

for(int blockSize = blockSizeMin; blockSize <= blockSizeMax;
blockSize += blockSizeInc)

{
wxString blockSizeStr = wxString::Format(wxT("%d"),
blockSize);
blockSizes.Add(blockSizeStr);
}
pCipherBlocksizeChoice_->Append(blockSizes);
pCipherBlocksizeChoice_->Select(blockSizes.GetCount() - 1);
}
}
}
void CreateNewEncFSDialog: :0nCancel( wxCommandEvent& event )
{

EndModal (wxID_CANCEL);
}
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void CreateNewEncFSDialog: :0nOK( wxCommandEvent& event )

{
if (validate() && TransferDataFromWindow())
{
// Make sure mountName_ is unique
if(pMountList_->findEntryByName(mountName_) != NULL)
{
wxMessageBox(wxT("The mount name is not unique! Please choose another
name."),
wxT("Error"), wxOK | wxICON_ERROR);
return;
}
#if defined(EFS_WIN32)
if(pDriveLetterChoice_->GetSelection() == autoChoice_ )
{
driveletter = L'?';// Auto
}
else if(pDrivelLetterChoice ->GetSelection() == noneChoice )
{
driveletter_ = L'-'; // None (treated by EncFSMP, not PFM)
}
else
{

wxString selectedDriveletter = pDrivelLetterChoice_-
>GetStringSelection();

driveletter_ = selectedDriveletter.c_str()[0];
}
#else
drivelLetter_ = L'?';
#endif
encFSPath_ = pEncFSPathDirPicker_->GetPath();
if(!wxFileName: :DirExists(encFSPath_))
{
wxMessageBox (wxT("EncFS path does not exist! Please enter a valid
path"),
wxT("Error"), wxOK | wxICON_ERROR);
return;
}
wxDir encDir(encFSPath_);
if(encDir.HasFiles()
|| encDir.HasSubDirs())
{
wxMessageBox (wxT("EncFS path is not empty! Please select an empty
path"),
wxT("Error"), wxOK | wxICON_ERROR);
return;
}
useExternalConfigFile = pUseExternalConfigFileCheckBox_->GetValue();
if(useExternalConfigFile )
{
externalConfigFileName_ = pExternalConfigFileNamePickerCtrl_-
>GetPath();
wxFileName externalConfigFN(externalConfigFileName_);
if(externalConfigFN.FileExists())
{
wxMessageBox (wxT ("External config file already exists!"),
wxT("Error"), wxOK | wxICON_ERROR);
return;
}
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wxFileName externalConfigPath(externalConfigFN);
externalConfigPath.SetFullName(wxEmptyString);
if(!externalConfigPath.IsDirWritable())

{
wxMessageBox (wxT("Path of external config file is not
writable!"),
wxT("Error"), wxOK | wxICON_ERROR);
return;
}
}
isLocalDrive_ = plLocalDriveCheckBox_->GetValue();

cachingEnabled_ = pEnableCachingCheckBox_->GetValue();

if(password_.Length() == @)

{
wxMessageBox (wxT ("Empty password is not allowed!"),
wxT("Error"), wxOK | wxICON_ERROR);
return;
if(password_ != passwordRetype )
{
wxMessageBox (wxT("The retyped password is not equal to the first
one!"),
wxT("Error"), wxOK | wxICON_ERROR);
return;
}

cipherAlgorithm_ = pCipherAlgorithmChoice_->GetStringSelection();
pCipherKeysizeChoice_->GetStringSelection().ToLong(&cipherKeySize );
pCipherBlocksizeChoice_->GetStringSelection().ToLong(&cipherBlockSize_ );
nameEncoding_ = pNameEncodingChoice_->GetStringSelection();
pKeyDerivationDurationChoice_-
>GetStringSelection().ToLong(&keyDerivationDuration_);

EndModal (wxID_OK);

}

BEGIN_EVENT_TABLE( CreateNewEncFSDialog, CreateNewEncFSDialogBase )
END_EVENT_TABLE()

®aiia « CreateNewENcFSDialog.h»

#ifndef CREATENEWENCFSDIALOG_H
#define CREATENEWENCFSDIALOG_H

class MountList;
#include "EncFSMPMainFrameBase.h"

class CreateNewEncFSDialog: public CreateNewEncFSDialogBase
{
public:

CreateNewEncFSDialog(wxWindow* parent);

virtual ~CreateNewEncFSDialog();

void setMountList(MountList *pMountList);

wchar_t getDrivelLetter() const { return drivelLetter_; }

wxString getEncFSPath() const { return encFSPath_; }

bool getUseExternalConfigFile() const { return useExternalConfigFile_; }
wxString getExternalConfigFileName() const { return externalConfigFileName ; }
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bool getIsLocalDrive() const { return isLocalDrive_; }

bool getCachingEnabled() const { return cachingEnabled_; }

wxString getCipherAlgorithm() const { return cipherAlgorithm_; }

long getCipherKeySize() const { return cipherKeySize ; }

long getCipherBlockSize() const { return cipherBlockSize ; }

wxString getNameEncoding() const { return nameEncoding ; }

long getKeyDerivationDuration() const { return keyDerivationDuration_; }

protected:
virtual void OnUseExternalConfigFileCheckBox( wxCommandEvent& event );
virtual void OnEncFSConfigurationRadioBox( wxCommandEvent& event );
virtual void OnCipherAlgorithmChoice( wxCommandEvent& event );
virtual void OnCancel( wxCommandEvent& event );
virtual void OnOK( wxCommandEvent& event );

private:
MountList *pMountList_;

wchar_t driveletter_;
wxString encFSPath_;

bool useExternalConfigFile_ ;
wxString externalConfigFileName_;
bool islLocalDrive_;

bool cachingEnabled_;
wxString cipherAlgorithm_;
long cipherKeySize_;

long cipherBlockSize_;
wxString nameEncoding_;

long keyDerivationDuration_;

int autoChoice_, noneChoice_;

DECLARE_EVENT_TABLE()
}s

#endif

®daiia « EncFSMPLogger.cpp»

#include "CommonIncludes.h"
#include "EncFSMPLogger.h"
#include "EncFSMPErrorLog.h"

#if WXCHECK_VERSION(2, 9, ©) && defined( WIN32)

#define HAVE_MODE_T // Workaround for double defined mode_t on Windows
#endif

#include "fs_layer.h"

// rlog
#include "rlog/Error.h"

// Static member
EncFSMPLogger EncFSMPLogger::instance_;

EncFSMPLogger: :EncFSMPLogger()
: pEncFSMPErrorLog (NULL)
{

}

EncFSMPLogger: :~EncFSMPLogger ()

{
}
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void EncFSMPLogger: :setErrorLog(EncFSMPErrorLog *pEncFSMPErrorLog)

{
instance_.pEncFSMPErrorLog_ = pEncFSMPErrorLog;

}
void EncFSMPLogger::log(const std::wstring &errStr, const std::string &fn, rlog::Error
*pErr)
{
if(instance_.pEncFSMPErrorLog_ != NULL)
{
wxString text(errstr);
if(!fn.empty())
{
boost::filesystem::path path(fs_layer::stringToFSPath(fn));
wxString pathWx(path.wstring());
if(!text.empty())
text.Append(wxT(", "));
text.Append(wxT("file: "));
text.Append(pathWx);
}
if(pErr != NULL)
{
text.Append(wxT(", details: "));
text.Append(wxString(pErr->what(), *wxConvCurrent));
}
text.Append (wxT("\n"));
instance_.pEncFSMPErrorLog_->addText(text);
}
}

daiin « EncFSMPLogger.h»

#ifndef ENCFSMPLOGGER_H
#define ENCFSMPLOGGER_H

// Forward declarations
class EncFSMPErrorlLog;
namespace rlog

{
}s
class EncFSMPLogger

{
public:

class Error;

static void setErrorLog(EncFSMPErrorLog *pEncFSMPErrorLog);

static void log(const std::wstring &errStr, const std::string &fn, rlog::Error
* .
pErr);

private:
EncFSMPLogger();
virtual ~EncFSMPLogger();

static EncFSMPLogger instance_;

EncFSMPErrorLog *pEncFSMPErrorLog_;
}s

#tendif
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®aiin « EncFSMPMainFrame.cpp»

#tinclude "CommonIncludes.h"
#tinclude "version.h"

#include "EncFSMPMainFrame.h"
#include "PFMProxy.h"

#include "PFMHandlerThread.h"
#include "OpenExistingFSDialog.h"
#include "CreateNewEncFSDialog.h"
#include "ChangePasswordDialog.h"
#include "EncFSUtilities.h"
#include "EncFSMPStrings.h"
#tinclude "EncFSMPTaskBarIcon.h"
#include "EncFSMPErrorLog.h"
#include "EncFSMPLogger.h"

#if defined(EFS_WIN32)

# include "EncFSMPIPCWin.h"
ttelse

# include "EncFSMPIPCPosix.h"
#endif

#include <wx/dirdlg.h>
#include <wx/busyinfo.h>
#include <wx/config.h>

#if defined(__WXMAC__ ) || defined(__WXOSX__) || defined(__WXOSX_COCOA )
# include "osx/MacMenuWorkaroundBridge.h"
#endif

#if defined(EFS_WIN32)

# include "Win32Utils.h"

# include <Shellapi.h>

#endif

// EncFS

#if wWXCHECK_VERSION(2, 9, 0) && defined(_WIN32)

#define HAVE_MODE_T // Workaround for double defined mode_t on Windows
#endif

#include "config.h"

// OpenSSL
#include "openssl/ssl.h"

// boost
#include <boost/version.hpp>

#include <sstream>
#include <memory>

enum

{
ID_TIMER = 2000,
ID_NEW_MOUNT_EVENT,
ID_ENCFS_MOUNT ERROR_EVENT,
ID_UAC,
ID_MINIMIZETOTRAYMENUITEM,
ID_CTXMOUNT,
ID_CTXREMOVE,
ID_CTXEDIT,
ID_CTXBROWSE,
ID_CTXSHOWINFO,
ID CTXCHANGEPASSWD,
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ID_CTXEXPORT,
ID_ENCFS_COMMAND

}s5
const wxEventType myCustomEventType = wxNewEventType();

EncFSMPMainFrame: :EncFSMPMainFrame (wxWindow* parent)
EncFSMPMainFrameBase(parent),
aTimer_(this, ID_TIMER), minimizeToTray_(false),
disableUnmountDialogOnExit_(false), savePasswordsInRAM_(false),
pTaskBarIcon_(NULL), pMountsListPopupMenu_(NULL),
firstTimeOnTimer_(false), pEncFSMPErrorLog (NULL)

pMountsListCtrl_->ClearAll();

pMountsListCtrl_->InsertColumn(@, wxT("Mounted"));

pMountsListCtrl_->InsertColumn(l, wxT("Name"));

pMountsListCtrl_->InsertColumn(2, wxT("EncFS path"));
#if defined(EFS_WIN32)

pMountsListCtrl_->InsertColumn(3, wxT("Drive"));
#tendif

SetIcon(getIcon());

#if wxCHECK VERSION(2, 9, 0)
if(wxTaskBarIcon::IsAvailable())

{
#if defined(EFS_MACOSX)
pMinimizeToTrayMenuItem_ = pToolsMenu_->Append(ID_MINIMIZETOTRAYMENUITEM,
wXT("Minimize to menu icon™), wxEmptyString, wxITEM_NORMAL);

#endif

#else
pMinimizeToTrayMenuItem_ = pOptionsMenu_->Append(ID_MINIMIZETOTRAYMENUITEM,
wxT("Minimize to tray"), wxEmptyString, wxITEM_CHECK);
#endif

}

// Workaround for 0S X: Hide empty menus

#if defined(__WXMAC__) || defined(__WXOSX__) || defined(__WXOSX_COCOA )
wxMenuItem *tempItem = pToolsMenu_->Append(ID_INFOBUTTON, wxT("Temp item"));
CocoaBridge: :hideEmptyMenus();
pToolsMenu_->Remove(tempItem);

#endif

pENcFSMPErrorLog_ = new EncFSMPErrorLog(this);
pENncFSMPErrorLog_->Hide();
EncFSMPLogger: :setErrorLog(pEncFSMPErrorLog );

loadWindowLayoutFromConfig();
mountList_.loadFromConfig();
updateMountListCtrl();
updateButtonStates();

aTimer_.Start(50);
}

EncFSMPMainFrame: :~EncFSMPMainFrame()
{
aTimer_.Stop();
if(pTaskBarIcon_ != NULL)
{
delete pTaskBarIcon_;
pTaskBarIcon_ = NULL;

}
if(pMountsListPopupMenu_ != NULL)
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delete pMountsListPopupMenu_;
pMountsListPopupMenu_ = NULL;

}
EncFSMPLogger: :setErrorLog(NULL);
if(pEncFSMPErrorLog_ != NULL)
{
delete pEncFSMPErrorLog_;
pEncFSMPErrorLog_ = NULL;
}
}
/**
* This method gets called by the PFMMonitorThread in case of an mount/unmount event.
*/

void EncFSMPMainFrame::addNewMountEvent(bool isMountEvent, bool isError,
const std::wstring &mountName, wchar_t drivelLetter, const std::wstring

&mountPoint)
{
{
wxMutexLocker lock(mountEventsMutex_ );
MountEvent evt;
evt.isMountEvent_ = isMountEvent;
evt.isError_ = isError;
evt.mountName_ = mountName;
evt.driveletter_ = driveletter;
evt.mountPoint_ = mountPoint;
mountEvents_.push_back(evt);
}

#if wxCHECK_VERSION(2, 9, ©0)
wxCommandEvent* newEvent = new wxCommandEvent(myCustomEventType,
ID_NEW_MOUNT_EVENT);
wxQueueEvent (this, newEvent);
#else
wxCommandEvent newEvent(myCustomEventType, ID_NEW_MOUNT_EVENT);
AddPendingEvent(newEvent);
#endif

}

/**
* This method gets called by the PFMHandlerThread in case of an error.
*/
void EncFSMPMainFrame::reportEncFSError(const wxString &error, const wxString &mountName)
{
{
wxMutexLocker lock(encFSErrorMutex_);
encFSErrorList_.push_back(error);

}

std: :wstring mountNameStdStr(mountName.c_str());
addNewMountEvent(false, true, mountNameStdStr, L' ', L"");

#if wxCHECK_VERSION(2, 9, @)
wxCommandEvent* newEvent = new wxCommandEvent(myCustomEventType,
ID_ENCFS_MOUNT_ERROR_EVENT);
wxQueueEvent (this, newEvent);
#else
wxCommandEvent newEvent(myCustomEventType, ID_ENCFS_MOUNT_ERROR_EVENT);
AddPendingEvent(newEvent);
#endif

}

void EncFSMPMainFrame::sendCommand(const wxString &command,
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const wxString &mountName,
const wxString &password)

wxString args = EncFSMPIPC::marshalArguments(command, mountName, password);
sendCommand(args);

}

void EncFSMPMainFrame::sendCommand(const wxString &arg)
{
#if wxCHECK_VERSION(2, 9, 0)
wxCommandEvent* newEvent = new wxCommandEvent(myCustomEventType,
ID_ENCFS_COMMAND);
newEvent->SetString(arg);
wxQueueEvent (this, newEvent);

ttelse
wxCommandEvent newEvent(myCustomEventType, ID _ENCFS_COMMAND);
newEvent.SetString(arg);
AddPendingEvent(newEvent);
ttendif
}
void EncFSMPMainFrame::unmountAllAndQuit()
{
// Unmount
std::list<MountEntry> &mountList = mountList_.getList();
std::list<MountEntry>::iterator iter = mountList.begin();
while(iter != mountList.end())
{
MountEntry &cur = (*iter);
if(cur.mountState_ == MountEntry: :MSMounted)
{
PFMProxy: :getInstance().unmount(cur.name_);
cur.mountState_ = MountEntry::MSNotMounted; // Make sure
OnMainFrameClose does not ask again...
}
iter++;
}
Close();
}
void EncFSMPMainFrame::0OnMainFrameClose( wxCloseEvent& evt )
{

// Check whether there are active or pending mounts
int mountCount = @, pendingCount = 0;
std::list<MountEntry> &mountList = mountList_.getList();
std::list<MountEntry>::iterator iter = mountList.begin();
while(iter != mountList.end())
{
MountEntry &cur = (*iter);
if(cur.mountState_ == MountEntry: :MSMounted)
mountCount++;
else if(cur.mountState_ == MountEntry::MSPending)
pendingCount++;

iter++;

}
if(pendingCount > 0)

wxString msgText = wxString::Format(wxT("There are still %d pending
mounts.\n")
wxT("Are you sure you want to exit the program?\nData loss may
occur!"),

[ry 2.090301.116.001 13

U3zm.

Jluecm Ne Ookym. Moodnuck}Jama

Jlucm

107




pendingCount);

int retval = wxMessageBox(msgText, wxT("Confirm"), wxYES_NO | wxCANCEL,
this);
if(retvVal == wxCANCEL
|| retval == wxNO)
{

evt.Veto();
return;
}
}

if(mountCount > ©
&8& !disableUnmountDialogOnExit_)
{

wxString msgText = wxString::Format(wxT("There are still %d active
mounts.\n")
wxT("Are you sure you want to exit the program?"),
mountCount);

int retVal = wxMessageBox(msgText, wxT("Confirm"), wxYES_NO | wxCANCEL,
this);
if(retval == wxCANCEL
|| retVal == wxNO)
{

evt.Veto();
return;

}

// Point of no return
PFMProxy: :getInstance().closingDown();

// Unmount

iter = mountList.begin();

while(iter != mountList.end())

{
MountEntry &cur = (*iter);
if(cur.mountState_ == MountEntry: :MSMounted)

{
}

PFMProxy: :getInstance().unmount(cur.name_);

iter++;

}

saveWindowLayoutToConfig();

aTimer_.Stop();
Destroy();

}

void EncFSMPMainFrame::0OnMainFrameIconize( wxIconizeEvent& event )

{
if(
#if wxCHECK_VERSION(2, 9, ©)
wxTaskBarIcon::IsAvailable() &&
#endif
minimizeToTray_)

if(event.IsIconized())

{
// Hide window, remove from task bar
this->Hide();
// Add tray icon
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if(pTaskBarIcon_ == NULL)
{
pTaskBarIcon_ = new EncFSMPTaskBarIcon();
wxIcon icon = getIcon();
#if defined(EFS_MACOSX)

// On 0S X, menu icons (NSStatusMenus) should be black and

white
wxBitmap iconBM;
iconBM. CopyFromIcon(icon);
wxImage img = iconBM.ConvertToImage();
wxImage imgGrey = img.ConvertToGreyscale();
wxBitmap iconBMGrey(imgGrey);
icon.CopyFromBitmap(iconBMGrey);

#endif

pTaskBarIcon_->SetIcon(icon, EncFSMPStrings::configAppName_);

pTaskBarIcon_->setMainFrame(this);

}

else

{
// Show window, add to task bar
#if wxCHECK VERSION(2, 9, 0)
pTaskBarIcon_->Destroy();
#endif
pTaskBarIcon_ = NULL;

}
void EncFSMPMainFrame::0OnExitMenuItem( wxCommandEvent& WXUNUSED(event) )

Close();
}

void EncFSMPMainFrame::OnExportMenuItem( wxCommandEvent& event )
{
MountEntry *pMountEntry = getSelectedMount();
if(pMountEntry != NULL)
{
// Choose export directory
wxDirDialog dlg(this, wxT("Please choose the export path:"));
if(dlg.ShowModal() != wxID_OK)
return;

wxString exportPath = dlg.GetPath();

// Enter password, if necessary
wxString password = pMountEntry->password_;
if(password.IsEmpty())

password = pMountEntry->volatilePassword_;
if(password.IsEmpty())
{

wxPasswordEntryDialog dlg(this, wxT("Please enter the password:"))

int retval = dlg.ShowModal();
if(retval == wxID_CANCEL)
return;
password = dlg.GetValue();
if(savePasswordsInRAM_)
pMountEntry->volatilePassword_ = password;

}

// TODO: Show progress bar, start separate thread?
wxString errorMsg;
bool isOK = true;

)
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wxWindowDisabler disableAll;
wxBusyInfo wait(wxT("Exporting EncFS files..."));
isOK = EncFSUtilities::exportEncFS(pMountEntry->encFSPath_,
pMountEntry->externalConfigFileName_, pMountEntry-
>useExternalConfigFile ,
password, exportPath, errorMsg);

}
if(is0K)
{
wxMessageBox (wxT ("Exporting EncFS finished."), wxT("Export EncFS"),
wxICON_INFORMATION | wxOK, this);
}
else
{
wxMessageBox(errorMsg,
wxT("Export EncFS"), wxICON_ERROR | wxOK, this);
}
}
}
void EncFSMPMainFrame::0OnShowErrorLogMenuItem( wxCommandEvent& event )
{
if(pEncFSMPErrorLog_ != NULL)
{
pEncFSMPErrorLog_->toggleVisibleState();
}
}

void EncFSMPMainFrame::0OnShowErrorLogMenuItemUpdate( wxUpdateUIEvent& event )
{

event.Enable(true);
if(pEncFSMPErrorLog_ != NULL)

{
}

event.Check(pEncFSMPErrorLog_->isWindowShown());

}

void EncFSMPMainFrame::0OnShowErrorLogOnErrMenuItem( wxCommandEvent& event )
{
if(pEncFSMPErrorLog_ != NULL)
pENncFSMPErrorLog_->setShowErrorLogOnErr(event.IsChecked());
saveWindowLayoutToConfig();

}

void EncFSMPMainFrame::0OnDisableUnmountDialogOnExitMenuItem( wxCommandEvent& event )
{

disableUnmountDialogOnExit_ = event.IsChecked();

savelWindowLayoutToConfig();

}

void EncFSMPMainFrame::0OnSavePasswordsInRAMMenuItem( wxCommandEvent& event )
{

savePasswordsInRAM_ = event.IsChecked();

savelWindowLayoutToConfig();

}

void EncFSMPMainFrame::0OnAboutMenuItem( wxCommandEvent& WXUNUSED(event) )

{
wxAboutDialogInfo info;
info.SetName (wxT (ENCFSMP_NAME) wxT(" ") wxT(ENCFSMP_ARCHITECTURE_STRING));
info.SetVersion(wxString(ENCFSMP_VERSION_STRING, *wxConvCurrent));
info.SetIcon(getIcon());
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wxString descrString;
descrString = wxT("Mount EncFS folders - multiplatform style.\n\n");
descrString.Append(wxT("Built with: ") wxT(ENCFSMP_COMPILER) wxT(" ")

wxT (ENCFSMP_COMPILER_VERSION) wxT("\n"));
descrString.Append(wxT("Linked with:\n - ") wxVERSION_STRING wxT("\n - "));
descrString.Append(wxT("EncFS ") wxT(EFS_STRINGIFY(VERSION)) wxT("\n - "));
descrString.Append(wxString(wxT(OPENSSL_VERSION_TEXT)));

wxString boostVersion;

boostVersion.Printf(wxT("%d.%d.%d"), BOOST_VERSION / 100000, BOOST_VERSION / 100 %
1000, BOOST_VERSION % 100);

descrString.Append(wxT("\n - boost "));

descrString.Append(boostVersion);

descrString.Append(wxT("\n\n"));

if(PFMProxy::getInstance().isPFMPresent())
descrString.Append(wxString(wxT("Pismo File Mount version found: "))
+ wxString(PFMProxy: :getInstance().getPFMVersionString().c_str(),
*wxConvCurrent) );
else
descrString.Append(wxT("No Pismo File Mount installation found"));

descrString.Append(wxT("\nIcon \u@BA9 by Oxygen\n"));

info.SetDescription(descrString);
info.SetCopyright (wxT("\u@@A9 ") wxT(ENCFSMP_COPYRIGHT YEAR) wxT(" ")
wxT (ENCFSMP_COPYRIGHT_NAME));

wxAboutBox(info);

}

void EncFSMPMainFrame::OnCreateMountButton( wxCommandEvent& event )
{
CreateNewEncFSDialog dlg(this);
dlg.setMountList(&mountList_);
if(dlg.ShowModal() == wxID_OK)
{
if(!EncFSUtilities::createEncFS(dlg.getEncFSPath(),
dlg.password_, dlg.getExternalConfigFileName(),
dlg.getUseExternalConfigFile(),
dlg.getCipherAlgorithm(), dlg.getCipherKeySize(),
dlg.getCipherBlockSize(), dlg.getNameEncoding(),
dlg.getKeyDerivationDuration(), dlg.perBlockHMAC_,
dlg.uniquelV_, dlg.chainedIV_, dlg.externallV_))

wxMessageBox (wxT("Creation of new EncFS failed"), wxT("Error"),
wxOK | wxICON_ERROR);
return;

}

wxString password;

if(dlg.storePassword_)
password = dlg.password_;

mountList_.addMount(dlg.mountName_, dlg.getEncFSPath(),
dlg.getExternalConfigFileName(), dlg.getDrivelLetter(),
password, dlg.getUseExternalConfigFile(), dlg.getCachingEnabled(),
dlg.worldWritable , dlg.getIslLocalDrive(), false);

mountList_.storeToConfig();

updateMountListCtrl();

Jlucm

[ry 2.090301.116.001 13

U3zm.

Jluecm Ne Ookym. Moodnuck}Jama

111




}

void EncFSMPMainFrame::0nOpenExistingEncFSButton( wxCommandEvent& event )
{
OpenExistingFSDialog dlg(this);
dlg.setMountList(&mountList );
if(dlg.ShowModal() == wxID_OK)
{
// Check whether path is EncFS path
EncFSUtilities::EncFSInfo info;
bool encFSFound = EncFSUtilities::getEncFSInfo(dlg.getEncFSPath(),

dlg.getExternalConfigFileName(), dlg.getUseExternalConfigFile(),

info);
if(!encFSFound)
{

wxString msg(wxT("No supported encrypted filesystem found.\n"));

if(!info.configVersionString.empty())
msg.Append(info.configVersionString);
wxMessageBox(msg, wxT("Open existing EncFS failed"), wxOK |
wxICON_ERROR);
return;
}
wxString password;
if(dlg.storePassword_)
password = dlg.password_;

mountList_.addMount(dlg.mountName_, dlg.getEncFSPath(),
dlg.getExternalConfigFileName(),
wxString(dlg.getDriveletter()), password,
dlg.getUseExternalConfigFile(), dlg.getCachingEnabled(),
dlg.worldWritable , dlg.getIslLocalDrive(), false);

mountList_.storeToConfig();
updateMountListCtrl();

}
}
void EncFSMPMainFrame::OnMountsListColClick( wxListEvent& event )
{
}

void EncFSMPMainFrame::OnMountsListItemDeselected( wxListEvent& event )

{
}

void EncFSMPMainFrame::0OnMountsListItemRightClick( wxListEvent& event )
{

updateButtonStates();

if(pMountsListPopupMenu_ != NULL)

{
delete pMountsListPopupMenu_;
pMountsListPopupMenu_ = NULL;

}

bool isPFMPresent = PFMProxy::getInstance().isPFMPresent();
MountEntry *pMountEntry = getSelectedMount();
/*
ID_CTXMOUNT,
ID_CTXREMOVE,
ID_CTXEDIT,
ID_CTXBROWSE,
ID_CTXSHOWINFO,
ID_CTXCHANGEPASSWD,
ID_CTXEXPORT
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*/

// Don't show popup menu if no selected entry was found or mount is pending
if(pMountEntry == NULL

|| pMountEntry->mountState == MountEntry::MSPending)
return;
pMountsListPopupMenu_ = new wxMenu();
if(pMountEntry->mountState_ == MountEntry::MSMounted)
{
if(isPFMPresent)
pMountsListPopupMenu_->Append(ID_CTXMOUNT, wxT("Unmount"));
pMountsListPopupMenu_->Append(ID_CTXBROWSE, wxT("Browse"));
}
else
{
if(isPFMPresent)
pMountsListPopupMenu_->Append(ID_CTXMOUNT, wxT("Mount"));
pMountsListPopupMenu_->Append(ID_CTXREMOVE, wxT("Remove"));
pMountsListPopupMenu_->Append(ID_CTXEDIT, wxT("Edit"));
pMountsListPopupMenu_->Append(ID_CTXSHOWINFO, wxT("Show Info"));
pMountsListPopupMenu_->Append(ID_CTXCHANGEPASSWD, wxT("Change password”));
pMountsListPopupMenu_->Append(ID_CTXEXPORT, wxT("Export"));
}

PopupMenu(pMountsListPopupMenu_);
}

void EncFSMPMainFrame::OnMountsListItemSelected( wxListEvent& event )

{
}

void EncFSMPMainFrame::0OnMountsListKeyDown( wxListEvent& event )

{

updateButtonStates();

int keyCode = event.GetKeyCode();
if(keyCode == WXK_DELETE || keyCode == WXK_BACK)
{
// Delete selected item
MountEntry *pMountEntry = getSelectedMount();
if(pMountEntry != NULL)
{
std::1list<MountEntry> &mountList = mountList_.getList();
std::list<MountEntry>::iterator iter = mountList.begin();
while(iter != mountList.end())
{
MountEntry &cur = (*iter);
if(pMountEntry->name_ == cur.name_
&& pMountEntry->mountState_ ==
MountEntry: :MSNotMounted)

{
mountList.erase(iter);
mountList_.storeToConfig();
updateMountListCtrl();
return;

}

iter++;

}

void EncFSMPMainFrame::0OnMountButton( wxCommandEvent& event )

{
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MountEntry *pMountEntry = getSelectedMount();
if(pMountEntry != NULL)

{
if(pMountEntry->mountState_ == MountEntry: :MSMounted)

{
PFMProxy: :getInstance().unmount(pMountEntry->name_);
pMountEntry->mountState_ = MountEntry::MSPending;
}
else if(pMountEntry->mountState_ == MountEntry::MSNotMounted)
{
// Mount: Start a PFMHandlerThread
wxString password = pMountEntry->password_;
if(password.IsEmpty())
password = pMountEntry->volatilePassword_;
if(password.IsEmpty())

{
wxPasswordEntryDialog dlg(this, wxT("Please enter the

password:"));

int retVal = dlg.ShowModal();
if(retval == wxID_CANCEL)
return;
password = dlg.GetValue();
if(savePasswordsInRAM_ )
pMountEntry->volatilePassword_ = password;

}
bool isWorldWritable = pMountEntry->isWorldWritable_;

PFMHandlerThread *pPFMHandlerThread = new PFMHandlerThread();
pPFMHandlerThread->setParameters(pMountEntry->name_,

pMountEntry->encFSPath_, pMountEntry->externalConfigFileName_,

pMountEntry->drivelLetter_, password,
pMountEntry->useExternalConfigFile_, pMountEntry-

>enableCaching_,

isWorldWritable, pMountEntry->islLocalDrive_, false);

pPFMHandlerThread->Create();
pPFMHandlerThread->Run();
pMountEntry->mountState_ = MountEntry: :MSPending;

}
updateMountListCtrl();
}
}
void EncFSMPMainFrame::0OnRemoveButton( wxCommandEvent& event )
{
MountEntry *pMountEntry = getSelectedMount();
if(pMountEntry != NULL)
{
std::list<MountEntry> &mountList = mountList_.getList();
std::list<MountEntry>::iterator iter = mountList.begin();
while(iter != mountList.end())
{
MountEntry &cur = (*iter);
if(pMountEntry->name_ == cur.name_)
{
mountList.erase(iter);
mountList_.storeToConfig();
updateMountListCtrl();
return;
}
iter++;
}
}
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}

void EncFSMPMainFrame::0OnEditButton( wxCommandEvent& event )
{
MountEntry *pMountEntry = getSelectedMount();
if(pMountEntry != NULL)
{
OpenExistingFSDialog dlg(this);
dlg.setMountList(&mountList );
dlg.setEditMode(pMountEntry->name_,
pMountEntry->encFSPath_,
pMountEntry->useExternalConfigFile_, pMountEntry-
>externalConfigFileName_,
pMountEntry->driveLetter_[0@], pMountEntry->isLocalDrive_,
pMountEntry->password_, pMountEntry->isWorldWritable_,
pMountEntry->enableCaching );
if(dlg.ShowModal() == wxID_OK)
{
wxString password;
if(dlg.storePassword_)
password = dlg.password_;
else
password = wxEmptyString;

pMountEntry->driveLetter_ = wxString(dlg.getDriveLetter());
pMountEntry->password_ = password;

pMountEntry->useExternalConfigFile_ = dlg.getUseExternalConfigFile();

pMountEntry->externalConfigFileName_ =
dlg.getExternalConfigFileName();

pMountEntry->enableCaching_ = dlg.getCachingEnabled();

pMountEntry->isLocalDrive_ = dlg.getIslLocalDrive();

pMountEntry->isWorldWritable_ = dlg.worldWritable_;

mountList_.storeToConfig();
updateMountListCtrl();

}

void EncFSMPMainFrame::0OnBrowseButton( wxCommandEvent& event )
{
MountEntry *pMountEntry = getSelectedMount();
if(pMountEntry != NULL)

#if defined(EFS_WIN32)
wxString path = pMountEntry->assignedDriveletter_;
if(!path.IsEmpty())
path.Append (wxT(":\\"));
else
path = pMountEntry->assignedMountPoint_;

if(!wxFileName: :DirExists(path))
return;

wxString winDir = wxGetOSDirectory();
wxFileName fn(winDir, wxT("Explorer.exe"));
if(fn.FileExists())

{
wxString cmd;
cmd = fn.GetFullPath();
cmd . Append (wxT(" "));
cmd . Append(path);
wxExecute(cmd, wxEXEC_ASYNC);
}
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else

wxMessageBox (wxT("Explorer.exe not found!"),
wxT("Serious error"), wxICON_ERROR | wxOK, this);

}
#telif defined(EFS_MACOSX)
wxString path = pMountEntry->assignedMountPoint_;
wxString cmd(wxT("/usr/bin/open \""));
cmd . Append(path);
cmd . Append (wxT("\""));
wxExecute(cmd, wxEXEC_ASYNC);
#tendif

}

void EncFSMPMainFrame::OnInfoButton( wxCommandEvent& event )
{
MountEntry *pMountEntry = getSelectedMount();
if(pMountEntry != NULL)
{
wxString path = pMountEntry->encFSPath_;
EncFSUtilities::EncFSInfo info;
bool retVal = EncFSUtilities::getEncFSInfo(path,
pMountEntry->externalConfigFileName_, pMountEntry-
>useExternalConfigFile_, info);

if(retval)

{
ShowEncFSInfoDialog dlg(this);
dlg.mountName_ = pMountEntry->name_;
dlg.encFSPath_ = pMountEntry->encFSPath_;
dlg.configVersion_ = info.configVersionString;

dlg.cipherAlgorithm_ = info.cipherAlgorithm;

dlg.cipherKeySize = wxString::Format(wxT("%i"), info.cipherKeySize);

dlg.cipherBlocksize_ = wxString::Format(wxT("%i"),
info.cipherBlockSize);

dlg.nameEncoding_ = info.nameEncoding;

dlg.keyDerivIterations_ = wxString::Format(wxT("%i"),
info.keyDerivationIterations);

dlg.saltSize_ = wxString::Format(wxT("%i"), info.saltSize);

dlg.perBlockHMAC_ = info.perBlockHMAC;

dlg.pPerBlockHMACCheckBox_->Enable(false);

dlg.uniqueIV_ = info.uniquelV;

dlg.pUniqueIVCheckBox_->Enable(false);

dlg.chainedIV_ = info.chainedlIV;

dlg.pChainedIVCheckBox_->Enable(false);

dlg.externalIV_ = info.externallV;

dlg.pExternalIVCheckBox_->Enable(false);

dlg.SetExtraStyle( dlg.GetExtraStyle() |
wxWS_EX_VALIDATE_RECURSIVELY);

dlg.ShowModal();

}
else
{
wxMessageBox(info.configVersionString,
wxT("Show EncFS info"), wxICON_ERROR | wxOK, this);
}

}

void EncFSMPMainFrame::0OnChangePasswordButton( wxCommandEvent& event )
{

MountEntry *pMountEntry = getSelectedMount();

if(pMountEntry != NULL)

{
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wxString path = pMountEntry->encFSPath_;

ChangePasswordDialog dlg(this);
if(dlg.ShowModal() == wxID_OK)
{
wxString errorMsg;
bool isOK = EncFSUtilities::changePassword(path,
pMountEntry->externalConfigFileName_, pMountEntry-
>useExternalConfigFile ,
dlg.oldPassword_, dlg.newPassword_, errorMsg);
if(is0K)
{
if(dlg.storeNewPassword_)
pMountEntry->password_ = dlg.newPassword_;
else
pMountEntry->password_ = wxEmptyString;
pMountEntry->volatilePassword_.Empty();
mountList_.storeToConfig();

wxMessageBox(errorMsg,
wxT("Change password successful"), wxICON_INFORMATION |
wxOK, this);

}
else
{
wxMessageBox(errorMsg,
wxT("Change password error"), wxICON_ERROR | wxOK,
this);
}
}
}
}
void EncFSMPMainFrame::OnTimer( wxTimerEvent & WXUNUSED(event) )
{
if(firstTimeOnTimer_ )
{
firstTimeOnTimer_ = false;
updateButtonStates();
}
}

void EncFSMPMainFrame::0OnMountEvent( wxCommandEvent &event )

{

wxMutexLocker lock(mountEventsMutex_);

bool updateListCtrl = false;
while(!mountEvents_.empty())

{

const MountEvent &evt = mountEvents_.front();

// Update mount list
MountEntry *pMountEntry = mountList_.findEntryByName(evt.mountName_);
if(pMountEntry != NULL)
{
if(evt.drivelLetter_ == 0)
pMountEntry->assignedDriveletter_

wxEmptyString;
else

pMountEntry->assignedDriveletter_
wxString(evt.driveLetter_);
pMountEntry->assignedMountPoint_ = wxString(evt.mountPoint_.c_str());
if(evt.isMountEvent_)
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pMountEntry->mountState_ = MountEntry: :MSMounted;

else

pMountEntry->mountState_ = MountEntry: :MSNotMounted;
if(evt.isError )

pMountEntry->volatilePassword_.Empty(); // Clear volatile

password
updatelListCtrl = true;
}
mountEvents_.pop_front();
}
if(updateListCtrl)
{
updateMountListCtrl();
updateButtonStates();
}
}

void EncFSMPMainFrame::0OnEncFSMountErrorEvent( wxCommandEvent &event )

{

std::list<wxString> encFSErrorListCopy;

{
// Copy the list locally, so that the mutex is only locked for a short time
wxMutexLocker lock(encFSErrorMutex_);
encFSErrorListCopy = encFSErrorList_;
encFSErrorList_.clear();
}

std::list<wxString>::iterator iter = encFSErrorListCopy.begin();
while(iter != encFSErrorListCopy.end())

{
wxString &errMsg = (*iter);
wxMessageBox(errMsg, wxT("EncFS error"), wxOK | wxICON_ERROR);
iter++;
}
}
void EncFSMPMainFrame::0nUAC( wxCommandEvent& event )
{

#if defined(EFS_WIN32)
if(Win32Utils::restartAsAdmin( (HWND)this->GetHWND()))
Close();
#endif

}

void EncFSMPMainFrame::0nMinimizeToTrayMenuItem( wxCommandEvent& event )

{

#if defined(EFS_MACOSX)
wxIconizeEvent dummyEvent(@, true);
dummyEvent.SetEventObject(this);
OnMainFrameIconize(dummyEvent);

#else
minimizeToTray_ = (event.GetInt() != 9);
savelWindowLayoutToConfig();

#endif

}

void EncFSMPMainFrame::0OnContextMenuMount( wxCommandEvent& event )

{
}

OnMountButton(event);
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void

EncFSMPMainFrame: :OnContextMenuRemove( wxCommandEvent& event )

OnRemoveButton(event);

}
void EncFSMPMainFrame::0OnContextMenuEdit( wxCommandEvent& event )
{
OnEditButton(event);
}
void EncFSMPMainFrame::0OnContextMenuBrowse( wxCommandEvent& event )
{
OnBrowseButton(event);
}
void EncFSMPMainFrame::0OnContextMenuShowInfo( wxCommandEvent& event )
{
OnInfoButton(event);
}
void EncFSMPMainFrame::OnContextMenuChangePassword( wxCommandEvent& event )
{
OnChangePasswordButton(event);
}
void EncFSMPMainFrame::0OnContextMenuExport( wxCommandEvent& event )
{
OnExportMenuItem(event);
}
void EncFSMPMainFrame::0nEncFSCommand( wxCommandEvent &event )
{
wxString command, mountName, passwordCmd;
if(EncFSMPIPC: :unmarshalArguments(event.GetString(), command,
mountName, passwordCmd))
{
bool isMountCommand = (command.IsSameAs(EncFSMPStrings::commandMount_,
false));
bool isUnmountCommand = (command.IsSameAs(EncFSMPStrings::commandUnmount_,
false));
if(!isMountCommand && !isUnmountCommand)
{
wxMessageBox (wxString (wxT("Unknown command \"")) + command
+ wxString(wxT("\" received")),
wxT("Unknown command"), wxOK | wxICON_ERROR);
return;
}
MountEntry *pMountEntry = mountList_.findEntryByName(mountName);
if(pMountEntry != NULL)
{
if(pMountEntry->mountState_ == MountEntry::MSMounted)
{
if(isUnmountCommand)
{
PFMProxy: :getInstance().unmount(pMountEntry->name_);
pMountEntry->mountState_ = MountEntry: :MSPending;
}
else
{
wxMessageBox (wxT("EncFS folder is already mounted"),
wxT("Mount command"), wxOK | wxICON_ERROR);
return;
}
}
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else if(pMountEntry->mountState_ == MountEntry::MSNotMounted)

{
if(!isMountCommand)
{
wxMessageBox (wxT("EncFS folder is not mounted"),
wxT("Unmount command"), wxOK | wxICON_ERROR);
return;
¥

// Mount: Start a PFMHandlerThread
wxString password = pMountEntry->password_;
if(password.IsEmpty())

password = passwordCmd;
if(password.IsEmpty())

password = pMountEntry->volatilePassword_;
if(password.IsEmpty())

{
wxPasswordEntryDialog dlg(this, wxT("Please enter the
password:"));
int retvVal = dlg.ShowModal();
if(retvVal == wxID_CANCEL)
return;
password = dlg.GetValue();
}
if(savePasswordsInRAM_ )

pMountEntry->volatilePassword_ = password;
bool isWorldWritable = pMountEntry->isWorldWritable_;
PFMHandlerThread *pPFMHandlerThread = new PFMHandlerThread();
pPFMHandlerThread->setParameters(pMountEntry->name_,
pMountEntry->encFSPath_, pMountEntry-

>externalConfigFileName_,

pMountEntry->drivelLetter_, password,
pMountEntry->useExternalConfigFile_, pMountEntry-

>enableCaching_,

isWorldWritable, pMountEntry->islLocalDrive_, false);

pPFMHandlerThread->Create();
pPFMHandlerThread->Run();
pMountEntry->mountState_ = MountEntry: :MSPending;

}
updateMountListCtrl();
}
else
{

wxMessageBox (wxString (wxT("Mount \"")) + mountName + wxString(wxT("\"

not found")),

}

wxT("Mount not found"), wxOK | wxICON_ERROR);

// Icon: From resource on Win32, from PNG otherwise
#if !defined(EFS_WIN32)
#include "res/png/encfsmp_png.h"

#tendif

wxIcon

EncFSMPMainFrame: :getIcon()

{
#if defined(EFS_WIN32)

wxIcon icon(wxT("aaaaaaaa"));

#else
wxMemoryInputStream istream(encfsmp_png, sizeof(encfsmp_png));
wxImage myimage_img(istream, wxBITMAP_TYPE_PNG);
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wxBitmap myimage_bmp(myimage_img);

wxIcon icon;

icon.CopyFromBitmap(myimage_bmp);
#endif

return icon;

}

void EncFSMPMainFrame::updateMountListCtrl()

{
std::list<MountEntry> &mountList = mountList_ .getList();
int listCtrlItemCount = pMountsListCtrl ->GetItemCount();
int mountsCount = static_cast<int>(mountList.size());

std::1list<MountEntry>::iterator iter = mountList.begin();
//while(iter != mountList.end())
for(int i = @; i < mountsCount; i++, iter++)
{
MountEntry &curEntry = (*iter);
wxString mountedString(wxT("No"));

if(curEntry.mountState_ == MountEntry: :MSMounted)
mountedString = wxT("Yes");
else if(curEntry.mountState_ == MountEntry::MSPending)

mountedString = wxT("Pending");

if(i >= listCtrlItemCount)

{

pMountsListCtrl_->InsertItem(i, mountedString);
}
else
{

pMountsListCtrl_->SetItem(i, ©, mountedString);
}

pMountsListCtrl_->SetItem(i, 1, curEntry.name_);
pMountsListCtrl_->SetItem(i, 2, curEntry.encFSPath_);
#if defined(EFS_WIN32)
wxString driveLetterStr(wxT("Auto"));
if(curEntry.mountState_ == MountEntry: :MSMounted)
{
if(!curkEntry.assignedDrivelLetter_.IsEmpty())
drivelLetterStr = curEntry.assignedDriveLetter_ + wxT(":");

else
driveletterStr = curEntry.assignedMountPoint_;
}
else
{
if(curEntry.drivelLetter_ == wxT("-"))
driveLetterStr = wxT("None");
else if(curEntry.driveLetter_ != wxT("?"))
driveLetterStr = curEntry.driveLetter_ + wxT(":");
}
pMountsListCtrl_->SetItem(i, 3, drivelLetterStr);
#endif
//iter++;
}
// Remove superfluous entries in list control
for(int i = mountsCount; i < listCtrlItemCount; i++)
{
pMountsListCtrl_->DeleteItem(i);
}
}
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MountEntry *EncFSMPMainFrame: :getSelectedMount()
{
int selectedItem = -1;
int stateMask = wxLIST_STATE_SELECTED;
int itemCount = pMountsListCtrl_ ->GetItemCount();
for(int i = @; i < itemCount; i++)

{
int itemState = pMountsListCtrl ->GetItemState(i, stateMask);
if(itemState != 0)
{
selectedItem = i;
}
}
if(selectedItem >= @)
{

#if wxCHECK_VERSION(2, 9, 0)
wxString selectedMountName = pMountsListCtrl_ ->GetItemText(selectedItem,

1);
ttelse
wxListItem info;
info.SetMask (wxLIST_MASK_TEXT);
info.SetId(selectedItem);
info.SetColumn(1);
wxString selectedMountName;
if(pMountsListCtrl ->GetItem(info))
selectedMountName = info.GetText();
#endif
MountEntry *pMountEntry = mountList_.findEntryByName(selectedMountName);
return pMountEntry;
}
return NULL;
}
void EncFSMPMainFrame::updateButtonStates()
{

bool isPFMPresent = PFMProxy::getInstance().isPFMPresent();
MountEntry *pMountEntry = getSelectedMount();
if(pMountEntry != NULL)

{
if(pMountEntry->mountState_ == MountEntry::MSMounted)

{
pMountButton_->Enable(isPFMPresent);
pMountButton_->SetLabel (wxT("Unmount™));
pRemoveButton_->Enable(false);
pEditButton_->Enable(false);
pBrowseButton_->Enable(isPFMPresent);
pInfoButton_->Enable(false);
pChangePasswordButton_->Enable(false);
pExportMenuItem_->Enable(false);

else if(pMountEntry->mountState_ == MountEntry::MSNotMounted)

{
pMountButton_->Enable(isPFMPresent);
pMountButton_->SetLabel (wxT("Mount"));
pRemoveButton_->Enable(true);
pEditButton_->Enable(true);
pBrowseButton_->Enable(false);
pInfoButton_->Enable(true);
pChangePasswordButton_->Enable(true);
pExportMenuItem_->Enable(true);
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}

else // pending

pMountButton_->Enable(false);
pMountButton_->SetLabel (wxT("Unmount"));
pRemoveButton_->Enable(false);
pEditButton_->Enable(false);
pBrowseButton_->Enable(false);
pInfoButton_->Enable(false);
pChangePasswordButton_->Enable(false);
pExportMenuItem_->Enable(false);

else

pMountButton_->Enable(false);
pRemoveButton_->Enable(false);
pEditButton_->Enable(false);
pBrowseButton_->Enable(false);
pInfoButton_->Enable(false);
pChangePasswordButton_->Enable(false);
pExportMenuItem_->Enable(false);

void EncFSMPMainFrame::saveWindowlLayoutToConfig()

{

std::auto_ptr<wxConfig> config(new wxConfig(EncFSMPStrings::configAppName_,
EncFSMPStrings::configOrganizationName_));

wxPoint pt = GetPosition();
wxSize sz = GetSize();

std: :wostringstream ostr;
ostr << pt.x << L" " << pt.y << L << sz.Xx << L
wxString dimensions(ostr.str().c_str());

<< sz.y;

config->Write(EncFSMPStrings: :configWindowDimensions_, dimensions);

std: :wostringstream ostr;
int columnCount = pMountsListCtrl_->GetColumnCount();
for(int i = @; i < columnCount; i++)
{
int width = pMountsListCtrl_->GetColumnWidth(i);
ostr << width << " ";

}
wxString columnWidths(ostr.str().c_str());

config->Write(EncFSMPStrings: :configColumnWidths_, columnWidths);
}

config->Write(EncFSMPStrings: :configMinimizeToTray_, minimizeToTray_);
config->Write(EncFSMPStrings: :configDisableUnmountDialogOnExit_,

disableUnmountDialogOnExit_);

config->Write(EncFSMPStrings: :configSavePasswordsInRAM_, savePasswordsInRAM_);

if(pEncFSMPErrorLog_ != NULL)
config->Write(EncFSMPStrings: :configShowErrorLogOnErr_, pEncFSMPErrorLog_-

>getShowErrorLogOnErr());

}

void EncFSMPMainFrame::loadWindowlLayoutFromConfig()
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long index = 0;
wxString str;

std: :auto_ptr<wxConfig> config(new wxConfig(EncFSMPStrings::configAppName_,
EncFSMPStrings::configOrganizationName_));
config->SetPath(wxT("/"));

wxString dimensions, columnWidths;
if(config->Read(EncFSMPStrings::configWindowDimensions_, &dimensions))
{

wxPoint pt;

wxSize sz;

std::wistringstream istr(std::wstring(dimensions.c_str()));

istr >> pt.x >> pt.y >> sz.x >> sz.y;

SetSize(sz);

SetPosition(pt);
if(config->Read(EncFSMPStrings::configColumnWidths_, &columnWidths))
{

std: :wistringstream istr(std::wstring(columnWidths.c_str()));

int columnCount = pMountsListCtrl ->GetColumnCount();

for(int i = @; i < columnCount; i++)

{

int width = 9;
istr >> width;
pMountsListCtrl ->SetColumnWidth(i, width);
}
}

if(!config->Read(EncFSMPStrings: :configMinimizeToTray_, &minimizeToTray_))
minimizeToTray_ = false; // Default is false
#if !defined(EFS_MACOSX)
pMinimizeToTrayMenuItem_->Check(minimizeToTray_);
#endif

if(!config->Read(EncFSMPStrings: :configDisableUnmountDialogOnExit_,
&disableUnmountDialogOnExit_))
disableUnmountDialogOnExit_ = false; // Default is false
pDisableUnmountDialogOnExitMenuItem_->Check(disableUnmountDialogOnExit_);

if(!config->Read(EncFSMPStrings: :configSavePasswordsInRAM_, &savePasswordsInRAM_))
savePasswordsInRAM_ = false; // Default is false
pSavePasswordsInRAMMenuItem_->Check(savePasswordsInRAM_);

bool showErrorLogOnErr = false;
if(pEncFSMPErrorLog_ != NULL)

{
if(config->Read(EncFSMPStrings::configShowErrorLogOnErr_,
&showErrorLogOnErr))
pENcFSMPErrorLog_->setShowErrorLogOnErr(showErrorLogOnErr);
pShowErrorLogOnErrMenuItem_->Check(pEncFSMPErrorLog -
>getShowErrorLogOnErr());

}
}

BEGIN_EVENT_TABLE( EncFSMPMainFrame, EncFSMPMainFrameBase )
EVT_COMMAND (ID_NEW_MOUNT_EVENT, myCustomEventType, EncFSMPMainFrame::0OnMountEvent)
EVT_COMMAND (ID_ENCFS_MOUNT_ERROR_EVENT, myCustomEventType,

EncFSMPMainFrame: :OnEncFSMountErrorEvent)
EVT_MENU( ID_UAC, EncFSMPMainFrame::0nUAC )
EVT_TIMER(ID_TIMER, EncFSMPMainFrame::OnTimer)
EVT_MENU( ID_MINIMIZETOTRAYMENUITEM, EncFSMPMainFrame::0nMinimizeToTrayMenuItem )
EVT_MENU( ID_CTXMOUNT, EncFSMPMainFrame::0OnContextMenuMount )
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EVT_MENU( ID_CTXREMOVE, EncFSMPMainFrame: :OnContextMenuRemove )

EVT_MENU( ID_CTXEDIT, EncFSMPMainFrame::OnContextMenuEdit )

EVT_MENU( ID_CTXBROWSE, EncFSMPMainFrame: :OnContextMenuBrowse )

EVT_MENU( ID_CTXSHOWINFO, EncFSMPMainFrame::0nContextMenuShowInfo )

EVT_MENU( ID_CTXCHANGEPASSWD, EncFSMPMainFrame::0OnContextMenuChangePassword )

EVT_MENU( ID_CTXEXPORT, EncFSMPMainFrame::0OnContextMenuExport )

EVT_COMMAND (ID_ENCFS_COMMAND, myCustomEventType, EncFSMPMainFrame: :0nEncFSCommand)
END_EVENT_TABLE ()

®daiinn « EncFSMPMainFrame.h»

#ifndef ENCFSMPMAINFRAME_H
#tdefine ENCFSMPMAINFRAME_H

class EncFSMPTaskBarIcon;
class wxMenu;
class EncFSMPErrorlLog;

#include <list>
#include "EncFSMPMainFrameBase.h"
#include "MountList.h"

class EncFSMPMainFrame: public EncFSMPMainFrameBase
{
public:

EncFSMPMainFrame (wxWindow* parent);

virtual ~EncFSMPMainFrame();

void addNewMountEvent(bool isMountEvent, bool isError,
const std::wstring &mountName, wchar_t driveletter, const std::wstring
&mountPoint);
void reportEncFSError(const wxString &error, const wxString &mountName);
void sendCommand(const wxString &command,
const wxString &mountName,
const wxString &password);
void sendCommand(const wxString &arg);

void unmountAllAndQuit();
virtual void OnMainFrameIconize( wxIconizeEvent& event );

protected:
virtual void OnMainFrameClose( wxCloseEvent& event );
virtual void OnExitMenuItem( wxCommandEvent& event );
virtual void OnExportMenuItem( wxCommandEvent& event );
virtual void OnShowErrorLogMenuItem( wxCommandEvent& event );
virtual void OnShowErrorLogMenuIltemUpdate( wxUpdateUIEvent& event );
virtual void OnShowErrorLogOnErrMenuItem( wxCommandEvent& event );
virtual void OnDisableUnmountDialogOnExitMenuItem( wxCommandEvent& event );
virtual void OnSavePasswordsInRAMMenuItem( wxCommandEvent& event );
virtual void OnAboutMenuItem( wxCommandEvent& event );
virtual void OnCreateMountButton( wxCommandEvent& event );
virtual void OnOpenExistingEncFSButton( wxCommandEvent& event );
virtual void OnMountsListColClick( wxListEvent& event );
virtual void OnMountsListItemDeselected( wxListEvent& event );
virtual void OnMountsListItemRightClick( wxListEvent& event );
virtual void OnMountsListItemSelected( wxListEvent& event );
virtual void OnMountsListKeyDown( wxListEvent& event );
virtual void OnMountButton( wxCommandEvent& event );
virtual void OnRemoveButton( wxCommandEvent& event );
virtual void OnEditButton( wxCommandEvent& event );
virtual void OnBrowseButton( wxCommandEvent& event );
virtual void OnInfoButton( wxCommandEvent& event );
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virtual void OnChangePasswordButton( wxCommandEvent& event );
virtual void OnTimer( wxTimerEvent &event );

virtual void OnMountEvent( wxCommandEvent &event );

virtual void OnEncFSMountErrorEvent( wxCommandEvent &event );
virtual void OnUAC( wxCommandEvent& event );

virtual void OnMinimizeToTrayMenuItem( wxCommandEvent& event );
virtual void OnContextMenuMount( wxCommandEvent& event );
virtual void OnContextMenuRemove( wxCommandEvent& event );
virtual void OnContextMenuEdit( wxCommandEvent& event );
virtual void OnContextMenuBrowse( wxCommandEvent& event );
virtual void OnContextMenuShowInfo( wxCommandEvent& event );
virtual void OnContextMenuChangePassword( wxCommandEvent& event );
virtual void OnContextMenuExport( wxCommandEvent& event );
virtual void OnEncFSCommand( wxCommandEvent &event );

wxIcon getIcon();

void updateMountListCtrl();
MountEntry *getSelectedMount();
void updateButtonStates();

void saveWindowLayoutToConfig();
void loadWindowLayoutFromConfig();

private:

wxTimer aTimer_;

wxMenuItem *pMinimizeToTrayMenuIltem_;

bool minimizeToTray_, disableUnmountDialogOnExit_;
bool savePasswordsInRAM_;

EncFSMPTaskBarIcon *pTaskBarIcon_;

wxMenu *pMountsListPopupMenu_;

bool firstTimeOnTimer_;

class MountEvent

{
public:
MountEvent() : isMountEvent_(true), isError_(false), driveLetter_(L'A") { }
MountEvent(const MountEvent &o) { copy(o); }
virtual ~MountEvent() { }
MountEvent &copy(const MountEvent &o)
{
isMountEvent_ = o.isMountEvent_;
isError_ = o.isError_;
mountName_ = o.mountName_;
driveletter_ = o.drivelLetter_;
mountPoint_ = o.mountPoint_;
return *this;
¥
MountEvent & operator=(const MountEvent & 0)
{
return copy(o);
¥
bool isMountEvent_; // true: mount, false: unmount
bool isError_; // Some error occurred during mount
std: :wstring mountName_, mountPoint_;
wchar_t driveletter_;
s

wxMutex mountEventsMutex_;
std::list<MountEvent> mountEvents_;
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wxMutex encFSErrorMutex_;
std::1list<wxString> encFSErrorList_;

MountList mountList_;
EncFSMPErrorLog *pEncFSMPErrorLog_;

DECLARE_EVENT_TABLE()
s

ttendif

®aiin « MountList.cpp»

#tinclude "CommonIncludes.h"

#include "MountList.h"
#include "EncFSMPStrings.h"

#include <wx/config.h>
#include <memory>

MountList::MountList()

{
}

MountList::~MountList()

{
}

bool MountList::addMount(wxString name, wxString encFSPath, wxString
externalConfigFileName,
wxString drivelLetter, wxString password, bool useExternalConfigFile,
bool enableCaching, bool isWorldWritable, bool islLocalDrive, bool
isMounted)

{

wxString correctedName = name;

// Remove any paths in front of name
wxFileName nameFN(correctedName);
correctedName = nameFN.GetFullName();

// Check for double entry
if(findEntryByName(correctedName) != NULL)
return false;

MountEntry newEntry;

newEntry.name_ = correctedName;

newEntry.encFSPath_ = encFSPath;
newEntry.externalConfigFileName_ = externalConfigFileName;
newEntry.driveletter_ = driveletter;

newEntry.password_ = password;
newEntry.useExternalConfigFile_ = useExternalConfigFile;
newEntry.isWorldWritable_ = isWorldWritable;
newEntry.islLocalDrive_ = islocalDrive;

newEntry.mountState_ = (isMounted ? MountEntry::MSMounted :
MountEntry: :MSNotMounted);

mountEntries_.push_back(newEntry);

return true;
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MountEntry *MountList::findEntryByName(wxString name)

{

wxString correctedName = name;

// Remove any paths in front of name
wxFileName nameFN(correctedName);
correctedName = nameFN.GetFullName();

std::list<MountEntry>::iterator iter = mountEntries_.begin();
while(iter != mountEntries_.end())

{

MountEntry &cur = (*iter);

if(cur.name_ == correctedName)
return &cur;

iter++;

}

return NULL;

bool MountList::storeToConfig()

{

std::auto_ptr<wxConfig> config(new wxConfig(EncFSMPStrings::configAppName_,

EncFSMPStrings::configOrganizationName_));

config->DeleteGroup(EncFSMPStrings::configMountListPath_);
config->SetPath(EncFSMPStrings::configMountListPath_);

int i = 0;

std::list<MountEntry>::iterator iter = mountEntries_.begin();
while(iter != mountEntries_.end())

{

MountEntry &cur = (*iter);

wxString grpName = wxString::Format(wxT("MountEntry%d"), i);
config->SetPath(grpName);

if(!config->Write(EncFSMPStrings::configNameKey_ , cur.name_))
return false;

config->Write(EncFSMPStrings::configEncFSPathKey_, cur.encFSPath_);

config->Write(EncFSMPStrings::configExternalConfigFileKey ,

cur.externalConfigFileName_);

config->Write(EncFSMPStrings::configDriveletterKey_, cur.drivelLetter_);
if(cur.password_.Length() > @)

config->Write(EncFSMPStrings: :configPasswordKey , cur.password_);
config->Write(EncFSMPStrings::configUseExternalConfigFileKey_,

cur.usekxternalConfigFile_);

config->Write(EncFSMPStrings::configEnableCachingKey , cur.enableCaching_);
config->Write(EncFSMPStrings::configIsWorldWritableKey_,

cur.isWorldwWritable_);

}

config->Write(EncFSMPStrings::configIslLocalDriveKey , cur.isLocalDrive_);
config->SetPath(wxT(".."));
iter++;

i++;

}

return true;

bool MountList::loadFromConfig()
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long index = 0;
wxString str;

std::auto_ptr<wxConfig> config(new wxConfig(EncFSMPStrings::configAppName_,
EncFSMPStrings::configOrganizationName_));
config->SetPath(EncFSMPStrings::configMountListPath_);
bool isOK = config->GetFirstGroup(str, index);
while(isOK)
{
config->SetPath(str);
MountEntry cur;

if(!config->Read(EncFSMPStrings: :configNameKey , &cur.name_))
return false;
if(!config->Read(EncFSMPStrings: :configEncFSPathKey_ , &cur.encFSPath_))
return false;
config->Read(EncFSMPStrings::configExternalConfigFileKey ,
&cur.externalConfigFileName_);
config->Read(EncFSMPStrings::configDrivelLetterKey , &cur.drivelLetter_);
config->Read(EncFSMPStrings: :configPasswordKey , &cur.password_);
config->Read(EncFSMPStrings: :configUseExternalConfigFileKey ,
&cur.useExternalConfigFile_, false);
config->Read(EncFSMPStrings::configEnableCachingKey_, &cur.enableCaching_,
false);
config->Read(EncFSMPStrings::configIsWorldWritableKey_,
&cur.isWorldWritable_);
config->Read(EncFSMPStrings::configlsLocalDriveKey , &cur.islLocalDrive_,
true);

cur.assignedDriveletter_ = wxEmptyString;
cur.mountState_ = MountEntry::MSNotMounted;

mountEntries_.push_back(cur);

config->SetPath(wxT(".."));
isOK = config->GetNextGroup(str, index);

}

return true;

daita « MountList.h»

#ifndef MOUNTLIST_H
#define MOUNTLIST_H

#include <list>

/x*
* Data-only class for holding information about a mount.
*/
class MountEntry
{
public:
enum MountState
{
MSNotMounted = @, MSPending, MSMounted
}s
MountEntry()
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isWorldWritable (false), isLocalDrive_(true),

mountState_(MSNotMounted)

{1}

MountEntry(const MountEntry &o) { copy(o); }

virtual ~MountEntry() { }

MountEntry &copy(const MountEntry &o)

{
name_ = o.name_;
encFSPath_ = o.encFSPath_;
externalConfigFileName_ = o.externalConfigFileName_;
driveletter_ = o.drivelLetter_;
assignedDriveletter_ = o.assignedDriveletter_;
password_ = o.password_;
assignedMountPoint_ = o.assignedMountPoint_;
volatilePassword_ = o.volatilePassword_;
useExternalConfigFile_ = o.useExternalConfigFile_;
enableCaching_ = o.enableCaching_;
isWorldWritable_ = o.isWorldWritable_;
isLocalDrive_ = o.islocalDrive_;
mountState_ = o.mountState_;
return *this;

}

MountEntry & operator=(const MountEntry & o)

{
}

return copy(o);

wxString name_, encFSPath_, externalConfigFileName_, drivelLetter_,
assignedDrivelLetter_, password_;

wxString assignedMountPoint_, volatilePassword_; // Not persistent attributes

bool useExternalConfigFile_, enableCaching_, isWorldWritable_, islLocalDrive_;
MountState mountState_;

}s

class MountList

{
public:
MountList();
virtual ~MountList();
bool addMount(wxString name, wxString encFSPath, wxString externalConfigFileName,
wxString drivelLetter, wxString password, bool useExternalConfigFile,
bool enableCaching, bool isWorldWritable, bool islLocalDrive, bool
isMounted);
std::list<MountEntry> &getList() { return mountEntries_; }
MountEntry *findEntryByName(wxString name);
bool storeToConfig();
bool loadFromConfig();
private:
std::list<MountEntry> mountEntries_;
}s
#endif
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Paiia « EncFSMPStrings.cpp»

#tinclude

"CommonIncludes.h"

#include "EncFSMPStrings.h"

const

std::wstring EncFSMPStrings::formatterName_(L"encFSMP");

const std::string EncFSMPStrings::formatterName8_("encFSMP");
const wxString EncFSMPStrings::configAppName_(wxT("EncFSMP"));
const wxString EncFSMPStrings::configOrganizationName_(wxT("hiesti.ch"));
const wxString EncFSMPStrings::configMountListPath_(wxT("/MountList"));
const wxString EncFSMPStrings::configNameKey_ (wxT("Name"));
const wxString EncFSMPStrings::configEncFSPathKey (wxT("EncFSPath"));
const wxString EncFSMPStrings::configExternalConfigFileKey_ (wxT("ExternalConfigFile"));
const wxString EncFSMPStrings::configDriveletterKey (wxT("DrivelLetter"));
const wxString EncFSMPStrings::configPasswordKey (wxT("Password"));
const wxString
EncFSMPStrings::configUseExternalConfigFileKey (wxT("UseExternalConfigFile"));
const wxString EncFSMPStrings::configEnableCachingKey (wxT("EnableCaching"));
const wxString EncFSMPStrings::configIsWorldWritableKey (wxT("IsWorldWritable"));
const wxString EncFSMPStrings::configIsLocalDriveKey (wxT("IsLocalDrive"));
const wxString EncFSMPStrings::configWindowDimensions_(wxT("WindowDimensions™"));
const wxString EncFSMPStrings::configColumnWidths_(wxT("ColumnWidths™));
const wxString EncFSMPStrings::configMinimizeToTray_(wxT("MinimizeToTray"));
const wxString
EncFSMPStrings: :configDisableUnmountDialogOnExit_(wxT("DisableUnmountDialogOnExit"));
const wxString EncFSMPStrings::configShowErrorLogOnErr_(wxT("ShowErrorLogOnErr™));
const wxString EncFSMPStrings::configSavePasswordsInRAM_(wxT("SavePasswordsInRAM™));
const wxString EncFSMPStrings::commandMount_(wxT("mount™));
const wxString EncFSMPStrings::commandUnmount_(wxT("unmount™));
const wxString EncFSMPStrings::commandDDETopic_(wxT("EncFSMP_Command™));
const wxString EncFSMPStrings::commandDDEServerName_(wxT("EncFSMP_DDEServer"));
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NMPUNOXEHWUE B. lNpeseHTaumd

Cucrema xpaHeHus
06.1a4HbIX AdHHbIX

ABTop paboTbl: cTyaeHT rpynnbt 15BB1 CoyctuH K.P

Hay4Hblit pykoBoguTens: JopoweHKko MBaH Hukonaesuy

Llenn v 3apa4m paboThl

Llenb paboTbl: PaspaboTaTb CUCTEMy XpaHeHUs 3allMppOBaHHbIX
JaHHbIX B 061aKe. Pa3paboTaTh M 0TA1aAUTb B3aUMOoAeNCTBUE MoAyNEN
npunoxeHua. Cuctema AoNKHa 6bITb NpeacTaBNeHa B BUAE
yCTaHOBOYHOrO daiina Nnporpammbl.

JloCTMXKeHWe NoCTaB/IeHHOW Lenu TpebyeT pelleHus cieayoLmx
3ajay:

1) popmmpoBaHue Tpe6oBaHMI K NPOEKTUPYEMOMN CUCTEME U
onpegeneHne eé GpyHKLMOHA/IbHBIX BOSMOMXKHOCTEMN;

2) n3yuntb cnocobbl obecneveHma 6e30nNacHOCTU AaHHbIX B 061aKe;
3) u3yunTb MmeToapl LWMPPOBAHUA AAHHDIX;

4) pa3paboTKka HeOBXOANMbIX MPOTPAMMHbIX Moaynen, ans paboTbl ¢
061a4HbIMK JAHHBIMW.
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PaboTa c npunoxkeHnem

8 ENCCloud
@aitn WMucrpymenter  Onuum
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MosTopwTe Napons |

Pe3ynbTaTtbl paboThbl

* Paapa60TaH MeXxaHM3m NOAKMKHYEHUA K obna4vHbIM XpaHUanwam

* PeannsosaH mexaHusm wmndposaHma AES
* B npouecce paboTbl NpoBOAMICA aHANU3, CpaBHEHME CYLLECTBYIOLWIMNX

nporpamm WwupposaHMa

B pe3ynbraTte BbiINOAHEHUA pa60Tb| 6bina CO34aHa CUCTEMa XpaHEeHWA

o6nayHbIX AdaHHbIX.

B AanbHelem naaHupyeTca 4o6aBAATb aAropuTMbl WNdpoBaHUA
[aHHbIX NO/1b30BaTe A, @ TaKXKe yy4LlaTb N0JIb30BaTEIbCKUIA
MHTEpdENC, A/19 NoBbIWeHUA 6€30NacHOCTM U ONTUMM3ALLUM CKOPOCTU

paboTbl Nporpammbi.
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