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IlepedyeHnnb cokpamieHnii 1 0003HAYEHU I

B nacrosieit pabote mpUMEHSIOT CIEAYIONUE COKPAIICHNU U 0003HAYCHUS
b/l — 6a3a maHHBIX
IIK — nepcoHaIbHBIA KOMIIBIOTED
[1O — nporpamMmmHOe obecrieueHue
[19BM — nepcoHanbHas 2JIE€KTPOHHO-BBIUUCIUTEIbHAS MallIHA
CokeTr — nporpaMMHas CyIIHOCTb (OOBEKT), MPEACTABIAOMIAs COO0ON KOHEUHYIO TOUKY
CETEBOI'0 COCIMHECHMUS
CVYB/] — cuctema ynpaBiieHus: 6a3aMu TaHHBIX
Tpanzakuuss — rpymnmna MOCIEIOBaTENbHBIX oONepauuid ¢ 0a30il JaHHBIX, KOTOpas
IpeCTaBIsIeT COO0H JIOTHYECKYIO €IMHUILY paOOThI C JaHHBIMU
D]l — 3IEKTPOHHBIN JTHEBHUK
DK — 3IeKTpOHHBIN KypHAI
ACID (Atomicity, Consistency, Isolation, Durability) — wnabGop TtpeboBanuii K
Tpan3zakuusM B CYB/], obecnieunBaronuii Hanbosiee HAASKHYIO U TIPEACKa3yemMyro e
paboty
Connector/J — peanuszamus JDBC s MySQL
GNU General Public License — nunensus Ha cBoboaHoe 10
Java — s3bIk IporpaMMUpPOBaHUS
JDBC (Java Database Connectivity) — muaTopMeHHO HE3aBHCUMBIN TPOMBIILICHHBIH
CTaHAapT B3auMoAeHcTBUS Java-mipmioxeHuit ¢ pazmuuabiMu CYB/]
JDK (Java Development Kit) — koMmruiekT pa3paboTunka NpuIoKeHU! Ha s3bIke Java
JVM (Java Virtual Machine) — BupTyanpHass MamuHa Java, miatgopma, Ha KOTOPOM
MCIIOJIHSIOTCS TPOrpaMMbl, HallMcaHHbIE Ha Java
MVC (Model-View-Controller) — 1ma0iioH TpPOCKTHPOBAHUS MPHIOKEHUH C
rpadguieckuM uHTEpdercom
SQL (Structured Query Language) — s3bIK CTPYKTYPHPOBAaHHBIX 3aIllPOCOB,
PUMEHSIEMBIH JIJIS1 CO3/IaHusl M MOAN(UKAIIMYU TaHHBIX, a TaK)Ke yrnpaBieHus uMu B bJ]
Swing — oOubnmoteka I co3maHus Tpaduyeckoro uHTepdelica Ui mporpaMm Ha

s13bpIKE Java
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Beenenue

Hauanmo XXI Beka o3HaMEHOBaHO pa3BUTHEM HH(POPMAIIMOHHBIX TEXHOJIOTHUH,
CaMbIMHA BOCTPEOOBAaHHBIMH W3 KOTOPBIX OKA3aJUCh CETEBbIC, YTO JOKA3bIBACTCS HX
OypHBIM HETIPEPHIBHBIM pa3BUTHEM. BO3MOKHOCTE TiepenaBaTh HHGOPMAIHIO OBICTPO H
OeCTIpEensITCTBEHHO CETOIHS UCIIOJIb3YETCS JIFOIBMH BO BCeX chepax KU3HU.

WNudopmatnzanus mo3BoyMia HayaTh MEPEXo] OT BeleHUs yu€ta Ha Oymare K
BEJICHUIO €T0 B DJICKTPOHHOM BHJIE Ha KOMITBIOTEPAX M MHBIX MU(PPOBHIX YCTPONCTBAX.
He ocramace B ctopoHe u cepa obpazoBanus. MHpopmaTuzaius o6pa3oBaTeIbrHOTO
mporecca  ympomaeT  KOMMYHHUKAIIMIO  MEXKAYy €ro  yYacTHHKaMH,  JIeJlaeT
oOpa3zoBaTenbHy0 cpeny Oosiee koMpopTHON. W XOTS monblid OTKa3 OT OyMa)KHBIX
HOCHTEJIeH MoKa He MPOU3OIIEN, €r0 HACTYIUICHHE CUIILHO YIPOCTUT PabOTy YUHUTEISAM
1 yu€0y oOydaromumcs, BeJb BCI0O HEOOXOAUMYIO0 MH()OPMAIIMIO MOKHO OyeT HATH B
OJIHOM MECTE C MPUMEHEHHEM KOMIBIOTEPHBIX TEXHOJIOTHUH.

Llenpi0 BBITYCKHOM pabOTHI SIBIIsIETCA pa3paboTKa CUCTEMbI MPOrpaMM KIMEHT-
CEPBEPHON apXUTEKTYPHI JIJIs BECHUS y4eOHOTO TpoIiecca.

B xone nanHo# paboThl HEOOXOAUMO pa3padoTaTh MPUIOKEHHUE, MTO3BOJISIOINIEE
yY4acTHHKaM 00pa3oBaTeILHOTO Tpollecca TOoJydaTh WHOOpPMAIMI0O O XO0JIe |
pe3yabTarax ydyeOHoro mporecca. IlpunoxkeHue M0DKHO o0JagaTh rpaduUecKuM
UHTYUTHBHO TIOHSATHBIM HHTepdeiicoM il B3aUMOJEHCTBUS C TOJIb30BATEIIEM.
Cucrema TOJDKHA TIPEAOCTABIATh BO3MOKHOCTD JJISI B3aUMOACHCTBUS ¢ MH(pOpMaIeit
00 yuuTensx, oOydJaromuxcs, Yy4eOHBIX KiaccaxX, JOMAaIlHEM 3aJlaHuM, OIICHKaX.
[TomuMo 3TOTO, cHCTeMa JO/KHA XPaHUTh HWHPOPMAIMIO O XOJ€ M YYaCTHHKAX

00pa30BaTEIILHOTO MPOIIECCa.
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1 IIporpamMMHBIii cepPBHUC BeJleHUS Y4eOHOT 0 mpouecca

1.1 Anaau3 npeaMeTHOI 00J1acTH

Jlns  BemeHust y4yeOHOTO Tmporiecca MW yu€Tra €ro  pe3yJbTaToB B
00111e00pa30BaTENbHBIX YUPEKACHUSAX HCIONB3YIOTCA KIACCHBIE >KYpHAIbI — KHUTHU
BHYLIUTEIBHBIX PAa3MEPOB, KAXKIasi M3 KOTOPBIX OTBEYAET 3a OAWH KJIacC B TEUYECHUE
OJIHOTO TOJa, a OOYyYaloIUMCs TMPUXOAUTCS HMMETh JHEBHUKHU: TOKYNaTh HOBbBIC
KaXKJbI TOJ, TPATUTh BPEeMsI Ha WX 3aMOJHEHHE U HOCUTH C COOOM KaKIbld y4eOHbIN
JeHb. 3amMeHa OyMaXKHBIX CPEJCTB BEICHHUS Y4YeOHOTO mpoliecca dIECKTPOHHBIMU
MO3BOJIUT YIPOCTUTh U YCKOPUTH PA0OTY KaK YUYUTENSAM, TaK U 00yJarOIIUMCSI.

B Poccun yxe akTHUBHO BENETCA BHEAPEHUE DIIEKTPOHHBIX CHUCTEM BEICHUS
KYPHAJIOB YCIIEBAaEMOCTH B 0O0pa3oBaTeNbHBIM Tpoiiecc. MUHOOpPHAYKHU a0 TaKoe
ONPENICIICHUE MOHATHUSM «3JIEKTPOHHBIN KYPHAID» U «JIEKTPOHHBIA THEBHUK:

- 2JIeKTpoHHBINA xypHan — [IO uau 37IeKTpOHHBIE CEPBUCHI, 00ECIICUNBAIOIINE
Y4ET BBIMOJHEHUS Y4EOHON MPOrpaMMBbl, B TOM YHCJIE YCIIEBAEMOCTH U MOCEIIAaeMOCTH
oOyyarommuxcs [1];

- DJIEKTPOHHBIA JHEBHUK — 1O min 35eKTpOHHBIE CEPBUCHI, 00ECTICUNBAIOIIINE
B DJIGKTPOHHOM BHJI€ WH(MDOPMHUPOBAHHE OOYYAIONIUXCS U MX POJIUTENCH (3aKOHHBIX
NpeCTaBUTEIIeH) 0 X0/Ie M pe3ysibTaTtax yueOHoro mpoiecca [1].

Ucxonss w3 3TUX ONpeneneHul, MOXHO COCTaBUTh MHHUMAIBHBIA CIIHCOK
(GyHKIIUNA, KOTOPBIE TODKEH PEaTn30BbIBATH TPOTPAMMHBIN CEPBHUC:

- BO3MOKHOCTb BEJICHUS YCIIEBAEMOCTH 00YUaAIOIINXCS;

- BO3MOXHOCTb YYETA MTOCEIICHUS 3aHATUM;

- BO3MOXXHOCTh HMH(GOPMHPOBAHUS CaMUX OOYYAIOMIMXCA W WX POJTUTEICH

(3aKOHHBIX MPEACTaBUTENEH) 0 X0JI€ U pe3ybTaTax y4eOHOro npoiecca.

1ry1.090301.11 001 113 e
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1.2 AHa/IM3 CylIeCTBYIOLIUX AHAJIOTOB

Cpenu CcepBHCOB, MO3BOJIIONIMX BECTH YYEOHBIH MPOIECC, MOXKHO BBIJCITHTH
cleIyIolue:

- JIHEeBHUK.pY;

- bamnos.Her;

- CraguAnmiic.

1.2.1 IneBHUK.pY

CoracHO onucaHuto cepBuca [2], U3 OCHOBHBIX OCOOEHHOCTEH JaHHOrO aHajora
MO>KHO BBIICJIUTH CUCTEMY JTOCTYIIOB, KOTOpas OMPEEIseT NOCTYIMHBIN MOJIb30BATENIO
¢ynkimonan. Becero nMeercst 4eTbipe ypoBHS JOCTYIIOB.

[IpenonaBatenb UMEET BO3MOXKHOCTh BHOCUTh U3MEHEHUS B PACIIMCAaHUE 3aHATUN
1 (HOpMHPOBATH €ro, a TaK)KE BECTH AIEKTPOHHBIN JKypHAT W YIPABIATH JOMAITHUM
3amanueM. [lomumo »3Toro, ectb ¢opMuUpOBaTH OTYETHI, BKJIIOYArOMIasi B ce0s
BEJIOMOCTH U OTYETHI 0Opa3zoBaTenbHOW opranm3anuu [2]. ['paduueckuii untepdeiic
CepBHCa MEHIO MPENOAaBaTENs MPEICTaBICH Ha pucyHKax 1.1 u 1.2.

[Ipopuns  pomurenedt  mAa€T  MONB30BATENIO  MPOCMATPUBATH  JTHEBHHK
oOydarolerocsi, a TaKXe IMOoJIydyaTh €KEJHEBHbIE YBEAOMJICHHS O XOJi¢ y4eOHOro
mpoiiecca Ha MOOWIbHBIM TeneoH WM 3JeKTpoHHYro mnouty [3]. I'paduueckuit

uHTEpQEic cepBrca MEHIO POJIUTENEH MpecTaBiieH Ha pucyHkax 1.3 u 1.4.
OnucanWe 3anaHua CraTtyc
crp. 37, ynp. 74,75
Oopenate KnaccHyw pagoTty He ewigavo
«CTUXM, COMMHEHHBIE. . .» BbIY4WTb HEM3YCTh
§12, ponpockl B KOHUe naparpada

CTp.15-16 KOHCNEKT, BONPOCHI

Pucynok 1.1 — MeHto noMaiHero 3ajianus
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Pucynox 1.4 — MeHto npocMOTpa TIOMAIIHEro 3aaHust Npouiis poautenei

1 Coe Minope

2 Afpamoe JaHwin

3 Afpamoea AnekcaHgpa
4 Afpamoea EnwaaeeTa

a Amocoea Bepa

14 r
OTE OTE G/P

Pucynok 1.2 — MeHr1o )ypHaia

BropHwk, 4 despans 2014

Anre6pa
1 ypoK

WuchopmaTHKa
2 ypoK

NuTepaTtypa
3 ypok

UcTopus
4 YPOK

@ #03 PabBoraHdapg
QLM EBKaMK

@ #03 n29-2.11

® #03 Crp287-288 3.2

@ #03 Maparpad 33

Pucynox 1.3 — MeHro qHeBHUKA PO pOAUTEIICH

Ypok MpegMeTt

4 ceHTAROpA 2014

1 ypoK Anrefpa
8 ceHTROpA 2014

5 ypoK DUanKE
8 ceHTROpA 2014 Anre6pa

2 ypoK

Oomawwee safaHwe

Map. M21(a-8), Mad(a), M2¥(a,6)

Map. 1.1, 1.3, 14, 1.6, K33 (nofeie g
W3 CpegHero YpoBHA)

danaHue MNag, Na3(G), cTp.34

OOyuaromuiicst MOXKET TPOCMAaTPUBATh PACTIMCAHNUE 3aHATUMN, JOMAIITHEE 3aJaHIe

U OOCHKHU B MCHIO JHCBHHKA, d TAKKC UMCCT JOCTYII K Pa3IMdYHbIM 06pa3OBaTeJ'H>HBIM

matepuanam. [Tomumo 3Toro, y 3Toro tumna npoduis ecTb BO3MOXHOCTh (POPMUPOBATH

Hsm.

Jlucm

Ne Qokym.
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ceo¢ moprdommo [4]. [padumueckuii wHTEpdeiic cepBuca MEHIO OO0YYarOIIETrOCs

MIPEACTABIECH Ha pUcyHke 1.5.

MoregensHWK, 8 ceHTabpa 2014

Anrebpa OTnU4HaR

2 ypoK pafioral #03 @ Map. Ne9,

NeomeTpusa
3 ypok

WucopmaTHka
M MKT
4 ypoK

Mnoxo #03@1.1,13, 1.

DUInKa
_ noaroToBdnace  Kaa (nobblie 0sa

Pucynok 1.5 — MeHro npocMoTpa JHEBHHKA TPO(HIIL 00yUaromerocs

[ToMruMO  BBIlIEHa3BaHHBIX, CEPBUC MPENOCTABISECT BO3MOMXKHOCTH  JUIS
roCyJapCTBEHHBIX YUYPEXKJECHUN, 00ECIEeUMBAIOIINX O0pa30BaTEIbHYIO NIESATEIbHOCTD.
Cpenu HUX:

- peanmzanus rocyciyr B cpepe oOpazoBaHus;

- cOOp CTaTUCTUKHU;

- MOHHUTOPHHT TIOJIBEIOMCTBEHHBIX OPTaHHU3AINN;

- aHaJMW3 JJAHHBIX, OJIYYEHHBIX B PE€3yJIbTaTE MOHUTOPHUHTA;

- MaccoBoe MH(DOPMUPOBAHKE POAUTENCH, OOYUAIOIINXCS WM PYKOBOIUTEICH
MOJIBEIOMCTBEHHBIX OpraHu3amui [5].

I'paduueckuii mHTEpdeic cepBUCAa MEHIO TOCYUYPEKIEHHUS TMpEJCTaBIEH Ha
pucynkax 1.6 — 1.10.

W3 npenMy1iecTB JaHHOTO CEpBHCA MOKHO BBIJIETUTH CIEIYIOLIUE:

- OonblI0# (YHKIIMOHAT,

- Hamuuue Tpoduwiel  OCTyma, KOTOPhIE  TO3BOJISIIOT — Pa3TPaHUYUTh
B3aUMOJIEMCTBUE C CUCTEMOMH,

- yAOOHBIN U ONPATHBIN UHTEPGEHC;

- HHTErpaius co CTOPOHHUMHU CEPBUCAMH, B YACTHOCTH, DJIEKTPOHHOUN MOYTON

U CETHI0O MOOMILHOM CBSI3H.
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[Ipepocrasierne HHQOPMALHK O TEKYIICH YCIeBaeMOCTH
VYALLETOCH, BEleHHE WIeKTPOHHOIO JIHEBHH KA H
EKTPOHHOTO JKYPHAJIA YeIeBaeMoCTH

OAFHBE YH4ULENOCR

AOEE hl Bargis ane (]
AT T wnasacamm Fard™ , &3 %)
ORI O YERE BSOS T
-
2 )

Pucynox 1.6 — MeHto AJi1 UHTETpalu C CEPBUCOM TOCYCIYT

PervoH otyeTta
NeHwHrpagckan obnacTs

4k

4k

BblGoprekui paioH

T

ObweobpasoeaTtencHoe yupewaer

¥ - OBpa3soBaTenbHbIe YYPEROEHHA -
Bewesckaa COLU

Bricoukaa COLW wmenwu C.M. PocToukoro

Maepunoeckas OOL

Pucynox 1.7 — MeHro 3aanus napaMmeTpoB Jijisi cOopa CTaTUCTUKU

PopMbl OLWw-1
He caaxw (4) He nposepeHs () Ornpasn
oy MNepawyHan opn
MBOY "COLL Ne1" D Ol-9
MEOY "TMMHaausa Ne5" O Oll-2
MBOY "MyMaHWTAPHLIA Nuuei Na7" O PHK-83

Pucynox 1.8 — MeHto Moyssi MOHUTOPUHTA
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7

- ““‘ “‘

b ‘ ‘ “‘I

2003
2004
200

2008

Il Earanceun paioH EapabuHckuA panoH ECcnoTHUHCKMA paioH |

Kapratckni panoH HonwesHokHA panoH Koneuyocso [l HouwsHesckw

Pucynok 1.9 — MeHto npocMoTpa pe3yinbTaTOB aHAJIM3a JIaHHbIX

Tema cooblweHna Komy

JaseneHue

BaxHoe ofbABENEHWE

CoBpaHue

Pucynok 1.10 — MeHto 17151 mpocMOTpa OMOBEIIEHUSI MACCOBOTO

MH()OPMUPOBAHUS

U3 HCIOCTATKOB MOKHO BBIACIUTD CIICAYIOIINC:

- OTCyTCTBHE TpODMIs aIMHHHCTpATOpa OO0pa30BATEIBHOTO YUYPEKIICHUS,

(dbakTU4YEeCKH, 3Ta POJIb MEPEKIIAIBIBACTCS HA MPETOIaBaTes;

- 3aKpbIiTad CHCTCMA: JJIA II0Jb30BAHUS OpPraHU3allhui HYKHO HpOﬁTH BCCH

IPOIIECC PETUCTPAIMU 00Pa30BaATEIILHOTO YUPEKICHUS;

- CTOPOHHUM CEpBUC: IMOJIL30BAHUE IUIATPOPMON TOJHOCTHIO TEpeaaéT

BEJICHUE JIaHHBIX O00pa30BaTEIBHOTO YUPEXKACHUS Ha CTOPOHY, YTO CO3MaéT

MOTCHIHUAIBHYIO YIPO3Yy UX JOCTYIITHOCTH, HCJIIOCTHOCTH U KOH(l)I/I)IeHL[I/IaHBHOCTI/I;

- MHOXECTBO M3JUIIHUX Tpaduuecknx (DyHKIHH, YCIOKHSIOMUX HABUTAIUIO

o rpaguueckoMy uHTEpdeiicy ceppuca.
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1.2.2 bamnos.Het

['padmueckuii untepdeiic miarpopmsl «banno.Her» mpencraBieH Ha pUCYHKax

.11 m 1.12.

r

<
S

[nasHaa Lkonb! Hosoctu

KTACCHBIR
AVPHAT
==
Toapem)
anesms

Hosocti

o
=
s
S
<
o
<
)
o
3
m
m
w

KoHTakTe! Peructpauns

[oGasute

B U3BPAHHOE!

Pexnama

O mpoekTe

Pucynok 1.11 — I'naBHas ctpanuia

PerncTpaumnsa HoBOWN WKonbI

Mus nonssosaTens:

Napons:

MlogTop napons:

Baw email:

Hus:

OryecTeo:

Bamunua;

Briumanue! Hun o napons wozym
M nos306amens u napors B0t Gaims He Mekee 4 t G0nee &-u cumEonos!

_ompaam |

(A-Z, 2+2) u tuhper (0-9).

Pucynok 1.12 — ®opma peructpanuu

[Tnatrdpopma bannos.Hetr npenocrasnsier pynkuuonan 2K u D/ B Buae ceTeBoro

CEcpBHCA. CormacnHo OIMMCAaHNI0, YK€ B HACTOAIICC BPEMA CUCTEMA IIPEAOCTABIISICT TAKUC

BO3MOXXHOCTH.: HY6J'II/IKa]_II/IH paciiCanuAa OJIA KaXXI0Iro KilacCa, BOBMOXKHOCTL 3adaBaTb

COOCTBEHHOC Ha3BaHHEC KJIacca,

3JIEKTPOHHOTO JHEBHHKA yuartnerocs [6].

nyOnukainuss HMHPOpMalUUU O MIKOJE,

U3 MpeuMytIcCTB JaHHOI'O CCPBUCA MOKHO BBIACINUTL CICAYIOIINC:

- HaJIW4YMC CUCTCMbI paCIpCACICHUS IIpaB HOHBSOB&TCHCﬁ;

- HaJIM4We POJIM aIMUHUCTPATOPA LIKOJIBI;

-  MHUHUMAQJIUCTUYHBIN rpaduyeckuil unTepeic;

BEJICHUE

- HHTETpamus ¢ cepBucamu mpobHoro tectupoBanus EI'D, a Takke Hamuume

uH(pOpMaInH, MOCBAMEHHON YK3aMEHY,

Usm. § Jlucm

Tloonucsy

Ne Qokym. Jlama
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- pacmpocTpaHeHue Ha OecIIaTHOI OCHOBE.

W3 HemoCcTaTKOB JAaHHOTO CEPBUCA MOKHO BBIICIUTH CIICAYIONINE:

- yCTapeBIIMH U HEYA00HBIN Irpaduyeckuii HHTEpGEiic;

- HEBO3MOXXHOCTh  HCCliefioBaTh  (YHKIIMOHWpPOBaHWE  cepBuca  0e3
perucTpanuu;

- HaJlM4yMe peKJiaMbl Ha cailTe.

1.2.3 CranuAnmnc

CornacHo ommcanuto, miarpopma «CTaguAnmnc» paccuuTaHa i YaCTHBIX
IITKOJI, TaK KaK OHAa MOAJCPKUBACT JAIEKO HE TOJIBKO (YHKIMOHAT "OOBIYHBIX" KO,
HO U TO MHOTO€, 0 4éM OOBIYHO HE 3aJyMbIBAIOTCSI OOBIUHBIC OOIEOOpa30BATEIIbHbBIC
mKoJbl. «CTaIuAMIIC» XOPOUIO aAanTUPOBaH JJi HECTAaHAAPTHBIX CUTYaIlMil, KOTOPbhIE
4acTO BCTPEUAIOTCS KaK pa3 B YACTHBIX MIKojaxX. Ha murardopme mommepkuBaeTcs
0O0JIBIIIOE KOJIMYECTBO CUCTEM OIICHUBAHUS [7].

I'paduueckuit unrepderic miargopmol «CragnAmnicy MpeacTaBieH Ha pUCYHKAX

1.13-1.15.

(8 Study d»(ypu:.n - 3Ippascrayire, 0, admin A7 bparnas cense ] Buooa
opn () CEETTRRID o T -
Cauotrosmensian acora . D@ He vyoce [F & AosamuTe ype
<« >
Yetenmin = ) - ) o & & N v WOl
e a a a 7 by 100 70
H H H 62 & 86 95
g 71 by H H
T 3 & 100 95
)
) 3 57 by 57 H
MOH H 86 & 93 95
; 3 52 Fy H H
DNetnc 86 & 100 100
. H 3 3 7 3 86 H

Pucynok 1.13 — Dnexkrponnslii xxypHai. Uatepdeiic yunrens

1ry1.090301.11 001 113 e
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& Study Apps [l *ypran ~ 3ppascrayiire, 0, admin wRU  en-US 201718 [ Obpatuanceaze [ Beixon

flaa Temb! yPOKOE Pasgenst KT Sapanun

[ poosan pow. supanre | |
3apaHne He 3a0aHo

06.06.2018
I ¢7p. 49 ynp. D, E

3apano
04.06.2018
He 3anak0.

Pucynok 1.14 — DnexkTpoHHsIi )xypHai1. JloMmaliHee 3a1aHue

k- Study Apps - Pacnucaune 3npascTeyiite, & admin uRU  enUS 201718 [ Obpathan cEAsb [ Boixop

lkona [Monb3oBatenu Yyéba [Pacnucanue” WHoueuayanusauma - Mmnopt

@ OTHETHBIE Nepuoas! KaHukyne! Hey4ebHble AHU KaBuHeTsl
MepBas nonosuHa AxsA Bropas nonosmHa aHs
0-it ypok — 7-4iypok | 14:20 — 1500
T-itypok 0830 — 09:15 8-l ypok 15110 — 1550
2-n YPOK 09:25 — 10:10 G- Yok 16:00 — 1 18:40
3-ypok  10:26 — 11110 10-it yook | 17:00 — 1715
4-Aypok  11:28 — 1210 11+ ypok ~ 18:00 — 1815
S-ypok  12:20 — 1308 12 ypok | 19:00 — 1215
B-iypok | 13:15 — 14:00 13-/ ypok | 20:00 — 20:45

i [oBasHTL elwg coBLiTHe

Mpo4Ke coBBITHA:

Pucynok 1.15 — Pacnucanue 3B0HKOB

N3 nmpenmy1iecTs JTaHHOTO CEPBUCA MOYKHO BBIJICIIUTH CIEAYIOIIUE:

- OonblI0# (YHKIIMOHAT,

- pacmpenesieHue poJiei;

- HaIu4ue BO3MOXKHOCTHU 3aKa3a CO3JIaHUs MOJIb30BATEIHLCKOTO (PYHKITMOHATIA;

- BO3MOXHOCTBb CO3aHUA OT‘IéTOB, AHAJIMTHKU JaHHBIX U BEACHUEC CTaTHUCTHUKMH.

1ry1.090301.11 001 113 e
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W3 HemocTaTKOB JaHHOTO CEPBUCA MOYKHO BBIICIUTH CIIEAYIOIHE:
- HETOAXOISIINI JIsl BeJIeHUs y4eOHOTO Tpoiiecca HHTepderic;
- 00mbI10# 00BEM BBIBOAMMON HHGOPMAIIUH;

- pacnpocTpaHEHHE Ha IIATHON OCHOBE.
1.3 Bb100p s13bIKa NPOrpaMMUPOBAHUSA

1.3.1 S3wik mporpammupoBanus C++

C++ — KOMITWJIUPYEMBIH, CTaTUYECKU TUIIU3UPOBAHHBIH A3BIK
IporpaMMHUpOBaHus o01Iero HazHaueHus. OH MOJAEPKUBAET pa3IUYHbIC MapajurMbl
IPOrpaMMHUPOBAHUsA, B YHCIE KOTOPBIX MPOIEAYpHOE, OOBEKTHO-OPUEHTHUPOBAHHOE,
00001mEHHOEe U Apyrue. S3bIk MMeeT OOraryro CTaHIapTHYH0 OHOIMOTEKYy, KoTopas
BKJIIOYAET B c€e0s pacnpoCTpaHEHHbIE KOHTEHHEpbl W aJITrOPUTMBI, BBOJA-BBIBOJ,
PETYISApHBIE BBIPAKECHHUS, TIOJACPKKY MHOTOMOTOYHOCTH U IPYTHE BO3ZMOXKHOCTH. C++
COUYETAeT CBOWMCTBA KaK BHICOKOYPOBHEBBIX, TaK U HU3KOYPOBHEBBIX sI3bIKOB. O/IHAKO, K
CO’KaJICHHI0, CO3/1aHue rpaduueckoro uHTepderica B A3bIKe CUIBHO 3aTPYAHEHO BBUAY
OTCYTCTBHSI Takoro (DyHKIMOHalla Ha YPOBHE SI3bIKa WJIM CTaHIApTHOW OMOIMOTEKH.
[ToMmuMO 3TOTO, B SI3BIKE TaKKE OTCYTCTBYIOT HEOOXOIMMBIE AJii 00pabOTKH HAOOpPOB
JaHHBIX CPE/ICTBA.

1.3.2 S3bik mporpammupoBanus C#

C# — OOBEKTHO-OPUEHTUPOBAHHBIA SI3BIK  TPOTPAMMHUPOBAHUSI  OOIIETO
HazHaueHus. Pazpaboran B 1998—2001 romax rpynmnoil HMHKEHEPOB KOMIAHUU
Microsoft mox pykoBoactBom AHaepca Xeincoepra u Ckorta Buiibraymora.

C# otHocuTCI K cembe S3BIKOB ¢ C-mogoOHBIM CHHTAaKCHCOM, M3 HHX €ro
cuHTaKkcuc Haubosee Oim30ok k C++ m Java. SI3bIk MMeEeT CTaTHYECKYIO TUIH3AIHIo,
NOJJIEPKUBACT TMONUMOP(PHU3M, IMEPEerpy3Ky OIrnepaTopoB (B TOM YHUCIE OINEpPaTopoB
SBHOTO W HESIBHOTO MPUBEICHHS THIA), JeJieraThl, aTpuOyThl, COOBITHS, TIEpEMEHHBIEC,
CBOMCTBA, OOOOIIEHHBIE THUIBI M METOJbl, HMTEPATOPbI, AHOHUMHBIE (QYHKIUU C
nojaepkkoit 3ambikanui, LINQ, uckmrouenus [8].

SA3pik C# mpenoctaBisieT yAoOHbIM M A(DPEKTUBHBIA WHCTPYMEHTApUM IS

CO3JIaHMs MIPUIIOKEHUN c rpaduyecKumM uHTepelicom IIOJIB30BATENS
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B YaCTHOCTU Onarofaps peaiu3anuy mablioHa «HU3AaTelb — MOJIMUCYHMK» HA YPOBHE
A3BIKA.

Otnensuo ctout ynomsayts LINQ — Language Integrated Query. LINQ — sTo
Ha0Op TEXHOJIOTHIA, CO3/TaHHBII JJI1 HHTErPalii BO3MOKHOCTEHN 3alpOCOB HANPSIMYIO B
s3bik C#. Ha mpakTuke oH mpeactaBisier co6oit SQL-moqo0HbIM CHHTAKCUC, KOTOPBIM
MOXXHO TPHUMEHSATH K JBYM THIAM HCTOYHMKOB JaHHBIX: K OOBEKTaM U
HernocpeacTBeHHO kK SQL. B mepBoM citydae 3T0 03Ha4aeT, 4To 3apoChl MPUMEHSIIOTCS
K OO0BEKTaM TEX KJIacCoB, KOTOpble peanusyroT untepdeiic IEnumerable wm
IEnumerable<T> [9]. Bo BTopom e ciiydae JaHHBIH HAa0OP TEXHOJIOTHH MPUMEHSICTCS
K BHCIIHEMY WCTOYHWKY JaHHBIX B Buae bJ[, wu30aBmsis mnporpamMmmucra OT
HEO0OXOIUMOCTH TMHUCATh KOJI, CBSI3aHHBIN C B3aMMOJICUCTBHEM MPOrPAMMbI C BHEIIHEH
CYB/l, no3Bosisisi uHTEpnpeTupoBaTh Tabiuibl B B/l kKak KoJUIeKIMH W3 TEPBOTO
ciyyas [10].

[Ipu Bcex cBouMX mpeuMyliecTBax, s3blk C# HMeeT OJMH CYIECTBEHHBIN
HEJOCTaTOK — OH CO3JaH JJIA pa3padOTKH MPHUIOKEHUH ISl OTIEPAIMOHHON CHCTEMBI
Microsoft Windows, wmu3-3a d4ero ero HCHOJb30BaHWE JUIS  pa3pabOTKH
KpoccriaThOpMEHHBIX TPUIIOKEHUIN CHIBHO OrpaHu4eHo. J[s 3amycka MpUIoKeHUs
Ha s3pike C# Ha KoMmblOTEpe JOJKHA ObITh ycTaHoBieHa tuiardopma .NET, koropas
cymectByer B aByx Buaax: .NET Framework — monHoueHHas pasBurtas ruiatdopma,
paboTaroriasi TOJIbKO 1o oneparmonHoi cuctemoit Microsoft Windows, u .NET (panee
u3BectHas kak .NET Core), koropas MOXeT Takke padOTaTh MO ONEPAMOHHBIMU
cucteMaMu cemeiictBa Linux, Ho Bcé emé He obOnanaromas BceM GyHkunonanom .NET
Framework. ITomumo »3toro, wucrnombs3oBanue LINQ orpaHm4eHo HCHOJIb30BaHUEM
Microsoft SQL Server — mpomnpuerapuoit CYB]I, pacnpocTpansroiieiics Ha MIaTHO#M
OCHOBE.

1.3.3 SI3bik mporpammupoBanus Python

Python — BBICOKOYPOBHEBBIH SI3bIK MPOrPAMMHUPOBAHHS OOIIETO HA3HAYCHHUS C
TUHAMUYECKONH  TUMHW3allMed W aBTOMATHYECKUM  yNPaBIICHHEM  IaMATHIO,
OPYEHTHUPOBAHHBIM HA TIOBBIIMIEHUE MPOU3BOAUTEIHHOCTH Pa3pabOTUMKA, YATAEMOCTH

KOoJZa U €ro KadyeCrBa, a TakKXKC Ha oOecrnieueHue NEPEHOCUMOCTH HAIIMCAHHBIX Ha HEM
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nporpamMm. bmaromaps oOWIbHOMY KOJWMYECTBY OHMOJMOTEK, B TOM YHCIEC U IS
CTaTHUCTUYECKOTO aHAINU3a JAHHBIX, MPOCTOTE CHHTAKCHCAa U KPOCCIIAT()OPMEHHOCTH,
ATOT SI3BIK MPEKPACHO MOJAXOIUT, HO HE OTPAaHUYMBACTCS UM, JUISI HAMUCAHUS TPOTPaMM
o o0paboTke T.H. «Oosbmux gaHHBIX» (Dig data). OnHako, kak u B ciydae ¢ C++, B
Python tpebyercsi ycTaHOBUTH JOTOJHUTEIIbHBIC OMOJIMOTEKH ISl MPOCKTUPOBAHUS
rpaduueckoro wHTep(deiica. bomee TOro, 3TOT S3BIK HW3BECTEH CBOCH MEIJICHHON
CKOPOCTBIO pabOTHI, UTO TAKXKE OTPAHHUUYMBAET BO3MOXKHOCTb IMPHUMEHEHUS 3TOTO S3bIKa
s co3maHusi rpaduueckoro mHTepdeiica. B pomomHeHue, mepBeie aBa ¢dakTopa —
OOUJIBHOE KOJIMYECTBO OMOJIIMOTEK U TPOCTOTA CUHTAKCHCA — TAPaI0KCATBbHBIM 00pa3oM
B COBOKYIHOCTH JIUIIb YXYJIIAIOT YUTAEMOCTh KOJa: YTEHHE KOAa MPOTpaMMbl U
MOHUMAaHHUE €T0 JIOTUKU 3aMEHSIOTCSI YTEHUEM JJOKyMEHTAIIUU OMOITHOTEK.

1.3.4 S3p1k mporpamMmmupoBaHus Java

Java — craTM4yecKM THUMU3UPOBAHHBIM OOBEKTHO-OPUEHTHUPOBAHHBIN  SI3BIK
NpPOrpaMMHUpPOBAaHMSI  OOINEr0  Ha3HA4YeHMs, pa3pabdOTaHHBI  KOMIaHued  Sun
Microsystems. DToT si3bIk pazpabaThiBajcs ¢ pacu€TOM Ha TO, YTO MPOTPaMMBI OyayT
UCTIOJIHATHCS HA BHUPTYyaJIbHOM MaIIMHE, a HE Ha pealbHON (Kak, Harpumep,
nporpammebl, Hanmcanuple Ha C/C++). DTta BUpTyaibHAs MallWHA MOJy4YWJIa HA3BaHUEC
JVM. TlonoGHBIN «OTPBIB» MpOrpaMMbl OT KOHKPETHOW amnmapaTHOW MiIaThOpMbl
MO3BOJIMJI, BO-TIEPBBIX, IMOBBICUTH OE30MACHOCTH HUCIOJHSIEMOW NPOTPpaMMbI, a BO-
BTOpPBHIX, CO3/1aTh HE3aBUCUMOCTh HAMUCAaHHOW TPOTPaMMBI OT KOHKPETHOMU
nporpamMMHo-amnmapaTHo minatdopmel. EnuHcTBeHHOE TpeOoOBaHME — TOM 3Ty
wiatopMy 1okHa cymectBoBars JVM [11].

Hauunas ¢ Bepcuu Java SE 8, B si3pIke MpUCYTCTBYET MHCTPYMEHT Java Stream
APIl. D10 MHCTpyMEHT, MO3BOJISIIOIIAN YIPOCTUTh U COKPATUTh HANMCAHHE KOAA JJIA
00paboTkn HAOOpPOB NaHHBIX (KoJulekuuil). dakTudecku, oH cran aHaiorom LINQ B
si3bIKE Java, HO OrpaHUYEeHHBIM PabOTOH ¢ KOJUICKIMIMHU U (aitmamu [12].

Swing — 6ubaMoTeKa si3pika Java it pa3paboTku rpaduveckoro MHTEpdeiica
nojp3oBaTeNs. B 2Toi  OmMOMMoOTEeke TMpUMEHSETCS BUIOW3MEHECHHBIH BapHaHT

apxutektypel MVC, rne mpeacTaBieHHEe ¥ KOHTpPOJUIED OOBEIWHEHBI B OJWH

JIOTMYECKUH O6T>CKT, Ha3bIBaCMBbIHN npeaACTaBUTCIIb IIOJIB30BATCIIBCKOT' O
Jlucm
1I'Y1.090301.11 001 113
Hsm. | Jlucm No 0oxym. ITloonucw Jlama 18




uHTepdeiica [13]. DTo MO3BONSIET JETKO M OBICTPO MPOEKTUPOBATh HYXKHBIH IO
¢yHkuoHany rpaduueckuii uHTepdeilic B mpunoxkenud. B maHHON pabote 3TO
0COOEHHO Ba)KHO JIsl TAOJUYHBIX 3JIEMEHTOB MHTepdeiica, T.K. cnerudurKa NpuKiIaHoN
o0JacTu mpenoiaraeéT OCHOBHYIO pab0OTy HIMEHHO C IaHHBIMU B TAOJMYHOM BUJIE.

ITomumo Bcero »storo, s3eik Java mnpenocraBiser JDBC — cranmapr
B3aUMOJICHCTBUSA NpwiIokeHui ¢ paznuuabiMu CYDBJI. bpemsi peanmzanuu 3TOro
CTaHAapTa B BHAC OMOJMOTEKH, KOTOPYIO MOTYT HCIOJIb30BaTh IPOTPAMMHUCTHI,
JOKUTCS Ha meyn pazpadoTunkoB CYB/I.

YuuTeiBas BCE NOPEUMYIIECTBA H  HEJAOCTATKH  OMHMCAHHBIX  SI3BIKOB

porpaMMHUpOBaHus, ObLT BEIOpaH 5361k Java B Bepcun Java SE 8.
1.4 XpaHeHne JaHHBIX

JIns1 CTPYKTYpHUPOBAHHOTO XPAHEHUS JaHHBIX CyIIEeCTBYIOT B/I.

Ha Ttexymuii MOMEHT NpenOCTaBIEHO MHOXKECTBO BHAOB bJ[ m cucrem
ynpasieHuss uMmu. CyliecTByeT JBa OCHOBHBIX Kkiacca bBJ[: pemsunoHHble U
HepensiurOoHHbIe. OCHOBHOE OTIIMYME 3AKIII0YAETCS B IIPEACTABICHUN TaHHBIX.

Pensimmonnsie B/l Ha3biBaloT Takke TaOJUYHBIMH, MOTOMY YTO JAaHHbBIE B HHUX
XpaHATCS B BUJE TAOJHII.

JlaHHbIE B HEpesSIMMOHHBIX bJ/[ MOryr XpaHuWTCcs B pasHbIX BHIAX, HO B
OCHOBHOM, 3TO CJIOBAPU, IZ€ KIIOYOM SBJIAETCA MEPBUYHBIM KIKOY CYLIHOCTH, a
3HAYEHHEeM — OCTaJbHble mToJs Tabmuubl. [logoOHBIM MOAXOA  MO3BOJISET
abCcTparupoBaThCcsi OT CTPOrOM THUMM3AUMU M CTpororo Qopmara naHHbIX. Takxke
HepesinUOHHbIE bJ[ MO3BOJIAIOT XpaHUTh UEPAPXUUYECKUE CTPYKTYpPBHl NAHHBIX, B TO
BpeMsl Kak JUIsl peaju3alliy MOJ00HOM 3aJadu ¢ TOMOIIbI0 PENSIUOHHBIX B/l
oTpeOOBaNOCh OBl CO3/1aBaTh JOMOJHUTEIbHBIC TAOTUIIHI.

BBuay cneunduku npukiagHoi o6iactu, BbIOOp OyneT MPOU3BOAUTHCS U3 YKCia
pemsimonnblx  CYBJ[, T.k. mnpenacraBieHue MAaHHBIX B BUAE TaONMI SIBISETCA
€CTECTBEHHbIM I JaHHOW NPUKIATHOW O0OJaCTH, YTO IMO3BOJIMT MUCaTh Oosee

npocThie 3ampockl K BJI, 4To yBenMuUT CKOPOCTHh pabOTHI C HEM.
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1.5 Beioop CYB /L

Ucxons n3 npuHATHIX B moapazaenax 1.3 u 1.4 pemenwnii, Beioop CYB/l O6yner
OCYUHIECTBIAThCA U3 TeX pessiuoHHbIX CYBJI, 111 KOTOPBIX CYIIECTBYET peau3alius
JDBC.

1.5.1 CYBJI PostgreSQL

PostgreSQL — cBoboanast oobexTHO-pensimonHas CYB/I.

CunbHBIMU cTOpOoHamMu PostgreSQL cumraroTcs:

- BBICOKOIIPOMU3BOAMTENbHBIE W HAA&KHBIE MEXaHHU3Mbl TPaH3AKIUNA U
peIUIMKaINY;

- HaCJIeIOBaHHUE;

- pacuMpseMocTh (BO3MOXKHOCTb CO3/1aBaThb HOBBIE THUIIbI JIAHHBIX, THIIBI
WHJIEKCOB, SI3BIKM IPOTPAMMHUPOBAHHS, MOIYJIHM PACIIUPEHUS, TOJKIIOYATh JIOOBIE
BHEITHUE UCTOYHUKH NaHHBIX) [14].

[Tomumo 3toro, nannas CYB/] nonHocteio yaosierBopsieT TpedboBanusim ACID u
UMeeT TOJTHOIeHHYT0 peam3aruio JDBC.

1.5.2 CYB/] SQLite

SQLite — kommaktHas BcTpanBaeMas CYBJl. E€ OCHOBHBIM IPEHMYIIECTBOM
SBJISICTCS  KOMITAKTHOCTh, YTO TIIO3BOJIIET €€ WCITOJIb30BaTh HAa OTPAaHWYCHHBIX I10
anmapaTHbIM pecypcaM MalllMHaX, B TOM YHKCJIE BCTpaMBaeéMbIX CHCTEMax. OJTa
KOMIAaKTHOCTh JJOCTUTAETCS 3a CUET HEKOTOPBIX ymnpolueHuit (Harmpumep, B 3Toit CYB]]
HEeJb3sl CO3/1aBaTh YUYETHBIC 3allUCH ToJib30oBartesiei) u Toro, uro bJl xpanutcs Ha
HAKOMUTEJE B BUJE OJHOrO (pailyia, a cama MOJACHCTEMa XpaHEHUS SIBISAECTCS YaCThIO
CaMoOTro MPUJIOKEHUSA, a He OTIeNbHO paboTaromiel nmporpammoi. HecMoTpst Ha 310,
SQLite ynosnetBopsier TpedboBanusim ACID, a ckopocth €€ padboTsl Bhicoka. ITpu aTom
noja He€ Takke cymiecTByer peanuzarus JDBC.

1.5.3 CYBJ MySQL

MySQL — cBobGoanas pemsimrionnas CYBJ[. Ona MoxeT pacnpocTpaHsIThCS Kak
nox GNU General Public License, tak u 1o coOCTBEHHON KOMMEPUYECKOM JTHIICH3UCH.

MySQL sBnsiercst omnoit wn3 HemHormx CVYBJl, B KOTOpoil MOXHO W3MEHUTH
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MOJICUCTEMY XPaHEHMsI, YTO TOBBIIIAET TMOKOCTh €€ HCHOJb30BaHUsA. OgHA U3 3TUX
cucteM — InnoDB — ygosnerBopser TpeGoBanusim ACID. Ilomumo 3toro,
npeumytiectBamu MySQL siBisroTes:

- OsicTpogeiictBue: MySQL sBrsieTcss OAHON U3 CaMBIX OBICTPOJEHCTBYIOIINUX
CYB/;

- MPOCTOTA UCIOJIb30BAHUS;

- HalIu4yue IpPOrpaMMHBIX  HMHTEp(QeiicoB KO MHOTHUM  fI3BIKaM
IporpaMMHUpPOBaHUs, B ukciie kKotopeix Java, C++, PHP u Python, uro B coBokymHocTH
MO3BOJIAET CO37]aBaTh KaK OOBIYHBIC KIMEHTCKUE TMPHWIOKEHHS C TpapuuecKuM
uHTEpencoM, TaKk U BEO-TIPUIIOKEHUS, padOTAIOIINE C OJTHUM U TEM K€ IK3EMILIIPOM
CYB/;

- OesomacHocTh: MySQL cHaGxkeHa pa3BUTOM CHCTEMOW 3aIllMTBHl  OT
HECaHKIIMOHUPOBAHHOT'O JOCTYTIA;

- MaJIbli pa3Mmep;

- TIEPEHOCUMOCTB;

- JBOMHOE JuiieH3upoBanue [15].
1.6 BuiBoabI

[To pesynpTaTam aHanmmM3a CYMIECTBYIOIIMX AHAJIOTOB OBLIO TPHUHATO PEIICHUE
pa3paboTaTth MPOTpaMMHBINM CEpBUC BeJEHUA Yy4eOHOTO TMpolecca IIKOJbI €O
CJIEYIOIUMU TPEOOBAaHUSIMU:

- HAMETh KJIMCHT-CEPBEPHYIO apXUTEKTYPY;

- peanu3oBbIBaTh rpaduueckuii HHTEpdEc s KIMEHTCKON YacTH;

- WMETh pas3fielieHHue poJiell Ha aJfMUHUCTpaTopa, mpernofaBaTesns (yuuTems)
oOy4arorierocs;

- 00namatb BO3MOXXHOCTBIO 3allMCH JIOMAIIHETO 3aJaHus, y4éTa OILICHOK U
MOCEIIaeMOCTH TPEI0aBaTeIAMH (YUUTEISAMH);

- BO3MOXKHOCTh TIPOCMOTpPA YCIEBAEMOCTH, TIOCEHMIAEMOCTH W JIOMAIIHErO

3a/1aHus 00YYaIOIUMHUCS WK UX POAUTENSIMH (3aKOHHBIMU MPEICTABUTEIISIMU ).
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Pa3zpaboTka Oymet mpou3BOIUTHCS C UCTIOIL30BAHKUEM s3bIKa Java B Bepcuu Java
SE 8, Tak kak Java mo3BomsieT co3maBarh YAOOHBIN M TOHATHBIA JJISI MOJIH30BATENS
rpadguueckuit unrepgeiic, u CYBJ MySQL, ckondurypupoBanHoir Ha padoTy C

noacucremMon xpanenus InnoDB.
1.7 Bb1OOp MHCTPYMEHTOB Pa3padoTKH

1.7.1 Beibop cpeabl pa3paboTKH

B kaudectBe cpensl pa3zpaboTku Obuto pemieHo BbiOpaTh NetBeans IDE Bepcuun
8.2. HemasioBa)KHBIM MPEUMYILIECTBOM JAHHOW CpEe/bl SIBJISETCS HAIUYME BCTPOCHHOM
CUCTEMBI COOPKY M KOMITWJIALIUU TporpaMM. [IporpaMMucTy He HY>KHO KOMITHIIUPOBATh
(aitbl HCXOAHOTO KOJa MO OTAETHHOCTH, & IIOTOM COOMPATh MX B OJUH MPOTPAMMHBIN
MOJIyJb, UJIM K€ MUCKaTh CTOPOHHUE CPEJICTBA aBTOMATHU3aluu cOOpku. Takke, qJaHHAs
cpena Mo ACPKUBACT MHTETPAIIMIO C CUCTEMAaMH YIIPABIICHUSI BEPCHUSIMH, YTO MO3BOJISET
pa3paboTUMKy OTCIIEKUBATh U3MEHEHHUS M (DUKCHPOBATh WX, HE TMEpeKioyas padboyee
okHo. B nomonnenue, B cpene NetBeans IDE npenycmorpen rpadudeckuii penakTop
¢opM, TO3BOJIAIOIMIMK CYIIECTBEHHO YIPOCTUTH pa3paboTKy W TPOEKTUPOBAHUE
rpaduyeckux uHTepdeiicoB. Beé Beimenepeunciaennoe nenaer NetBeans IDE kpaiine
yI0OHOM cpeioit T pa3paOOTKU MPHIIOKEHUH Ha Java.

1.7.2 Be1bop nuiatgopMsl aiist peasinzanuu rpaduueckoro uurepderica

B kauectBe rpaduueckoit miaThopMbl TPUIOKEHHUS Obla BhIOpaHa OMOIMOTEKa
Swing.

Swing — 310 OWONMOTEKa MNS CO3MaHWs TNPHIOKEHWH Ha Java, Kotopas
MO3BOJISIET pa3padaThiBaTh MHOTO()YHKIIMOHABHBIE MTOJB30BATEILCKIE HHTEP(EHCHI.

[Tomumo ynomsinytoro B nyHkre 1.3.4 nmoapasaena 1.3, Oubnmnoreka obiagaeT u
WHBIMU TIpeumyiiiectBaMu. Kak ykasaHo B pabore [13], modytm Bce KOMITOHCHTBI
OubaroTekn SWING SBISIOTCS JIETKOBECHBIMH. JTO O3HA4aeT, YTO OHHM HaIHMCaHbI
UCKJTIOYATENFHO Ha Java W He mpeoOpa3yloTcss B PaBHOMPABHBIE KOMITOHEHTHI MJIs
KOHKpeTHOH mnaTdopmbl. CrenoBaTeabHO, IETKOBECHBIE KOMIIOHEHTHI SIBJISIFOTCS OoJiee
adpdexkTuBHbIMU W THOKUMH. boiiee TOro, JErKkoBeCHbIE KOMIIOHEHTHI HE

nmpeoOpa3yloTcs B PAaBHOMPABHBIC IIATHOPMEHHO-OPHUEHTHPOBAHHBIE KOMITOHEHTHI,

1ry1.090301.11 001 113 e

Hsm. | Jlucm No 0oxym. ITloonucw Jlama 22




MOSTOMY BHEIIHUH BUJ KaXKIIOTO KOMIIOHEHTa Ompeaensercs Ondmmorexoit SWing, a He
0a30BOM OMEPALMOHHON CHUCTEMOW. DTO O3HAYAET, YTO KaKIblii KOMIIOHEHT Oyaer
JIEUCTBOBATh OJIMHAKOBO Ha BCEX IIaTdopMax.

Bce rpaduueckue 3neMeHTHI OMpenessioTesl ¢ MOMOIIbI0 KOAa Ha si3blke Java,
onHako, B cpene NetBeans IDE xox omucanms rpaduueckoro wuHTepdeiica He
TpeOyeTcsi mucaTh BPYYHYIO: OH T'€HEpPUPYETCsS aBTOMATHYECKU M3 (pailia pa3MeTKH ¢
pacmpenuem .form, KkoTopele TeHEPUPYIOTCS CcaMoOil Cpefod pa3paboTKHU TpH
U3MEHEHHUH 3JIEMEHTOB MHTepdeiica pa3padaThiBaEMOT0 MPUIOKEHHUSI BO BCTPOECHHOM
rpaguuecKoM peJaKkTope.

Hcxons U3 BBIMICOMUCAHHBIX MMPEUMYIIECTB U 0COOEHHOCTEH, OnbimoTeka SWing
yIOBJIETBOPSIET  TpeOOBaHMAMU  JUIsl  co3JaHusl  rpaduyeckoro  HHTepdeiica
pa3pabaTbiBaeMOll aBTOMATU3HPOBAHHON CHCTEMBI.

1.7.3 Bo1bop uHcTpyMeHTa rpoekTupoBanus b/

B kauectBe mHCTpymMeHTa A npoektupoBanus bJl Obuta BeIOpaHa mporpamma
MySQL Workbench.

MySQL Workbench — wuHCTpyMeHT st BH3yaJlbHOTO MPOCKTHpOBaHHs 0a3
JaHHBIX, WHTETPUPYIOLIUN  TPOEKTUPOBAHWE, MOJCIMPOBAHHE, CO3JaHHE U
skcrutyatanuio b/ B equnoe 6ecmoBHoe okpyxkenue aist CYBJ] MySQL.

B03M0XHOCTH TaHHOUW IPOTPAMMBI:

- TI03BOJIAET HATIATHO MPEACTaBUTH MOJAENh 0a3bl JaHHBIX B Trpaduueckom
BUJIE;

-  HarsiAHBIA M (YHKIMOHAJIBHBIA MEXaHU3M YCTAaHOBKHM CBA3EH MEXIY
TabIUIIaMH, B TOM YHCJIE «MHOTHE KO MHOTUM» C CO3JIJaHHEM TaOJIUIIbI CBSI3EH;

- reverse engineering — BOCCTAHOBICHHE CTPYKTYpbl TaONUI[ W3 YKe
cyuiecTBymomien Ha cepepe b/I;

- ynoOusiil penakrop SQL 3ampocoB, MO3BOJSIONUIUI Cpa3y e OTHPAaBIATh UX
CepBepy U MOJIyyaTh OTBET B BUJE TAOJIMIIbI;

- BO3MOXHOCTb pCIaKTHUPOBAHUS JaHHLIX B Ta6J'H/H_IC B BU3yaJIbHOM PCIKHUMCE.
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1.7.3 Beibop unctpymenra s B3aumoseiictaus ¢ CYBJ] MySQL

Jst pabotel ¢ CYBJI ucnions3yercst 6ubmmorexa Connector/J. Connector/J — ato
peanuzarus JDBC nns MySQL, koTopyro MOXKHO MOJKIIOYUTH K MPOTpaMMe Ha SI3bIKE
Java kak npoctyro 6UOIHOTEKY.

B si3pike Java, Bce komnonenTsl JDBC Haxomatcs B makere java.sql. OcHOBHBIMU
KoMIoHeHTamu 1o padote ¢ CYB/] sBasitores:

- DriverManager — ocHOBHOM KJ1acc Jijisl yrpaBieHus apaiisepamu JDBC;

- Connection — wuHTepdeiic, onpeAcHAIONMA B3aUMOJICHCTBHE C OOBEKTOM
KJ1acca, peanusytomiero coenqunenue ¢ CYB/JI;

- Statement — wuHTepdelic, ONMPEACIAIONNA B3aMMOJICHCTBHE C OOBEKTOM
KJacca, npesacrapisitomero SQL-3anpoc;

- PreparedStatement — wuHTepdeiic, ONpeneAIONMI B3aHMMOACHCTBHE C
00BEKTOM KJ1acca, MPEICTABIISIONIET0 NoAroToBIeHHbIN SQL-3ampoc;

- CallableStatement — wunHTepdeiic, onpenensiomUid B3aUMOJCHCTBHE C
00BEKTOM KJjacca, MPEICTaBISIONIET0 TOATOTOBICHHBIN SQL-3ampoc s BbI30Ba
XPaHUMBIX TPOLEYD;

- ResultSet — wunTepdeiic, omnpenensdoOmUil B3aUMOJCHCTBUE € OOBEKTOM
KJ1acca, MpeJICTaBIISIONIETO pe3yabTaT ucnoinenus SQL-3amnpoca;

- ResultSetMetaData — wuHTepdelic, omnpenensrOmuil B3aUMOJCHCTBHE C
00BEKTOM KJIacca, MPeCTABIIIONIEIO METaIaHHbIe ITOJTydeHHOTro o0bekTa ResultSet;

- SQLException — kmacc, SBISIONIHICS 0a30BBIM I BCEX MCKIIIOUEHUM,
BO3HUKaromux npu padore ¢ CYB/I.

B oOmem ciydae, aaroput™ paboThl ¢ OMOJMOTEKOW BBITJISAUT CJICAYIOIIUM
obpazom:

a) YCTaHOBHUTH COCIUHEHUE C CYB/, BbI3BaB METO
DriverManager.getConnection, nmepenaB Bce HEOOXOMMBIC TAPAMETPHI;

0) cozmare mpencraBnenne SQL-3ampoca, BBI3BaB Ha MOITYYECHHOM OOBEKTE
Connection metox createStatement, prepareStatement v prepareCall;

B) IS TOJYYEHHOTO COOTBETCTBYIOIIEIO OOBEKTa BBI3BATh HEOOXOIUMYIO

BapHUaIlMIo METO/1a EXecute;
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I) €ClIM 3ampoc TMpeAmnojaral MoJydeHHe pe3yibrara, TO o0paboTaTh
BO3Bpani¢HHbI 00bekT ResultSet u, mo HeooxomumocTH, ResultSetMetaData;

1) 3aKpbITh 00BEKT, MOJTYYCHHBIN Ha mare 0), BbI3BaB Ha HEM MeTo Close;

€) mpu He0OXOAMMOCTH 00padOTATh BOSHUKIITUE UCKITIOUCHUSI.

Taxkxe crnemayeT y4uThIBaTh, UTO MPHU 3aKPBITUN 00BEKTA, MOJTYYCHHOTO HA IIare
0), OyayT 3aKkpbIThl BCE IMOPOXKACHHBIC 3THM O0O0OBEKTOM O00BbekThl ResultSet wu
ResultSetMetaData.

OTnenbHO CTOMT PacCMOTPETh TaKyI0 BO3MOXKHOCTB, Kak «prepared statementy.
Prepared statement (moaroToBiieHHBIN 3aIIpoc, MapaMEeTPU3UPOBAHHBIN 3aIpoC, 3aMpoc
CO CBSI3BIBACMBIMHU TIEPEMEHHBIMH) — 3TO YacTh (yHKIMOHAIbHOCTH SQL-0a3 naHHBIX,
npeaHa3HaYeHHAas ISl OTJICJICHUS JAaHHBIX 3a1poca U COOCTBEHHO BbIMIOIHsIeMoro SQL-
3ampoca [16].

[Ipu ucnosb30BaHUM CBSI3BIBAEMBIX TIEPEMEHHBIX €CTh HECKOIBKO MPEUMYIIIECTB:

- OJWH M TOT € MOJTOTOBJIEHHBIM 3alPOC MOXHO HCIIOJIb30BaTh HECKOJIBKO
pa3 I pa3HBIX JAaHHBIX, TEM CaMBIM COKparas Ko,

- 3aIpOCHI CO CBA3BIBAEMBIMHU TMEPEMEHHBIMU JIYUIlIe KAIIMPYIOTCS CEPBEPOM,
COKpaIiasi BpeMsi CHHTaKCHIECKOTO pa30opa;

- 3amIpoChI CO CBSI3BIBAEMBIMU MEPEMEHHBIMU 00JIAJIal0T TOTOBOW BCTPOCHHOM
sammTor oT SQL-mHBEKIMIT; 3TO JocTUraeTcs 3a CUéT TOro, YTO JaHHBIC M 3aIpoc
NepeIaloTCs Ha CepBep OTACIBHO APYT OT apyra [16].

N JDBC, u MySQL mnonnepXuBaroT HCIOIb30BaHUE IMapaMeTPU3UPOBAHHBIX
3aMpoOCOB, YTO TO3BOJIMT IMOBBICUTH CKOPOCTh Pa0OTHI M 3alIUIIEHHOCTHh NAaHHBIX B
pa3zpabaThIBAEMOM MPOTPAMMHOM CEPBHCE.

B JDBC mnapameTpu3upOBaHHBIA 3ampoc TpeICcTaBieH wuHTEepdeiicamu
PreparedStatement u CallableStatement (t.x. BTOpo# pacmupsier QyHKIIHOHAT

MIepPBOTIO).
1.8 ApxuTrekTypa nporpaMMHOI0 CepBUCA

1.8.1 Apxurekrypa

[Ipu  pa3paboTke MPOrpaMMHOIO  CEpPBUCAa  OCHOBHOM  apXHUTEKTypou
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pa3pabaThIBa€MOr0 KOMILIEKCA MPOrpamMM OYJEeT «KIHEHT-CEpBep». TepMUH «KIHEHT-
cepBep» O3HAuUaeT TaKyl apXUTEKTypy IPOrpaMMHOr0 KOMIUIEKCA, B KOTOPOH €ro
(yHKIMOHATBHBIE YAcCTH B3aMMOJCUCTBYIOT IO CXEMe «3ampoc-oTBeT». Eciu
paccMOTpeTh JBE B3aMMOJCHCTBYIOIIME YacTH ATOr0 KOMIUIEKCA, TO OJHAa M3 HUX
(KJIMEHT) BBINOJIHSAET AKTUBHYIO (YHKIMIO, T. €. WHUIMHPYET 3amlpochl, a Jpyras
(cepBep) maccuBHO Ha HuX orBewaeT [17]. Knmaccudueckass cxema KIMEHT-CEPBEPHOTO
npuioxenus ¢ b/] npencrasinena Ha pucyske 1.16.

3anpoc k basze
AaHHbIX

> Manunynsuum ¢ Bl
-

\ <t
% Otser
basa aaHHbIX

Knuent Mporpamma Ha
cepsepe

Pucynok 1.16 — knmeHT-cepBepHOE mpuinoxenue ¢ b/J

JIrobast mHpOpMalMOHHASI CUCTEMA JOKHA MUMETbh MUHUMYM TpPU OCHOBHBIE
(yHKUMOHATBHBIE YaCTU: MOAYJIM XPAHEHMs JAHHBIX, X 00paOOTKU M MHTepderica ¢
nosp3oBatenieM. Kaxnas m3 3Tux yactell MOXKET ObITh peajin3oBaHa HE3aBUCUMO OT
IByx Apyrux. Hampumep, He W3MeHSS TpOrpamMM, HCIONB3YyEeMbIX ISl XpaHEHUS W
00pabOTKN JaHHBIX, MOKHO M3MEHUTh MHTEpPQENC C MOIb30BaTEIEM TaKUM 00pa3om,
YTO OJJHM M T€ XK€ JaHHble OyIyT OTOOpakarbCcsi B BUAE TaOnuil, TpaduKoB WU
rucrorpamMM. He MeHss mporpamm MpeacTaBiIeHHUs JaHHBIX M WX XPaHEHHs, MOXHO
M3MEHUTh MPOrpamMMbl 0OpabOTKH, HAMpUMeEp, U3MEHUB AJITOPUTM IOJTHOTEKCTOBOTO
noucka. Ml HakoHel, He MEHssI POTrpaMM MPEACTAaBICHUS U 00pabOTKH TaHHBIX, MOYXKHO
M3MEHUTH MPOTPaAMMHOE OOeCTieueHue JIJIsl XpaHEHUs JaHHBIX, TIepeiisi, HampuMep, Ha
Apyryto QaiioByro cucremy [17].

Krnaccuueckast apXxuTekTypa KIMEHT-CEPBEP paclpeelisieT TpU OCHOBHBIE YacTH
OPWIOKEHUs Ha JBa (¢usndeckux wMonaynia. OObIYHO, NPUKIAAHOW KOMIIOHEHT
pacriojaraeTcsi Ha cepBepe (Hampumep, cepBepe bJl), KOMIOHEHT mpeacTaBIeHUs

JaHHBIX — Ha CTOPOHE KJIMCHTA, 4 KOMIIOHCHT YIIPABJICHHA PECYPCOM PaACHPCACIIACTCA
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MEKly KIINEHTCKOW U CEPBEPHOU 4aCTAMHU. B 3TOM 3aKir0o4aeTcsi OCHOBHOM HEIOCTATOK
KJIACCUYECKOU IBYXyPOBHEBOM apXUTEKTYPHI.

Hcnonb3yst NBYX3BEHHYIO ApXUTEKTYpY BO BpEMsl paclpeleieHHUs alropuTMa
00pabOTKM MTaHHBIX, Pa3pabOTYMK TOJDKEH O00JajaTh MOJHOW WH(OpMaIuend o ToM,
KaKue MOCJeHNEe W3MEHEHUs! ObUIM BHECEHBI B CHCTEMY, M KaKOBa 3HAYUMOCTh ITHUX
U3MEHEHHH, N3-3a Yero BO3HUKAET OOJIbIIasi CII0KHOCTh BO BpeMs pa3pabOTKH KIMEHT-
CEpBEpHOM CHCTEMbI, €€ YCTAHOBKM M OOCIYyXMBaHHH. Takue MEpONPHUSATHS CTOST
3HAUUTENBHBIX YCWJIMH UM TIOCTOSHHOM KOOpPJWHALUMU JIEWCTBHM, COBEpIIAEMBIX
pa3HBIMH TPYIIIAMH CIICIUATUCTOB.

YtoObl  NpEenOTBPaTUTh  COMYTCTBYIOIIYID  HECOIVIACOBAHHOCTH  pabOTHI
Pa3IUYHBIX AJIIEMEHTOB TaKOW apXUTEKTYpPbhl CHEIUATUCTHI CO3JAIH JIBE€ MOIUDUKAIIUN
JUIA  JABYX3BEHHOW apXWUTEKTYpbl «KIUEHT-CEpBEp»: OJHA MOAMQHUKAIUSI cTaja
HA3bIBATHCS «TOJICTHIN KIUEHT», a APyrasi « TOHKUM KIUECHT.

B naHHOW [BYX3BEHHOW apXUTEKType pa3pabOTUYMKU MBITATUCh MEPEHECTU
MIPOLIECC BBIMOJIHEHUSI 00paOOTKM JAaHHBIX HAa OJHY U3 ABYX (PM3MUECKUX YacTeld — Ha
CTOPOHY KIHMEHTa («TOJCTOTO KJIHMEHTa»), WIM Ha CTOPOHY cepBepa («TOHKOTO
KJIMEHTA).

Kaxnprii U3 onucaHHBIX MOAXOJO0B 00JIajal CBOUMH HeqocTaTkaMu. B mepBom
NOJXOJI€ HEONpaBAaHHO IMeperpyXkajach CeTh, TaK Kak [0 Hel mnepegaBalnuch
HEeoOpaboTaHHbIE a, CJEA0BATENIbHO, HM30BITOYHOIO pa3Mepa JaHHble. Takke ObLI
YCIIOKHEH NPOLECC MOIAEPKKU CHUCTEMbI M Ipolecc €€ U3MEHEHUs, TaK KakK, 4TOObI
3aMEHUTh QJITOPUTM ISl  BBIYMCIICHUS WJIM HCHPABICHUS OMMOOK  HYXHO
OJTHOBPEMEHHO TOJHOCTHIO 3aMEHHTHh BECh HHTEpQEiic B Tporpammax, 4ToObl HE
BOZHUKJIM ONIMOKM WJIM HECOTJIACOBAHHOCTH B 00pa0oTKe naHHbIX. Ecim ke Bech
nporiecc 00paboTku HHGOPMAIUKU BBIMOJHSUICS OBl Ha CEpBEpPEe, TO BO3HUKIA Obl
npobiieMa B Mpollecce OMUCAHMsI BCTPOCHHBIX MPOIEAYyp M Tpoliecca HUX OTIaIKH.
Cucremy, oOpabaThIBarOIIyt0 MH(POPMAIMIO HA CEpBEpe HEBO3MOXKHO OBLIO HU Kak
MEePEHECTH Ha JIPYryIo MIaTopMy WU ONEPAIMOHHYIO CUCTEMY, 0€3 Cephe3HBIX COOCB

B pabote [17].
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C yuéroMm Bcero BBIIICONMUCAHHOTO, AJIs Pa3pabOTKH cepBuca Obuia BbIOpaHa
ApXUTEKTypa «TOJICTOrO KJIHMEHTa», T.K. CaMO KJIMEHTCKOE MPUJIOKEHHUE IOJDKHO HE
TOJIBKO IIOJIy4aTh JAHHBIE W BBIBOJAWTH HUX IIOJIB30BATEIK, HO W IIPOU3BOAUTH HX
00paboTKy, YTO B CIIy4ae «TOHKOTO KJIMEHTa» TpeOoBaIo Obl OTIIPABKU ATHX JAHHBIX Ha
cepBep M, KaK CIEACTBHE, NPUBOJWIO Obl K YCIOXHEHHIO CETEBOI'O B3aUMOJIECHCTBUS
KJIMEHTCKOW U CEPBEPHOM ITPOrpamM.

1.8.2 Opranmzarus cepBepa

Ha cerogHsmHuii AeHb CYyHIECTBYET JBAa OCHOBHBIX IIOJXO0Ja K CO3JaHUIO
CEPBEPHBIX NPHUJIOKEHNN: MHOTOIIOTOYHBIA CEPBEP U MYJIBTUILICKCUPYIOLIUN CEPBEP.

KoHuenuuss MHOTOIOTOYHOTO CepBepa SBISAECTCS CaMOM MPOCTOM Kak JJIst
NOHUMAaHUA, TaK M JUI pealu3aldd: CEpBEp IOCIE NPUHATHS HOBOTO COEIWHEHHS
CO3a€T OTHEIBHBIM IOTOK, B KOTOPBIA MEPENAET IMOITYYEHHBIA COKET, U ATOT IOTOK
paboTaeT ¢ eMHCTBEHHBIM MOJKIIOYEHHEM, KOTOPOE eMy ObUIO MepeaaHo Ha CO3/IaHuU.
COOTBETCTBEHHO, C 3aKpBITUEM COKETa YHUYTOXAETCA M ITOT INOTOK. OJgHAKo C
pacnopoOCTPAHEHHEM U POCTOM CETEBBIX TEXHOJIOTHM M KOMIBIOTEPHBIX CETEW TAKOH
noaxo/1 ctajd HedPEKTHUBHBIM.

Ha CMEHY MHOT'OITIOTOYHOMY cepBepy npuILIia KOHLIETILIHS
MyJIbTUILIEKCUpYIolero cepsepa. CepBep Ha3bpIBa€TCS MYJIbTUIUIEKCUPYIOIIMM, €CIH
OH paboTaeT ¢ NPUHATHIMU KIMEHTCKMMHM COEIMHEHUSMU KaK C OJHUM Habopom
JAHHBIX. DTO MO3BOJISIET MIPOrPaMMe HE CO3/1aBaTh HOBBIM MOTOK JJIsl PA0OTHI C KaXKIbIM
HOBBIM MOJKIIOYEHHBIM KIHMEHTOM, a OXHJaTh, NOKAa OJMH M3 BCETO MHOYKECTBA
COKETOB BBI30BET MpepbhIBaHUE, 4TO OyAEeT O3HauyaTh, YTO JAHHBIA COKET TpeOyeT
BHUMAaHHUS cepBepHO porpaMmbl. [10100HBIA TOIX0 YCIOKHUI Pa3pabOTKy CETEBOM
gactu [10, HO mipu 3TOM TOBBICHIT 3(PHEKTUBHOCTH PAOOTHI ONEpAINii CETEBOrO BBOJIA-
BBIBOJIA.

A3pik  Java mommepkuBaeT 00a 1moaxoja. MHOTONMOTOYHBIM  ITOJXOT
MOJIIEP’KUBAETCSL C CaMOT0 Hauana cyuiectBoBanus si3bika — JDK Bepcun 1.0 —3a cuér
NpUCYTCTBUS B HEM makera java.net [18]. Haumnas ¢ Bepcuu 1.4, B sI3bIKE MOSBUIICS

NIO — Habop mpukIaaHbIX UHTEPPEHCOB ISl peau3aIlii BHICOKOTIPOU3BOIUTEIHHBIX
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omepanuii BBojga-BeiBoga. Co3mganue NIO mo3BONMIIO TakKe pealn30BBIBATH B S3BIKE
Java MyJbTUILUIEKCUPYIOIIHE CEPBEPHI.
VYuutbiBass BCE BBIINICONUCAHHOE, OBUIO MPHUHATO PELIEHHE HCIO0JIb30BATh

MYJIBTUILIEKCUPYIOIIUI TOAXO IIPU CO3JAHNUN CEPBEPHOU MTPOTPAMMBI.
1.9 PazpaboTka nporpaMMHOro cepBuca

1.9.1 Pa3zpaboTka ceTeBOro mpoToKoJia

CereBoil POTOKOJI JOJDKEH MPEAOCTABIATh KIMEHTCKOM M CEPBEPHOM YaCTAM
cepBrca BeCh HEOOXOMUMBIA Il pealM3alid  TIOCTaBJICHHBIX  TpeOOBaHMIA
dbynkuuonan. B xoxe paboTel ObuT pa3paboTaH MPOTOKOJ, paboTa KOTOPOTO OTpaskeHa
Ha MarpaMMe Iociaeq0BaTeIbHOCTEN, TPUBENEHHON B IPUIOKEHUHN A. 1.

OCHOBHBIM  KJIACCOM, TPEJCTABISIONIMM CETEBOM MPOTOKOJ, CTall KJacc
NetPacket. On conmepxxut B cebe nBa moss: code u data. ITose code sBisieTcs kKojxom
oTiepanuy, Ha OCHOBAHWH KOTOPOTO KJIMEHT U CepBEp NMPUHUMAIOT PEIICHUE O TOM, KaK
OHU JIOJDKHBI HMHTeprpeTupoBarh mone data. ITome data sxe mpeacraBisier coOoi
HEMOCPEICTBEHHO TepeaBacMble JaHHBIE.

Bce Bo3MOkHBIE KOJIbI OTIEpaIluii:

- ERROR — noxy4yeHHbIH MakeT npeicTaBiseT codoi coodIieHne 00 ommoke;

- FETCH_PASSWORD — monydeHHBIN TIaKeT MpeCTaBIseT cOOOW 3ampoc Ha
BBIOOPKY MapoJIsi M COJU TI0 MepejaHHOMY JIOTHHY;

- FETCH_PASSWORD_RESPONSE - monydeHHBI TakeT TMPeACTaBISCT
coboit ycrremHbIit otBeT Ha 3anpoc FETCH_PASSWORD;

-  LOGIN_SUCCESS — nosydeHHBIN MaKeT MPEICTaBIsIeT CO00M OTBET O TOM,
YTO TpOBEpKa YYETHBIX JAHHBIX TPOHJCHA YCIEIIHO M TIOJb30BaTENII MOXKHO
aBTOPHU30BATh;

-  LOGIN_RESPONSE — nosydeHHBIN TakeT MpeACTaBIIsIeT COO0H OTBET O TOM,
YTO CEpBEpP YCIEITHO aBTOPU30BaJ MOJIH30BATEIIS;

- DISCONNECT_REQUEST — mnonydeHHBIH mMakeT MPEACTaBIsET COOOi
3ampoc Ha 3akpbiThe Tekymiero coeauHeHus ¢ CYBJl (mpu sToM coenuHEHUE ¢

CEpPBEPHOM MPOrpaMMOil HE 3aKPbIBAETCS);
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- SQL_QUERY — mosyueHHBIN makeT mpencraBisieT coboit SQL-3ampoc mms
nony4yenus pesyibrara (ResultSet);

- SQL_RESPONSE — mnosydeHHBIH MakeT MNPEACTaBIACT COOON yCHENTHBIN
orBeT Ha SQL_QUERY;

-  SQL_UPDATE_TABLE — monydeHHBIM MakeT mpeacTaBiser coboit SQL-
3anpoc Ha OOHOBJICHHUE TAOJIUIIBL;

-  SQL_UPDATE_BATCH — momydeHHBIH MakeT mpeactaBiser coboit SQL-
3anpoc Ha (opmMupoBaHME U UCHOJHEHHME ykazaHHoro SQL-3ampoca B Buje makera
3aMpoCoB;

-  SQL_UPDATE_RESPONSE - mnomy4eHHBII TakeT TMpeACTaBIseT CoO0M
ycnemHbii otBeT Ha SQL_UPDATE _TABLE wim SQL_UPDATE_BATCH.

1.9.2 TIpoexTupoBanue 0a3pl JAHHBIX

st pazpabotku ctpyktypsl BJl ncnons3oBanace ER-Mozensb, cooTBeTCTBYIOMAS
metonoioruu IDEF1X. IDEF1X sBasercs meTogom aiis pa3paboTku penssuuoHHbIX bJ]
¥ WUCTOJBb3YeT YCIOBHBIM CHHTAaKCHUC, CHEIHAIbHO pa3pabOoTaHHBINA I MOCTPOCHUS
KOHLIENITYaJIbHOM CXE€Mbl CTPYKTYPbI JTaHHBIX, HE3aBUCUMOU OT KOHEYHOM peaIn3aluu
0a3bl JaHHBIX U anmnapartHoi miatdopmbl. OcHOBHBIMU 3neMeHTamu Moaenu IDEF1X
SIBJISIFOTCSI CYIIIHOCTH, aTpUOYTHl U OTHOIICHHUSI.

ER-Momens (Monenb «CYIIHOCTH-CBS3BY») —MOJENb JaHHBIX, IO3BOJISIOIIAS
onucaTh JaHHbIE MPEAMETHON 00JIaCTH C TOMOIIBIO CYLITHOCTEN U CBA3EH MEXKIy HUMH.
B 910 Mozienu 1aHHBIX aTpUOYTHI SBIISIOTCS YaCThIO CYIITHOCTEH, a CBSI3U MPEACTABISAIOT
c000i OTHOIICHHE HECKOIBKUX CYIIHOCTEH.

Jlis ompeneneHus SK3eMITIsIpa CYIIHOCTH B MOJEIN HCIIOJIB3YIOTCS TIEpBUYHBIC
kioud. [lepBUYHBIA K04 — 3TO aTpuOyT WM Tpymnmna aTpuOyTOB, OJHO3HAYHO
UACHTU(UIIUPYIONIAsT DK3EMIUIAP CYIIHOCTH. Takke, B OJHOM CYIIHOCTH MOTYT
OKa3aThCsl HECKOJHKO aTpUOYTOB WM HAOOpOB aTpuOYTOB, MPETEHAYIOIMIMX HA POJIb
MEePBUYHOTO Kito4Ya. Takue MPEeTeHICHTHI Ha3bIBAIOTCS MOTEHIUATBLHBIMHU KITIOYaMHU.
AJbTepHATUBHBIA KJIFOY — 3TO MOTEHIMAIbHBIN KIII0Y, HE CTaBIIMi mepBUYHbIM [19].
OpnHa CyITHOCTh MOXKET MUMETh HECKOJBKO aJbTEPHATUBHBIX KITIOUYEH, HO MEPBUYHBIN

KJIIOY MOKET OBITh BCE€raa TOJIBKO OJWH.
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CymiecTByeT Tpu TuIa CBs3eil: WACHTUPHUIMPYIOIIAs CBSA3b "OJAWH KO MHOTHM'",
CBs3b "MHOTHE KO MHOTMM" W HeuAeHTU(uuupyoomas cBsi3b "onuH ko MHorum". C
TUTIAMU CBSI3el CBSI3BIBAIOT U PA3JIMYHbBIC THUIIBI CYIIHOCTEH.

Pa3nuuaroT nBa TMHA CYUIHOCTEM: 3aBUCHMbBIE M HE3aBUCHMbIE. THI CyIIHOCTH
OMpENENsieTCs €€ CBA3BI0 C JPYTUMU CYIHOCTSAMU. HWneHtudunupyromas cBs3b
YCTAaHABJIMBACTCS MEXJIy HE3aBUCUMOW M 3aBUCUMOM CYIIHOCTAMH. OK3EMILIAP
3aBUCUMOI CYIIHOCTH OIPEAENIAETCS TOJIBKO 4Yepe3 OTHOIICHHE K POAUTEIbCKOMN
cymrHoctu [19].

Heunentudummpyromass CBSI3b  CIYKUT JUIsI  CBSI3BIBAHHMS  HE3aBHCHMBIX
CYIIHOCTEM.

CBsi3b "MHOTHE KO MHOTUM'" MOKET OBITh CO3/I1aHa TOJIBKO Ha YPOBHE JIOTHYECKOM
MOJEIIH.

JlnarpaMMa «CyIHOCTb-CBSI3b» — rpaduyeckoe npejacraBienue (quarpamma) ER-
MOJIEIIN.

Jlornyeckas u (Qu3mveckas MOJEIU, CO3JaHHbIE B XOJ€ [JaHHOW padoTHI,
IPUBEJICHBI B MPUIOKEHUAX A.2 U A.3 COOTBETCTBEHHO.

Users — tabnuiia, xpansinas “HGOPMAIMIO O MoJb30BaTeNs X. E€ cTONOIbL:

user_ID — unentudukarop nmosp3oBareis B b/I, sBIsSeTCS TIIaBHBIM KIIFOUOM;
- login — noruH monbp30BaTENs, SIBISIETCS aJbTEPHATHBHBIM KITFOUOM;

- pwd — X311 MapoJist MOJIb30BaTENS;

- salt — conb I X3MIUPOBAHUS APOJIS;

- name — uMs MoJIL30BaTENS;

- Sname — gamMuIHs MOJIb30BaTEIIs;

- pname — oT4eCTBO IOJIL30BATECIIA,

role — posib mosp30Batest (A AMUHUCTPATOP, YUUTEIh, O0YIAIOLTHIACS).
IIpumedanue — B pa3zpabaTbIBAEMOM CEPBUCE HE MPENYCMOTPEHA POJb AJI POJIUTENEH
oOyyJaromuxcs, T.K. QYHKIIHOHAIBHO 3Ta POJIb COBIAJIaeT C POJIbIO 00yJaromerocs.
Classes — tabmwuia, xpansias nHGOpMAIHio 00 yaeOHbIX 3aHATHSIX. E€ cTOMOMIB:
- class — nasBanue knacca;

- subject — na3zBanue npeamera;
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- teacher_ID — wuaeHTHdUKATOp YyuUWTElNs; SBISETCS BHEIIHHM KIIOYOM Ha

cronbery User_ID tabGmuirer USErs;

- entry_ID — uaeHTH()HUKATOP 3aIIUCH, SIBISETCA TJIABHBIM KITIOUYOM.

Taxxe B TaOIMIle MMEETCS COCTABHOM KIIIOY, COCTOSIIUN M3 cToyOmoB class,

subject u teacher_ID.

Student_info — Tabnwma, xpaHsmas wHpopManuioo 00 oOydaromuxcs. EE

CTOJIOLIBI:

- student_ID — mnenTudukaTop 00yJaromerocs, SBISETCS BHEIITHUM KITFOYOM

Ha ctosioer user |D TaGauiipl USErs u IiIaBHBIM KIIFOYOM TaOJIHUIIbL;

- class — na3Banme Kiacca.

Homework — rtabmuna, xpansiias uHGOpPMAaNWI0O O JoMallHeM 3agaHuu. Eé

CTOJIOIIBI:

- class — Ha3Banue Kiacca;

- subject — na3Banue npeamera;

- hw_date — cpok (maTa), K KOTOPOMY HY>KHO BBITIOJIHHTB JOMAIIIHEE 3a/1aHuUE;
- homework — cobcTBeHHO OMaIIHEE 3aJaHHUE;

- entry_ID — unentuduxaTop 3anucH, siBISICTCS TIIABHBIM KITFOUOM.

Taxxe B TaOIuIle MMEETCs COCTABHOM KIIIOY, COCTOSIIMN u3 cToyionoB class,

subject u hw_date.

Marks — Tabmuiia, xpassmas HHGopMaluio 00 oneHkax. E€é cTomOmum:

- student_ID — uaeHTHHKATOP 00YyYArOIIErocs, SABISCTCS BHEUTHUM KIIFOUOM

Ha crojoerr User ID TaGmuiibr USErs;

- subject — mazBanue npeamera;

- m_date — gara BeICTaBIICHHUS OLICHKH;

- mark — coOCTBEHHO OLIEHKA;

- entry_ID — unentudukaTop 3aKCH, SBISETCS TIaBHBIM KIIFOUOM.
1.9.3 Pa3zpaboTka rpaduueckoro nuHTepdeiica

I'paduueckuit  wHTEpdehc JOMKEH TMPEAOCTaBIATh BO3MOXXHOCTH  JIJIS
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B3aMMOJEHUCTBUSA C KIMEHTCKOW NPOrpaMMOM B COOTBETCTBHM C JHArpaMMOU
MPELEACHTOB, IPUBEAEHHON B IPUIIOKEHUH A 4.

I'padmyeckuii nHTEPPEIC COCTOUT U3 pa3HBIX OKOH, HAa3bIBaEMBIX (popMamu, U
AJIEMEHTOB ynpaBiaeHus. Kaxaplid 3JeMEHT yIpaBieHus WIM Kaxnaas Qopma
UCIIOJIHAOT KOHKPETHYIO 3aJady, II03BOJISAS IIOJIB30BATEIK B3aMMOJEHCTBOBATH C
KJIMEHTCKOM ITPOrPpaMMOM.

LoginForm — ¢opma, mo3BoJIstoIIast MOJIL30BATEII0 AaBTOPH30BATHCS B CUCTEME.

AdminForm — ¢opma, mpencraBisomias TJIABHOE OKHO  IOJIb30BATEIIS-
aAMUHUCTpPATOPA.

TeacherForm — gopwma, mpencraisionias ri1aBHOC OKHO MOJIB30BATEIISA-YIUTEIIS.

StudentForm — (¢opma, mpencTaBisAONIas TJIABHOE OKHO  IOJIb30BATEIIs-

00yyJaroIerocs.

Bce IMOCJICAYIOIINMC OKHA ABJLIIOTCA AUAJIOIOBBIMH, TO €CTh, IIPUHAAJICIKAT OHHOﬁ

13 BBIIICTIEPEUUCICHHBIX (POPM.

usersFrame — oxno, mpeacTaBistomiee GopMmy pabOTBI ¢ TaOIMIIEH
MOJIb30BATEIICH.

studentsFrame — oxuo, mpenacrasisiomiee GopMy paboTBl ¢ TaOIUIEH
00yJaroImmxcs.

subjectsFrame — okHo, mpezacrapistomee Gopmy paboThl ¢ TabHIeH y4eOHBIX
3aHSTHM.

userskrame — okHo, mpeacraBistomee QGopmy paboTel ¢ TabIuUIEH
I10JI30BATEIICH.

addUserDialog — aquamoroBoe oKHO 17151 10OaBIIEHHUS OJIb30BATEIIS.

addSubjectDialog — nawamoroBoe OKHO i J00aBICHHS HOBOIO Y4eOHOTO
3aHATHSL.

changePwdDialog ¢opmer AdminForm — auamoroBoe OKHO [JIs1 H3MEHCHHS
mapoyis  CyIIeCTBYIOIIEro rmojb3oBaTens. Takxke, B dopme WorkForm ecthb
OJHOMMEHHOE JTUAIOTOBOE OKHO /ISl M3MEHEHHS MapoJisi TEKYIIEro aBTOPU30BaHHOIO

IMOJIB30BATCIIA.
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hwFrame ¢opmer TeacherForm — okHo, mpexacraBisioniee ¢GopMy pabOTHI C
TAOJMIICH TOMAITHETO 3aJJaHus JUTsl TI0JIh30BaTEIISI-YIUTEIIA.

mFrame ¢opmer TeacherForm — okno, mpexacraBistomee Gopmy padOTBI C
TaOIUIEH OLEHOK M Y4€Ta MOCEIAEMOCTH JJIs TTOJIb30BATEIS-YIUTEIS.

chooseClassSubjectDialog — nuanoroBoe okHO ajisi BEIOOpaA Kilacca M IpeaMeTa,
JUTS KOTOPBIX TPeOYeTCsl BEIBECTH TAOJIUILY OIEHOK M YU€Ta OCEIaeMOCTH.

hwFrame d¢opmer StudentForm — oxno, mpencrapistoniee GopMy padOTBI C
TaOJUIEH TOMAIITHETO 3aJaHus IS TIOJIB30BaTENISI-00yIarOIIerocs.

mFrame d¢opmer StudentForm — okHo, mpencraBisioniee ¢GopMy padOTHI C
TaOIUIEH OIEHOK M Y4€Ta MOCEIAaeMOCTH ISl TTOJIb30BaTESI-00yIaroIerocs.

I'paduueckuit unTepdeiic pa3zpaboTaHHBIX OKOH M (OpPM TMPEACTaBICH Ha

pucynkax 1.17-1.22.

Moxanyicta, aBTopU3NpynTECh

NorwuH

Maponb

MoAKNHHHTECA

Pucynok 1.17 — ¢popma LoginForm

H3meHnTs

BRIiTH 3 CHCTEMbI St Bbl Bownu kak Admin

W3MEHNTL CNHCOK NONb30BaTeneH
W3MEeHNTL CMCOK NpeaMeTos

HM3MEHHTL CIMCKH Y4EHUKOB

Pucynok 1.18 — ¢popma AdminForm
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[/ Norux Maponk Conk Wma Damunus OTuecTBo Ponb

1 Admin DBISAB3IEF17B3... [B35ADB3259871... |Admin AQMUHWCTPATOP

3 [Teacher 0D27588BCB331... |3CEACDBBCDGE. .| Teacher Teacher Teacher YuuTens
Student BODFO556404A6... [658A1DACCC4T7... |Student Student Student OGyuamwmuica

[06aBHTEL NoNL3oBaTens |

4

WA zanucn | WA yuutena |
3

Damunua ‘ Wma ‘ Oryectso | Knace
|Teacher |Teacher |Teacher [114

Pucynok 1.19 — okno usersFrame

MoATBEPANTE HIMEHEHHS

‘ Mpegmer

|AnreGpa

NobaBuTh 3anuch

Mapone

Moerop naponA

Ne Qokym.

Tloonucsy

Jlama

Pucynox 1.20 — okno subjectsFrame

Pucynox 1.21 — nuanorosoe okHo changePwdDialog

ToATBEPAMTE HIMEHEHHA

MogreepOnTe

1ry1.090301.11 001 113

Jlucm

35




1.22.

|£| Cozaats nonezosatena

DamMHUnua

Hma

Omyecteo

Noruk

Mapons

Moetop naponAa

Ponb

OGyqarwmnica |~

MogteepOnTs

Pucynok 1.22 — nnanorosoe oxHo addUserDialog

BI/II[ )51 HHSaﬁH OCTAaJIbHBIX OKOH aHaJIOTM4YCH HpI/IBe,Z[éHHBIM Ha PpHUCYHKax 1.17-

1.10 Onucanue NporpaMMHOIO CepBUCa

1.10.1 PykoBoaCTBO MOJIb30BATENS

1.10.1.1 Mcnonp3oBaHue BCioMOTaTeIbHOM Tporpammsel «Dblnity

Ilepen

Ha4dyaJloM

paboTHhI

MIPOrPaAMMHOTO cepBuca

HEO00XO0IMMO

uHumanusuposats bJ[. Jlns sroro Oblma co3gaHa BCmomoraTenbHash Iporpamma

«DblInit». IIpenmomaraercs, 9ro 1o e€ 3amycka yxke MpeaBapUTEIbHO YCTAaHOBICH U

HactpoeH cepBep CYB]] MySQL. TlporpamMma 3amyckaeTcsi u3 KOHCOJIHM, Ha 3aIyCKe en

JOJDKHBI OBITh TIE€pelaHbl NapamMeTpbl KOMaHAHOW cTpoku. IlepBbiii mapamerp —

Ha3BaHUE co3JaBaeMoil 0a3bl MaHHBIX, BTOopoil — nopT cepBepa CYB/I. Tlocne 3amycka

porpaMMa BBIBEAET HA 3KpPaH MNPUIVIAIIEHHWE HA BBOJ IApOJIS IMOJb30BATENS «FO0D».

Ecmu Bce HCO6XOJII/IMBI€ JaHHBIC BBCICHBLI IIPABHUIILHO, IMPOTpaMMa BBIBCACT HA 3KpaH

cooOrieHre 00 yCIenHoM 3aBeplIeHHH. B cilydae BOSHMKHOBEHHWS OIIMOKUA Ha DKpaH

OyneT BBIBEJICHA TpacCHUpoBKa crTeka. [lpuMep ycmemrHoro 3aBeplICHHS TaHHOM

porpamMMBbl IPUBEEH HA pUCyHKe 1.23.

Hsm.

Jlucm

Ne dokym.

Tloonucsy

Jlama

1ry1.090301.11 001 113

Jlucm

36




E¥ Windows PowerShell - a X

PS D:\JlabopaTopHbie paboTui\Diplom\DbInit\dist> java dbinit.jar diplom 6000
BeeanTe napons nonb3oBaTensa root:

Fasa AaHHLIX YCMEWHO CO3AaHa
PS D:\JlabopaTtoptbie paboTe\Diplom\DbInit\dist>

Pucynok 1.23 — ycniemnnast uauimanuzanus b1

PesynbraTom paboTel mporpamMmbl sBisieTcsl co3gaHHas bJl, B koTopoii
3aperHCTPUpOBaHa YUETHAS 3alMCh aJMHHHCTpPATOpa ¢ JJOTHHOM W maposieM «Adminy.
[Tpu >xenaHuu, aAIMUHUACTPATOP 3aTEM MOXKET YJATHUTh ATy YUETHYIO 3aIHCh.

1.10.1.2 3anyck cepBepa

[Tocne nantmamm3armu bJl, TpeOyeTcs 3amycTUTh CepBEpHYIO Tporpammy. Jlis
KOPPEKTHOTO  3allyCKa CEpPBEpPHOW MpOrpaMMbl HEOOXOIMMO  CO34aTh  (aiii
KOHpUTYpallM U XpaHwiuiie ceptudukatoB OezomacHoctH. Daitn koHdurypanuu
JI0JDKEH Has3bIBaThCs «SCONTig.cfg» 1 3amaBaTh ciaeayromye 3HaUCHUS:

- port — mopt, Ha KOTOpoM OyneTr paboTarh CEepBEp, €CIU HE 3aJaH, TO IO
YMOJIYaHHIO MIpOrpaMma 3aIrycTurcst Ha nopte 3333;

- dbport — nopt cepsepa CYB/I;

- dbname — nasBanue B/I, ¢ koTopoii OyaeT padoTaTh MporpamMma;

- keystorepwd — maposib XxpaHuiunIna cepTuhUKaTOB OE30MACHOCTH;

- keypwd — mapo:p kiro4a B XpaHUIUIIIE.

JIist co3maHusl XpaHWIina cepTudukatoB Oe3omacHocTH (Keystore) tpeOyercs
yrunuta «keytool», koropas Bxoaut B coctaB JDK. C 3To#t yTrinTol HE0OXOAMMO
BBITMOJIHUTD CJICAYIOIIHME ICHCTBUS B YKa3aHHOM TOPSIKE:

a) OTKpPBITh OT MMCHH aMHUHUCTPATOpa KOMAaHIHBIA WHTEPIPETATOP B TAIKE C
yCTaHOBJICHHON yTHIHTOM «Keytooly;

0) BemosHUTH KOMaHIy «keytool -genkey -keyalg RSA -alias <wuasBanme>
-keystore KeyStore.jks», roe <na3Banue> — Ha3BaHHE CO3AaBACMOM 3aITHCH;

B) CJICIOBATh MHCTPYKIUSAM Ha dKpaHe MPHU CO3JTaHUU KITIOUYCH, PH 3TOM ITapOoJIn

XPaHWIUIIA U 3aMTMCH JOJKHBI OBITh TEMH, YTO YKa3aHbI B (ailie KOHPUTryparuu;
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I') BBIIOJHUTH KoMmaHmy «keytool -export -alias <mnasBanume> -keystore
KeyStore.jks -file <BeixomHo#i ¢aiin>», rae <HazBaHWe> — Ha3BaHUe U3 mara 0), a
<BBIXOJHOM (paiiia> — uMs BBIXOJHOTO (haiina;

I') BBIIOJHUTH KoMmaHay «keytool -export -alias <mnasBanme> -keystore
KeyStore.jks -file <pixomHoii daitr>», rae <Ha3BaHHe> — Ha3BaHUC W3 Iara 0), a
<BBIXOJHOW (paiia> — uMs BBIXOJHOTO (haiina;

1) CJea0BaTh HHCTPYKITUSAM Ha SKpaHe;

¢) BbIIOIHUTH KoMaHay «keytool -import -file <¢aiir> -alias <uassanue>
-keystore truststore.jts», roe <Ha3BaHwe> — Ha3BaHHE M3 Iara 0), a <daiir> — uMms
BBIXOJHOTO (haiisia U3 1ara r);

) CIIe0BaTh MHCTPYKIUSAM Ha SKpaHe.

[Tomyuennsie ¢ainbr «sconfig.cfgy u «KeyStore.jks» HeoOX0aMMO COXpaHHTH B
mamnke «resources», HaxXoJsIIeHCss B TOW e TamKe, B KOTOPOH XpaHWTCS Iamka ¢
UCTIONHSAEMBIM (ail;loM CEepBEpPHON MPOrpaMMbl, T.€. €CJIM CEepBepHas IMporpaMma
pacnojioxeHa, Hanpumep, o nmytu «D:\Server\bin», To ykazaHHbIe (ailyibl JOKHBI
obITh B manke «D:\Server\resourcesy.

Eciu Bce BBIIICIIEPEUNCIICHHBIC JACHCTBHS BBIOJHECHBI IPABHIBHO, TO MOYKHO
3alycKaTh CepBep KOMaHOW «java -jar Server.jar» w3 KOMaHIHOTO HWHTEPIPETaTopa.
[Ipu »TomM HeoOxomumo, YTOOBI CcepBepHas Mporpamma paboTaga Ha TOM XKe
koMmrbtoTepe, uto u cepBep CYB/I. Ecnu ommbok He BO3HUKIIO, MPOTpaMMa BBIBEJIET Ha

9KpaH coOOIIeHNE 0 Hayayie paboThl, Kak MOKa3aHO Ha pUCyHKe 1.24.

| E¥ Windows PowerShell

PS D:\JlabopaTtopHeie paboTw’\Diplom\Serveridist> java Server. jar
CepBep 3anyweH

maa 20, 2023 3:03:30 PM server.
INFO: CepBep 3anyileH Ha nopte 3

ver main )
. Baza padHeix: diplom, nmopT C¥BA: 6000

=]

=
33

S
3

Pucynox 1.24 — ycniensblii 3a1myck cepBepHOI MpOrpaMMbl

1.10.1.3 PaGoTa ¢ KIIMEHTCKOM MpOoTrpaMMoit
Jlns paboThl € KJIMEHTCKOM TporpaMMoi HEOOXOAMMO HUMETh KOPPEKTHO

HAaCTPOCHHBIN (aiin KoHpuryparuu u (paili XpaHUIUIA JOBEPEHHBIX CEPTU(DUKATOB.

daiin XpaHWIHMIIA JOBEPEHHBIX cepTudukaTtoB — 910 (ain  «truststore.jtsy,
Jlucm
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nonyuyeHHbl B momnmyHkre 1.10.1.2. ®aiin koHurypamuu [JOHKEH Ha3bIBaThCS
«config.cfg» u 3agaBarh ciemyromnye 3HaYCHNUS:

- address — agpec KOMITBIOTEpPA, HA KOTOPOM 3aIlyllieHa cepBepHasi MPorpaMMma,
MOXKET ObITh KaK |P-agpecoM, Tak 1 CHMBOJIbHBIM UMEHEM YIAJIEHHOTO KOMITBIOTEPA;

- serverport — mopT, Ha KOTOPOM CIIyILIAeT COEINHEHUsI CEPBEPHAs IporpaMmma,

CCJIK HC 3alaH, TO 110 YMOJYAaHUIO IIpOorpaMmMa IMIpUuHUMACT 3TO 3HAYCHHUC PaBHBIM 3333,

- truststorepwd — maposib OT XpaHUIUINA TOBEPEHHBIX CEPTUPHKATOB;

- keypwd — mapoup Kir04Ya B XpaHWIHIIE.

[Ipennonaraercs, 4rto 3TH (haiiabsl OyAyT JOCTABIEHBI MOJIb30BATENSAM BMECTE C
camoii mporpamMMoil. TpeboBaHUsl K pacHoOJOKEHUIO ATHX (alIoB Te XKe, YTO U AJiA
CEpPBEPHOM ITPOTrPAMMBL.

IlosiBIeHME OKHa aBTOPU3aLMH, NMPEICTABIECHHOTO Ha pucyHke 1.17, o3Hawaer
yCIIEITHOE MOJKIIIOUEHUE K cepBepy. B ciyuae ommOKM MOAKIIOUEHUs, Mporpamma
BBIBEJET JAMAJIOTOBOE OKHO C MPEIIOKECHUEM MEPETNONKIIOYUTECS K CEpBEpPY, Kak

MOKa3aHo Ha pucyHke 1.25.

DwnBra >

® He ynanock NoOOKNHYHTECA K CEDBEDY.
MonpoboBars eweé pas?

Na Her

Pucynox 1.25 — quanoroBoe OKHO TPy OITHOKE TTOAKITIOYCHUS K CEPBEPY

B cnyuae uHOM ommOKu, mporpaMma 3aBepIIMT paboTy, a TpacCUpPOBKa CTEKa
Oyner 3amucana B (ailsn )KypHaa.

[locne mosBieHuss QOpMBI  aBTOpU3AIMHU, TOJB30BATENI0  HEOOXOIUMO
ABTOPU30BATHCS C MOMOILLUBI0 M3BECTHBIX €My JIOTUHA W Napojs, a 3aTeM CJIeAOBaTh
VHCTPYKIMH IJIS1 COOTBETCTBYIOILEH POJIH.

1.10.1.4 PykoBOACTBO MOJIb30BATENS
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['maBHass ¢opma agmMuHHCTpaTOpa mpenacTaBieHa Ha pucyHke 1.18. Ha neit
Mpe/CTaBICHbl KOMAaHJIHbIE KHOIKH pOJM, a Takke oOmme KHOMKM «Boity u3
cUCTEMBI» U «I3MEHHUTH MTapoJIby.

Haxatne kHOmKM «BBIATH W3 CHUCTEMBI» OTHPABAT HA CEPBEP KOMaHAY, IO
KOTOpO# TOT 3aKkpoeT coenuHenne ¢ CYDB/I, cBA3aHHOE ¢ TEKYIIHUM MOJIb30BATENIEM, T.€.
(akTHyeCcKu MPOU30MAET oTMEeHa aBTopu3aluu. OJIHAKO, HA)KaTUE JAHHON KHOIKU HE
OTKJIIOYUT II0Jb30BaTENsl OT CEpBEpa OKOHYATENbHO, T.K. €ro BEpHET Ha ITal
aBTOpH3ALUH.

Knonka «M3mMeHHTh mnaponap» BBIBEAET IOJB30BATENI0 JUAJIOTOBOE OKHO,
MoKa3aHHOe Ha pUcyHke 1.26. B 3TOM AMaTOroBOM OKHE MOJIb30BATENIO MOTpEeOyeTCs
BBECTU €ro TEKYLIUH MapoJib, KOTOPBIA Janee OyIeT MpOBEpEH, Kak MpHU MHpPOLEeaype
aBTOpU3allMM, W HOBBIM IIaposb JBa pasza. Haxarne Ha kHOmKy «IloarBepauts»
3aIlyCTUT MPOLEAYPY CMEHBI Maposiss. Eciy mpoBepka TEKYIIEro mnapoJisi nponaeHa
YCHEIIHO, TO TIpOrpaMMa M3MEHSET Napojb Ui TEKYIIEro aBTOPU30BAHHOIO
MoJib30BaTeNsl HenocpeAcTBeHHO B bJI. B ciydae kakoi-mub0 OMIMOKHM MOJIb30BATENIO
OyzleT BBIBEJICHO COOOIIEHNE O COOTBETCTBYIOIIEH OIIMOKE.

OO6uue KHOMKY (PYHKIIMOHUPYIOT OJUHAKOBO JIJIsI BCEX POJICH.

[£:] MzmenuTe napone >l

TekyWHA Napons || |

HoBwii napons | |

MoeTop HOBOTO Napona | i

MogreepOuTs

Pucynok 1.26 — Jlnanorosoe okHo changePwdDialog

Knonka «V/3MEeHUTH CHHCOK TMOJIB30BATENEH» IIO3BOJSET AJMUHUCTPATOPY
CHavaJia MPOCMOTPETh TEKYIIIEE COJCPKAHUE TaOJHUIIBI TI0JIb30BaTenel (USErs), a 3aTtem
W3MEHUTh €ro, MPH HEOOXOJUMOCTH. IJTO TPOUCXOJUT B OKHE, MPUBEIEHHOM Ha

pucynke 1.19. JloGaBneHue moJib30Bareiiss MNPOUCXOAUT B JUAJIOTOBOM  OKHE,
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MPEJCTABIICHHOM Ha puUCYHKE 1.22. DTO OKHO MOSBISIETCS MO HAXATHUIO KHOMKHU
«Jlo6aBUTH MONIB30BATEISD» B OKHE USErsFrame min KOHTEKCTHOTO MEHIO, BEI3bIBAEMOTO
MIETYKOM TMPaBOM KHOMKOW MbIMK 10 Tabiuie. Takxke, B 3TOM KOHTEKCTHOM MEHIO
MPEIYCMOTPEHBI KHOMKHA «Y JAINTh TOJb30Bareisi» U «M3menuts mapone». IlepBas
KHOIIKA yJaJisieT 3aluch O BBIOPAHHOM IOJIb30BaTelNe, BTOpask OTKPBHIBAET JIMAJIOTOBOE
OKHO JJISI CMEHBI Mapojs, KaK NOKa3aHO Ha pucyHke 1.21. DTo OKHO MO3BONSET
M3MEHUTh TapoJib BEIOpAHHOMY MOJib30BaTent0. OHAKO, BCE CJlIeNIaHHbIC U3MEHEHUS
JokaiabHel U He oTpaxkeHbsl B BJI. Jlna duxcanum n3MeHeHHiI HEOOXOAMMO HaXaTh
kHonKy «IloaTBepauTh M3MEHEHUs», MOCIE Yero mnporpammoil Oyaer chopMupoBaH
3anpoc Ha OOHOBJIEHME YyKa3aHHOW TaONMIbl M OTIpaBiIeH Ha cepBep. B ciyuae
YCHEIIHOTO MPUMEHEHUS] U3MEHEHUM, M0JIb30BaTEIh YBUAUT OOHOBIEHHYIO TAOJHILY C
cepsepa b/l, a B cimyyae omMOKH — MOJIYYUT COOTBETCTBYIOLIEE YBEIOMIICHUE.

JIns OCTanbHBIX POJEH M OKOH IOCJIENOBATEIBHOCTh JEWCTBUN aHAJIOTMYHA
OMHCAHHOW BBINIE C YYETOM CHEHU(PUKA 00JIACTU TPUMEHEHHUS COOTBETCTBYIOIIEH
TaOJIUIIBI.

[Tonbp3oBaTenu MOMKHBI TIOMHHTH, YTO HE BCE TMOJS TaOJIWIl OHU HMMEIOT
BO3MOXKHOCTh HM3MEHUTh. OOydaromuecs: ke MOTYT TOJbKO MPOCMATpUBaTh JaHHbIE,
T.€. OHU BOOOIIIE HE MOTYT BHOCHUTH M3MeHeHus B b1,

[TockonpKy poJib POAUTENI HE IPEAYCMOTPEHA apXUTEKTYPOM CEpBHUCA, ITY POJIb
MOXET UCTOJHATH POJb O0ydarouierocs, T.K. ¢ TOYKH 3pEHUs] TMPUKIATHON 00y1acTH,

OHH (HYYHKITMOHATBHO MJICHTUYIHBI.
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2 Oxpana Tpyaa

2.1 AHaiu3 HeraTuBHbIX (AKTOPOB, BO3/IEHCTBYIIUX HA OollepaTopa

II9BM u cnioco0bI X yCTPaHeHHUS

PaboTa ¢ BBIUMCINUTENBHON TEXHUKOW, COBEPIIAETCS B YCIOBHUSAX OTPAaHUYECHHON
NOJABMKHOCTU, C JUIMTENBHBIM CTATUYECKHM MBIIIEYHBIM HampsbKeHUuEM. Takxke
MIPOUCXOJHUT NEPEHANPSKEHUE 3PUTENBHBIX OpraHoB. Bo3elicTBre Ha YEIOBEKa BhIIIE
yYKa3aHHBIX HEOJAronpusiTHbIX (PaKTOPOB MPUBOJIUT K CHIIKEHHUIO pabOTOCIIOCOOHOCTH,
NEPEYTOMJICHUIO U TICUXOJIOTMYECKOMY pa3/IpaXXEHUIO, TMOSABICHUIO (DU3NYECKUX
HEJIOMOTaHus, O0IIEH yCTalOCTH.

JInsi CHU>KEHUSI BPEHOTO BO3JICUCTBUSL BEIYMCIUTEILHON TEXHUKN HA YEJIOBEKA,
BAXXHO COOJIIOAaTh psAn mpaBui ucnoiibzoBaHus [I9BM. OcHOBHBIMH, W3 KOTOPBIX
SABJISIFOTCSL:

- MpaBWJIbHAas OpraHu3aIus pabovyero MecTa;

- OCBEILLEHHOCTh pabOyYero MecTa;

- coOJroZieHHe MpaBuIl AJIEKTPOOE30M1aCHOCTH;

- CcoOr0IeHNE MPaBUJI OKAPHOU 0€30MacHOCTH:

- PEXUM TpyJa U OTIbIXA.

2.1.1 O6opynoBanue pabodero Mecra

Huxe npeacraBieHbl OCHOBHbIE TPeOOBaHUS, KOTOPBIM JIOJKHO YIOBIETBOPSIThH
pabouee MecTo:

- paccTosiHUE OT IJIa3 JI0 PKpaHa JOHKHO ObITh B pesenax 600 - 700 mwm;

- MOHHUTOpP JOJKEH pacmojiaraThCsi HIXKE YpPOBHA TJia3. YTroll MEXIy
HalpaBJICHUEM NPU B3IJISAE NPsIMO M HANpPaBICHUEM HA LEHTP HKpaHa JOJDKEH
coctaBiATh 10-15 rpanycos;

- pabouuii CTOJN JOJKEH PEeryJIMpoBaThCs MO BhicOoTe B mpeaenax 680 - 800 mwm,
MIPU OTCYTCTBUU TaKOl BOBMOKHOCTH €T0 BbICOTA JI0JKHA COCTABIISATh 725MM;

- KJABHATypy CJEAYET paclojiaraTb Ha IMOBEPXHOCTH CTOJA HA PACCTOSHHUU

100-300 MM oT Kpas, OOpaIleHHOTO K TIOJB30BATCIIO, WM Ha CHEIUaIbHON
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peryaupyeMoil 10 BBICOTE pabouell MOBEPXHOCTH,

CTOJICIITHHUIIBI,

OTIEJICHHOW OT OCHOBHOU

pabouuii CTOJN JOJKEH UMETh MPOCTPAHCTBO JIJIsl HOT BhICOTOM HE MeHee 600

MM, TJIyOUHOHN Ha ypoBHE KoJieH — He MeHee 450 MM U Ha ypOBHE BBITSHYTHIX HOT — HE

MeHee 650 MMm.

YKa3aHHBIM TPEOOBAHUSIM.

600 - 700

Y

A

15°

450 )

680 - 800

650 >

20°

400

Pucynok 2.1 — Opranuzanus pabodero mecra

Ha pucynke 2.1 uzo0pakeHa opraHu3anus pabouyero Mecra, KoTopasi OTBeYaeT

PabGouee mecto ¢ mucmiieeM JOKHO OOECIEYMBATH OMEPATOPY BO3MOMXKHOCTH

y1106HOI‘O BBIITOJIHCHU A pa60T B ITOJIOKCHHWH CHUOA 1 HC CO34aBaTh IICPCTPY3KH KOCTHO-

MBIIIIEYHOU CUCTEMBI.

nmpaBWIbHAs Mocajaka nojs3opatens [[19BM, nzodpaxxéHHas Ha pucyHke 2.2

[Ipu mpaBuIbHO OpraHW30BaHHOM pabodyeM MecTe JJOHKHA 00ecTeunBaThCs

Hsm.

Jlucm

Ne dokym.

Tloonucsy

Jlama
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Pucynoxk 2.2 — IIpaBunbHas nocaaka 3a I11K

[Tocanka nomxHa 0OecTieunBaTh BHIMOIHEHNUE CIEIYIOMINX YCIOBHIA:

- 3aIsICThs JOJDKHBI HAXOAUTHCSA B IPSIMOM TOJIOKEHUH;

- IJIEYM HaXOAATCS B pacciiabJI€HHOM COCTOSIHUY;

- JIOKTH JOJDKHBI MOJHOCTBIO JIEXKATh HA CTOJIE, HE CBUCAs M PacIoyaraTbCs
NEPIeHIUKYISAPHO MOy (Yrod B JIOKTEBBIX CycTaBax JObkeH coctaBisaTh 90-100
IPaaycoB).

2.1.2 OcBenieHHOCTH paboyero Mecra

HopMmbl OCBEIIEHHOCTH YCTaHABIMBAIOT C YYETOM XapaKTepa BBIMOJIHAEMOMN
paboThl, MecTa U noBepxHocTu. [t mynsToB DBM 1 nuciieeB — KOMOMHUPOBAHHOE
ocsenicHue He MeHee 400 Jrokc, a oomiee ocBenieHue He MmeHee 200 JTrokc.

Ha pabouem Mecte HEoOXoauMo oOecrieurBaTh OOJIBIIYI0 PaBHOMEPHOCTh
APKOCTH, HCKJIIOYash Halu4he SPKUX U ONECTAIUX TMPEAMETOB, ISl CHIKCHUS
MOHOTOHHOCTH B MOJI€ 3pEHUSI PEKOMEHAYETCS OT/ACJIbHBIE TIECTPhIE TOBEPXHOCTH.

JUIsL OCBEIIEHHSI MCHOJB3YIOTCSI B OCHOBHOM IIOTOJOYHBIE WJIM BCTPOEHHBIE

CBCTHJIBHUKK C JIOMHHCCHOCHTHBIMH JIaMIIaMH. I[J'I}I HCKIIIOYCHUA 3aCBCUYMBAHUA
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HKPaHOB TMpPSIMBIMA CBETOBHIMH TOTOKAMU CBETHJIBHUKH OOILIEro OCBELICHUS
pacnojaratoT cOOKy oT pabodero MecTa, napajijiesIbHO JIMHUU 3PEHUS OTlepaTopa.

2.1.3 DnekTpo6e30nacHOCTb

K snexrpobe3onacHocTu npeapsasistorcst Tpedbosanus mo ['OCT 12.1.019-2017
«JIEKTPOBE3OITACHOCTDb».

[IK — 3TO KOMIUIEKC YCTpPOMCTB, palOOTaromIMii OT CETH MNEePEeMEHHOr0 TOKa
gactotod 50 I'n ¢ HanpspkeHuem 230 B. DnekTpuueckuil TOK NpU TaKOM HaIpsHKEHUU
omaceH st xu3HU. [loaromy mipu padore Ha [1K Heobxoanmo coOmroaaTh Cienyronme
TpeOOBaHUS JIEKTPOOE30NACHOCTH:

-- BCE YCTPOMCTBA JIOJKHBI TUTATHCS OT OAHOMU (Da3bl AJEKTPUUECKOM CETH;

- ceTeBoe AeKTponuTanue ycTporucTs 11K noJmpKHO MpOM3BOIUTECS TOJNBKO OT
po3erok Tuna «EBponay ¢ 3a3eMIISIOIMMHA KOHTaKTaMU;

- BCE JJIEKTPUYECKUE PO3ETKH, NMPEAHA3HAYEHHBIE IS MOAKIIOYEHUS K HHUM
yctpoiicTB 1K, 10mKHB HMETh MAPKUPOBKY MO HAIIPSIAKEHUIO;

- 3HAQYEHHE HOMHUHAJIBHOIO HAIPSIKEHUS CETH HEOOXOAMMO HAHOCHUTH SPKOU
KpacKoM, KpyIMHBIMH CUMBOJIaMU (BBICOTOM He MeHee S0 MM) Ha CTeHE WJTU IIUTE, BO3JIE
PO3ETKH.

B 1mpouecce  MCIONB30BaHUSA  CPEICTB  BBIYMCIMUTEIBHOM  TEXHUKH U
nepudepuiftHoro 000pyIOBaHUs KaXIbli paOOTHUK JOJDKEH BHUMATEIBHO OTHOCHTHCS
K 3JICKTPOINPOBOJKE, MpUOOpaM M armapaTaMm, BCerja MOMHHTb, YTO HECOOJIOJECHUE
IpaBUJI OE30MACHOCTH YTPOKAET 3A0POBbIO U KU3HU YEJIOBEKA.

Heo0xoaumMo MOCTOSIHHO CJlEeIWTh Ha CBOEM padouyeM MecTe 3a HCIpPABHBIM
COCTOSIHUEM D3JIEKTPOIPOBOJKHU, BBIKIIIOUATENEH, IITENCENbHBIX PO3ETOK, MPU MOMOIIH
KOTOPBIX 000pPYI0OBaHUE BKIIOYACTCS B CETh.

[locne oOHapyXkeHUs HEHUCIPABHOCTHU HEOOXOJMMO  HE3aMEIUTEIHHO
o0ecTouuTh 3eKTpoobopyaoBanue. [IponomkeHne paboThl BO3MOXKHO TOJBKO IOCIHE
YCTPaHEHMS BCEX HEMCIPABHOCTEN.

2.1.4 TloxapHast 6€3011aCHOCTh

[Ipu skcrutyatanuu snektpoyctaHoBok u [IK Hambonee gacThiMH TMPUYMHAMHU

I10KapoOB, BOZHUKAIOIIUX IIPHU UCITIOJb30BaAHUHN SJICKTPOYCTAHOBOK, ABJIAIOTCA:
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- KOPOTKHE 3aMBbIKaHUs B IPOBOJKAX U JIEKTPUUECKUX YCTPOMCTBAX;

- BOCIUIAMEHEHHUE TOPIOYMX MATEPHAIOB BOJIM3H OT 3JEKTPUUECKUX YCTPOHCTB;

- OoJibllIME MEPEXOHBIE COMTPOTUBIICHUS B MECTaX KOHTAKTHBIX COECTMHEHUHN.

[ToxxapHble Mepbl TPOGUIAKTUKN MPOBOJSATCS COTNIACHO (efepaibHOMY 3aKOHY
or 21.12.1994 Ne69-®3 (pen. ot 28.09.2010) "O mnoxapnoit Oe3omacHoctu". s
MOKapHOI 0€30MaCHOCTH TPEOYETCS BHIMOIHUTH Psii OPraHU3alIMOHHBIX MEPOIIPUSTHH,
HAIpPAaBJICHHBIX Ha obOecrieyeHne O€30MacHOCTH JOJEH U MpenoTBpalleHHE MoXKapa ¢
OTpaHUYCHHEM €ro paclpoCTpaHeHUs. A TakKe CO3[aTh YCJIOBHUS IJISl YCIIEUIHOTO
TyHIeHUsI MOoXapoB. [[1s1 MOBBIIEHUS MPOTHUBOMOXKAPHONW 0€30MacCHOCTH MOMEIICHUS
HEOOXOUMBI CIICIYIOIINE MEPOTIPUATHS:

- IpOXOJAbl B TOMELIEHUS U 3alacHble BbIXOAbl HE JIOJDKHBI  OBIThH
3arpOMOKJIEHBl TTOCTOPOHHUMH TMpEAMETaMU, KOTOpbIE MPEMATCTBYIOT CBOOOIHOMY
POXO0XKIEHUIO;

- K CpeICTBaM MOKapOoTYIIEHUs BCEria JOHKEH ObITh CBOOOIHBIN 1OCTYI;

- CcHUCTeMa BEHTWIALMU JODKHa OBITh  00OpyJOBaHa  YCTPOMCTBaM,
o0ecreunBarOIIUM aBTOMATUYECKOE OTKIIIOUEHUE €€ MpU MoXkape, a TaKkKe OrHe
3aJIepP’KUBAIOIINM KIIATaHOM;

- YCTaHOBJICHHas aBTOMAaTH4YecKash TOKapHAas CUTHAIM3AIUS UM CPEJICTBA
HOKapOTYIIEHUs! JOJDKHBI COJEP’KAaThCS B UCIIPAaBHOM COCTOSIHUU U B COOTBETCTBUU C
TUTIOBBIMHU TIPABUJIAMHU TEXHUYECKOTO COJIEP)KaHUs YCTAHOBOK TIOYKApHON aBTOMATHKH.

2.1.5 PexxuM Tpyaa v OTJIbIXa

PaboTHuk, paboratomuii ¢ I1K, o0g3aH coOmonath pexuM Tpylda U OTAbIXa B
3aBHCHMOCTH OT MPOJIO0KATEIHHOCTH, BHIa U KATETOPUH TPYAOBOM JAEITETLHOCTH:

CyIecTBYIOT CleQyIOlie BHUIbl TPYJOBOM JAESITEIBHOCTH CBSA3aHHBIE C
MEPCOHATBHBIM KOMITBIOTEPOM:

- rpymma A — paboTra TO CYUTBIBaHUIO WHGOPMAIIMM C JKpaHa BHUICO
JUCIUIEHHOTO TEPMHUHAJIA C PEABAPUTEIBHBIM 3aIIPOCOM;

- rpynmna b — pabota no BBoy uHpopMaIuy;

- rpymnma B — TBopueckas pabota B pexxume nuainora ¢ [I9BM.
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[Ipu BeImONHEHMH  PabOT, OTHOCAIIMXCS K PA3IUYHBIM BHUAAM TPYIOBOU
NESTETLHOCTH, 32 OCHOBHYIO PabOTy C KOMITBIOTEPOM CIIEAYyeT MPUHUMATHh TOT BH
JeSITeIbHOCTH, KOTOPBINA 3aHUMaeT He MeHee 50% BpeMeHU B TeueHHe Bced paboueit
CMEHBI Wi pabovero JHs.

JIJist BUZIOB TPYZOBOM JEATEILHOCTH yCTaHABIMBAETCSA 3 KATETOPUM TSXKECTU U
HANpPsDKEHHOCTU PabOThl ¢ KOMIIBIOTEPOM, KOTOPBIE OMPENETSIOTCS CIEAYIOIIUM
oOpazom:

- U1 Tpynnbel A — M0 CyMMapHOMY YHUCITY CUMTBHIBAEMBIX 3HAKOB 3a padouyio
cmeny (He 6osee 60000 3HAKOB 32 CMEHY);

- I Tpymmbl b — 1o cyMMapHOMY YHCIY CUYHUTHIBAEMBIX WM BBOJHUMBIX
3HAKOB 32 pabouyro cmeny (He 6osiee 40000 3HAKOB 3a CMEHY);

- I Tpymmbl B — mo cymMMapHOMY BpEeMEHH HEMOCPEICTBEHHOW pPabOTHI C
KOMITBIOTEPOM 3a pabouyro cMeHy (He Oosiee 6 4acoB 3a CMEHY).

CyMmMapHoe BpeMsi TIepepbIBOB JIJIsl KXKJI0M KaTeropuu v BUAOB pabOThl YKa3aHbI

B TaOmure 2.1.

Ta6muma 2.1 — Bpemst nepepriBOB

Kareropust | YpoBeHb Harpy3ku 3a pabo4yro cCMeHY CymmapHoe Bpems
paboThI ¢ npu Bujax padotsl ¢ BJT periIaMEeHTUPOBAHHBIX
[I9BM unn IIEpEpPBIBOB, MUH
BAT rpynna A, | rpymma b, | rpymnma B, pu 8- pu 12-
KOJIMYECTBO | KOJIUYECTBO yac 4acoBOU 4acOBOM
3HAKOB 3HAKOB CMEHE CMEHE
1 1o 20000 | Hdo 15000 o 2 50 80
2 1o 40000 | [do 30000 o 4 70 110
3 o 60000 | o 40000 o 6 90 140
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3akJIoueHue

B xone BBITTONTHEHHS BBITYCKHON KBadU(UKAIIMOHHONW pabdOThl ObUT pa3paboTaH
IpPOrpaMMHBIA CEpBUC BEIECHMUsSI Y4YeOHOro mpolecca IIKOJBI Ha s3bIke Java.
['padmaeckuit uHTEpdEiic OBUT pean30BaH ¢ IMOMOIIBIO OUOIMOTEKH SWiNg.

Pa3paboranHasi cucTteMa TMO3BOJSET BECTH YYET pe3yJabTaTOB yueOHOTO
npolecca, TMOCEIAeMOCTH OO0YYalolIMXCsl, XpaHUTh MHPOPMALUIO O JIOMAIIHEM
3aJ]aHuM, a TakKke HMeeT (QYHKIMOHAN pasJeleHus pojell M ayTeHTU(UKAUU
nosib3oBatene. Ilpu sTom Bes mHOpmainus NpUKIaIHONW 00JacTH XpaHUTCA Ha
cepepe b/I.

OgHuM W3 JOCTOMHCTB pa3paOOTaHHOTO TMPUJIOKEHUS SBIIAECTCS HaJU4He
yI0OHOTO ¥ HUHTYUTHUBHO MOHSTHOI'O JJIs [TOJIb30BATENs rpaduueckoro nurepdeiica.

B nanbHeiieM MOXHO YCOBEPIIEHCTBOBATh pa3padOTaHHBIA CEPBUC U T100ABUTH
BO3MOXHOCTh CO3[aBaTh CTaTUCTUYECKUE OTYETHI M IIPOBOJAUTH AHAIWTHUKY JAHHBIX.
VYyumuTe rpaduueckuil uHTEpQEiic, 106aBUB BO3MOXKHOCTh padOTaTh ¢ HECKOIbKUMU
Tabnuuamu cpazy. [loMuMo 3TOr0, HE NHUIIHEH OyAeT BO3MOXKHOCTD MOJTY4YaTh JOCTYI K
CepBHCY C IMOMOILBI0 BeO-UHTEpdeiica, TO ecTb, UHTEpPHET-Opay3epa. Takke MOMKHO
N00aBUTh MHTETPALMIO C PA3IMYHBIMU CTOPOHHUMH HH(OPMALMOHHBIMHU CEpBHCAMH,

HaIrpumep, JEKTPOHHOU TOYTOM.
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[Tpunoxenue A.1 — Jlnarpamma nociie1oBaTeNbHOCTEN
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[Tpunoxxenue A.2 — Jluarpamma «CyIHOCTb—CBS3b» JJOTHYECKas]
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[Tpunoxxenue A.3 — Jluarpamma «CyIHOCTb—CBA3b» (hrU3HUecKas
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[Tpunoxenue A.4 — Jluarpamma npereieHToB
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[Ipunoxenue A.5 — /Ilmarpamma KinaccoB
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@aiin «Client.java»
/ *

* To change this license header, choose License Headers in Project
Properties.

* To change this template file, choose Tools | Templates
* and open the template in the editor.
*/

package client;
import java.io.*;
import javax.swing.*;
import java.net.*;
import java.util.*;
import java.util.logging.*;
import my.*;
/**
*
* @author Admin
*/
public class Client {
public static final Logger logger =
Logger.getLogger (Logger.GLOBAL LOGGER NAME) ;
public static NioSslClient niocl;
/**
* @param args the command line arguments
*/
public static void main(String[] args) {
AbstractForm wnd;
String addr = "", truststorepwd = "", keypwd = "";
int port = 3333;
logger.setlLevel (Level .ALL) ;
try
{
Handler fileHandler = new FileHandler ("clientlog", 200 *
1024 * 1024, 5);
fileHandler.setFormatter (new MyFormatter())
logger.addHandler (fileHandler) ;
}
catch (IOException ex)
{
ex.printStackTrace (System.out) ;
return;
}
try (BufferedReader br = new BufferedReader (new
FileReader ("../resources/config.cfg"))) {
for (String line; (line = br.readLine()) != null; ) {
String[] kv = line.split ("\\s*=\\s*");
switch (kv [0])
{
case "address":
addr = kvI[1l];
break;
case "serverport":
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port = Integer.parselInt (kv[1l]):;
break;
case "truststorepwd":
truststorepwd = kv[1l];
break;
case "keypwd":
keypwd = kvI[1l];
break;

}
}

catch (IOException ex)

{

logger.log(Level.SEVERE, "Oumbxa npm ureHuu o¢awnya: ",
ex);
return;
}
while (true)
{
try
{
niocl = new NioSslClient ("TLSv1l.2", addr, port,
truststorepwd, keypwd):;
niocl.connect () ;
break;
}

catch (ConnectException ex)

{

logger.log (Level .WARNING, "Ommbka NOpM HOIOKJIOUEHUM K
cepsBepy: ", ex);
if(niocl != null) niocl.shutdown () ;
int ret = JOptionPane.showOptionDialog(null, "He
yIOaJoCh MNOIKJINUUTLCA K cepBepy.\nllonpobosaTe emé& pasz?", "Oumbka',
JOptionPane.YES NO OPTION,

JOptionPane.ERROR MESSAGE, null,
new Stringl[] {"IOa", "Her"}, null);

if(ret !'= 0) // 0 == Ja
return;

}

catch (Exception ex)

{
logger.log (Level.SEVERE, "Oumbka OpmM CcO3JaHUU

nogkJjmoueHusa: ", ex);
return;

}

wnd = new LoginForm() ;

wnd.pack () ;
wnd.setVisible (true) ;

}

public static void nullPwds (char[] pwdl, char[] pwd2)
{

Jlucm

1ry1.090301.11 001 113

59

Hsm. | Jlucm No 0oxym. ITloonucw Jlama




if(pwdl != null) Arrays.fill (pwdl, (char)O0);
if(pwd2 != null) Arrays.fill (pwd2, (char)O0);

daiin «NioSsIClient.java»
/*

* To change this license header, choose License Headers in Project
Properties.

* To change this template file, choose Tools | Templates
* and open the template in the editor.
*/

package client;

import static client.Client.logger;
import my.*;

import javax.net.ssl.*;

import java.nio.channels.*;

import java.nio.*;

import java.io.*;

import java.security.*;

import java.net.*;

import java.util.logging.Level;

/**
*
* @author Admin
*/
public class NioSslClient extends NioSslPeer ({
private final String remoteAddress;
public final int port;
private final SSLEngine engine;
private SocketChannel socketChannel;

public NioSslClient (String protocol, String remoteAddress, int
port, String truststorepwd, String keypwd) throws Exception {
this.remoteAddress = remoteAddress;
this.port = port;
SSLContext context = SSLContext.getInstance (protocol);

context.init (super.createKeyManagers ("../resources/truststore.jts",
truststorepwd, keypwd),

super.createTrustManagers ("../resources/truststore.jts",
truststorepwd), new SecureRandom()) ;
engine = context.createSSLEngine (remoteAddress, port);
engine.setUseClientMode (true) ;

SSLSession session = engine.getSession();
myAppData = ByteBuffer.allocate(1024);
myNetData =

ByteBuffer.allocate (session.getPacketBufferSize())
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peerAppData = ByteBuffer.allocate(1024);
peerNetData =
ByteBuffer.allocate (session.getPacketBufferSize()):

}

public boolean connect () throws Exception ({
socketChannel = SocketChannel.open();
socketChannel.configureBlocking (true) ;
socketChannel.connect (new InetSocketAddress (remoteAddress,

port));
while (!socketChannel.finishConnect()) {
// can do something here...

}
engine.beginHandshake () ;
System.out.println ("Connected to server");
return doHandshake (socketChannel, engine);

}

public void write(byte[] message) throws IOException ({
write (socketChannel, engine, message);

}

@Override
protected void write (SocketChannel socketChannel, SSLEngine
engine, byte[] message) throws IOException {
myAppData.clear () ;
myAppData.put (message) ;
myAppData.flip();
while (myAppData.hasRemaining()) {

// The loop has a meaning for (outgoing) messages larger

than 16KB.

// Every wrap call will remove 16KB from the original
message and send it to the remote peer.

myNetData.clear () ;

SSLEngineResult result = engine.wrap (myAppData,

myNetData) ;
switch (result.getStatus()) {
case OK:
myNetData.flip ()
while (myNetData.hasRemaining()) {

socketChannel .write (myNetData) ;
}
break;
case BUFFER OVERFLOW:
myNetData = enlargePacketBuffer (engine, myNetData) ;
break;
case BUFFER UNDERFLOW:
throw new SSLException ("Buffer underflow occured
after a wrap. I don't think we should ever get here.");
case CLOSED:
closeConnection (socketChannel, engine);
return;
default:

1ry1.090301.11 001 113

Jlucm

Hsm. | Jlucm No 0oxym. ITloonucw Jlama

61




throw new IllegalStateException("Invalid SSL status:

" + result.getStatus()):
}
}
}

public void read() throws Exception ({
read (socketChannel, engine);

}

protected void read(SocketChannel socketChannel,

engine) throws Exception {
peerNetData.clear (),
boolean exitReadLoop = false;
while (!exitReadLoop) {
int bytesRead = socketChannel.read (peerNetData);
if (bytesRead > 0) {
peerNetData.flip();
while (peerNetData.hasRemaining()) {
peerAppDbData.clear();
SSLEngineResult result =
engine.unwrap (peerNetData, peerAppData);
switch (result.getStatus()) {
case OK:
peerAppData.flip();
exitReadLoop = true;
break;
case BUFFER OVERFLOW:
peerAppData =
enlargeApplicationBuffer (engine, peerAppData);
break;

case BUFFER UNDERFLOW:
peerNetData = handleBufferUnderflow (engine,

SSLEngine

peerNetData) ;
break;
case CLOSED:
closeConnection (socketChannel, engine);
return;
default:
throw new IllegalStateException("Invalid SSL
status: " + result.getStatus()):;
}
}
} else if (bytesRead < 0) {
handleEndOfStream (socketChannel, engine);
return;
}
}
}
/**

* Should be called when the client wants to explicitly close

the connection to the server.
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*
*/
public void shutdown () {
try
{
closeConnection (socketChannel, engine);
executor.shutdown () ;
}
catch (IOException ex)
{

logger.log(Level.SEVERE, "Oumbxa OpM 3aKPBITUU
coeguHeHusa: ", ex);

}
}

public ByteBuffer peerAppData ()
{

return peerAppData;

daiin « UserData.javar
/ *

* To change this license header, choose License Headers in Project
Properties.

* To change this template file, choose Tools | Templates
* and open the template in the editor.
*/

package client;

/**
*
* @author Admin
*/
public class UserData {
public final int 1id;
public String pwd;
public String salt;
public UserData (int id, String pwd, String salt)
{
this.id = id;
this.pwd = pwd;
this.salt = salt;

daiin « AbstractForm.javay
/ *

* To change this license header, choose License Headers in Project
Properties.

* To change this template file, choose Tools | Templates
* and open the template in the editor.
*/
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package client;

import static client.Client.niocl;
import java.util.concurrent.*;
import my.*;

/**
*
* @author Admin
*/
public abstract class AbstractForm extends javax.swing.JFrame {
protected NetPacket pkt;
protected final ExecutorService executor;
/**
* Creates new form AbstractForm
*/
protected AbstractForm() |
initComponents () ;
executor = Executors.newSingleThreadExecutor();

}
/**

* This method is called from within the constructor to
initialize the form.
* WARNING: Do NOT modify this code. The content of this method
is always
* regenerated by the Form Editor.
*/
@SuppressWarnings ("unchecked")
// <editor-fold defaultstate="collapsed" desc="Generated Code">
private void initComponents () {

setDefaultCloseOperation (javax.swing.WindowConstants.EXIT ON CLOSE) ;
setTitle ("OJeKTPOHHEM IOHEBHUK") ;
addWindowListener (new java.awt.event.WindowAdapter () {

public void windowClosing(java.awt.event.WindowEvent
evt) {

formWindowClosing (evt) ;
}) s

javax.swing.GroupLayout layout = new
javax.swing.GroupLayout (getContentPane()) ;

getContentPane () .setLayout (layout) ;

layout.setHorizontalGroup (

layout.createParallelGroup (javax.swing.GroupLayout.Alignment.LEADING
)
.addGap (0, 400, Short.MAX VALUE)
)

layout.setVerticalGroup (

layout.createParallelGroup (javax.swing.GroupLayout.Alignment.LEADING
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.addGap (0, 300, Short.MAX VALUE)
) ;

pack () ;
}// </editor-fold>

private void formWindowClosing(java.awt.event.WindowEvent evt) ({
niocl.shutdown () ;
executor.shutdown () ;

// Variables declaration - do not modify
// End of variables declaration

daiin « EditableForm.javay
/ *

* To change this license header, choose License Headers in Project
Properties.

* To change this template file, choose Tools | Templates
* and open the template in the editor.
*/

package client;

import java.util.*;

import javax.swing.JTable;

import javax.swing.table.DefaultTableModel;
import my.*;

/**
*
* Q@author Admin
*/

public abstract class EditableForm extends WorkForm {

protected Map<Object, Map<String, Object>> changes;
protected Set<Object> deletions;
protected Set<TableRow> insertions;

/**
* Creates new form EditableForm
*/
protected EditableForm() {
initComponents () ;
changes = new TreeMap<>();
deletions = new HashSet<>();
insertions = new HashSet<>();

}

@Override
protected void reset ()
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super.reset();
changes.clear () ;
deletions.clear () ;
insertions.clear () ;
}
@Override
protected void WindowClosingAction (JTable t)
{
reset () ;
t.setModel (new DefaultTableModel ())

}
/**

* This method is called from within the constructor to
initialize the form.
* WARNING: Do NOT modify this code. The content of this method
is always
* regenerated by the Form Editor.
*/
@SuppressWarnings ("unchecked")
// <editor-fold defaultstate="collapsed" desc="Generated Code">
private void initComponents () {

setDefaultCloseOperation (javax.swing.WindowConstants.EXIT ON CLOSE) ;

javax.swing.GroupLayout layout = new
javax.swing.GroupLayout (getContentPane()) ;

getContentPane () .setLayout (layout) ;

layout.setHorizontalGroup (

layout.createParallelGroup (javax.swing.GroupLayout.Alignment.LEADING

)
.addGap (0, 400, Short.MAX VALUE)

) ;

layout.setVerticalGroup (

layout.createParallelGroup (javax.swing.GroupLayout.Alignment.LEADING

)
.addGap (0, 300, Short.MAX VALUE)

) ;

pack () ;
}// </editor-fold>

// Variables declaration - do not modify
// End of variables declaration

daiin « WorkForm.javay
/*

* To change this license header, choose License Headers in Project
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Properties.

* To change this template file, choose Tools | Templates
* and open the template in the editor.
*/

package client;

import static client.Client.logger;

import static client.Client.niocl;

import java.awt.HeadlessException;

import java.io.IOException;

import java.security.NoSuchAlgorithmException;
import java.security.spec.InvalidKeySpecException;
import java.sgl.SQLException;

import java.util.*;

import my.*;

import java.util.logging.Level;

import javax.swing.BorderFactory;

import javax.swing.JOptionPane;

import javax.swing.JTable;

import javax.swing.SwingUtilities;

import javax.swing.table.DefaultTableModel;

/**
*
* @author Admin
*/

public abstract class WorkForm extends AbstractForm ({

protected UserData udata;
protected Map<String, String> colnames;

/**
* Creates new form WorkForm
*/
protected WorkForm() {
initComponents () ;
colnames = new TreeMap<>();
}
/**

* This method is called from within the constructor to
initialize the form.
* WARNING: Do NOT modify this code. The content of this method
is always
* regenerated by the Form Editor.
*/
@SuppressWarnings ("unchecked™)
// <editor-fold defaultstate="collapsed" desc="Generated Code">
private void initComponents () {

changePwdDialog = new javax.swing.JdDialog();
jLabell?2 = new javax.swing.JLabel () ;

jLabell3 = new javax.swing.JLabel ()
changePwdConfirmButton = new javax.swing.JButton () ;
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14

newPwdFieldl = new javax.swing.JPasswordField();
newPwdField?2 = new javax.swing.JPasswordField()
curPwdField = new javax.swing.JPasswordField()
jLabell4 = new javax.swing.JLabel ();
operationDialog = new javax.swing.JdDialog();
connectProgressBar = new javax.swing.JProgressBar();
connectlLabel = new javax.swing.JLabel ()

jPanell = new javax.swing.JPanel ()

changePwdButton = new javax.swing.JButton():;
disconButton = new javax.swing.JButton();

namelLabel = new Jjavax.swing.JLabel ()

changePwdDialog.setTitle ("VM3MeHUTL naposb");
changePwdDialog.setModal (true) ;
changePwdDialog.addWindowListener (new
java.awt.event.WindowAdapter () {
public void windowClosing(java.awt.event.WindowEvent
evt) {
changePwdDialogWindowClosing (evt) ;

})
JLabell2.setText ("HoBwwt naposs") ;
jLabell3.setText ("lloBTOpP HOBOTO mnaponusa");

changePwdConfirmButton.setText ("llooTBepouTs") ;
changePwdConfirmButton.addMouseListener (new
Jjava.awt.event.MouseAdapter () {
public void mouseClicked(java.awt.event.MouseEvent evt)

{

changePwdConfirmButtonMouseClicked (evt) ;

}) g
jLabelld.setText ("Texkymuit naposb") ;

javax.swing.GroupLayout changePwdDialogLayout = new
javax.swing.GroupLayout (changePwdDialog.getContentPane()) ;

changePwdDialog.getContentPane () .setLayout (changePwdDialogLayout) ;
changePwdDialogLayout.setHorizontalGroup (

changePwdDialogLayout.createParallelGroup (javax.swing.GroupLayout.Al
ignment.LEADING)
.addGroup (changePwdDialogLayout.createSequentialGroup ()
.addContainerGap ()

.addGroup (changePwdDialogLayout.createParallelGroup (javax.swing.Grou
pLayout.Alignment.LEADING)

.addGroup (javax.swing.GroupLayout.Alignment.TRAILING,
changePwdDialogLayout.createSequentialGroup ()
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.addGroup (changePwdDialogLayout.createParallelGroup (javax.swing.Grou
pLayout.Alignment.TRAILING)
.addComponent (jLabell2)
.addComponent (jLabell3))
.addGap (26, 26, 26)

.addGroup (changePwdDialogLayout.createParallelGroup (javax.swing.Grou
pLayout.Alignment.TRAILING)

.addComponent (newPwdFieldl,
javax.swing.GroupLayout.PREFERRED SIZE, 280,
javax.swing.GroupLayout.PREFERRED SIZE)

.addComponent (newPwdField?2,
javax.swing.GroupLayout.PREFERRED SIZE, 280,
javax.swing.GroupLayout.PREFERRED SIZE)))

.addGroup (javax.swing.GroupLayout.Alignment.TRAILING,
changePwdDialogLayout.createSequentialGroup ()
.addComponent (jLabelld)
.addGap (26, 26, 26)
.addComponent (curPwdField,
javax.swing.GroupLayout.PREFERRED SIZE, 280,
javax.swing.GroupLayout.PREFERRED SIZE))
.addComponent (changePwdConfirmButton,
javax.swing.GroupLayout.Alignment.TRAILING)))
) ;
changePwdDialogLayout.setVerticalGroup (

changePwdDialogLayout.createParallelGroup (javax.swing.GroupLayout.Al
ignment.LEADING)
.addGroup (changePwdDialogLayout.createSequentialGroup ()

.addContainerGap (javax.swing.GroupLayout.DEFAULT SIZE,
Short .MAX VALUE)

.addGroup (changePwdDialogLayout.createParallelGroup (javax.swing.Grou
pLayout.Alignment .BASELINE)

.addComponent (jLabell4)

.addComponent (curPwdField,
javax.swing.GroupLayout.PREFERRED SIZE,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.PREFERRED SIZE))

.addGap (18, 18, 18)

.addGroup (changePwdDialogLayout.createParallelGroup (javax.swing.Grou
pLayout.Alignment .BASELINE)

.addComponent (jLabell2)

.addComponent (newPwdFieldl,
javax.swing.GroupLayout.PREFERRED SIZE,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.PREFERRED SIZE))

.addGap (18, 18, 18)
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.addGroup (changePwdDialogLayout.createParallelGroup (javax.swing.Grou
pLayout.Alignment .BASELINE)

.addComponent (jLabell3)

.addComponent (newPwdField?2,
javax.swing.GroupLayout.PREFERRED SIZE,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.PREFERRED SIZE))

.addGap (18, 18, 18)
.addComponent (changePwdConfirmButton))
);

operationDialog.setModalityType (java.awt.Dialog.ModalityType.APPLICA
TION MODAL) ;
operationDialog.setResizable (false);
operationDialog.setUndecorated (true);

operationDialog.getRootPane () .setBorder (BorderFactory.createRaisedBe
velBorder ()) ;

connectProgressBar.setIndeterminate (true) ;

connectLabel.setFont (new java.awt.Font ("Verdana"™, 0, 18));
// NOI18N
connectlLabel.setText ("Onepaumsa BHIOOJHSETCS...");

javax.swing.GroupLayout operationDialogLayout = new
javax.swing.GroupLayout (operationDialog.getContentPane()) ;

operationDialog.getContentPane () .setLayout (operationDialogLayout) ;
operationDialogLayout.setHorizontalGroup (

operationDialogLayout.createParallelGroup (javax.swing.GroupLayout.Al
ignment.LEADING)
.addGroup (operationDialogLayout.createSequentialGroup ()
.addContainerGap ()

.addGroup (operationDialogLayout.createParallelGroup (javax.swing.Grou
pLayout.Alignment.LEADING, false)

.addComponent (connectLabel,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout .DEFAULT SIZE, Short.MAX VALUE)

.addComponent (connectProgressBar,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.DEFAULT SIZE, Short.MAX VALUE))

.addContainerGap (javax.swing.GroupLayout.DEFAULT SIZE,
Short .MAX VALUE) )
);

operationDialogLayout.setVerticalGroup (

operationDialogLayout.createParallelGroup (javax.swing.GroupLayout.Al
ignment.LEADING)
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.addGroup (operationDialogLayout.createSequentialGroup ()
.addGap (39, 39, 39)
.addComponent (connectLabel)

.addPreferredGap (javax.swing.LayoutStyle.ComponentPlacement.UNRELATE
D)

.addComponent (connectProgressBar,
javax.swing.GroupLayout.PREFERRED SIZE, 22,
javax.swing.GroupLayout.PREFERRED SIZE)

.addContainerGap (35, Short.MAX VALUE))

) ;

setDefaultCloseOperation (javax.swing.WindowConstants.EXIT ON CLOSE) ;
JjPanell.setlLayout (new java.awt.BorderLayout ()):;
changePwdButton.setText ("<html><center>l3meHurv<br>naposnbv</center></

html>") ;
changePwdButton.setMaximumSize (new java.awt.Dimension (103,

23)) i

changePwdButton.setMinimumSize (new java.awt.Dimension (103,
23)) s

changePwdButton.setPreferredSize (new java.awt.Dimension (103,
23)) i

changePwdButton.addMouselListener (new
java.awt.event.MouseAdapter () {
public void mouseClicked(java.awt.event.MouseEvent evt)

{
changePwdButtonMouseClicked (evt) ;

}) g
jPanell.add (changePwdButton, java.awt.BorderLayout.CENTER) ;

disconButton.setText ("BuiTu M3 cucTeMs") ;
disconButton.addMouselListener (new
Jjava.awt.event.MouseAdapter () {
public void mouseClicked(java.awt.event.MouseEvent evt)

{

disconButtonMouseClicked (evt) ;

})
jPanell.add(disconButton, Jjava.awt.BorderLayout.LINE START) ;

namelabel.setFont (new java.awt.Font ("Verdana", 0, 18)); //
NOI18N

namelabel.setHorizontalAlignment (javax.swing.SwingConstants.CENTER) ;
namelLabel.setMaximumSize (new java.awt.Dimension (999, 999));
namelLabel.setPreferredSize (new java.awt.Dimension (630, 24));
jPanell.add (nameLabel, java.awt.BorderLayout.LINE END);
javax.swing.GroupLayout layout = new
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javax.swing.GroupLayout (getContentPane()) ;
getContentPane () .setLayout (layout) ;
layout.setHorizontalGroup (

layout.createParallelGroup (javax.swing.GroupLayout.Alignment.LEADING
)

.addComponent (jPanell,
javax.swing.GroupLayout.Alignment.TRAILING,
javax.swing.GroupLayout.DEFAULT SIZE, 875, Short.MAX VALUE)

) ;
layout.setVerticalGroup (

layout.createParallelGroup (javax.swing.GroupLayout.Alignment.LEADING
)
.addGroup (layout.createSequentialGroup ()

.addComponent (jPanell,
javax.swing.GroupLayout.PREFERRED SIZE, 48,
javax.swing.GroupLayout.PREFERRED SIZE)

.addGap (0, 293, Short.MAX VALUE))

) ;

pack() ;
}// </editor-fold>

private void disconButtonMouseClicked(java.awt.event.MouseEvent
evt) {
pkt = NetPacket.FormDisconnectRequest () ;
try
{
niocl.write(pkt.Serialize()):
}
catch (IOException ex)
{
logger.log(Level.SEVERE, "Oumbxa B nakeTe 3anpoca Ha
oTkJIeueHue: ", ex);
}
setVisible (false);
dispose ()
udata = null;
LoginForm.main () ;

}

private void
changePwdButtonMouseClicked (java.awt.event.MouseEvent evt) {
SwingUtilities.invokeLater (() -> {
changePwdDialog.pack() ;
changePwdDialog.setLocationRelativeTo (this);
changePwdDialog.setVisible (true);
})
}

private void
changePwdConfirmButtonMouseClicked (java.awt.event.MouseEvent evt) ({
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char[] curpwd = curPwdField.getPassword();
char[] pwdl = newPwdFieldl.getPassword():;
char[] pwd2 = newPwdField2.getPassword():;
if (pwdl.length == 0 || pwd2.length == 0)
{
JOptionPane.showMessageDialog (changePwdDialog, "IloJjie
naposa nycroe", "Ommbka", JOptionPane.ERROR MESSAGE) ;
Client.nullPwds (pwdl, pwd2);
newPwdFieldl.setText ("");
newPwdField2.setText ("");
return;
}
if (!PwdFunctions.equals (pwdl, pwd2))
{
JOptionPane.showMessageDialog (changePwdDialog, "Illapomu
He cosnapapT", "Ommbka", JOptionPane.ERROR MESSAGE) ;
Client.nullPwds (pwdl, pwd2);
newPwdFieldl.setText ("") ;
newPwdField2.setText ("") ;
return;

try
{
if (!PwdFunctions.validatePassword (curpwd, udata.pwd,
udata.salt))
{
JOptionPane.showMessageDialog (this, "HeBepHbit
naposip", "Oumbxa", JOptionPane.ERROR MESSAGE) ;
return;
}

}
catch (HeadlessException | NoSuchAlgorithmException |

InvalidKeySpecException ex)
{
logger.log(Level.SEVERE, "OmmbOka NpM M3MEHEHUM [1apOoJid:
", ex);
JOptionPane.showMessageDialog (this, "Oumbxa npu
M3MeHeHuM naposdg: " + ex.getMessage (), "Oumbxa",
JOptionPane.ERROR MESSAGE) ;
operationDialog.setVisible (false);
}
finally
{
newPwdFieldl.setText ("") ;
newPwdField2.setText ("");
changePwdDialog.setVisible (false);
}
Client.nullPwds (curpwd, null);
showOpDialog() ;
executor.execute (() —-> {
try
{
byte[] salt = PwdFunctions.getSalt();
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String saltstr = PwdFunctions.toHex (salt);
String hash = PwdFunctions.hashPwd (pwdl, salt);
Client.nullPwds (pwdl, pwd2);

Map<Object, Map<String, Object>> changes = new

HashMap<> () ;
changes.computeIfAbsent (udata.id, k -> new
HashMap<>()) .put ("pwd", hash);
changes.computeIfAbsent (udata.id, k -> new
HashMap<>()) .put ("salt", saltstr);
pkt = NetPacket.FormUpdateTable ("users", "user ID",
null, new TableRow(new Object[] {changes,

null, null}l));
niocl.write(pkt.Serialize());
niocl.read();

pkt =
NetPacket.Deserialize (niocl.peerAppData () .array());
switch (pkt.getCode()) {

case SQL UPDATE RESPONSE:
{

SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);
JOptionPane.showMessageDialog (this,

"llapoJib ycrnemHo m3MeHEH!", "Coobmenme",
JOptionPane.INFORMATION_MESSAGE);
1)
break;
}
case ERROR:
{

int err = (int)pkt.getbData() [0];
String msg = (String)pkt.getData() [1];
SwingUtilities.invokeLater (() -> {

operationDialog.setVisible (false);
JOptionPane.showMessageDialog (this,
"MySQL BepHyJs ommbkry: " + msg + "\nKom: " + err, "Ommbka",
JOptionPane.ERROR MESSAGE) ;
}) g
break;
}
default:
{

SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);
JOptionPane.showMessageDialog (this,

"HemseecTHaa ommbka", "Ommbka", JOptionPane.ERROR MESSAGE) ;

})

break;

}
}
catch (SQLException ex)

{

logger.log (Level.SEVERE, "Oumbka OpM M3MEHEHUU
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"

napoJis: , ex);

SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);
JOptionPane.showMessageDialog (this, "MySQL

BepHyJ ommbky: " +
ex.getMessage () + "\nKom: " +
ex.getErrorCode (), "Ommbka", JOptionPane.ERROR MESSAGE) ;

1)

}
catch (Exception ex)

{

logger.log(Level.SEVERE, "Oumbka OpM M3MEeHEHUU

"w

napoJisg: , ex);

SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);
JOptionPane.showMessageDialog (this, "Oumbx

MB3MeHeHunr napoisusa: " + ex.getMessage (), "Oumbxa'",

JOptionPane.ERROR MESSAGE) ;
1) ;
}
1) ;
}

private void
changePwdDialogWindowClosing (java.awt.event.WindowEvent evt) {
newPwdFieldl.setText ("");
newPwdField2.setText ("");
}

public static void main (NetPacket pkt, String pwd, String
{
char role = (char)pkt.getData() [0];
String name = (String)pkt.getData() [1];
String sname = (String)pkt.getData () [2];
String pname = (String)pkt.getData () [3];

/* Create and display the form */
WorkForm form;

switch(role) // select authority
{

case 'S': // Student

form = new StudentForm() ;
break;

case 'T': // Teacher
form = new TeacherForm() ;
break;

case 'A': // Admin
form = new AdminForm() ;
break;

default: // Should be unreachable
return;

}
form.udata = new UserData ((int)pkt.getData() [4], pwd,
if (name == null) name = "";

a npu

salt)

salt);
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1f (sname == null) sname = ;

if (pname == null) pname = ;
form.namelLabel.setText (String.format ("Bel BOmWJIM Kak

%s", sname, name, pname));

form.pack () ;
form.setVisible (true);

}

protected void formTable (DefaultTableModel tmodel)
{
tmodel.setRowCount (0) ;
Object[] data = pkt.getData();
ResMetaData rmd = (ResMetaData)datal[0];
Object[][] tbldata;
tbldata = new Object[data.length - 1][];
for(int i = 1; 1 < data.length; i++)
{
tbldatali - 1] = ((TableRow)data[i]) .elems;
}
tmodel.setDataVector (tbldata, rmd.colLabels);

}

protected void formColnames ()

{
ResMetaData rmd = (ResMetaData)pkt.getData() [0];

for(int i = 0; 1 < rmd.colLabels.length; i++)
{

colnames.put (rmd.colLabels[i], rmd.colNames[i]);

}
}

protected void showOpDialog()
{

SwingUtilities.invokeLater (() -> {
operationDialog.pack();
operationDialog.setLocationRelativeTo (this);
operationDialog.setVisible (true);

})

}

protected void reset()
{
colnames.clear();
}
protected void WindowClosingAction (JTable t)
{
reset ();
t.setModel (new DefaultTableModel());

}

// Variables declaration - do not modify
private javax.swing.JButton changePwdButton;
private javax.swing.JButton changePwdConfirmButton;

o
S
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private javax.swing.JDialog changePwdDialog;
private javax.swing.JLabel connectLabel;

private javax.swing.JProgressBar connectProgressBar;
private javax.swing.JPasswordField curPwdField;
private javax.swing.JButton disconButton;
private javax.swing.JLabel jLabell2;

private javax.swing.JLabel jLabell3;

private javax.swing.JLabel jLabell4;

private javax.swing.JPanel jPanell;

private javax.swing.JLabel namelabel;

private javax.swing.JPasswordField newPwdFieldl;
private javax.swing.JPasswordField newPwdField?2;
protected javax.swing.JDialog operationDialog;
// End of variables declaration

daiin « LoginForm.java»

/*

* To change this license header, choose License Headers in Project
Properties.

* To change this template file, choose Tools | Templates

* and open the template in the editor.

*/

package client;

import static client.Client.logger;
import static client.Client.niocl;
import java.io.*;

import java.util.logging.Level;
import my.*;

import javax.swing.*;

/**
*
* @Q@author Admin
*/
public class LoginForm extends AbstractForm {
/**
* Creates new form LoginForm
*/
public LoginForm() {
initComponents () ;
}
/**

* This method is called from within the constructor to
initialize the form.
* WARNING: Do NOT modify this code. The content of this method
is always
* regenerated by the Form Editor.
*/
@SuppressWarnings ("unchecked")
// <editor-fold defaultstate="collapsed" desc="Generated Code">
private void initComponents () {
connectDialog = new javax.swing.JDialog()
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connectProgressBar = new Jjavax.swing.JProgressBar () ;

connectlLabel = new javax.swing.JLabel () ;
promptLabel = new javax.swing.JLabel ()
lgnlLabel = new javax.swing.JLabel () ;
pwdLabel = new javax.swing.JLabel () ;
loginField = new javax.swing.JTextField():;
pwdField = new javax.swing.JPasswordField() ;
conButton = new javax.swing.JButton()

connectDialog.setModalityType (java.awt.Dialog.ModalityType.APPLICATI
ON_ MODAL) ;
connectDialog.setResizable (false);
connectDialog.setUndecorated (true) ;

connectDialog.getRootPane () .setBorder (BorderFactory.createRaisedBeve
1Border());

connectProgressBar.setIndeterminate (true);

connectLabel.setFont (new java.awt.Font ("Verdana", 0, 18));
// NOI18N
connectlLabel.setText ("llogkJjoueHe K CepBepy...");

javax.swing.GroupLayout connectDialogLayout = new
javax.swing.GroupLayout (connectDialog.getContentPane()) ;

connectDialog.getContentPane () .setLayout (connectDialogLayout) ;
connectDialogLayout.setHorizontalGroup (

connectDialogLayout.createParallelGroup (javax.swing.GroupLayout.Alig
nment .LEADING)
.addGroup (connectDialogLayout.createSequentialGroup ()
.addContainerGap ()

.addGroup (connectDialogLayout.createParallelGroup (javax.swing.GroupL
ayout.Alignment.LEADING, false)

.addComponent (connectLabel,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.DEFAULT SIZE, Short.MAX VALUE)

.addComponent (connectProgressBar,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.DEFAULT SIZE, Short.MAX VALUE))

.addContainerGap (javax.swing.GroupLayout.DEFAULT SIZE,
Short.MAX VALUE))
)

connectDialogLayout.setVerticalGroup (

connectDialogLayout.createParallelGroup (javax.swing.GroupLayout.Alig
nment .LEADING)
.addGroup (connectDialogLayout.createSequentialGroup ()
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.addGap (39, 39, 39)
.addComponent (connectLabel)

.addPreferredGap (javax.swing.LayoutStyle.ComponentPlacement.UNRELATE
D)

.addComponent (connectProgressBar,
javax.swing.GroupLayout.PREFERRED SIZE, 22,
javax.swing.GroupLayout.PREFERRED SIZE)

.addContainerGap (35, Short.MAX VALUE))

) ;

setDefaultCloseOperation (javax.swing.WindowConstants.EXIT ON CLOSE) ;

promptLabel.setFont (new java.awt.Font ("Verdana", 0, 18)); //
NOI18N

promptLabel.setText ("lloxanylcTa, aBTOpuU3UpyuTech")

lgnLabel.setFont (new Jjava.awt.Font ("Verdana", 0, 18)); //
NOI18N

lgnLabel.setText ("Jlormuu") ;

pwdLabel.setFont (new Jjava.awt.Font ("Verdana"™, 0, 18)); //
NOI18N

pwdLabel .setText ("llaposap") ;

conButton.setText ("llookaoumursca") ;
conButton.addMouselistener (new java.awt.event.MouseAdapter ()

public void mouseClicked(java.awt.event.MouseEvent evt)
conButtonMouseClicked (evt) ;

1)

javax.swing.GroupLayout layout = new
javax.swing.GroupLayout (getContentPane()) ;

getContentPane () .setLayout (layout) ;

layout.setHorizontalGroup (

layout.createParallelGroup (javax.swing.GroupLayout.Alignment.LEADING
)
.addGroup (layout.createSequentialGroup ()
.addGap (151, 151, 151)

.addGroup (layout.createParallelGroup (javax.swing.GroupLayout.Alignme
nt.TRATLING)
.addComponent (pwdLabel)
.addComponent (lgnLabel))
.addGap (18, 18, 18)

.addGroup (layout.createParallelGroup (javax.swing.GroupLayout.Alignme
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nt.LEADING, false)

.addComponent (promptLabel)

.addComponent (loginField,
javax.swing.GroupLayout.DEFAULT SIZE, 300, Short.MAX VALUE)

.addComponent (pwdField))

.addContainerGap (203, Short.MAX VALUE))
.addGroup (javax.swing.GroupLayout.Alignment.TRAILING,

layout.createSequentialGroup ()

.addContainerGap (javax.swing.GroupLayout.DEFAULT SIZE,
Short .MAX VALUE)
.addComponent (conButton)
.addContainerGap())
) ;

layout.setVerticalGroup (

layout.createParallelGroup (javax.swing.GroupLayout.Alignment.LEADING
)
.addGroup (layout.createSequentialGroup ()
.addContainerGap ()
.addComponent (promptLabel)
.addGap (49, 49, 49)

.addGroup (layout.createParallelGroup(javax.swing.GroupLayout.Alignme
nt.BASELINE)

.addComponent (lgnLabel)

.addComponent (loginField,
javax.swing.GroupLayout.PREFERRED SIZE,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.PREFERRED SIZE))

.addGap (18, 18, 18)

.addGroup (layout.createParallelGroup (javax.swing.GroupLayout.Alignme
nt.BASELINE)

.addComponent (pwdLabel)

.addComponent (pwdField,
javax.swing.GroupLayout.PREFERRED SIZE,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.PREFERRED SIZE))

.addPreferredGap (javax.swing.LayoutStyle.ComponentPlacement .RELATED,
206, Short.MAX VALUE)
.addComponent (conButton)
.addContainerGap())
)i

pack () ;
}// </editor-fold>

private void conButtonMouseClicked(java.awt.event.MouseEvent
evt) {
SwingUtilities.invokeLater (() -> {
connectDialog.pack();
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connectDialog.setLocationRelativeTo (this) ;
connectDialog.setVisible (true) ;
1)
executor.execute (() -> {
try
{
String login = loginField.getText ()
pkt = NetPacket.FormFetchPassword(login) ;
niocl.write (pkt.Serialize()):
niocl.read();
pkt =
NetPacket.Deserialize (niocl.peerAppData() .array()):;
if (pkt.getCode () !=
NetPacket.Opcode.FETCH PASSWORD RESPONSE)
throw new LoginFailedException ()
String pwdhash = (String)pkt.getData
String salt = (String)pkt.getData() [
char[] pwd = pwdField.getPassword() ;
if (!PwdFunctions.validatePassword (pwd, pwdhash,

’

() [O0];
11,

salt))

{
Client.nullPwds (pwd, null);

throw new LoginFailedException():;

}

Client.nullPwds (pwd, null);

pkt = NetPacket.FormLoginSuccess (login);

niocl.write(pkt.Serialize()):;

niocl.read();

pkt =

NetPacket.Deserialize (niocl.peerAppData() .array()):;

SwingUtilities.invokeLater (() -> {
connectDialog.setVisible (false);
connectDialog.dispose() ;
setVisible (false);
dispose ()

WorkForm.main (pkt, pwdhash, salt);
pkt = null;

1)

}
catch (LoginFailedException | IOException ex)
{

SwingUtilities.invokeLater (() -> {
connectDialog.setVisible (false);
JOptionPane.showMessageDialog(this,

ex.getMessage (), "Ommbxa", JOptionPane.ERROR MESSAGE) ;

})

logger.log(Level.SEVERE, "Oumbxa aBTOopm3auum: ",

ex) ;
}
catch (Exception ex)
{

SwingUtilities.invokeLater (() -> {
connectDialog.setVisible (false);
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})
logger.log(Level.SEVERE, "Oumbkxa aBTOpmM3auum: ",

ex) ;

1)

public static void main () {
/* Create and display the form */
SwingUtilities.invokeLater (() -> {
LoginForm form = new LoginForm() ;
form.pack () ;
form.setVisible (true);
1)
}

// Variables declaration - do not modify
private javax.swing.JButton conButton;
private javax.swing.JDialog connectDialog;
private javax.swing.JLabel connectLabel;
private javax.swing.JProgressBar connectProgressBar;
private javax.swing.JLabel lgnLabel;

private javax.swing.JTextField loginField;
private javax.swing.JLabel promptLabel;
private javax.swing.JPasswordField pwdField;
private javax.swing.JLabel pwdLabel;

// End of variables declaration

daiin « LoginFailedException.java»
/ *

* To change this license header, choose License Headers in Project
Properties.

* To change this template file, choose Tools | Templates

* and open the template in the editor.

*/

package client;

/**
*
* @Q@author Admin
*/
public class LoginFailedException extends Exception {
public LoginFailedException ()

{

super ("Oumbka BxXOHa B CUCTEMYy: HEBEPHBE MMH IIOJIb30BATENA MU

napoJsis.") ;
}
}
daiin « StudentForm.javay
/ *

* To change this license header, choose License Headers in Project
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Properties.

* To change this template file, choose Tools | Templates
* and open the template in the editor.
*/

package client;

import static client.Client.logger;

import static client.Client.niocl;

import java.util.logging.Level;

import javax.swing.*;

import javax.swing.table.DefaultTableModel;
import my.NetPacket;

/**
*
* @author Admin
*/

public class StudentForm extends WorkForm

/**
* Creates new form StudentForm
*/
protected StudentForm() {
initComponents () ;
}
/**

* This method is called from within the constructor to
initialize the form.
* WARNING: Do NOT modify this code. The content of this method
is always
* regenerated by the Form Editor.
*/
@SuppressWarnings ("unchecked")
// <editor-fold defaultstate="collapsed" desc="Generated Code">

private void initComponents () {

hwFrame = new javax.swing.JDialog()
jScrollPanel = new javax.swing.JScrollPane();
hwTable = new javax.swing.JTable();

mFrame = new javax.swing.JdDialog();
jScrollPane?2 = new javax.swing.JScrollPane();
mTable = new javax.swing.JTable():;

jPanell = new javax.swing.JPanel();

mButton = new javax.swing.JButton () :;

hwButton = new Jjavax.swing.JButton():;

hwFrame.setTitle ("JomMmaliHee =BamaHue");
hwFrame.setModal (true) ;
hwFrame.addWindowListener (new java.awt.event.WindowAdapter ()

public void windowClosing(java.awt.event.WindowEvent
evt) {
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hwFrameWindowClosing (evt) ;

1)

hwTable.setAutoCreateRowSorter (true) ;
hwTable.setModel (new javax.swing.table.DefaultTableModel (
new Object []I[] {

by
new String [] {

}

))
jJScrollPanel.setViewportView (hwTable) ;

javax.swing.GroupLayout hwFrameLayout = new
javax.swing.GroupLayout (hwFrame.getContentPane());
hwFrame.getContentPane () .setLayout (hwFramelLayout) ;

hwFrameLayout.setHorizontalGroup (

hwFrameLayout.createParallelGroup (javax.swing.GroupLayout.Alignment.

LEADING)
.addGap (0, 900, Short.MAX VALUE)

.addGroup (hwFrameLayout.createParallelGroup (javax.swing.GroupLayout.

Alignment .LEADING)
.addComponent (jScrollPanel,
javax.swing.GroupLayout.DEFAULT SIZE, 900, Short.MAX VALUE))
);

hwFrameLayout.setVerticalGroup (

hwFrameLayout.createParallelGroup (javax.swing.GroupLayout.Alignment.

LEADING)
.addGap (0, 560, Short.MAX VALUE)

.addGroup (hwFrameLayout.createParallelGroup (javax.swing.GroupLayout.

Alignment .LEADING)
.addComponent (jScrollPanel,
javax.swing.GroupLayout.DEFAULT SIZE, 560, Short.MAX VALUE))

) ;

mFrame.setTitle ("Oueuku") ;
mFrame.setModal (true) ;
mEFrame.addWindowListener (new java.awt.event.WindowAdapter ()

public void windowClosing(java.awt.event.WindowEvent

evt) {
mEFrameWindowClosing (evt) ;

1)

mTable.setAutoCreateRowSorter (true) ;
mTable.setModel (new javax.swing.table.DefaultTableModel (
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new Object [][] {
{1},
{},
{1},
{}
b

new String [] {

}
))
jScrollPane2.setViewportView (mTable) ;

javax.swing.GroupLayout mFrameLayout = new
javax.swing.GroupLayout (mFrame.getContentPane()) ;
mFrame.getContentPane () .setLayout (mFramelLayout) ;

mFramelLayout.setHorizontalGroup (

mFrameLayout.createParallelGroup (javax.swing.GroupLayout.Alignment.L
EADING)
.addComponent (jScrollPane?2,
javax.swing.GroupLayout.DEFAULT SIZE, 900, Short.MAX VALUE)
) ;

mFramelLayout.setVerticalGroup (

mFramelayout.createParallelGroup (javax.swing.GroupLayout.Alignment.L
EADING)
.addComponent (jScrollPane?2,
javax.swing.GroupLayout.DEFAULT SIZE, 560, Short.MAX VALUE)
) ;

setDefaultCloseOperation (javax.swing.WindowConstants.EXIT ON CLOSE) ;

jPanell.setMaximumSize (new java.awt.Dimension (2147483647,
2147483647)) ;

jPanell.setMinimumSize (new java.awt.Dimension (0, 0));

jPanell.setPreferredSize (new java.awt.Dimension (875, 341));

jPanell.setlLayout (new java.awt.GridLayout (2, 1, 20, 10));

mButton.setText ("lIlpocMoTpeTs OLeHKU") ;
mButton.addMouselListener (new java.awt.event.MouseAdapter () {
public void mouseClicked(java.awt.event.MouseEvent evt)

mButtonMouseClicked (evt) ;
}

b):
jPanell.add (mButton) ;

hwButton.setText ("llpocMoTpeTs ODoMalHee 3alaHue") ;
hwButton.addMouselListener (new java.awt.event.MouseAdapter ()

public void mouseClicked(java.awt.event.MouseEvent evt)
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hwButtonMouseClicked (evt) ;

}
})
jPanell.add (hwButton) ;

javax.swing.GroupLayout layout = new
javax.swing.GroupLayout (getContentPane()) ;

getContentPane () .setLayout (layout) ;

layout.setHorizontalGroup (

layout.createParallelGroup (javax.swing.GroupLayout.Alignment.LEADING
)

.addComponent (jPanell,
javax.swing.GroupLayout.Alignment.TRAILING,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.DEFAULT SIZE, Short.MAX VALUE)

) ;

layout.setVerticalGroup (

layout.createParallelGroup (javax.swing.GroupLayout.Alignment.LEADING
)

.addGroup (javax.swing.GroupLayout.Alignment.TRAILING,
layout.createSequentialGroup ()

.addContainerGap (86, Short.MAX VALUE)

.addComponent (jPanell,
javax.swing.GroupLayout.PREFERRED SIZE, 120,
javax.swing.GroupLayout.PREFERRED SIZE)

.addGap (135, 135, 135))

) ;

pack () ;
}// </editor-fold>

private void hwButtonMouseClicked(java.awt.event.MouseEvent evt)

showOpDialog() ;
executor.execute(() -> {
try |
pkt = NetPacket.FormSglQuery ("SELECT subject AS
'IlpenmeT', DATE FORMAT (hw date, '%d.%m.%Y')"
+ "AS 'IlaTra', homework AS 'BamaxHue'"
+ "FROM homework RIGHT OUTER JOIN (SELECT
student info.class FROM student info WHERE student ID = ?2)"
+ "AS s ON s.class=homework.class ORDER BY
'DaTa' ASC", udata.id);
niocl.write (pkt.Serialize()):
niocl.read();

pkt =
NetPacket.Deserialize (niocl.peerAppData() .array()):
SwingUtilities.invokeLater (() -> {
switch (pkt.getCode()) {

case SQL RESPONSE:
{
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DefaultTableModel t = new
DefaultTableModel ()

@Override
public boolean isCellEditable (int
row, int column)
{return false;}
i
formTable (t) ;
formColnames () ;
hwTable.setModel (t) ;
SwingUtilities.invokeLater (() -> {
hwFrame.pack () ;
hwFrame.setLocationRelativeTo (this)
hwFrame.setVisible (true) ;
1)
break;
}
case ERROR:
{

int err = (int)pkt.getData() [0];
String msg = (String)pkt.getData() [1];
JOptionPane.showMessageDialog (this,
"MySQL BepHys ommbry: " + msg + "\nKom: " + err, "Omwmbxka'",
JOptionPane.ERROR MESSAGE) ;
break;
}
default:

{
JOptionPane.showMessageDialog(this,
"HemssecTHaa oumbka", "Ommbka", JOptionPane.ERROR MESSAGE) ;
break;
}
}
operationDialog.setVisible (false);
}) g
}
catch (Exception ex)
{
logger.log(Level.SEVERE, "Ommbka Opy Sanucu/dTeHun
ceTeBOTrO Inakera: ", ex);
SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);

}
private void mButtonMouseClicked (java.awt.event.MouseEvent evt)
showOpDialog() ;

executor.execute (() -> {
try |

.
4
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NetPacket.FormSglQuery ("SELECT subject AS

pkt =
'llpeomeTr', DATE FORMAT (m date, 'Sd.%m.%Y') AS 'IaTa',"
+ "mark AS 'Ouenka' FROM marks WHERE student ID
= ? ORDER BY 'IlaTa' ASC", udata.id);
niocl.write(pkt.Serialize());
niocl.read() ;

pkt =
NetPacket.Deserialize (niocl.peerAppData() .array()):;
SwingUtilities.invokeLater (() -> {
(pkt.getCode()) {

switch
case SQL RESPONSE:
{
DefaultTableModel t = new
DefaultTableModel ()
{
@Override
public boolean isCellEditable (int
row, int column)
{return false;}

ti
formTable (t) ;

formColnames () ;
mTable.setModel (t) ;
SwingUtilities.invokeLater (() -> {

mFrame.pack () ;
mFrame.setLocationRelativeTo (this) ;

mFrame.setVisible (true);

1)

break;

}

case ERROR:

{
int err = (int)pkt.getData () [0];
String msg = (String)pkt.getData() [1];

JOptionPane.showMessageDialog(this,
"MySQL BepHys ommbKy: " + msg + "\nKom: " + err, "Ouwmbxka'",
JOptionPane.ERROR MESSAGE) ;

}
default:

break;

{
JOptionPane.showMessageDialog (this,

"Ommbka", JOptionPane.ERROR MESSAGE) ;

"HemsBecTHasa ommbka",
break;

}
}
operationDialog.setVisible (false);

1)
}

catch (Exception ex)

{

logger.log(Level.SEVERE, "Oumbka Opy Sanmcu/dTeHun

ceTeBOTO Inakera: ", ex);
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SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);

private void hwFrameWindowClosing(java.awt.event.WindowEvent
evt) {
WindowClosingAction (hwTable) ;

private void mFrameWindowClosing (java.awt.event.WindowEvent evt)

WindowClosingAction (mTable) ;

}

// Variables declaration - do not modify
private javax.swing.JButton hwButton;

private javax.swing.JDialog hwFrame;

private javax.swing.JTable hwTable;

private javax.swing.JPanel jPanell;

private javax.swing.JScrollPane jScrollPanel;
private javax.swing.JScrollPane jScrollPane?2;
private javax.swing.JButton mButton;

private javax.swing.JDialog mFrame;

private javax.swing.JTable mTable;

// End of variables declaration

daiin « TeacherForm.java»

/ *
* To change this license header, choose License Headers in Project
Properties.
* To change this template file, choose Tools | Templates
* and open the template in the editor.
*/

package client;

import static client.Client.logger;

import static client.Client.niocl;

import java.io.IOException;

import java.text.*;

import java.util.*;

import java.util.logging.Level;

import javax.swing.*;

import javax.swing.event.*;

import javax.swing.table.*;

import static javax.swing.event.TableModelEvent.DELETE;
import static javax.swing.event.TableModelEvent.INSERT;
import static javax.swing.event.TableModelEvent.UPDATE;
import my.*;
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/**
*
* @author Admin
*/
public class TeacherForm extends EditableForm {
private TableRow currentrow;
private boolean callFromInsert;
private Map<String, JComboBox> classessubjects;
public static final JComboBox marks;

static
{
marks = new JComboBox () ;
marks.addItem ("1");
marks.addItem("2") ;
marks.addItem ("3");
marks.addItem("4") ;
marks.addItem("5");
marks.addItem("u") ;
marks.addItem("-");
}
/**
* Creates new form TeacherForm
*/
protected TeacherForm() {
initComponents () ;
callFromInsert = false;
}
/**

* This method is called from within the constructor to
initialize the form.
* WARNING: Do NOT modify this code. The content of this method
is always
* regenerated by the Form Editor.
*/
@SuppressWarnings ("unchecked")
// <editor-fold defaultstate="collapsed" desc="Generated Code">
private void initComponents () {
bindingGroup = new org.Jjdesktop.beansbinding.BindingGroup () ;

hwFrame = new javax.swing.JDialog()
jScrollPanel = new javax.swing.JScrollPane();
hwTable = new javax.swing.JTable();
hwConfirmButton = new javax.swing.JButton();
addButton = new javax.swing.JButton () ;
hwPopupMenu = new javax.swing.JPopupMenu() ;
addMenultem = new javax.swing.JMenultem() ;
rmMenultem = new javax.swing.JMenultem() ;
mFrame = new javax.swing.JdDialog();
jScrollPane?2 = new javax.swing.JScrollPane();
mTable = new javax.swing.JTable();
mConfirmButton = new javax.swing.JButton ()
mAddButton = new javax.swing.JButton();
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jPanel?2 = new javax.swing.JPanel () ;
classLabel = new javax.swing.JLabel () ;
subjectLabel = new javax.swing.JLabel ();
mPopupMenu = new javax.swing.JPopupMenu () ;
mAddMenultem = new javax.swing.JMenultem() ;

mRmMenulItem = new Jjavax.swing.JMenultem() ;
chooseClassSubjectDialog = new javax.swing.JDialog();
jLabel6 = new javax.swing.JLabel ()
chooseClassSubjectConfirmButton = new javax.swing.JButton () ;
jLabel7 = new javax.swing.JLabel () ;

subjectComboBox = new javax.swing.JComboBox<> () ;
classComboBox = new javax.swing.JComboBox<> () ;

jLabell = new javax.swing.JLabel () ;

jPanell = new javax.swing.JPanel ()

hwButton = new javax.swing.JButton() ;
mButton new Jjavax.swing.JButton () ;

hwFrame.setTitle ("IJomMmalHee =anaHme");
hwFrame.setModal (true) ;
hwFrame.addWindowListener (new java.awt.event.WindowAdapter ()

public void windowClosed(java.awt.event.WindowEvent evt)
hwFrameWindowClosed (evt) ;

1)
hwTable.setAutoCreateRowSorter (true) ;

hwTable.setAutoResizeMode (javax.swing.JTable .AUTO RESIZE NEXT COLUMN
) 7

hwTable.setSelectionMode (javax.swing.ListSelectionModel.SINGLE SELEC
TION) ;
hwTable.getTableHeader () .setReorderingAllowed (false);

org.jdesktop.beansbinding.Binding binding =
org.jdesktop.beansbinding.Bindings.createAutoBinding (org. jdesktop.be
ansbinding.AutoBinding.UpdateStrategy.READ WRITE, hwPopupMenu,
org.jdesktop.beansbinding.ObjectProperty.create (), hwTable,
org.jdesktop.beansbinding.BeanProperty.create ("componentPopupMenu") )

4

bindingGroup.addBinding (binding) ;
jScrollPanel.setViewportView (hwTable) ;

hwConfirmButton.setText ("llooTBepauTs muaMeHeHUs") ;
hwConfirmButton.addMouseListener (new
java.awt.event.MouseAdapter () {
public void mouseClicked(java.awt.event.MouseEvent evt)

{

hwConfirmButtonMouseClicked (evt) ;
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1) ;
addButton.setText ("JobGaBUTL CTPOKY")
addButton.addMouselListener (new java.awt.event.MouseAdapter ()

public void mouseClicked(java.awt.event.MouseEvent evt)

addButtonMouseClicked (evt) ;

1)

javax.swing.GroupLayout hwFramelLayout = new
javax.swing.GroupLayout (hwFrame.getContentPane()) ;
hwFrame.getContentPane () .setLayout (hwFrameLayout) ;

hwFrameLayout.setHorizontalGroup (

hwFrameLayout.createParallelGroup (javax.swing.GroupLayout.Alignment.
LEADING)
.addComponent (jScrollPanel,
javax.swing.GroupLayout.DEFAULT SIZE, 888, Short.MAX VALUE)
.addGroup (javax.swing.GroupLayout.Alignment.TRAILING,
hwFrameLayout.createSequentialGroup ()
.addContainerGap ()
.addComponent (addButton)

.addPreferredGap (javax.swing.LayoutStyle.ComponentPlacement.RELATED,
javax.swing.GroupLayout.DEFAULT SIZE, Short.MAX VALUE)
.addComponent (hwConfirmButton)
.addContainerGap())
);

hwFrameLayout.setVerticalGroup (

hwFrameLayout.createParallelGroup (javax.swing.GroupLayout.Alignment.
LEADING)
.addGroup (hwFrameLayout.createSequentialGroup ()
.addComponent (jScrollPanel,
javax.swing.GroupLayout.PREFERRED SIZE, 480,
javax.swing.GroupLayout.PREFERRED SIZE)

.addPreferredGap (javax.swing.LayoutStyle.ComponentPlacement.RELATED,
45, Short.MAX_VALUE)

.addGroup (hwFrameLayout.createParallelGroup (javax.swing.GroupLayout.
Alignment .BASELINE)
.addComponent (hwConfirmButton)
.addComponent (addButton))
.addContainerGap())
)

hwPopupMenu.setPreferredSize (new java.awt.Dimension (200,
100));

addMenultem.setText ("HobaBuTe CTPOKY") ;
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addMenultem.addActionListener (new
java.awt.event.ActionListener () {
public void actionPerformed(java.awt.event.ActionEvent

evt) {
addMenuItemActionPerformed (evt) ;

1) ;
hwPopupMenu.add (addMenultem) ;

rmMenultem.setText ("YonanuTte CcTpoky");
rmMenultem.addActionlListener (new

java.awt.event.ActionListener () {
public void actionPerformed(java.awt.event.ActionEvent

evt) {
rmMenultemActionPerformed (evt) ;
}
1) ;
hwPopupMenu.add (rmMenultem) ;
mFrame.setTitle ("Ouenuku") ;
mFrame.setModal (true) ;
mEFrame.addWindowListener (new java.awt.event.WindowAdapter ()
{
public void windowClosing(java.awt.event.WindowEvent
evt) {

mEFrameWindowClosing (evt) ;

1)
mTable.setAutoCreateRowSorter (true) ;

mTable.setAutoResizeMode (Javax.swing.JTable.AUTO RESIZE NEXT COLUMN)

4

mTable.setSelectionMode (jJavax.swing.ListSelectionModel.SINGLE SELECT

ION) ;
mTable.getTableHeader () .setReorderingAllowed (false) ;

binding =
org.jdesktop.beansbinding.Bindings.createAutoBinding (org. jdesktop.be
ansbinding.AutoBinding.UpdateStrategy.READ WRITE, mPopupMenu,
org.jdesktop.beansbinding.ObjectProperty.create (), mTable,
org.jdesktop.beansbinding.BeanProperty.create ("componentPopupMenu") )

4

bindingGroup.addBinding (binding) ;

jScrollPane2.setViewportView (mTable) ;
mTable.getSelectionModel () .addListSelectionListener (new

ListSelectionlListener () {

public void valueChanged(ListSelectionEvent lse) {
int idx =
((ListSelectionModel)lse.getSource()) .getMinSelectionIndex () ;
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if(idx !'= -1)
{
currentrow =

TableRow.FromTableModel (mTable.getModel (), idx, O,
mTable.getModel () .getColumnCount ()) ;

}

}
})

mConfirmButton.setText ("llooTBepIuTs M3MeHeHUA") ;
mConfirmButton.addMouselistener (new
java.awt.event.MouseAdapter () {
public void mouseClicked(java.awt.event.MouseEvent evt)

{

mConfirmButtonMouseClicked (evt) ;

1)

mAddButton.setText ("DobaBUTs CTPOKY") ;
mAddButton.addMouselListener (new
java.awt.event.MouseAdapter () {
public void mouseClicked(java.awt.event.MouseEvent evt)

{
mAddButtonMouseClicked (evt) ;

1)

jPanel?2.setlLayout (new java.awt.BorderLayout())

classLabel.setFont (new java.awt.Font ("Verdana", 0, 18)); //
NOI18N

classLabel.setText ("Kmacc: ");

classLabel.setPreferredSize (new java.awt.Dimension (200,
23));

jPanel2.add(classLabel, java.awt.BorderLayout.LINE START);

subjectLabel.setFont (new java.awt.Font ("Verdana", 0, 18));
// NOI18N

subjectLabel.setText ("llpeameT: ") ;

subjectLabel.setPreferredSize (new java.awt.Dimension (200,

23)) s
jPanel?2.add (subjectLabel, java.awt.BorderLayout.CENTER) ;
javax.swing.GroupLayout mFrameLayout = new
javax.swing.GroupLayout (mFrame.getContentPane()) ;
mEFrame.getContentPane () .setLayout (mFramelLayout) ;

mFrameLayout.setHorizontalGroup (

mEFrameLayout.createParallelGroup (javax.swing.GroupLayout.Alignment.L
EADING)

.addGroup (javax.swing.GroupLayout.Alignment.TRAILING,
mEFrameLayout.createSequentialGroup ()
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.addContainerGap ()
.addComponent (mAddButton)

.addPreferredGap (javax.swing.LayoutStyle.ComponentPlacement .RELATED,
590, Short.MAX VALUE)

.addComponent (mConfirmButton)

.addContainerGap())

.addComponent (jScrollPane?2,
javax.swing.GroupLayout.Alignment.TRAILING)

.addComponent (jPanel?2,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.DEFAULT SIZE, Short.MAX VALUE)

)

mEFrameLayout.setVerticalGroup (

mFrameLayout.createParallelGroup (javax.swing.GroupLayout.Alignment.L
EADING)
.addGroup (mFrameLayout.createSequentialGroup ()

.addComponent (jPanel?2,
javax.swing.GroupLayout.PREFERRED SIZE, 42,
javax.swing.GroupLayout.PREFERRED SIZE)

.addGap (0, 0, 0)

.addComponent (jScrollPane?2,
javax.swing.GroupLayout.PREFERRED SIZE, 430,
javax.swing.GroupLayout.PREFERRED SIZE)

.addPreferredGap (javax.swing.LayoutStyle.ComponentPlacement .RELATED,
53, Short.MAX VALUE)

.addGroup (mFrameLayout.createParallelGroup (javax.swing.GroupLayout.A
lignment .BASELINE)
.addComponent (mConfirmButton)
.addComponent (mAddButton))
.addContainerGap())

) ;

mPopupMenu.setPreferredSize (new java.awt.Dimension (200,
100)) 7

mAddMenultem.setText ("JobaBuTe CTPOKY") ;
mAddMenuItem.addActionListener (new
java.awt.event.ActionListener () {
public void actionPerformed(java.awt.event.ActionEvent

evt) {
mAddMenultemActionPerformed (evt) ;
}
1)
mPopupMenu.add (mAddMenultem) ;
mRmMenultem.setText ("YoanmuTe cTpoky") ;
mRmMenuItem.setToolTipText ("");
mRmMenulItem.addActionlListener (new
java.awt.event.ActionListener () {
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public void actionPerformed(java.awt.event.ActionEvent

evt) {
mRmMenuItemActionPerformed (evt) ;
}
1)
mPopupMenu.add (mRmMenultem) ;
chooseClassSubjectDialog.setTitle ("Brbepure KJjlacc U
npeoMeT") ;

chooseClassSubjectDialog.setModal (true) ;
JLabel6.setText ("Kmacc") ;

chooseClassSubjectConfirmButton.setText ("llooTrBepauTs") ;
chooseClassSubjectConfirmButton.addMouselListener (new

java.awt.event.MouseAdapter () {
public void mouseClicked(java.awt.event.MouseEvent evt)

{

chooseClassSubjectConfirmButtonMouseClicked (evt) ;
});
jLabel7.setText ("llpeomeT") ;
subjectComboBox.setEditable (true) ;
classComboBox.setEditable (true) ;

jLabell.setFont (new java.awt.Font ("Verdana", 0, 18)); //
NOI18N

JLabell.setHorizontalAlignment (javax.swing.SwingConstants.CENTER) ;
jLabell.setText ("Bubepure kjacc u mnpenmet") ;

JLabell.setHorizontalTextPosition(javax.swing.SwingConstants.CENTER)

4

javax.swing.GroupLayout chooseClassSubjectDialogLayout = new
javax.swing.GroupLayout (chooseClassSubjectDialog.getContentPane () ) ;

chooseClassSubjectDialog.getContentPane () .setLayout (chooseClassSubije

ctDialogLayout) ;
chooseClassSubjectDialogLayout.setHorizontalGroup (

chooseClassSubjectDialogLayout.createParallelGroup (javax.swing.Group
Layout.Alignment.LEADING)

.addGroup (chooseClassSubjectDialogLayout.createSequentialGroup ()
.addContainerGap ()

.addGroup (chooseClassSubjectDialogLayout.createParallelGroup (javax.s
wing.GroupLayout.Alignment.LEADING)
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.addGroup (javax.swing.GroupLayout.Alignment.TRAILING,
chooseClassSubjectDialogLayout.createSequentialGroup ()
.addGap (0, 0, Short.MAX VALUE)

.addGroup (chooseClassSubjectDialogLayout.createParallelGroup (javax.s
wing.GroupLayout.Alignment.TRAILING)

.addComponent (chooseClassSubjectConfirmButton)
.addGroup (chooseClassSubjectDialogLayout.createSequentialGroup ()

.addGroup (chooseClassSubjectDialoglLayout.createParallelGroup (javax.s
wing.GroupLayout.Alignment.TRAILING)
.addComponent (jLabel6)
.addComponent (jLabel7))
.addGap (18, 18, 18)

.addGroup (chooseClassSubjectDialogLayout.createParallelGroup (javax.s
wing.GroupLayout.Alignment.LEADING, false)

.addComponent (classComboBox, 0,
javax.swing.GroupLayout.DEFAULT SIZE, Short.MAX VALUE)

.addComponent (subjectComboBox,
javax.swing.GroupLayout.PREFERRED SIZE, 200,
javax.swing.GroupLayout.PREFERRED SIZE)))))

.addComponent (jLabell,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.DEFAULT SIZE, Short.MAX VALUE))

.addContainerGap())
) ;
chooseClassSubjectDialogLayout.setVerticalGroup (

chooseClassSubjectDialogLayout.createParallelGroup (javax.swing.Group
Layout.Alignment.LEADING)
.addGroup (javax.swing.GroupLayout.Alignment.TRAILING,
chooseClassSubjectDialogLayout.createSequentialGroup ()
.addContainerGap ()
.addComponent (jLabell)

.addPreferredGap (javax.swing.LayoutStyle.ComponentPlacement .RELATED,
javax.swing.GroupLayout.DEFAULT SIZE, Short.MAX VALUE)

.addGroup (chooseClassSubjectDialogLayout.createParallelGroup (javax.s
wing.GroupLayout.Alignment .BASELINE)

.addComponent (jLabel6)

.addComponent (classComboBox,
javax.swing.GroupLayout.PREFERRED SIZE,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.PREFERRED SIZE))

.addGap (18, 18, 18)

.addGroup (chooseClassSubjectDialogLayout.createParallelGroup (javax.s
wing.GroupLayout.Alignment .BASELINE)
.addComponent (jLabel7)
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.addComponent (subjectComboBox,
javax.swing.GroupLayout.PREFERRED SIZE,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.PREFERRED SIZE))

.addGap (18, 18, 18)
.addComponent (chooseClassSubjectConfirmButton)
.addContainerGap())

) ;

setDefaultCloseOperation (javax.swing.WindowConstants.EXIT ON CLOSE) ;

JjPanell.setMaximumSize (new java.awt.Dimension (2147483647,
2147483647)) ;

JjPanell.setMinimumSize (new java.awt.Dimension (0, 0));

JjPanell.setPreferredSize (new java.awt.Dimension (875, 341));

jPanell.setLayout (new java.awt.GridLayout (2, 1, 20, 10));

hwButton.setText ("PemaxkTuporBaTh IOOMallHee 3anaHume") ;
hwButton.addMouselListener (new java.awt.event.MouseAdapter ()

public void mouseClicked(java.awt.event.MouseEvent evt)

hwButtonMouseClicked (evt) ;

}

});
jPanell.add (hwButton) ;

mButton.setText ("PenakTupoBaTb OUeHKU") ;

mButton.setToolTipText ("") ;

mButton.addMouselistener (new java.awt.event.MouseAdapter () {
public void mouseClicked(java.awt.event.MouseEvent evt)

mButtonMouseClicked (evt) ;

}
}):
jPanell.add (mButton) ;

javax.swing.GroupLayout layout = new
javax.swing.GroupLayout (getContentPane()) ;

getContentPane () .setLayout (layout) ;

layout.setHorizontalGroup (

layout.createParallelGroup (javax.swing.GroupLayout.Alignment.LEADING

)
.addComponent (jPanell,

javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.DEFAULT SIZE, Short.MAX VALUE)
);

layout.setVerticalGroup (

layout.createParallelGroup (javax.swing.GroupLayout.Alignment.LEADING
)
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.addGroup (layout.createSequentialGroup ()

.addGap (110, 110, 110)

.addComponent (jPanell,
javax.swing.GroupLayout.PREFERRED SIZE, 120,
javax.swing.GroupLayout.PREFERRED SIZE)

.addContainerGap (111, Short.MAX VALUE))

) ;
bindingGroup.bind() ;

pack () ;
}// </editor-fold>

private void hwButtonMouseClicked(java.awt.event.MouseEvent evt)

showOpDialog() ;
executor.execute (() -> {
try
{
fetchHwTable () ;
}
catch (Exception ex)

{
logger.log (Level.SEVERE, "Oumbka NOpM Banucu/dTeHUn
ceTeBOIrO Inakera: ", ex);
SwingUtilities.invokeLater (() -> {

operationDialog.setVisible (false);

}

private void mButtonMouseClicked(java.awt.event.MouseEvent evt)

showOpDialog() ;
executor.execute (() -> {
try

{
pkt = NetPacket.FormSglQuery ("SELECT class, subject

FROM classes WHERE teacher ID = ?", udata.id);
niocl.write (pkt.Serialize()):
niocl.read();

pkt =
NetPacket.Deserialize (niocl.peerAppData() .array()):
switch (pkt.getCode()) {

case SQL RESPONSE:
{

classComboBox.setModel (formClassesSubjects (0,
1))7

subjectComboBox.setModel (classessubjects.getOrDefault (classComboBox.

getSelectedItem(), new JComboBox()) .getModel ()):;
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SwingUtilities.invokeLater (() -> {
chooseClassSubjectDialog.pack() ;

chooseClassSubjectDialog.setLocationRelativeTo (this) ;

chooseClassSubjectDialog.setVisible (true);

1)
break;

}
case ERROR:

{

int err = (int)pkt.getData () [0];
String msg = (String)pkt.getData() [1];
JOptionPane.showMessageDialog (this, "MySQL
BepHyJs ommbky: " + msg + "\nKom: " + err, "Oumbka",
JOptionPane.ERROR MESSAGE) ;
break;
}
default:
{
JOptionPane.showMessageDialog (this, "HewmsBecTHas

ommbxa", "Ommbka", JOptionPane.ERROR MESSAGE) ;
break;
}
}
}
catch (Exception ex)

{

logger.log(Level.SEVERE, "Oumbka nOpr Sanmcu/dTeHun

ceTeBOIO IIakeTa: , ex);
}
finally
{
SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);

}

private void
addMenulItemActionPerformed(java.awt.event.ActionEvent evt) {
onAddAction () ;
}

private void
rmMenultemActionPerformed (java.awt.event.ActionEvent evt) {
int selectedRow = hwTable.getSelectedRow () ;
DefaultTableModel mdl =
(DefaultTableModel) hwTable.getModel () ;
if (selectedRow != -1)
{

Object primary = mdl.getValueAt (selectedRow, O0);

if (primary == null)
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TableRow secondary = new TableRow (new Object[]{
mdl.getValueAt (selectedRow, 1)
mdl.getValueAt (selectedRow, 2),
mdl.getValueAt (selectedRow, 3),
mdl.getValueAt (selectedRow, 4)
null

’

o~ o~ o~ —

4

1)

insertions.removelf (e -> e.equals(secondary));
}
else
{

changes.remove (primary) ;

deletions.add (primary) ;

}

mdl.removeRow (selectedRow) ;

}

private void addButtonMouseClicked(java.awt.event.MouseEvent
evt) {
onAddAction () ;
}

private void
hwConfirmButtonMouseClicked (java.awt.event.MouseEvent evt) {
if (changes.isEmpty () && deletions.isEmpty () &&
insertions.isEmpty())
return;
showOpDialog() ;
executor.execute (() -> {
try
{
pkt = NetPacket.FormUpdateTable ("homework",
"entry ID",
"entry ID", new TableRow (new Object[]
{changes, deletions, null}));
niocl.write(pkt.Serialize());
niocl.read();

pkt =
NetPacket.Deserialize (niocl.peerAppData () .array());
switch (pkt.getCode()) {
case SQL UPDATE RESPONSE:

break;
case ERROR:
{

int err = (int)pkt.getData () [0];
String msg = (String)pkt.getData() [1];
SwingUtilities.invokeLater (() -> {

operationDialog.setVisible (false);

JOptionPane.showMessageDialog (hwFrame,
"MySQL BepHys ommbry: " + msg + "\nKom: " + err, "Oumbxa",
JOptionPane.ERROR MESSAGE) ;
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1)

return;
}
default:
{

SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);
JOptionPane.showMessageDialog (hwFrame,

"HemspecTHasa ouwmbka", "Ommbxa", JOptionPane.ERROR MESSAGE) ;

1)

return;

}
}

//VHCEpPTH nejilaeM OTHeJIbHO, UTOOB GOpMATHMPOBATL HATY

pkt = NetPacket.FormUpdateBatch ("INSERT IGNORE INTO
homework VALUES (?,7?,STR TO DATE(?, '%d.%m.%Y'),?,NULL)",
insertions.toArray(new TableRow[0]));

niocl.write(pkt.Serialize()):;

niocl.read () ;

pkt =
NetPacket.Deserialize (niocl.peerAppData () .array());
switch (pkt.getCode()) {
case SQL UPDATE RESPONSE:
break;

case ERROR:
{

int err = (int)pkt.getData() [0];
String msg = (String)pkt.getData() [1];
SwingUtilities.invokeLater (() -> {

operationDialog.setVisible (false);
JOptionPane.showMessageDialog (hwFrame,
"MySQL BepHyJs ommbkry: " + msg + "\nKom: " + err, "Ommbka",
JOptionPane.ERROR MESSAGE) ;
}) g
return;
}
default:
{

SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);
JOptionPane.showMessageDialog (hwFrame,

"HemseecTHaa ommbka", "Ommbka", JOptionPane.ERROR MESSAGE) ;

b);

return;

}
}
fetchHwTable () ;
}

catch (IOException ex)

{

logger.log(Level.SEVERE, "Oumbka Opy Sanmcu/dTeHun
ceTeBOIrO Inakera: ", ex);
SwingUtilities.invokeLater (() -> {
Jlucm
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operationDialog.setVisible (false);
}) g
JOptionPane.showMessageDialog (hwFrame, "Oumbka
coeIMHeHUs C cepBepoM: " + ex.getMessage (), "Owmwmbxa",
JOptionPane.ERROR_MESSAGE);
System.exit (1)
}
catch (Exception ex)

{

logger.log(Level.SEVERE, "Oumbka NOpu 3anucu/dTeHun
ceTeBOIroO Inakera: ", ex);
SwingUtilities.invokeLater (() -> {

operationDialog.setVisible (false);
});
}
finally
{

reset () ;

1)
}

private void mAddButtonMouseClicked (java.awt.event.MouseEvent
evt) {
onMAddAction () ;
}

private void
mAddMenultemActionPerformed(java.awt.event.ActionEvent evt) {
onMAddAction () ;
}

private void
mRmMenuItemActionPerformed (java.awt.event.ActionEvent evt) {
int selectedRow = mTable.getSelectedRow() ;
DefaultTableModel mdl =
(DefaultTableModel)mTable.getModel () ;
if (selectedRow != -1)
{
Object primary = mdl.getValueAt (selectedRow, O0);
if (primary == null)
{
TableRow secondary = new TableRow (new Object[]{
mdl.getValueAt (selectedRow, 1),
mdl.getValueAt (selectedRow, 5
mdl.getValueAt (selectedRow, 6
mdl.getValueAt (selectedRow, 7
null

~

Py
—_— — ~— ~—
~

4

1)

insertions.removelf (e -> e.equals(secondary));

}

else

{
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changes.remove (primary) ;
deletions.add (primary) ;

}

mdl.removeRow (selectedRow) ;

}

private void hwFrameWindowClosed (java.awt.event.WindowEvent evt)

WindowClosingAction (hwTable) ;
}

private void mFrameWindowClosing(java.awt.event.WindowEvent evt)

WindowClosingAction (mTable) ;
}

private void
mConfirmButtonMouseClicked (java.awt.event.MouseEvent evt) {
if (deletions.isEmpty () && insertions.isEmpty())
return;
showOpDialog() ;
executor.execute (() -> {
try

{
pkt = NetPacket.FormUpdateTable ("marks", null,

"entry ID", new TableRow(new Object[] {null,
deletions, null}));
niocl.write(pkt.Serialize()):
niocl.read() ;
pkt =
NetPacket.Deserialize (niocl.peerAppData() .array()):
switch (pkt.getCode()) {
case SQL UPDATE RESPONSE:
break;
case ERROR:

{

int err = (int)pkt.getData() [0];
String msg = (String)pkt.getData() [1];
SwingUtilities.invokeLater (() -> {

operationDialog.setVisible (false);
JOptionPane.showMessageDialog (mFrame,
"MySQL BepHyJs ommbkry: " + msg + "\nKom: " + err, "Oumbka",
JOptionPane.ERROR MESSAGE) ;
1)
return;
}
default:
{

SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);
JOptionPane.showMessageDialog (mFrame,

"HemspecTHaa ommbka", "Ommbka", JOptionPane.ERROR MESSAGE) ;
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1)

return;

}
pkt = NetPacket.FormUpdateBatch ("CALL

InsertMark(?,?,?,?2,?2,2,?2)", insertions.toArray(new TableRow[0]))
niocl.write(pkt.Serialize());
niocl.read() ;

pkt =
NetPacket.Deserialize (niocl.peerAppData () .array());
switch (pkt.getCode()) {
case SQL UPDATE RESPONSE:

break;
case ERROR:
{

int err = (int)pkt.getData() [0];
String msg = (String)pkt.getData() [1];
SwingUtilities.invokeLater (() -> {

operationDialog.setVisible (false);
JOptionPane.showMessageDialog (mFrame,
"MySQL Bepuyn oumbky: " + msg + "\nKom: " + err, "Oumbxa",
JOptionPane.ERROR MESSAGE) ;
})
return;
}
default:
{

SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);
JOptionPane.showMessageDialog (mFrame,

"HemssecTHaa oumbka", "Ommbka", JOptionPane.ERROR MESSAGE) ;
})
return;
}
}
fetchMTable (classLabel .getText () .replace ("Knacc: ",
""), subjectLabel.getText () .replace ("lIlpeomer: ", ""));
}
catch (IOException ex)

{

logger.log(Level.SEVERE, "Omumbka nOpv Sanmcu/dTeHun
ceTeBOTrO mnakera: ", ex);

SwingUtilities.invokeLater (() -> {

operationDialog.setVisible (false);

})

JOptionPane.showMessageDialog (mFrame, "Ommbxa
coenmMHeHUs C cepBepoMm: " + ex.getMessage (), "Ommbka",
JOptionPane.ERROR MESSAGE) ;

System.exit (1)

}

catch (Exception ex)

{

logger.log(Level.SEVERE, "Oumbka Opr SanmMcu/dTeHun
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ceTeBOTO mnakera: ", ex);
SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);
1)
}
finally
{

reset () ;

1)
}

private void
chooseClassSubjectConfirmButtonMouseClicked(java.awt.event.MouseEven
t evt) {

String clazz = (String)classComboBox.getSelectedItem() ;
String subj = (String)subjectComboBox.getSelectedItem() ;
if(clazz == null || subj == null ||clazz.isEmpty() ||

subj.isEmpty())
{

SwingUtilities.invokeLater (() -> {

JOptionPane.showMessageDialog (chooseClassSubjectDialog, "He BrOpaH
kjpacc mwim npeametr", "Ommbxa", JOptionPane.ERROR MESSAGE) ;
1)
return;
}
showOpDialog() ;
executor.execute (() -> {
try
{
fetchMTable (clazz, subj):
chooseClassSubjectDialog.setVisible (false) ;
}
catch (Exception ex)

{

logger.log(Level.SEVERE, "Oumbka Opy Sanucu/dTeHun
ceTeBOTO Inakera: ", ex);
SwingUtilities.invokeLater (() -> {

operationDialog.setVisible (false);

}

private void hwTableChanged(javax.swing.event.TableModelEvent
evt)
{
DefaultTableModel mdl = (DefaultTableModel)evt.getSource():;
if (callFromInsert)
{
callFromInsert = false;
return;
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}
switch (evt.getType ())

{
case UPDATE:

{

int row = evt.getFirstRow()
int col = evt.getColumn() ;
String colname = mdl.getColumnName (col) ;

Object key = mdl.getValueAt (row, 0);

Object val mdl.getValueAt (row, col);

String clazz = (String)mdl.getValueAt (row, 1);

JComboBox bl =
(JComboBox) ((DefaultCellEditor)hwTable.getColumnModel () .getColumn (1)
.getCellEditor()) .getComponent () ;

JComboBox b2 = classessubjects.get(clazz);

if (!Objects.equals(bl, b2))

hwTable.getColumnModel () .getColumn (1) .setCellEditor (new
DefaultCellEditor (
classessubjects.getOrDefault (clazz,
new JComboBox ())))
if (key == null)
{
TableRow trow = TableRow.FromTableModel (mdl,
row, 1, mdl.getColumnCount())
insertions.removelf (e -> e.equals(trow));
if (!Arrays.aslList(trow.elems) .contains (null))
insertions.add (trow) ;
}
else
{
try
{
changes.computelfAbsent (key, k -> new
TreeMap<>()) .put (colnames.get (colname), val);
}
catch (RuntimeException ex)
{
logger.log(Level .WARNING, "Oumbkxa opmu
bopMmpoBaHMM M3MeHeHUN: ", ex);
}
}
break;
}
case INSERT:

{

java.util.Date date = new java.util.Date();
DateFormat df = new SimpleDateFormat ("dd.MM.yyyy");
callFromInsert = true;

mdl.setValueAt (df.format (date), mdl.getRowCount () -

break;
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}

case DELETE:

break;

private void mTableChanged (TableModelEvent evt) {
DefaultTableModel mdl = (DefaultTableModel)evt.getSource()
if (callFromInsert)

}

{

}

callFromInsert = false;
return;

switch (evt.getType ())

{

case UPDATE:

{

}

int row = evt.getFirstRow()

Object key = mdl.getValueAt (row, 0);

if (key '= null)

{
deletions.add (key) ;

}

TableRow trow = new TableRow (new Object[] {
mdl.getValueAt (row, 1),
mdl.getValueAt (row, 2
mdl.getValueAt (row, 3
subjectLabel.getText (
mdl.getValueAt (row, 4
mdl.getValueAt (row, 5
classLabel.getText () .replace ("Knmacc: ", "")

4

4

4

’

1)

insertions.removelf (e -> e.equals(currentrow));

if (!Arrays.aslList(trow.elems) .contains (null))
insertions.add (trow) ;

break;

case INSERT:

{

}

java.util.Date date = new java.util.Date();
DateFormat df = new SimpleDateFormat ("dd.MM.yyyy");
callFromInsert = true;

mdl.setValueAt (df.format (date), mdl.getRowCount () -

break;

case DELETE:

break;

private void onAddAction ()

{

DefaultTableModel model = (DefaultTableModel)

)
)
) .replace ("llpeameT: ", ""),
)
)
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hwTable.getModel () ;
Object[] row = new Object[model.getColumnCount()];
model .addRow (row) ;

}

private void onMAddAction ()
{

DefaultTableModel model = (DefaultTableModel)
mTable.getModel () ;
Object[] row = new Object[model.getColumnCount () ];

model .addRow (row) ;

}

private void fetchHwTable () throws Exception
{
pkt = NetPacket.FormSglQuery ("SELECT entry ID,
homework.class AS 'Kmacc', homework.subject AS 'llpemmer',6 " +
"DATE FORMAT (hw date, '$d.%m.%Y') AS 'Ilara', homework AS '3BapaHue'
FROM homework " +
"RIGHT OUTER JOIN (SELECT classes.subject, class FROM classes WHERE
teacher ID = ?2)" +
"AS s ON s.subject=homework.subject WHERE s.class = homework.class
ORDER BY 'JlaTra' ASC", udata.id);
niocl.write(pkt.Serialize());
niocl.read();

pkt = NetPacket.Deserialize(niocl.peerAppData() .array()):
SwingUtilities.invokeLater (() -> {
switch (pkt.getCode()) {

case SQL RESPONSE:
{
JComboBox classesComboBox = new
JComboBox (formClassesSubjects (1, 2));
DefaultTableModel t = new DefaultTableModel ()
{
@Override
public boolean isCellEditable(int row, int
column)
{
return true;
}
i
formTable (t) ;
formColnames () ;
t.addTableModellListener (this::hwTableChanged) ;
hwTable.setModel (t) ;

hwTable.getColumnModel () .getColumn (1) .setCellEditor (new
DefaultCellEditor (classesComboBox)) ;

hwTable.getColumnModel () .getColumn (2) .setCellEditor (new
DefaultCellEditor (
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classessubjects.getOrDefault ((String)classesComboBox.getSelectedItem
(), editableComboBox())));

hwTable.removeColumn (hwTable.getColumnModel () .getColumn (0)) ;
SwingUtilities.invokeLater (() -> {
hwFrame.pack () ;
hwFrame.setLocationRelativeTo (this);
hwFrame.setVisible (true);
1)
break;
}
case ERROR:
{

int err = (int)pkt.getData () [0];
String msg = (String)pkt.getData() [1];
JOptionPane.showMessageDialog (hwFrame, "MySQL
BepHyJs ommbky: " + msg + "\nKom: " + err, "Oumbka",
JOptionPane.ERROR MESSAGE) ;
break;
}
default:

{
JOptionPane.showMessageDialog (hwFrame,
"HemspecTHasa oumbxa", "Ommbka", JOptionPane.ERROR MESSAGE) ;
break;
}
}
operationDialog.setVisible (false);
})
}

private void fetchMTable (String clazz, String subject) throws
Exception
{

pkt = NetPacket.FormSglQuery ("SELECT entry ID, sname AS
'dammimsa’', name AS 'Mmsa', pname AS 'OtuecTtrO'," +
"DATE FORMAT (m date, '%d.%m.%Y') AS 'JlaTa', mark AS 'Ouenxka' FROM
users " +
"RIGHT OUTER JOIN (SELECT marks.student ID, m date, mark, entry ID
FROM marks " +
"RIGHT OUTER JOIN (SELECT Student_ID FROM Student_info WHERE class =
)"+
"AS s ON s.student ID = marks.student ID WHERE subject = ?2)" +
"AS s2 ON s2.student ID = users.user ID ORDER BY 'Jara' ASC", clazz,
subject) ;

niocl.write (pkt.Serialize()):

niocl.read();

pkt = NetPacket.Deserialize(niocl.peerAppData() .array()):;

SwingUtilities.invokeLater (() -> {

switch (pkt.getCode()) {
case SQL RESPONSE:
{
DefaultTableModel t = new DefaultTableModel ()
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@Override
public boolean isCellEditable(int row, int

column)
{return true;}
b
formTable (t) ;
for(int i = 0; 1 < t.getRowCount(); i++)

{
if(t.getValueAt (i, 5) == null)
t.setValueAt ('-"', i, 5);
}
formColnames () ;

t.addTableModellListener (this::mTableChanged) ;
mTable.setModel (t) ;

mTable.getColumnModel () .getColumn (5) .setCellEditor (new
DefaultCellEditor (marks)) ;

mTable.removeColumn (mTable.getColumnModel () .getColumn (0)) ;

classlLabel.setText ("Kmacc: " + clazz);
subjectLabel.setText ("lIlpeameT: " + subject);
SwingUtilities.invokeLater (() -> {

mEFrame.pack() ;
mFrame.setLocationRelativeTo (this) ;

mFrame.setVisible (true) ;
P
break;

}
case ERROR:

{

int err = (int)pkt.getbData() [0];
String msg = (String)pkt.getData() [1];
JOptionPane.showMessageDialog (this, "MySQL
Bepuysn ommbky: " + msg + "\nKom: " + err, "Oumbka",
JOptionPane.ERROR MESSAGE) ;
break;
}
default:

{

JOptionPane.showMessageDialog(this, "HeumsepecTHas
ommbra", "Ommbka", JOptionPane.ERROR MESSAGE) ;
break;
}
}
operationDialog.setVisible (false);
})
}

private DefaultComboBoxModel<String> formClassesSubjects (int
classidx, int subjidx)

{

Vector<String> items = new Vector():;
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classessubjects = new HashMap<>();

Arrays.stream(pkt.getData()) .skip (1)

.map (e -> ((TableRow)e).elems|[classidx].toString())

.distinct ()

.forEach(e -> {
Arrays.stream(pkt.getData()) .skip (1)
.filter(el ->

Objects.equals (((TableRow)el) .elems[classidx].toString(), e))

.map (el -> ((TableRow)el) .elems[subjidx].toString())
.distinct ()

.forEach (el -> {
classessubjects.computeIlfAbsent (e, k -> new
JComboBox ()) .addItem(el) ;
})
items.add(e);
})

return new DefaultComboBoxModel<> (items) ;

private JComboBox editableComboBox ()
{
JComboBox b = new JComboBox () ;
b.setEditable (true) ;
return b;

}

// Variables declaration - do not modify

private javax.swing.JButton addButton;

private javax.swing.JMenultem addMenultem;

private javax.swing.JButton chooseClassSubjectConfirmButton;
private javax.swing.JDialog chooseClassSubjectDialog;
private javax.swing.JComboBox<String> classComboBox;
private javax.swing.JLabel classLabel;

private javax.swing.JButton hwButton;

private javax.swing.JButton hwConfirmButton;

private javax.swing.JDialog hwFrame;

private javax.swing.JPopupMenu hwPopupMenu;

private javax.swing.JTable hwTable;

private javax.swing.JLabel jLabell;

private javax.swing.JLabel jLabel6;

private javax.swing.JLabel jLabel7;

private javax.swing.JPanel jPanell;

private javax.swing.JPanel jPanel2;

private javax.swing.JScrollPane jScrollPanel;
private javax.swing.JScrollPane jScrollPane2;
private javax.swing.JButton mAddButton;

private javax.swing.JMenultem mAddMenultem;

private javax.swing.JButton mButton;

private javax.swing.JButton mConfirmButton;

private javax.swing.JDialog mFrame;

private javax.swing.JPopupMenu mPopupMenu;

private javax.swing.JMenultem mRmMenultem;

private javax.swing.JTable mTable;
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private javax.swing.JMenultem rmMenultem;

private javax.swing.JComboBox<String> subjectComboBox;
private javax.swing.JLabel subjectLabel;

private org.]jdesktop.beansbinding.BindingGroup bindingGroup;
// End of variables declaration

daiin « AdminForm.java»

/%
* To change this license header, choose License Headers in Project
Properties.
* To change this template file, choose Tools | Templates
* and open the template in the editor.
*/

package client;

import static client.Client.logger;

import static client.Client.niocl;

import java.io.IOException;

import java.security.NoSuchAlgorithmException;

import java.security.spec.InvalidKeySpecException;
import java.util.*;

import java.util.function.Predicate;

import java.util.logging.Level;

import java.util.stream.*;

import javafx.util.Pair;

import javax.swing.*;

import javax.swing.event.*;

import static javax.swing.event.TableModelEvent.DELETE;
import static javax.swing.event.TableModelEvent.INSERT;
import static javax.swing.event.TableModelEvent.UPDATE;
import javax.swing.table.DefaultTableModel;

import my.*;

import my.NetPacket.Opcode;

/**
*
* @author Admin
*/
public class AdminForm extends EditableForm {
private String oldlogin;
private LinkedList<Pair<Integer, String>> teachers;

/**
* Creates new form AdminForm
*/
protected AdminForm() {
super () ;
initComponents () ;
}
/**

* This method is called from within the constructor to
initialize the form.
* WARNING: Do NOT modify this code. The content of this method
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is always
* regenerated by the Form Editor.
*/
@SuppressWarnings ("unchecked")
// <editor-fold defaultstate="collapsed" desc="Generated Code">
private void initComponents () {
bindingGroup = new org.jdesktop.beansbinding.BindingGroup ()

usersFrame = new javax.swing.JDialog() ;
jScrollPanel = new javax.swing.JScrollPane();
usersTable = new javax.swing.JTable ()
usersConfirmButton = new javax.swing.JButton () ;
addButton = new javax.swing.JButton();
usersPopupMenu = new Jjavax.swing.JPopupMenu() ;
addMenultem = new javax.swing.JMenultem() ;
rmMenultem = new Jjavax.swing.JMenultem() ;

changePwdMenultem = new javax.swing.JMenultem() ;
addUserDialog = new javax.swing.JDialog();

jLabell = new javax.swing.JLabel () ;
jLabel?2 = new javax.swing.JLabel();
jLabel3 = new javax.swing.JLabel () ;
jLabeld4d = new javax.swing.JLabel();
jLabelb = new javax.swing.JLabel();
jLabel6 = new javax.swing.JLabel () ;

4

sTextField = new javax.swing.JTextField():;
nTextField = new javax.swing.JTextField()
pTextField = new javax.swing.JTextField();
addUserConfirmButton = new javax.swing.JButton ()
1TextField = new javax.swing.JTextField():;

JLabel7 = new javax.swing.JLabel ()
pwdFieldl = new javax.swing.JPasswordField();
pwdField2 =

4

roleComboBox = new javax.swing.JComboBox<>
addSubjectDialog = new javax.swing.JDialog
JLabel8 = new javax.swing.JLabel ()
jLabel9 = new javax.swing.JLabel ()
jLabell0 = new javax.swing.JLabel () ;
subjectTextField = new javax.swing.JTextField():;
classTextField = new javax.swing.JTextField()
addSubjectConfirmButton = new javax.swing.JButton();
teacherComboBox = new javax.swing.JComboBox<> () ;
changePwdDialog = new javax.swing.JdDialog();
jLabell?2 = new javax.swing.JLabel () ;

JLabell3 = new javax.swing.JLabel ()
changePwdConfirmButton = new javax.swing.JButton () ;

4

()7
new javax.swing.JPasswordField();

()

()

changePwdFieldl = new javax.swing.JPasswordField() ;
changePwdField2 = new javax.swing.JPasswordField();
studentsFrame = new javax.swing.JDialog() ;
jScrollPane?2 = new javax.swing.JScrollPane();
studentsTable = new javax.swing.JTable();
studentsConfirmButton = new javax.swing.JButton () ;
subjectsFrame = new Jjavax.swing.JDialog();
jScrollPaned4d = new javax.swing.JScrollPane();

.
14
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subjectsTable = new javax.swing.JTable();
subjectsConfirmButton = new javax.swing.JButton();

addSubjectButton = new javax.swing.JButton();
subjectsPopupMenu = new javax.swing.JPopupMenu () ;
subjectsRmMenultem = new javax.swing.JMenultem() ;
jPanell = new javax.swing.JPanel ()
changeUsersButton = new Jjavax.swing.JButton () ;
changeSubjectsButton = new javax.swing.JButton()
changeStudentsButton = new javax.swing.JButton ()

usersFrame.setTitle ("Cnomucok nosp3oeaTenen") ;

usersFrame.setModalityType (jJava.awt.Dialog.ModalityType.APPLICATION
MODAL) ;
usersFrame.addWindowListener (new
java.awt.event.WindowAdapter () {
public void windowClosing(java.awt.event.WindowEvent

evt) {
usersFrameWindowClosing (evt) ;
}
1) ;
usersTable.setAutoCreateRowSorter (true) ;
usersTable.setModel (new javax.swing.table.DefaultTableModel (
new Object []I[] {
{},
{},
{},
{}
Yy
new String [] {
}
));
usersTable.getSelectionModel () .addListSelectionListener (new
ListSelectionlListener () {
public void valueChanged(ListSelectionEvent lse) {
int idx =
((ListSelectionModel) lse.getSource()) .getMinSelectionIndex () ;
if(idx !'= -1)
{
oldlogin = (String)usersTable.getValueAt (idx,
1)

usersTable.setSelectionMode (jJavax.swing.ListSelectionModel.SINGLE SE
LECTION) ;
usersTable.getTableHeader () .setReorderingAllowed (false);

org.jdesktop.beansbinding.Binding binding =
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org.jdesktop.beansbinding.Bindings.createAutoBinding (org.jdesktop.be
ansbinding.AutoBinding.UpdateStrategy.READ WRITE, usersPopupMenu,
org.jdesktop.beansbinding.ObjectProperty.create(), usersTable,
org.jdesktop.beansbinding.BeanProperty.create ("componentPopupMenu") )

14

bindingGroup.addBinding (binding) ;
jScrollPanel.setViewportView (usersTable) ;
usersConfirmButton.setText ("lloorBepanuTs MaMeHeHUA") ;
usersConfirmButton.addMouselistener (new

java.awt.event.MouseAdapter () {
public void mouseClicked(java.awt.event.MouseEvent evt)

{

usersConfirmButtonMouseClicked (evt) ;

1)

addButton.setText ("IJobaruThs noJdb30BaTesnga");
addButton.addMouselistener (new java.awt.event.MouseAdapter ()

public void mouseClicked(java.awt.event.MouseEvent evt)

addButtonMouseClicked (evt) ;

1)

javax.swing.GroupLayout usersFramelLayout = new
javax.swing.GroupLayout (usersFrame.getContentPane () ) ;
userskFrame.getContentPane () .setlLayout (usersFramelayout) ;

usersFramelLayout.setHorizontalGroup (

usersFramelLayout.createParallelGroup (javax.swing.GroupLayout.Alignme
nt.LEADING)
.addComponent (jScrollPanel,
javax.swing.GroupLayout.DEFAULT SIZE, 888, Short.MAX VALUE)
.addGroup (javax.swing.GroupLayout.Alignment.TRAILING,
usersFramelLayout.createSequentialGroup ()
.addContainerGap ()
.addComponent (addButton)

.addPreferredGap (javax.swing.LayoutStyle.ComponentPlacement .RELATED,
javax.swing.GroupLayout.DEFAULT SIZE, Short.MAX VALUE)
.addComponent (usersConfirmButton)
.addContainerGap())
);

usersFramelLayout.setVerticalGroup (

usersFramelLayout.createParallelGroup (javax.swing.GroupLayout.Alignme
nt.LEADING)
.addGroup (usersFramelLayout.createSequentialGroup ()
.addComponent (jScrollPanel,
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javax.swing.GroupLayout.PREFERRED SIZE, 480,
javax.swing.GroupLayout.PREFERRED SIZE)

.addPreferredGap (javax.swing.LayoutStyle.ComponentPlacement.RELATED,
45, Short.MAX VALUE)

.addGroup (usersFramelLayout.createParallelGroup (javax.swing.GroupLayo
ut.Alignment.BASELINE)
.addComponent (usersConfirmButton)
.addComponent (addButton))
.addContainerGap())

) ;

usersPopupMenu.setPreferredSize (new java.awt.Dimension (200,
100));

addMenultem.setText ("IJobaBuTe NnOJIb30BaTEeNa") ;
addMenultem.addActionListener (new
java.awt.event.ActionListener () {
public void actionPerformed(java.awt.event.ActionEvent
evt) {
addMenulItemActionPerformed (evt) ;

P

usersPopupMenu.add (addMenultem) ;

rmMenultem.setText ("Yomanure nojabs3oBaTena")
rmMenultem.addActionListener (new
java.awt.event.ActionListener () {
public void actionPerformed(java.awt.event.ActionEvent
evt) {
rmMenultemActionPerformed (evt) ;

1)

usersPopupMenu.add (rmMenultem) ;

changePwdMenultem.setText ("VIB3MeHUTs napojb") ;
changePwdMenultem.addActionListener (new
java.awt.event.ActionListener () {
public void actionPerformed(java.awt.event.ActionEvent
evt) {
changePwdMenultemActionPerformed (evt) ;

1)

usersPopupMenu.add (changePwdMenultem) ;

addUserDialog.setTitle ("Co3maTe nojabs3oBaTens");
addUserDialog.setModal (true) ;
addUserDialog.addWindowListener (new
java.awt.event.WindowAdapter () {
public void windowClosing(java.awt.event.WindowEvent
evt) {
addUserDialogWindowClosing (evt) ;
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b)

jLabell.setText ("damunma") ;
jLabel2.setText ("NMa") ;
jLabel3.setText ("OruecTBO") ;
jLabeld.setText ("Jlorun") ;
jLabelb5.setText ("llaponp") ;
jLabel6.setText ("lloBTOp napona");

addUserConfirmButton.setText ("llooTBepouTe") ;
addUserConfirmButton.addMouselistener (new
java.awt.event.MouseAdapter () {
public void mouseClicked(java.awt.event.MouseEvent evt)

{

addUserConfirmButtonMouseClicked (evt) ;

b);
jLabel7.setText ("Ponp") ;

roleComboBox.setModel (new
javax.swing.DefaultComboBoxModel<> (new String[] { "O6yuawnmmiicsa",
"Vumurens", "AoMmHHCTPRATOPR" }));

javax.swing.GroupLayout addUserDialogLayout = new
javax.swing.GroupLayout (addUserDialog.getContentPane () ) ;

addUserDialog.getContentPane () .setLayout (addUserDialogLayout) ;
addUserDialogLayout.setHorizontalGroup (

addUserDialogLayout.createParallelGroup (javax.swing.GroupLayout.Alig
nment .LEADING)
.addGroup (addUserDialogLayout.createSequentialGroup ()

.addGroup (addUserDialogLayout.createParallelGroup (javax.swing.GroupL
ayout.Alignment.LEADING)

.addGroup (javax.swing.GroupLayout.Alignment.TRAILING,
addUserDialogLayout.createSequentialGroup ()

.addContainerGap (javax.swing.GroupLayout.DEFAULT SIZE,
Short .MAX VALUE)
.addComponent (addUserConfirmButton))

.addGroup (addUserDialogLayout.createSequentialGroup ()
.addGap (71, 71, 71)
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.addGroup (addUserDialogLayout.createParallelGroup (javax.swing.GroupL
ayout.Alignment.TRAILING)

.addComponent (jLabelb)
.addComponent (jLabel4)
.addComponent (jLabel3)
.addComponent (jLabel?2)
.addComponent (jLabell)
.addComponent (jLabel6)
.addComponent (jLabel7)
.addGap (26, 26, 26)

)

.addGroup (addUserDialogLayout.createParallelGroup (javax.swing.GroupL

ayout.Alignment.LEADING)

.addGroup (addUserDialoglLayout.createParallelGroup (javax.swing.GroupL
ayout.Alignment.TRAILING)

.addGroup (addUserDialoglLayout.createParallelGroup (javax.swing.GroupL

ayout.Alignment.LEADING)

.addGroup (addUserDialogLayout.createParallelGroup (javax.swing.GroupL
ayout.Alignment.TRAILING)

javax.
javax.

javax.
javax.

Jjavax.
javax.

javax.
javax.

javax.
javax.
Jjavax.

javax.
javax.

javax.
javax.
javax.

swing.GroupLayout.
swing.GroupLayout.
swing.
swing.

swing.
swing.

swing.
swing.

swing.
swing.
swing.

swing.
swing.

swing.
swing.
swing.

) ;

GroupLayout.
GroupLayout.

GroupLayout.
GroupLayout.

GroupLayout.
GroupLayout.

GroupLayout.
GroupLayout.
GroupLayout.

GroupLayout.
GroupLayout.

GroupLayout.
GroupLayout.
GroupLayout.

.addComponent (sTextField,
PREFERRED SIZE, 280,
PREFERRED SIZE)

.addComponent (nTextField,
PREFERRED SIZE, 280,
PREFERRED SIZE)

.addComponent (pTextField,
PREFERRED SIZE, 280,
PREFERRED SIZE)

.addComponent (1TextField,
PREFERRED SIZE, 280,
PREFERRED SIZE))

.addComponent (pwdFieldl,
Alignment.TRAILING,
PREFERRED STIZE, 280,
PREFERRED SIZE))
.addComponent (pwdField2,
PREFERRED SIZE, 280,
PREFERRED SIZE))
.addComponent (roleComboBox,

PREFERRED SIZE,
DEFAULT SIZE,
PREFERRED SIZE))

.addGap (0, 87, Short.MAX VALUE)))

.addContainerGap())

addUserDialogLayout.setVerticalGroup (

addUserDialogLayout.createParallelGroup (javax.swing.GroupLayout.Alig
nment . LEADING)

Jlucm
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.addGroup (addUserDialogLayout.createSequentialGroup ()
.addGap (55, 55, 55)

.addGroup (addUserDialoglLayout.createParallelGroup (javax.swing.GroupL
ayout.Alignment.BASELINE)

.addComponent (jLabell)

.addComponent (sTextField,
javax.swing.GroupLayout.PREFERRED SIZE,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.PREFERRED SIZE))

.addGap (18, 18, 18)

.addGroup (addUserDialoglLayout.createParallelGroup (javax.swing.GroupL
ayout.Alignment .BASELINE)

.addComponent (jLabel?2)

.addComponent (nTextField,
javax.swing.GroupLayout.PREFERRED SIZE,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.PREFERRED SIZE))

.addGap (18, 18, 18)

.addGroup (addUserDialogLayout.createParallelGroup (javax.swing.GroupL
ayout.Alignment .BASELINE)

.addComponent (jLabel3)

.addComponent (pTextField,
javax.swing.GroupLayout.PREFERRED SIZE,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.PREFERRED SIZE))

.addGap (18, 18, 18)

.addGroup (addUserDialogLayout.createParallelGroup (javax.swing.GroupL
ayout.Alignment .BASELINE)

.addComponent (jLabel4)

.addComponent (1TextField,
javax.swing.GroupLayout.PREFERRED SIZE,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.PREFERRED SIZE))

.addGap (18, 18, 18)

.addGroup (addUserDialogLayout.createParallelGroup (javax.swing.GroupL
ayout.Alignment .BASELINE)

.addComponent (jLabelb)

.addComponent (pwdFieldl,
javax.swing.GroupLayout.PREFERRED SIZE,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.PREFERRED SIZE))

.addGap (18, 18, 18)

.addGroup (addUserDialogLayout.createParallelGroup (javax.swing.GroupL
ayout.Alignment .BASELINE)

.addComponent (jLabel6)

.addComponent (pwdField2,
javax.swing.GroupLayout.PREFERRED SIZE,
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javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.PREFERRED SIZE))
.addGap (18, 18, 18)

.addGroup (addUserDialoglLayout.createParallelGroup (javax.swing.GroupL
ayout.Alignment .BASELINE)

.addComponent (jLabel7)

.addComponent (roleComboBox,
javax.swing.GroupLayout.PREFERRED SIZE,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.PREFERRED SIZE))

.addPreferredGap (javax.swing.LayoutStyle.ComponentPlacement.RELATED,

214, Short.MAX VALUE)
.addComponent (addUserConfirmButton)

.addContainerGap())
) ;

addSubjectDialog.setTitle ("CosmaTrer 3anuck npenmera") ;
addSubjectDialog.setModal (true) ;
addSubjectDialog.addWindowListener (new
java.awt.event.WindowAdapter () {
public void windowClosing(java.awt.event.WindowEvent

evt) {
addSubjectDialogWindowClosing (evt) ;

});

jLabel8.setText ("Yunrenp") ;

jLabel9.setText ("lIpeameT") ;

jLabellO.setText ("Knacc") ;
addSubjectConfirmButton.setText ("llonTBepamuTs") ;

addSubjectConfirmButton.addMouselistener (new

java.awt.event.MouseAdapter () {
public void mouseClicked(java.awt.event.MouseEvent evt)

{
addSubjectConfirmButtonMouseClicked (evt) ;

1) ;
teacherComboBox.setEditable (true);

javax.swing.GroupLayout addSubjectDialoglLayout = new
javax.swing.GroupLayout (addSubjectDialog.getContentPane()) ;

addSubjectDialog.getContentPane () .setLayout (addSubjectDialogLayout) ;
addSubjectDialogLayout.setHorizontalGroup (

addSubjectDialogLayout.createParallelGroup (javax.swing.GroupLayout.A
lignment.LEADING)
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.addGroup (addSubjectDialogLayout.createSequentialGroup ()
.addContainerGap ()

.addGroup (addSubjectDialogLayout.createParallelGroup (javax.swing.Gro
upLayout.Alignment.LEADING)

.addGroup (javax.swing.GroupLayout.Alignment.TRAILING,
addSubjectDialogLayout.createSequentialGroup ()

.addPreferredGap (javax.swing.LayoutStyle.ComponentPlacement.RELATED,
249, javax.swing.GroupLayout.PREFERRED SIZE)
.addComponent (addSubjectConfirmButton))

.addGroup (addSubjectDialogLayout.createSequentialGroup ()

.addGroup (addSubjectDialogLayout.createParallelGroup (javax.swing.Gro
upLayout.Alignment.TRAILING)
.addComponent (jLabell0)
.addComponent (jLabel9)
.addComponent (jLabel8))
.addGap (26, 26, 26)

.addGroup (addSubjectDialogLayout.createParallelGroup (javax.swing.Gro
upLayout.Alignment.LEADING)

.addGroup (addSubjectDialoglLayout.createParallelGroup (javax.swing.Gro
upLayout.Alignment.TRAILING)

.addComponent (subjectTextField,
javax.swing.GroupLayout.PREFERRED SIZE, 280,
javax.swing.GroupLayout.PREFERRED SIZE)

.addComponent (classTextField,
javax.swing.GroupLayout.PREFERRED SIZE, 280,
javax.swing.GroupLayout.PREFERRED SIZE))

.addComponent (teacherComboBox,
javax.swing.GroupLayout.Alignment.TRAILING,

javax.swing.GroupLayout.PREFERRED SIZE, 280,
javax.swing.GroupLayout.PREFERRED SIZE))))

.addContainerGap (javax.swing.GroupLayout.DEFAULT SIZE,
Short.MAX VALUE))

);

addSubjectDialogLayout.setVerticalGroup (

addSubjectDialogLayout.createParallelGroup (javax.swing.GroupLayout.A
lignment.LEADING)
.addGroup (addSubjectDialogLayout.createSequentialGroup ()
.addGap (55, 55, 55)

.addGroup (addSubjectDialogLayout.createParallelGroup (javax.swing.Gro
upLayout.Alignment .BASELINE)

.addComponent (jLabel8)

.addComponent (teacherComboBox,
javax.swing.GroupLayout.PREFERRED SIZE,
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javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.PREFERRED SIZE))
.addGap (18, 18, 18)

.addGroup (addSubjectDialogLayout.createParallelGroup (javax.swing.Gro
upLayout.Alignment .BASELINE)

.addComponent (jLabel9)

.addComponent (subjectTextField,
javax.swing.GroupLayout.PREFERRED SIZE,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.PREFERRED SIZE))

.addGap (18, 18, 18)

.addGroup (addSubjectDialogLayout.createParallelGroup (javax.swing.Gro
upLayout.Alignment .BASELINE)

.addComponent (jLabell0)

.addComponent (classTextField,
javax.swing.GroupLayout.PREFERRED SIZE,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.PREFERRED SIZE))

.addPreferredGap (javax.swing.LayoutStyle.ComponentPlacement.RELATED,
javax.swing.GroupLayout.DEFAULT SIZE, Short.MAX VALUE)
.addComponent (addSubjectConfirmButton)
.addContainerGap())

) ;

changePwdDialog.setTitle ("U3MeHUTs Hnaposs");
changePwdDialog.setModal (true) ;
changePwdDialog.addWindowListener (new
java.awt.event.WindowAdapter () {
public void windowClosing(java.awt.event.WindowEvent
evt) {
changePwdDialogWindowClosing (evt) ;

}):
JLabell2.setText ("llaposnv") ;
jLabell3.setText ("lloBTOp naposna");

changePwdConfirmButton.setText ("lloorBepours") ;
changePwdConfirmButton.addMouselListener (new
java.awt.event.MouseAdapter () {
public void mouseClicked(java.awt.event.MouseEvent evt)

{

changePwdConfirmButtonMouseClicked (evt) ;

1)

javax.swing.GroupLayout changePwdDialogLayout = new
javax.swing.GroupLayout (changePwdDialog.getContentPane()) ;
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changePwdDialog.getContentPane () .setLayout (changePwdDialogLayout) ;
changePwdDialogLayout.setHorizontalGroup (

changePwdDialogLayout.createParallelGroup (javax.swing.GroupLayout.Al
ignment.TRAILING)
.addGroup (changePwdDialogLayout.createSequentialGroup ()
.addContainerGap ()

.addGroup (changePwdDialogLayout.createParallelGroup (javax.swing.Grou
playout.Alignment.LEADING)

.addGroup (changePwdDialogLayout.createSequentialGroup ()

.addGroup (changePwdDialogLayout.createParallelGroup (javax.swing.Grou
pLayout.Alignment.TRAILING)
.addComponent (jLabell?2)
.addComponent (jLabell3))
.addGap (26, 26, 26)

.addGroup (changePwdDialogLayout.createParallelGroup (javax.swing.Grou
pLayout.Alignment.TRAILING)

.addComponent (changePwdFieldl,
javax.swing.GroupLayout.PREFERRED SIZE, 280,
javax.swing.GroupLayout.PREFERRED SIZE)

.addComponent (changePwdField?2,
javax.swing.GroupLayout.PREFERRED SIZE, 280,
javax.swing.GroupLayout.PREFERRED SIZE)))

.addGroup (javax.swing.GroupLayout.Alignment.TRAILING,
changePwdDialogLayout.createSequentialGroup ()
.addComponent (changePwdConfirmButton)
.addGap (0, 0, 0))))
) ;
changePwdDialogLayout.setVerticalGroup (

changePwdDialogLayout.createParallelGroup (javax.swing.GroupLayout.Al
ignment.LEADING)
.addGroup (changePwdDialogLayout.createSequentialGroup ()
.addContainerGap ()

.addGroup (changePwdDialogLayout.createParallelGroup (javax.swing.Grou
pLayout.Alignment .BASELINE)

.addComponent (jLabell?2)

.addComponent (changePwdFieldl,
javax.swing.GroupLayout.PREFERRED SIZE,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.PREFERRED SIZE))

.addGap (18, 18, 18)

.addGroup (changePwdDialogLayout.createParallelGroup (javax.swing.Grou
pLayout.Alignment .BASELINE)
.addComponent (jLabell3)
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.addComponent (changePwdFieldZ2,
javax.swing.GroupLayout.PREFERRED SIZE,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.PREFERRED SIZE))

.addPreferredGap (javax.swing.LayoutStyle.ComponentPlacement .RELATED,
javax.swing.GroupLayout.DEFAULT SIZE, Short.MAX VALUE)
.addComponent (changePwdConfirmButton)
.addGap (0, 0, 0))
) ;

studentsFrame.setTitle ("CnoMcok yUeHMKOB KJIACCOB") ;

studentsFrame.setModalityType (java.awt.Dialog.ModalityType.APPLICATI
ON_MODAL) ;
studentsFrame.addWindowListener (new
java.awt.event.WindowAdapter () {
public void windowClosing(java.awt.event.WindowEvent
evt) {

studentsFrameWindowClosing (evt) ;
}) s

studentsTable.setAutoCreateRowSorter (true) ;
studentsTable.setModel (new
javax.swing.table.DefaultTableModel (
new Object [][] {
{},
{},
{},
{}
Yy

new String [] {

}
));

studentsTable.setSelectionMode (javax.swing.ListSelectionModel.SINGLE

_SELECTION) ;
studentsTable.getTableHeader () .setReorderingAllowed (false);
jJScrollPane?.setViewportView (studentsTable) ;

studentsConfirmButton.setText ("llooTBepIUTL M3MeHeHUA") ;
studentsConfirmButton.addMouselListener (new
java.awt.event.MouseAdapter () {
public void mouseClicked(java.awt.event.MouseEvent evt)

{
studentsConfirmButtonMouseClicked (evt) ;

1)

javax.swing.GroupLayout studentsFramelLayout = new
javax.swing.GroupLayout (studentsFrame.getContentPane ()) ;
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studentsFrame.getContentPane () .setLayout (studentsFrameLayout) ;
studentsFramelLayout.setHorizontalGroup (

studentsFramelayout.createParallelGroup (javax.swing.GroupLayout.Alig
nment . LEADING)
.addComponent (jScrollPane?2,
javax.swing.GroupLayout.DEFAULT SIZE, 888, Short.MAX VALUE)
.addGroup (javax.swing.GroupLayout.Alignment.TRAILING,
studentsFramelayout.createSequentialGroup ()

.addContainerGap (javax.swing.GroupLayout .DEFAULT SIZE,
Short .MAX VALUE)
.addComponent (studentsConfirmButton)
.addContainerGap())
) ;

studentsFramelLayout.setVerticalGroup (

studentsFramelayout.createParallelGroup (javax.swing.GroupLayout.Alig
nment .LEADING)
.addGroup (studentsFrameLayout.createSequentialGroup ()
.addComponent (jScrollPane?2,
javax.swing.GroupLayout.PREFERRED SIZE, 480,
javax.swing.GroupLayout.PREFERRED SIZE)

.addPreferredGap (javax.swing.LayoutStyle.ComponentPlacement.RELATED,
45, Short.MAX_VALUE)
.addComponent (studentsConfirmButton)
.addContainerGap())
);

subjectsFrame.setTitle ("Cnucok npemmeToB") ;

subjectsFrame.setModalityType (java.awt.Dialog.ModalityType.APPLICATI
ON_MODAL) ;
subjectsFrame.addWindowListener (new
java.awt.event.WindowAdapter () {
public void windowClosing(java.awt.event.WindowEvent
evt) {
subjectsFrameWindowClosing (evt) ;

1)

subjectsTable.setAutoCreateRowSorter (true) ;
subjectsTable.setModel (new
javax.swing.table.DefaultTableModel (
new Object [][] {
{},
{},
{},
{}
Yy

new String [] {
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));

subjectsTable.setSelectionMode (Javax.swing.ListSelectionModel.SINGLE
_SELECTION);
subjectsTable.getTableHeader () .setReorderingAllowed (false) ;

binding =
org.jdesktop.beansbinding.Bindings.createAutoBinding (org. jdesktop.be
ansbinding.AutoBinding.UpdateStrategy.READ WRITE, subjectsPopupMenu,
org.jdesktop.beansbinding.ObjectProperty.create(), subjectsTable,
org.jdesktop.beansbinding.BeanProperty.create ("componentPopupMenu") )

bindingGroup.addBinding (binding) ;
jScrollPaned.setViewportView (subjectsTable) ;

subjectsConfirmButton.setText ("lloorBeponuTe MU3MeHeHMA") ;
subjectsConfirmButton.addMouselListener (new
java.awt.event.MouseAdapter () {
public void mouseClicked(java.awt.event.MouseEvent evt)

{

subjectsConfirmButtonMouseClicked (evt) ;

1)

addSubjectButton.setText ("JobaBuTs 3anmuch") ;
addSubjectButton.addMouselListener (new
Jjava.awt.event.MouseAdapter () {
public void mouseClicked(java.awt.event.MouseEvent evt)

{
addSubjectButtonMouseClicked (evt) ;

1)

javax.swing.GroupLayout subjectsFramelLayout = new
javax.swing.GroupLayout (subjectsFrame.getContentPane () ) ;

subjectsFrame.getContentPane () .setLayout (subjectsFramelLayout) ;
subjectsFramelLayout.setHorizontalGroup (

subjectsFramelayout.createParallelGroup (javax.swing.GroupLayout.Alig
nment . LEADING)
.addComponent (jScrollPane4,
javax.swing.GroupLayout.DEFAULT SIZE, 888, Short.MAX VALUE)
.addGroup (javax.swing.GroupLayout.Alignment.TRAILING,
subjectsFramelLayout.createSequentialGroup ()
.addContainerGap ()
.addComponent (addSubjectButton)

.addPreferredGap (javax.swing.LayoutStyle.ComponentPlacement.RELATED,
javax.swing.GroupLayout.DEFAULT SIZE, Short.MAX VALUE)
.addComponent (subjectsConfirmButton)
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.addContainerGap())
) ;

subjectsFramelLayout.setVerticalGroup (

subjectsFramelayout.createParallelGroup (javax.swing.GroupLayout.Alig
nment . LEADING)
.addGroup (subjectsFramelLayout.createSequentialGroup ()
.addComponent (jScrollPane4,
javax.swing.GroupLayout.PREFERRED SIZE, 480,
javax.swing.GroupLayout.PREFERRED SIZE)

.addPreferredGap (javax.swing.LayoutStyle.ComponentPlacement .RELATED,
45, Short.MAX VALUE)

.addGroup (subjectsFramelayout.createParallelGroup (javax.swing.GroupL
ayout.Alignment.BASELINE)
.addComponent (subjectsConfirmButton)
.addComponent (addSubjectButton))
.addContainerGap())
) ;

subjectsPopupMenu.setPreferredSize (new
java.awt.Dimension (200, 33));

subjectsRmMenultem.setText ("Yoanmure cTpoky");
subjectsRmMenultem.addActionListener (new
java.awt.event.ActionListener () {
public void actionPerformed(java.awt.event.ActionEvent
evt) {
subjectsRmMenultemActionPerformed (evt) ;
}
1)
subjectsPopupMenu.add (subjectsRmMenultem) ;

setDefaultCloseOperation (javax.swing.WindowConstants.EXIT ON CLOSE) ;

jPanell.setMaximumSize (new java.awt.Dimension (2147483647,
2147483647)) ;

jPanell.setMinimumSize (new java.awt.Dimension (0, 0));

jPanell.setPreferredSize (new java.awt.Dimension (875, 341));

jPanell.setLayout (new java.awt.GridLayout (3, 1, 20, 10));

changeUsersButton.setText ("lI3MeHUTL COMCOK OOJIb30BaTesen") ;
changeUsersButton.addMouselistener (new
java.awt.event.MouseAdapter () {
public void mouseClicked(java.awt.event.MouseEvent evt)
{
changeUsersButtonMouseClicked (evt) ;
}
1)
jPanell.add (changeUsersButton) ;
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changeSubjectsButton.setText ("BMEeHUTEL COMCOK nNpeimMeToB") ;
changeSubjectsButton.addMouselistener (new
java.awt.event.MouseAdapter () {
public void mouseClicked(java.awt.event.MouseEvent evt)
{
changeSubjectsButtonMouseClicked (evt) ;
}
}) g
jPanell.add (changeSubjectsButton) ;

changeStudentsButton.setText ("VB3MeHUTL CHOMCKM YUEeHUKOB") ;
changeStudentsButton.addMouselistener (new
java.awt.event.MouseAdapter () {
public void mouseClicked(java.awt.event.MouseEvent evt)
{
changeStudentsButtonMouseClicked (evt) ;
}
1)
JjPanell.add (changeStudentsButton) ;

javax.swing.GroupLayout layout = new
javax.swing.GroupLayout (getContentPane()) ;

getContentPane () .setLayout (layout) ;

layout.setHorizontalGroup (

layout.createParallelGroup (javax.swing.GroupLayout.Alignment.LEADING
)

.addComponent (jPanell,
javax.swing.GroupLayout.DEFAULT SIZE,
javax.swing.GroupLayout.DEFAULT SIZE, Short.MAX VALUE)

) ;

layout.setVerticalGroup (

layout.createParallelGroup (javax.swing.GroupLayout.Alignment.LEADING
)

.addGroup (javax.swing.GroupLayout.Alignment.TRAILING,
layout.createSequentialGroup ()

.addContainerGap (81, Short.MAX VALUE)

.addComponent (jPanell,
javax.swing.GroupLayout.PREFERRED SIZE, 170,
javax.swing.GroupLayout.PREFERRED SIZE)

.addGap (90, 90, 90))

);

bindingGroup.bind () ;

pack () ;
}// </editor-fold>

private void
changeUsersButtonMouseClicked (java.awt.event.MouseEvent evt) {
showOpDialog() ;
executor.execute (() -> {
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pkt = NetPacket.FormSglQuery ("SELECT user ID AS 'UL',
login AS '"JloruH', pwd AS 'Illapomnb', salt AS 'Comnb', name AS 'Mmumsa',
sname AS 'dammnamsa', pname AS 'OruecTBO', role AS 'Ponp' FROM
users") ;
try
{
niocl.write(pkt.Serialize());
niocl.read();

pkt =
NetPacket.Deserialize (niocl.peerAppData () .array());
switch (pkt.getCode()) {

case SQL RESPONSE:

{
DefaultTableModel t = new

DefaultTableModel ()

@Override
public boolean isCellEditable(int row,
int column)

{

//MOXHO pemakTMpOBATL TOJBKO MO u
JIOTUH

return column == | | column == ||
column == | | column == 6;

b
formTable (t) ;
printRoles (t);
formColnames () ;

t.addTableModellistener ((javax.swing.event.TableModelEvent tevt) ->
{

tableChanged (tevt, e ->
Objects.equals (((TableRow)e) .elems[1l], oldlogin));

1)

SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);
usersTable.setModel (t) ;
usersFrame.pack() ;
usersFrame.setLocationRelativeTo (this);
usersFrame.setVisible (true);

1)

break;

}
case ERROR:
{

int err = (int)pkt.getData () [0];
String msg = (String)pkt.getData() [1];
SwingUtilities.invokeLater (() -> {

operationDialog.setVisible (false);
JOptionPane.showMessageDialog (this,
"MySQL BepHys ommbry: " + msg + "\nKom: " + err, "Oumbxa",
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JOptionPane.ERROR MESSAGE) ;
1)
break;

}
default:
{

SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);
JOptionPane.showMessageDialog (this,

"HemspecTHaa ommbkxa", "Ommbka", JOptionPane.ERROR MESSAGE) ;
1)

break;

}
catch (Exception ex)
{
logger.log (Level.SEVERE, "Oumbka NOpM Banucu/dTeHUn
ceTeBoro nakera: ", ex);
SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);

}

private void
addMenulItemActionPerformed(java.awt.event.ActionEvent evt) {
onAddAction () ;
}

private void
rmMenultemActionPerformed (java.awt.event.ActionEvent evt) {
int selectedRow = usersTable.getSelectedRow () ;
DefaultTableModel mdl =
(DefaultTableModel)usersTable.getModel () ;
if (selectedRow != -1)
{
Object primary = mdl.getValueAt (selectedRow, 0);
if (primary == null)
{
final TableRow secondary =
TableRow.FromTableModel (mdl, selectedRow, 1, mdl.getColumnCount ()):;
insertions.removelf (e -> e.equals(secondary));
}
else
{
changes.remove (primary) ;
deletions.add (primary) ;
}

mdl.removeRow (selectedRow) ;
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private void
usersConfirmButtonMouseClicked(java.awt.event.MouseEvent evt) {

if (changes.isEmpty () && deletions.isEmpty () &&

insertions.isEmpty())
return;

showOpDialog() ;

executor.execute ( ()
try
{

_>{

pkt = NetPacket.FormUpdateTable ("users", "user ID",

"user ID", new TableRow(new Object[]

deletions, insertions}));
niocl.write(pkt.Serialize());
niocl.read() ;
pkt =
NetPacket.Deserialize (niocl.peerAppData () .array()):;
switch (pkt.getCode()) {
case SQL UPDATE RESPONSE:
break;
case ERROR:

{

{changes,

(int)pkt.getData () [0];
String msg = (String)pkt.getData() [1];

SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);

int err =

JOptionPane.showMessageDialog (usersFrame, "MySQL BepHys ommbky: " +
msg + "\nKom: " + err, "Ommbxa", JOptionPane.ERROR MESSAGE) ;

P

return;

}
default:

{

SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);

JOptionPane.showMessageDialog (usersFrame, "HeumsBecTHas ommdka",

JOptionPane.ERROR MESSAGE) ;
})

return;

"Ommbra",

}
pkt =
'mn', login AS 'JlormuH',

NetPacket.FormSglQuery ("SELECT user ID AS
pwd AS 'llaposp', salt AS 'Comp', name AS
'OruecTBO', role AS 'Poar' FROM

'MmMa', sname AS 'dammnmsa', pname AS
users") ;
niocl.write (pkt.Serialize());
niocl.read();
pkt =

NetPacket.Deserialize (niocl.peerAppData () .array()):;
if (pkt.getCode () == Opcode.SQL RESPONSE)

{
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TableRow[] rows =
Arrays.stream(pkt.getData()) .skip (1)
.map (e —-> new
TableRow ( ( (TableRow)e) .elems))
.filter(e -—>
((String)e.elems[7]) .charAt (0) == 'S'")
.map (e -> new TableRow (new Object[]
{e.elems[0]}))
.collect (Collectors.toList ())
.toArray (new TableRow[0]);
NetPacket p = NetPacket.FormUpdateBatch ("INSERT
IGNORE INTO student info VALUES (?,NULL)", rows);
niocl.write(p.Serialize());
niocl.read() ;
}
SwingUtilities.invokeLater (() -> {
switch (pkt.getCode()) {
case SQL RESPONSE:
{
DefaultTableModel t = new
DefaultTableModel ()

@Override
public boolean isCellEditable (int
row, int column)
{
//MOXHO pemakTUMpOBATL TOJILKO OUO
M JIOTUH
return column == | | column ==
4 || column == | | column == 6;
}
}i
formTable (t) ;
printRoles (t);
formColnames () ;

t.addTableModellistener ((javax.swing.event.TableModelEvent tevt) ->
{
tableChanged (tevt, e ->
Objects.equals (((TableRow)e) .elems[1l], oldlogin));
1)
usersTable.setModel (t) ;
break;
}
case ERROR:
{

int err = (int)pkt.getData () [0];

String msg = (String)pkt.getData() [1];
JOptionPane.showMessageDialog (usersFrame, "MySQL BepHyJs ommbky: " +
msg + "\nKom: " + err, "Ommbxa", JOptionPane.ERROR MESSAGE) ;

break;

}
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default:
{

JOptionPane.showMessageDialog (usersFrame, "Hem3specTHas oumbka",
"Ommbxa", JOptionPane.ERROR MESSAGE) ;
break;
}
}
operationDialog.setVisible (false);
})
}
catch (IOException ex)
{

logger.log(Level.SEVERE, "Ommbka nOpr Sanmcu/dTeHun
ceTeBOTO nakera: ", ex);

SwingUtilities.invokeLater (() -> {

operationDialog.setVisible (false);

})

JOptionPane.showMessageDialog (usersFrame, "Oumbka
coenmMHeHus C cepBepoMm: " + ex.getMessage (), "Oumbka",
JOptionPane.ERROR MESSAGE) ;

System.exit (1)

}
catch (Exception ex)

{

logger.log(Level.SEVERE, "Oumbka nOpr Sanmucu/dTeHun
ceTeBoro nakera: ", ex);
SwingUtilities.invokeLater (() -> {

operationDialog.setVisible (false);
});
}
finally
{

reset () ;

1)
}

private void addButtonMouseClicked(java.awt.event.MouseEvent
evt) {
onAddAction () ;
}

private void

addUserConfirmButtonMouseClicked (java.awt.event.MouseEvent evt) {
char[] pwdl = pwdFieldl.getPassword();
char[] pwd2 = pwdField2.getPassword();
String name = nTextField.getText ()
String sname = sTextField.getText ()
String pname = pTextField.getText ()
String login = 1TextField.getText ()
String role = null;
byte[] salt;

4
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String hash;
try
{

if (login.isEmpty ()

pwdl.length
pwd2.length

JOptionPane.
JIOTMHa WJIM IIapoJiel nycTe",

return;

}

if (!PwdFunctions.equals (pwdl,

{

JOptionPane.
JOptionPane.ERROR MESSAGE) ;

He coBnapapoT", "Oumbra'",

Client.nullPwds (pwdl,

return;
}
for(int i = 0;
{

String lgn

"Ommbra',
Client.nullPwds (pwdl,

i < usersTable.getRowCount () ;

|
0
0)

showMessageDialog (addUserDialog,

pwd2) ;

pwd2))
showMessageDialog (addUserDialog,

pwd2) ;

i++)

(String)usersTable.getValueAt (i,

if(lgn.equals(login))

{

JOptionPane.showMessageDialog (addUserDialog,

"Iloslp30BaTENIE C TaAaKMM JIOTMHOM yXe cymectByetT", "Ommbka",
JOptionPane.ERROR MESSAGE) ;
Client.nullPwds (pwdl, pwdZ2);
return;
}
}
salt = PwdFunctions.getSalt();
hash = PwdFunctions.hashPwd (pwdl, salt);
Client.nullPwds (pwdl, pwd2);
String stringrole =
roleComboBox.getSelectedItem () .toString () ;
switch (stringrole)
{
case "Obyuammmmcsa":
role = "S";
break;
case "Yuurenp":
role = "T";
break;
case "AmnMmHMCTpaTop":
role = "A";
break;
}
Object[] row = new Object[]{null, login, hash,
PwdFunctions.toHex (salt), name, sname, pname, stringrole};
((DefaultTableModel)usersTable.getModel ()) .addRow (row) ;

row[7] = role;

JOptionPane.ERROR MESSAGE) ;

"TloJnga

"Ilapoamu

1),
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insertions.add (new TableRow (row)) ;
}

catch (NoSuchAlgorithmException | InvalidKeySpecException
ex)

logger.log(Level.SEVERE, "Oumbxa nOpm CO3TaHMUM 3alMCU O

nojJeps30BaTeye: ", ex);
}
finally
{

4

pwdFieldl.setText ("")
pwdField2.setText ("");
nTextField.setText ("");
sTextField.setText ("");
pTextField.setText ("")
1TextField.setText ("");
addUserDialog.setVisible (false) ;

mww

14

}

private void
changePwdMenultemActionPerformed(java.awt.event.ActionEvent evt) {

if (usersTable.getSelectedRow () == -1)

{

JOptionPane.showMessageDialog (usersFrame, "He BuoOpaH
noseps3oeaTesns", "Oumbka", JOptionPane.WARNING MESSAGE) ;
return;

}

SwingUtilities.invokeLater (() -> {
changePwdDialog.pack() ;
changePwdDialog.setLocationRelativeTo (this);
changePwdDialog.setVisible (true);

}) g

}

private void
changePwdConfirmButtonMouseClicked (java.awt.event.MouseEvent evt)
char[] pwdl = changePwdFieldl.getPassword() :;
char[] pwd2 = changePwdField2.getPassword():;
int row = usersTable.getSelectedRow () ;
Object key = usersTable.getValueAt (row, 0);
if (pwdl.length == 0 || pwd2.length == 0)
{
JOptionPane.showMessageDialog (changePwdDialog, "IloJje
napoJsia nycroe", "Ommbka", JOptionPane.ERROR MESSAGE) ;
Client.nullPwds (pwdl, pwd2);
return;
}
if (!PwdFunctions.equals (pwdl, pwd2))
{
JOptionPane.showMessageDialog (changePwdDialog, "Illaposnwu
He cosnapabor", "Ommbka", JOptionPane.ERROR MESSAGE) ;
Client.nullPwds (pwdl, pwd2);

{
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return;

byte[] salt = PwdFunctions.getSalt();
String saltstr = PwdFunctions.toHex (salt);
String hash = PwdFunctions.hashPwd (pwdl, salt);
Client.nullPwds (pwdl, pwd2);
if (key == null)
{
//I0ocTaém JIOTUH
String login = (String)usersTable.getValueAt (row,

insertions.removelf (e -> Objects.equals(e.elems[1l],

Object[] rowarr = new Object[]{
(int)usersTable.getValuelAt (row, 0), login,
hash,
saltstr,
(String)usersTable.getValueAt (row,
(String)usersTable.getValueAt (row,
(String)usersTable.getValueAt (row,
(String)usersTable.getValueAt (row,

insertions.add (new TableRow (rowarr)):;

oY O U1 >
~ 0~

— ~
~e

((DefaultTableModel)usersTable.getModel () ) .addRow (rowarr) ;
}
else
{
try
{
changes.computelfAbsent (key, k -> new
TreeMap<>()) .put ("pwd", hash);
changes.computelfAbsent (key, k -> new
TreeMap<>()) .put ("salt", saltstr);
}
catch (RuntimeException ex)
{
logger.log (Level .WARNING, "Ommbka nOpu
bopmmpoBaHMM M3MeHeHUM: ", ex);
}
}

}
catch (NoSuchAlgorithmException | InvalidKeySpecException

ex)

logger.log(Level.SEVERE, "Owmmbxa HOpM CO3OAaHUM 3aIUCU O

nojrs30BaTeyie: ", ex);
}
finally
{
changePwdDialog.setVisible (false);

}
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}

private void
addUserDialogWindowClosing (java.awt.event.WindowEvent evt) {
pwdFieldl.setText ("");
pwdField2.setText ("");
nTextField.setText ("");
sTextField.setText ("");
pTextField.setText ("")
1TextField.setText ("")

mww

4

14

}

private void
changePwdDialogWindowClosing (java.awt.event.WindowEvent evt) {
changePwdFieldl.setText ("");
changePwdField2.setText ("");
}

private void
changeStudentsButtonMouseClicked (java.awt.event.MouseEvent evt) {
showOpDialog () ;
executor.execute (() -> {
pkt = NetPacket.FormSglQuery ("SELECT user ID AS 'UI',
sname AS 'dammima', name AS 'Mma', pname AS 'OrtuecTBO' , Cclass AS
'Knnacc' FROM users RIGHT OUTER JOIN (SELECT * FROM student info) AS
s ON student ID = user ID");
try
{
niocl.write(pkt.Serialize()):
niocl.read();
pkt =
NetPacket.Deserialize (niocl.peerAppData() .array()):
SwingUtilities.invokeLater (() -> {
switch (pkt.getCode()) {
case SQL RESPONSE:
{
DefaultTableModel t = new
DefaultTableModel ()

@Override
public boolean isCellEditable (int
row, int column)
{
//MOXHO pPemakKTUPOBATHL TOJIBKO
KJjlacc;
//mHbOpMAaLMa O IOJIb30BATEJIAX
M3MEHSAeTCS
//B IPyTOM MEHO
return column == 4;

b
formTable (t) ;
formColnames () ;
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t.addTableModellistener ((javax.swing.event.TableModelEvent tevt) ->
{
tableChanged(tevt, null);
}) g
studentsTable.setModel (t) ;
SwingUtilities.invokeLater (() -> {
studentsFrame.pack() ;

studentsFrame.setLocationRelativeTo (this);
studentsFrame.setVisible (true) ;
1)
break;
}
case ERROR:

{

int err = (int)pkt.getData () [0];
String msg = (String)pkt.getData() [1];
JOptionPane.showMessageDialog (this,
"MySQL BepHyn ommbky: " + msg + "\nKom: " + err, "Ouwmbxka'",
JOptionPane.ERROR MESSAGE) ;
break;
}
default:

{
JOptionPane.showMessageDialog (this,
"HemspecTHasa oumbxa", "Ommbka", JOptionPane.ERROR MESSAGE) ;
break;
}
}
operationDialog.setVisible (false);
})
}
catch (Exception ex)

{

logger.log(Level.SEVERE, "Oumbka Opr SanmMcu/dTeHun
ceTeBOIrO mnakera: ", ex);
SwingUtilities.invokelLater (() -> {

operationDialog.setVisible (false);

}

private void
studentsConfirmButtonMouseClicked (java.awt.event.MouseEvent evt) {
if (changes.isEmpty () && deletions.isEmpty () &&
insertions.isEmpty())
return;
showOpDialog() ;
executor.execute(() -> {
try
{
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pkt = NetPacket.FormUpdateTable ("student info",
"student ID",
null, new TableRow (new Object[] {changes,
deletions, insertions}));
niocl.write(pkt.Serialize());
niocl.read() ;

pkt =
NetPacket.Deserialize (niocl.peerAppData() .array()):;
switch (pkt.getCode()) {
case SQL UPDATE RESPONSE:

break;
case ERROR:

{

int err = (int)pkt.getData () [0];
String msg = (String)pkt.getData() [1];
SwingUtilities.invokeLater (() -> {

operationDialog.setVisible (false);

JOptionPane.showMessageDialog (studentsFrame, "MySQL BepHYJ OmMOKY :

+ msg + "\nKom: " + err, "Ommbkxa", JOptionPane.ERROR MESSAGE) ;
1)
return;
}
default:
{
SwingUtilities.invokelLater(() —-> {

operationDialog.setVisible (false);

JOptionPane.showMessageDialog (studentsFrame, "HeumsBecTHasa oumdka',
"Ommbka", JOptionPane.ERROR MESSAGE) ;
})

return;

}
pkt = NetPacket.FormSglQuery ("SELECT user ID AS

'MI', sname AS 'dammnmsga', name AS 'lmsa', pname AS 'OtuecTBO' , class

AS 'Kmacc' FROM users LEFT OUTER JOIN (SELECT * FROM student info)
AS s ON student ID = user ID WHERE role = 'S'");

niocl.write (pkt.Serialize());

niocl.read() ;

pkt =
NetPacket.Deserialize (niocl.peerAppData () .array()):;
SwingUtilities.invokeLater (() -> {
switch (pkt.getCode()) {
case SQL RESPONSE:
{
DefaultTableModel t = new
DefaultTableModel ()

@Override
public boolean isCellEditable (int
row, int column)

{
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//MOXHO pPemakKTUPOBATHL TOJILKO
KJlacc;

//viHbOpMAaLIMS O MOJIb30BATEJIAX
M3MEeHAeTCd

//B OPYyTOM MEHD

return column == 4;

b
formTable (t) ;
formColnames () ;

t.addTableModellistener ((javax.swing.event.TableModelEvent tevt) ->

{
tableChanged (tevt, null);

1)
studentsTable.setModel (t) ;
break;

}

case ERROR:

{
int err = (int)pkt.getData() [0];
String msg = (String)pkt.getData() [1];

JOptionPane.showMessageDialog (studentsFrame, "MySQL BepHYJ OmMOKY :
+ msg + "\nKom: " + err, "Ommbka", JOptionPane.ERROR MESSAGE) ;
break;
}
default:
{

JOptionPane.showMessageDialog (studentsFrame, "HewmspecTHas oumbka',
"Ommbka", JOptionPane.ERROR MESSAGE) ;
break;
}
}
operationDialog.setVisible (false);
})
}
catch (IOException ex)

{

logger.log(Level.SEVERE, "Ommbka Opy Sanucu/dTeHun
ceTeBOTO Inakera: ", ex);
SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);

1)

JOptionPane.showMessageDialog (studentsFrame, "Oumbka

coenmMHeHUs C cepBepoMm: " + ex.getMessage (), "Ommbka",
JOptionPane.ERROR MESSAGE) ;
System.exit (1)
}
catch (Exception ex)

{

logger.log(Level.SEVERE, "Oumbka Opr SanmMcu/dTeHun
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ceTeBOTO mnakera: ", ex);
SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);
1)
}
finally
{

reset () ;

1)

private void usersFrameWindowClosing(java.awt.event.WindowEvent
evt) {
WindowClosingAction (usersTable) ;

}

private void
studentsFrameWindowClosing (java.awt.event.WindowEvent evt) {
WindowClosingAction (studentsTable) ;

}

private void
changeSubjectsButtonMouseClicked (java.awt.event.MouseEvent evt) {
showOpDialog() ;
executor.execute (() —-> {
DefaultTableModel t = new DefaultTableModel ()
{
@Override
public boolean isCellEditable(int row, int column)
{
//MOXHO pPemakKTMpPOBATHL TOJILKO KJIACC U [pelMeT
return column == | | column == 6;

}i
try
{
executorMethod ("SELECT entry ID AS 'UI sanucwm',
user ID AS 'UI yumTena', sname AS 'damunma', name AS 'Vma', pname AS
'OtuecTtBO’' ,"

+ "class AS 'Kymacc', subject AS 'llpenmetr' FROM
users RIGHT OUTER JOIN (SELECT * FROM classes) AS s ON teacher ID =
user ID",

t,

subjectsTable,

subjectsFrame,

() —> A

try
{
if (pkt.getCode () == Opcode.SQL RESPONSE)
{
NetPacket p =
NetPacket.FormSqglQuery ("SELECT user ID, sname, name, pname FROM
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users WHERE role = 'T'");

niocl.write(p.Serialize());

niocl.read() ;

p =
NetPacket.Deserialize (niocl.peerAppData () .array());

teachers =
Arrays.stream(p.getData()) .skip (1)

.map (e -> new
Pair (((TableRow)e) .elems[0],
String.format ("%s $%s

%s", ((TableRow)e) .elems[1l], ((TableRow)e) .elems[2],
((TableRow)e) .elems[3])))

.collect (Collector.of (LinkedList::new, LinkedList::add, (left,
right) -> {left.addAll(right); return left;}));
DefaultComboBoxModel cbmdl = new
DefaultComboBoxModel (teachers.stream()
.map (e -> String.format ("%s,
nn sd", e.getvValue(), e.getKey()))
.toArray (Stringl[]: :new));
teacherComboBox.setModel (cbmdl) ;

}
catch (Exception ex)
{
logger.log(Level.SEVERE, "Owmbxa BO
BCIIOMOTaTeJIbHOM MeTome: ", ex);
SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);
1)
}
1)
operationDialog.setVisible (false);
}
catch (Exception ex)
{
logger.log(Level.SEVERE, "Oumbka nOpr SanmMcu/dTeHun
ceTeBOTO Inakera: ", ex);
SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);

}

private void
subjectsConfirmButtonMouseClicked (java.awt.event.MouseEvent evt) {
if (changes.isEmpty () && deletions.isEmpty () &&
insertions.isEmpty())
return;
showOpDialog() ;
executor.execute(() -> {
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try
{
pkt = NetPacket.FormUpdateTable ("classes",
"entry ID",
"entry ID", new TableRow(new Object[]
{changes, deletions, insertions}));
niocl.write(pkt.Serialize());
niocl.read() ;

pkt =
NetPacket.Deserialize (niocl.peerAppData () .array());
if (pkt.getCode () == Opcode.ERROR)
{
int err = (int)pkt.getData() [0];
String msg = (String)pkt.getData() [1];
JOptionPane.showMessageDialog (subjectsFrame,
"MySQL Bepuys oumbky: " + msg + "\nKom: " + err, "Oumbxa",
JOptionPane.ERROR MESSAGE) ;
return;

}
DefaultTableModel t = new DefaultTableModel ()

{
@Override
public boolean isCellEditable(int row, int
column)
{
//MOXHO pPemakTMPOBATH TOJIBKO KJIACC UM [pelMeT
return column == | | column == 6;

}i

executorMethod ("SELECT entry ID AS 'UI szanucu',
user ID AS 'UI yumTena', sname AS 'damunma', name AS 'Vma', pname AS
'OTtuecTBO’' ,"

+ "class AS 'Kjpacc', subject AS 'llpeametr' FROM
users RIGHT OUTER JOIN (SELECT * FROM classes) AS s ON teacher ID =
user ID",

t,

subjectsTable,

subjectsFrame,

() —> A

try
{
if (pkt.getCode () == Opcode.SQL RESPONSE)
{
NetPacket p =
NetPacket.FormSqglQuery ("SELECT user ID, sname, name, pname FROM
users WHERE role = 'T'");
niocl.write(p.Serialize());
niocl.read();

p:
NetPacket.Deserialize (niocl.peerAppData () .array());

teachers =
Arrays.stream(p.getData()) .skip (1)
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.map (e -> new
Pair (((TableRow)e) .elems[0],
String.format ("%s %s
%s", ((TableRow)e) .elems[l], ((TableRow)e) .elems[2],
((TableRow)e) .elems[3])))

.collect (Collector.of (LinkedList: :new, LinkedList::add, (left,
right) -> {left.addAll (right); return left;})):;
DefaultComboBoxModel cbmdl = new
DefaultComboBoxModel (teachers.stream()
.map (e -> String.format ("%s,
nn %d", e.getValue(), e.getKey()))
.toArray (String[]::new));
teacherComboBox.setModel (cbmdl) ;

}
catch (Exception ex)
{
logger.log(Level.SEVERE, "Ommbka BO
BCIOMOTAaTeJIbHOM MeTonme: ", ex);
SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);

}
catch (IOException ex)
{
logger.log(Level.SEVERE, "Oumbka NOpM Banucu/dTeHUn
ceTeBOTO Inakera: ", ex);
SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);
}) g
JOptionPane.showMessageDialog (subjectsFrame, "Oumbka
coenmMHeHus C cepepepoM: " + ex.getMessage (), "Oumbxa",
JOptionPane.ERROR MESSAGE) ;
System.exit (1) ;
}
catch (Exception ex)

{

logger.log(Level.SEVERE, "Ommbka Opy Sanucu/dTeHun
ceTeBOTO Inakera: ", ex);
SwingUtilities.invokeLater (() -> {
operationDialog.setVisible (false);

}) g

}

finally

{
reset () ;

}

})
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private void
addSubjectButtonMouseClicked (java.awt.event.MouseEvent evt) {
SwingUtilities.invokeLater (() -> {
addSubjectDialog.pack();
addSubjectDialog.setLocationRelativeTo (this);
addSubjectDialog.setVisible (true);
1)
}

private void
subjectsFrameWindowClosing (java.awt.event.WindowEvent evt) {
WindowClosingAction (subjectsTable) ;

}

private void
addSubjectConfirmButtonMouseClicked (java.awt.event.MouseEvent evt) ({
String name = (String)teacherComboBox.getSelectedItem() ;
String subject = subjectTextField.getText (),
String classname = classTextField.getText();
if (name == null || name.isEmpty () || subject.isEmpty () ||
classname.isEmpty())

{
JOptionPane.showMessageDialog (addSubjectDialog, "OmHOo wu3

nojiert nycroe", "Oumbka", JOptionPane.ERROR MESSAGE) ;
return;

}
String[] teacherdata = name.split ("\\s+|,\\s*UO\\s*");

int teacherid = Integer.valueOf (teacherdatal[3]);
Object[] row = new Object[]{null,
teacherid,

teacherdata[0],
teacherdatal[l],
teacherdatal[2],
classname,
subject};
TableRow trow = new TableRow (new Object[] {
classname,
subject,
teacherid,
null
}) s
insertions.add (trow) ;
((DefaultTableModel) subjectsTable.getModel () ) .addRow (row) ;
addSubjectDialog.setVisible (false) ;

}

private void
addSubjectDialogWindowClosing (java.awt.event.WindowEvent evt) {
subjectTextField.setText ("");
classTextField.setText ("");

}

private void
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subjectsRmMenultemActionPerformed(java.awt.event.ActionEvent evt) {
int selectedRow = subjectsTable.getSelectedRow () ;
DefaultTableModel mdl =
(DefaultTableModel) subjectsTable.getModel () ;
if (selectedRow != -1)
{
Object primary = mdl.getValueAt (selectedRow, O0);
if (primary == null)
{

TableRow trow = new TableRow (new Object[] {
mdl.getValueAt (selectedRow, 5),
mdl.getValueAt (selectedRow, 6),
mdl.getValueAt (selectedRow, 1),
null

})

insertions.removelf (e -> e.equals(trow));

}
else
{

changes.remove (primary) ;

deletions.add (primary) ;
}

mdl.removeRow (selectedRow) ;

}

private void tableChanged(javax.swing.event.TableModelEvent evt,
Predicate<? super Object> pred)
{
DefaultTableModel mdl = (DefaultTableModel)evt.getSource()
switch (evt.getType())
{
case UPDATE:
{
int row = evt.getFirstRow()
int col = evt.getColumn ()
Object key = mdl.getValueAt (row, 0);
String colname = mdl.getColumnName (col) ;
Object val = mdl.getValueAt (row, col);
if (key == null)
{
if (pred != null)
insertions.removelf (pred);
TableRow trow = TableRow.FromTableModel (mdl,
row, 0, mdl.getColumnCount())
insertions.add (trow);
}
else
{
try
{
changes.computelfAbsent (key, k -> new
TreeMap<>()) .put (colnames.get (colname), val);
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}
catch (RuntimeException ex)
{
logger.log(Level .WARNING, "Oumbxa npu
bopMmpoBaHUM M3MeHeHuUM: ", ex);
}
}
break;
}
case INSERT:
break;
case DELETE:
break;

}

private void
subjectTableChanged (javax.swing.event.TableModelEvent evt)

{

switch (evt.getType())
{
case UPDATE:
{
int row = evt.getFirstRow()
int col = evt.getColumn();
Object key = mdl.getValueAt (row, 0);
String colname = mdl.getColumnName (col) ;
Object val = mdl.getValueAt (row, col);
if (key == null)
{

TableRow trow = new TableRow (new Object|[]
mdl.getValueAt (row, 5),
mdl.getValueAt (row, 6),
mdl.getValueAt (row, 1),
null

}) g

insertions.removelf (e -> e.equals(trow));

insertions.add (trow) ;

}
else
{

try

{
changes.computelIfAbsent (key, k -> new

TreeMap<>()) .put (colnames.get (colname), val);

}

catch (RuntimeException ex)

{
logger.log (Level .WARNING, "Ommbka mnpu

bopMupoOBaHUM M3MeHeHUM: ", ex);

}

}

DefaultTableModel mdl = (DefaultTableModel)evt.getSource():;

{
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break;

}

case INSERT:
break;

case DELETE:
break;

}

private void onAddAction ()

{
addUserDialog.pack() ;
addUserDialog.setLocationRelativeTo (this);
addUserDialog.setVisible (true);

}

private void executorMethod(String query, DefaultTableModel t,
JTable tbl, JDialog frame, Runnable aux)
throws IOException, ClassNotFoundException, Exception
{
pkt = NetPacket.FormSglQuery (query) ;
niocl.write (pkt.Serialize()):;
niocl.read();

pkt = NetPacket.Deserialize (niocl.peerAppData () .array()):;
if(aux != null) aux.run();
SwingUtilities.invokeLater (() -> {

switch (pkt.getCode()) {

case SQL RESPONSE:
{
formTable (t) ;
formColnames () ;

t.addTableModellistener ((javax.swing.event.TableModelEvent tevt) ->
{
subjectTableChanged (tevt) ;
1)
tbl.setModel (t) ;
SwingUtilities.invokeLater (() -> {
frame.pack() ;
frame.setLocationRelativeTo (this);
frame.setVisible (true);
1)
break;
}
case ERROR:
{

int err = (int)pkt.getData () [0];

String msg = (String)pkt.getData() [1];

JOptionPane.showMessageDialog (frame, "MySQL
BepHyJs ommbky: " + msg + "\nKom: " + err, "Oumbxa",

JOptionPane.ERROR MESSAGE) ;
break;

}
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"Heu

default:
{

JOptionPane.showMessageDialog (frame,
3pecTHasa oumbka", "Ommbka", JOptionPane.ERROR MESSAGE) ;
break;

}

operationDialog.setVisible (false);

1)

private void printRoles (DefaultTableModel t)
{

for(int 1 = 0; it+4)

{

i < t.getRowCount();

String newrole = null;
char role = t.getValueAt (i,
switch(role)

{

7) .toString () .charAt (0);

'St
newrole =
break;

'T':
newrole =
break;

IAI:
newrole
break;

case
"Obyuammmumuca" ;

case
"Vumresns";

case

"AnMyHMCTPRAaTOP" ;

}

t.setValueAt (newrole, i, 7);

}
// Variables declaration - do not modify

private javax.swing.JButton addButton;
private javax.swing.JMenultem addMenultem;

private
private
private
private
private
private
private

javax.
Jjavax.
javax.
javax.
Jjavax.
javax.
javax.

swing.
swing.
swing.
swing.
swing.
swing.
swing.

JButton
JButton
JDialog
JButton
JDialog
JButton
JDialog

addSubjectButton;
addSubjectConfirmButton;
addSubjectDialog;
addUserConfirmButton;
addUserDialog;
changePwdConfirmButton;
changePwdDialog;

private
private
private
private
private
private
private
private
private
private

Jjavax.
javax.
Jjavax.
javax.
javax.
Jjavax.
javax.
javax.
javax.
javax.

swing.
swing.
swing.
swing.
swing.
swing.
swing.
swing.
swing.
swing.

JPasswordField changePwdFieldl;
JPasswordField changePwdField?2;
JMenultem changePwdMenultem;
JButton changeStudentsButton;
JButton changeSubjectsButton;
JButton changeUsersButton;
JTextField classTextField;
JLabel jLabell;

JLabel jLabellO;

JLabel jLabell?2;
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private javax.swing.JLabel jLabell3;

private javax.swing.JLabel jLabel?2;

private javax.swing.JLabel jLabel3;

private javax.swing.JLabel jLabeld;

private javax.swing.JLabel jLabelb;

private javax.swing.JLabel jLabel6;

private javax.swing.JLabel jLabel”;

private javax.swing.JLabel jLabel8;

private javax.swing.JLabel jLabel9;

private javax.swing.JPanel jPanell;

private javax.swing.JScrollPane jScrollPanel;
private javax.swing.JScrollPane jScrollPane2;
private javax.swing.JScrollPane jScrollPaned;
private javax.swing.JTextField 1TextField;

private javax.swing.JTextField nTextField;

private javax.swing.JTextField pTextField;

private javax.swing.JPasswordField pwdFieldl;
private javax.swing.JPasswordField pwdField2;
private javax.swing.JMenultem rmMenultem;

private javax.swing.JComboBox<String> roleComboBox;
private javax.swing.JTextField sTextField;

private javax.swing.JButton studentsConfirmButton;
private javax.swing.JDialog studentsFrame;

private javax.swing.JTable studentsTable;

private javax.swing.JTextField subjectTextField;
private javax.swing.JButton subjectsConfirmButton;
private javax.swing.JDialog subjectsFrame;

private javax.swing.JPopupMenu subjectsPopupMenu;
private javax.swing.JMenultem subjectsRmMenultem;
private javax.swing.JTable subjectsTable;

private javax.swing.JComboBox<String> teacherComboBox;
private javax.swing.JButton usersConfirmButton;
private javax.swing.JDialog usersFrame;

private javax.swing.JPopupMenu usersPopupMenu;
private javax.swing.JTable usersTable;

private org.jdesktop.beansbinding.BindingGroup bindingGroup;
// End of variables declaration

daiin « Dblnit.java»
/ *

* To change this license header, choose License Headers in Project
Properties.

* To change this template file, choose Tools | Templates
* and open the template in the editor.
*/

package dbinit;

import java.security.NoSuchAlgorithmException;
import java.security.spec.InvalidKeySpecException;
import my.*;

import java.sqgl.*;

import java.text.MessageFormat;
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//left for debug
import java.util.Scanner;

/**
*
* @Q@author Admin
*/
public class DbInit {

/**
* (@param args the command line arguments
*/
public static void main(String[] args)
{
if (args.length < 2)
{
System.out.println ("Majo BXOOHEIX apIr’yMeHTOB") ;
return;
}
MessageFormat fmt = new MessageFormat ("CREATE DATABASE IF
NOT EXISTS {0};USE {0};CREATE TABRLE IF NOT EXISTS users(user_ID
INTEGER UNSIGNED AUTO INCREMENT NOT NULL, login CHAR(15) NOT NULL, pwd
CHAR(128) NOT NULL,salt CHAR(32) NOT NULL,name VARCHAR(25), sname
VARCHAR (25) ,pname VARCHAR (25),role ENUM(''S'', ''T'', '"'A'') NOT
NULL, PRIMARY KEY(user_ID),UNIQUE(login));CREATE TABLE IF NOT EXISTS
classes (class VARCHAR(5),subject VARCHAR(15) NOT NULL, teacher ID
INTEGER UNSIGNED NOT NULL,entry ID INTEGER UNSIGNED AUTO INCREMENT
NOT NULL, FOREIGN KEY(teacher_ID) REFERENCES users(user_ID) ON UPDATE
CASCADE ON DELETE CASCADE, PRIMARY KEY(entry_ID),CONSTRAINT entry
UNIQUE (class, subject, teacher ID) );CREATE TABLE IF NOT EXISTS
Student_info(student_ID INTEGER UNSIGNED NOT NULL,class
VARCHAR (5) , FOREIGN KEY(Student_ID) REFERENCES users(user_ID) ON
UPDATE CASCADE ON DELETE CASCADE, PRIMARY KEY(Student_ID));CREATE
TABLE IF NOT EXISTS homework (\n" +
"class VARCHAR(5) NOT NULL, subject VARCHAR(15) NOT NULL,hw_date DATE
NOT NULL, homework TEXT,entry ID INTEGER UNSIGNED AUTO INCREMENT NOT
NULL, PRIMARY KEY(entry_ID),FOREIGN KEY fk(class, subject) REFERENCES
classes(class, subject) ON UPDATE CASCADE ON DELETE
CASCADE, CONSTRAINT entry UNIQUE (class, subject, hw date));CREATE
TABLE IF NOT EXISTS marks(student_ID INTEGER UNSIGNED NOT
NULL, subject VARCHAR(15) NOT NULL,m_date DATE NOT NULL,mark
ENUM(lllll’ 11211’ 11311’ 11411’ 11511’ IIHII)’entry—ID INTEGER
UNSIGNED AUTO INCREMENT NOT NULL, PRIMARY KEY(entry_ID),FOREIGN
KEY(Student_ID) REFERENCES users(user_ID) ON UPDATE CASCADE ON
DELETE CASCADE) ;\n" +
"CREATE PROCEDURE InsertMark (IN p sname VARCHAR(25),IN p name
VARCHAR (25) , IN P_pname VARCHAR (25) , IN p_subject VARCHAR (15) , IN
p_date VARCHAR(10),IN p mark CHAR(1l),IN p class VARCHAR(5))\n" +
"BEGIN\n" +
"DECLARE stID INTEGER UNSIGNED; \n" +
"DECLARE varmark CHAR(1);\n" +
"DECLARE EXIT HANDLER FOR SQLEXCEPTION\n" +
"BEGIN\n" +
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"ROLLBACK; \n" +

"RESIGNAL; \n" +

"END; \n" +

"START TRANSACTION;\n" +

"SELECT user ID FROM users INNER JOIN (SELECT student ID FROM
student info WHERE class = p class) AS s ON s.student ID =
users.user ID WHERE name = p name AND pname = p pname AND sname =
p _sname INTO stID;\n" +

"IF(stID IS NOT NULL) THEN\n" +

"SELECT NULLIF (p mark, ''-'') INTO varmark; \n" +
"INSERT INTO marks VALUES (stID, p subject, STR TO DATE (p date,
''%d.%m.%Y"''), varmark, NULL);\n" +

"END IF;\n" +
"COMMIT; \n" +
"END; \n" +
"CREATE USER IF NOT EXISTS ''observer''@''localhost'' IDENTIFIED
WITH caching sha2 password BY ''eKZrt55NCgvPTUtbQ'' PASSWORD EXPIRE
NEVER; \n" +
"GRANT SELECT ON {0}.users TO ''observer''@''localhost'';\n" +
"CREATE USER IF NOT EXISTS ''student''@''localhost'' IDENTIFIED WITH
caching sha2 password BY ''fg9tzCcET9shMFEtg'' PASSWORD EXPIRE
NEVER; \n" +
"GRANT SELECT ON {0}.users TO ''student''@''localhost'';\n" +
"GRANT UPDATE (pwd, salt) ON {0}.users TO
'""student''@''localhost'';\n" +
"GRANT SELECT ON {0}.student info TO ''student''@''localhost'';\n" +
"GRANT SELECT ON {0}.marks TO ''student''@''localhost'';\n" +
"GRANT SELECT ON {0}.homework TO ''student''@''localhost'';\n" +
"GRANT SELECT ON {0}.classes TO ''student''Q@''localhost'';\n" +
"CREATE USER IF NOT EXISTS ''teacher''@''localhost'' IDENTIFIED WITH
Caching_shaZ_password BY ''tNJFURkgDJQfbNxKL'' PASSWORD EXPIRE
NEVER; \n" +
"GRANT SELECT ON {0}.users TO ''teacher''@''localhost'';\n" +
"GRANT UPDATE (pwd, salt) ON {0}.users TO
'"'teacher''@''localhost'';\n" +
"GRANT SELECT ON {0O}.classes TO ''teacher''@''localhost'';\n" +
"GRANT SELECT ON {0}.student info TO ''teacher''@''localhost'';\n" +
"GRANT SELECT, UPDATE, INSERT, DELETE ON {0}.homework TO
'""teacher''@''localhost'';\n" +
"GRANT SELECT, UPDATE, INSERT, DELETE ON {0}.marks TO
'"'teacher''@''localhost'';\n" +
"GRANT EXECUTE ON {0}.* TO ''teacher''@''localhost'';\n" +
"CREATE USER IF NOT EXISTS ''admin''@''localhost'' IDENTIFIED WITH
caching shaZ2 password BY ''kQ5E3QUyWcVG68wjc'' PASSWORD EXPIRE
NEVER; \n" +
"GRANT ALL ON {0} TO ''admin''@''localhost'';\n" +
"GRANT ALL ON {0}.* TO ''admin''@''localhost'';");

String query = fmt.format (args);

Connection con = null;

System.out.println ("Beemure napoJb nojib30BaTeya root: ");

char[] pwd = System.console () .readPassword()

//for debug

//String pwd = new Scanner (System.in) .nextLine () ;
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Statement stmt = null;
PreparedStatement pstmt = null;
try
{
con =
DriverManager.getConnection ("jdbc:mysgl://localhost:" + args[1]
"?allowMultiQueries=true", "root", new String(pwd));
con.setAutoCommit (false) ;
stmt =
con.createStatement (ResultSet.TYPE SCROLL SENSITIVE,
ResultSet.CONCUR UPDATABLE) ;
stmt.execute (query) ;
pstmt = con.prepareStatement ("INSERT INTO users
VALUES (NULL, 2, 2, 2, 2, 2, 2, ?2):");
pstmt.setString (1, "Admin");
pstmt.setString (4, "Admin");
pstmt.setNull (5, java.sgl.Types.VARCHAR)
pstmt.setNull (6, java.sqgl.Types.VARCHAR) ;
pstmt.setString (7, "A");
byte[] salt = PwdFunctions.getSalt();
String hash =
PwdFunctions.hashPwd ("Admin".toCharArray (), salt);
pstmt.setString (2, hash);
pstmt.setString (3, PwdFunctions.toHex(salt));
pstmt.executeUpdate() ;
con.commit () ;
System.out.println ("Basa maHHBIX YyCHemHO co3maHa");
}
catch (InvalidKeySpecException | NoSuchAlgorithmException
SQLException ex)
{

try
{
if(stmt != null)
stmt.close () ;
if (pstmt != null)
pstmt.close () ;
if(con != null)

con.rollback() ;
}
catch (SQLException exl) {
exl.printStackTrace (System.out);

}

ex.printStackTrace (System.out) ;

}
finally
{
try |
if(con != null)
con.close () ;
}
catch (SQLException ex)
{

+
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ex.printStackTrace (System.out) ;

daiin «MyFormatter.java»
/ *

* To change this license header, choose License Headers in Project
Properties.

* To change this template file, choose Tools | Templates
* and open the template in the editor.
*/

package my;

/**

*

* @author Admin

*/
import java.util.Date;
import java.util.logging.Formatter;
import java.util.logging.LogRecord;

public class MyFormatter extends Formatter {

@Override

public String format (LogRecord record) {
String fmt = "[%$1Stc] %2$s5::%35s%n%4Ss: %$55s5%n%6Ss%n";
return String.format (fmt, new Date (record.getMillis()),

record.getSourceClassName (),
record.getSourceMethodName (),

record.getlLevel (), record.getMessage(),
record.getThrown()) ;

}

daiin «NetPacket.java»
/ *

* To change this license header, choose License Headers in Project
Properties.

* To change this template file, choose Tools | Templates
* and open the template in the editor.
*/

package my;

import java.io.*;
import java.util.*;
import java.sqgl.*;

/**
*
* Q@author Admin

*/
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public class NetPacket extends SerBase {

// Kom omepauumn

public enum Opcode

{
ERROR,
FETCH PASSWORD,
FETCH PASSWORD RESPONSE,
LOGIN SUCCESS,
LOGIN RESPONSE,
DISCONNECT REQUEST,
SQL_QUERY,
SQL_RESPONSE,
SQL UPDATE TABLE,
SQL_UPDATE BATCH,
SQL UPDATE RESPONSE

i

private Opcode code;

private Object[] data;

private NetPacket () {}

public static NetPacket FormFetchPassword(String login) throws

Exception

{
NetPacket ret = new NetPacket();

ret.code = Opcode.FETCH PASSWORD;
ret.FormData (login) ;
if (ret.data == null)
throw new Exception ("NetPacket data is null");
return ret;

}

public static NetPacket FormDefaultError ()
{
NetPacket ret = new NetPacket();
ret.code = Opcode.ERROR;
return ret;

}

public static NetPacket FormError (SQLException ex)
{
NetPacket ret = new NetPacket();
ret.code = Opcode.ERROR;
ret.FormData (ex.getErrorCode (), ex.getMessage()):
return ret;

}

public static NetPacket FormFetchPasswordResponse (ResultSet rs)

throws SQLException

{
NetPacket ret = new NetPacket();
ret.code = Opcode.FETCH PASSWORD RESPONSE;
ret.FormData (rs.getString(l), rs.getString(2));
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return ret;

}

public static NetPacket FormLoginSuccess (String login) throws
Exception

{
NetPacket ret = new NetPacket();
ret.code = Opcode.LOGIN SUCCESS;
ret.FormData (login) ;
if (ret.data == null)
throw new Exception ("NetPacket data is null");
return ret;

}

public static NetPacket FormLoginResponse (ResultSet rs) throws
SQLException
{
NetPacket ret = new NetPacket ()
ret.code = Opcode.LOGIN RESPONSE;
ret.FormData (rs.getString(l) .charAt (0), rs.getString(2),
rs.getString(3), rs.getString(4), rs.getInt(5));
return ret;

}

public static NetPacket FormSglQuery (String query,
Object...args)
{
NetPacket ret = new NetPacket ();
ret.code = Opcode.SQL QUERY;
LinkedList<Object> L = new
LinkedList<> (Arrays.asList (args));
L.addFirst (query) ;
ret.FormData (L.toArray())
return ret;

}

public static NetPacket FormUpdateTable (String tablename, String
updateKey, String deleteKey, TableRow args)
{
NetPacket ret = new NetPacket():;
ret.code = Opcode.SQL UPDATE TABLE;
ret.FormData (tablename, updateKey, deleteKey, args);
return ret;

}

public static NetPacket FormUpdateBatch (String query, TableRow](]
args)
{
NetPacket ret = new NetPacket():;
ret.code = Opcode.SQL UPDATE BATCH;
ret.FormData (query, args):;
return ret;
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public static NetPacket FormSglUpdateResponse ()
{
NetPacket ret = new NetPacket ()
ret.code = Opcode.SQL UPDATE RESPONSE;
return ret;

}

public static NetPacket FormSglResponse (ResultSet rs) throws
SQLException
{
NetPacket ret = new NetPacket():;
ret.code = Opcode.SQL RESPONSE;
ResultSetMetaData rsmd;
int cols;
List<Object> L = new LinkedList<>();
rsmd = rs.getMetaData();
cols = rsmd.getColumnCount () ;
String[] collabels = new String[cols], colnames = new
String[cols];
int[] coltypes

new int[cols];

for(int 1 = 1; 1 <= cols; 1++)

{
colnames[i - 1] = rsmd.getColumnName (i) ;
collabels[i - 1] = rsmd.getColumnLabel (i) ;
coltypes|[i - 1] = rsmd.getColumnType (i) ;

}

L.add (new ResMetaData (collabels, colnames, coltypes)):;
while (rs.next ())

{

Object[] arr = new Object[cols];
for(int 1 = 1; i <= cols; i++)
{

arr[i - 1] = rs.getObject (i)

}

L.add (new TableRow(arr)):;
}
ret.data = L.toArray();
return ret;

}

public static NetPacket FormDisconnectRequest ()
{
NetPacket ret = new NetPacket():;
ret.code = Opcode.DISCONNECT REQUEST;
return ret;

}

public byte[] Serialize () throws IOException

{
ByteArrayOutputStream bos = new ByteArrayOutputStream() ;
ObjectOutputStream out = new ObjectOutputStream(bos);
out.writeObject (this);
out.flush();

1ry1.090301.11 001 113

Hsm. | Jlucm No 0oxym. ITloonucw Jlama

Jlucm

158




return bos.toByteArray ()
}

public static NetPacket Deserialize(byte[] in) throws
IOException, ClassNotFoundException
{
ByteArrayInputStream bis = new ByteArrayInputStream(in);
ObjectInputStream ois = new ObjectInputStream(bis);
return (NetPacket)ois.readObject();

}

private void FormData (Object arqg)

{
data = new Object[] {arg}:;

}

private void FormData (Object...args)
{
data = args;
}
public Opcode getCode ()

{

return code;

}
public Object[] getData()

{

return data;

}

daiin «NioSslPeer.java»
/*

* To change this license header, choose License Headers in Project
Properties.

* To change this template file, choose Tools | Templates
* and open the template in the editor.
*/

package my;

import java.nio.*;

import java.io.*;

import javax.net.ssl.*;

import java.util.concurrent.*;

import java.nio.channels.*;

import javax.net.ssl.SSLEngineResult.*;
import java.security.*;

/**
*
* @author Admin
*/
public abstract class NioSslPeer {
protected ByteBuffer myAppData;
protected ByteBuffer myNetData;
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protected ByteBuffer peerAppData;
protected ByteBuffer peerNetData;
/**
* Will be used to execute tasks that may emerge during
handshake in parallel with the server's main thread.
*/
protected ExecutorService executor =
Executors.newSingleThreadExecutor () ;
protected abstract void write (SocketChannel socketChannel,
SSLEngine engine, byte[] message) throws Exception;
protected boolean doHandshake (SocketChannel socketChannel,
SSLEngine engine) throws IOException {

SSLEngineResult result;
HandshakeStatus handshakeStatus;

// NioSslPeer's fields myAppData and peerAppData are
supposed to be large enough to hold all message data the peer
// will send and expects to receive from the other peer
respectively. Since the messages to be exchanged will usually be
less
// than 16KB long the capacity of these fields should also
be smaller. Here we initialize these two local buffers
// to be used for the handshake, while keeping client's
buffers at the same size.
int appBufferSize =
engine.getSession () .getApplicationBufferSize();
ByteBuffer lmyAppData = ByteBuffer.allocate (appBufferSize);
ByteBuffer lpeerAppData =
ByteBuffer.allocate (appBufferSize);
myNetData.clear () ;
peerNetData.clear () ;
handshakeStatus = engine.getHandshakeStatus();
while (handshakeStatus !=
SSLEngineResult.HandshakeStatus.FINISHED && handshakeStatus !=
SSLEngineResult.HandshakeStatus.NOT HANDSHAKING) ({
switch (handshakeStatus) {
case NEED UNWRAP:
if (socketChannel.read (peerNetData) < 0) {
if (engine.isInboundDone () &&
engine.isOutboundDone ()) {
return false;
}
try {
engine.closeInbound() ;
} catch (SSLException e) {
e.printStackTrace() ;
}
engine.closeOutbound() ;
// After closeOutbound the engine will be set to
WRAP state, in order to try to send a close message to the client.
handshakeStatus = engine.getHandshakeStatus()
break;
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}
peerNetData.flip () ;

try {
result = engine.unwrap (peerNetData,
lpeerAppDbata) ;
peerNetData.compact () ;
handshakeStatus = result.getHandshakeStatus();
} catch (SSLException sslException) {
sslException.printStackTrace() ;
engine.closeOutbound() ;
handshakeStatus = engine.getHandshakeStatus() ;
break;
}
switch (result.getStatus()) {
case OK:
break;
case BUFFER OVERFLOW:
// Will occur when lpeerAppData's capacity is
smaller than the data derived from peerNetData's unwrap.
lpeerAppData = enlargeApplicationBuffer (engine,
lpeerAppData) ;
break;
case BUFFER UNDERFLOW:
// Will occur either when no data was read from
the peer or when the peerNetData buffer was too small to hold all

peer's data.
peerNetData = handleBufferUnderflow (engine,

peerNetData) ;
break;
case CLOSED:

if (engine.isOutboundDone ()) {
return false;

} else {
engine.closeOutbound() ;
handshakeStatus =

engine.getHandshakeStatus();
break;

}

default:
throw new IllegalStateException("Invalid SSL
status: " + result.getStatus()):;
}
break;

case NEED WRAP:

myNetData.clear () ;

try |
result = engine.wrap (lmyAppData, myNetData) ;
handshakeStatus = result.getHandshakeStatus()

} catch (SSLException sslException) {
sslException.printStackTrace () ;
engine.closeOutbound() ;
handshakeStatus = engine.getHandshakeStatus()

break;
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}
switch (result.getStatus()) {

case OK:
myNetData.flip();
while (myNetData.hasRemaining()) {

socketChannel .write (myNetData) ;
}
break;
case BUFFER OVERFLOW:

// Will occur if there is not enough space in
myNetData buffer to write all the data that would be generated by
the method wrap.

// Since myNetData is set to session's packet
size we should not get to this point because SSLEngine is supposed

// to produce messages smaller or equal to that,
but a general handling would be the following:

myNetData = enlargePacketBuffer (engine,
myNetData) ;

break;

case BUFFER UNDERFLOW:

throw new SSLException ("Buffer underflow occured
after a wrap. I don't think we should ever get here.");

case CLOSED:

try {
myNetData.flip ()
while (myNetData.hasRemaining()) {

socketChannel.write (myNetData) ;

}

// At this point the handshake status will
probably be NEED UNWRAP so we make sure that peerNetData is clear to
read.

peerNetData.clear () ;

} catch (IOException e) {

e.printStackTrace();

handshakeStatus =
engine.getHandshakeStatus();

}
break;
default:
throw new IllegalStateException("Invalid SSL
status: " + result.getStatus()):;
}
break;
case NEED TASK:
Runnable task;
while ((task = engine.getDelegatedTask()) !'= null) {
executor.execute (task);
}
handshakeStatus = engine.getHandshakeStatus();
break;
case FINISHED:
break;
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default:

throw new IllegalStateException("Invalid SSL status:

" + handshakeStatus) ;
}
}

return true;

}

protected ByteBuffer enlargeBuffer (ByteBuffer buffer, int
sessionProposedCapacity) {

if (sessionProposedCapacity > buffer.capacity()) {
buffer = ByteBuffer.allocate (sessionProposedCapacity):;
} else {

buffer = ByteBuffer.allocate (buffer.capacity() * 2);
}

return buffer;

}

protected ByteBuffer enlargeApplicationBuffer (SSLEngine engine,
ByteBuffer buffer) {
return enlargeBuffer (buffer,
engine.getSession () .getApplicationBufferSize());

}

protected ByteBuffer handleBufferUnderflow (SSLEngine engine,
ByteBuffer buffer) {
if (engine.getSession () .getPacketBufferSize () <
buffer.limit ()) {
return buffer;
} else {
ByteBuffer replaceBuffer = enlargePacketBuffer (engine,
buffer);
buffer.flip();
replaceBuffer.put (buffer);
return replaceBuffer;

}

protected ByteBuffer enlargePacketBuffer (SSLEngine engine,
ByteBuffer buffer) {
return enlargeBuffer (buffer,
engine.getSession () .getPacketBufferSize())

}

protected void closeConnection (SocketChannel socketChannel,
SSLEngine engine) throws IOException {
engine.closeOutbound() ;
doHandshake (socketChannel, engine);
socketChannel.close() ;
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protected void handleEndOfStream (SocketChannel socketChannel,
SSLEngine engine) throws IOException {
try |
engine.closeInbound() ;
} catch (SSLException e) {
e.printStackTrace();
}
closeConnection (socketChannel, engine);

}

protected KeyManager|[] createKeyManagers (String filepath, String
keystorePassword, String keyPassword) throws Exception {
KeyStore keyStore = KeyStore.getlInstance ("JKS");

try (InputStream keyStorelS = new FileInputStream(filepath))

keyStore.load (keyStorelSsS,
keystorePassword.toCharArray());
}
KeyManagerFactory kmf =
KeyManagerFactory.getInstance ("SunX509") ;
kmf.init (keyStore, keyPassword.toCharArray()):
return kmf.getKeyManagers () ;

}

protected TrustManager|[] createTrustManagers (String filepath,

String keystorePassword) throws Exception {

KeyStore trustStore = KeyStore.getlnstance ("JKS");

try (InputStream trustStorelS = new
FileInputStream(filepath)) {

trustStore.load(trustStorelsS,

keystorePassword.toCharArray());

}

TrustManagerFactory trustFactory =
TrustManagerFactory.getInstance ("SunX509") ;

trustFactory.init (trustStore);

return trustFactory.getTrustManagers()

daiin «PwdFunctions.java»
/ *

* To change this license header, choose License Headers in Project
Properties.

* To change this template file, choose Tools | Templates
* and open the template in the editor.
*/

package my;

import java.security.*;
import java.security.spec.*;
import javax.crypto.*;
import javax.crypto.spec.*;
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/**
*
* @author Admin
*/
public final class PwdFunctions {
public static final int ITERATIONS = 1000;
public static final int KEY SIZE = 512;
private static final char[] HEX ARRAY =
"0123456789ABCDEF".toCharArray () ;
private PwdFunctions () {};
// public static String hashPwd(char[] password, final String
salt) throws NoSuchAlgorithmException, InvalidKeySpecException
// {
// return hashPwd (password, fromHex (salt));

// }

public static String hashPwd(char[] password, final bytel[] salt)

throws NoSuchAlgorithmException, InvalidKeySpecException
{

PBEKeySpec spec = new PBEKeySpec (password, salt, ITERATIONS,

KEY SIZE);
SecretKeyFactory skf =
SecretKeyFactory.getInstance ("PBKDF2WithHmacSHAS12") ;
byte[] hash = skf.generateSecret (spec) .getEncoded() ;
spec.clearPassword() ;
return toHex (hash) ;
}
public static boolean validatePassword(char[] origPwd, String
storedPwd, String salt) throws NoSuchAlgorithmException,
InvalidKeySpecException
{
PBEKeySpec spec = new PBEKeySpec (origPwd, fromHex (salt),
ITERATIONS, KEY_SIZE);
SecretKeyFactory skf =
SecretKeyFactory.getInstance ("PBKDF2WithHmacSHAS12") ;
byte[] hash = skf.generateSecret (spec) .getEncoded(),
storedHash = fromHex (storedPwd) ;
spec.clearPassword() ;
int diff = hash.length * storedHash.length;
for(int i = 0; i < hash.length && i < storedHash.length;
i++)
{
diff |

hash[i] ©~ storedHash[i];
}
return diff == 0;

}

public static byte[] getSalt () throws NoSuchAlgorithmException
{

SecureRandom sr = new SecureRandom() ;

byte[] salt = new byte[l6];

sr.nextBytes (salt) ;

return salt;
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private static byte[] fromHex (String hex)
{

int len = hex.length();

byte[] data = new bytel[len / 2];

for (int 1 = 0; 1 < len; 1 += 2) {
datal[i / 2] = (byte) ((Character.digit (hex.charAt (i),
16) << 4)
+ Character.digit (hex.charAt (i+1),
16));

}

return data;

}

public static String toHex (byte[] array)
{
char[] hexChars = new char[array.length * 2];
for (int j = 0; J < array.length; j++) {
int v = array[j] & OxFEF;
hexChars[j * 2] = HEX ARRAY[v >>> 4];
hexChars[j * 2 + 1] = HEX ARRAY[v & OxO0F];
}
return new String(hexChars);

}

public static boolean equals(char[] pwdl, char[] pwd2)

{ int diff = pwdl.length »* pwd2.length;
for(int i = 0; 1 < pwdl.length && i < pwd2.length; i++)
{ diff |= pwdl[i] » pwd2[i];
ieturn diff == 0;

daiin «ResMetaData.java»
/ *

* To change this license header, choose License Headers in Project
Properties.

* To change this template file, choose Tools | Templates
* and open the template in the editor.
*/

package my;

/**

*

* @Q@author Admin
*/
public class ResMetaData extends SerBase {
public final String[] colLabels;
public final String[] colNames;
public final int[] colLtypes;
public ResMetaData (String[] collabels, String[] colnames, int][]
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typesarr)
{
collLabels = collabels;
colNames = colnames;
colLtypes = typesarr;

daiin « SerBase.java»
/ *

* To change this license header, choose License Headers in Project
Properties.

* To change this template file, choose Tools | Templates
* and open the template in the editor.
*/

package my;

import java.io.*;

/**
*
* @author Admin
*/
public abstract class SerBase implements Serializable {
private static final long serialVersionUID =

0x2415F3DE383B315FL;
//private static final long serialVersionUID =
0x7D6C63085EB973AFL;
}
daiin «TableRow.javax»
/*

* To change this license header, choose License Headers in Project
Properties.

* To change this template file, choose Tools | Templates
* and open the template in the editor.
*/

package my;

import java.util.Arrays;
import javax.swing.table.TableModel;

/**
*
* @Q@author Admin
*/
public class TableRow extends SerBase {
public final Object[] elems;
public TableRow (Object[] arr)
throws NullPointerException

{

if (arr == null)
throw new NullPointerException():;
elems = arr;
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public static TableRow FromTableModel (TableModel tbl, int row,
int colstart, int colnum, Object...additional)
throws NullPointerException, IllegalArgumentException

{

if (tbl == null)
throw new NullPointerException():;
if(row < 0 || colstart >= colnum)
throw new IllegalArgumentException();
Object[] arr = new Object[colnum - colstart +
additional.length];
for(int 1 = 0; colstart < colnum; colstart++, 1i++)
{
arr[i] = tbl.getValueAt (row, colstart);
}
colstart--;

for(int i = 0; i < additional.length; colstart++, i++)
{

arr[colstart] = additionalli];
}

return new TableRow(arr):;

}

@Override
public boolean equals (Object obj)
{
if (! (obj instanceof TableRow))
return false;
return Arrays.deepEquals (elems, ((TableRow)obj).elems);

}

@Override

public int hashCode () {
int hash = 5;
hash = 13 * hash + Arrays.deepHashCode (this.elems);
return hash;

daiin «NioSslServer.javar

/*

* To change this license header, choose License Headers in Project
Properties.

* To change this template file, choose Tools | Templates

* and open the template in the editor.

*/

package server;

import my.NioSslPeer;
import java.nio.channels.*;
import java.io.*;

import java.nio.*;

import java.net.*;

import java.security.*;
import java.sqgl.*;
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Java.util.x*;
javax.net.ssl.*;
java.nio.channels.spi.*;
java.util.concurrent.*;
java.util.logging.Level;
java.util.stream.Stream;
my.*;

static server.Server.logger;

import
import
import
import
import
import
import
import

/**
*
* @author Admin
*/

public class NioSslServer extends NioSslPeer ({

private final Map<Channel, Connection> conmap;

private
private
private
private
private
private
private
private
private

final String dbname;

final int max connections;

final int dbport;

boolean active;

final Connection con;

final SSLContext context;

final Selector selector;

final ExecutorService service;
class Worker implements Runnable ({

private
private
private
private
private
private

public Worker (ByteBuffer peerData,

final byte[] buf;

NetPacket pkt;

ResultSet res;

final SocketChannel channel;
final SSLEngine eng;
PreparedStatement pstmt;

SocketChannel sc,

SSLEngine engine)

{

buf = new byte[peerData.limit()];

System.arraycopy (peerData.array(), 0, buf, O,
buf.length);

pkt = null;

res = null;

pstmt = null;

channel = sc;

eng = engine;

login = 2",

peerData.clear () ;

private

{

String login =
pstmt =
login) ;

boolean FetchPassword() throws SQLException
(String)pkt.getData () [0];

QueryDB (con, "SELECT pwd, salt FROM users WHERE

return res.next():;
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}

private void FetchUserData () throws SQLException
{
String login = (String)pkt.getData() [0];
pstmt = QueryDB(con, "SELECT role, name, sname, pname,
user ID FROM users WHERE login = ?", login);
//TlpoBepka He HYXHa: [IoIpal3yMeBaeTcd,
//4To sTa QyHKUMA OymeT BEBBaHa nocjie FetchPassword
res.next () ;

}

private int[] UpdateTable (Connection c, String tablename,
String updateKey, Map<Object, Map<String, Object>> changes) throws
SQLException
{
LinkedList<Integer> L = new LinkedList<>();
changes.forEach ((row, map) -> {
map.entrySet () .stream()
.filter(e -> !e.getKey().contains(";"))
.forEach (e -> {
String updateQuery = String.format ("UPDATE
s SET %$s = ? WHERE %s = ?", tablename, e.getKey (), updateKey):;
PreparedStatement stmt = null;
Object val = e.getValue():;
try
{
stmt = c.prepareStatement (updateQuery,
ResultSet.TYPE SCROLL INSENSITIVE, ResultSet.CONCUR UPDATABLE) ;
if(val instanceof String &é&
((String)val) .isEmpty())
stmt.setNull (1,
java.sql.Types.VARCHAR) ;
else
stmt.setObject (1, wval);
stmt.setObject (2, row);
L.add (stmt.executeUpdate ()) ;
}
catch (SQLException ex)
{
logger.log(Level.SEVERE,
String.format ("Oumbka npm nodaBJEeHUM U3IMeHeHumM, koxm: S%d",
ex.getErrorCode()), ex);
}
finally
{
try
{
if(stmt !'= null)
stmt.close();
}
catch (SQLException ex)
{
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logger.log(Level.SEVERE,
String.format ("Oumbka npm padorTe c Ga30M IOaHHHX, kox;m: %d",
ex.getErrorCode()), ex);

}

1)
1)

return L.stream() .mapToInt (i -> i) .toArray();

}

private int[] DeleteFromTable (Connection ¢, String
tablename, String deleteKey, Set<Object> deletions) throws
SQLException

{

int[] ret;

String deleteQuery = String.format ("DELETE FROM %s WHERE

s = ?", tablename, deleteKey);

try (PreparedStatement stmt =
c.prepareStatement (deleteQuery, ResultSet.TYPE SCROLL INSENSITIVE,
ResultSet.CONCUR READ ONLY))

{

deletions.stream() .forEach(e -> {
try
{
stmt.setObject (1, e);
stmt.addBatch () ;
}
catch (SQLException ex)
{
logger.log(Level.SEVERE,
String.format ("Oumbka npm ynajeHuM =amnmcemn, koxm: d",
ex.getErrorCode()), ex);
}
1)
ret = stmt.executeBatch();
}

return ret;

}

private int[] InsertIntoTable (Connection ¢, String
tablename, Set<TableRow> insertions) throws SQLException
{
int[] ret;
String insertQuery = String.format ("INSERT IGNORE INTO
%$s VALUES (", tablename);
final int width =
insertions.iterator () .next () .elems.length;
for(int 1 = 1; i < width; i++)
{

insertQuery += "2, ";
}

insertQuery += "?)";
try (PreparedStatement stmt =
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c.prepareStatement (insertQuery, ResultSet.TYPE SCROLL INSENSITIVE,
ResultSet.CONCUR READ ONLY))
{
Iterator<TableRow> it = insertions.iterator();
while (it.hasNext ())
{

TableRow row it.next ();
for(int 1 = 1; i <= width; i++)

{

Object e row.elems[i - 1];
if (e == null)
stmt.setNull (i, java.sgl.Types.INTEGER);
else if (e instanceof String &&
((String)e) .isEmpty ())
stmt.setNull (i, java.sqgl.Types.VARCHAR) ;
else
stmt.setObject (i, e);
}
stmt.addBatch () ;
}
ret = stmt.executeBatch{();
}
return ret;

}

private int[][] ModifyTable (Connection ¢, String tablename,
String updateKey, String deleteKey, TableRow args) throws
QueryFormatException, SQLException
{
int[][] ret = null;
Map<Object, Map<String, Object>> changes = (Map<Object,
Map<String, Object>>)args.elems[0];
Set<Object> deletions = (Set<Object>)args.elems[1l];
Set<TableRow> insertions = (Set<TableRow>)args.elems[2];
if (tablename != null && tablename.contains(";") ||
updateKey != null && updateKey.contains(";") ||
deleteKey != null && deleteKey.contains(";"))

throw new QueryFormatException ("HeBepHbr dopmaT

3anpoca") ;
}
c.setAutoCommit (false) ;
try
{
ret = new int[3][];
if (changes != null) ret[0] = changes.isEmpty() ?
null : UpdateTable(c, tablename, updateKey, changes);
if (deletions != null) ret[l] = deletions.isEmpty () ?
null : DeleteFromTable(c, tablename, deleteKey, deletions);
if (insertions != null) ret[2] = insertions.isEmpty ()
? null : InsertIntoTable(c, tablename, insertions);

c.commit () ;

}
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catch (SQLException ex)
{
logger.log(Level .SEVERE, String.format ("Ommbka npu
Momuomrauumy Tabjamire, Kon: sd", ex.getErrorCode()), ex);
c.rollback();
throw ex;
}
finally
{
c.setAutoCommit (true) ;
}
return ret;

}

private int[] UpdateBatch (Connection ¢, String query,
TableRow[] args) throws SQLException
{
int[] ret;
c.setAutoCommit (false) ;
try (PreparedStatement stmt = c.prepareStatement (query,
ResultSet.TYPE_SCROLL_INSENSITIVE, ResultSet.CONCUR_UPDATABLE))
{
Arrays.stream(args) .forEach (e -> {
Object[] vals = e.elems;
try
{
for(int 1 = 1; i <= vals.length; i++)
{
stmt.setObject (i, vals[i - 11);
}
stmt.addBatch () ;
}
catch (SQLException ex)
{
logger.log(Level.SEVERE,
String.format ("Ommbka npu padorTe c 6aszoM IJaHHEIX, kom: %d",
ex.getErrorCode()), ex);
}
1)

ret = stmt.executeBatch();
c.commit (),
}
catch (SQLException ex)
{
c.rollback();
throw ex;
}
finally
{

c.setAutoCommit (true) ;

}

return ret;
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}

private PreparedStatement QueryDB (Connection ¢, String
query, Object...args) throws SQLException
{

PreparedStatement stmt = c.prepareStatement (query,
ResultSet.TYPE SCROLL INSENSITIVE, ResultSet.CONCUR READ ONLY) ;
if (args != null)
{
for(int i = 1; i <= args.length; i++)

{
stmt.setObject (i, args[i - 11);
}
}

res = stmt.executeQuery();
return stmt;

}

//Ha criyuay sacTpeBaHmus KJIMeHTa B read
private void writeDefaultError ()

{
NetPacket p = NetPacket.FormDefaultError():;

try
{

write (channel, eng, p.Serialize());

}

catch (IOException ex)

{

logger.log(Level.SEVERE, "Ommbka HOpM BalMCU B COKeT:

", ex);
}

@Override
public void run()
{
try
{
pkt = NetPacket.Deserialize (buf);
switch (pkt.getCode())
{
case FETCH PASSWORD:
{
pkt = FetchPassword() *?
NetPacket.FormFetchPasswordResponse (res)
NetPacket.FormDefaultError () ;
write (channel, eng, pkt.Serialize()):;
break;
}
case LOGIN SUCCESS:
{
FetchUserData () ;
char role = res.getString(l).charAt(0);
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Connection dbcon = null;
switch (role)
{
case 'S':
dbcon =
DriverManager.getConnection (String.format ("jdbc:mysgl://localhost:%d
/%$s", dbport, dbname), "student", "fg9tzCcET9shMFEtg") ;
break;
case 'T':
dbcon =
DriverManager.getConnection (String.format ("jdbc:mysgl://localhost:%d
%s", dbport, dbname), "teacher", "tNJFURkgDJQfbNxKL") ;
break;
case 'A':
dbcon =
DriverManager.getConnection (String.format ("jdbc:mysgl://localhost:
/%s", dbport, dbname), "admin", "kQ5E3QUyWcVG68wjc");
break;

o\
(O

}

conmap.put (channel, dbcon);
pkt = NetPacket.FormLoginResponse (res);
write (channel, eng, pkt.Serialize());
break;

}

case SQL QUERY:

{
String query = (String)pkt.getData() [0];
Object[] args = null;
//ECIM eCTb apT'yMEeHTH, [IepPeBOIMM MX B MaCCUB
if (pkt.getData () .length - 1 != 0)

args =
Stream.of (pkt.getData()) .skip(l) .toArray (Object([]: :new);
pstmt = QueryDB (conmap.get (channel), query,
args) ;

pkt = NetPacket.FormSglResponse (res) ;
write (channel, eng, pkt.Serialize()):;
break;

}

case SQL UPDATE TABLE:

{

17
17
] .

4

String tablename = (String)pkt.getDatal)
String updateKey = (String)pkt.getData ()
String deleteKey = (String)pkt.getData/()
TableRow args = (TableRow)pkt.getData() [
int[][] modres =
ModifyTable (conmap.get (channel), tablename, updateKey, deleteKey,
args) ;

4

[0
[1
[2
3]

pkt = NetPacket.FormSglUpdateResponse() ;
write (channel, eng, pkt.Serialize()):
break;

}

case SQL UPDATE BATCH:

{

Jlucm
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String query = (String)pkt.getData () [0];

TableRow[] args = (TableRow[])pkt.getData () [1];

int[] modres = UpdateBatch (conmap.get (channel),
query, args);
pkt = NetPacket.FormSglUpdateResponse ()
write (channel, eng, pkt.Serialize()):;
break;
}
case DISCONNECT REQUEST:
{
unmap (channel) ;
break;
}
}
}
catch (SQLException ex)
{
logger.log(Level.SEVERE, String.format ("Oumbka npu

pabore c 6azoM nmaHHBEIX, konm: %d", ex.getErrorCode()), ex);
pkt = NetPacket.FormError (ex) ;
try

{
write (channel, eng, pkt.Serialize()):;
}
catch (IOException exl)
{
logger.log(Level.SEVERE, "Oumbkxa OpmM 3anoMCHU B
coker: ", exl);
}
}
catch (IOException | ClassNotFoundException ex)
{
logger.log(Level .SEVERE, "Oummbxa HOpM BBOLE—-BEBOIE
ceTeBOIrO nakera: ", ex);
writeDefaultError () ;
}
catch (RuntimeException ex)
{
logger.log (Level .WARNING, "Runtime exception: "

14
ex) ;

writeDefaultError () ;

}
catch (QueryFormatException ex)
{
logger.log(Level.SEVERE, "Oumbka npm dopMaTUMpPOBaHUMU
3anpoca. lomneTka MHBbekumum? \n", ex);
writeDefaultError () ;
}
finally
{
try
{
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//PreparedStatement 3akpHBaeM BPYUYHYIO,
//T.x. mHaue ResultSet sakpHBaeTCd OO UTEHMUSA
IOAHHBIX M3 HEeTO
if (pstmt != null)
pstmt.close();
}
catch (SQLException ex)
{
logger.log(Level.SEVERE, String.format ("Ommbxa
npu sBakpelTuM PreparedStatement, xoxm: %d", ex.getErrorCode()), ex);
}
}

}
public NioSslServer (String protocol, int port, String db, int
dbp, String keystorepwd, String keypwd) throws Exception {

context = SSLContext.getInstance (protocol);

context.init (super.createKeyManagers ("../resources/KeyStore.jks",
keystorepwd, keypwd),

super.createTrustManagers ("../resources/KeyStore.jks", keystorepwd),
new SecureRandom()) ;

SSLSession dummySession =

context.createSSLEngine () .getSession() ;
myAppData =

ByteBuffer.allocate (dummySession.getApplicationBufferSize());
myNetData =

ByteBuffer.allocate (dummySession.getPacketBufferSize())
peerAppData =

ByteBuffer.allocate (dummySession.getApplicationBufferSize());
peerNetData =

ByteBuffer.allocate (dummySession.getPacketBufferSize());
dummySession.invalidate() ;

selector = SelectorProvider.provider () .openSelector();

ServerSocketChannel serverSocketChannel =
ServerSocketChannel.open ()

.setOption (StandardSocketOptions.SO REUSEADDR,

true) ;

serverSocketChannel.configureBlocking (false);

serverSocketChannel.socket () .bind (new
InetSocketAddress ( (InetAddress)null, port));

serverSocketChannel.register (selector,
SelectionKey.OP ACCEPT) ;

int cores = Runtime.getRuntime () .availableProcessors/();
service = Executors.newFixedThreadPool (cores - 1);
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dbname = db;
dbport = dbp;

con = DriverManager.getConnection ("Jjdbc:mysqgl://localhost:"

+ dbp + "/" + db, "observer", "eKZrt55NCgvPTUtbQ") ;

PreparedStatement stmt = con.prepareStatement ("SELECT
@@max connections;");

ResultSet rs = stmt.executeQuery():;
rs.next () ;
max connections = rs.getInt(1l);

conmap = new HashMap<>(max connections, 1.0f);
active = true;

}

public void start()
{

while (isActive()) {
SelectionKey key = null;
try

{
selector.select();
Iterator<SelectionKey> selectedKeys =
selector.selectedKeys () .iterator () ;
while (selectedKeys.hasNext()) {
key = selectedKeys.next () ;
selectedKeys.remove () ;

if (l'key.isValid()) {
continue;
}
if (key.isAcceptable()) {
accept (key) ;
} else if (key.isReadable()) {
try
{
boolean cont = read((SocketChannel)
key.channel (), (SSLEngine) key.attachment()):;
if (cont)

service.submit (new
Worker (peerAppData, (SocketChannel) key.channel(), (SSLEngine)
key.attachment ()));
}
catch (IOException ex)
{
closeConnection ( (SocketChannel)
key.channel (), (SSLEngine) key.attachment()):;
key.cancel () ;

logger.log(Level.SEVERE, "Oumbxa UuTeHUS
c cokera: ", ex);

}
}
catch (Exception ex)

{
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if (key !'= null)
{
key.cancel () ;
try
{
if (key.channel () instanceof SocketChannel)
unmap ( (SocketChannel) key.channel());
}
catch (IOException | SQLException exl)
{
logger.log(Level.SEVERE, "Oumbka yIaJjieHUS
3anmMcu coemmHeHudg: ", exl);

}
logger.log(Level.SEVERE, "Oumbka OpU HpHUEME
coemuHeHuMm: ", ex);
}
}
}
public void stop() {
active = false;
executor.shutdown () ;
selector.wakeup() ;
service.shutdown () ;

private void accept (SelectionKey key) throws Exception {
SocketChannel socketChannel = ((ServerSocketChannel)
key.channel () ) .accept();
socketChannel.configureBlocking (false);

SSLEngine engine = context.createSSLEngine();
engine.setUseClientMode (false);
engine.beginHandshake () ;

if (doHandshake (socketChannel, engine)) {
socketChannel.register (selector, SelectionKey.OP READ,
engine) ;

} else {

socketChannel.close () ;

}

String addr =
((InetSocketAddress) socketChannel .getRemoteAddress () ) .getAddress () .g
etHostAddress () ;

System.out.println ("l[I[pMHATO HOBOE CoOeIMHeHMe C ampeca " +
addr) ;

logger.log(Level.INFO, "IlpMHATO HOBOE COEIMHEHME C azpeca
{0}", addr);

protected boolean read(SocketChannel socketChannel, SSLEngine
engine) throws IOException ({
peerNetData.clear () ;
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int bytesRead = socketChannel.read (peerNetData);
if (bytesRead > 0) {
peerNetData.flip();
while (peerNetData.hasRemaining()) {
peerAppData.clear ()
SSLEngineResult result = engine.unwrap (peerNetData,
peerAppData) ;
switch (result.getStatus()) {
case OK:
peerAppData.flip();
break;
case BUFFER OVERFLOW:

peerAppData = enlargeApplicationBuffer (engine,
peerAppDbata) ;

break;

case BUFFER UNDERFLOW:

peerNetData = handleBufferUnderflow (engine,
peerNetData) ;

break;

case CLOSED:

String addr =
((InetSocketAddress) socketChannel .getRemoteAddress () ) .getAddress () .g
etHostAddress () ;

closeConnection (socketChannel, engine);

logger.log(Level.INFO, "Kmment {0} orxkjoumncsa",
addr) ;

return false;

default:
throw new IllegalStateException("Invalid SSL
status: " + result.getStatus()):;
}
}
} else if (bytesRead < 0) {
handleEndOfStream (socketChannel, engine);
}
return true;

}

@Override
protected synchronized void write (SocketChannel socketChannel,
SSLEngine engine, byte[] message) throws IOException {
myAppData.clear () ;
myAppData.put (message) ;
myAppData.flip();
while (myAppData.hasRemaining()) {
// The loop has a meaning for (outgoing) messages larger
than 16KB.
// Every wrap call will remove 16KB from the original
message and send it to the remote peer.
myNetData.clear () ;
SSLEngineResult result = engine.wrap (myAppData,
myNetData) ;
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switch (result.getStatus()) {

case OK:
myNetData.flip ()
while (myNetData.hasRemaining()) {

socketChannel .write (myNetData) ;
}
break;
case BUFFER OVERFLOW:
myNetData = enlargePacketBuffer (engine, myNetData):;
break;
case BUFFER UNDERFLOW:

throw new SSLException ("Buffer underflow occured
after a wrap. I don't think we should ever get here.");

case CLOSED:

String addr =
((InetSocketAddress) socketChannel .getRemoteAddress () ) .getAddress () .g
etHostAddress () ;

closeConnection (socketChannel, engine);

logger.log(Level.INFO, "Kmnment {0} orTwkjoumncsa",
addr) ;

return;

default:
throw new IllegalStateException("Invalid SSL status:
" + result.getStatus()):
}
}
}

private boolean isActive () {
return active;

}

@Override
protected void closeConnection (SocketChannel socketChannel,
SSLEngine engine) throws IOException {
super.closeConnection (socketChannel, engine);

}

private void unmap (Channel k) throws SQLException, IOException
{

String addr =
((InetSocketAddress) ( (SocketChannel) k) .getRemoteAddress () ) .getAddres
s () .getHostAddress () ;

conmap.get (k) .close () ;

conmap.remove (k) ;

logger.log(Level.INFO, "BI-coenuHeHue c anpeca {0} saxpwTo",
addr) ;

}

daiin «QueryFormatException.java
/ *

* To change this license header, choose License Headers in Project
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Properties.

* To change this template file, choose Tools | Templates
* and open the template in the editor.
*/

package server;

/**
*
* @author Admin
*/
public class QueryFormatException extends Exception {
public QueryFormatException (String msqg)
{ super (msqg) ;

}

daiin «Server.java»

package server;

import java.io.*;
import java.util.logging.*;
import my.MyFormatter;

/**
*
* @author Admin
*/
public class Server {
public static final Logger logger =
Logger.getLogger (Logger.GLOBAL LOGGER NAME) ;
/**
* @param args the command line arguments
*/
public static void main (String[] args) {
int dbport = 0, port = 3333;

String dbname = "", keystorepwd = "", keypwd = "";
logger.setlLevel (Level.ALL) ;
try
{
Handler fileHandler = new FileHandler ("serverlog", 200 *
1024 * 1024, 5);
fileHandler.setFormatter (new MyFormatter ());
logger.addHandler (fileHandler) ;
}
catch (IOException ex)
{
ex.printStackTrace (System.out) ;
return;
}
try(BufferedReader br = new BufferedReader (new
FileReader ("../resources/sconfig.cfg"))) {
for (String line; (line = br.readLine()) != null; ) {
Jlucm
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String[] kv = line.split ("\\s*=\\s*");
switch (kv [0])
{
case "port":
port = Integer.parselnt (kv([1l]);
break;
case "dbport":
dbport = Integer.parselnt (kv[1l]);
break;
case "dbname":
dbname = kv[1l];
break;
case "keystorepwd":
keystorepwd = kvI[1l];
break;

case "keypwd":
keypwd = kvI[1l];

break;

}
}
final NioSslServer S = new NioSslServer ("TLSv1.2", port

dbname, dbport, keystorepwd, keypwd);

Runtime.getRuntime () .addShutdownHook (new Thread()
{

@Override

public void run ()
{
S.stop():;
logger.log(Level.INFO, "Cepmep ocTaHOBJEH");
}
})
System.out.println ("Ceprep 3anymen") ;
logger.log(Level.INFO, String.format ("CepBep 3BanyueH Ha
nopre %d. Baza maHHHX: %$s, nopt CYBIO: %$d", port, dbname, dbport)):;
S.start();
}
catch (IOException ex)

{

logger.log(Level.SEVERE, "Oumbka npu dreHum odawnna: ",
ex);
}
catch (Exception ex)
{
logger.log(Level.SEVERE, "Oumbka npm 3anycke cepBepa: "
ex);

System.exit (1) ;

4

4
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