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3AJTAHUE
HA BBIITYCKHYIO KBAJIM®OUKALIMOHHYIO PABOTY

MATI'NCTPA

1. Crynent MupornoB Auzpeii AHapeeBud rp. 16BBM1 daxynbreTa BEIYUCIUTEIBHOM TEXHUKH.

2. Tema paboTh1 «CepBUC aBTOPHU3AIMHU N10JIB30BATENIECH 110 OMOMETPHUYECKUM JTAHHBIMY.
Tema ytBepxknena npukasoMm [II'Y Ne 979 a/o_ or" 3 " OKTS0pS 2016

3. PykoBoautens pabotsl A.T.H., mpodeccop kad. BT III'Y 3unkun C.A.

4. 3apanue Ha paboTy

Hasnauenue pa3pabOTKH: CEpBHUC aBTOPU3ALUH [0Ib30BATENEH 10 GHOMETPUIECKHMM JTaHHBIM.
PaspaGorare cuctemy B Buae REST-ful BeG-cepBuca a1 aBTOpH3alldM IOJIB30BaTelCH Ha
CTOpPOHHHX pecypcax ceTH MHTepHeT Ha OCHOBE pe3yJbTaTOB CPaBHEHHS MX OMOMETPHYECKHX
uneHTHGUKATOpoB. B3auMonelcTBHE C CHCTEMOH HODKHO OBITH  JOCTYIIHO — TOJBKO
[I0JIb30BATENISIM, 3aPETUCTPHPOBAHHBIM B CEPBHCE AaBTOPU3allMH M IIPEJOCTABHBINHUX CBOH
OuoMeTpHUYECKHE JaHHBIE.

5. Ilepedens moanexammx pa3paboTKe BOIIPOCOB.

Tpebyercs pa3paborars 0a3y JaHHBIX, KOTOpasi OyJAeT XpaHUTh JaHHBIE JJIs1 aBTOPU3AIIHH
3aperuCTPUPOBAHHBIX [T0JIB30BATENIEH, CITUCOK YCTPOHCTB, C KOTOPBIX OCYIIECTBIISIIUCH 3aIIPOCEHI
Ha aBTOPH3AIMIO U CCHUIKY Ha KOHTEHHEp C 3arpyKeHHbIMHA OHOMEeTpH4ecKUMH JaHHBIMH. Co
CTOpPOHBI KJIMEHTa Ha CepBUC J0/DKHBI oTrpaBisaThess HT TP-3ampocel, conepxammue
OHOMETpHYECKHE JaHHBIE TOJIb30BaTeNs, CEPBUC JOJDKEH IPUHUMATh UX, COIIOCTABIIATE H
BO3BpAIaTh OTIIPABUTEIIO OTBET C PE3YIbTATAMH.
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3aBenyromemy Kapeapoi
"BeIyrcIuTeNbHAS TEXHUKA"

JI. B. ITamenko

crynenta 16BBm1

MupoHoBa Axzpesi AHApeeBHYa

3ASIBJIEHUE

I[Tpoury yrBepauTh B KauecTBe pykoBoxmutens BKP mpodeccopa kadenpsi
«BrruucnuTenpHas TeXxHuKa» 3uHkuHa Cepres AJleKCaHIpOBHYA.
PykoBomutens — Tema BKP: «CepBuC aBTOpH3alliM IIOJIB30BaTesed IO

OUOMETPUIECKUM JaHHBIM.

Tara: ’Y 1992008

PyKoBOIHUTENH W

CryneHt : &




Pextopy Ilen3enckoro
roCcyIapCTBEHHOTO YHUBEPCUTETA
A. . I'ynsxoBy

cryneHnta 2 kypca BT

04HOM PopMBI OOYIEHHUS
MuponoBa AHapest AHApeeBrYa

3ASBJIEHUE

S, MupoHoB AHupeli AHApeeBHY, MAarucCTpaHT 2 Kypca O4YHOM (OpMBI
o0yuenus HampasieHus moarotoBku 09.04.01 Mubopmarika ¥ BHIYUCIUTETbHAS
TEXHHKAa, Marucrepckas mnporpamMma «BerauciauTeNnbHBIE MAlIMHBI, KOMILIEKCHI,
CHCTEMBI W CETH», MPOIIy MPOBECTH IMPOBEPKY C HCIIOJB30BAHHEM CHCTEMBI
«AHTHILIATAaT» BBITYCKHONW KBaNM(UKAIIMOHHONW pabOThl Marucrpa Ha TeMy
«CepBUC aBTOpW3ALUMKM MOJNb30BaTeNied IO OHOMETPUYECKHM  JaHHBIM,
BBITIOJIHEHHOM MHOW CaMOCTOSITeNIbHO, Ha COZIepXKaHue 3JIEMEHTOB Illaruara.

Bce mpsiMble 3aMMCTBOBaHUS M3 MEYATHBIX M JJIEKTPOHHBIX MCTOYHHKOB, a
TAKOKE M3 3AIlUIIEHHBIX paHee BBIMYCKHBIX KBATM(UKALHMOHHBIX paborT,
KaHIUJATCKUX U TOKTOPCKUX JUCCEPTALMA UMEIOT COOTBETCTBYFOIIUE CCHLIKH.

51 o3nakomiieH ¢ aeiictByromnM CTaHAapTOM yHHMBEpCcHTeTa «BblmyckHas
KBaTHpHUKaHOHHas pabora o0ydaromuxcsi MO 00pa3oBaTENbHBIM IMIPOrpaMMam
BEICIIEro 00pa3oBaHus — MporpaMMmamM OakanaBpHaTa, IporpaMMam CIelHaInuTeTa
U TporpaMMaM MarucTpaTypb», COIJIACHO KOTOpPOMY OOHapy)XeHMe ILlaruara
SBJIsIeTCSl OCHOBaHWeM nnsi Hemomycka BKP k 3ammure W oT4MClieHHsS W3

YHUBEPCUTETA.

BKP npezicTaBieHa Ha IIPOBEPKY « & » L  2018r.

PyxoBonurens BKP/ 3unkuH C.A.

> =



IIporoxoa
IIPOBEPKH Ha OpI/II‘I/IHaJ.IBHOCTB B cucreMe «AnTHIIaruat.BY3» BbIIyCKHOM
KBanmbHKauHOHﬁoﬁ pabotel Ha TeMy «CepBHC aBTOpPH3allMU I0JIb30BaTENEH MO
OGHOMETPUYECKMM JaHHBIM» MarucTpanra 2 Kypca MupoHosa A.A. HampaBlIeHHs
noaroroku 09.04.01 MudopmaTiKa ¥ BBIYUCIUTENbHAs TEXHHKA, MarucTepcKas
nporpamMMa «BBIUCIUTENBHBIE MALIMHBI, KOMIUIEKCHI, CHCTEMBI U CETH».

PyxoBogutens BKP 1.1.H., mpodeccop kad. BT 3unkun C.A.
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TTEH3EHCKUN T'OCY JAPCTBEHHbBI YHUBEPCUTET
q)a.KyJ'IBTeT BBI‘-II/ICJII/ITeJILHOﬁ TEXHUKHU

Kadenpa «BeraucnurensHas TEXHAKA»

OT3bIB

Ha BBIITYCKHYIO KBATH(HUKALUOHHYIO pabOTy MarucTpa

MuponoBa AHapess AHApeeBHYa

Tema pa6otel: CepBUC aBTOPU3AIMH TOJIB30BaTeNIeH 10 OHOMETPHIECKMM IaHHBIM.

Ilens  paGotel: Pa3paboTka yHUBEpPCAJBHOIO  CEpPBHCA,  MO3BOJIIOLIEIO

T0JIF30BATEIsIM aBTOPU30BHIBATH CBOM AEHCTBUS Ha CTOPOHHUX CEPBUCAX CETH
VHTEpHET.

Hanpasnenue: 09.04.01 «VMHpoOpMaThKa U BEIYUCIUTEIbHAS TEXHUKA

HQOQHJ’IBZ «BpraucnurenbHble MAlIMHBI, KOMIUIEKCHI, CACTEMBI U CETH»

BeimyckHas — kBamMdUKalMOHHAs paboTa  Marucrpa, BBITOJHEHHAs
MarucTpaHToM MUpOHOB A.A., OTHOCHTCS K 001acTH pa3paboTKu BeO-CEPBHUCOB.

Brnarogapss moapoOHOMY aHaiW3y NpeIMETHON 007acTé ObLIM BBIIEIEHDI
OCHOBHBIE CIIOCOOBI, METOBI U TEXHOJIOTHUU ISl pealr3alliy IIOCTaBJIEHHON LENH.
beutd  pa3paboTaHbl KOMIIOHEHT AaBTOPU3allMM IIOJB30BaTele B CHUCTEME,
KOMIIOHEHT 3arpy3Kd ¥ H3MEHEHHs OHOMeTpUYECKHMX JaHHBIX II0JIb30BaTeleH,
KOMIIOHEHT aBTOPHU3aI|H [TOJIb30BaTeleil Ha CTOPOHHUX CepBHCax ceTu MHTepHeT,
JeTabHO CIIPOEKTUPOBaHA U pean30BaHa 0a3a JaHHBIX Il HUX. PaspaboTaHHbIe
KOMIIOHEHTHI OBLITN 00bEeIUHEHBI B €JUHYIO CUCTEMY.

ITocraBneHHBle B paboTe HCCIeIOBAaTENbCKHE M IIPaKTUYECKHE 3a1add
MarucTpaHToM MUPOHOBEIM A.A. BBIIIOJIHEHHI B TOJIHOM o0beMe. IloscHurensHas
3amucka oopMiIeHa B COOTBETCTBUH C IEHCTBYIOIIMMHU CTaHapTaMH.

C mocTaBlIeHHBIMH 3a1a4aMid MupOHOB A.A. cipaBuiics ycnemHo. CTeneHsb

OpUTHHAJIBHOCTHU paboTs! 91,32%.



Cuwuraro, 4TO BBITYCKHAs KBAJIH(HUKALUOHHAs paboTa MarucTpa BBIOJIHEHA
Ha po(ECCHOHATBHOM YPOBHE U 3aCITy)KUBAET OLEHKH OTIMYHO», 2 MaTrUCTPaHT
MupoHOB A.A. 3aciy)XWBaeT TNPUCBOSHUS €My KBalMGHWKAMHU Marucrpa Io

HanpasieHuto noarorosku 09.04.01 "

PyKOBOIHUTENH BHITYCKHOM KBaTM(DUKALIMOHHON pabOThl MarucTpa

JI.1.H. ipodeccop kad. BT %:2//(: A. 3uHKHH
£ o0C. 18



PELEH3UA

Ha BBIILYCKHYIO KBaIH(HUKAIMOHHYIO paboTy MarkcTpa cryaeHTa rpynms: 16BBul
[TeH3eHCKOr0 TOCYJapCTBEHHOIO YHUBEPCUTETA
MuponoBa AHapest AHApeeBHYA
Ha Temy: « Cepsuc asmopusayuu nonv3oéamenei no 6u0Memputzec1<i¢M OQHHBIMY

BrimyckHas — KBaqu(uKauwoHHas paboTa Maructpa MupoHoBa A.A.
IOCBALIEHA pEIIEHUIO AaKTyalbHOH 3aJadd II0 aBTOpHM3allMd ¥ KOHTPOJIO
UAeHTA(DUKAIUY T10JIb30BaTENIEN.

PaspaGoraHHas cucTeMa I03BOJIAET HASHTH(HUIMPOBATE U aBTOPU30BBIBAT
IeHCTBUS IIONB30BaTelIsl CepBHCa Ha CTOPOHHHX pecypcax ceTd HHTepHeT.
CucreMa  TpeNOCTaBIsIET  pecypcaM  BO3MOXKHOCTh — MIEHTU(QUIMPOBATH
[I0JIb30BATENIANO0 OMOMETPHYECKMM JaHHBIM IIPH  IIOMOIIM  JIBYXJTalHOU
aBTOpPHU3ALIUH.

ITpeayioXKeHHas CTYAEHTOM JByXdTallHasi aBTOPHU3alKs 10 OHOMETPUYECKUM
IAHHBIM IT03BOJISIET YBEJIUYUTh TOYHOCTh UACHTH(DUKAIMH I10JIb30BATEIIs, TaK KaK
Ha Ka)XIIOM 3Talle UCIIOJIb3YIOTCS pa3Hble OHOMETpHYEeCKHe HICHTU(PHKATOPEI.

JIOCTOMHCTBaMH  pa3pabOTKH  MOXHO  CYMTAaTh  YHHBEPCAJIBHOCTB
pa3paboTaHHOW CHCTEMBI, BO3MOXXHOCTb HCIIOJIB30BaHUS €€ Ha pPasIUYHBIX
MOOMIBHBIX M CTAallMOHApHBIX IUIaTGopMmax, a TaKkKe B pPas3IM4YHBIX chepax
KU3HEEATEIIbHOCTH.

He3HayuTenpHBIM HEOOCTAaTKOM paboThl  SABISETCS KPAaTKMM  aHalu3
IpeaMeTHOM 06s1acTy.

PesynpTaThl IpoeKTa MOTYT OBITB C YCIIEXOM MCIIOJB30BaHBl IS
JalbHEMNINEro pa3BUTUS UI€U CO3/IaHHUs CepBHCAa aBTOPU3ALMMU I10JIB30BATENEH 110
OMOMETPUYECKUM JaHHBIM.

CuMraro, 4YTO BBIIYCKHAs KBaIH(UKAI[MOHHAs paboTa  Marucrpa
MuponoBa A.A. MOXET OBITH JIOITyLIEeHa K 3alure,
3aCITy)KHBAeTOLEHKU «OTJIHYHO», & €€ aBTOpP IIPUCBOEHHS €My CTEIIEHH Marucrpa
o Harpasieruto 09.04.01 — «MHdopMaTHKa U BEIYUCIUTEIbHAS TEXHUKAY.

I'enepanvhuuviii Oupekmop
000 «FOBIIC [lesenonmenm Pycy
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Pedepar

Marucrtepckas paboTa coaep uT 68 IUCTOB, 7 pUCYHKOB, 28 HCTOYHHUKOB, 3
TPUJIOKCHHUS.

BEB-CEPBUC, ABTOPU3ALIMA, BA3A JAHHBIX, BUMOMETPHAI,
SPRING FRAMEWORK, KJIMEHT-CEPBEP, HTTP, REST-FUL, JAVA

[lenp paboTel — pa3paboTaTh CepBHC aBTOPH3AIMU IOJIH30BATENCH 10
OMOMETPUUECKUM JTaHHBIM.

OOBekTOM pa3pabOTKH SBISIETCS CEPBHC aBTOPU3AIMHU IOJB30BATENCH Ha
CTOpoHHUX pecypcax cetu MHTepHeT. CepBUC HACHTU(DUIMPYET MMOIb30BaTENEH 110
OMOMETPUYECKUM JIaHHBIM.

B pesynbraTte mnpoBeneHHON pabOTHI CcO34aH BeO-CEPBHC, TOIHOCTHIO
yIIOBJICTBOPSIIOLINI ~ TIOCTaBICHHOW  3amade. bbuta  cnpoekThpoBaHa |
CMOZIeTUpoBaHa 0a3a JaHHBIX, IPEIHA3HAYCHHAS ISl XpaHSHHUS MHPOPMALIUU IS
HocJenylomeil  aBTopu3aluu  1mosib3oBaTeneil. bour  paspabotan  anroputm
JIBYXATAITHOW aBTOPU3ALMU IOJIL30BATENsl MO OMOMETPUYECKHM JaHHBIM. bBbit
co3maH  BeO-CEpBUC,  BBHIMONHSAIONIMN  aBTOPU3AIUIO  IOJIB30BaTENIed 110
OMOMETPHUYECKUM JIaHHBIM Ha CTOPOHHUX pecypcax cetu VHTepHer.

JIaHHBIII ~ TPOEKT  SBISETCS  YHUBEPCAIBHBIM W TOJPa3yMEBacT

OJIHOBPEMEHHOE HCIOJIb30BAaHME HA PA3JINYHBIX pecypcax cetu MHTepHeT.
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BBEJAEHHUE

B Hacrosimee BpeMs UWH(OpPMAlMOHHBIE TEXHOJOTHH  Pa3BUBAIOTCS
JIOCTATOYHO CTPEMMTENIBHO. T€ BENIM, KOTOPhIE paHEee Ka3aINCh YEM-TO U3 pa3psaa
(baHTaCTUKH, CETOAHS KaXKyTCs BIIOJIHE 0OBIIEHHBIMU. OJTHUMU U3 MTpeAHA3HAYCHU N
UH(GOPMAIIMOHHBIX TEXHOJOTUH SBISIOTCS YIPOIIEHNE, YCKOPEHUE BBIMOJIHEHNUS, a
TaKK€ MUHUMU3AIUs PacXoJ0B PECYPCOB Ha PEIIEHUE KaK OPraHU3al[MOHHBIX, TaK
Y TTIOBCE/IHEBHBIX 3a/ad4.

["'oBOps 0 TakUX CyOBEKTaX KaK KpyIHasi OpraHu3alus Wiu OTACIBHO B3SIThIN
4eJI0BeK, He0OX0IuMO OOpaTUTh BHUMaHHE Ha TO, YTO BCE OHM HCHOJb3YIOT
MH(OPMAIMOHHbIE TEXHOJOTUU JJIA XpaHEHHs, 00paOOTKH M pacHpOCTPAHEHHS
pa3IUYHBIX 110 00BEMY M COJAECPKAHUIO JaHHbIX. Ha nmpuMepe 0ObIYHOrO YenoBeka
3TO MOTYT OBITh IOMCK U COXpPAaHEHHE Pa3IMYHON MH(OpMAIMM, HaXOIsAUIeCs B
OTKPBITOM JIOCTYTIE, a Tak)Ke MyOauKamus nHpopmanuu B MIHTEpHET.

Opnako B ciy4ae XpaHEHHUs, OOpabOTKM U  paclpoCTpaHEHUs
KOHQUACHIMATBHOW MH(OpMAIKM, HEOOXOAWMBI pPA3IUYHBbIE CHUCTEMBl IS
KOHTPOJIS TIOCTYyTa MoJib30BaTeNel. ITO HEOOXOAUMO JIsl TOT'0, YTOOBI HUKTO UHOM,
KpPOME OIPEeIeTICHHOTO KpyTa JIUL, HE CMOT MOJIYYUTh JOCTYI K KOHPHUIECHIUATbHON
MH(OpMaIMU U UCTIOJIB30BaTh €€ BO BPEJ UICTOYHUKY MH(OpMAIUH.

Ha panHBIi  MOMEHT, caMbIM, TMOXalyHd, MOMYJISIPHBIM CIIOCOOOM
aBTOPHU3aLMU IOJb30BATENA, U1 NPENOCTABICHUS €My IIpaB I0JIb30BaHUS
CUCTEMOMU, ABJISIETCA aBTOPHU3ALKs 110 JIOTUHY U Napotiro. Maes takoil aBropuzanuu
CBOJAMTCS K TOMY, YTO HUKTO MHOM, KPOME BJIAJIE€IbLA AKKAYHTa CUCTEMBI HE CMOXKET
MOJIYYUTh TOCTYII K CUCTEME U IEUCTBOBATH OT JIUIIA ATOTO MOJIb30BATENS, TaK KAK
JIOTHH U MapoJib OT TAKOT0 aKKayHTa 3HAET TOJIBKO €0 BIIAJEIEL WIH, 3a PEIKUM
UCKIIFOYEHHUEM, aIMUHHUCTPATOP CUCTEMBI, 3apErMCTPUPOBABIINI JaHHBIA AKKAYHT.
OnHako JaHHBIE BXOJIa MOTYT OBITH 3a0BITHI MOJIb30BATENEM, B ITOM Cllydae

IMoMOracT IIpoOCTOC BOCCTAHOBJICHHUC I1APOJIA. Ho ecnu xe JaHHBIC AJI1 BXOAa OBLIN



CKOMIIPOMETHPOBAHbl ¥  MOCTOPOHHEE  JIMII0O  MOJYYWUJIO  JOCTyHn K
KoH(pHUICHIIMATbHONH  WHGOpMANHWK, TO, TIOMHUMO CMEHBI  Mapoysi  OT
CKOMITPOMETHPOBAHHOTO aKKayHTa, HEOOXOJIMMO MPOBECTH Psii MEPOIPUATHI 1O
OMOBEIIEHUIO BCEX YYACTHUKOB 0OMEHa MH(OpMAIUM, a TAKKE MO YMEHbBIICHUIO
BO3MOXKHOTO yIlIepOa, KOTOPBI MOKET OBbITb BbI3BaH B PE3yJIbTAaTe IOJYyUYECHHS
JOCTyTa K KOHPUACHIIMAIbHONU HH(DOpMAIIUU TOCTOPOHHUM JIUIIOM.

BOoApIIMHCTBO aNrOpUTMOB MIK(POBAHMS MAPOJIEH MMOIb30BATENEH HE MOTYT
JaTh aOCOJIOTHOM TapaHTUU 3alllUTHI OT MPOCTOrO MOJA0O0pa MapojeH, a TakxKe OT
BO3MO>XHOTO BOBHUKHOBEHUS KOJLITU3HIA.

[ToMrMO JOCTATOUHO PACIPOCTPAHEHHOTO METO/1a aBTOPU3ALIMH T10 JIOTUHY U
MapOoJII0, CYIIECTBYET €I1I€ TAKKE aBTOPHU3AIMH TOJIH30BATENS MO0 €r0 YHUKAIBHBIM
(U3MOIOTMYECKUM UJTU MOBEJACHYECKUM YepTaM, UJIH Ke MPOCTO ayTeHTUPUKAIIUS
1o OMOMETPHH MOJIH30BATEIIS.

Kak wu3BecTHO, KaXIblii ueIoBeK 00JIajaeT MPAKTUYECKH YHHUKAIbHBIM
Ha0OpOM (PU3HOJOTMYECKUX U TOBEJICHUECKUX YEepT, YTO MO3BOJSET CHUCTEMaM
OMOMETPUYECKON ayTEeHTU(PUKAIUU JTIOCTATOYHO TOYHO MPOBEPSATH COOTBETCTBHUE
cyOBbeKTa U TOTO, 32 KOTO OH Ce0s BbIJAET.

Tak ke CymecTBylOT KOMOMHHPOBAHHBIE CHUCTEMBbl OHOMETPUUYECKOU
ayTeHTU(PUKAIUM, KOTOpbIE TPOBEPSIOT CYOBEKT 1O JByM ©  Oosee
(U3MOJIOTUYECKUM H/UJIU TOBEACHYECKUM IMapaMeTpaM, 4To JaeT 0oJjiee TOUHYIO
OIICHKY ¥ TIOBBIIIAET OE30MacHOCTh CHUCTEMBI B 1ejoM. [lomoOHbIE BUABI
ayTeHTU(UKALIMKM TOJB30BaTEIsl TMO3BOJSIOT JIIOASIM  OBITH CIIOKOWMHBIM  3a
KOH(UJIECHIIUAIBHOCTh CBOMX JIaHHBIX, a TaKXke HU30aBJISIOT OT HEOOXOIUMOCTH
3aIlIOMUHAHUS TTAPOJICH OT PA3IMUHBIX CUCTEM.

Kak Obuto ckazaHo Bbillle, HMHPOPMAIIMOHHBIE TEXHOJOTHU CTPEMUTEIBLHO
pasBuBatorcs. [Iporpecc B pa3BUTUM OMOMETPUUYECKHX CHUCTEM ayTCHTU(PUKAIUU
TOXKE HE CTOWT Ha MecTe: Oyiaromapsi pa3BUTHIO TEXHUKH, ONTHUMHU3ALUU U
pa3paboTKe aJropuTMOB HJCHTHU(HUKAIIMK, CUCTEMBI CTaIM pPaboTaTh ropasio

TOYHEC U 6I>ICTpee, I10 CPaBHCHUIO C TCM, KaK pa6OTaJ'II/I HCCKOJIbKO JICT Ha3an.
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[Tomo6HbIE TEXHOJOTHH, paHEe HEAOCTYITHBIE OOBIYHBIM IOJIb30BATENSIM, CO
BPEMEHEM CTaHOBATCA 0OoJiee pacHpoCTpaHEHHBIMH. B Hacrosmiee Bpems
COBpPEMEHHbIE MOOWIbHBIE YCTPOWCTBA 007alal0T TaKUMU (PYHKIUSIMH Kak
uACHTU(UKAIMS TOJIB30BATENA 110 JIMILY, CETYaTKE IJia3a, OTIeYaTkaM MallblieB U
Jaxe 1mo o0pasiry rojoca.

Llenpto naHHOW pabOTHI SBISETCS pa3pabOTKa CUCTEMBbI aBTOPHU3ALNU
MoJIb30BaTeNe 1Mo OMOMETPHUYECKHMM JaHHBIM. PaspabarbiBaemas cucTteMa
MO3BOJIUT UJICHTU(DUIIMPOBATH TOJB30BATENS 110 HEKOTOPHIM (PU3UOJIOTHUECKUM U
MOBEJACHYECKUM MTapaMeTpaM, TAKUM Kak:

— TEOMETpHS JINIIA;
— CHHMMOK OTII€YaTKa Mabla;
— o0pa3zer rojgoca rnojab30BaTesl.

Tak xe 3Ta cucrema OyJeT KOMOMHUPOBaHA. DTO O3HAYAET, YTO JIJIsl MOJTHOM
UJCHTU(PUKALIMN T0JIb30BATENs] HEOOXOAMMO MNPEJOCTaBUTh KaK MUHUMYM JBa
BBIICONMCAHHBIX TapaMeTrpa. B cpaBHeHMM C cuUCTeMaMu aBTOpHU3alUU
M0JIb30BATENEH, TJI€ METOJIOM AaBTOPU3ALMH BBICTYNAET JOTMH WM Tapojb, IS
pa3zpabaThiBaEMOM CUCTEMBbI MOKHO CKa3aTh, YTO B KAUECTBE JIOTHHA MOJIb30BaTEIIs
OyZeT BBICTyNaTh T€OMETPHs €ro JIHIA, & B KAYeCTBE MAPOJISI MOXKET BBICTYNATh
oOpasel rojioca Mojab30BaTeNsd UM CHUMOK OTIEYaTKa MaJibla.

[Tnrocom pa3pabaTbiBa€MOM CHCTEMBI MOKET CIYXHUTh €€ YHUBEPCaIbHOCTb.
JlaHHyI0 cHCTEeMy MOKHO HMCIOJIb30BaTh MPAKTHUECKH ISl 000 3aaaud, rie
TpeOyeTcsl ayTeHTU(UKALIMK MOJIb30BATENSA, ITUMU 3aJa4aMi MOTYT OBITh:

— (puHAHCOBBIE ONEpaINH;
— TMOJYy4YEHHUs JOCTYIa K pecypcaM CETH UHTEPHET;
— pa30JIoOKUpOBaHME  yCTpPOMCTBa,  HAIpUMED, MIEPCOHAIBHOTO

KOMIThIOTEPA UM CMapT(OHA U T.I.



1 HIOCTAHOBKA 3ATIAYH

Lenbto paboTHI sSBIsIETCS pa3paboTKa cepBUCa aBTOPU3AIIMH TOJIb30BaTENEH
Mo OMOMETPUYECKUM JaHHBIM. J[Ji1 e€e OCTHXKEHHS HEOOXOJUMO BBIINOJIHUTH
CJIEIYIOUTUH Psi/l MOA3aa4:
— BBIOpaTh HamOoJIee MOAXOMSIINE CPEACTBA M METOJbI JJI PEIICHUS
MOCTaBJICHHOM 3aJ1a4H;
— CHOpOeKTHpOBaTh 0a3y MaHHBIX Uil XpaHeHHWs WH)OpMaIuy,
HEO0OXOIUMOM JIsl aBTOPU3AIIMH TT0JIh30BaTENICH;
— peanu30BaTh CTPYKTYPY pa3pabOTaHHON 0a3bl JaHHBIX MPOrPAMMHBIM
CIIOCO00M;
— pa3paboTaTh MOJYJIM PETUCTPALIUU U ABTOPU3ALUU B CEPBUCE;
— pa3paboTaTh MOIYJIH 3arpy3Kd, COXpaHEHUS W  HU3MEHEHUS
OMOMETPUYECKUX JAHHBIX MOJIb30BaTENIEH
— pa3paboTaTh MOIYJIb AaBTOPHU3AIMM JIEUCTBUU TOJIL30BATENIC Ha
CTOPOHHHX pecypcax ceTd IHTepHeT;
— o0ecrneynuTh KOPPEKTHOCTD BHITIOJIHSIEMBIX 3aIIPOCOB;
— TPOTECTUPOBATH CUCTEMY.
BrinonHeHWe TMEpEeYUCIEHHBIX IM0J3aJad MO3TalHO M B yKa3aHHOMU
MOCJIEA0BATEILHOCTH TMO3BOJIUT MAKCUMAaJIbHO TOYHO JTOCTUTHYTH MOCTABJICHHOU

L[ETIM B KPaTYANIIKE CPOKH.



2 OB30P TEXHOJIOI'U1

2.1 SI3bIK porpaMMHUPOBAHUS

B kauecTBe s3bIKa NPOrpaMMHUPOBAHUS JJIsl JAHHOW paOOThl OBLT BBHIOPAH
s3bIK Java Bepcuu 8. BriepBbie oH ObLT IpecTaBiIeH MUPY B 19951, koMmanuei Sun
Microsystems [1]. bmaromaps cBoedi  KpoccIiaT(OPMEHHOCTH, OOBEKTHOU
OpPUEHTHUPOBAHHOCTHIO U MPOCTOTON U3YyUEHHUS, JAHHBIN SI3bIK CTAJl OJJHUM U3 CAMBbIX
MOMYJISIPHBIX S3BIKOB MPOTPAaMMUPOBAHUS CPEeld Pa3pabOTUUKOB MPOTrPaAMMHOTO
oOecrieuenusi. B HacTosiiiee BpeMs OH HCIOJIb3YETCS B OFPOMHOM KOJIMYECTBE
Pa3IMYHBIX YCTPOMCTB, TAKUX KaK:

— TEpPCOHAIbHBIE KOMITBIOTEPHI;
— cMapTdOoHbI

— aBTOMOOWIH

— 4achl,

— TEJIEBU30PHI;

— ¥ npoyasi ObITOBasI TEXHUKA.

Tak ke craemyer ckazaTh O TOM, B KaKUX MPWIOKEHUSIX MPUMEHUM JaHHBIN
s3bIK. B miepByro odepennr Java ucmonb3yercsl A CEPBEPHBIX MPHIOKEHUN B
KPYITHBIX KOPHOpAIMIX TAKUX KaK: 0AHKH, CTPaXOBble KOMIIAHWUHU, PO3HUYHBIE CETU
U T.1. [IOMHMO 3TOr0 ATOT SA3bIK HALE] IIUPOKOE TPUMEHEHUE B BEO-TIPUIIOKEHUSIX
AJIEKTPOHHON KOMMEpIMU. MeHee MomyJsapeH JaHHBIM S3bIK HpU pa3paboTKe
NPWIOKEHUH J1s1 pabovyero croia, IporpaMMHBIX CPEACTB U CPEICTB pa3padOTKH,
OJIHAKO, 3a4acTyl0 TaKhe TMPUIIOKEHHSI PACIPOCTPAHAIOTCS OECIUIaTHO, a
pa3pabOTYUKU BBIKJIAILIBAIOT UCXOIHBIN KO/ MPUJIOKEHUS B OTKPBITHINA JOCTYII.

[Tocne 3arpy3ku Java monp3oBarenu mosydaro Java Runtime Environment,
KOTOpasi COCTOMT U3 BUPTYyaJIbHOW MalIMHBI Java, m3BecTHou kak JVM, Ga3oBbie
KJIACChl MIIaT(GOPMBbI U JOMOJHUTENbHBIE OnOmmuoTeku. OnHaKko, ISl pa3padOTKU

porpaMMHOro obecreueHus Ha si3blke Java HeoOXOoAMM Tak Ha3bIBaeMblil Java
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Development Kit. JDK — 3710 momHO(YHKIIMOHAIEHBIA KOMITIEKT IS pa3paboTKH
IPOrpaMMHOTO 0OeCTIeueHUs], KOTOPbIl COCTOUT U3 CIEIYIOIINX YacTe:
— Java Runtime Environment;
—  KOMITUJISITOPHI;
— pa3UyYHble WHCTPYMEHTBHI ISl CO3[aHUSA, OTJIAJAKU U KOMITWISIIUU
nporpamm (Harmpumep, JavaDoc u Java Debugger). [2]

SI3bIK MOCTOSIHHO Pa3BUBAETCS, YBEJIMUYMBAs OBICTPOACUCTBUE U J100ABIISISA
pa3inuHble HOBOBBEJIEHHWS, TaKHe€ Kak: aHHOTAllMH, JISIMOJa-BbIpaXKEHHUS,
napajuiebHble COPTUPOBKH U T.I.

OrpomHOe €000IIECTBO pPa3pabOTUMKOB 4YacTO CO3JA€T, pa3BUBAeT MU
OecruIaTHO pacHpOCTPaHsEeT pa3audHble OMOIMOTEKH, KOTOPHIEC MO3BOJISIOT CUIIBHO
o0erynTh pa3paboTKy npuiaokeHuil. Tak ke CTOUT 3aMEeTUTh, YTO KJIACChl U
METOJIbI B Java rpaMOTHO JTOKYMEHTHPOBAHBI, YTO MO3BOJISIET HAa MEPBBIX ATamax
OTHOCUTEIBHO OBICTPO pazo0paThCcsi Kak MPOTPAMMHUCTY C OOJIBIIMM CTaKEM
pa3paboTKu NpOrpaMMHOro 00ecreyeHns Ha JPYTrUX sI3bIKax MPOrpaMMUPOBAHMUS,

TaK ¥ HAYMHAIOIIEMY pa3pabOTUHKY.

2.2 Cpena pa3padoTKu MPOrpaMMHOT0 00ecneyeHust
WNurterpupoBanHas cpena pa3pabOTKM — H5TO KOMIUIEKC IPOTPAMMHBIX
CPEIICTB, KOTOPBIA HCIIOIB3YETCS MPOTPAMMHUCTAMH JIJIST pa3padO0TKH MTPOTrPaAaMMHOTO
oOecrieuenusi. VHTerpupoBaHHbIE Cpellbl pa3pabOTKU MOTYT MMETh Pa3IHMYHbIN
BHEILIHUI BUJ U UMETh CaMblil pa3HbIii HA0OP CPeACTB 00JIErYaromMil pa3padboTKy,
OTJaKy, TECTHPOBaHHME M COOpPKY MPOTPaMMHOTO OOECTeueHHs, OTHAKO
00s13aTEIPHO BKJIFOYAIOT B CE0S CIENYIONTNE KOMITOHEHTHI:
— TEKCTOBBIN PENAKTOP;
—  KOMIIWIATOP W/WIM HHTEPIPETATOP;
— CpeAcTBa aBTOMaTH3aIui COOPKH;

— omraauuk. [3]
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IToxanyii, camMpIMM M3BECTHBIMH W  PACIPOCTPAHEHHBIMU CpeaaMu

MHTETPUPOBAaHHOMN pa3paboTku [uist si3bika Java sieisitores IntelliJ IDEA, Net Beans

u Eclipse. /lins nanHoit paboTh Oblia BeIOpaHa cpena paspadotku IntelliJ IDEA ot

kommanuu JetBrains. Ona sBisseTcss KOMMEPYECKOH M pacnpoCTpaHsieTcs B

CICAYIOIHNX U3NAHUAX!

oecrutatnas IntelliJ IDEA Community Edition, xotopas momumo
CTaHIAPTHBIX JUISI WHTETPUPOBAHHBIX Cpell Pa3pabOTKU CpEICTB,
BKITIOYAET B ce0s MOIICPKKY OOJIBIIIOTO YUCIIA SI3BIKOB, HEKOTOPBIX
(peiiMBOPKOB, CHCTEM KOHTPOJSI BEPCHil, HHCTPYMEHTOB COOPKH H
pa3BOpavYMBaHUS U T.JI.

kommepueckas IntelliJ IDEA Ultimate Edition, kotopas pacmmipsiet
OecrutaTHOoe M3JaHME, 00ABJssl KO BCEMY BBIIIE IMEPEYHCICHHOMY
OTPOMHOE  KOJMYECTBO PA3JIMYHBIX CPEACTB, YCKOPSIOMIUX U

YIPOINAIONIKX MIPOLIECC pa3pabOTKK MPOrpaMMHOI0 obecreueHus. [4]

Jlns maHHOM paboThl ObuTa BhIOpaHa Kommepueckas Bepcus IntelliJ IDEA,

KOTOpast COJIEP)KUT BEChb HEOOXOIMMBIA HWHCTPYMEHTapuid, TpeOyemblid st

BBINIOJIHEHUS IIOCTABJICHHOM 3aa4U.

oJj/IepKKa s3bIKa Java,;

nojyiepkka hpeiMBopka Spring;

nojaepkka ppeiimBopka Thymeleaf;
nojepkka ppeiimBopka Freemarker;
WHCTPYMEHTHI 1151 pabOThI ¢ 6a3aMU TaHHBIX;
MOJIJIEPIKKa CUCTEMBI KOHTpOJIst Bepeuii SVN;
BCTPOCHHBIN KOHTEHHEp cepBiieTOB Tomcat;

cUCTEMa aBTOMaTU3UPOBaHHOI cOopku Maven.

Hanuuwue JaHHBIX HHCTPYMCHTOB nmoapasymMcBacT OTCYTCTBHUC

HEOOXOJMMOCTH MEPEKIIOUYEHHUS] MEXAY pa3IMdyHbIMU [porpaMMaMu st

pa3pabOTKH, OTJIAJKH W COOPKM MPUIIOKEHHUS, YTO, HECOMHEHHO YJI00HO H
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MO3BOJIAET PeIIaTh 33Ja4u HEMOCPEACTBEHHO 10 Mepe HEOOXOAMMOCTH 0e3 3aTpar

BPEMEHHU Ha MOKCK, 3aIyCK U HACTPOUKY HEOOXOUMBIX ITPOrpamM.

2.3 Spring Framework
Spring mpencraBiseT co0OW YHUBEPCAIBHBIH (PEHMBOPK C OTKPBITHIM
ucxoaHbIM KojoMm. Camast mepBasi Bepcus Oblla HanmucaHa u onyonukoBaHa B 2002
rojgoM Pogom Jlxxonconom. B 2003 roay naHHbl PpeMBOpPK OBLIT BBITTYIIECH MO/
manensueit Apache 2.0. C Tex mop Spring mocTosHHO pa3BUBAETCS U K HACTOSIIEMY
BPEMEHH 3aBOEBAJI OTPOMHYIO MOMYJISIPHOCTH CPEAU pa3pabOTUMKOB Ha si3bIKe Java.
Spring cocrout w3 OOJBIIOrO 4YHCIAa MOJIYJICH, KOTOPBIE MOXKHO
paccMaTpuBaTh Kak OTJENbHbIE (PPEMMBOPKM — OHM MOTYT HCIOJIb30BaTHCA
OTJIIEJILHO APYT OT JApyra, HO HanboJsee Oosblnas PYyHKIIMOHAIBHOCTD JIOCTUTACTCS
IpH MX COBMECTHOM wHcHojb3oBanuu [5]. Cam Spring Framework, w3BecTHbIN
Takxe kak Spring Core sBisieTcs sSApoM MIaTGOPMBI U MPEIOCTABISACT 0a30BbIC
CpeACTBa I CO3JIaHus NpuiiokeHuit [6]. [l koppekTHOW pabOThI JaHHOTO
dbpeliMBopka, €ro HeoOXoAUMO CKOH(UTrypupoBaThb. B Hacrtosiiee BpemMs 3TO
MO>KHO CJIeJIaTh HECKOJILKUMU CITOCOOaMHU:
— Kondurypanus wmonyneir npu mnomomu XML  ¢aitnos. [lpu
MCIIOJIb30BaHUU JAHHOTO METOJIa MOJIyH4aeTCsl TOCTATOYHO OOJBIION
o0beM rpoMo3nkux, HeunTaembix XML aiinoB, pasoOpathcsi B
KOTOPBIX MOPOM OBIBAET OUEHD TSHKEO.
— Kondurypanus npu nomouy aHHoTaui. JJaHHBIN METO O3BOISIET
HACTPOUTH (PPEHMBOPK HEMTOCPEICTBEHHO B KJIACCAX MPUIIOKECHUS TPU
MOMOILY aHHOTAaMK. J[aHHBINA CIOCOO OTHOCUTENIBHO OBICTP U YI00€EH.
Onnako, OH ObUT JOCTYIIEH HE BCErjJa: aHHOTAIlMU B s3bIKe Java
mosSIBUIUCH ¢ Bepcuu 5.0, HO pa3pabOTYMKH OBICTPO ANANTUPOBAIH

(GpeliMBOpK U B CBET BhINILIA Bepcus Spring Framework 2.5 [7].
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— Kondurpyanus npu nomou kiaccoB koHpurypauuu. [Iporpammuoe
co3manue  OuHOB. Peanm3yer  mpuHIMO — COIVIALICHHWS 1O
KoHburypanuu [8].

— Kondurypanus npu nomomnm BHemHUx (aiinos ¢ HacTpoiikamu. [lo

CYTH SIBJISICTCS] aHaloroM KoHpuryparuu npu nomoniu XML ¢aiinos.

2.3.1 Moayns Spring MVC

Konnenmuss Model View Controller 6si1a onucana Tproree Peenckayrom B
1978r. m mnpencrapisier coOOM CXeMy paslelieHUs JaHHBIX MPUIOKEHUS,
MOJIB30BATEILCKOTO HMHTep(deiica W yHpaBisdiomeld JIOTHKA Ha OTACIbHBIC
KOMITOHEHTHI:

— Mogens. IlpenoctaBisier AaHHBIE W pearupyer Ha KOMaHJbl
KOHTPOJIIEPA, U3MEHSSI CBOE COCTOSHUE.

— IlpencraBnenune. OtoOpakaeT MaHHBIE MOJEIU TOJI30BATEIIO,
pearupysi Ha U3BMEHEHHE MOJIENH.

— Kontpomiep. UHTepnpeTupyeT ACUCTBUS MOJIb30BATENS, OIOBEIIAs
MOJIeTb 0 He0OXOIUMOCTH U3MeHeHu [9].

B nucrtunre 1 npeacraBiieH npuMep Co3IaHus KOHTPOJUIEpa.

JIuctunr 1. ITpumep co3maHusi KOHTPOJLIEPA.

@Controller
public class MyCabinetController

{

@RequestMapping (value = Path.MY CABINET, method =
RequestMethod.GET)
public String myCabinetPage (Model model)
{
AuthUser user = currentUser.getUser();
model.addAttribute ("authUser", user) ;

model .addAttribute ("androidAppLink", mobileProperty.getAndroi
dAppLink());
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return Template.MY CABINET;

Kak BuaHO w3 muctuHra 1, kiacc, nmpeAaHa3HAYeHHBIM M1 00pabOTKH
3arpocoB nomeuvaercs anHotarueirr @Controller. Jlns toro, uroOs! cBszath URL
3ampoca U METOJ KOHTPOJIIepa, HeOOXOAUMO TOCICIHUN TOMETUTh aHHOTAITUEH
@RequestMapping, B mapamerpax KoTopoii yka3ath crtpokoii ¢ URL 3nauenue
napameTtpa value (wmu path), a Takxke ykaszaTh THIT 3ampoca, Ha KOTOPBIN JIOJKCH
pearupoBaTh STOT METOJI. B HEKOTOPBIX ciaydasx (pedMBOPK caM MOHUMAET KaKue
naHHble OyneT BO3BpaliaTh NporpaMMmucT. Ha mnpumepe JHMCTUHra BBIIIE,
BO3BpAIIa€MbIM THUIIOM yKa3aH String, 3TO 3HAYHT, YTO TOCIIE BEITIOJTHEHHS METO/1a
oOpaTHO OyJeT mepelaHo Ha3BaHHME I1a0oHa BeO-CTpaHMIIBI, KOTOPBIA Spring
NOATPY3UT, oOpaboraer, copMuUpyeT KOHEUHYIO CTpPaHUIly W OTAAcT ee

ITIOJIB30BATCIIIO.

2.3.2 Spring Data

Monyas Spring Data paboTaer ¢ cucTeMaMu yIpaBiICHUS PEISIIMOHHBIMH
0azamu manHbIX, ucnoybdyer JDBC m ORM cpencrea [5]. JlanHoe cpenctBo
MIOMOTaeT OCYIIECTBIIATh OOMEH JTaHHBIMH MEKy NPHIOKCHUEM U 0a30i TaHHBIX.
Spring Data mnosBossieT co3maBath HHTep(eich perno3utopueB. Jlus 3TOro
HEOOXO0MMO C03/1aTh HHTEpP(ENC, yHACIEAOBAHHBI OT OJHOTO M3 CIEAYIOUINX
unrepdecos: Repository, CrudRepository, PagingAndSortingRepository, ykasas
IIPY HACJICAOBAHWHM J[BA THIA JAHHBIX: MEPBBIN THUIT YKa3bIBACT KJIACC-CYIIHOCTD, C
KOTOPBIM OyJIeT OCYIIECTBIATHCS B3aMMOJICHCTBHE, BTOPOM YKa3bIBaCT Ha THII
uneHTuuKaTopa cymuoctu. Jlaimee pabotra ¢ CO3MaHHBIM PEMO3UTOPHEM OYIET
IPOUCXOANTh HEMOCPEACTBEHHO depe3 uHTepdeiic, SPring cam co3maer ero

UMINICMCHTAllUO, OCHOBBIBAasJACh Ha HAa3BaHHMKU MCTOJOB, a TaKXKC aHHOTaLII/Iﬁ

15



@Query u mogoOHKIX, KOTOPBIE B KauecTBe napamerpa npuaumator HQL 3ampoc. B

JUCTHUHTE 2 IPEJICTABJICH MIPUMEP PETIO3UTOPHS C METOAaMH 0€3 aHHOTAIIHH.

Jluctunr 2. Tlpumep peno3utopus ¢ METoAaMu 0€3 aHHOTAIIHH.

public interface EnrollFingerRepository extends
CrudRepository<EnrollFinger, Long> {

List<EnrollFinger> findAllByClient (Client client);
}

W3 mpuBeneHHOro BBIIIE MpUMEpa BUIHO, YTO OBUT co3laH WHTepdeiic,
yHacleAoBaHHbIN oT uHTepdeiica CrudRepository. Jlanusnii uaTepdeiic COmepKUT
TONBKO oOnuH MeToj, kKotophiid HaszwiBaeTcst findAIIByClient. ®peiimBopk
YUUTHIBACT HAa3BaHHUE METOJIA, THI BO3BpAIlaeMbIX IaHHBIX M TIepelaBacMbIe
nmapaMeTpsl U CaMOCTOATEIHLHO COCTaBISIET 3ampoc B 0a3y maHHbIX. B muctunre 3

MNpCaACTAaBJICH IIPHUMCP PCIIO3UTOPHUA C MCTOAAMH, COIACPKAIMUMMH aHHOTAIHUIO

@Query.

JIuctunr 3. HpHMep PEIO3UTOPHA C MCTOdAMH, COACPKAINMMH aHHOTAIIUIO

@Query.

public interface ClientRepository extends
CrudRepository<Client, Long>
{
@Query ("select ¢ from Client ¢ where c.email = :login")
Client findByLogin (@Param("login") String login);

W3 nmpumepa Beime BuacH natepdeiic ClientRepository, yHaciieoBaHHbIN OT
unrepdeiica CrudRepository. Jlanublii nHTEpdEHC COACPIKUT TOJBKO OJUH METO.T U
OH aHHOTMPOBAaH NPHU MOMOIM aHHoTaruu @Query. BHyTpu 3To# aHHOTAIMK
IpOrpaMMHUCT caM YKa3blBaeT Kakod 3ampoc Ha s3eike HQL HeobOxommmo

OTTIPABIIATH B 0a3y JaHHBIX IIPHU OOPAIICHUU K 3TOMY METOTY.
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2.4 ba3za 1aHHBIX

ba3za maHHBIX — 3TO OpraHU30BaHHAS CTPYKTYpa, KOTOpast MpeIHa3HAYCHA TSI
XpaHEHUs, M3MEHEHHS 1 00pabOTKU B3aMMOCBs3aHHON uH(popmaluu [10].

B mHacrosmee BpeMs CymECTBYET IOCTAaTOYHO OOJIBIIOE KOJUYECTBO
pa3nuYHbIX 0a3 JaHHBIX. Bce OHM MMEIOT CBOM Psii MPEUMYIIECTB U HETIOCTATKOB.
Opmnako cpenu Bcex ObLI0 pelreHo BoiaeauTs PostgreSQL. Crnexyer OTMETHTh, 4TO
yKazaHHas 0a3a JMaHHBIX SBIBICTCS OJHON W3 HamOoJiee Pa3BUTHIX U3 OTKPHITHIX
CYBU. Y PostgreSQL MHOeCTBO pa3IMYHbIX BO3MOXKHOCTEH, HAIIPMED:

— TOAJIEPIKKA CIOKHBIX CTPYKTYP;

— IIUPOKUUA CHEKTP BCTPOCHHBIX U OMNPEACISIEMBIX TOJIb30BaTENIEM,
THTIOB JAHHBIX;

- HT.O,

['oBOpsi 0 MaHHBIX, XOTEJIOCh OBl BBIACIUTH CICIYIONIHE TOCTOWHCTBA,

CBsI3aHHBIC C pa3MepaMu JaHHBIX B PostgreSQL:
— MaKCHMaJIbHBIN pa3mep 0a3bl JaHHBIX HEOTPAHUYCH;
— MaKCHUMAJIbHBIN pa3Mep O HOM TadauIsl coctaisieT 32 TB;
— MaKCHUMAJIbHBIN pa3Mep OJHOM cTpoku coctasisieT 1.6 GB;
— MaKCHUMAaJIbHBIHA pa3mep oHoro 1moJjs coctasiser 1 GB;
— MaKCHMaJIbHOE€ KOJIMYECTBO CTPOK B TaOJMIIE HEOTPAaHUUYEHHO;
— MaKCUMaJIbHOE KOJIMYECTBO CTOJOIOB B TaOiuIle Bapbupyercs ot 250
10 1600 B 3aBUCMMOCTH OT THIIOB CTOJIOIIA;
— MAaKCHUMaJIbHOE KOJIMYECTBO MHCKCOB HeorpaHu4eHHo. [11]

PostgreSQL moanepkuBaeTcs Ha BceX coBpeMeHHBbIX UNIX cuctemax, a

taxxe Windows u Mac OS X. [12]

2.5 Ilya coequHeHuii ¢ 6a30i JAHHBIX
B xauectBe myna coeaumHeHWit ¢ 0a3oii  JMaHHBIX OBLT  BBIOpaH

Hikari Connection Pool.
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[Ipunoxxenne MoxkeT oOMeHUBaThCS C 0a30i AaHHBIX HH(OpPMALUEH,
UCIIONIb3Yysl coeauHeHue. Ecnu co3maBaTh €ro npu KaxaoM oOpanieHuu Kk 0ase
JAHHBIX, TO TOJIYYUTCS MHPOUTPBHIII MO BPEMEHU: HA BBINOJHEHHE TPaH3AKIUU
MOXET YHUTH 1O HECKOJIbKUX MHLIMCEKYHJ, OJHAKO Ha CO3[JaHUE COEIMHEHHS
MOXET YUTH 10 HECKOJIBKHUX CEKYH]I.

ITyn coenunenuii ¢ 6a30i JaHHBIX ATO CHOCOO penieHUs TaKoW MPOOJIEMBI.
OH moapa3yMeBaeT, UYTO B PACHOPSIKCHHM HMEETCS HEKOTOphId Habop (Imyn)
COEJIMHEHU K 0a3e aHHBIX U KOTJa MOJIb30BaTelb 3alpaliuBaeT J0CTYI, My, U3
3TOTO MyJia, BEIAAETCS YK€ OTKPBITOE coequHeHnE. ECiu Bce OTKPBIThIE COEAMHEHUS
3aHATHI, TO co3aaeTcss HoBoe. [locie 0cBOOOXKIEHUS MOJIb30BATENEM COECTUHEHUS,
OHO CTaHOBMTCSI JOCTYITHBIM JUUISL IPYTUX MOJb30BaTesiel. Te coenHEeHns], KOTOphIE
JIOJITO HE MCITONIB3YIOTCS, 3aKphiBatoTcs [13].

JUist  cepBuca  aBTOpU3AallMM  CKOPOCTb  WIPAacT  KIIOYEBYIO  POJIb,
COOTBETCTBEHHO K BBIOOpY MyJjla COEIUHEHHUI ¢ 0a30i JaHHBIX HaJ0 MOJOUTH CO
BCEU OTBETCTBEHHOCTBIO.

Jlns naHHOM paboThl ObUT BBIOpaH myn coeauuenuit HikariCP. Hikari
Connection Pool oxuH 13 caMbIx OBICTPBIX MYJIOB COCITUHEHUN HA CETOHSIITHUN
JeHb. OTO SPKUM NOpuUMep TOro, YTO BCerja CTOUT OpaTh MOJ COMHEHHE
3} (EKTUBHOCTh HEKOTOPBIX PELICHHUM, JaXe €clid UX HCHOIb3YIOT MHIIHOHBI
JONEW. OTOT Myl COCIWHEHUM MPEKpPacHbId NpUMEP TOro, Kak MHKPO
ONTHUMM3ALMH, KOTOPbIE TIO OTHAENBHOCTH HE CMOIYT JaTh HPHPOCTA
OBICTPOJICHCTBHSI, B COBOKYIHOCTh MO3BOJISIIOT CO3AaTh O4YE€Hb A(DPEKTUBHBIA U

ObICTpBIN HHCTpYMEHT [14].

2.6 KonTeiinep cepBJjieToB
Ceprrnier siBnserca uHTepdeiicom Java, peanuszanus KOTOPOro IO3BOJISET
pacimpuTh QyHKIHOHAIBHBIE BOBMOXXHOCTH cepBepa. CepBieT B3auMOJCHCTBYET

C KJIMEHTAMH TI0 TIPUHIIMITY 3ampoc-oTBeT [15].
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KonteitHep cepBieToB — mporpamma, MpeACTaBisAmonias coOoil cepsep,
KOTOPBI 3aHMMAETCS CHUCTEMHOW TMOAJIEPKKONH CEpBIETOB M O0OECHEeUMBAET HUX
JKU3HCHHBIA IIMKJI B COOTBETCTBUM C TpaBWIAMHU, OINPEACICHHBIMU B
cnenudukamusax. OH MOkeT padoTaTh Kak CaMOCTOSITENbHBIM BeO-cepBep, OBITh
MOCTABIIMKOM BeO-CTpaHUII AJIs IPYyroro BeO-cepBepa Uik ObITh MHTETPUPOBAHHBIM
B cepBep npuitokenuii [16].

Jlis  naHHOW BBIMYCKHOW KBalIU(PUKAIIMOHHOW paboThl OblT  BBIOpaH
KOHTCHHEp cepBieToB Tomcat, pa3pabateiBaembiii Apache Software Foundation.
OH npencTaBisieT U3 ceOsl KOHTEMHEDP CEPBIETOB C OTKPBITBIM HCXOJHBIM KOJOM,
peanu3yronuii cnenuduKanuoo cepBieToB, JavaServer Pages, JavaServer Faces.
Apache Tomcat cocTOuT U3 CIIeIYIONUX KOMIIOHEHTOB:

— Catalina — HenocpeACTBEHHO caM  KOHTEHHEp  CEpBICTOB,
peaymsyronii crienudukaryio cepsieToB Serviet API.

— Coyote — xomnonenT cetka HTTP. On npociymuBaeT Bce BXOIAIINE
nojkiaoueHuss Ha TCP mopry, oTmpaBisieT 3ampochl B MEXaHU3M
Tomcat st 00pabOTKU M OTIPABIIAET OTBET HA3a/l 3alpALMBAIOIIEMY
KJIMEHTY.

— Jasper — mexanu3m JSP Tomcat’a. On ananusupyet JSP daitnbr 115 ux
KOMIWIALMKA B Java koa. Bo Bpemsi BbINOJIHEHUs, JaSpPer, MOXKeT
ABTOMATUYECKH  OTCJIEKHUBaTh U3MeHeHuss B  JSP-daitie wu
MEPEKOMITHIUPOBATH ero [17].

JIaHHBINT KOHTEHHEDP CEPBIIECTOB SBJISETCS JIETKOBECHBIM, MPOCTHIM JIJIsI

UCIIOJIb30BAHUS, 4 TAKKE KPOCCIUIAT(HOPMEHHBIM.

2.7 CucreMa KOHTPOJISI Bepcuii
Cucrema KOHTpPOJISI BEpCHMM — OTO TMPOTpaMMHOE oOecreueHue Jis
oOnerdyeHrss paboThl ¢ M3MeHsromIecs nHdopmarmeii. OHa MO3BOJISICT XPAHHUTH

HECKOJIbKO BEPCHIl OJHOTO0 W TOro XK€ JOKyMEHTa W, Npu HEoOXOIUMOCTH,
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BO3BpAIIaThCA K 00Jiee paHHUM BEpPCHUSIM, a TaKXKe OMPEENITh, KTO U KOT/Ia Jemal
BHOCHJI KaKHe-TH00 N3MEHEHUS B IOKYMEHT.

Jlanubpie cucTeMbl HauOoJiee HIMPOKO MCIOJB3YIOTCS MpU pa3padboTke
IPOrpaMMHOT0 00ECNeYeHUs M UCHOJB3YIOTCS ISl XpaHEHHUS HCXOIHBIX KOJOB
pa3pabaThiBa€MOM MpOTrpaMMBl.

OCHOBHBIMH BO3MO>KHOCTSIMH CUCTEM KOHTPOJISI BEPCH SIBIISIIOTCSA:

— CO3/IaHHM€ pPa3HbIX BapUaHTOB OJHOIO M TOTO K€ JOKYMEHTa, TaK
Ha3bIBa€MbI€ BETKH, C OOIIEH MCTOpHEN M3MEHEHHUS IO U C Pa3HBIMU
MOCJI€ TOUYKU BETBIICHUS;

— BO3MOXHOCTb y3HaTh KTO U KOTJla U3MEHWJI KaKOU-TM0O0 TOKYMEHT;

— BEJICHUE JXypHaja W3MEHEHHMH, B KOTOPBIA MOJIb30BATEIN CHUCTEMBbI
MOTYT 3alMChIBAaTh MOSCHEHUS MO KAKIOMY U3MEHEHUIO TOKYMEHTAa;

— KOHTpPOJb MpaB JAOCTYNa IOJb30BaTEle, KOTOPBIA pa3peliaeT WiH
3anpeniaeT YTeHNe Wi U3MEHEHUE JAHHBIX JIJIS KaXI0T0 OTAEIBHOTO
B3STOTO TOJIb30BATEIsI WIIM TPYIII MOJIb30BaTeNei B nienom [18].

Jlnst maHHO¥ paboThI ObUIAa BRIOpaHa crcTeMa KOHTpOJIst Bepcuii Subversion,
takoke wu3BectHas kak SVN. Apache Subversion sBasercs cBoOoaHOM
LEHTPAJIM30BaHHOW CHUCTEMOM yIpaBiieHUs BepcusMu. [lox nenTpanm3oBaHHOU
MOHMMAETCS TO, YTO JAaHHBIE XPAHATCS B €IWHOM XPAHWIHUIIE, KOTOPOE MOKET
pacrnosaraThCsi Kak Ha JIOKaJbHOM JUCKE, TaK U Ha CETEBOM CEpBeEpe.

[Ipy coxpaHeHMM [aHHBIX MCIHOJB3yeTCSl TaK Ha3blBaeMas JeibTa-
KOMIIpeCCHs, T.€. IPU 3aIllUCH JTAHHBIX CUCTEMa HaXOUT OTJINYHUS HOBOM BEPCHUU OT
OpebIIyIIel U 3alUChIBACT TOJBKO MX, YTO MO3BOJISIET M30ekaTh NyOJIUpOBaHUs
JTaHHBIX.

Opnako, crneayeT He 3a0bIBaTh MPO HEAOCTATKU JAHHOW CHCTEMbI KOHTPOJIS
BEPCUM:

— IIpobGnemsl mpu mneperMeHoBaHuHU (aiiaoB. Subversion He Bceraa
MOXET KOPPEKTHO 00padoTaTh OMNEpalMd 1O NEPEUMEHOBAHUIO

¢daiisoB, O0COOCHHO €CIM OJHOBPEMEHHO C IIEPECHMCHOBAHUEM
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BBITIOJTHSICTCSI  OTIepanusi M3MEHEHHsS coaepkumoro (Qaitma. Taxoke
npoOsieMbl MOTYT BO3HHKHYTh, eclu (ailn, KOTOpbI  ObLI
NEPEVMEHOBAH B JIOKAJIbHOW KOIUHU, APYTrOM MOJIb30BaTENb U3MEHIII B
XPaHWINLIE.

— Cnabas nogaepxka crnusinusi BetBed. /o Bepcum 1.5 Bce omeparuu
CIIUSHUS BETBEH IOJB30BATENIAIM  NPUXOJIUIIOCH  OTCJIEKHUBATH
BpyuHyl0. B Hacrosmee Bpemst Subversion gocratodHo XOporio
MO//IEP>KUBAET TUITOBBIE CUEHAPUH CIIMSHUS, OTHAKO B 00JIEE CIIOKHBIX
Cllydasx BO3MOXHBI poOaembl. ClHUsSHNUE TIEPEUMEHOBAHHBIX (ailioB
Y TUPEKTOPUHN HE MOICPKUBACTCSL.

— HeBo3moxHOCTh ynmaneHUs AaHHBIX M3 XpaHwmmma. Muadopmarmus,
MIOMEIIICHHAsT B XpaHmiuie SUDVErsion, ocraHercss TaMm HaBcerna. B
Subversion He TmPeXyCMOTPEHO HHKAKOrO INTATHOTO CIOC00a
OKOHYATEJIbHOTO ynaneHus ¢aina u3 xpaHwiuma. CyliecTByroT
CTOPOHHHE MpOrpaMMbl, JUIsi aBTOMATHU3AllMM IIpOIEcca CO3/aHHUs
Jamra XpaHWiIWIla, €ero oOpaOOTKM IUTATHOM YTUIUTON H
HOCJIEAYIONIEM BOCCTAHOBJIEHUM XpaHWIMIIA W3 Jamia, OJHaKO JJis
ATOro TpeOyeTcss BpEMEHHOE OIpaHUYEHUE JOCTYINa K XpaHWIUILY, a
TaK)K€ BMEILATENbCTBO aJIMUHUCTPATOpa C JOCTATOYHO BBICOKUMHU
OPUBWIETHSIMH  JIJI1  TOTO, YTOOBI TOJHOCTBIO CTEPETh CTapoe

XpaHUJIHILE ¥ 3aMCHHUTH ero HOBBIM [19].

2.8 CpencTBo aBTOMATH3HPOBAHHOI COOPKM MPOEKTA
ABToMaTtuzanusi COOpPKM — OTO aBTOMATH3allUsl I[IUPOKOTO CIEKTpa
pa3IMYHbBIX 33/1a4, MPUMCHSIEMBIX Pa3pa00TYNKAMU B IIOBCETHEBHOM JIEATSIILHOCTH.
ABTOMAaTH3aIUs BKIIOYAET B ce€0s1 ClIeyIOmune AHCTBUS:
— KOMIWISIUS HCXOJHOTO KOJ1a B OWHAPHBIN KO

— cOopka OMHApPHOTO KOJ1a;
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— BBINOJHEHUE TECTOB;

— pa3BOpayMBaHME NMPOTPaMMBbI Ha MPOU3BOJICTBEHHOM IIaTPopMe;

— HamnucaHWEe COMNPOBOAUTEIBHOW JTOKYMEHTAllMd WU ONUCaHue
U3MECHECHUN HOBOW BEPCHM.

ABTOMatu3aIus cOOpKU UMEET CIEAYIONIME TPEUMYIIECTBA:

— yJy4lIE€HUE KayecTBa MPOJIYKTa;

— YCKOpEHHE MpoLecca KOMIWIALNYA U JTUHKOBKHU;

— wn30aBIICHUE OT JIMIITHUX JICHCTBHIA;

— MHUHUMU3ANHS HEKOPPEKTHBIX COOPOK;

— wu30aBJIEHUE OT MPUBSA3KUA K KOHKPETHOMY YEIIOBEKY;

— BEJIEHUE UCTOPUU COOPOK U PENIN30B JUIsl pa30opa BBIITYCKOB;

— DJKOHOMHSI BPEMEHM M JE€Her, Orjarojapsl NpUYMHAM, YKa3aHHbBIM
Boimie [20].

JInst naHHO# paboThI OBLIIO BRIOPAHO CPEACTBO aBTOMATU3UPOBAHHON COOPKHU
npoekToB Maven. Maven — ¢peliMBOpK Juisi aBTOMAaTU3aUuU COOPKU MPOEKTOB Ha
OCHOBE MX CTPYKTYpHI B (paitiax Ha si3bike Project Object Model (POM), kotopsrii
ABJIIETCS MOAMHOXecTBOM s3bika XML. Maven ucnonb3yercs 1uisi MOCTPOCHUS U
ylpaBJIeHUsl MPOEKTaMHu, HamucaHHbiMH Ha Java, C#, Ruby, Scala u apyrux
s3bIKax [21].

Takke, TaHHOE CPEJCTBO aBTOMATU3UPOBAHHON COOPKU IIPOEKTOB UMEET PsiJT
CJIEIYIOIIUX MPEUMYLIECTB:

— HeszaBucumocth OT omnepanroHHoi cuctembl. COOpKa MPOUCXOIUT B
m000M onepaliMoHHON cucteme, a (ailyl MPoeKTa UCTIOIB3YEeTCS OJUH
U TOT XKe.

— VYmpaBnenue 3aBucuUMOCTAMH. Maven mo3BOJIIET  YIpPaBIATH
CIOKHBIMM  3aBUCUMOCTsAMH.  [Ipy  MOAKIIOYEHUHM  OJHUX
3aBUCHUMOCTEH, MOJKIIOYAIOTCS TAKXKE M T€, OT KOTOPBIX 3aBUCST

nepBbIE.
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— Bo3moxkHa cOopka u3 KoMaHIHO# cTpoku. Takas BO3MOXHOCTD 4acTa
HeoOXoJMMa, HampuMep, Ha cepBepax C  yCTaHOBIICHHOM
ONEpallMOHHOM  cucTteMoii  0e3  rpaduyeckoro  uHTepdeiica
TI0JTB30BaTEIIS.

— Xopomasi MHTErpamus co cpenamu pazpabotku. OCHOBHBIE CpE[bl
pa3pabOTKH Ha java JIETKO OTKPBIBAIOT MPOEKTHI, KOTOPBIE COOMPAIOTCS
npu oMoty Maven. Takke CTOMT OTMETUTb, YTO B BEIOPaHHOU cpelie
paspabotke IntelliJ IDEA, naHHBII WHCTPYMEHT YCTAHOBIICH IIO
YMONMYaHUIO M €ro MOXXHO WCIONb30BaTh M3 HWHTepdeiica
MHTETPHUPOBAHHOM CpeIbl pa3pabOTKU cpa3y MOCIHEe €€ YCTAHOBKH.

— JlexnapatuBHOe onrcaHue npoekta [22]. B ¢aiinax onucanus mpoekra
COICPXKHUTCA €ro crenudukanms, a He OTIAeNbHbIE KOMAaH[bI

BbITIOTHEHMS [21].
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3 AHAJIM3 MPEJMETHOM OBJIACTU

buomeTpus mpenmnonaraeT CUCTEMY paclio3HABaHUs JIIOACH MO OJHON WU
Oonee (u3MUECKUM WM MOBEACHYECKUM uepTam. B obnmactu mHbOpMannoOHHBIX
TEXHOJOTHA OWOMETPUYECKHE JIaHHBIE HWCIONB3YIOTCS B KadecTBe (POPMBI
yIpaBieHUS UACHTU(PUKATOPAMHU JOCTYTA U KOHTPOJISI JOCTYTIA.

buomeTpruueckre JaHHBIE MOXKHO Pa3IeiuTh Ha Ba OCHOBHBIX KJacca:

— ®wmuonornueckue. OTHOCATCA K (hopme Tena. B kadectBe mpumepa
MOXHO TIPUBECTH: OTIEYATKH TMajbleB, paclO3HABaHHWE JIHUIIA,
JI€30KCUPUOOHYKIIEUHOBAsI KUCJIOTA, JaJO0Hb PYKH, CeTYaTKa TJiasa,
3arax, roJioc.

— IloBenenueckue. CBs3aHbl C IOBEAEHHWEM uenoBeka. Hampuwmep,
MOXO0/IKa U PEUb.

buomMerpudeckas cucreMa MOKET paboTaTh B JIBYX pEeKUMAX:

— Bepuduxkauus. CpaBHeHHE OAMH K OJHOMY C OHMOMETPHUYECKUM
mabionoM. [IpoBepsieT, 4TO 4YeIOBEK TOT, 32 KOrO OH ce0sl BbIJACT.
Bepuduxkarus mMoxkeT ObITh OCYIIECTBJICHA MO CMapT-KapTe, UMEHH
MOJIb30BATENS MU UICHTU(DUKALIMOHHOMY HOMEDY.

— HWpentudukauus. CpaBHEHHE OAMH KO MHOTHMM: IOCJE «3aXBaTa»
OMOMETPUYECKUX JaHHBIX UJET COEANHEHNUE C OMOMEeTpUUecKor O6a3oi
JaHHBIX JJIS OMpeAeNieHUs] JUYHOCTH. WaeHTudHKanums IUIHOCTH
IPOXOIUT YCIICIIHO, €Cli OMOMETpHUECKUN 00pasell yKe ecTh B 0ase
naHHBIX [23].

Cucrembl ayTeHTU(UKAIIMNA, UCTIONB3YIOIINE AJI yIOCTOBEPEHHS TNIHOCTH
OMOMETpUYECKUE  JaHHblE  Ha3bIBAlOTCA  OMOMETPUUYECKMMH  CHUCTEMaMH
ayreHTuukanuu. [lpomecc mokazarenbcTBa W MPOBEPKH  TOJJIMHHOCTH
3asBJICHHOTO TOJIb30BaTEIeM UMEHH, Yepe3 MPEAbIBICHUE MOJIb30BATEIIEM CBOETO

OroMeTprUYeCcKOTo 00pasza 1 mMyTeM MpeoOpa3oBaHus STOT0 00paza B COOTBETCTBUU
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C 3apaHee OIpeNeNCHHbIM MPOTOKOJIOM  ayTeHTU(UKALMHA  HA3bIBACTCS
OMOMETPUYECKON ayTeHTU(DHUKAIHEH.
Metoapl ayTeHTU(DUKALMK JENATCS Ha ABa BUJA:
— CTaTUYECKHUE;
— JMHaAMHUYECKHE;
K cratnueckum meronaM ayTeHTU(DUKAIIMM MOKHO OTHECTH:
— ayTeHTU(]UKAIMIO TI0 OTIIEYATKY Majblla;
— ayTeHTU(UKALUIO IO pajyKHOM 000JIOUKE IJ1a3a;
— ayTEeHTU(UKAIUIO TI0 CETYATKE IJ1a3a;
— ayTEeHTU(HKALHUIO 110 TEOMETPUU PYKH;
— ayTeHTU(UKALHUIO 110 TEOMETPHUH JIULIA;
— ayTeHTU(UKALHUIO 110 TEPMOrPAMME JIULIA.
K nuHamMuueckum MeTo1aM ayTeHTU(UKALIMK MOYKHO OTHECTH:
— ayTEeHTU(UKAIHIO TI0 TOJI0CY;
— aYTEeHTU(]UKALHUIO 0 PYKOIHCHOMY MOYEPKY.

B nanHo#l pabore Omomerpuueckas CUCTeMa AyTEHTHU(PHKALUU SBISETCS
KOMOMHUPOBAHHOM MM MYJIbTUMOJAIIBHOM, T.€. TAKOH OMOMETPUUECKOM CHUCTEMOM
ayTeHTU(UKalWK, KOTOpash  NPUMEHSET  pa3iuyHble  JOTOJHEHUS  JUIs
WCIIOJIb30BAHUSI HECKOJBKHX THUIIOB OMOMETPUYECKUX XapaKTEPUCTUK, UTO
MO3BOJISIET COEIMHUTH HECKOJIBKO TUIIOB OMOMETPUUECKUX TEXHOJOTHUM B CUCTEMAX
ayTeHTU(UKAUUW B OAHOM. OTO TMO3BOJSET YAOBJIETBOPUTH CaMble CTPOTHE
TpeOboBaHust K d3PQPEeKTUBHOCTH cUCTeMbl ayTeHTU(ukauuu. Hanpumep,
ayTeHTU(UKalKsg IO OTHeYaTkaM MajiblieB MOXET JIETKO COYeTaThCs CO
CKaHMpPOBAaHMEM pPyKH. Takas CTpyKTypa MOXET HCIOIb30BaTh BCE BHIBI
OMOMETPUYECKUX JIaHHBIX YEJIOBEKa U MOXKET MPUMEHSTHCSA TaM, rJe MPUXOJAUTCS
dopcupoBaTh  OTpaHMYEHUS  OJHOW  OMOMETPUYECKOM  XapaKTepUCTHUKU.
KoMOuHUpOBaHHBIE CUCTEMBI SABISIOTCA Oojiee HAACKHBIMU C TOYKU 3PEHUS

BO3MOXXHOCTHU HMHUTaAIIUHU 6I/IOMCTpI/ILIeCKI/IX JaHHBIX YCJIOBCKA, TaK KaK TPYyAHEC
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NOJIeNIaTh  LENbld  pPsII  XapakTEepUCTUK, ueM danbcupuuupoBaTh OAMH
OonomeTpuueckuil mpusHak [24].

Y  OuomeTpuyecKkux CHUCTEM  BechbMa  IEPCHEKTUBHOE  Oynmyliee.
buomeTpryeckue NpUIOKEHUS ayTEHTHU(PHUKAIMU JIUYHOCTU BKIIOYAIOT CHUCTEMBI
KOHTPOJISL JOCTYIIa, CUCTEMBI yueTa pabodyero BpeMeHH, padouue CTaHIMH, CETH U
JIOCTYIIA K JIOMEHY, NPUJIOKEHHS BXOJa B CUCTEMY, 3alUTy JIAaHHBIX, YAAJICHHBIN
JOCTYII K pecypcaM, COIPOBOKIAECHUS CACIOK U B€O-0€30I1aCHOCTH, U B IIOCIIEIHEE
BpEMs IIHMPOKO MPHUMEHSIIOTCS B O0JAacTH pAaclo3HaBaHUS OUMOMETPUUYECKON
noanucu. JlaHHble TEXHOJOTMM OTHIOAb HE MHUpP Hay4dHOll (QaHTacTuku. Ha
IPOTSHKEHUHA MHOTHUX JIET OMOMETPHUSI UCIOIB3YETCS BO MHOTUX MaJIbIX U KPYITHBIX
KOMIaHUAX, o¢ucax M NPOMBILUICHHBIX MpeanpusTusx. VHBecTupoBaHue B
MOKYNIKY OHMOMETPHUYECKMX CUMTHIBATENIEH 3HAUUTENIBHO COKPATWIOCh U

UCTIOJIb30BaHNE OMOMETPUYCCKUX JAHHBIX CTAJ0 OOBIYHBIM siBIICHHEM [25].

26



4 PASBPABOTKA BA3bI TJAHHBIX

4.1 IlpoexTupoBaHue 0a3bl JAHHBIX

JUIsi BOBMOXHOCTH aBTOPH3allMM MOJb30BATENI HAa CTOPOHHUX CEpBHUCAX
HEOOXOJMMO CHauaja 3aperucTpUpoBaTh IMOJIH30BATEIS B CEPBHCE aBTOpPU3AIUU
MoJib30BaTeed 1Mo OWOMETpUYECKUM JaHHBIM. Jlng 3Toro HEOOX0IUMO
CIIPOEKTHPOBATH MOJIENb MOJIB30BATENsA, KOTOpas OyJeT coepKaTh IEPCOHATbHBIC
JTAaHHBIE TOJIH30BATEIIS.

Jlns monp3oBaTeNs cepBHCAa  ABTOpPU3AIMU  JIOJDKHBI  OBITH  JOCTYITHBI
cneayromme GyHKIUH:

— perucrpamys B  CEpBUCE aBTOPU3allMM  IOJb30BATENIEd IO
OMOMETPUYECKUM JaHHBIM;

— MPEeIOCTaBJICHUE CEPBHUCY U M3MEHEHUE MH(popManuu no OMOMeTpun
IUI JaJbHENIIeN aBTopU3alii B CTOPOHHUX CEPBHCAX;

— aBTOpM3alMsl IO0Jb30BaTENsl HAa CTOPOHHUX CEpBUCAX IPU MOMOUIU
pa3pabaThiBa€MOro CEpBUCAa ABTOPHU3ALMM  IOJIB30BATENEH 1O
OMOMETPUYECKUM JaHHBIM.

JUist XpaHeHHsI TEPCOHANBHBIX JAHHBIX IMOJIB30BATENS W JAaHHBIX IS
aBTOPHU3ALMU B CEPBUCE MPELYCMOTPEHBI pa3HbIE TAOIHIIBI.

Kak Obu10 cka3aHo BbIIIIE, IOJIB30BATENISIM HEOOXOIMMO MPEAOCTABIISTH CBOU
OMOMeTpuYecKrue JAaHHble A MOCJIENyIOUEeHd aBTOpU3allMM Ha CTOPOHHUX
cepBucax. s 3Toro HEOOXOAMMO CO37aTh HECKOJIBKO TaOJINII, Pa3JeNIeHHBIX IO
TUIYy OMOMETPUH U CCHUIAIOLIUXCS Ha OJJHY OOIILYIO.

He nmMeer cMbiciia 3anmuceiBaTh HEMOCPEICTBEHHO CaMU JaHHbIe OMOMETPUU
MOJIB30BATEISI B TAOIHUITY 0a3bl TAHHBIX, T.K. YpE3MEPHOE KOJIUUECTBO MH(POpMAITUH,
3aMMCcaHHOW B 0a3e JaHHBIX, MOKET MPUBECTH K YBEIMYECHHIO 00beMa XpaHUMOM
uHbOpMaAIllMU M 3aMENJICHUI0 CKOPOCTH IMOHMCKAa TMOJb30BaTElNs, 3alpOCHUBILIETO

aBTOPH3AIIHIO.
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ABTOpHM3alMsl Ha CTOPOHHUX CEpBHCAaX MPOMCXOJUT B JBa 3Tala,
COOTBETCTBEHHO, MOJb30BATENb ABTOPU3YETCA ABYMS pa3HBIMHU 3alpoOCamMH, W3
ATOTO CIEAYET, YTO JUIsl XPAaHEHMsI MPOMEKYTOUHBIX PE3yJIbTaTOB aBTOPU3AIUU
M0JIB30BATENSI HEOOXOIMMO MCHOJIB30BaTh OTAEIbHYIO Ta0IUIly 0a3bl JaHHBIX.

JIJist yCKOpEeHHUsl aBTOpHU3allMK HEOOXOAMMO CO3[aTh TaOJUIly, XPaHSIIYIO
UJCHTU(PUKATOPBl YCTPONCTB, C KOTOPBIX OBUIM OTIPaBICHBI 3alpoOChl Ha

ABTOPH3AIIHIO.

4.2 TlpoexTHpOBaHUE TA0JMI 0a3bl JTAHHBIX

YuuThIBas BCe BBIIIE CKA3aHHOE, JJIsSl TOCTUKEHUS TpeOyeMoro pe3yibTaTa, a
TaK)K€ MaKCUMaIbHOU (DYHKIITMOHAIBHOCTH pa3padaThIBAEMOT0 MPHUIIOKEHUS, ObLIN
CO3JIaHbI CJICAYIONINE TaOJIHUIIBI 0a3bl JAHHBIX:

— o0mas Tabauia ¢ TepCOHAIBLHBIMH JaHHBIM  IIOJIB30BaTelICH
(auth_user);

— Ttabmuua co crneuu@uuabiMu ans rpynnsl «KJIMEHT» nanabiMu
nojb3oBaresnei (client);

— TabnMia  YCTPOMCTB, KOTOpBIC  3alpalldBaii  aBTOPH3AIHIO
noJsib3oBatess (authorized device);

— cBOJHAas Tabnuua s cBs3u nonb3oBareneil rpynnsl «KIIMEHT» u
ABTOPU30BAHHBIX YCTPOMCTB, THUI CBS3U «MHOTHUE-KO-MHOTHM
(client_authorized device);

— Tabynia ¢ oO0IMMHU JaHHBIMU TI0 OMOMeTpHH ToJib3oBareseit (enroll);

— Tabnuia C CChUIKOH crieru(UIHBIMUA JAaHHBIMU M0 OMOMETPHUH JIUIIA C
CCBLIKOM Ha Tabmuiy ¢ nanabiMu Juia (enroll_face);

— Tabmuma co crneuudUuYHbBIMA JaHHBIMA 10 OMOMETpHUM ToJioca
(enroll_voice);

— Tabnuma co cnernu(PUYHBIMM JTAaHHBIMH 110 OMOMETPHUHU OTIEYATKOB

nanbies (enroll_finger);
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— rtabnuua ¢ nanueivu auia (face_features);

— TabnWma ¢ JaHHBIMH aBTOPU3AllMU IIOJIb30BATeNii B  CEpPBHUCE
aBTOPH3ALMU MOJb30BATENEH 0 OMOMETPUUECKUM TAHHBIM C CCBUIKOM
Ha 1oJjib30BaTelIst cucteMsl (Simple_auth_user);

— TabJMIIa ¢ IPOMEKYTOUHBIMHU JTAHHBIMU aBTOPHU3AIIMU TI0JIh30BATEIS B
CTOPOHHUX CEPBUCAX C CCHUIKOW Ha TIOJB30BATEISl CHMTEMBI

(user_hash);

4.2.1 TlpoexTrpoBaHNE TAOIUIIBI TOTH30BATENCH

Paznuynbie rpyIiib MoJab30BaTEICH CUCTEMBI XPAHST KakK OOIUe TaHHbIC, TaK
u crneuuuuHble Ui OMpeneieHHoM rpynmbl. B kadectBe oOmUX JaHHBIX
UCIIOJIB3YIOTCSl TAKUE JAHHBIE KaK:
— UJACHTU(PUKATOP MOIH30BATENS B 0a3e JaHHBIX;
— TpyIa, K KOTOPOH OTHOCUTCS MOJIb30BaTENb;
— CTaTyc N0JIb30BaTES;
— DJIEKTPOHHBIN MOYTOBBIN aIPEC MOJIH30BATENS;
— Tened0oH MOJIb30BaTEeIs,
— @®HO noap30BaTes;
— (rnar 6JIOKUPOBKH TMOIb30BaTENS.
['pynmna nonws3oBareneit « KIIMEHTY xpanut cnerupuyHbie TOJIBKO ISl STOM
IPYIIIbI JaHHBIE, @ UMEHHO:

— CIIMCOK aBTOPU30BAHHBIX YCTPOWCTB.

4.2.2 TlpoexkTrpoBaHue TaOIHIIBI C JAHHBIMUA aBTOPHU3AIIUN B CEPBUCE

JJist aBTOpU3aIY MTOJIH30BATENS B pa3pabaThIBAEMOM CEPBUCE MPU MTOMOIIIH

JIOTHHA U TIapoJisl, CO3/1aHa OTIENbHAs Ta0JIUIa, B KOTOPOH OyIeT XpaHsTCs CChUIKU
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Ha 3aI11MCH B Ta6m/1ue HOHBSOBaTeHeﬁ, a TaKKC I1apoJIn MOJIb30BaTeIICh JJIA BXO44a B

CHUCTEMY B 3alI(PPOBAHHOM BHJIE.

4.2.3 IlpoekTupoBaHue TaOIWI[l C CChUIKAMH Ha OHOMETpHYECKUE

KOHTEUHEPBI MT0JIB30BaTENEH

buomerpuyeckre maHHBIC TOJIB30BATENIC XPAHATCS B OTACIBHBIX (haiiax.
He umeer cmbicna 3amuchiBaTh COJAEPKUMOE 3THX (aillioB Hampsamyro B 0azy
JAHHBIX KaK W3 COOOpakeHWM 0e30MmacHOCTH, TaK W M3-3a M3JIMIIHEH 3arpy3Ku
JTAHHBIMU, KOTOPAsi MPUBEAET K CHM)KEHUIO CKOPOCTH BBITIOJHEHUS 3alIPOCOB, YTO

M1 CEpBUCA aBTOPpU3alUHU ABJIAACTCA OJHHUM M3 KIIIOUCBBIX (baKTOpOB.

4.2.4 TIlpoekTupoBaHue TaOMUIBI C ABTOPU30BAHHBIMU YCTPOMCTBAMHU

OJIL30BaTEJIEHN

[Tonb30BaTens MOXKET OBITH ABTOPU30BAH Ha Pa3JIMYHBIX YCTPOMCTBAX, TAKMX
KaK TepMHUHAaJIbl OIUIaThl, MOOUJIbHBIE YCTPOWCTBA, MEPCOHAIBHBIE KOMIIBIOTEPHI,
pas3n4Hble CTOPOHHHME CepBUCH! U T.A. [Ipeanonaraercs, 4To mojap30BaTeab OyAeT
UCIIOJIb30BaTh  BBIIICIIEPEUMCIICHHbIE  YCTpOWCTBa  0ojiee  OJHOrO  pasa,
COOTBETCTBEHHO, JIJIsl YBEJTMUCHHUS CKOPOCTH TMOUCKA TIOJIB30BATENS, OTIIPABUBIIIETO
3aMmpoc Ha aBTOPHU3ALMI0, HEOOXOIUMO ObLIO CO3/1aTh TAOJIMILY, XPAHSIIYIO CITMCOK

YCTPOMCTB, C KOTOPBIX OBLIT OTIPABIICH 3aMpPOC Ha aBTOPU3AIIHIO.

4.2.5 IIpoekTrupoBaHuEe TaOIUIIbI TOKEHOB

ABTOpHM3alMs TOJIb30BATEIEH Ha CTOPOHHUX pPECypcax NPOXOJIUT B JIBa

oTarlla.
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1. Tlonmp30BaTeneM MPEAOCTaBISIETCS CHUMOK JIMIA C BeO-KaMepbl WU
7100010 Ipyroro Nog0OHOIo yCTpoiicTBa.
2. Ilonmp30BareneM MpPeNOCTABIAIOTCS WHbIE OMOMETPUYECKUE JIaHHBIE,
Hanpumep, oopasell rojioca WK CKaH Majblia.
Tax kak aBTOpH3aIMsI IPOUCXOIUT OOJIEE YEM B OJIMH 3aIPOC K CEPBUCY, TO
Ha CTOpPOHE CepBUCA aBTOPU3ALMU HEOOXOAUMO XPaHUTh IPOMEKYTOUHOE
COCTOSIHUE KaXJOM KOHKPETHOW aBTopu3auuu. JlaHHasg TaOmuua XpaHWT
CJIEIIOLIUE TAHHBIE:
— WJEHTU(PHUKATOp 3alMCU B TaOJIUIIE;
— CCBUIKA Ha I10JIb30BaTelIsl CUCTEMBI;
— CIIy4alHO CIT€HEpPUPOBAHHAs CTPOKA, IIPEAOCTABIIAEMAs 10JIb30BATEIIO
I10CJIE IIEPBOTO JTalla aBTOpU3aLUK;
— CIy4YalHO  CIEHEpUPOBaHHAas  CEKpeTHas  CTpOKa,  KoTopas
UCIIONIB3YETCS IS CO3JJaHUsl TOKEHA aBTOPU3aLIUN;
— ILITaMII JaThl U BPEMEHHU MOCJIEIHET0 M3MEHEHHUS 3alIUCH B TA0JIULIE;
— (uar ucteyeHus Cpoka IEeUCTBUS TOKEHA,
— HJEHTU(PHUKATOP YCTPONUCTBA, OTIPABUBIIETO 3a1poc;
— TOKEH, BBIJABAEMBIM  II0JB30BATEII0  IIOCIE  BTOPOrO  JTama

aBTOpHU3AIUU.

4.3 IlpoexkTHpOBaHUE 0a3bl JAHHBIX
[Tpu MpOEeKTUPOBAHMK CEPBHCA CHAYajIa CO3MAF0TCS KIACChI-CYITHOCTH. [Ipu
3allycKe MPHIIOKEHHUS ¢ OMpeAeIeHHBIME HacTpoiikamu, Spring Framework cam
CO3JIaCT TaOJHIIBI U CBSI3W MEKAY HMMHU, OCHOBBIBASICh Ha paHee CO3MaHHBIX ATHX
KJaccax.
Bbu10 MpUHATO peleHre pa3padoTaTh CACIYIONINE KITACCHI:
— AuthUser.

— Personlnfo.
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SimpleAuthUser.
Enroll.

EnrollFace.
EnrollFinger.
EnrollVoice.
FaceFeature.
AuthorizedDevice.
Client.

UserHash.

KZDKI[I)Iﬁ KJIaCC MpCACTaBJIICT coOoi CYITHOCTb 0a3nl JaHHBIX.

4.3.1 AbcrpakTtaslii kimacc AuthUser.

I[aHHBIﬁ KJIaCC SABJISICTCA a6CTpaKTHBIM H COACPKUT MOACIIbL OCHOBHBIX

JaHHBIX ITOJIB30BAaTCIIA. On umeer CICAYIOIMC IT10JIA:

Long id. Unentudukarop moyp3oBareis B 0a3e TaHHBIX.

Role role. Ponb nons3oBarens (CLIENT wiu ADMINISTRATOR).
Status status. Cratyc TI0JTE30BATEIISI (NEW_USER,
REGISTERED_USER, CONFIRMED_USER, BANNED_USER).
Boolean blocked. ®nar 6;10kHpOBKH MOJIE30BATES.

String email. DaeKTPOHHBIH MOYTOBBII aPEC MOIB30BATEIS.

String phone. KonTtakTHbI# TeaedoH MOIb30BaTENS.

Personinfo personinfo. IlepcoHanbHbIe JaHHBIC TTOJB30BATES.

Bce nocneayromue Kiacchl Mojib30BaTEICH CUCTEMBI OyIyT HACIEI0BATHCS

ot abctpakTHOTO Kitacca AuthUser u mmers kak cBO¥ HaOOp MOJICH ¥ METOJIOB, TaK

A OOIIHii.

JlaHHBIA KJIacC HEOOXOAWM [JiIi CO3JaHUs Pa3IMYHBIX THUIIOB

M0JIb30BATEJIEH CHCTEMBI, HAIIPUMED:

aIMUHHUCTPATOPOB;
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— MOJEpaTopoOB;
— II0JIb30BATEJIEH TEXHUUECKON MOJACPHKKY;
— OOBIYHBIX MOJIB30BATENEH.

Ha nanHOM 3Tame Hanuuue B MPOEKTE TaKUX THUIOB IMOJIb30BaTENIeH Kak:
aJIMUHUCTPATOPbI, MOJAEPATOPhl U MOJIb30BATEIN TEXHUYECKOW MOIICPKKU HE
00s13aTeIbHO, COOTBETCTBEHHO CO3/1aBaTh a0CTPAKTHBIN KJIacC OT KOTOPOro OyaeT
YHAcle[OBaH TOJIBKO OJMH KJacC HEe uMeeT cMbicia. OJHAKo, Y4MUThIBas
BO3MOXKHOCTh PACIIMPEHUS CHUCTEMbI B JajbHEHIIeM ObLIO MPHUHSITO pEIIeHUE
pa3aenuTh OOIIME AAHHBIE IOJIB30BATENEH W JaHHbIE, KOTOpbIE MpUHAAJIEKAT
TOJIbKO OOBIUHBIM II0JIH30BATENSIM CUCTEMBI Ha JIBa Kiacca. B nampHeilmeM 3To
MOJKET 3HAUUTEIHHO YCKOPUTH I0Pa0OTKY CepBHCa aBTOPHU3AIMH MTOJIb30BaTesei. B

JMCTUHTE 4 IpeCTaBlIcHa CTPYKTypa abcTpakTHOro Kiacca AuthUser.

JIuctunr 4. Ctpykrypa abcTpakTHoro kiacca AuthUser.

@Entity(name = AuthUser.Database.ENTITY NAME)
@Table (name = AuthUser.Database.TABLE NAME)
@Inheritance (strategy = InheritanceType.JOINED)
@DiscriminatorColumn (name =
AuthUser.Database.COLUMN ROLE NAME, discriminatorType =
DiscriminatorType.STRING)
public abstract class AuthUser
{
@Id
@Column (name = Database.COLUMN ID NAME)
@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;

@Enumerated (value = EnumType.STRING)

@Column (name = Database.COLUMN ROLE NAME,nullable =
false,insertable = false,updatable = false)

private Role role = Role.CLIENT;

@Enumerated (value = EnumType.STRING)

@Column (name = Database.COLUMN STATUS NAME, nullable =
false, unique = false)

private Status status = Status.NEW USER;

@Column (name = Database.COLUMN BLOCKED NAME, nullable =

false)
private Boolean blocked = Boolean.TRUE;

33



@Column (name = Database.COLUMN EMAIL NAME,nullable
false, unique = true)
private String email;

@Column (name = Database.COLUMN PHONE NAME,nullable
true,unique = true)
private String phone;

@Embedded
private PersonInfo personInfo = new PersonInfo();

public static class Database(

public static final String ENTITY NAME = "AuthUser";

public static final String TABLE NAME = "auth user";

public static final String COLUMN ID NAME = "id";

public static final String COLUMN ROLE NAME =
"role";

public static final String COLUMN STATUS NAME =
"status";

public static final String COLUMN BLOCKED NAME =
"blocked";
public static final String COLUMN EMAIL NAME

"email";

public static final String COLUMN PHONE NAME
"phone";
public static final String JOIN COLUMN AUTH USER ID
= "auth user id";
}
}

4.3.2 Kiacc Personinfo

JlaHHBIM KJIACC ABISECTCS KOHTEWHEPOM JUISl TEPCOHANBHBIX JAHHBIX
MIOJIH30BATEIIsI CACTEMBI U COACPIKHUT B C€OC TPH MOJIA:
— (aMuins oJIb30BaTEls;
— WM IIOJIB30BaTEII,
— OTYECTBO IOJIb30BaTEIIS.
Personinfo nmomeuen annorauueii @Embeddable, sto o3Hauaer, 4T0 0OBEKTHI
JTAHHOTO KJlacca MOTYT OBITh HMCIOJB30BaHBI B KJIACCAX-CYIIHOCTSAX, KakK MOJIS,

OJIHAKO B 0a3e TaHHBIX IMO]] HUX HE OYJIeT BBIACICHO OT/IeJIbHON TaOIUIIbI — BCE MOJIs

34



@Embeddable kmacca Oymyr momemieHsl B Ty e TaOJUIy, 4TO W TOJS Kiacca

CYIIHOCTH. B sumcTuHre 5 mnpencraBiieHa CTPYKTypa BCTPaMBaeMoro Kiacca

Personinfo.

JIuctunr 5. CtpykTypa BcTparBaeMoro kiacca Personinfo.

package ru.programsolutions.ubps.entity.auth;
import javax.annotation.Nullable;

import javax.persistence.Column;

import javax.persistence.Embeddable;

import javax.validation.constraints.NotNull;
import java.util.StringJoiner;

/**
* BcTpampBaeMblM KJIACC C JIMYHBIMM IAaHHBIMM I[1OJIB30BaTEJIeEN
* ComepXuT clenyrnuye I10JIS:
* <ul>
* <1li>{Q@link #firstName wmmMa noJjap3o0oBaTena}</li>
* <1li>{Q@link #lastName obammamua nojbs3oBaTeng}</li>
* <li>{@link #patronymic oTuecTBO NnOJIb30BaTeNa}</1i>
* </ul>
*/
@Embeddable

public class PersonInfo
{

@Column (name = Database.COLUMN FIRST NAME NAME, nullable
= false, unique = false, length = 32)

private String firstName;

@Column (name = Database.COLUMN LAST NAME NAME, nullable
false, unique = false, length = 32)
private String lastName;

@Column (name = Database.COLUMN PATRONYMIC NAME, nullable
= true, unique = false, length = 32)
private String patronymic = "";

public static class Database({
public static final String COLUMN FIRST NAME NAME
"first name";
public static final String COLUMN LAST NAME NAME =
"last name";
public static final String COLUMN PATRONYMIC NAME
"patronymic";

}

}
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4.3.3 Knacc SimpleAuthUser

JIaHHBIN KJIacC COAEPKUT MH(POPMALIMIO 110 aBTOPU3ALMH 110JIb30BaTeNIel Ha
caiiTe U UMeeT CJIEIYIOLUe MOJIS:
— UJeHTHU(PHUKATOP 3aIUCH;
— CCBhUIKAa Ha TOJb30BATENsI, KOTOPOMY IPUHAAJIEKAT CBEACHUS IIO
aBTOPHU3AIINY;
— TMapoib B 3alIU(PPOBAHHOM BH/IC;

B nuctunre 6 mpeacrasieHa cTpykrypa kiacca SimpleAuthUser.

JIuctunr 6. Ctpykrypa kiacca SimpleAuthUser.

package ru.programsolutions.ubps.entity.auth;

import org.springframework.security.core.GrantedAuthority;
import
org.springframework.security.core.authority.SimpleGrantedAut
hority;

import
org.springframework.security.core.userdetails.UserDetails;
import
org.springframework.security.crypto.bcrypt.BCryptPasswordEnc
oder;

import javax.persistence.*;
import java.util.ArrayList;
import java.util.Collection;
import java.util.List;

/**
* ComepXuUT HOaHHBIE aBTOPU3ALUM I10JIb30BaTEJIEM
*/
@Entity(name = SimpleAuthUser.Database.ENTITY NAME)
@Table (name = SimpleAuthUser.Database.TABLE NAME)
public class SimpleAuthUser implements RegistrationAuth,
UserDetails {
@Id
@Column (name = Database.COLUMN ID NAME)
@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;

QOneToOne
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@JoinColumn (name =
AuthUser.Database.JOIN COLUMN AUTH USER 1ID,
referencedColumnName = AuthUser.Database.COLUMN ID NAME)

private AuthUser authUser;

@Column (name = Database.COLUMN PASSWORD NAME, nullable =
false, unique = false, length = 128)
private String password;

@Override
public Collection<? extends GrantedAuthority>
getAuthorities () {

SimpleGrantedAuthority sia = new
SimpleGrantedAuthority (this.authUser.getRole () .toString()):;
List<SimpleGrantedAuthority> authList = new

ArrayList<>();
authlList.add (sia);
return authList;

}

public static class Database {
public static final String ENTITY NAME =
"SimpleAuthUser";
public static final String TABLE NAME =
"simple auth user";

public static final String COLUMN ID NAME = "id";
public static final String COLUMN PASSWORD NAME =
"password";

}
}

4.3.4 Kiacc Enroll

JIaHHBI KJIACC XPAHUT  CCBUIKY Ha MOJIb30BATENsA, MPEIOCTABUBLIETO
OMoOMeTpUYeCKrEe JaHHBIC, TUI OMOMETPUHM W MYTh K (ailly ¢ OMOMETpUYECKOM

nHpopMareli monb3oBaresa. B nmcTuHTE 7 mpeacTaBieHa CTPYKTypa Kiacca

Enroll.

JIuctunr 7. Crtpykrypa kiacca Enroll.

@Entity(name = Enroll.Database.ENTITY NAME)
@Table (name = Enroll.Database.TABLE NAME)
@Inheritance(strategy = InheritanceType.JOINED)
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@DiscriminatorColumn (name =
Enroll.Database.COLUMN ENROLL TYPE NAME, discriminatorType =
DiscriminatorType.STRING)
public class Enroll {
@Id
@Column (name = Database.COLUMN ID NAME)
@GeneratedValue (strategy = GenerationType.IDENTITY)
protected Long id;

@JsonManagedReference

@ManyToOne

@JoinColumn (name =
Client.Database.JOIN COLUMN CLIENT ID NAME,
referencedColumnName = AuthUser.Database.COLUMN ID NAME,
nullable = false, updatable = false)

protected Client client;

@Enumerated (value = EnumType.STRING)

@Column (name = Database.COLUMN ENROLL TYPE NAME,
insertable = false, updatable = false)

protected EnrollType type;

@Column (name = Database.COLUMN PATH NAME, nullable =
false, unique = true, length = 512)
protected String path;

@PostRemove
private void removeFile () {
File file = new File(this.path);
boolean exists = false;
try |
exists = file.exists();
}catch (SecurityException e) {
System.err.println ("SecurityException on file ["
+ file.getAbsolutePath() + "]; Read-access denied. Delete
file manually if exists");
}
if (exists) {
try {
file.delete();
} catch (SecurityException e) {
System.err.println ("SecurityException on
file [" + file.getAbsolutePath() + "]; Delete-access denied.
Delete it manually");
}
}

Kax BugHO W3 mpumMepa BhINIE, aHHBIA KJIACC COJEPKHT B ceOe MeTon

removeFile(), koTopslit momeueH anHoTarern @PostRemove. /lanHas aHHOTAIMS
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03HAYaeT, YTO AHHOTHPOBAHHBIN € MeTO1 OYy/IET BHIITOJTHEH aBTOMATHYECKHU TIOCTIC
TOr0, Kak m3 TaOymiel enroll 6a3pl maHHBIX OyaeT yJaJieHa COOTBETCTBYIOIIAS
3aluch. B 3TOM MeTOJie OMMCHIBACTCSA aNTOPUTM yAajcHHs ¢ailia, XpaHsAIIero
OMoOMeTpHUYeCKUe JaHHBIC TIOJH30BATENsI, C JKECTKOTO JAHMCKAa YCTPOMCTBa, Ha
KOTOPOM 3aIlyIIeH CEPBHUC. DTO MO3BOJSET COKOHOMHUTH BpeMs B M30ekaTh TaKUX
CUTYaIlUi, CBSI3aHHBIX C yAaleHHeM (aiiia BpyUHYIO, IPH KOTOPBIX TaHHBIH METO/T

CJ'Iy‘-IElfIHO MOJKET OBITH BEI3BaH OoJiee OZIHOI'O pa3a Wik HC BbI3BAaH BOBCC.

4.3.5 Knacc EnrollFace

JlaHHBIN KJIacc ABJSIETCS MOTOMKOM Kiacca Enroll u comepxuT cchuiky Ha
TaOJIUIly ¢ AOMOJHUTEIbHON MH(OpMaIIME Mo OMOMETPUM JUlla ToJib30BaTeld. B

JaucTUHTe 8 peacTaBiieHa CTpyKTypa kiacca EnrollFace.

JIuctunr 8. Crtpykrypa kiacca EnrollFace.

package ru.programsolutions.ubps.entity.enroll;
import javax.persistence.*;

@Entity(name = EnrollFace.Database.ENTITY NAME)

@Table (name = EnrollFace.Database.TABLE NAME)
@DiscriminatorValue (EnrollFace.Database.DISCRIMINATOR)
public class EnrollFace extends Enroll {

@0OneToOne (targetEntity = FaceFeature.class, cascade =
CascadeType.PERSIST)

@QJoinColumn (name =
FaceFeature.Database.JOIN COLUMN ID NAME,
referencedColumnName = FaceFeature.Database.COLUMN ID NAME)

private FaceFeature faceFeature;

public EnrollFace () {
this.type = EnrollType.FACE;

public FaceFeature getFaceFeature() {
return faceFeature;

public void setFaceFeature (FaceFeature faceFeature) {
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this.faceFeature = faceFeature;

public static class Database {
public static final String ENTITY NAME =
"EnrollFace";
public static final String TABLE NAME =
"enroll face";
public static final String DISCRIMINATOR = "FACE";

}

4.3.6 Kimacc FaceFeature

JlaHHBIM KJI1acC COAEPKUT JOMOIHUTENbHYIO MHPOPMALHMIO IO OMOMETpHUH
JMIa T0Jb30BaTeNsd, KOTOpass MO3BOJSAET YCKOPUTbh IOMCK IIOJIB30BATENs IIpU
IIOBTOPHOM 3aIlpoCce€ aBTOPU3aLMU, IIyTEM HCKIIOYEHHUS TE€X IO0JIb30BATENICH, YbU
XapaKTepUCTHKU HE TMOAXONAT MOoj 3ajgaHHble. B mmctunre 9 mpencramiena

CTpyKTypa kiacca FaceFeature.

JIuctunr 9. Crpykrypa kiacca FaceFeature.

package ru.programsolutions.ubps.entity.enroll;
import javax.persistence.*;

@Entity(name = FaceFeature.Database.ENTITY NAME)

@Table (name = FaceFeature.Database.TABLE NAME)

public class FaceFeature {
@Id
@Column (name = Database.COLUMN ID NAME)
@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;

@Column (name = Database.COLUMN AVERAGE AGE NAME)
private Integer averagelAge;

@Enumerated(value = EnumType.STRING)
@Column (name = Database.COLUMN GENDER NAME)

private Gender gender;

public FaceFeature () {

}
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public FaceFeature (Integer averageAge, Gender gender) {
this.averageAge = averagelAge;
this.gender = gender;

public static class Database {
public static final String ENTITY NAME =
"FaceFeature";
public static final String TABLE NAME =
"face feature";

public static final String COLUMN ID NAME = "id";

public static final String COLUMN AVERAGE AGE NAME =
"average age";

public static final String COLUMN GENDER NAME =
"gender";

public static final String JOIN COLUMN ID NAME =
TABLE NAME + " " + COLUMN ID NAME;

}

}

4.3.7 Knacc EnrollVVoice

JlanHeli Kiacc sIBISETCS MOTOMKOM Kiacca Enroll, ommako Ha maHHbIM
MOMEHT HE€ COJICPKUT HHKAKUX JOMOJHHUTCIBHBIX JaHHBIX, OIKMCHIBAIOIINX
MIPEeIOCTaBIICHHBIN TOJIb30BaTeeM obpasen rojoca. B nmuctuare 10 mpencrabiena

cTpykTypa kiacca EnrollVoice.

JIuctunr 10. Crpykrypa kiacca EnrollVoice.

package ru.programsolutions.ubps.entity.enroll;

import javax.persistence.DiscriminatorValue;
import javax.persistence.Entity;
import javax.persistence.Table;

@Entity(name = EnrollVoice.Database.ENTITY NAME)

@Table (name = EnrollVoice.Database.TABLE NAME)
@DiscriminatorValue (EnrollVoice.Database.DISCRIMINATOR)
public class EnrollVoice extends Enroll{

public EnrollVoice () {
}
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public static class Database({
public static final String ENTITY NAME =
"EnrollVoice";
public static final String TABLE NAME =
"enroll voice";
public static final String DISCRIMINATOR = "VOICE";
}

4.3.8 Kiacc AuthorizedDevice

JlanHblil Ki1acc XpaHUT MHGOPMAIMIO MO aBTOPU30BAHHBIM YCTPOWCTBAM

nosib3oBarenei. B muctuare 11 crpykrypa kiacca AuthorizedDevice.

JIuctunr 11. Crpykrypa kinacca AuthorizedDevice.

/**
* Vupopmaumsa o6 aBTOPMUI3OBAHHEIX YCTPOMCTBAaX I10JIb30BAaTeJIEeN
*/
@Entity (name = AuthorizedDevice.Database.ENTITY NAME)
@Table (name = AuthorizedDevice.Database.TABLE NAME)
public class AuthorizedDevice {
@Id
@Column (name = Database.COLUMN ID NAME)
@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;

@Column (name = Database.COLUMN DEVICE IDENTITY NAME,
unigque = true, length = 255)
private String deviceld;

@ManyToMany (targetEntity = Client.class)
@QJoinTable (name =
Client.Database.JOIN_TABLE_CLIENT_AUTHORIZED_DEVICE_NAME,
joinColumns = @JoinColumn (name =
Database.JOIN COLUMN AUTHORIZED DEVICE ID NAME,
referencedColumnName = Database.COLUMN ID NAME),
inverseJoinColumns = @JoinColumn (name =
Client.Database.JOIN COLUMN CLIENT ID NAME,
referencedColumnName = AuthUser.Database.COLUMN ID NAME) )
private List<Client> clients = new ArrayList<Client>();

public static class Database {
public static final String ENTITY NAME =
"AuthorizedDevice";
public static final String TABLE NAME =
"authorized device";
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public static final String COLUMN ID NAME = "id";
public static final String

COLUMN DEVICE IDENTITY NAME = "device identity";
public static final String
JOIN COLUMN AUTHORIZED DEVICE ID NAME = TABLE NAME + " " +

COLUMN ID NAME;
}
}

4.3.9 Kiacc Client

JlaHHBIH KITacc siBIsieTcsl HacaeqHUKoM Kiracca AuthUser u npexacrasisier u3
cedst MoJienb 0OBIYHOTO MOJIb30BarTelsa cucteMbl ¢ poibio «KJIMEHTY. B nannom
cilydae, KIIMEHT XPaHHUT Te K€ caMble JaHHble, yTo U AuthUser, a Taxke crmcok

aBTOPHU30BAaHHBIX YCTpoOHCTB. B mmctmare 12 mpencraBieHa CTpyKTypa Kiacca

Client.

JIuctunr 12. Crpykrypa kiacca Client.

package ru.programsolutions.ubps.entity;

import ru.programsolutions.ubps.entity.auth.AuthUser;
import ru.programsolutions.ubps.entity.auth.Role;

import javax.persistence.*;
import java.util.ArrayList;
import java.util.List;

/**
* Knacc ¢ mHOOpMalLMeN IO MOJIb30BATEJII THUIla
<code>KJIMEHT</code>
*/
@Entity(name = Client.Database.ENTITY NAME)
@Table (name = Client.Database.TABLE NAME)
@DiscriminatorValue (value = Client.Database.DISCRIMINATOR)
public class Client extends AuthUser {
@ManyToMany (targetEntity = AuthorizedDevice.class,
cascade = CascadeType.PERSIST)
@JoinTable (name =
Database.JOIN_TABLE_CLIENT_AUTHORIZED_DEVICE_NAME,
joinColumns = @JoinColumn (name =
Database.JOIN COLUMN CLIENT ID NAME, referencedColumnName =
AuthUser.Database.COLUMN ID NAME),
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inverseJoinColumns = @JoinColumn (name =
AuthorizedDevice.Database.JOIN COLUMN AUTHORIZED DEVICE ID N
AME, referencedColumnName =
AuthorizedDevice.Database.COLUMN ID NAME))
private List<AuthorizedDevice> authorizedDevices = new
ArrayList<>();

public static class Database {

public static final String ENTITY NAME = "Client";
public static final String TABLE NAME = "client";
public static final String DISCRIMINATOR = "CLIENT";

public static final String
JOIN TABLE CLIENT AUTHORIZED DEVICE NAME =
"client authorized device";
public static final String
JOIN COLUMN CLIENT ID NAME = "client id";
}
}

4.3.10 Knacc UserHash

HaHHBIﬁ KJIaCC XpPaHHUT AOAHHBIC IJIA aYTeHTI/I(bHKaIII/II/I MOJb30BaTeNICd Ha

CTOpOHHHX pecypcax. B muctunre 13 npezacrasieHa cTpykrypa kiacca UserHash.

JIuctunr 13. Crpykrypa kinacca UserHash.

/**
* XpaHUT ITaHHEE OJIS ayTeHTUOMKALMM [IOJIb30BaTeJId Ha
CTOPOHHUX pecypcax
*/
@Entity(name = UserHash.Database.ENTITY NAME)
@Table (name = UserHash.Database.TABLE NAME)
public class UserHash {
@JsonIgnore
@Id
@Column (name = Database.COLUMN ID NAME)
@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;

@OneToOne

@QJoinColumn (name =
AuthUser.Database.JOIN COLUMN AUTH USER ID,referencedColumnN
ame = AuthUser.Database.COLUMN ID NAME)

private AuthUser authUser;

@Column (name = Database.COLUMN HASH NAME, nullable =
false)
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private String hash;

@JsonIgnore

@Temporal (TemporalType.TIMESTAMP)

@Column (name = Database.COLUMN LAST MODIFIED NAME,
nullable = false)

private Date lastModified = new Date();

@JsonIgnore

@Column (name = Database.COLUMN EXPIRED NAME, nullable =
false)

private Boolean expired = Boolean.FALSE;

@JsonIgnore

@Column (name = Database.COLUMN DEVICE ID NAME, nullable
= false)

private String devicelId;

@JsonIgnore
@Column (name = Database.COLUMN AUTH HASH NAME)
private String authHash;

@JsonIgnore
@Column (name = Database.COLUMN AUTH SECRET NAME)
private String authSecret;

public boolean checkHash (String authHash)
BCryptPasswordEncoder bCryptPasswordEncoder = new
BCryptPasswordEncoder (12) ;
boolean matches = bCryptPasswordEncoder.matches (hash
+ authSecret, authHash);
return matches;
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5 PABPABOTKA ITPUJIOKEHUSA

[Ipu pazpaboTke NpUIIOKEHUS OBUIM CO3JAHbI CIEAYIOLIMEe KOMIIOHEHTHI

CHCTCMBI.

OCHOBHOWU (aiin koH(purypamnuu dpperiMBopka Spring;

(aitrel KOH(UTYpaIuu BcryptPasswordEncoder, Google
reCAPTCHA, HacTpoiiku pa3memnieHus: MOOWIBHBIX MPHUIIOKEHUH,
HACTPOMKHM XpaHuiuiia (aiaoB, HACTPOMKH BaduAalu OOBEKTOB,
HACTPOMKM MUHUMAJIBHOTO TOpora BepuHUKauu OHOMETPUUYECKHUX
JTAHHBIX;

KJIacChl KOH(pUTypanuu GppeiimBopka Spring;

KJaccel i padoTsl ¢ cepBrucom Google reCAPTCHA;

KJIACChI MOJIEJH JIaHHBIX, 00BEKTHI KOTOPBIX XPaHATCS B 0a3e JTaHHBIX;
UHTEp(DENCHl PENIO3UTOPUEB;

KJIaCChl KOHTPOJUIEPOB;

KJIacChl I OTOPAaBKH COOOIIEHMU MOJB30BAaTENsIM Ha MX
AIEKTPOHHYIO MOYTY;

KJ1aCChl CBOMCTB,;

CEepBUCHI HOTH(UKAIMKM TOJb30BaTENei Ha caWTe | TOHUCKa
M0JIb30BATENICH 110 OMOMETPUUECKUM JTAHHBIM;

CEpBUC pa3MEUICHUS W XPAHEHUs 3arpyKEHHBIX IO0Jb30BATEISIMHU
Gbaiinos;

KJIaCChI-BaJIUIATOPbL;

YTUJIMTHBIC KJIACCHI.
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5.1 Kondurypauuu npusio:keHust

Kak 0bu10 ckazano panee Spring Framework mojiep:xuBaeT KOHQUTYPAITUIO
yepes3 BHENIHUE (ailiibl HacTpoek, Java ko1, annotauuu u XML daiinel. B mpoekre
WCITOJI30BAHBI IEPBHIE TPH CIIOCO0a.

Buemnue (aitsibl HACTpoeK NpeCTaBIAIOT U3 ceds (ailyibl ¢ pacuIupeHrem
properties. B aTux ¢aiinax HacTpoiika OCHOBHBIX KOMIIOHEHTOB Spring MpOUCXOIUT
CJIETYIOITUM 00pa3oM:

1. VkasbiBaeTcsl Ha3BaHUE CBOMCTBA, Yb€ 3HAUCHHUE OYJET BHICTABICHO B
3TOM CTPOKE.

2. CtaBUTCA 3HaK pPaBEHCTBA, BBICTYMAIONIUN pa3IEIUTEIEM MEXKIY
UMEHEM CBOWCTBA U 3HAUECHUEM.

3. VYka3bIBaeTcs 3HaYCHHE, KOTOpOE Oy/IeT MPHUCBOEHO CBOMCTBY

Jlsist KoH(UTypaluu MoAKIIoUYeHus K 0a3e JTaHHBIX, CepBUCA OTIPABIICHUS
AJIGKTPOHHBIX MOYTOBBIX COOOIIEHMH, JOCTyHna K pecypcam cepBuca, U T.IL
MCIIOJIB30BAJICS METOJIa KOH(Urypauyu npu moMoInu Java kojga u aHHoTauuii. B
muctuHre 14 mpencraBieH npuUMep KOHPUTYpaIluu MOJKIIOUeHHs K 0a3e JaHHBIX

MIpU TOMOIIM Java KoJia U aHHOTaIIUM.

Jluctunr 14. Tlpumep koHUTrypaluu TOAKIIOUEHUS] K 0a3e JaHHBIX MpU

IIOMOIIX Java KoJa U aHHOTAaIHH.

@Configuration
@EnableTransactionManagement
public class JpaConfig implements
TransactionManagementConfigurer
{
@Value ("${dataSource.driverClassName}")
private String driver;
@Value ("S{dataSource.url}")
private String url;
@Value ("${dataSource.username}")
private String username;
@Value ("${dataSource.password}")
private String password;
@Value ("${hibernate.dialect}")
private String dialect;
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@Value ("${entitymanager.packages.to.scan}")
private String[] emPackagesToScan;

@Bean (name = "dataSource")
public DataSource configureDataSource () {
HikariConfig config = new HikariConfig():;

config.setDriverClassName (driver) ;
config.setJddbcUrl (url) ;
config.setUsername (username) ;
config.setPassword (password) ;

return new HikariDataSource (confiqg);

@Bean
public LocalContainerEntityManagerFactoryBean
entityManagerFactory () {
LocalContainerEntityManagerFactoryBean
entityManagerFactoryBean = new
LocalContainerEntityManagerFactoryBean () ;

entityManagerFactoryBean.setDataSource (configureDataSource ()

) ;

Kak BumgHO M3 mpumepa BhIme, ObUT CO37aH Kiacc, KOTOPBIN BBITOITHICT
KOH(UTypalMio TONKIIOYeHUsT K 0a3e JaHHBIX. 3HaYeHUE ToJield Kiacca,
NIOMEUEHHBIX aHHOTaruer @Value, 3agaroTcss ppeliMBOPKOM aBTOMATHUYCCKH Ha
CTaJIMM UHUIMAJIA3AIMHU. 3HaYeHUs1 OepyTCsl U3 KOHPUTYPAIIMOHHBIX (haiiiioB.

B aToit aHHOTaIMM yKa3bIBaeTCsS y KaKOro CBOMCTBAa B KOH(PUTYPAIIMOHHOM
daiine HeoOXOUMO B3SITh 3HAYCHUE U TPUCBOUTH AHHOTUPOBAHHOMY TIOJTIO KJTacca.
Spring, B3sSB 3HAaYCHHE CBOWCTBA TMONBITACTCS TMPUBECTH €ro K THUIY
AHHOTHPOBAHHOTO TIOJIA.

Tak kak B TIPOEKTE WCMOJB3YETCS CTOPOHHSS peanu3alds ITyJia
MOIKJTFOYSHUH K 0a3e TaHHBIX, TO €r0 HEOOXOAMMO HACTPOUTH BPYUHYIO U IEepeaTh

OuHy (padpUKU MEHEIHKEPOB CYIIHOCTEH.
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5.2 Kondurypauuss npuiIokeHUs1 s padoTbl ¢ CepPBHUCOM

Google reCAPTCHA

ReCAPTCHA — cucrema mist 3aliuThl BeO-CaiTOB OT MHTEPHET-O0TOB M
OJTHOBPEMEHHON TIOMOITM B ONU(PPOBKE TEKCTOB KHUT. [l WCIONB30BaHUS
JAHHOTO CEpBHCa HEOOXOJMMO 3alTH Ha CTPaAHUIy YIPABICHHUS KIOYaMHU
ReCaptcha APl u 3aperucrpupoBath HOBbIH K04 [26]. PucyHok 1 comepKut

pUMep 3anoJHEHUsT (OPMBI PETUCTPALIMU CalTa.

Peructpauws canta

HasBaHue

ubps

BoibepuTte Tun reCAPTCHA

reCAPTCHA v2
BoINOMHATE NPOEERKY NONL30BATENER C NOMOLWLH hnaxka "A He poboT”

# |nvisible reCAPTCHA
BuINOMNHATE NPOBEPKY NONL30BaTENeH B (hOHOBOM pEXMME

reCAPTCHA ana Android
Mpozepka NONs20EATENEN B NPUNOMEHKMK Ana Android.

JomeHbl

no 0OHOMY B CTROKE)

localhost
demo_ubps.co.uk
landf.ru
192.168.5.150
192.168.19.190

+" TpurnTe yonoeuwa wenone3oeanma reCAPTCHA.

‘fou agree to explicitly inform wisitors to your site that you have implemented reCAPTCHA on your site and that
their use of reCAPTCHA is subject to the Google Privacy Policy and Terms of Use.

By acoessing or using the reCAPTCHA APIs, you agree to the Google AP|s Terms of Usz | Google Terms of Use,
=nd to the Additional Terms below. Please read and undersiand all applicable terms and policies before
sccessing the APs.

¥ ¥onosuA Mononssoeasen reCAPTCHA

v (JTNpaenATL ENagentsLam onoseleHuA Permcrpaums

Pucynok 1 - Perucrpanus xmoya B cepsuce Google reCAPTCHA
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IIpu perncrpanyu Kiro4a BbIAACTCS Napa KIOYEH «KIII0U-CEKPETHBIN KIIFOY.
[lepBoiii kntou goOasnsercss B HTML-kox caiita. CekpeTHbIN K04 HYXKEH st
cBs3u caiita ¢ Google.

JUIsi IpOBEpKHM MOJIb30BATENsl HA CTOPOHE cepBepa ObLIM HCIIOJIb30BaHBI

Kiaccel uaTerpanuu ¢ cepsucom Google reCAPTCHA [27].

5.3 Co31aHue KJIACCOB CYIIHOCTEMH

B naHHOM NpoekTe Kiacchl CyIIHOCTH UrparoT KIYeBYIO poib. Ha ocHoBe
HUX IIPU [IEPBOM 3aIlyCKe IPOrpaMMbl (POPMHUPYIOTCS U HACTPAUBAIOTCS TAOJIULIBI
0a3bl TaHHBIX U UX nojs. B auctuHre 15 mpencraBiieH nmpuMep co3AaHMs Kiacca

cymHoctn UserHash.

Jluctunr 15. Tpumep co3ganus kiacca cymiHoctu UserHash.

@Entity(name = UserHash.Database.ENTITY NAME)

@Table (name = UserHash.Database.TABLE NAME)

public class UserHash {
@JsonIgnore
@Id
@Column (name = Database.COLUMN ID NAME)
@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;

@OneToOne

@QJoinColumn (name =
AuthUser.Database.JOIN COLUMN AUTH USER ID,referencedColumnN
ame = AuthUser.Database.COLUMN ID NAME)

private AuthUser authUser;

@Column (name = Database.COLUMN HASH NAME, nullable =
false)
private String hash;

@JsonIgnore

@Temporal (TemporalType.TIMESTAMP)

@Column (name = Database.COLUMN LAST MODIFIED NAME,
nullable = false)

private Date lastModified = new Date();

@JsonIgnore

50



@Column (name = Database.COLUMN EXPIRED NAME, nullable =

false)

private Boolean expired = Boolean.FALSE;

@JsonIgnore

@Column (name = Database.COLUMN DEVICE ID NAME, nullable
= false)

private String deviceld;

@JsonIgnore
@Column (name = Database.COLUMN AUTH HASH NAME)
private String authHash;

@JsonIgnore
@Column (name = Database.COLUMN AUTH SECRET NAME)
private String authSecret;

W3 npuBeIEHHOTO BBIIIEC MPUMEpPa BUIHO, YTO KJIAacC aHHOTHPOBAH IBYMSI
aHHOTAIUAMU. VIX TipeTHa3HAYCHHE B CIICIYIOIICM:

— AmnHoTammst @ENtity yka3piBaeT, YTO JJAaHHBIA KIAcC SBISETCS
CYITHOCTBIO, @ €ro mapameTrp Name, ykasblBacT Ha TO, IO KaKOMY
UMEHH K ITOMY Kiaccy HeoOxomammo oOpamathkest B hql-3ampocax.
Knaccel oTMmedeHHble aHHOTanmued @ENtity momkHBI comepkaTh
MyCTOH KOHCTPYKTOP € JHOOBIM MOIU(DUKATOPOM JOCTYIIA.

— AmnnoTtanus @ Table ykassiBaet Ha TO, 4TO JaHHBIN Ki1ace OyIeT CBsI3aH
c Tabnuiel B 0Oa3e NaHHBIX, a €€ MapaMeTp Name, ykas3bIBaeT Ha
HaMMEHOBAHUE ITOW TAOJIUIIBI.

VY mojei MaHHOrO Kjacca MOXHO 3aMETHTh TaKMe aHHOTaluu kKak: @Id,
@GeneratedValue, @Column, @OneToOne, @JoinColumn, @Temporal wu
@Jsonlgnore.

— Annorarms @1d yka3eiBaeT Ha IepBUYHBIN KJIFOY JAHHOTO KJlacca.

— Amnnorauus @GeneratedValue yka3biBaeTcs BMECTE C aHHOTAIUEH
@Ild u ykaspIlBaeT Ha CTpPATErHI0 TEHEpAllMd WM caM T'eHepaTop

YHUKAJIbHBIX 3HAUCHUM.
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— Amnnotamus @Column ompezaenseT kK KakoMmMy CTOJIOIy B TaOJuIle
OTHOCHTCS JJaHHOE TToJie. JlaHHass aHHOTAIMsI HIMEET TaKHue MapaMeTphl
Kak Name, yka3bIBalOLIUi Ha HAUMCHOBAHHUE IOJIS TAaOJIUIlBI, UNique,
yKa3bIBAIONIMI HAa TO, MOJDKHO T OBITh 3HAY€HHWE JTOrO IIOJIA
yaukaneHbIM, Nullable, ykaspBarommii Ha TO, MOXET JH y JaHHOTO
HOJIsl OTCYTCTBOBaTh 3HaueHwe W length, ykaspiBarommii Ha JUIMHY
cTo0ma (HampuMmep [T 3HadeHui Trrma String) [28].

— Amnnoramst @OneToOne yka3pIBaeT, Y4TO 3TOT KJIACC OTHOCHTCS K
aHHOTHUPYEMOMY KJIacCy KaK OJMH-K-OJHOMY.

— Amnvotamus @JoinColumn ykassiBaeT Ha TO, C KakKdM CTOJIOLIOM
TaOJIMIbI aHHOTHPYEMOT'O Kjacca HEOOXOJIUMO BBICTABUTH CBS3b.
VYka3aHHBIH CTONOCI] aHHOTHUpYyeMOro Kiacca OymeT mo0aBiieH K
Tabnuiie 3Toro kiacca. [{ns 0onee TOUHON HACTPOMKH U BO U30EKaHHE
BO3MOXKHBIX OIMMOOK MAIIUHTa, B JaHHOW aHHOTAIlMH CTOMT
pOCTaBUTH 3HaUeHKE mapametpy referencedColumnName, koTopsiii B
KayeCTBE 3HAYCHHS NMPUHUMACT CTPOKY C Ha3BAaHHUEM CBSI3bIBACMOTO
cToJoIa.

— Amnzotanms @Temporal ykaspiBaeT Ha TO, 4TO B JaHHOM CTOJIOIIC
Oynet xpanurca o0bekT Tuna « BPEMS», npuuem MOXHO yka3aTh B
KakoM (popmare: ImTamI JaThl, IITAMIT BPEMEHU WJIM IITaMIT JaThl U

BPEMEHH.

5.4 Co31aHue peno3uTopHreB

Pemno3utopuu npeaocTaBiIsIFOT MPOrpaMMe JOCTYII K JaHHBIM, XPAHSIIIAMCS B
0a3e naHHbIX. B pa3paboTaHHOM MPHUIIOKEHUH MO KaXIbIM KJIacc-CyIIHOCTh ObLIN
co3laHbl cBOM MHTEpdelickl peno3utopueB. SPring Framework Gepet peanuzanuto
JaHHBIX HHTEpQeiicoB Ha cebs, TeM caMbIM 3aMETHO YOpOIIas U yCKOpss

pa3paboTKy MPUITOKEHUS.
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[To ymomanuio, B yHacaeaoBaHHBIX oT HHTEep(erica CrudRepository<T, ID>

peno3utopusix (rme T — Tunm oOwekta, a ID — Tun waeHTtudukaropa), ectb

CJICTYIOIINE METO/IbI:

long count() — Bo3Bparmmaer umciao tuna long, 3HayYeHHE KOTOPOTO
yKa3bIBa€T Ha TO, CKOJILKO 00BEKTOB 3aIaHHOTO THIIA COXPAHEHO B 0ase
JIAHHBIX;

void delete(ID id) — ymanser u3 0a3bl JaHHBIX OOBEKT THIA T C
yKa3aHHBIM HIeHTHQHUKATOpOoM id.

void delete(T entity) — ynanser u3 0a3pl JaHHBIX OOBEKT THMHa T,
COOTBETCTBYIOIIUH MepenaHnHoMy entity;

void delete(lterable<T> entities) — ynayser u3 6a3bl TaHHBIX OOBEKTHI
TaIa T, COOTBETCTBYIONIME TpenaHHbiM B lterable<T> kosutekiuu
00BeKTOB entities;

void deleteAll() — ynanset Bce 00bekThI THIIA T U3 0a3bl TaHHBIX;
boolean exists(ID id) — BosBpammaer true, ecimu B 0a3e JaHHBIX
CYIIIECTBYET 3aIUCh (COXpaHEH OOBEKT THMa 1) ¢ MIACHTH()HUKATOPOM
yKa3aHHBIM HeHTH(GHuKaTopoM id,;

Iterable<T> findAll() — BosBpamaer Iterable<T> kosutekunuoo Bcex
00BEKTOB, COXPAaHEHHBIX B 043¢ JaHHBIX;

Iterable<T> findAll(lterable<ID> ids) — Bo3Bpamaer Iterable<T>
KOJIJICKITHIO BCEX OOBEKTOB C yKa3aHHBIMHU HACHTH()HUKATOPMHU;

T findOne(ID id) — Bo3Bparmaer 00beKT ¢ uacHTH(GHUKaTOPOM Id, OO
null, ecau Takoro o0bEKTa HE CYIIECTBYET B 0a3¢ TaHHBIX;

T save(T entity) — coxpaHseT nepeaaHHblii 00bEKT TUMA 1 B 0ase
JaHHBIX M, TPU YIa4HOM COXPAHEHHH, BO3BPAIACT COXPAaHCHHBIN B
0a3e JaHHBIX 00BEKT;

Iterable<T> save(lterable<T> entities) — coxpansiet B 6a3e JaHHBIX BCE

o0bekThl U3 mepemanHoit Iterable<T> komiekiuu —entities wu
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BO3Bpamaer koyuiekuro Iterable<T> 00bekTOB, COXpaHEHHBIX B 0a3e
JTaHHBIX.
OpHako, WHOTJA MOXKET IOTPeOOBAThCSI HAMKUCATh CBOM METOABI IS
B3aUMOJICHCTBHS ¢ 0301 TaHHBIX, ’TO MOXKHO CJIEIaTh HECKOJIBKUMHU CITOCOOaMU:
— IpH noMoIny aHHoTaruu @QUery u Mo 00HbIX;
— TpH  TOMOIIM  OOBSBJICHUS  METOJA,  YIOBICTBOPSIOIIEMY
crenuanbHoMy narrepuy Spring Data Repository.

[Tpu ucnonp3oBaHuu Meroma ¢ aHHotanued @Query, Spring Framework
HIOJICTABJISET B pealIM3alliI0 METO/Ia CTPOKY C 3alIPOCOM K 0a3e JaHHBIX, YKa3aHHYIO
B Ka4eCTBE MapamMeTpa YIIOMSHYTOH BBIIIEC aHHOTAIINH.

[Ipu wucnonp3oBaHuu marTepHa, SPring Framework, ocHoBEIBasch Ha
Ha3BaHWM METOJa, TUIIE BO3BpAIlaeMOT0 3HAYEHUS W TEPElaHHBIX MapaMmerpax,
TeHEepPHUPYeT 3ampoc K 0a3e MaHHBIX aBTOMAaTU4eckd. B muctuHre 16 mpencrasiieH

MMpuUMCpP CO30aHuA PCIIO3UTOPUA.

JIuctunr 16. Ilpumep co3gaHusi peno3UTOPUSL.

package ru.programsolutions.ubps.repository;

import org.springframework.data.jpa.repository.Query;
import org.springframework.data.repository.CrudRepository;
import org.springframework.data.repository.query.Param;
import ru.programsolutions.ubps.entity.auth.AuthUser;
import ru.programsolutions.ubps.entity.auth.Role;

public interface AuthUserRepository extends
CrudRepository<AuthUser, Long>
{

@Query ("select au.role from AuthUser au where au.email =
:login")

Role getAuthRole (@Param("login") String login);

AuthUser findByLogin (String login);

Kak BumHO u3 mpumepa Bbille, ObUl co3laH UHTEp(ENc peno3uTopus,

yHacienoBanubiii oT CrudRepository, mpu 3ToM yKka3aHO, YTO B KayecTBE Kiacca
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cymiHocTH ucmosibdyercss AuthUser, a B kadecTBe Kiacca HISHTH(PHUKATOpA
ucrnosb3yercst Long. ¥ ganHoro mHTEp(deEiica ecTh 1Ba MEeTOAA:

— Role getAuthRole(@Param(“login™) String login) — momeuen
anHoTanued @Query. [Tapamerp 3Toi aHHOTAIIMHU — CTPOKa 3ampoca Ha
s3eike hql, B xauecTBe MMeHOBaHHOTO mapamerpa login, B cTpoky
3ampoca OyjeT mepeiaH mapaMeTp MeToja ¢ aHHoTauued @Param,
3HAYCHWE KOTOPOTO COBMAJaeT C Ha3BaHUEM HMMEHOBAHHOTO
napameTpa. llocie BBIOTHEHHs 3ampoca MOJYYSHHBIH pe3ysbTaT
Oy/ieT IPUBE/ICH K yKa3aHHOMY, B Ka4eCTBE BO3BPAII[AEMOT0, THITY.

— AuthUser findByLogin(String login) — cooTBeTCTByeT maTTepHy
periozutopues Spring Data. Ilpum peanmsanuu JaHHOTO MeETOJa
¢dpeliMBopKkOM OyAeT CKOHCTPYHMpOBaHA CTPOKa 3ampoca Ha MOUCK U
BO3BpAT MEPBOro 00BEKTa, Ybe 3HAUCHUE CBocTBa 10gin coBmamaer ¢

INCPCaIaHHbIM IIapaMCTPOM.

5.5 Co31aHue KOHTPOJLJIEPOB

B pa3paboTraHHOM MPHUIOKEHUH OFPOMHYIO POJIb UTPAIOT TaK Ha3bIBACMBIC
KOHTpoyuiepbl. OHHM MPEACTaBISAIOT U3 ce0sl KIACCHI, BHYTPU KOTOPBIX OITHCAHBI
METO/bl, BbI3bIBacMble (peliMBopkoM mnpu noaydenun HTTP 3ampoca ot
nojab3oBares. KoHtposuiepsl momeuarotcst anHortaruer @Controller u takxke
MOTYT OBITh TOMEUCHBI aHHOTanue @RequestMapping.

Annoranus @RequestMapping TouHO CKOH(HUTypUpPOBaTH KaKOW METO/I
Kimacca OyaeT BBI3BaH MPHU OMNpPEACNICHHBIX 3ampocax Mosb3oBarenei. [lpu
KOHQUTYpallMk STOW aHHOTAIIMM MOXKHO YyKa3aTh 3HAYCHHS CICAYIONIUM e¢
napameTpam:

— value — manmuuar URL, momaepkuBaeT 3ajaHue 3HAYCHHUS B CTHIIC

natTepHa Ant, 3HaueHHE M0 YMOJIYAHUIO ITyCTON MAcCUB CTPOK;
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path — sBisiercs cMHOHMMOM mapameTpa value, mpu mpucBOCHHU
3HAYCHHUS K OJJHOMY W3 OTUX IMapaMeTPOB, YKa3bIBaTh 3HAUCHUE IS
napaMeTpa-CHHOHMMA He HY)KHO;

name — HaMMEHOBAaHHE MAIIWHTA, 3HAYCHUE TI0 YMOIYAHHIO ITyCTast
CTpPOKa;

method — ykazanme ¢ xakumu Meromamu HTTP-3ampoca cBsi3biBaTh
METOJI KOHTpPOJUIEpa, MO YMOJYaHHIO IIyCTOH MAacCHUB OOBEKTOB
nepeuncnenns RequestMethod;

params — yka3zaHWe BXOMISIIMX TapaMeTPOB W WX 3HAYCHUH, MPHU
COBMNAJCHUU KOTOPHIX HEOOXOJUMO BBI3BATH METOJ[ KOHTPOJLIEPA,
3HAYCHHE 110 YMOIYAHHIO ITyCTOH MAaCCHUB CTPOK;

headers — aHanorn4Ho mapameTpy params, OJHaKO JJIsi 3ar0JIOBKOB
3ampoca, 3Ha4yeHUe M0 YMOJYaHUIO ITyCTOM MacCHUB CTPOK;

consumes — ykazanue npu kakux MIME-tunax maHHBIX BXOJSIIETO
3ampoca OyJeT BbI3BaH METO KOHTPOJUIepa, 3HaYECHUE TI0 YMOTYaHUTO
yCTON MacCUB CTPOK;

produces — ykazanue npu kakux MIME-Tunax maHHBIX, KOTOPBIX
OKHJIaeT OTIIPABUTENH 3aIpoca, Oy/IeT BbI3BaH METOJ KOHTPOJIIEPA,

3HAYEHHE 110 YMOJYAHUIO ITyCTOM MACCUB CTPOK.

[Toxammstoiee GOJBITMHCTBO 3aMpPOCOB CojAepKaT B cebe mapameTphl. Jlis

TOro, 4ToObl UMETh K HHUM JOCTYIl Te€J€ METOAa, HEOOXOAMMO [JIsi KaXKJI0ro

MOJIy4aeMoro rapaMerpa B CIHCKE BXOJSAIIUX MMapaMeTpPOB METOJa HEOOXOIUMO

yKa3zaTh aHHOTanmio @RequestParam B HacTpoiikax KOTOPOW MOXHO 3a1aTh

S3HAYCHHUA CIICAYIOIIUM IIapaMETpaM:

— value — ykaspiBaeT, 3Hau€HHE KaKOrOo MapamMeTpa 3ampoca Oyaer

MIPUCBOCHO AHHOTUPOBAHHOMY IMapaMeTpy METOj]ia, MO YMOJIYAHHUIO

MmycTasi CTPOKa;
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— name — sBiISeTCS CHHOHMMOM mapamerpa Value, mpu npucBoeHUU
3HAYEHUsI K OJHOMY M3 ITHUX IapaMeTpOB, YKa3bIBaTh 3HAYCHHUC JIJIS
napaMeTpa-CHHOHUMA HE HYXKHO;

— required — yka3piBaeT Ha 00sI3aTEIBLHOCTh MPUCYTCTBHSI ITapamMeTpa B
3arpoce, o yMOJIYaHuio true,;

— defaultValue — ykaspiBaeT Ha TO, Kakoe 3Ha4eHHE OYIET MPUCBOCHO
AHHOTUPOBAaHHOMY TIapaMeTpy METONa, €CIM IapaMeTp 3arpoca C
yKa3aHHbIM HMMEHEM OTCYTCTBYET, MO YMOJYAHHIO HCIOJb3YeTCs
sgauenne «\N\(\\n\t\t\n\uEOOO\UEOO1\UEOO2\n\t\t\t\t\n», uro sBIAETCA
3aMeHoM cioBa «null.

B koHTposiepe TakKe MOTYT HCIOIb30BaThCsA PA3IHUHBIE CEPBHUCHI,
KOMITOHEHTBI, PEMO3UTOPHU U JPyrue KOHTpoJuiepbl. Tak kak B mporpamme OHH
ABTOMATUYECKU WHHIIHATU3UPYIOTCS (DPEHMBOPKOM, TO JUIS JOCTyNa K HUM H3
KJlacca KOHTPOJIJIEpa, HEOOXOAUMO A00ABUTH MOJIE C TUIIOM, COOTBETCTBYIOLIEMY
HEOOXOJMMOMY, yKa3aTb WMs TIIOJIs, a TaKXe IIOMETHTh €ro aHHOTAIueH
@Autowired. I[Tpu nHUIMANTH3aMK KOHTpoJLIepa Spring Framework cam nmpucBout
3TOMY TIOJIIO CCBUIKY Ha YK€ WHHIIMAIM3UPOBAHHBIA KOMIIOHEHT. B nmuctunre 17

MNpCaACTaBJICH IIPUMCP CO3aHUA KOHTPOJIICPA.

JIuctunr 17. Tlpumep co3ganus KOHTPOJUIEPA.

@Controller
public class MyCabinetController
{

@Autowired
private CurrentUser currentUser;

@Autowired
private MobileProperty mobileProperty;

@Autowired
private NotificationService notificationService;

@RequestMapping (value = Path.MY CABINET, method =
RequestMethod.GET)

public String myCabinetPage (Model model)

{
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AuthUser user = currentUser.getUser();
model.addAttribute ("authUser", user) ;

model.addAttribute ("androidAppLink",mobileProperty.getAndroi
dAppLink());

return Template.MY CABINET;

public class Path{

public static final String MY CABINET = "/profile";
}
private class Template/{
public static final String MY CABINET = "profile";
}
}
4 K3 MpeaACTaBJICHHOTI'O BBIIIIE JJUCTHUHTI'a BHUIHO, qTo KJIacc

MyCabinetController mnomeuen annortanmeir @Controller wumeer Meron
myCabinetPage, mnomeueHHbI anHHOTammed (@RequestMapping, KoTopbIit

BO3BPAIIACT ITIOJIB30BATCIO CTPAHUIY C JdHHBIMHU 3TOI'O IIOJIb30BATCIIA.

5.6 Co3naHne KOMIIOHEHTA ABTOPU3ALMHU MO0JIH30BATE/IsI HA CTOPOHHMUX

pecypcax cetu UHTepHer

JImga aBTOpH3anMy MOJIBL30BATENIC HAa CTOPOHHUX pecypcax cethu MHTepHer
OBLT pa3paboTaH AJITOPUTM, OCYIIECTBIISIONIUN aBTOPU3AIIUIO MTOJIh30BaTENCH B 1Ba
JTana:

1. TlpenBapurtenbHas aBTOpU3AIMS MO JIUITY TOJIb30BaTesl. CTOPOHHUM
pecypcom cetu MutepHer ocymectBisercs HTTP-3ampoc B
pa3pabOTaHHBIN CepBuC, coaepKauu KOHTENHED c
OMOMETPUYECKUMU JJAHHBIMU TI0JIH30BATEIISI, TPUMEPHBIN BO3PACT, TIOJ
u uneHtudukatop ycrporcrBa. CepBUC aHAIM3UPYET MOITYUYECHHbBIC
JaHHbIe, GOPMHUPYET CIUCOK MOAXOASIINX O] 3aJaHHBIC TTAPAMETPHI

M0JIb30BaTENIe U CBEPSIET KOHTEHHEP C JTaHHBIMU MO OMOMETPUU C
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TEMH, 4TO ObUIM 3arpykeHbl MoJib3oBaTeasiMu panee. Ilocime sToro
cepBuc GOpMHUPYET MyOTMIHBIA YHUKATBHBIN TOKEH, KOTOPBIA OyeT
nepejaH  [pU  YCHOEIMIHOW  NPEABApUTEIbHOM  aBTOPHU3ALUU
MOJIb30BATENIO U 3alTUCHIBACT B 0a3y NaHHBIX, YHUKATbHBIN CEKPETHBIN
TOKEH M Ha OCHOBE HUX (POpMHUpYET NHpPH MOMOIIU XAUIMPOBAHUS
TPETUIl TOKEH, KOTOPBIM BMecTe CO BTOpbIM OyneT 3amucaH B 0azy
JAHHBIX.

Koneunast aBropu3zanus no rojiocy Mnojb30BaTeNs WIM €ro OTIIEYaTKY
najgpua. CTOPOHHMM pecypcoM ceTu HHTepHeT OcCyIlecTBIAETCS
HTTP-3anpoc B pa3paboTaHHbBIN CEpBULC, coaepKalun
UACHTU(UKATOP TOJB30BATENsl CUCTEMbI, MyOJIMYHBIM  TOKEH,
KOHTEWHEp C OHOMETPUYECKUMH JIaHHBIMU TI0JIb30BAaTENd H
uaeHtudukarop  ycrpoictBa. ChHauana, mno 0a3e  JaHHBIX,
OCYIIECTBIISIETCS TOUCK OOBEKTa, COAEpXkAIIero HH(pOpMalHio IO
TokeHaM. Jlasee  ocymiecTBisieTcs — omepauus — KOHKaTCHAIluU
NyOJIMYHOTO U CEKPETHOI'O TOKEHOB. 3aT€M BBINOJHIETCS ONepanus
CPaBHEHMSI KOHKATECHUPOBAHHBIX M XJIIMPOBAaHHOTO Ha JTale
IIpEABApUTEIBLHON aBTOPU3allMM TOKEHOB. B ciydae, ecin onepanus
[IPOLLIA YCHEUIHO, CPAaBHUBAECTCS IPUHATBHIA OT IIOJIB30BATENA H
XpaHsmuiicss B 0a3e JaHHBIX KOHTEHHEPHl C OHMOMETPUUYECKUMH
NaHHbIMU.  Pe3ynpTar  BBINIOJHEHUS  OTIPABISAETCS  KIMEHTY,

VHUIMUPOBABIIIEMY 3aMpoOC.
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6 PYKOBOJIACTBO

6.1 PykoBoacTBO 10 cOOpKe NMpoeKTa
COopka mpoeKkTa MOKET ObITh BBHINOJIHEHA Y€pe3 WHTETPUPOBAHHYIO CPEAy

paspadotku IntelliJ IDEA wiu Bpy4HyIo.

6.1.1 COopka mpoeKTa MmpH MOMOIIY UHTETPUPOBAHHON CPEIbl pa3paboTKy.

Heo06xo0auMo OTKpPBITh MPOEKT UHTETPUPOBAaHHYIO cpeny paspadorku Intellid
IDEA. Ecniu ciipaBa oTcyTCTBYeT BKIaaka «Maven Projects», To Hy)>KHO IiepeiTH BO
BKIaaKy «Viewy = «Tool Windows» u BeiOpats myHKT «Maven Projects». Jlaiee
HeoOXoauMo TiepeiiTi Bo Bkiaaky Maven Projects, packpbITh MyHKT ¢ Ha3BaHHEM
IpoeKTa, 3aTeM packpbiTh MyHKT Lifecycle u BeiOpats mynkt install. ITocie atoro,
HE0OX0AMMO MoAOoXKAaTh Noka Maven 3akoH4uuT cOOpky mnpoekta. CoOpaHHBIN

MpOEeKT OyAeT HaXOAUTCS B AUpeKTopuu target B Buje *.war apxusa.

6.1.2 Coopka mpoekTa mpu nomoiu Maven

Jiss  Hadana HeoOXOIMMO CKadaThb ¢  O(QUUUMAIBHOrO cailta H
pa3apXuBHUpOBaTh apXuB C MNpuioxkeHuemM Maven B moOyro AMpeKTopuro. 3ateM
HEOOXOJMMO OTKpBbITh CBOMCTBA KOMIIbIOTEpa M HaXaTb Ha BKJIAJKY
«/lonomHurenbHple  mapaMeTpel  cuctembl». llocie 3TOro  BO  BKIANKe
«/lonmomHUTETFHO» HY)KHO Ha)KaTh Ha KHOTKY «IlepeMennbie cpenb». B mo6oii u3
IBYX (hOpM MOSIBUBILIETOCS OKHA, BHIOpaTh NiepeMeHHyto «Path» u 106aBuTh Kk Heit
nyTh J10 manku «biny mpunoxkenus Maven.

JUisi  npoBEepKH  KOPPEKTHOCTH  BBINOJIHEHUS  NPEAbLAYIIEro  Iiara,
HEOOXOJMMO OTKpPBITh KOMAHJIHYI0 CTPOKY M BBECTH KOMaHIy «mvn —V». B

PE3YJbTATC BBIIIOJIHCHHUA KOMAaHJblI HA 3KpaH TCPpMHHAJIA AOOJLKHO BBIBCCTHCH
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cOOOIIIeHNE, CoJeprKallee BEpPCHIO MPOAYKTa, MyTh 10 aupektopuu ¢ Maven,
Bepcuio Java, myTh 10 JUPEKTOpUHM € Java, JIOKaIu3alHio [0 YMOJYAaHUIO WU
uHdopMaIuio 00 oneparMoHHON CUCTEME.

[locne 3TOro B OKHE KOMAHIHOW CTPOKM HY>KHO BBIITOJHHTH KOMaHAY
nepexo/ia B Marnky ¢ MPOEKTOM, a 3aTeM BBIIOJIHUTH KoMaHay «mvn instally. ITocie
TOrO HEOOXOAUMO JOXKAaThCs, Noka Maven 3akoHYUT cOOpKy MpOeKTa.

CoOpaHHBIN POEKT OYIEeT HAXOAUTCS B TUPEKTOpHH «targety B Bume *.war apxusa.

6.2 PykoBo/JCTBO 10 pa3MelleHUIO IPOEKTa HA cepBepe

[Tocne cOopku mpoekra HeobOxoauMmo mpu momornu npuioxenus FileZilla
YCTAaHOBUTh CBSI3b C CEPBEPOM, M CKOMHUPOBATH COOpPAHHBIA *.war apxuB B
JTUPEKTOPUIO0 «WEDapps», KOTopas HaXOIUTCS B TUPEKTOPHHU, Kylda YCTaHOBIICH
Apache Tomcat. Ilocie BBITONHEHHUS ONEpalMd  KOMUPOBAHUS  3aKPHITh
COEIUHEHHE.

Jlanee HEOOXOIMMO YCTAaHOBUTH COEJUHEHHE C CEPBEPOM IMpU MOMOILU
npuioxenust PUTTY. [Tocne Toro kak coequHeHne OyAeT yCTaHOBJIEHO, EPEUTH B
JTUPEKTOpHIO, T1e HaxoauTcess Apache Tomcat, 3atrem B aupekTopuio «biny. ITocre
3TOTO B 3TOH TUPEKTOPUH HEOOXOMMO BHITIOTHHUTH 3aIyCK KOHTEWHEpa CepPBIIETOB,

yTeM BBOJa KOMaH bl «./startup.shy.

6.3 PykoBoacTBO 10 PperucTpanvud MoJb30BaTeJssi B  CepBHCe

aBTOpHU3aLMHU

[Tocne 3amycka koHTeitHepa cepsieroB Apache Tomcat, HeoOXoauMo c
NOMOIIbIO BeO-Opay3epa nepedTu Ha cTpaHully BeO-cepBuca. [lanee B mpaBom
BEepXHEM yriry cTpaHuilbl BIOpaTh MyHKT «SIGN UP». Ha oTkpsiBIIeiics cTpanulie
3armoaHUTh opMy peructparuu u Haxath Ha KHONKY «CONTINUEY. Pucynok 2

COJICPKUT MPUMEP 3aMOJHEHUST (DOPMBI pETUCTPALIMH MOJIb30BATEIIS.
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SIGN UP

3  MwupoHoe
1 Axopen
2 | Patronymic (not required)

¥ | mironov.andrey.1994@gmail.com

i EREEREAE

i EREEREAE

Sign in CONTINUE
Forgot password?

Pucynoxk 2 - [Tpumep 3anosHeHust GOPMbI perucTpaliy NOIb30BaATEIs

Ilocne ycnemHoN perucTpanyu, Ha YKa3aHHbBIA MOYTOBBIA aApec NPHUIET
MUCHMO C CCBUIKOM JJi aKTHBAIMM akkKayHTa. PHCYHOK 3 COIEPKUT MpHUMep

COACPIKaHNA TNCbMa C CCBIJIKOM AJI TIOATBCPIKACHUA aKKAayHTA.

MNoareepxaeHve pervcTpaunn Ha Cepeuce BruomeTpryeckux TexHonornin Pacno3HoBaHus Brogsume  x

ubps01@gmail.com
KOMY: MHE [+

MoOTBepOeHWe perncTpaunmn nonb3osaTens

3ppascTeyiTe, Bu sapervcTpupozanucs & Cepewrce PacnoaHosanua Buometpuyeckx Obpazos
[INA NOATEEPHAEHUA CEOEA YUESTHON 3annck NepeianTe Mo CobMKE.

Ecnw Bam He yaanocs nepeiTi No ykazaHHoM coeinke, nonpobyATe NepedTH BpyYHYIO
hitps://demo.ubps. co.ukiubps/activate Puser-confirm-id=10&act=%2a$12%fs59s SwxzLIKy3cWXqglurue8QU13ulen7MZ027hKe 4z AdzenShrws

Ecnu Bl He perucTpypoBanucs Ha HallemM CEpEMCE, TO, NOMANyWACTa, NPOUrHOPUPYITE 3T0 MMCEMO.
[laHHOE MMCEMO CO3AAH0 ABTOMATMYECKM, OTESUATE HA HETO HE HYIKHO.

C yeaxeruen, PROGRAM solutions.

Pucynoxk 3 - [Ipumep conepskanust mucbma
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[Tociie 3TOrO MONMB30BATENIF MOXKET aBTOPU30BATHCS HA CAWTE, MEPEUTH B
JUYHBIA KAaOMHET W O3HAKOMHUTHCS C TMOAPOOHBIM OMHCAHWEM JaTbHEHIIHMX
nericTBuil. PUCYHOK 4 COACPXUT ONMMCaHUE IMOCIEI0BATCIbHOCTH JCUCTBUN IS

UcnoJib30Banus npuioxkenuss Demo Bank Application.

Mupotos Anapet Demo Bank Application

& mironov.andrey. 1994 @gmall.com

Guide
Status: Registered user

Before using this app, please be sure that recognition templates are set

1. Launch UBPS Banking Demo

2. Your face will act as login from your account, and voice as a password

3. Let the application verify your face

4. If the previous ope n was successful, the application will ask you to say your unique phrase

For verifying by voice, you need to pronounce your unique phrase with similar speed and
While \‘ldll‘l:xlﬂl“g template and \uEflfylﬂg your voice, it is optimal to keep your smartphone at
m

PI/ICYHOK 4 - OnucaHus IOoCJIICAJOBATCIbHOCTH HeﬁCTBHﬁ JJIA UCIIOJIb30BAHUA IIPUIIOKCHU S

Demo Bank Application

6.4 PykoBoacTBO 110 padoTe ¢ CEpBMCOM aBTOPU3ALIMHU MOJIb30BaTe el 10

OMoMeTpHYeCKNM JAHHBIM Yepe3 CTOPOHHHE CEPBUCHI

Jist mpumepa paboOThl C CEPBUCOM aBTOPHU3ALMU TOJB30BATENEH TI0
OMOMETPUYECKMM JaHHBIM 4Yepe3 CTOPOHHHUE CEpPBUCHI ObLT pa3paboTaH
JIEMOHCTPALIMOHHBIN cCepBUC OHIAIH OaHka. BX0/ B IMUHBIN KaOUHET MOJIb30BATENS
JAHHOTO CEpBUCA OCYULIECTBISIETCS IIyTEM MPEJOCTABICHUS CEPBUCY JULA
noJyib30oBaTeNst yepe3 BeO-kamepy. llociie BBINONHEHHS CHUMKa BeO-KaMepou,
OCYIIECTBJISIETCS ~ Tpoliecc  coObopa  OMOMETpUYECKON  MH(pOpMAlUHU IO
IIPENOCTABIEHHOMY CHUMKY U OTIIPABJISIETCS B CEPBUC aBTOPU3ALIMH M10JIb30BATENEN
no OHOMETPUYECKUM JIaHHbIM. PHCYHOK 5 COAEpKUT MNpuMEep aBTOPHU3ALUU

IMOJIL30BATCJIA 110 JIMITY.
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Sign in via UBPS

Take snapshot

Y

Pucynoxk 5 - [Ipumep BBINOJIHEHUS aBTOPU3ALIUY 110 JIUILY

Ecnu nmonws3oBarens ¢ TakUMU OMOMETPUYECKUMU JTAHHBIMHU OyAeT HailjieH,
TO OOpaTHO BEPHETCS OTBET, COACPIKAITUN TOKEH IS CIEIYIOIEro 3ampoca, Beo-
CalT yBEIOMHT IOJIH30BATEIs 00 YCIENIHOW aBTOPH3AIlMU IO JIUIly, a dopma ¢
U300paKeHNEM C BeO-Kamephl 3aMEHHUTCS Ha GopMy IS MPEJOCTABICHUS roJIoca
nosib3oBatens. PucyHok 6 comepkur ¢GopMmy aBTOpH3alid 10 TOJOCY |

yBEIOMJIEHHE 00 yCIEIIHOW aBTOpU3ALNH T10 JIUILY.
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— Face verified x

Sign in via UBPS

Start voice authonzation

Pucynok 6 - @opma aBTOpH3aIMK 1O TOJIOCY M YBEIOMIIEHHE 00 yCIEIHOW aBTOPU3AIMH O

12010

Ilocne mosHOW aBTOpU3ALMU I10JIb30BATENb MOJYYUT JOCTYIl K JINYHOMY
KaOWHETY NOJIb30BATEISI, IJI€ CMOXKET NEPEBOAUTD APYTUM MOJIb30BATENISIM CUCTEMBI
BUPTYaJIbHbIE JCHEXXHBIE CPEACTBA. PUCYHOK 7 COOEPXXHUT CHHUMOK JIHMYHOIO

KaOWHETA MOJIb30BaTEII.

Transaction Sender Recipient Amount Date Status Status Message

YOUR ACCOUNT NUMBER: 6 L) Code
AMMOUNT 88760 60 8 8 -17.0 ““J.” viw\,“ FAIL Transaction aborted. Wrong amount value

s 59 6 6 40 2017-10-17 FAIL Transaction aborted. Wrong amount vaiue
Transfer money: 114121648
Recipient account: 58 ] 8 50 2017-10-17 FAIL Transaction aborted. Wrong amount value
11:41:16.024
Amount:
7 6 6 40 OK Transaction completed Money added
5¢ 6 1 00 0K Transaction compieted
Deposit to account:
Amotit: 52 6 1 500 017 6 FAIL Transaction aborted Wrong amount value
51 6 1 10 2017-10-16 FAIL Transaction aborted Wrong amount value
) 6 1 00 0K Transaction completed
4 6 10 FAIL
4 6 1 FAIL
40 6 1 1000.0 10-16 OK

15.07:52.463

Pucynok 7 - JInunblif kaOWHET NOJIB30BATENS
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Jlns mepeBona BUPTYalIbHBIX JEHEKHBIX CPEICTB IPYTHM IOJIb30BATEIAM
CHUCTEMbl HEOOXOIMMO BBITIOJHUTH MNPOIEAYPY, AHAJOTUYHYIO aBTOPH3AIMU Ha

caure.
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3AK/IIOYEHUE

B mporecce paboTer ObuM ompeneneHsl U chopMyIUpOBaHEl TPEOOBAHUS K
PEIICHHIO MIOCTABICHHOM 3a/1a4i, METOMKA PEIICHUS K MHCTPYMEHTHI peaTn3alliu.

Ha s3pike Java ¢ mpumenenuem ¢peiimBopka Spring Framework Obur
pa3paboTaH CepBUC aBTOPH3AIINH TTOJIH30BATENICH M0 OMOMETPUIECKUM JTAHHBIM.

beumn  m3ydeHbl OCOOGHHOCTH CO3JaHHMS CEPBHUCOB C TPUMEHEHUEM
dbpeiimBopka Spring Framework, ocoOeHHOCTH CO3/IaHus CTPYKTYPhl MOJCIIH Oa3bl
JAHHBIX TIPU TIOMOIMM KJIAcCOB CYIIHOCTEH ©W METOABI ayTeHTH(UKAIUN
II0JIb30BAaTEIIEH.

Ha ocHOBe crHpoekTHUpoBaHHOW ©0a3bl JaHHBIX, €€ CTPYKTypa Oblia
peanu3oBaHHAs TPOTPAaMMHBIM  crmocoboM. beumn  pa3paboTaHbl  MOTyIH
perucTpallud W aBTOPU3AllMM TI0JIb30BaTENIe, a TakKe MOJYJb 3arpy3Ku,
COXpaHEHUS U N3MCHECHHSI OMOMETPUYECKUX JTAHHBIX MOJIh30BaTEIICH

Pa3zpaboTtanHas cuctema sIBISICTCS YHUBEPCATbHON M MOXKET UCTIOIb30BAThCS
B 10001 cdepe KU3HEAeATETLHOCTH YeJIOBEKa, T/Ie He00X0[uMa ayTeHTUhUKAIIS
ITOJIb30BATEIIEH.

BrinonnenHas paboTta MoJHOCTHIO COOTBETCTBYET MOJIYYCHHOMY 3aJaHUIO U

MOXET OBITh BHEJIPEHA B YK€ pabOTAIOIIUE CUCTEMBI.
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HPUJIOXKEHUE A
JIMCTUHI'N

(o0s13aTEIBLHOE)

Ipunoxenne A.1

JIMCTHHIY KJIACCOB CYIHOCTEH

[Tpunoxenue A.1.1

®aiin «AuthUser.javay

package ru.programsolutions.ubps.entity.auth;
import javax.persistence.*;

*

/
Knmacc mHpopmMauum noJjes3oepaTesia. COOEpXUT TakKue IaHHBE KaK:
<ul>oduya
<li>{@link #id mmenTMdukaTOp MnoJb30BaTEeNA}</li>
<1li>{@link #role posb nomb30BaTeng}</li>
<1i>{Q@link #status craryc nojar3oBaTena}</li>
<li>{@link #blocked dmar OJIOKUPOBKMU
rnosb30oBaTendg}</li>
* <1li>{@link #email >3JEeKTPOHHEI [IOUTOBHI am;pec
nojps3oparTeng}</li>
* <li>{@link #phone xoHTakTHEI TejedoH
nojp3oparTeng}</li>
* </ul>
*/
@Entity (name = AuthUser.Database.ENTITY NAME)
@Table (name = AuthUser.Database.TABLE NAME)
@Inheritance(strategy = InheritanceType.JOINED)
@DiscriminatorColumn (name =
AuthUser.Database.COLUMN ROLE NAME, discriminatorType =
DiscriminatorType.STRING)
public abstract class AuthUser

{

X % X o X X X

@Id

@Column (name = Database.COLUMN ID NAME)
@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;

@Enumerated (value = EnumType.STRING)
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@Column (name = Database.COLUMN ROLE NAME,nullable =
false,insertable = false,updatable = false)
private Role role = Role.CLIENT;

@Enumerated(value = EnumType.STRING)

@Column (name = Database.COLUMN STATUS NAME, nullable =
false, unique = false)

private Status status = Status.NEW USER;

@Column (name = Database.COLUMN BLOCKED NAME, nullable =
false)
private Boolean blocked = Boolean.TRUE;

@Column (name = Database.COLUMN EMAIL NAME,nullable
false, unique = true)
private String email;

@Column (name = Database.COLUMN PHONE NAME,nullable
true,unique = true)
private String phone;

@Embedded
private PersonInfo personInfo = new PersonInfo();

public AuthUser ()
{
}

public Long getId()
{

return id;

}
public void setId(Long id)
{
this.id = id;
}
public Role getRole ()
{

return role;

}
public void setRole(Role role)

{

this.role = role;

}
public Status getStatus /()

{

return status;

}
public void setStatus(Status status)

{

this.status = status;
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public Boolean getBlocked()

{

return blocked;

}

public void setBlocked(Boolean blocked)

{

this.blocked

}

public String getEmail ()

{

return email;

}

blocked;

public void setEmail (String email)

{

this.email =

}

public String getPhone ()

{

return phone;

}

email;

public void setPhone (String phone)

{

this.phone =

}

phone;

public PersonInfo getPersonInfo ()

{

return personInfo;

}

public void setPersonInfo(PersonInfo personInfo)

{

this.personInfo = personlInfo;

}

public static class Database({

public
public
public
public
"role";
public
"status";
public
"blocked";
public
"email";
public
"phone";
public

static
static

static
static

static

static

static

static

static

= "auth user id";

}

final
final

final
final

final

final

final

final

final

String
String

String
String

String
String
String

String

String
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ENTITY_NAME = "AuthUser";
TABLE NAME = "auth user";

COLUMN ID NAME = "id";
COLUMN_ ROLE NAME =

COLUMN STATUS NAME =

COLUMN BLOCKED NAME =

COLUMN EMATL NAME

COLUMN_PHONE NAME

JOIN COLUMN AUTH USER ID



[Tpunoxenue A.1.2

®aiin «Personlnfo.javay

package ru.programsolutions.ubps.entity.auth;
import javax.annotation.Nullable;

import javax.persistence.Column;

import javax.persistence.Embeddable;

import javax.validation.constraints.NotNull;
import java.util.StringJoiner;

/**
* BcTpampaeMblM KJIACC C JIMYHBIMM IAaHHBIMM I[1OJIB3O0BaTeJIeN
* ComepXmuT cJienyilmye I10JIS:
* <ul>
* <1li>{Q@link #firstName wmmMa noJjap3o0oBaTena}</li>
* <1li>{Q@link #lastName obammamua nojbs3oBaTeng}</li>
* <1li>{@link #patronymic oTuecTBO HOJL30BaTeNa}</1i>
* </ul>
*/
@Embeddable

public class PersonInfo
{

@Column (name = Database.COLUMN FIRST NAME NAME, nullable
= false, unique = false, length = 32)

private String firstName;

@Column (name = Database.COLUMN LAST NAME NAME, nullable
false, unique = false, length = 32)
private String lastName;

@Column (name = Database.COLUMN PATRONYMIC NAME, nullable
= true, unique = false, length = 32)
private String patronymic = "";

public PersonInfo ()
{
}

public PersonInfo (@NotNull String firstName, @NotNull
String lastName)
{
this.firstName = firstName;
this.lastName = lastName;
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public PersonInfo (@NotNull String firstName, @NotNull
String lastName, @Nullable String patronymic)
{
this (firstName, lastName) ;
if (patronymic != null)
{
this.patronymic = patronymic;
}
}

public String getFirstName ()
{ return firstName;
éublic void setFirstName (String firstName)
{ this.firstName = firstName;
éublic String getLastName ()
{ return lastName;
éublic void setLastName (String lastName)
{ this.lastName = lastName;
éublic String getPatronymic ()
{ return patronymic;
;ublic void setPatronymic (String patronymic)
{ if (patronymic == null)
{ this.patronymic = "";
}

else

{

this.patronymic = patronymic;

}
}

public String getFullName ()
{
StringJoiner joiner = new StringJoiner ("™ ");
joiner.add(this.lastName) .add (this.firstName) ;
if (!this.patronymic.isEmpty())
{
joiner.add(this.patronymic);
}

return joiner.toString();
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public static class Database({
public static final String COLUMN FIRST NAME NAME
"first name";
public static final String COLUMN LAST NAME NAME =
"last name";
public static final String COLUMN PATRONYMIC NAME
"patronymic";

}

}

[Tpunoxenue A.1.3

®aitn «SimpleAuthUser.java»

package ru.programsolutions.ubps.entity.auth;

import org.springframework.security.core.GrantedAuthority;
import
org.springframework.security.core.authority.SimpleGrantedAut
hority;

import
org.springframework.security.core.userdetails.UserDetails;
import
org.springframework.security.crypto.bcrypt.BCryptPasswordEnc
oder;

import javax.persistence.*;
import java.util.ArrayList;
import java.util.Collection;
import java.util.List;

/**
* ComepXmuT IaHHBIE aBTOPMBALMM I[10JIL30BaTeJeNn
*/
@Entity (name = SimpleAuthUser.Database.ENTITY NAME)
@Table (name = SimpleAuthUser.Database.TABLE NAME)
public class SimpleAuthUser implements RegistrationAuth,
UserDetails {
@Td
@Column (name = Database.COLUMN ID NAME)
@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;

@OneToOne

@QJoinColumn (name =
AuthUser.Database.JOIN COLUMN AUTH USER ID,
referencedColumnName = AuthUser.Database.COLUMN ID NAME)

private AuthUser authUser;
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@Column (name = Database.COLUMN PASSWORD NAME, nullable
false, unique = false, length = 128)
private String password;

public SimpleAuthUser () {
}

public AuthUser getAuthUser () {
return authUser;

}

public Long getId() {
return id;

}

public void setId(Long id) {
this.id = id;
}

public void setAuthUser (AuthUser authUser) {
this.authUser = authUser;

}

public void setPassword(String password) {
this.password = password;

}

@Override
public Collection<? extends GrantedAuthority>
getAuthorities () {

SimpleGrantedAuthority sia = new
SimpleGrantedAuthority (this.authUser.getRole () .toString()):;
List<SimpleGrantedAuthority> authList = new

ArrayList<>();
authList.add(sia);
return authList;

}

@Override
public String getPassword() {
return this.password;

}

@Override
public String getUsername () {
return this.authUser.getEmail () ;

}

@Override
public boolean isAccountNonExpired() {
return true;
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}

@Override
public boolean isAccountNonLocked() {
return !this.authUser.getBlocked() ;

}

@Override
public boolean isCredentialsNonExpired() {
return true;

}

@Override
public boolean isEnabled() {
return !this.authUser.getBlocked() ;

}

@Override
public AuthUser getRegistrationAuth () {
return this.authUser;

}

public static class Database {
public static final String ENTITY NAME =
"SimpleAuthUser";
public static final String TABLE NAME =
"simple auth user";

public static final String COLUMN ID NAME = "id";
public static final String COLUMN PASSWORD NAME =
"password";

}
}

[Tpunoxenue A.1.4

®aiin «Enroll.java»

package ru.programsolutions.ubps.entity.enroll;

import

com. fasterxml.jackson.annotation.JsonManagedReference;
import ru.programsolutions.ubps.entity.Client;

import ru.programsolutions.ubps.entity.auth.AuthUser;

import javax.persistence.*;

import java.io.File;

@Entity(name = Enroll.Database.ENTITY NAME)
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@Table (name = Enroll.Database.TABLE NAME)
@Inheritance (strategy = InheritanceType.JOINED)
@DiscriminatorColumn (name =
Enroll.Database.COLUMN ENROLL TYPE NAME, discriminatorType =
DiscriminatorType.STRING)
public class Enroll {
@Id
@Column (name = Database.COLUMN ID NAME)
@GeneratedValue (strategy = GenerationType.IDENTITY)
protected Long id;

@JsonManagedReference

@ManyToOne

@JoinColumn (name =
Client.Database.JOIN COLUMN CLIENT ID NAME,
referencedColumnName = AuthUser.Database.COLUMN ID NAME,
nullable = false, updatable = false)

protected Client client;

@Enumerated (value = EnumType.STRING)

@Column (name = Database.COLUMN ENROLL TYPE NAME,
insertable = false, updatable = false)

protected EnrollType type;

@Column (name = Database.COLUMN PATH NAME, nullable =

false, unique = true, length = 512)
protected String path;

public Enroll () {
}

public Enroll (Client client, EnrollType type, String
path) {
this.client = client;
this.type = type;
this.path = path;
}

@PostRemove
private void removeFile() {
File file = new File(this.path);
boolean exists = false;
try {
exists = file.exists();
}catch (SecurityException e) {
System.err.println("SecurityException on file ["
+ file.getAbsolutePath() + "]; Read-access denied. Delete
file manually if exists");
}
if (exists) {
try {
file.delete();
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} ¢

atch (SecurityException e) {
System.err.println ("SecurityException on

file [" + file.getAbsolutePath() +
Delete it manually");

}

}
}

public Long getId() {

}

return

id;

public void setId(Long id) {

}

this.id

= 1id;

public Client getClient () {

}

return

client;

"]; Delete—access denied.

public void setClient (Client client) {
ient = client;

}

this.cl

public EnrollType getType () {

}

return

type;

public void setType (EnrollType type) {
this.type = type;

}

public String getPath ()
return path;

}

{

public void setPath(String path) {

}

this.pa

th = path;

public static class Database({

"type";

l|pathl| ,.

public
public

public
public

public

static final
static final

static final
static final

static final

String
String

String
String

String
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ENTITY NAME = "Enroll";
TABLE NAME = "enroll";

COLUMN ID NAME = "id";
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[Tpunoxenune A.1.5

daiin «EnrollFace.java»

package ru.programsolutions.ubps.entity.enroll;
import javax.persistence.*;

@Entity(name = EnrollFace.Database.ENTITY NAME)

@Table (name = EnrollFace.Database.TABLE NAME)
@DiscriminatorValue (EnrollFace.Database.DISCRIMINATOR)
public class EnrollFace extends Enroll {

@OneToOne (targetEntity = FaceFeature.class, cascade =
CascadeType.PERSIST)

@QJoinColumn (name =
FaceFeature.Database.JOIN COLUMN ID NAME,
referencedColumnName = FaceFeature.Database.COLUMN ID NAME)

private FaceFeature faceFeature;

public EnrollFace() {
this.type = EnrollType.FACE;
}

public FaceFeature getFaceFeature() {
return faceFeature;

}

public void setFaceFeature (FaceFeature faceFeature) {
this.faceFeature = faceFeature;

}

public static class Database {
public static final String ENTITY NAME =
"EnrollFace";
public static final String TABLE NAME =
"enroll face";
public static final String DISCRIMINATOR = "FACE";
}

[Ipunoxenue A.1.6

daiin «EnrollFinger.java»

package ru.programsolutions.ubps.entity.enroll;

import javax.persistence.DiscriminatorValue;
import javax.persistence.Entity;
import javax.persistence.Table;

@Entity(name = EnrollFinger.Database.ENTITY NAME)
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@Table (name = EnrollFinger.Database.TABLE NAME)
@DiscriminatorValue (value =
EnrollFinger.Database.DISCRIMINATOR)
public class EnrollFinger extends Enroll {
public EnrollFinger () {
}

public static class Database({
public static final String ENTITY NAME =
"EnrollFinger";
public static final String TABLE NAME =
"enroll finger";
public static final String DISCRIMINATOR = "FINGER";
}

[Ipunoxenue A.1.7

daiin «Enroll\VVoice.java»

package ru.programsolutions.ubps.entity.enroll;

import javax.persistence.DiscriminatorValue;
import javax.persistence.Entity;
import javax.persistence.Table;

@Entity(name = EnrollVoice.Database.ENTITY NAME)

@Table (name = EnrollVoice.Database.TABLE NAME)
@DiscriminatorValue (EnrollVoice.Database.DISCRIMINATOR)
public class EnrollVoice extends Enroll{

public EnrollVoice () {
}

public static class Database({
public static final String ENTITY NAME =
"EnrollVoice";

public static final String TABLE NAME =
"enroll voice";

public static final String DISCRIMINATOR = "VOICE";
}

[Tpunoxenue A.1.8

daiin «FaceFeature.java»

package ru.programsolutions.ubps.entity.enroll;
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import javax.persistence.*;

@Entity(name = FaceFeature.Database.ENTITY NAME)

@Table (name = FaceFeature.Database.TABLE NAME)

public class FaceFeature {
@Id
@Column (name = Database.COLUMN ID NAME)
@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;

@Column (name = Database.COLUMN AVERAGE AGE NAME)
private Integer averagelAge;

@Enumerated (value = EnumType.STRING)
@Column (name = Database.COLUMN GENDER NAME)
private Gender gender;

public FaceFeature () {

}

public FaceFeature (Integer averageAge, Gender gender) {
this.averageAge = averagelAge;
this.gender = gender;

}

public Long getId() {
return id;

}

public void setId(Long id) {
this.id = id;
}

public Integer getAveragelAge () {
return averageAge;

}

public void setAverageAge (Integer averageAge) {
this.averageAge = averagelAge;

}

public Gender getGender () {
return gender;

}

public void setGender (Gender gender) {
this.gender = gender;

}

public static class Database {
public static final String ENTITY NAME =
"FaceFeature";
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public static final String TABLE NAME =
"face feature";

public static final String COLUMN ID NAME = "id";

public static final String COLUMN AVERAGE AGE NAME =
"average age";

public static final String COLUMN GENDER NAME =
"gender";

public static final String JOIN COLUMN ID NAME =
TABLE NAME + " " + COLUMN ID NAME;
}
}

[Ipunoxenue A.1.9

daiin «AuthorizedDevice.java»

package ru.programsolutions.ubps.entity;
import ru.programsolutions.ubps.entity.auth.AuthUser;

import javax.persistence.*;
import java.util.ArrayList;
import java.util.List;

/**
* Vupopmaumsa o6 aBTOPMUI3OBAHHEIX YCTPOMCTBAaX I10JIb30BAaTeJIEeN
*/
@Entity(name = AuthorizedDevice.Database.ENTITY NAME)
@Table (name = AuthorizedDevice.Database.TABLE NAME)
public class AuthorizedDevice {
@Id
@Column (name = Database.COLUMN ID NAME)
@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;

@Column (name = Database.COLUMN DEVICE IDENTITY NAME,
unigque = true, length = 255)
private String devicelId;

@ManyToMany (targetEntity = Client.class)

@QJoinTable (name =
Client.Database.JOIN TABLE CLIENT AUTHORIZED DEVICE NAME,
joinColumns = @JoinColumn (name =

Database.JOIN COLUMN AUTHORIZED DEVICE ID NAME,
referencedColumnName = Database.COLUMN ID NAME),
inverseJoinColumns = @JoinColumn (name =
Client.Database.JOIN COLUMN CLIENT ID NAME,
referencedColumnName = AuthUser.Database.COLUMN ID NAME) )
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private List<Client> clients = new ArrayList<Client>();

public AuthorizedDevice () {

}

public Long getId() {
return id;

}

public void setId(Long id) {
this.id = id;
}

public String getDeviceId() {
return deviceld;

}

public void setDeviceId(String deviceId) {
this.deviceId = deviceld;

}

public List<Client> getClients () {
return clients;

}

public void setClients (List<Client> clients) {
this.clients = clients;

}

public static class Database {
public static final String ENTITY NAME =
"AuthorizedDevice";
public static final String TABLE NAME =
"authorized device";
public static final String COLUMN ID NAME = "id";
public static final String
COLUMN DEVICE IDENTITY NAME = "device identity";
public static final String
JOIN COLUMN AUTHORIZED DEVICE ID NAME = TABLE NAME + " " +
COLUMN ID NAME;
}
}

[Tpunoxenue A.1.10
daiin «Client.java»

package ru.programsolutions.ubps.entity;

import ru.programsolutions.ubps.entity.auth.AuthUser;
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import ru.programsolutions.ubps.entity.auth.Role;

import javax.persistence.*;
import java.util.ArrayList;
import java.util.List;

/**
* Knacc ¢ mHOOpMaLMelM O MOJIb30BATEJI0 THUIla
<code>KJIMEHT</code>
*/

@Entity(name = Client.Database.ENTITY NAME)
@Table (name = Client.Database.TABLE NAME)
@DiscriminatorValue (value = Client.Database.DISCRIMINATOR)
public class Client extends AuthUser {

@ManyToMany (targetEntity = AuthorizedDevice.class,
cascade = CascadeType.PERSIST)

@JoinTable (name =
Database.JOIN_TABLE_CLIENT_AUTHORIZED_DEVICE_NAME,

joinColumns = @JoinColumn (name =
Database.JOIN COLUMN CLIENT ID NAME, referencedColumnName =
AuthUser.Database.COLUMN ID NAME),
inverseJoinColumns = @JoinColumn (name =

AuthorizedDevice.Database.JOIN COLUMN AUTHORIZED DEVICE ID N
AME, referencedColumnName =
AuthorizedDevice.Database.COLUMN ID NAME))

private List<AuthorizedDevice> authorizedDevices = new
ArrayList<>();

public Client () {
}

public List<AuthorizedDevice> getAuthorizedDevices () {
return authorizedDevices;

}

public void setAuthorizedDevices (List<AuthorizedDevice>
authorizedDevices) {
this.authorizedDevices = authorizedDevices;

public static class Database {

public static final String ENTITY NAME = "Client";
public static final String TABLE NAME = "client";
public static final String DISCRIMINATOR = "CLIENT";

public static final String
JOIN TABLE CLIENT AUTHORIZED DEVICE NAME =
"client authorized device";
public static final String
JOIN COLUMN CLIENT ID NAME = "client id";
}
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[Tpunoxenue A.1.11

daiin «UserHash.java»

package ru.programsolutions.ubps.entity;

import com.fasterxml.jackson.annotation.JsonIgnore;

import org.apache.tomcat.util.codec.binary.Baseb64;

import
org.springframework.security.crypto.bcrypt.BCryptPasswordEnc
oder;

import ru.programsolutions.ubps.entity.auth.AuthUser;

import javax.persistence.*;
import java.util.Date;
import java.util.UUID;

/**
* XpaHUT HOaHHEE IJIg ayTeHTUOMKALMM [IOJIb30BaTeJld Ha
CTOPOHHUX pecypcax
*/
@Entity(name = UserHash.Database.ENTITY NAME)
@Table (name = UserHash.Database.TABLE NAME)
public class UserHash {
@JsonIgnore
@Id
@Column (name = Database.COLUMN ID NAME)
@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;

@OneToOne

@QJoinColumn (name =
AuthUser.Database.JOIN COLUMN AUTH USER ID,referencedColumnN
ame = AuthUser.Database.COLUMN ID NAME)

private AuthUser authUser;

@Column (name = Database.COLUMN HASH NAME, nullable =
false)
private String hash;

@JsonIgnore

@Temporal (TemporalType.TIMESTAMP)

@Column (name = Database.COLUMN LAST MODIFIED NAME,
nullable = false)

private Date lastModified = new Date();

@JsonIgnore

@Column (name = Database.COLUMN EXPIRED NAME, nullable =
false)

private Boolean expired = Boolean.FALSE;
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@JsonIgnore

@Column (name = Database.COLUMN DEVICE ID NAME, nullable
= false)

private String deviceld;

@JsonIgnore
@Column (name = Database.COLUMN AUTH HASH NAME)

private String authHash;

@JsonIgnore
@Column (name = Database.COLUMN AUTH SECRET NAME)
private String authSecret;

public UserHash() {
}

public String createAndStoreOneUseAuthHash () {
authSecret = UUID.randomUUID () .toString();
BCryptPasswordEncoder bCryptPasswordEncoder = new
BCryptPasswordEncoder (12) ;
String encode = bCryptPasswordEncoder.encode (hash +
authSecret) ;
authHash = encode;
return Baseb64.encodeBase64String(encode.getBytes());

}

public UserHash (AuthUser authUser, String deviceId) {
this.authUser = authUser;
this.hash = UUID.randomUUID() .toString()
this.deviceld = deviceld;

}

public UserHash (AuthUser authUser, String deviceld,
String hash) {
this.authUser = authUser;
this.hash = hash;
this.deviceld = deviceld;

}

public Long getId() {
return id;

}

public void setId(Long id) {
this.id = id;
}

public AuthUser getAuthUser () {
return authUser;

}
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public void setAuthUser (AuthUser authUser) {
this.authUser = authUser;

}

public String getHash () {
return hash;

}

public void setHash (String hash) {
this.hash = hash;
}

public Date getLastModified() {
return lastModified;

}

public void setLastModified(Date lastModified)
this.lastModified = lastModified;

}

public Boolean isExpired() {
return expired;

}

public void setExpired(Boolean expired) {
this.expired = expired;

}

public String getDeviceId() {
return deviceld;

}

public void setDevicelId(String deviceId) {
this.deviceld = deviceld;

}

@PrePersist

@PreUpdate

private void refreshlLastModified() {
this.lastModified = new Date();

}

public void refreshHash () {
this.hash = UUID.randomUUID () .toString()
this.expired = false;
this.authHash = "";
authSecret = "";

}

public void dropSession () {
this.hash = "";
this.expired = true;
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this.authHash = "";
authSecret = "";

public boolean checkHash (String authHash) {
BCryptPasswordEncoder bCryptPasswordEncoder = new
BCryptPasswordEncoder (12) ;
boolean matches = bCryptPasswordEncoder.matches (hash
+ authSecret, authHash);
return matches;

public static class Database({

public static final String ENTITY NAME = "UserHash";
public static final String TABLE NAME = "user hash";
public static final String COLUMN ID NAME = "id";

public static final String COLUMN HASH NAME =
"hash";

public static final String COLUMN LAST MODIFIED NAME
= "last modified";

public static final String COLUMN EXPIRED NAME =
"expired";

public static final String COLUMN DEVICE ID NAME
"device id";

public static final String COLUMN AUTH HASH NAME
"auth hash";

public static final String COLUMN AUTH SECRET NAME =
"auth secret";

}

Ipuioxkenue A.2

JIMCTHMHI'YM KOHTPOJLJIEPOB

[Tpunoxenue A.2.1

daiin «AuthController.java»

package ru.programsolutions.ubps.controller;

import com.oep.faceroll.lib.ApiCalls;

import org.apache.commons.codec.binary.Base64;

import
org.springframework.beans.factory.annotation.Autowired;
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import org.springframework.http.HttpStatus;

import org.springframework.http.ResponseEntity;

import
org.springframework.security.core.userdetails.UsernameNotFou
ndException;

import org.springframework.stereotype.Controller;

import
org.springframework.web.bind.annotation.RequestMapping;
import
org.springframework.web.bind.annotation.RequestMethod;
import org.springframework.web.bind.annotation.RequestParam;
import org.springframework.web.bind.annotation.ResponseBody;
import org.springframework.web.multipart.MultipartFile;
import ru.programsolutions.ubps.config.SecurityConfig;
import ru.programsolutions.ubps.entity.AuthorizedDevice;
import ru.programsolutions.ubps.entity.Client;

import ru.programsolutions.ubps.entity.UserHash;

import ru.programsolutions.ubps.entity.auth.AuthUser;
import ru.programsolutions.ubps.entity.auth.Role;

import ru.programsolutions.ubps.entity.auth.SimpleAuthUser;
import ru.programsolutions.ubps.entity.auth.Status;

import ru.programsolutions.ubps.entity.enroll.Enroll;
import ru.programsolutions.ubps.entity.enroll.EnrollType;
import ru.programsolutions.ubps.entity.enroll.FaceFeature;
import ru.programsolutions.ubps.entity.enroll.Gender;
import ru.programsolutions.ubps.property.VerifyProperty;
import ru.programsolutions.ubps.repository.*;

import
ru.programsolutions.ubps.service.AuthUserDetailsService;
import
ru.programsolutions.ubps.service.BcryptEncoderService;
import
ru.programsolutions.ubps.service.currentuser.CurrentUser;
import
ru.programsolutions.ubps.service.search.FaceAuthService;
import
ru.programsolutions.ubps.service.search.FaceSearchResult;
import ru.programsolutions.ubps.storage.FileStorageService;
import ru.programsolutions.ubps.util.DeviceResponse;

import ru.programsolutions.ubps.util.MultipartFileImpl;

import javax.servlet.ServletRequest;
import java.io.ByteArrayOutputStream;
import java.io.File;

import java.io.InputStream;

import java.util.List;

/**

* Created by Tensky on 25.07.2017.
*/

@Controller
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public class AuthController {
@Autowired
UserHashRepository hashRepository;

@Autowired
AuthUserDetailsService authUserDetailsService;

@Autowired
private BcryptEncoderService encoderService;

@Autowired
SecurityConfig.MD5Encoder md5Encoder;

@Autowired
private AuthUserRepository authUserRepository;

@Autowired
private SimpleAuthUserRepository
simpleAuthUserRepository;

@Autowired
private FileStorageService storageService;

@Autowired
private EnrollRepository enrollRepository;

@Autowired
private VerifyProperty verifyProperty;

@Autowired
private CurrentUser currentUser;

@Autowired
private ClientRepository clientRepository;

@Autowired
private AuthorizedDeviceRepository
authorizedDeviceRepository;

@Autowired
private EnrollFaceRepository enrollFaceRepository;

@Autowired
private FaceAuthService faceAuthService;

@Autowired
private DeviceResponse deviceResponse;

@RequestMapping (value = Path.GET IP, method =
RequestMethod.GET)

@ResponseBody

public String getlIp(ServletRequest servletRequest)
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return servletRequest.getRemoteAddr () ;

@RequestMapping (value = AuthController.Path.GET HASH,
method = {RequestMethod.GET, RequestMethod.POST})
@ResponseBody
public ResponseEntity getHash (@RequestParam(name =
Param.LOGIN, required = true) String login,
@RequestParam (name
Param.PASSWORD, required = true) String password,
@RequestParam (name =
Param.DEVICE ID, required = true) String deviceld) ({
SimpleAuthUser simpleAuthUser = null;
try {
//TMonyuaeMm SimpleAuthUser mnsa mocTyma k AuthUser
M XEUMMPOBAHHOMY I1aPOJID I10JIb30BaATEJIA
simpleAuthUser = (SimpleAuthUser)
authUserDetailsService.loadUserByUsername (login) ;
} catch (UsernameNotFoundException e) {
//TloJib30BaTENIb HEe HaMOeH
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body (null) ;
}

if
(!encoderService.getPasswordEncoder () .matches (password,
simpleAuthUser.getPassword())) {
//TlapoJib HE BEPHHIA
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body (null) ;
}

AuthUser authUser =
simpleAuthUser.getRegistrationAuth () ;

//Eciu moJb30BaTeJIb He MOATBEPINUJI MIOUTy
if (authUser.getStatus () .equals(Status.NEW USER) ||
authUser.getStatus () .equals (Status.BANNED USER)) {
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body (null) ;
}

/ /Tlonyuenue "ceccum"
UserHash userHash =
hashRepository.findByUserAndDevicelId (authUser, devicelId);

//Ecamu ee HeT, TO CcO3IaeMm

if (userHash == null) {
userHash = new UserHash (authUser, devicelId);
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userHash.refreshHash () ;

//CoxpaHgaeM M3MEHeHVS B 01
userHash = hashRepository.save (userHash);
if (authUser.getRole() .equals (Role.CLIENT)) {
Client client =
clientRepository.findOne (authUser.getId());
AuthorizedDevice authDevice =
authorizedDeviceRepository.findByDeviceldentity (deviceld)
if (authDevice == null) {
authDevice = new AuthorizedDevice () ;
authDevice.getClients () .add(client);
authDevice.setDeviceld (devicelId);
authDevice =
authorizedDeviceRepository.save (authDevice) ;
}
List<Client> clients = authDevice.getClients();
if (!clients.contains(client)) {
clients.add(client);
authorizedDeviceRepository.save (authDevice) ;
}
}
//OTnpaBiigeM II0JIb30BaATEJID
DeviceResponse authenticated =
deviceResponse.createAuthenticated (userHash.getHash (),
userHash.getAuthUser (), userHash.getDeviceId()):
return ResponseEntity.ok(authenticated);

}

public DeviceResponse isHashValid(Long authId, String
hash, String deviceId) {
AuthUser authUser =
authUserRepository.findOne (authId) ;

Status status = authUser.getStatus():;
if (status.equals(Status.NEW USER) ||
status.equals (Status.BANNED USER))
return deviceResponse.createNotAuthenticated();
UserHash userHash = hashRepository.find(authIld,
hash, devicelId);
if (userHash == null) {
return deviceResponse.createNotAuthenticated();
}
if (userHash.isExpired()) {
return deviceResponse.createNotAuthenticated();
}
return
deviceResponse.createAuthenticated (userHash.getHash (),
userHash.getAuthUser (), userHash.getDeviceId()):
}
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@RequestMapping (value = Path.VERIFY BY APP, method =
RequestMethod.POST)

@ResponseBody

public ResponseEntity verify (@RequestParam(name
Param.AUTH ID) Long authId,

@RequestParam(name =
Param.DEVICE ID) String deviceld,
@RequestParam (name

Param.LOGIN TOKEN) String token,
@RequestParam (name =
Param.ENROLL, required = true) MultipartFile multipartFile,
@RequestParam(name =
Param.ENROLL TYPE, required = true) String enrollType) {
DeviceResponse deviceResponse = isHashValid (authId,
token, deviceld);
if (!deviceResponse.isAuthenticated())
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("Not
authorized");

try |
ByteArrayOutputStream baos = new
ByteArrayOutputStream() ;
int read;
InputStream is = multipartFile.getInputStream();
System.out.println ("Voice mff: length =

"+tmultipartFile.getBytes () .length + "; is.length =
"+is.available ());
while ((read= is.read()) !'=-1){

baos.write (read);
}
byte[] bytes = baos.toByteArray();
bytes = Base64.decodeBaseb6t4 (bytes);
multipartFile = new
MultipartFileImpl (multipartFile.getName (), multipartFile.getO
riginalFilename () ,bytes);
} catch (Exception e) {
}
java.nio.file.Path submited =
storageService.storeMultipartFile (multipartFile);

EnrollType type = EnrollType.valueOf (enrollType);

AuthUser authUser =
authUserRepository.findOne (authId) ;

UserHash user =
hashRepository.findByUserAndDeviceId (authUser, devicelId);
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Enroll enrollDB = null;
String generalized = null;
try {
enrollDB =
enrollRepository.findByAuthUser (authId, type):;
generalized = enrollDB.getPath();
} catch (NullPointerException e) {
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("Enroll not
found") ;

}

try |
// FIXME: 02.02.2018 RETURN AUTH
// int verify = 31011994;
int verify;
switch (type) {
case FACE:
verify =
ApiCalls.verify(submited.toString(), generalized);
break;
case VOICE:
System.out.println ("Generalized: " +
generalized);
System.out.println ("Submitted: " +
submited) ;
verify =
ApiCalls.verify voice (submited.toString(), generalized);
System.out.println ("Score: " + verify);
break;
case FINGER:
verify =
ApiCalls.verify finger (submited.toString(), generalized);
break;
default:
verify = -1;

}

if (verify > 0) {
String andStoreOneUseAuthHash =
user.createAndStoreOneUseAuthHash () ;
hashRepository.save (user) ;
return
ResponseEntity.ok (andStoreOneUseAuthHash) ;
} else return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("Not
verified");
} catch (Exception e) {
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body (e.getMessag
e());
} finally {
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File file = new
File (submited.toAbsolutePath () .toString())
try {
if (file.exists()) {
file.delete();
}
} catch (SecurityException ignored) {
System.err.println ("Cannot delete file: " +
file.getAbsolutePath());
} catch (Exception e) {
e.printStackTrace();

}

@RequestMapping (value = Path.GET HASH BY FACE, method =
RequestMethod.POST)
@ResponseBody
public ResponseEntity getHashByFace (@RequestParam(value
= Param.ENROLL) MultipartFile multipartFile,
@RequestParam(value
= Param.DEVICE ID) String deviceld,
@RequestParam(value
= Param.AGE) Integer avgAge,
@RequestParam(value
= Param.MALE) Boolean isMale,
@RequestParam(name =

Param.ENCODED, defaultValue = "false", required = false)
Boolean encoded) {
FaceFeature faceFeature = new FaceFeature (avgAge,

isMale ? Gender.MALE : Gender.FEMALE) ;
java.nio.file.Path path;
path =

storageService.storeMultipartFile (multipartFile);

FaceSearchResult searchResult;
try |
searchResult = faceAuthService.search (deviceld,
faceFeature, path.toString());
} catch (Exception e) {
if
(e.getCause () .getClass () .getSimpleName () .contains ("NIOExcept
ion")) {
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("Invalid
template format");
}
return
ResponseEntity.status (HttpStatus.INTERNAL SERVER ERROR) .body
(e.getMessage()) s
}
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if (!searchResult.isFound())
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("Not
Authorized");

Client client =
clientRepository.findOne (searchResult.getClient () .getId()):

if (!searchResult.isAuthorizedByDeviceId()) {
AuthorizedDevice device =
authorizedDeviceRepository.findByDeviceldentity (deviceld)
if (device == null) {
device = new AuthorizedDevice () ;
device.setDeviceld (devicelId);

device.getClients () .add(client);
device =
authorizedDeviceRepository.save (device) ;

if
(!'client.getAuthorizedDevices () .contains (device)) {

client.getAuthorizedDevices () .add (device);
clientRepository.save(client);

} else {
device.getClients () .add(client);
device =

authorizedDeviceRepository.save (device) ;
if
(!'client.getAuthorizedDevices () .contains (device)) {

client.getAuthorizedDevices () .add (device);
clientRepository.save(client);

}

}

try {
storageService.removeDirectory (new
File (path.toString()) .getParentFile());
} catch (Exception e) {
e.printStackTrace();
System.err.println ("Cannot remove parent
directory of: " + path.toString()):;
}

UserHash userHash =
hashRepository.findByUserAndDeviceId (client, deviceld);
if (userHash == null) {
userHash = new UserHash (client, deviceld);
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userHash.createAndStoreOneUseAuthHash () ;
userHash = hashRepository.save (userHash);

}

userHash.refreshHash () ;

userHa

sh =

hashRepository.save (userHash) ;

DeviceResponse authenticated =
deviceResponse.createAuthenticated (userHash.getHash (),

userHash.getAuthUser (),

userHash.getDevicelId());

return ResponseEntity.ok (authenticated);

}

public class Param {

public
public
public
public
public
"login token";
public
"enroll type";
public
public
public
public
public
}

public cla
public
hash";
public
public
"/verify";
public
hash-face";
public

package ru

static
static
static
static
static

static
static
static
static

static
static

ss Path

static

static
static

static

static

[Tpunoxenue A.2.2

final
final
final
final
final

final
final
final
final

final
final

final

final
final

final

final

String
String
String
String
String

String
String
String
String

String
String

String

String
String

String

String

LOGIN = "login";
PASSWORD = "password";
AUTH ID = "auth id";
DEVICE ID = "device id";
LOGIN TOKEN

ENROLL TYPE
DEBUG = "debug";
ENROLL = "enroll";
AGE = "age";

MALE = "male";
ENCODED = "encoded";

CHECK HASH = "/check-

GET HASH = "/get-hash";
VERIFY BY APP =

GET HASH BY FACE = "/get-

GET IP = "/get-ip";

daiin «GeneralizeController.java»

import com.google.common.io.Files;
import com.oep.faceroll.lib.ApiCalls;
import com.oep.faceroll.lib.FaceFeatures;
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import

org.springframework.beans.factory.annotation.Autowired;
import org.springframework.http.HttpStatus;

import org.springframework.http.ResponseEntity;

import org.springframework.stereotype.Controller;

import

org.springframework.web.bind.annotation.RequestMapping;

import

org.springframework.web.bind.annotation.RequestMethod;
org.springframework.
org.springframework.
org.springframework.

import
import
import
import
import
import
import
import
import

import
import
import
import

ru.

ru

ru

ru

.programsolutions
ru.
.programsolutions
ru.
.programsolutions

programsolutions
programsolutions

programsolutions

java.io.File;

Jjava.

java.io.IOException;
Java.util.x*;

@Controller
public class GeneralizeController {
@Autowired
private AuthController authController;

@Autowired
private FileStorageService storageService;

@Autowired
private EnrollRepository enrollRepository;

@Autowired
private ClientRepository clientRepository;

@Autowired
private EnrollFaceRepository enrollFaceRepository;

@Autowired
private EnrollVoiceRepository enrollVoiceRepository;

@Autowired
private EnrollFingerRepository enrollFingerRepository;

@RequestMapping (value

RequestMethod.POST)
@ResponseBody

web.bind.annotation.RequestParam;
web.bind.annotation.ResponseBody;
web.multipart.MultipartFile;

.ubps.entity.Client;
.ubps.entity.auth.Status;
.ubps.entity.enroll.*;
.ubps.repository.*;
.ubps.storage.FileStorageService;
.ubps.util.DeviceResponse;

io.FileOutputStream;

Path.GENERALIZE, method =
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public ResponseEntity generalize (@RequestParam (name =
AuthController.Param.AUTH ID) Long authId,
@RequestParam (name =
AuthController.Param.LOGIN TOKEN) String token,
@RequestParam(name =
AuthController.Param.DEVICE ID) String deviceld,
@RequestParam(name =
AuthController.Param.ENROLL TYPE) String et,
@RequestParam (name =
AuthController.Param.ENROLL) List<MultipartFile>
multipartFiles,
@RequestParam
Map<String,Object> requestMap) {
EnrollType enrollType = EnrollType.valueOf (et);
DeviceResponse response =
authController.isHashValid(authId, token, deviceId);
if (!response.isAuthenticated())
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("Not
authorized");

Client client = clientRepository.findOne (authId);
if (client == null) {
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("Unknown
client");

}

List<java.nio.file.Path> filePaths =
storageService.storeMultipartFiles (multipartFiles);

ArrayList<String> paths = new ArrayList<>();

for (java.nio.file.Path filePath : filePaths) {
paths.add (filePath.toString());

}

java.nio.file.Path parent =

storageService.dirByDate (Calendar.getInstance()) .resolve (UUI
D.randomUUID () .toString()) ;
new File(parent.toString()) .mkdirs();

File generalized = new
File (parent.resolve (enrollType.name () +
"_GENERAL").toString());
try |
generalized.createNewFile() ;
} catch (IOException e) {
for (java.nio.file.Path filePath : filePaths) {
storageService.removeDirectory (new
File(filePath.getParent () .toString())):;
}
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return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("Error
while saving user's authorization template");

}

FileOutputStream fos = null;
Enroll enroll;
try {
fos = new FileOutputStream(generalized);
switch (enrollType) {
case FACE: {
System.out.println ("images count: "+
paths.size());
System.out.println("multipartfiles
count: "+multipartFiles.size()):;
for (String path : paths) {
System.out.println ("image path:
"+path) ;
}
FaceFeatures faceFeatures =
ApiCalls.generalizeFace (paths, fos);
if (faceFeatures == null) {
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("Not
generalized");

}

int age = faceFeatures.getAge();

Gender gender = faceFeatures.isMale() ?
Gender.MALE : Gender.FEMALE;

FaceFeature faceFeature = new
FaceFeature (age, gender);

enroll = saveGeneralFace (client,

generalized.getPath (), faceFeature);
List<EnrollFace> enrolls =

enrollFaceRepository.findAl1ByClient (client);
enrolls.remove (enroll) ;

enrollRepository.delete(enrolls);
if (client.getStatus () .equals (Status.REGISTERED USER))
client.setStatus (Status.CONFIRMED USER) ;

client = clientRepository.save(client);
break;
}
case VOICE: {
Files.copy(new File(paths.get(0)), fos);
enroll = saveGeneralVoice(client,
generalized.getPath());
List<EnrollVoice> enrolls =
enrollVoiceRepository.findAll1ByClient (client);
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enrolls.remove (enroll);
enrollRepository.delete (enrolls);

if (client.getStatus () .equals (Status.REGISTERED USER))
client.setStatus (Status.CONFIRMED USER) ;

client = clientRepository.save(client);
break;
}
case FINGER:
{
Files.copy(new File (paths.get(0)), fos);
enroll =
saveEnrollFinger (client,generalized.getPath());
List<EnrollFinger> enrolls =
enrollFingerRepository.findAl11ByClient (client);
enrolls.remove (enroll) ;
enrollRepository.delete(enrolls);

if (client.getStatus () .equals (Status.REGISTERED USER))

client.setStatus (Status.CONFIRMED USER) ;

client = clientRepository.save(client);
break;
}
default:
throw new
IllegalArgumentException ("Unhandled type: " + enrollType);

}
} catch (IOException e) {
e.printStackTrace () ;
for (java.nio.file.Path filePath : filePaths) {
storageService.removeDirectory (new
File(filePath.getParent () .toString())):
}
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("Error
while saving");
} finally {
if (fos !'= null) {
try |
fos.close () ;
} catch (IOException e) {
e.printStackTrace() ;
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try {
for (java.nio.file.Path filePath : filePaths) {
storageService.removeDirectory (new
File(filePath.getParent () .toString()));
}
} catch (Exception ignored) {

}

if (enroll == null) {
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("Database
saving error");
} else return ResponsekEntity.ok ("Enroll saved");

}

private EnrollVoice saveGeneralVoice (Client client,
String generalizedPath) {
EnrollVoice enrollVoice = new EnrollVoice();
enrollVoice.setClient (client) ;
enrollVoice.setPath (generalizedPath) ;
enrollVoice.setType (EnrollType.VOICE) ;
return enrollVoiceRepository.save (enrollVoice);

private EnrollFace saveGeneralFace (Client client, String

generalizedPath, FaceFeature faceFeature) {
EnrollFace enrollFace = new EnrollFace();
enrollFace.setClient (client);
enrollFace.setPath (generalizedPath);
enrollFace.setType (EnrollType.FACE) ;
enrollFace.setFaceFeature (faceFeature);
return enrollFaceRepository.save(enrollFace);

private EnrollFinger saveEnrollFinger (Client client,
String generalizedPath)

{
EnrollFinger enrollFinger = new EnrollFinger();
enrollFinger.setClient (client);
enrollFinger.setPath (generalizedPath) ;
enrollFinger.setType (EnrollType.FINGER) ;
return enrollFingerRepository.save (enrollFinger);

public class Path {
public static final String GENERALIZE =
"/generalize";
}
}
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[Tpunoxenune A.2.3

daiin «HomeController.java»

package ru.programsolutions.ubps.controller;
import org.springframework.stereotype.Controller;

import org.springframework.ui.Model;

import
org.springframework.web.bind.annotation.RequestMapping;
import
org.springframework.web.bind.annotation.RequestMethod;

@Controller
public class HomeController

{

@RequestMapping (value = Path.HOME,method =
RequestMethod.GET)

public String getHomePage (Model model)
{

return Template.HOME;
}

public class Path{

public static final String HOME = "/";
}

private class Template/{
public static final String HOME = "home";

4

}

[Tpunoxenue A.2.4

daiin «LoginController.java

package ru.programsolutions.ubps.controller;
import org.springframework.stereotype.Controller;

import org.springframework.ui.Model;
import

org.springframework.web.bind.annotation.RequestMapping;
import

org.springframework.web.bind.annotation.RequestMethod;

@Controller
public class LoginController

{
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@RequestMapping (value = Path.LOGIN,method =
RequestMethod.GET)
public String getLoginPage (Model model)

{
return Template.LOGIN;

}

public class Path
{

public static final String LOGIN = "/login";
}
private class Template
{

public static final String LOGIN = "login";

}

[Tpunoxenue A.2.5

daiin «MyCabinetController.java»

package ru.programsolutions.ubps.controller;

import
org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Controller;

import org.springframework.ui.Model;

import
org.springframework.web.bind.annotation.RequestMapping;
import
org.springframework.web.bind.annotation.RequestMethod;
import ru.programsolutions.ubps.entity.auth.AuthUser;
import ru.programsolutions.ubps.property.MobileProperty;
import
ru.programsolutions.ubps.service.currentuser.CurrentUser;
import
ru.programsolutions.ubps.service.notification.NotificationSe
rvice;

public class MyCabinetController {
@Autowired
private CurrentUser currentUser;

@Autowired
private MobileProperty mobileProperty;

@Autowired
private NotificationService notificationService;
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@RequestMapping (value = Path.MY CABINET, method =
RequestMethod.GET)
public String myCabinetPage (Model model) {
AuthUser user = currentUser.getUser();
model.addAttribute (Attribute.AUTH USER, user);

model.addAttribute (Attribute.ANDROID APPLICATION LINK,
mobileProperty.getAndroidAppLink());

return Template.MY CABINET;
}

public static class Attribute {

public static final String AUTH USER = "authUser";
public static final String ANDROID APPLICATION LINK
= "androidAppLink";

}

public class Path {

public static final String MY CABINET = "/profile";
}
private class Template {

public static final String MY CABINET = "profile";

}

[Ipunoxenue A.2.6

daiin «PersonificationController.java»

package ru.programsolutions.ubps.controller;

import
org.springframework.beans.factory.annotation.Autowired;
import org.springframework.http.HttpStatus;

import org.springframework.http.ResponseEntity;

import
org.springframework.security.core.userdetails.UserDetailsSer
vice;

import org.springframework.stereotype.Controller;

import
org.springframework.web.bind.annotation.RequestMapping;
import
org.springframework.web.bind.annotation.RequestMethod;
import org.springframework.web.bind.annotation.RequestParam;
import org.springframework.web.bind.annotation.ResponseBody;
import org.springframework.web.multipart.MultipartFile;
import ru.programsolutions.ubps.entity.Client;
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import ru.programsolutions.ubps.entity.auth.AuthUser;

import ru.programsolutions.ubps.entity.auth.Status;

import ru.programsolutions.ubps.entity.enroll.Enroll;

import ru.programsolutions.ubps.entity.enroll.EnrollType;
import
ru.programsolutions.ubps.repository.AuthUserRepository;
import ru.programsolutions.ubps.repository.ClientRepository;
import ru.programsolutions.ubps.repository.EnrollRepository;
import ru.programsolutions.ubps.storage.FileStorageService;
import ru.programsolutions.ubps.util.DeviceResponse;

import java.util.ArrayList;
import java.util.List;

@Controller
public class PersonificationController

{

@Autowired
private FileStorageService storageService;

@Autowired
private UserDetailsService detailsService;

@Autowired
private EnrollRepository enrollRepository;

@Autowired
private AuthUserRepository authUserRepository;

@Autowired
private ClientRepository clientRepository;

@Autowired
private AuthController authController;

@RequestMapping (value = Path.SAVE ENROLL FACE, method =

RegquestMethod.POST)

@ResponseBody
public ResponseEntity saveEnrollFace (@RequestParam(value

Param.AUTH ID, required = true) Long userld,

@RequestParam(value

Param.HASH, required = true) String hash,

@RequestParam(value

Param.DEVICE ID, required = true) String deviceld,

@RequestParam(value

Param.ENROLL) List<MultipartFile> multipartFiles,

@RequestParam(value

Param.ENROLL TYPE)EnrollType enrollType)

{
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DeviceResponse deviceResponse =
authController.isHashValid (userId, hash, devicelId);
if (!deviceResponse.isAuthenticated())
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("Not
Authenticated") ;

AuthUser authUser =
authUserRepository.findOne (userId) ;

List<java.nio.file.Path> paths =
storageService.storeMultipartFiles (multipartFiles);
List<Enroll> enrolls = new
ArrayList<> (paths.size());

Client client =
clientRepository.findOne (authUser.getId()) ;
for (java.nio.file.Path path : paths)
{
enrolls.add (new
Enroll (client,enrollType,path.toString())):;
}

if (enrolls.size () > 0)
{
enrolls = ((List<Enroll>)
enrollRepository.save (enrolls));

if
(client.getStatus () .equals (Status.REGISTERED USER))

{
client.setStatus (Status.CONFIRMED USER) ;

clientRepository.save(client);
}
return
ResponseEntity.status (HttpStatus.OK) .body (true) ;
}
return
ResponseEntity.status (HttpStatus.OK) .body (false);

}

@RequestMapping (value = Path.SAVE ENROLL FACE, method =
RequestMethod.GET)
public String testUploadPage ()

{
return Template.TEST UPLOAD PAGE;

}

public static class Param{
public static final String AUTH ID = "auth id";
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public static final String HASH = "hash";
public static final String DEVICE ID = "deviceId";
public static final String ENROLL = "enroll";
public static final String ENROLL TYPE =
"enroll type";
}

public class Path

{
public static final String SAVE_ENROLL_FACE
"/save/enroll/face";

}

private class Template
{
public static final String TEST UPLOAD PAGE = "test-
upload-page";
}

[Ipunoxenue A.2.7

daiin «RegistrationController.java»

package ru.programsolutions.ubps.controller;

import
org.springframework.beans.factory.annotation.Autowired;
import org.springframework.mail.MailException;

import org.springframework.stereotype.Controller;

import org.springframework.ui.Model;

import
org.springframework.validation.BeanPropertyBindingResult;
import org.springframework.validation.BindingResult;

import org.springframework.validation.ObjectError;

import org.springframework.web.bind.annotation.*;

import ru.programsolutions.ubps.captcha.CaptchaService;
import
ru.programsolutions.ubps.captcha.ReCaptchalnvalidException;
import
ru.programsolutions.ubps.captcha.ReCaptchalUnavailableExcepti
on;

import ru.programsolutions.ubps.config.SecurityConfig;
import ru.programsolutions.ubps.entity.Client;

import ru.programsolutions.ubps.entity.auth.*;

import
ru.programsolutions.ubps.mail.registration.RegistrationConfi
rmMail;
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import
ru.programsolutions.ubps.mail.registration.RegistrationConfi
rmParam;

import ru.programsolutions.ubps.property.CaptchaProperty;
import ru.programsolutions.ubps.property.SiteProperty;
import
ru.programsolutions.ubps.repository.AuthUserRepository;
import ru.programsolutions.ubps.repository.ClientRepository;
import
ru.programsolutions.ubps.repository.SimpleAuthUserRepository
import
ru.programsolutions.ubps.service.AuthUserDetailsService;
import
ru.programsolutions.ubps.service.BcryptEncoderService;
import ru.programsolutions.ubps.service.MailService;

import
ru.programsolutions.ubps.service.notification.NotificationSe
rvice;

import ru.programsolutions.ubps.util.Redirect;

import ru.programsolutions.ubps.util.SimpleResponseMessage;
import
ru.programsolutions.ubps.util.validator.AuthUserValidator;
import
ru.programsolutions.ubps.util.validator.SimpleAuthUserValida
tor;

import javax.servlet.ServletContext;
import java.util.List;

@Controller

public class RegistrationController {
@Autowired
AuthUserDetailsService userDetailsService;

@Autowired
private CaptchaService captchaService;

@Autowired
private SecurityConfig securityConfig;

@Autowired
private NotificationService notificationService;

@Autowired
private BcryptEncoderService encoderService;

@Autowired
private AuthUserValidator authUserValidator;

@Autowired
private AuthUserRepository authUserRepository;
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@Autowired
private SimpleAuthUserRepository
simpleAuthUserRepository;

@Autowired
private SimpleAuthUserValidator simpleAuthUserValidator;

@Autowired
private ClientRepository clientRepository;

@Autowired
private MailService mailService;

@Autowired
private SiteProperty siteProperty;

@SuppressWarnings ("SpringJdavaAutowiringInspection")
@Autowired
private ServletContext servletContext;

@RequestMapping (value = Path.REGISTRATION, method
RequestMethod.GET)
public String getRegistrationPage (Model model) {
Client client = new Client();
/*client.setAuthType (AuthType.SIMPLE) ; */
model.addAttribute ("AuthUser", client);
return Template.REGISTRATION;

@RequestMapping (value = Path.REGISTRATION, method =
RequestMethod.POST, params = Param.REGISTRATION MOBILE)

@ResponseBody

public SimpleResponseMessage
registerUserMobile (@RequestParam(name = Param.EMAIL,
required = true) String email,
@RequestParam(name = Param.LASTNAME, required = true) String
lastName,
@RequestParam(name = Param.FIRSTNAME, required = true)

String firstName,

@RequestParam (name
String patronymic,

Param.PATRONYMIC, required = false)

@RequestParam (name
password,

Param.PASSWORD, required = true) String

@RequestParam(name = Param.RE PASSWORD, required = true)
String rePassword) {
if (authUserRepository.findByLogin (email) != null) {
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return SimpleResponseMessage.forbidden ("User
with specified email already registered");

}

if (!password.equals (rePassword)) {
return
SimpleResponseMessage.forbidden ("Passwords are not equals");

}

Client client = new Client();

client.setEmail (email) ;

client.setPersonlInfo(new PersonInfo (firstName,
lastName, patronymic));

client.setRole (Role.CLIENT) ;

BeanPropertyBindingResult bindingResult = new
BeanPropertyBindingResult (client, "client");

authUserValidator.validate (client, bindingResult);

if (bindingResult.hasErrors()) {

return

SimpleResponseMessage.forbidden (bindingResult.getAllErrors ()
.get (0) .getDefaultMessage());

}

client = clientRepository.save(client);
if (client == null) {
return

SimpleResponseMessage.internalServerError ("Cannot save new
client");

}

SimpleAuthUser sau = new SimpleAuthUser();
sau.setAuthUser (client);
sau.setPassword (password) ;

bindingResult = new BeanPropertyBindingResult (sau,

"SaU") ,.
simpleAuthUserValidator.validate (sau,

bindingResult) ;

if (bindingResult.hasErrors()) {
clientRepository.delete(client);
return
SimpleResponseMessage.forbidden (bindingResult.getAllErrors ()
.get (0) .getDefaultMessage()) s
}

sau.setPassword (encoderService.getPasswordEncoder () .encode (s

au.getPassword()))
sau = simpleAuthUserRepository.save (sau) ;
if (sau == null) {
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clientRepository.delete(client);

return
SimpleResponseMessage.internalServerError ("Cannot save new
client™);

}

RegistrationConfirmParam confirmParam = new
RegistrationConfirmParam(client,encoderService.encodeActivat
ionLink (encoderService.getRawLink (client) ), servletContext, si
teProperty);

RegistrationConfirmMail mail = new
RegistrationConfirmMail (confirmParam) ;

try |

mailService.sendEmail (mail) ;

} catch (MailException e) {
e.printStackTrace () ;
simpleAuthUserRepository.delete (sau);
clientRepository.delete(client);
return

SimpleResponseMessage.internalServerError ("Cannot send
confirm message to email");

}

return SimpleResponseMessage.ok ("You have been
registered, please check your e-mail to confirm
registration");

}

@SuppressWarnings ("Duplicates")
@RequestMapping (value = Path.REGISTRATION, method =
RequestMethod.POST)
public String registerUser (@ModelAttribute (name =
Attribute.AUTH USER) Client client,
BindingResult bindingResult,
@RequestParam(value =
Param.PASSWORD, required = true) String password,
@RequestParam(value =
Param.RE PASSWORD, required = true) String rePassword,
@RequestParam(value =
CaptchaProperty.G RECAPTCHA RESPONSE, required = true)
String reCaptchaResponse

) A

AuthUser userInDatabase =
authUserRepository.findByLogin (client.getEmail ());
if (userInDatabase != null) {

notificationService.addErrorMessage ("IIlonb30BaTEN L C TaKMUM
ampecoM yxe 3apeructpuporanH");
return Redirect.to (Path.REGISTRATION) ;
}

try |
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captchaService.processResponse (reCaptchaResponse) ;
} catch (ReCaptchalInvalidException e) {
notificationService.addErrorMessage ("HeBepHasa
kanua") ;
return Redirect.to (Path.REGISTRATION) ;
} catch (ReCaptchaUnavailableException e) {
System.err.println ("Kanua HepmocTynHa");
// TODO: 28.07.2017 Ecau kamnuya HeIOCTyIIHa, II0Ka
paspemaeT pPermcTPaluio

}

if (!password.equals (rePassword)) {
notificationService.addErrorMessage ("llaposu He
coBmnamanT") ;
return Redirect.to (Path.REGISTRATION) ;
}
if (client.getPersonInfo().getPatronymic() == null)
{
client.getPersonInfo () .setPatronymic("");
}
/*1f (client.getAuthType () == null)

client.setAuthType (AuthType.SIMPLE) ; */
client.setBlocked(true);
client.setStatus (Status.NEW USER);
client.setRole (Role.CLIENT) ;

authUserValidator.validate (client, bindingResult);

if (bindingResult.hasErrors()) {
List<ObjectError> errors =

bindingResult.getAllErrors();
for (ObjectError error : errors) {

notificationService.addErrorMessage (error.getDefaultMessage (

));
}
return Redirect.to (Path.REGISTRATION) ;

}

try {

client = clientRepository.save(client);
} catch (Exception e) {

client = null;

e.printStackTrace();

}

if (client == null) {
notificationService.addErrorMessage ("He ymajochb
COXPaHUTh NOJb30BaTena");
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return Redirect.to (Path.REGISTRATION) ;

SimpleAuthUser simpleAuthUser = new
SimpleAuthUser () ;

simpleAuthUser.setAuthUser (authUserRepository.findOne (client
.getId()));
simpleAuthUser.setPassword (password) ;

BeanPropertyBindingResult simpleBindingResult = new
BeanPropertyBindingResult (simpleAuthUser, "simpleAuthUser");

simpleAuthUserValidator.validate (simpleAuthUser,
simpleBindingResult) ;
if (simpleBindingResult.hasErrors()) {
List<ObjectError> errors =
simpleBindingResult.getAllErrors () ;
for (ObjectError error : errors)

notificationService.addErrorMessage (error.getDefaultMessage (
)) i
}

clientRepository.delete(client);
return Redirect.to (Path.REGISTRATION) ;

simpleAuthUser.setPassword (encoderService.getPasswordEncoder
() .encode (simpleAuthUser.getPassword()));

try {
simpleAuthUser =
simpleAuthUserRepository.save (simpleAuthUser) ;
} catch (Exception e) {
e.printStackTrace() ;
simpleAuthUser = null;
clientRepository.delete(client);

if (simpleAuthUser == null) {
notificationService.addErrorMessage ("He ymajochb
COXPaHUTh HOJNb30BaTena");
clientRepository.delete(client);
return Redirect.to (Path.REGISTRATION) ;

RegistrationConfirmParam confirmParam = new
RegistrationConfirmParam(client,

encoderService.encodeActivationLink (encoderService.getRawLin
k(client)), servletContext, siteProperty):;
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RegistrationConfirmMail mail = new
RegistrationConfirmMail (confirmParam) ;

try |
mailService.sendEmail (mail) ;
} catch (Exception e) {
e.printStackTrace () ;
if (e instanceof MailException)
notificationService.addErrorMessage ("Oumbka
oTrnpaBky nmcema) ;
else {

notificationService.addErrorMessage ("HeuspecTHas ommbka") ;

}

simpleAuthUserRepository.delete (simpleAuthUser) ;
clientRepository.delete(client);
return Redirect.to(Path.REGISTRATION) ;
}
notificationService.addInfoMessage ("Ha ykasaHHBM
BJIEKTPOHHE I[IOYTOBEM anpecC OBJIO BEICJIAHO OMCBMO IJId
IOOTBEPXOEeHUS perucrpaumumn") ;
return Redirect.to(LoginController.Path.LOGIN);
}

@RequestMapping (value = Path.ACTIVATE USER, method =
RequestMethod.GET)

public String activateUser (@RequestParam(value =
RegistrationConfirmParam.LinkParam.USER CONFIRM ID, required
= true) Long userld,

@RequestParam(value =

RegistrationConfirmParam.LinkParam.ACTIVATION SECRET,
required = true) String secret) {

Object one = clientRepository.findOne (userId);
AuthUser authUser = (AuthUser) one;
if (authUser == null) {

notificationService.addErrorMessage ("HeusBecTHLM
noJjib3oBaTesin") ;
return Redirect.to (Path.REGISTRATION) ;

if (authUser.getStatus () .equals(Status.BANNED USER)
&& authUser.getBlocked()) {
notificationService.addErrorMessage ("Bel ObLIM
3abJIOKMPOBaHEl B cucTeme") ;
return Redirect.to (Path.REGISTRATION) ;

}

String rawlLink =
encoderService.getRawLink (authUser) ;
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if
(encoderService.getPasswordEncoder () .matches (rawLink,
secret)) {
switch (authUser.getStatus()) {
case BANNED USER:
notificationService.addErrorMessage ("Bu
OpM 3abJIOKMPOBaHEl B cucTeMe") ;
return Redirect.to(Path.REGISTRATION) ;
case CONFIRMED USER:
case REGISTERED USER: ({

notificationService.addWarningMessage ("Be yXxe NHOIOTBEPOUIIN
perucTpauun") ;

return
Redirect.to(LoginController.Path.LOGIN) ;

}
case NEW USER: {

notificationService.addSuccessMessage ("Perucrpaumusa nopomia
ycnemHo") ;
authUser.setBlocked (false) ;

authUser.setStatus (Status.REGISTERED USER) ;
authUserRepository.save (authUser) ;
return
Redirect.to (LoginController.Path.LOGIN) ;
}
default:
return
Redirect.to(LoginController.Path.LOGIN) ;
}
} else {
notificationService.addErrorMessage ("HeRepHHM]
xJjirou") ;
return Redirect.to (Path.REGISTRATION) ;

public class Param {
public static final String REGISTRATION MOBILE =
"registration=mobile";

public static final String EMAIL = "e-mail";

public static final String FIRSTNAME = "first name";

public static final String LASTNAME = "last name";

public static final String PATRONYMIC =
"patronymic";

public static final String PASSWORD = "password";

public static final String RE PASSWORD =
"re password";

}
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public static class Attribute({
public static final String AUTH USER = "AuthUser";

}

public class Path {
public static final String REGISTRATION =
"/registration";
public static final String ACTIVATE USER =
"/activate";

}

private class Template {
public static final String REGISTRATION =
"registration";
public static final String REGISTRATION CONFIRM FRL
= "registration-confirm.ftl";
}
}

[Ipunoxenue A.2.8

daiin «ShopController.javax

package ru.programsolutions.ubps.controller;

import
org.springframework.beans.factory.annotation.Autowired;
import org.springframework.http.HttpStatus;

import org.springframework.http.ResponseEntity;

import org.springframework.stereotype.Controller;

import org.springframework.util.Base64Utils;

import
org.springframework.web.bind.annotation.RequestMapping;
import
org.springframework.web.bind.annotation.RequestMethod;
import org.springframework.web.bind.annotation.RequestParam;
import org.springframework.web.bind.annotation.ResponseBody;
import ru.programsolutions.ubps.entity.UserHash;

import
ru.programsolutions.ubps.repository.AuthUserRepository;
import
ru.programsolutions.ubps.repository.UserHashRepository;
import ru.programsolutions.ubps.util.DeviceResponse;

@Controller
public class ShopController {
@Autowired
UserHashRepository userHashRepository;
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@Autowired
AuthUserRepository authUserRepository;

@Autowired
AuthController authController;

@Autowired
DeviceResponse deviceResponse;

@RequestMapping (value = Path.SHOP CHECK, method =
RequestMethod.GET)
@ResponseBody
public ResponseEntity checkAuth (@RequestParam(name =
AuthController.Param.AUTH ID) Long authId,
@RequestParam(name =
Param.AUTH HASH) String auth hash,
@RequestParam(name =
AuthController.Param.LOGIN TOKEN) String login token,
@RequestParam(name =
AuthController.Param.DEVICE ID) String deviceId) {

//VieM xel MoJib30BaTelisd
System.out.println(String.format ("SHOP CHECK:
%s:%s", Param.AUTH HASH, auth hash));
try {
auth hash = new
String (Base64Utils.decodeFromString (auth hash));
} catch (Exception e) {
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("Cannot
decode auth hash");
}
System.out.println(String.format ("SHOP CHECK:
decoded %s:%s", Param.AUTH HASH, auth hash));

UserHash userHash = userHashRepository.find(authld,
login token, deviceld);

if (userHash == null) {
System.out.println("::User not found");
return

ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("No user
hash found");

}

//He yBEepeH, UTO 3TO 3IeCb HYXHO.

boolean authenticated =
authController.isHashValid(authId, login token,
deviceId) .isAuthenticated();
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if (l'authenticated) {
System.out.println("::Not authenticated");
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("Not
authenticated");

}

if (userHash.checkHash (auth hash)) {
userHash.dropSession () ;
userHashRepository.save (userHash) ;
return
ResponseEntity.ok (deviceResponse.createAuthenticated(login t
oken, authId, deviceId)/*true*/);
} else {
System.out.println("::No biometrics auth");
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("No
Biometrics auth");
}
}

public class Param {
public static final String AUTH HASH = "auth hash";
}

public class Path {
public static final String SHOP CHECK
"/checkshop";
}

private class Template {
public static final String SHOP CHECK

"checkshop";

[Ipunoxenue A.2.9

daitn «WebAuthController.javay

package ru.programsolutions.ubps.controller;

import com.ocep.faceroll.lib.ApiCalls;

import com.oep.faceroll.lib.FaceFeatures;

import org.apache.commons.codec.binary.Base64;

import
org.springframework.beans.factory.annotation.Autowired;
import org.springframework.http.HttpStatus;

import org.springframework.http.ResponseEntity;

import org.springframework.stereotype.Controller;
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import
import

org.springframework.ui.Model;

org.springframework.web.bind.annotation.RequestMapping;

import

org.springframework.web.bind.annotation.RequestMethod;

import
import
import
import
import
import

org.springframework.web.bind.annotation.RequestParam;
org.springframework.web.bind.annotation.ResponseBody;
org.springframework.web.multipart.MultipartFile;
ru.programsolutions.ubps.entity.enroll.EnrollType;
ru.programsolutions.ubps.repository.EnrollRepository;

ru.programsolutions.ubps.service.currentuser.CurrentUser;

import

ru.programsolutions.ubps.service.search.FaceAuthService;

import
import

import
import

ru.programsolutions.ubps.storage.FileStorageService;
ru.programsolutions.ubps.util.MultipartFileImpl;

Jjava.io.*;
java.util.UUID;

@QController

public

class WebAuthController {

@Autowired
private CurrentUser currentUser;

@Autowired
private EnrollRepository enrollRepository;

@Autowired
private FileStorageService storageService;

@Autowired
private FaceAuthService faceAuthService;

@Autowired
private AuthController authController;

@RequestMapping (value = Path.WEB AUTH, method =
RequestMethod.GET)
public String webAuthPage (Model model) {

model.addAttribute (Attribute.VERIFY PATH,

Path.WEB AUTH VERIFY) ;

}

return Template.WEB AUTH;

@RequestMapping (value = Path.WEB AUTH VERIFY VOICE,

method

= RequestMethod.GET)

public String verifyVoicePage () {

}

return Template.WEB AUTH VOICE;
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@RequestMapping (value = Path.WEB AUTH VOICE, method =
RequestMethod.POST)
@ResponseBody
public ResponseEntity webAuthVoice (@RequestParam (name
Param.VOICE) MultipartFile voiceRaw,
@RequestParam (name
AuthController.Param.AUTH ID) Long authId,
@RequestParam (name
AuthController.Param.DEVICE ID) String deviceld,
@RequestParam (name
AuthController.Param.LOGIN TOKEN) String token) {
File £ = null;

File enroll = null;

try {
InputStream is = voiceRaw.getInputStream() ;
String uuid = UUID.randomUUID () .toString();
String rawPostfix = " VOICE RAW";
String enrollPostfix = " VOICE ENROLL";
while ((f = new File (uuid +

rawPostfix)) .exists ()) {

uuid = UUID.randomUUID() .toString();
}
f.createNewFile () ;
FileOutputStream fos = new FileOutputStream(f);

{

int read;

while ((read = is.read()) != -1) {
fos.write (read);
fos.flush{();

}
}

fos.close();
String enrollPath

f.getAbsolutePath() +

enrollPostfix;
String enrollName = uuid + enrollPostfix;
enroll = new File(enrollPath);

ApiCalls.enrollVoice (f.getAbsolutePath(),
enrollPath);

FileInputStream fis = new
FileInputStream(enroll);

ByteArrayOutputStream baos = new
ByteArrayOutputStream() ;

{

int read;

while ((read = fis.read()) != -1) {
baos.write (read) ;

}

}
byte[] enrollBytes = baos.toByteArray();
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MultipartFileImpl multipartFile = new
MultipartFileImpl (enrollName, enrollName, enrollBytes);
ResponseEntity response =
authController.verify(authId, deviceId, token,
multipartFile, EnrollType.VOICE.name());
return response;
} catch (IOException e) {
return
createResponseEntity (HttpStatus.INTERNAL SERVER ERROR,
"Cannot get data from recorded voice");
} catch (SecurityException e) {
return
createResponseEntity (HttpStatus.INTERNAL SERVER ERROR,
"Cannot create temporary file.");
} catch (Exception e) {
e.printStackTrace () ;
return
createResponseEntity (HttpStatus.INTERNAL SERVER ERROR,
"Cannot recognize wvoice");
} finally {
deleteFile(f);
deleteFile(enroll);

@RequestMapping (value = Path.WEB AUTH FACE, method =
RequestMethod.POST)
@ResponseBody
public ResponseEntity webAuthFace (dRequestParam (name
Param.FACE) String source,
@RequestParam (name
AuthController.Param.DEVICE ID) String devicelId) ({
File £ = null;
String enrollPath = null;
try |
byte[] face =
Base64.decodeBaseb64 (source.getBytes () ) ;
String dir =
storageService.getRoot () .toString() ;
String uuid = UUID.randomUUID() .toString()
f = new File(dir, uuid);
while (f.exists()) {
uuid = UUID.randomUUID() .toString() ;
f = new File(dir, uuid);
}
f.createNewFile () ;
FileOutputStream fos;
fos = new FileOutputStream(f);
fos.write (face);
fos.flush{();
fos.close();
//TEMPORARY FILE CREATED, CREATE ENROLL
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enrollPath = f.getAbsolutePath() + " FACE";

FaceFeatures ffs =
ApiCalls.enrollFace (f.getAbsolutePath(), enrollPath);

FileInputStream fis = new
FileInputStream(enrollPath);

ByteArrayOutputStream baos = new
ByteArrayOutputStream() ;

int read;

while ((read = fis.read()) != -1) {

baos.write (read) ;

}

MultipartFileImpl multipartFile = new
MultipartFileImpl (uuid, uuid, baos.toByteArray()):
ResponseEntity response =
authController.getHashByFace (multipartFile, deviceld,
ffs.getAge (), ffs.isMale(), false);
return response;
} catch (Exception e) {
e.printStackTrace();
return
createResponseEntity (HttpStatus.INTERNAL SERVER ERROR,
"Error occurred");
} finally {
deleteFile (f);
if (enrollPath!=null) {
deleteFile (new File(enrollPath));

}

private void deleteFile(File file) {
if (file != null && file.exists()) {
try |
file.delete();
} catch (SecurityException e) {
e.printStackTrace();

}

private ResponseEntity createResponseEntity (HttpStatus
status, Object body) {
return ResponseEntity.status(status) .body (body);
}

public class Path {
public static final String WEB AUTH = "/web-
authentication";
public static final String WEB AUTH VERIFY =
WEB AUTH + "/verify";
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public static final String
+ "/face";
public static final String
+ "/voice";
public static final String
WEB AUTH VERIFY + "/voice";
}

public static class Attribute({
public static final String
"verifyPath";
}

public class Param {
public static final String
public static final String
public static final String
}

private class Template {
public static final String
public static final String
auth-voice";

}

Hpuioxenue A.3

WEB AUTH FACE = WEB AUTH
WEB_AUTH VOICE = WEB_AUTH

WEB AUTH VERIFY VOICE =

VERIFY PATH =

FACE = "source";
VOICE = "voice";
USER IP = "user ip";

WEB AUTH = "web-auth";
WEB AUTH VOICE = "web-

JIMCTHHIM peno3uTopuen

[Tpunoxenue A.3.1

daiin «AuthorizedDeviceRepository.java»

package ru.programsolutions.ubps.repository;

import org.springframework.data.jpa.repository.Query;
import org.springframework.data.repository.CrudRepository;
import org.springframework.data.repository.query.Param;
import ru.programsolutions.ubps.entity.AuthorizedDevice;
import ru.programsolutions.ubps.entity.Client;

import java.util.List;

public interface AuthorizedDeviceRepository extends
CrudRepository<AuthorizedDevice, Long>{

125



@Query ("select ad from AuthorizedDevice ad where :client
in ad.clients")

List<AuthorizedDevice> findByClient (@Param("client")
Client client);

@Query ("select ad from AuthorizedDevice ad where
ad.deviceId = :identity")

AuthorizedDevice findByDeviceIdentity (@Param("identity")
String deviceldentity);

@Query ("select ad.clients from AuthorizedDevice ad where
ad.deviceId = :deviceId")

List<Client> findClientsByDevicelId(@Param ("deviceId")
String devicelId);

}

[Tpunoxenue A.3.2

daiin «AuthUserRepository.java»

package ru.programsolutions.ubps.repository;

import org.springframework.data.]jpa.repository.Query;
import org.springframework.data.repository.CrudRepository;
import org.springframework.data.repository.query.Param;
import ru.programsolutions.ubps.entity.auth.AuthUser;
import ru.programsolutions.ubps.entity.auth.Role;

public interface AuthUserRepository extends
CrudRepository<AuthUser, Long>
{

@Query ("select au.role from AuthUser au where au.email =
:login")

Role getAuthRole (@Param("login") String login);

AuthUser findByLogin (String login);

[Ipunoxenue A.3.3

daiin «ClientRepository.java»

package ru.programsolutions.ubps.repository;

import org.springframework.data.jpa.repository.Query;
import org.springframework.data.repository.CrudRepository;
import org.springframework.data.repository.query.Param;
import ru.programsolutions.ubps.entity.Client;
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public interface ClientRepository extends
CrudRepository<Client, Long>
{
@Query ("select ¢ from Client c where c.email = :login")
Client findByLogin (@Param("login") String login);

[Tpunoxenue A.3.4

daiin «EnrollFaceRepository.java»

package ru.programsolutions.ubps.repository;

import org.springframework.data.]jpa.repository.Query;
import org.springframework.data.repository.CrudRepository;
import org.springframework.data.repository.query.Param;
import ru.programsolutions.ubps.entity.Client;

import ru.programsolutions.ubps.entity.enroll.EnrollFace;
import ru.programsolutions.ubps.entity.enroll.Gender;
import
ru.programsolutions.ubps.util.enrollcut.EnrollCutList;

import java.util.List;

public interface EnrollFaceRepository extends
CrudRepository<EnrollFace, Long> {

@Query ("delete EnrollFace e where e.id!=:eid")
void deletExcept (@Param("eid") Long id);

@Query ("select ef from EnrollFace ef where ef.client =
:client")

List<EnrollFace> findAllByClient (QParam("client") Client
client);

@Query ("select new
ru.programsolutions.ubps.util.enrollcut.EnrollCut (ef.client.
id,ef.path) from EnrollFace ef where ef.client.id in
(:clients)")

EnrollCutList cutByClients (@Param("clients") List<Long>
clientIds);

@Query ("select new
ru.programsolutions.ubps.util.enrollcut.EnrollCut (ef.client.
id,ef.path) from EnrollFace ef where
ef.faceFeature.averageAge between (:age - 10) and (:age +
10) and ef.faceFeature.gender = :gender")
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EnrollCutList cutByFaceFeature (@Param("gender") Gender
gender, @Param("age") int age);

@Query ("select new
ru.programsolutions.ubps.util.enrollcut.EnrollCut (ef.client.
id,ef.path) from EnrollFace ef")

EnrollCutList cutAll();

}

[Tpunoxenue A.3.5

daiin «EnrollFingerRepository.javax

package ru.programsolutions.ubps.repository;

import org.springframework.data.repository.CrudRepository;
import ru.programsolutions.ubps.entity.Client;
import ru.programsolutions.ubps.entity.enroll.EnrollFinger;

import java.util.List;

public interface EnrollFingerRepository extends
CrudRepository<EnrollFinger, Long> {

List<EnrollFinger> findAllByClient (Client client);
}

[Tpunoxenue A.3.6

daiin «EnrollRepository.java

package ru.programsolutions.ubps.repository;

import org.springframework.data.jpa.repository.Query;
import org.springframework.data.repository.CrudRepository;
import org.springframework.data.repository.query.Param;
import ru.programsolutions.ubps.entity.Client;

import ru.programsolutions.ubps.entity.enroll.Enroll;
import ru.programsolutions.ubps.entity.enroll.EnrollType;
import
ru.programsolutions.ubps.util.enrollcut.EnrollCutList;

import java.util.List;

public interface EnrollRepository extends
CrudRepository<Enroll, Long>
{
@Query ("select e from Enroll e where e.client.id = :cid
and e.type = :etype")
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List<Enroll> findManyByAuthUser (@Param("cid") Long id,
@Param ("etype") EnrollType enrollType):;

@Query ("select e from Enroll e where e.client.id = :cid
and e.type = :etype")

Enroll findByAuthUser (@Param("cid") Long id,
@Param("etype") EnrollType enrollType);

@Query ("select new
ru.programsolutions.ubps.util.enrollcut.EnrollCut(e.client.i
d,e.path) from Enroll e where e.type =
ru.programsolutions.ubps.entity.enroll.EnrollType.FACE")

EnrollCutlist findFaces();

@Query ("select e from Enroll e where e.client =
:client")

List<Enroll> findByClient (@Param("client") Client
client);

}

[Ipunoxenue A.3.7

daiin «EnrollVoiceRepository.java»

package ru.programsolutions.ubps.repository;

import org.springframework.data.]jpa.repository.Query;
import org.springframework.data.repository.CrudRepository;
import org.springframework.data.repository.query.Param;
import ru.programsolutions.ubps.entity.Client;

import ru.programsolutions.ubps.entity.enroll.EnrollVoice;

import java.util.List;

public interface EnrollVoiceRepository extends
CrudRepository<EnrollVoice, Long> {
@Query ("delete EnrollVoice e where e.id!=:eid")
void deletExcept (@Param("eid") Long id);

@Query ("select ev from EnrollVoice ev where ev.client =
:client")

List<EnrollVoice> findAllByClient (GParam("client")
Client client);

}
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[Tpunoxenue A.3.8

daiin «SimpleAuthUserRepository.javax

package ru.programsolutions.ubps.repository;

import org.springframework.data.]jpa.repository.Query;
import org.springframework.data.repository.CrudRepository;
import org.springframework.data.repository.query.Param;
import ru.programsolutions.ubps.entity.auth.AuthUser;
import ru.programsolutions.ubps.entity.auth.SimpleAuthUser;

public interface SimpleAuthUserRepository extends
CrudRepository<SimpleAuthUser, Long>
{

@Query ("select sau from SimpleAuthUser sau where
sau.authUser.id = :id")

SimpleAuthUser findByAuthUser (@Param("id") Long id);

@Query ("select sau from SimpleAuthUser sau where
sau.authUser = :au")

SimpleAuthUser findByAuthUser (@Param("au") AuthUser
authUser) ;

}

[Tpunoxenue A.3.9

daiin «UserHashRepository.java»

package ru.programsolutions.ubps.repository;

import org.springframework.data.jpa.repository.Query;
import org.springframework.data.repository.CrudRepository;
import org.springframework.data.repository.query.Param;
import ru.programsolutions.ubps.entity.UserHash;

import ru.programsolutions.ubps.entity.auth.AuthUser;

import java.util.Date;
import java.util.Set;

public interface UserHashRepository extends
CrudRepository<UserHash, Long>
{

@Query ("select uh from UserHash uh where uh.authUser =
:au and uh.hash like :hash")

UserHash findByHashAndAuthuserId (@Param("au") AuthUser
authUser, @Param("hash") String hash);
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@Query ("select uh from UserHash uh where uh.authUser =
:au and uh.deviceId like :devid")

UserHash findByUserAndDeviceId(@Param("au") AuthUser
authUser, @Param("devid") String deviceId);

@Query ("select uh from UserHash uh where uh.lastModified
<= :dbefore and uh.expired = false")

Set<UserHash> findNotExpiredBefore (RParam("dbefore™)
Date before);

@Query ("select uh from UserHash uh where uh.authUser.id
= :uid and uh.hash = :hash and uh.devicelId = :devid")
UserHash find(@Param("uid") Long userId, @Param("hash")
String hash, @Param("devid") String deviceId);
}

131



. Pabouas craHiius

Jluarpamma pa3BepTbIBaHUS

Cets
Wnrepner

HPUJIOXKEHUE b
ANATPAMMBI UML

(pexoMenayeMoe)

Hpuioxenue b.1

B/ cepsuca

ABTOpHU3aLMU

Be0-6paysep

: Cepgep

CepBuc aBTOopU3aIMn
IMoJb30BaTelIeii mo
OMOMETPHY €CKHM
JIAHHBIM

Cets : Tepmunan
WHurepHeT | omnatel

Cetp
Wurepuer

: MoGwibpHOe
YCTPOMHCTBO

MobuisHoe
[PHIIOKEH He

132

Knuenrckoe
MPHIIOKEHHE




IMpunoxenne b.2

I[narpaMMa CYIIHOCTb-CBA3b

user_hash auth_user simple_auth_user
client
authorized_device enroll
enroll_face enroll_voice | enroll_finger

face_feature
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authorized device

enroll voice enroll finger
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CTOPOHHUA CEPBUC ABTOPU3ALLUN
CEPBUC MOJ/Ib30OBATEJIEA

MoJIb3OBATE/lb
JAHHbBIX

1 3TAN ABTOPUSALUUNUA

MONYYEHUE 3AMNPOCA

@RequestParam(value’ = Param.ENROLL) MultipartFile multipartFile,
@RequestParam(value = Param.DEVICE ID) String riceId,

C tParam(value Param.AGE) Integer av
@RequestParam(value = Param.MALE) Boolean isMale,
@RequestParam(name = Param:ENCODED, defaultValue = "false", required =
false) Boolean encoded

MOUCK NMOAXOAALLErO KAHAWAATA

9)
an
@ TEHEPALSA, MPUBA3KA 1 COXPAHEHWUE TOKEHOB B BA3E [JAHHBIX

BO3BPAT MYB/INYHON YACTU TOKEHA
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O
\é-;:l 2 3TAIN ABTOPU3SALLUA

MOIYYEHUE 3ATIPOCA

@RequestParam(name = am.AUTH 'ID) Long authId,
tParam (nam -DEVICE_ID) 'String devi
( -LOGIN TOK g
Daram (name ENROLL, requ d = true) MultipartFile
partFile,
@RequestParam(name ENROLL TYPE, required = true) String enrollType

MPOBEPKA TOKEHA

MPOBEPKA MO MEPEAAHHOMY BUOMETPUYECKOMY UAEHTUGUKATOPY

BO3BPAT PE3Y/1b
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